
OCTOBER 2025

Countering the  
Digital Silk Road
Vivek Chilukuri and Ruby Scanlon



About the Authors
Vivek Chilukuri is the senior fellow and 
director of the Technology and National 
Security Program at the Center for a 
New American Security (CNAS). His work 
focuses on the responsible development 
and deployment of artificial intelligence; the 

U.S.-China technology competition; and the intersection 
of technology, democracy, and geopolitics. Before joining 
CNAS, Chilukuri served as a senior technology policy 
advisor, deputy chief of staff, and legislative director for 
Senator Michael Bennet (D-CO)—a member of the Senate 
Select Committee on Intelligence. Previously, Chilukuri 
served at the Department of State as a policy advisor to 
the undersecretary for civilian security, democracy, and 
human rights, and as a program officer at the National 
Democratic Institute. He received a master’s in public policy 
from the Harvard Kennedy School and a bachelor of arts in 
international studies from the University of North Carolina at 
Chapel Hill, where he graduated as a Robertson Scholar.

Ruby Scanlon is a research associate for the 
Technology and National Security Program 
at CNAS, supporting the Center’s research 
on U.S.-China technology competition, 
China’s innovation ecosystem, and artificial 
intelligence (AI) policy. Before CNAS, Scanlon 

worked at the Department of Justice’s Antitrust Division, 
where she assisted on technology cases such as United 
States v. Google and served as speechwriter for Assistant 
Attorney General Jonathan Kanter. Scanlon holds an MS in 
global affairs from Tsinghua University in Beijing, where she 
wrote her thesis on China’s National AI Development and 
Regulation Strategy, and a BA from Northwestern University 
in international relations with a focus in international 
economics.

About the Technology and National  
Security Program
The CNAS Technology and National Security Program 
produces cutting-edge policy research to secure America’s 
edge in emerging technologies while managing potential 
risks to security and democratic values. The Program 
produces bold, actionable recommendations to drive U.S. 
and allied leadership in responsible technology innovation, 
adoption, and governance.

The Technology and National Security Program focuses 
on three high-impact technology areas: AI, biotechnology, 
and quantum information sciences. It also conducts cross-
cutting research to strengthen U.S. technology partnerships 
to promote secure, resilient, and rights respecting 
digital infrastructure and ecosystems abroad. A focus 
of the program is convening the technology and policy 
communities to bridge gaps and develop solutions.

Acknowledgments
This report would not have been possible without the many 
officials and experts—across Washington, D.C., Jakarta, São 
Paulo, Brasília, Nairobi, Riyadh, and Abu Dhabi—who shared 
their insights over the course of the project. The authors 
also wish to thank Melanie Hart, Jonathan Hillman, Erin 
Murphy, and Kyle Chan for their feedback on earlier drafts.

The report benefited from the excellent substantive, 
editorial, and design contributions of CNAS current and 
former colleagues Bill Drexel, Janet Egan, Tim Fist, Maura 
McCarthy, Melody Cook, Emma Swislow, and Caroline Steel. 
This work was made possible by the generous support of 
the Smith Richardson Foundation.

As a research and policy institution committed to the 
highest standards of organizational, intellectual, and 
personal integrity, CNAS maintains strict intellectual 
independence and sole editorial direction and control over 
its ideas, projects, publications, events, and other research 
activities. CNAS does not take institutional positions on 
policy issues, and the content of CNAS publications reflects 
the views of their authors alone. In keeping with its mission 
and values, CNAS does not engage in lobbying activity and 
complies fully with all applicable federal, state, and local 
laws. CNAS will not engage in any representational activities 
or advocacy on behalf of any entities or interests and, to 
the extent that the Center accepts funding from non-U.S. 
sources, its activities will be limited to bona fide scholastic, 
academic, and research-related activities, consistent with 
applicable federal law. The Center publicly acknowledges on 
its website annually all donors who contribute.



3

TECHNOLOGY AND NATIONAL SECURITY  |  OCTOBER 2025
Countering the Digital Silk Road

Project Overview
The year 2025 marks the 10th anniversary of the Digital Silk Road (DSR), China’s ambitious initiative to shape 
critical digital infrastructure around the world to advance its geopolitical interests and technology leadership. 
A decade after the initiative’s launch, digital infrastructure and emerging technologies have only grown more 
vital and contested as demand for connectivity, digital services, and advanced technologies like artificial 
intelligence (AI) expands. Against this backdrop, the DSR has become increasingly central to China’s broader 
strategy to challenge and ultimately supplant the U.S.-led digital order, and in doing so, reap potentially vast 
security, economic, and intelligence advantages.

To assess the DSR’s impact a decade after its inception—and to examine how the United States and its 
allies can offer a more compelling and coherent alternative—the CNAS Technology and National Security 
team undertook a major research project that combined extensive desk research and field interviews in 
emerging markets to produce in-depth case studies of four geostrategically critical nations: Indonesia, Brazil, 
Kenya, and Saudi Arabia. This final report brings together insights from these case studies, while offering 
a comprehensive analysis of the origins, evolution, and effectiveness of China’s Digital Silk Road and its 
implications for the United States and its allies. The report also provides an in-depth examination of U.S. and 
allied efforts to counter the DSR and offers detailed recommendations to strengthen those efforts going 
forward. 
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Executive Summary

he year 2025 marks the 10th anniversary of 
the Digital Silk Road (DSR), China’s effort to 
strengthen its global ties and influence through 

technology. In the decade since the initiative’s launch, 
technology has moved to the center of emerging market 
priorities, China’s domestic and foreign policy, and the 
U.S.-China competition. Rapid digitalization, spurred by 
emerging market policies seeking to harness technolo-
gy’s potential, has led to surging global demand for the 
connective infrastructure and cutting-edge services that 
will power the modern world. But even as technology 
vaults to the top of government and corporate agendas, 
the DSR’s origins, goals, and tools remain obscured, com-
plicating U.S. and allied efforts to assess its effectiveness 
and mobilize a response.

Those seeking official strategies and plans behind 
the DSR will be disappointed. Its nature is amorphous, 
expanding alongside Beijing’s growing interest in 
strategic technologies and receding as commercial and 
political interests require. Ten years after its inception, 
the Digital Silk Road is, paradoxically, at once less visible 
and more ubiquitous than ever. Launched in 2015 as the 
digital arm of China’s Belt and Road Initiative (BRI), 
the DSR grew into its own effort as technology leader-
ship became increasingly important to Beijing. Rising 
backlash against the BRI and the DSR abroad, however, 
made formal affiliation with a state-led initiative a lia-
bility, and Chinese officials and companies now rarely 
tout official linkages. Domestic economic headwinds 
and fiscal pressures also caused Beijing to retrench from 
the earlier years of massive state-backed infrastruc-
ture projects in favor of a “small yet smart” approach 
that emphasized technology as a low-cost, high-impact 
avenue of continued developmental support.1 At home, 
Beijing embraced technology as a path to economic 
diversification, development, and security consistent 
with the Made in China 2025 initiative. Private and 
semiprivate companies—Huawei, ZTE, Alibaba, and 
Tencent—led the way, with considerable success. Huawei 
is now the world’s top provider of telecommunications 
equipment and operates in over 170 countries.

Beijing’s public retreat from the DSR should not 
be mistaken for failure. On the contrary, the DSR’s 
ambition—to strengthen China’s economic and geopo-
litical leadership through technology—has now suffused 
Beijing’s broader domestic and foreign policy. The DSR 
has largely disappeared because it has succeeded and 
become subsumed. The DSR may not be state directed, 
like the BRI, but it is undoubtedly state enabled. At every 
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stage, government support drives the innovation, deploy-
ment, and scale needed within China to underprice and 
outcompete in the wider world—in 5G telecommuni-
cations equipment, facial recognition cameras, legacy 
semiconductors, and, more recently, commercial drones 
and electric vehicles.

Over the past decade, U.S. and allied policymakers 
have slowly awoken to the varied, overlapping dangers 
of the DSR. Concern has focused on how the diffusion of 
Chinese-linked digital infrastructure could create cyber-
security and espionage risks and avenues of coercive 
influence for Beijing over emerging markets, akin to the 
dynamics of the BRI. Others have focused on the spread 
of techno-authoritarianism. All these concerns are valid 
and troubling. At the same time, it is neither realistic nor 
desirable to arrest, let alone reverse, the diffusion of all 
Chinese-linked digital infrastructure and services every-
where. China remains the top trading partner for most 
of the world, and technology represents an increasing 
share of that trade. Not all Chinese-linked technology 
diffusion is inherently nefarious; indeed, much of it 
involves innocuous consumer goods that pose little or no 
risk. Hysteria about Chinese technology diffusion is not 
a strategy. U.S. and allied policymakers must therefore 
prioritize the key countries and technology domains that 
both implicate core economic and security interests and 
represent credible opportunities to outcompete Chinese 
offerings.

With this in mind, the report suggests six priority 
technology domains: subsea cables, next-generation 
telecommunications, low Earth orbit (LEO) satellites, 
data centers and cloud services, artificial intelligence 
(AI), and smart cities. Together, these domains form 
the foundation of the digital infrastructure and services 
that will power the economies and governments of the 
modern world. The United States and its allies must not 
allow China to dominate these domains in key emerging 
market security partners, such as the Philippines, 
Indonesia, Kenya, and Egypt, recognizing that any 
strategy that seeks to stop Chinese technology every-
where—even in these countries—is doomed to fail.

The case for countering the DSR is as much about 
seizing opportunity as mitigating risks. Unlike the 
global transition to 4G and 5G networks, when the West 
lacked competitors that could match Huawei and ZTE’s 
state-subsidized offerings, the United States and its allies 
have a formidable hand to play in several vital technology 
transitions now unfolding across the globe. U.S. firms 
dominate the AI frontier, dwarfing competitors in capital 
investments and model capabilities. U.S. firms command 
70 percent of the global cloud market. Over 90 percent of 

the global subsea cable infrastructure was built by U.S. 
or allied companies. Since 2020, Starlink has launched 
more LEO satellites than all its competitors combined. 
Washington and its allies now have a generational oppor-
tunity to wield these strengths to positively shape digital 
ecosystems around the world, secure first-mover advan-
tages, and box out Chinese companies’ ability to reinvest 
overseas revenue to close gaps in strategic technologies.

But doing so will require a bold new approach. Over 
the past decade, the United States and its allies have 
haltingly rolled out new offices, initiatives, and funding 
mechanisms to match the DSR. The G7 touts a new 
Partnership for Global Infrastructure and Investment 
(PGI) to deploy $600 billion; the United States has 
mobilized just one-tenth of that amount to date. The 
Quad’s ambition to support subsea cables, cybersecurity, 
and other digital infrastructure across the Indo-Pacific 
is well directed but similarly under-resourced. The 
European Union’s Global Gateway committed $350 
billion for global infrastructure, but meaningful coordi-
nation with U.S. investments and the PGI remains sparse.

The U.S. government has mounted several reforms 
to level up America’s technology statecraft. The State 
Department established the new Bureau of Cyberspace 
and Digital Policy. Congress created new investment 
tools through the International Development Finance 
Corporation, International Technology Security and 
Innovation Fund, and Countering PRC Influence Fund. 
Administrations of both parties have pursued efforts 
to promote a standards-based model for secure and 
trusted technology promotion abroad, such as the Clean 
Network initiative from President Donald Trump’s first 
administration and the now-rescinded Framework for 
AI Diffusion from President Joe Biden’s administra-
tion. At the same time, U.S. allies like the EU, Japan, 
and Australia have embraced a more security-minded 
approach to foreign assistance and strengthened coordi-
nation. These efforts are welcome, overdue, and wholly 
insufficient.

In the short term, as the Trump administration con-
siders a new iteration of the AI Diffusion Rule, it should 
raise its sights and offer the world not only a frame-
work for accessing cutting-edge AI chips, but advanced 
technologies more broadly to draw them into the U.S. 
technology ecosystem. The administration should also 
recognize that it cannot ask emerging markets to limit 
Beijing’s leverage through the DSR as the United States 
exploits its own economic leverage through rapidly 
shifting tariff and export control policies. Long-term 
technology partnerships require a foundation of trust 
that recent policies risk undermining.
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In the longer term, the United States must recognize 
that the lesson of the 5G race is that market forces alone 
cannot guarantee U.S. and allied tech adoption—espe-
cially as China doubles down on support for strategic 
technologies. The answer, however, is not to mirror 
Beijing’s government-driven approach, but to pursue 
more ambitious statecraft fit for an era of global tech-
nology competition.

To that end, the report offers the following 
recommendations:

Strategy and Coordination

Craft a Global Technology Competition Strategy. The 
White House should direct the State Department, led 
by the undersecretary for economic growth, energy, 
and the environment and the Bureau of Cyberspace 
and Digital Policy, to develop a detailed strategy that (1) 
prioritizes countries for U.S. engagement, (2) identifies 
the most strategically vital technology domains, and (3) 
aligns U.S. investments and other tools accordingly.

Establish a Strategic Competition Council. The 
White House should create an interagency Strategic 
Competition Council to elevate and better coordinate 
U.S. efforts to counter Chinese influence in strategic 
markets and sectors abroad, including digital infra-
structure and emerging technologies.

Strategic Investment

Establish a new U.S. Partnership Agency by consol-
idating the U.S. International Development Finance 
Corporation (DFC), Export-Import Bank of the 
United States (EXIM), U.S. Trade and Development 
Agency (USTDA), PGI, and the International Trade 
Administration’s Global Markets and Industry & 
Analysis functions. At the same time, consolidation 
must not be a pretext for cutting the overall resources 
that these agencies receive, beyond any efficiencies 
from streamlining. This moment demands more invest-
ment in proactive commercial engagement, not less.

Alternatively, the White House and Congress should 
reform the DFC and EXIM for the global technology 
competition.

	¡ DFC—Congress should quadruple its total lending 
authority to $240 billion and designate emerging 

technologies and digital infrastructure as a priority 
area.2 Congress should also loosen restrictions that 
often block the DFC from supporting digital infrastruc-
ture projects that may incidentally benefit high-income 
countries and modernize how the DFC accounts for 
equity investments, consistent with the Enhancing 
American Competitiveness Act.3

	¡ EXIM—Policymakers should require the EXIM to 
allocate at least half its lending support to projects that 
counter China and promote advanced technologies, 
relax U.S. shipping and content requirements for China 
and Transformational Exports Program investments, 
and at least double the EXIM’s default cap to 4 percent.

Review and potentially expand the International 
Technology Security and Innovation Fund (ITSI), 
administered by the State Department, which promotes 
secure telecommunications networks and resilient 
information and communications technology (ICT) and 
semiconductor supply chains abroad.4 ITSI currently has 
$500 million in funding over five years.

Expand and reform the Countering PRC Influence Fund 
(CPIF). Congress should revise the CPIF’s authorizing 
language to make countering the DSR an explicit priority 
and scale it to at least $1 billion, increasing it further 
based on performance.5

Expand the USTDA’s Global Procurement Initiative. 
The Global Procurement Initiative improves the capacity 
of foreign public officials to account for the full life cycle 
of costs, such as security, reliability, and maintenance, 
when making significant procurement decisions.

Leverage U.S. influence over multilateral develop-
ment banks to raise standards for all ICT projects. 
Washington and its allies should leverage their financial 
contributions to multilateral development banks, such as 
the World Bank and Inter-American Development Bank, 
to raise procurement standards to further emphasize 
quality, trust, and security, drawing on insights from the 
USTDA’s Global Procurement Initiative.

Identify and prepare for critical procurement deci-
sions for digital infrastructure and services in priority 
emerging markets. The State Department should direct 
embassies to identify the life cycle of digital infrastruc-
ture, determine future procurement junctures when 
such infrastructure will require modernization or 
replacement, and work now to prepare U.S. and allied 
alternatives.
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Technology Diplomacy

Pilot a cohort of Foreign Technology Officers. A pilot 
class of Foreign Technology Officers would receive exten-
sive training in critical and emerging technology policy 
and deploy to priority posts abroad.

Expand training for Cyberspace and Digital Policy 
Statecraft at the Foreign Service Institute. Established 
in 2024, the class is routinely oversubscribed. The State 
Department should increase offerings and require this 
training for Regional China Officers.

Appoint more ambassadors with leadership experience 
in the technology sector. Few U.S. diplomats, and espe-
cially ambassadors and senior Foreign Service Officers, 
have a deep background in technology, limiting their 
ability to elevate and shape technology policy on the 
ground.

Expand the number of U.S. Commercial Service Officers 
and DFC employees deployed abroad to increase support 
for U.S. technology companies to identify and secure stra-
tegic opportunities in emerging markets.

Focus the U.S. Department of Defense’s Office of 
Strategic Capital. The White House should ensure that 
the office focuses on providing analysis about which 
emerging markets deserve prioritization from the Defense 
Department’s perspective; otherwise, it should focus 
investments on U.S. and allied defense-relevant technolo-
gies overlooked by current market incentives.

Leverage NATO member-state investment funds. NATO 
should convene a summit to explore opportunities for 
member-state sovereign wealth funds and other invest-
ment funds to support digital ecosystems in priority 
emerging markets. Canada, Denmark, Italy, Norway, and 
Türkiye—and perhaps, soon, the United States—have 
sovereign wealth funds. Norway’s fund is the largest in the 
world, with $1.8 trillion in assets.6

Technology Partnerships

Create a mechanism for countries to request stra-
tegic technology partnerships with the United States. 
Washington should create a framework for foreign 
governments to request strategic technology partnerships 
with the United States. Washington could lay out clear, 
broadly consistent criteria—as it did with the now-re-
scinded Framework for AI Diffusion—as a condition 

for these partnerships, such as robust intellectual 
property and cybersecurity protections and divestment 
from China-linked digital infrastructure. In exchange, 
Washington would fast-track approvals and support from 
bodies like the new U.S. Partnership Agency and expand 
technology trade missions, research collaboration, and 
talent exchanges.

Strengthen and focus the American AI Exports Program 
on key emerging markets. The July 2025 executive 
order on Promoting the Export of the American AI 
Technology Stack requires industry proposals for a 
full-stack AI technology export package. Given limited 
capacity and resources, the administration should focus 
the newly created program on priority emerging markets. 
The Economic Diplomacy Action Group empowered 
under the July 2025 executive order should undertake 
a comprehensive review of all relevant federal tools and 
resources to identify opportunities to streamline applica-
tion procedures, requirements, and review timelines.

Elevate smart cities in the AI Exports Program. In 
developing the new AI Exports Program, the Trump 
administration should clarify that it will prioritize 
AI-enabled smart city applications that respect demo-
cratic values to jump-start the development of integrated 
rights-respecting U.S. offerings able to compete with 
China’s techno-authoritarian alternatives.

Focus coordination with allies and partners in strategic 
regions to maximize impact. The United States should 
work more closely with technology-leading allies and 
partners to identify select “swing states” and strategic 
technology areas and align investments and engage-
ment to the maximum extent possible—for instance, by 
leveraging the EU’s Global Gateway and the Trilateral 
Infrastructure Partnership between Australia, Japan, and 
the United States.

Create a U.S. Partnership Portal for both U.S. and 
foreign companies, universities, and research insti-
tutions to harness existing U.S. government tools and 
resources. The White House should create a single point 
of entry where U.S. companies and foreign counterparts 
can access all the relevant resources and personnel.

Revive Digital Ecosystem Country Assessments. 
Before its closure, the U.S. Agency for International 
Development conducted in-depth assessments of 
emerging market digital ecosystems.7 These assessments 
are vital for effectively targeting U.S. public and private 
sector engagement.
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Introduction

he year 2025 marks the 10th anniversary of the 
Digital Silk Road (DSR), China’s ambitious ini-
tiative to deepen ties through global technology 

diffusion. A decade after its launch, the DSR’s scope 
and effectiveness remain poorly understood, even as 
technology has become central to Chinese domestic and 
foreign policy, the U.S.-China competition, and govern-
ment agendas across the Global South. In every region, 
capitals and corporate boardrooms seek to harness 
accelerating digitalization and rapidly progressing tech-
nologies like artificial intelligence (AI) to benefit their 
economy, society, and security.

Across the Global South, governments have embraced 
technology’s potential to mature their economies, create 
good-paying jobs, and burnish their global stature. 
Indonesia’s president, Prabowo Subianto, views the 
country’s digital sector as vital to diversifying its com-
modity-reliant economy.8 Crown Prince Mohammed bin 
Salman has made AI fundamental to his “Vision 2030” 
for Saudi Arabia’s economic and social transformation.9 
Kenyan president William Ruto has touted the country’s 
“Silicon Savannah” to attract billions in new invest-
ment from foreign technology firms.10 Ambitions from 
Brasília to Delhi are no less bullish. All of this has fed 
surging demand for digital infrastructure and services 
in emerging markets, catalyzing intense competition 
between China and the United States to shape the digital 
future of strategic “swing states” around the world.11

A decade after the DSR’s inception, digital infrastruc-
ture and services have only become more important 
as military, intelligence, commercial, and government 
activity moves online and powerful capabilities arise 
from AI, the Internet of 
Things (IoT), and next-gen-
eration telecommunications. 
America has long benefited 
from the U.S.-led global 
information and commu-
nications technology (ICT) infrastructure, and these 
trends increase both Washington’s interest in defending 
its position and Beijing’s interest in supplanting it. A core 
component of Beijing’s goal to upend the U.S.-led global 
order is replacing the U.S.-centric digital order with a 
new one routed through Beijing.

At stake is a future in which entire countries and 
regions could become further ensnared in China’s digital 
ecosystem—surrendering the data of their governments 
and citizens, handing Beijing new leverage over emerging 
economies, and exporting its techno-authoritarian model 

to emerging democracies. If China succeeds, it will reap 
massive security, intelligence, and economic benefits. 
It could also accelerate the fragmentation of the global 
internet and erode market share for U.S. and allied firms 
in rapidly digitizing rising powers across the Global 
South.

The case for countering the DSR is as much about 
seizing opportunities as limiting risks: The United 
States and its allies have a powerful hand to play as 
emerging markets make generational policy, partner-
ship, and investment decisions for advanced digital 
infrastructure and services. The opportunity is not 
merely commercial; it is about using America’s tech-
nology offerings as a catalyst for deeper government, 
business, and societal ties to pull strategically important 
rising powers closer to its orbit. It is also about offering 
the world competitive technologies—and, in turn, 
shaping technology ecosystems—rooted in democratic 
values of openness, freedom, fair competition, due 
process, and respect for civil liberties. Failure to make 
such an offering risks ceding not only emerging markets 
to Chinese companies, but emerging democracies to 
Chinese technology-enabled surveillance and social 
control.

America’s longtime technology leadership has given 
its firms a commanding global presence. Google and 
Microsoft now derive half their annual revenue from 
foreign markets.12 Growing foreign revenue allows U.S. 
companies to reinvest and maintain their competitive 
edge, feeding a virtuous cycle. Beyond the commercial 
motivations of U.S. firms, their global presence bestows 
a powerful organic means to influence the governance 
and use of new technologies consistent with democratic 
values. U.S. companies have long championed a free, 

open, and secure internet not 
only because it suits their com-
mercial interests, but because 
it also reflects their values. Of 
course, not all U.S. technology 
diffusion is inevitably good 

for democracy: American social media, for instance, 
has empowered both freedom fighters and dictators. 
One does not have to view U.S. technology companies 
as angels, however, to fear a future in which Chinese 
technology firms dominate.

And there is reason for worry. Across the globe, 
Chinese firms are expanding their footprint by under-
pricing U.S. and allied offerings through generous 
domestic industrial policies, overseas financing, stra-
tegic partnerships, and a range of other tools from 
workforce training to outright pressure and bribery.

T

The case for countering the 
DSR is as much about seizing 
opportunities as limiting risks.
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During President Trump’s first administration, 
Washington began to fight back. U.S. efforts to restrict 
Chinese telecommunications firms Huawei and ZTE 
drew global attention to the success—and dangers—of 
Beijing’s push to dominate next-generation wireless 
networks. There has been decidedly less attention, 
however, to how the DSR has evolved in response to 
rising U.S. and allied restrictions, changing technology 
capabilities and priorities within China, and trends in 
emerging market demand. Concerns about the data 
security of Chinese telecommunications networks, 
for instance, have not been matched by worries about 
the proliferation of Chinese data center, cloud, and AI 
partnerships with foreign governments. Concerns about 
China’s successes in deploying 5G have not been miti-
gated by an understanding of its failures—for example, 
the deployment of ineffective “smart city” infrastruc-
ture in Islamabad and Lahore, Pakistan.13 Policymakers 
would benefit from a clear-eyed assessment of the DSR’s 
effectiveness to date; its evolution into next-generation 
digital infrastructure, skilling, and services; and the con-
sequences for U.S. and allied interests.

Even as the global technology competition intensifies, 
the United States and its allies have largely failed to adapt 
their strategies, institutions, and tools to this new reality. 
China has not made this mistake. Against this backdrop, 
clarifying the true nature and effectiveness of the DSR 
gains new urgency. So does clarifying where the United 
States and its allies have fallen short in competing with 
China in the Global South and outlining a credible way to 
win. If there is broad recognition that China won the last 
technology transition to 4G and 5G networks in emerging 
markets, there is far less agreement about how the 
United States and its allies can learn from that failure and 
win the critical technology transitions now unfolding 
around the world.

Fortunately, the United States and its allies enter this 
phase of global technology competition with formidable 
advantages in key domains—from fiber-optic cables 
beneath the waves to advanced satellites in low orbit to 
next-generation data centers and AI services powering a 
new era of digital cognition. As more sectors and services 
integrate with these technologies, the countries and com-
panies able to lay this new digital foundation will gain 
profound, long-term influence in the 21st century—for 
better or worse—akin to the U.S. dominance of the global 
financial system in the 20th century.14 America’s tech-
nology strengths are not a cause for complacency, but a 
call to action—to preserve its position, counter China’s 
DSR, and offer the world a vision of technology develop-
ment rooted in human freedom and shared opportunity.

This report seeks to help U.S. and allied policymakers 
meet the moment. Specifically, it draws on 18 months 
of historical and comparative research, open-source 
analysis, and more than 40 expert interviews to offer an 
in-depth study of the DSR and U.S. and allied efforts to 
counter it in key emerging markets. It also outlines an 
ambitious agenda for the United States and its allies to 
win the key technology transitions now unfolding across 
the globe. To balance the report’s analysis with emerging 
market perspectives, the authors conducted field visits to 
Indonesia, Brazil, Kenya, and Saudi Arabia, where they 
interviewed leaders from government, academia, civil 
society, technology start-ups, national telecommunica-
tions champions, and multinational tech firms. These 
visits resulted in four in-depth case studies published 
previously under this project, and whose insights inform 
this report.15

Following this introduction, Part II reviews the case 
for countering the DSR, focusing on four principal 
arguments related to lost market share for U.S. and 
allied firms; expanded risks of Chinese surveillance, 
data security, and sabotage; strengthened Chinese 
leadership in strategic technologies; and spreading 
techno-authoritarianism.

Part III provides a detailed study of the DSR. It 
examines the DSR’s origins and goals; its evolution 
and expansion over the past decade; and its key actors, 
authorities, and tools. 

Having examined the origins, evolution, and key 
actors of the DSR, Part IV surveys the primary tools that 
enable China to compete in global markets, focusing on 
its domestic industrial policy, overseas project financing, 
strategic bundling, nonmarket incentives, commercial 
diplomacy, international standards setting, and tech 
upskilling.

Part V of the report reviews the six priority domains 
of competition between China, the United States, and its 
allies in the Global South: subsea cables, next-generation 

America’s technology 
strengths are not a cause 
for complacency, but a call 
to action—to preserve its 
position, counter China’s DSR, 
and offer the world a vision 
of technology development 
rooted in human freedom and 
shared opportunity.
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telecommunications, low Earth orbit (LEO) satellites, 
data centers and cloud services, AI, and smart cities. For 
each domain, the report provides a high-level overview 
of the key players, trends, stakes, and state of play.

In Part VI, the report turns to the United States to 
assess its efforts—for better or worse—to counter the 
DSR and offer a compelling alternative. It reviews key 
institutions and initiatives at the State Department, U.S. 
International Development Finance Corporation (DFC), 
Export-Import Bank of the United States (EXIM), and 
other organizations to surface successes, redundancies, 
and opportunities for reform. 

Part VII surveys key initiatives of U.S. allies and 
partners, including the European Union’s Global 
Gateway Program, Japan’s Official Development 
Assistance, and Australia’s active cyber diplomacy.

The report then concludes with recommendations for 
the United States and its allies to help win the technology 
competition with China in key emerging markets with a 
newly ambitious vision of technology statecraft.
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The Case for Countering  
the Digital Silk Road

iven competing demands on U.S. resources and 
policymakers’ attention, it is worth clarifying 
the specific case for countering the DSR. It is not 

about halting the diffusion of all Chinese technology in 
emerging markets, which is neither realistic nor desir-
able. China is the principal trading partner for most of 
the world, and as its economy has advanced, a growing 
share of its trade now encompasses data and digital 
services. Policymakers should not view all Chinese 
technology exports as inherently nefarious; they often 
meet genuine demand around the world for low-cost 
technologies such as smart appliances and computer 
monitors. A policy that seeks to reverse the diffusion 
of Chinese technology products is both undesirable 
and doomed for failure. Instead, policymakers should 
proceed with a clear-eyed understanding of when and 
where such diffusion carries meaningful consequences 
for U.S. interests and values. This section will identify 
those conditions to inform a more targeted and effective 
response to China’s DSR.

The case for countering the DSR rests on four prin-
cipal concerns:

Lost Market Share for U.S. and Allied Firms
Demand for digital infrastructure and services is 
surging in the Global South, driven by growing popula-
tions, rapid digitalization, and new policies that elevate 
technology as a national priority. In Latin America, 
nearly 100 million people are expected to gain internet 
access over the next decade, and mobile internet traffic 
is growing faster across the region than in most of 
the world.16 Brazil alone could see over $350 billion 
in data center investments over the next decade.17 In 
the Middle East, Gulf states like Saudi Arabia and the 
UAE are investing billions in advanced technologies to 
modernize their economies, and the region’s data center 
market could nearly triple by 2029.18 Southeast Asia’s 
digital economy grew 27 percent per year between 2021 
and 2023 and could reach $1 trillion by 2030.19 Africa’s 
digital economy could exceed $700 billion by 2050 as 
millions of new internet users drive up demand for 
mobile payments, cloud services, and e-commerce.20 
Former U.S. ambassador to Kenya Meg Whitman 
emphasized the stakes: “Africa is the last, and largest, 
emerging market … with opportunities like Southeast 
Asia presented 20 years ago.”21

The countries and companies able to meet surging 
demand across the Global South will not only reap 

significant commercial rewards—allowing them to 
reinvest in R&D to maintain their innovative edge—but 
also secure longer-term vectors to positively influence 
the trajectory of fast-growing technology ecosystems 
worldwide. 

Surveillance, Security, and Sabotage
Washington and its allies have long warned that Chinese 
technology companies pose risks to data security, 
pointing to Chinese national security laws and the close 
cooperation between the Chinese state and domestic 
companies.22 

Mounting evidence of compromised Chinese-linked 
networks and products has only reinforced these 
concerns. In 2018, African Union staff discovered that 
its headquarters, which was built and IT-equipped by 
Chinese firms, had been transferring data nightly to 
servers in Shanghai for over five years.23 In a similar 
case, a Huawei-built government data center in Papua 
New Guinea had “critically vulnerable” architecture, 
seemingly by design.24 Despite growing evidence, 

Washington’s data security case has often fallen flat 
across much of the Global South. The Snowden leaks 
undermined U.S. credibility on surveillance, and 
emerging markets often saw Washington’s pressure 
campaign as an attempt to protect its own access to 
global dataflows instead of a sincere concern for security. 
In interviews conducted for this report, certain emerging 
market officials admitted, “We don’t care about being 
listened to by the Chinese.”25 

Whether or not emerging market leaders care about 
data security, the reality is that ongoing technology 
transitions in the form of data centers, cloud services, 
AI, smart cities, and IoT devices will collect and process 
far more data than conventional networks.26 Huawei has 
already built 160 smart cities in over 100 countries that 
collate data on driver’s licenses, mobile payments, and 
traffic management.27 Data centers built by Alibaba and 
Tencent host sensitive data and records for dozens of 

G

The Snowden leaks undermined 
U.S. credibility on surveillance, 
and emerging markets often 
saw Washington’s pressure 
campaign as an attempt to 
protect its own access to global 
dataflows instead of a sincere 
concern for security.
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governments globally.28 Hikvision has exported surveil-
lance cameras to over 155 countries, often bundled with 
AI-enabled analytics that can recognize faces and flag 
unusual movements.29 Foreign governments or critical 
sectors that become dependent on such systems could 
hand Chinese firms—and Beijing—valuable strategic 
insights.

Strengthened Chinese Leadership  
in Strategic Technologies
Among the DSR’s goals is securing market share across 
the Global South for Chinese technology firms, which 
now face heavy restrictions—if not outright bans—in many 
wealthier markets. Overseas revenue, in turn, supports 
greater reinvestment by Chinese technology firms in 
R&D to keep pace with capital-rich U.S. tech giants. With 
U.S. firms pouring hundreds of billions of dollars into 
advanced technologies, Chinese companies face mounting 
pressure to close the gap and remain competitive.

The relationship between Huawei’s overseas revenue 
and reinvestment illustrates the dynamic. In 2024, 

Huawei earned nearly $50 billion from overseas sales, 
representing 41 percent of its total revenue.30 Huawei’s 
foreign revenue helps sustain one of the most aggressive 
R&D programs in the world.31 In 2024, the company 
reported a $25 billion investment in R&D—over 20 
percent of its total revenue. This reinvestment rate rivals 
or exceeds that of many leading U.S. tech companies: 
Apple allocates roughly 8 percent of its annual revenue 
to R&D, while Microsoft and Google allocate 12 and 14 
percent, respectively.32

Although Huawei’s total revenue is smaller than these 
U.S. counterparts, its higher R&D intensity reflects both 
its focus on innovation and the imperative to invest a 
higher share of its total revenue to keep pace. In this way, 
Huawei’s expansion into fast-growing foreign markets 
sustains its high levels of R&D reinvestment, supporting 
China’s broader ambition to close technology gaps in 
areas such as advanced AI chips.33

Hikvision cameras on display in a Beijing mall—part of an estimated 4.8 million Hikvision camera networks operating worldwide, each containing 
up to 24 cameras. The company’s dominance in global surveillance exports, coupled with its provision of AI-enabled analytics, underscores the 
security risks of placing sensitive public data in the hands of partially state-owned Chinese vendors. (Fred Dufour/AFP via Getty Images)

Expansion into foreign markets also gives Chinese 
firms access to unique datasets that help refine and 
improve their technologies.35 For instance, CloudWalk 
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This figure compares research and development (R&D) reinvestment 
as a percentage of revenue for Huawei, Apple, Microsoft, and 
Google, illustrating how Huawei leverages overseas revenue to 
sustain one of the world’s most aggressive reinvestment rates.

A growing number of countries have shown interest 
in China’s techno-authoritarian model. Chinese 
technology offerings already support repressive 
governance around the world through high-defini-
tion surveillance cameras, centralized databases, and 
AI-powered monitoring tools.40 At least 80 countries 
have adopted Chinese surveillance technology, such 
as Huawei’s “Safe City” surveillance networks.41 In 
Venezuela, Nicolás Maduro’s government partnered 
with ZTE to build a nationwide digital ID and database 
known as the “Fatherland” system that aggregates 
data on citizens—tracking everything from financial 
transactions and welfare benefits to social media use 
and voting history.42 In 2024, Pakistan began testing 
a nationwide internet firewall built with Chinese 
technology, drawing comparisons to China’s Great 
Firewall.43 

To be fair, the effect of Chinese technology diffusion 
on a country’s politics ultimately hinges on how those 
technologies are used and governed. Facial recognition 
cameras, for instance, may be inherently ripe for abuse 
by an autocratic regime, but they can also be deployed 
responsibly by free societies with rules limiting their 
data collection, retention, and use. Governments can 
wield AI to monitor and dox critics, or to improve 
transparency, accountability, and services; in the 
end, governments and citizens can use technology to 
strengthen or undermine democracy.  

			   ***

Left unchecked, the DSR threatens to erode U.S. 
and allied market share in key technologies, expose 
partners to CCP surveillance and cyber risks, weaken 
America’s technological edge vis-à-vis China’s, and 
accelerate the global spread of techno-authoritari-
anism. The task ahead is not to restrict all Chinese 
technology, but to identify where its diffusion poses real 
consequences for U.S. interests and act accordingly. 

FIGURE 1: HUAWEI REINVESTS A HIGHER SHARE OF 
REVENUE IN INVESTMENT THAN MANY U.S. FIRMS 
(2020–2024)34

Technology struck a deal with the government of 
Zimbabwe to build a national facial recognition 
system.36 In exchange, the company gained access to 
Zimbabwe’s facial imagery database, which contained 
racial and phenotypic features that differ markedly 
from China’s ethnically Han-majority population. 
These expanded data enabled CloudWalk to strengthen 
its facial recognition algorithms, improving its global 
edge.37

Diffusion of Techno-Authoritarianism
According to Freedom House, 2024 was the 18th 
consecutive year of democratic backsliding around the 
world.38 The global retreat from democracy has many 
causes, but the proliferation of advanced surveillance 
platforms, censorship-enabling firewalls, and auto-
mated behavioral tracking have emerged as powerful, 
relatively low-cost instruments of authoritarian 
control. A perennial challenge for autocrats is centrally 
managing societies and economies that have grown 
exponentially more complex. Advances in AI and smart 
city offerings may help close that gap, for instance, by 
dramatically lowering the cost of real-time population 
monitoring and behavioral tracking.39 

Chinese technology offerings 
support repressive governance 
around the world through 
high-definition surveillance 
cameras, centralized 
databases, and AI-powered 
monitoring tools.
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The Digital Silk Road in Focus

s the DSR marks its 10th anniversary, its true 
nature remains poorly understood. Since its incep-
tion, the DSR’s evolution has mirrored the rising 

importance of technology in China’s economy and foreign 
policy, Global South economies, and the U.S.-China 
competition broadly. These dynamics have combined to 
make the DSR at once more important and more obscured 
than at any time since its launch. Paradoxically, the DSR 
has receded as a publicly touted, state-led initiative over 
the past decade, even as Beijing has elevated technology 
leadership and diffusion at home and abroad. This section 
seeks to explain these dynamics and shed light on the 
DSR’s origins, evolution, tools, and effectiveness to date, 
and in doing so, help U.S. and allied policymakers tailor a 
more effective response.

Origins and Goals
China announced the DSR in a 2015 white paper as a new 
pillar of the Belt and Road Initiative, China’s flagship 
initiative to strengthen global ties to Beijing through 
large-scale infrastructure projects.44 Whereas the BRI 
focused on physical infrastructure such as roads, bridges, 
and ports, the DSR has focused on digital infrastructure 
in the form of telecommunications networks, terrestrial 
and subsea cables, cloud computing, and smart cities. By 
2017, the DSR had become one of the BRI’s central pillars. 
By 2019, Chinese officials began referring to the DSR as its 
own initiative, signaling its elevation.45 The lines between 
the DSR and the BRI have always been blurry, mir-
roring the growing overlap between physical and digital 
infrastructure.

As Beijing’s interest in strategic technologies expands, 
the criteria for DSR projects remain porous by design. 
Indeed, Beijing and Chinese companies have applied 
the DSR label flexibly to tout their technology exports 
and engagement abroad when it suits their interests—for 
example, to advance narratives of technological leadership 
and Global South solidarity. At the same time, viewing 
the DSR as a mere branding exercise risks downplaying 
Beijing’s role in enabling the diffusion of Chinese-linked 
digital infrastructure and technologies across the globe.

This report adopts a more expansive definition of the 
DSR as the state-enabled diffusion of Chinese digital infra-
structure and technologies in foreign markets. The term 
state enabled encompasses the full spectrum of Chinese 
state support for global technology diffusion, which 
includes domestic subsidies that allow firms to offer 
below-market offerings abroad; ecosystem-level support 
through standards setting, upskilling, and high-level 

political support for government-to-government agree-
ments; and direct financing and nonmarket incentives for 
specific projects.

A narrower definition focused only on projects 
explicitly branded under the DSR would dramatically 
understate the extent of Chinese state-supported tech-
nology diffusion worldwide. However, this report does 
not mean to suggest that all Chinese technology diffusion 
is state directed. Unlike the BRI, which is managed by 
China’s National Development and Reform Commission, 
the DSR is more market driven, with a handful of top tech-
nology firms spearheading virtually all its projects.

Beijing’s expansive support for the DSR reflects the 
intertwined economic, strategic, and political goals that 
the initiative aims to advance:

	» Reduce reliance on U.S.-dominated global  
ICT infrastructure.

	» Strengthen China’s digital economy and  
technology innovation.

	» Absorb industrial overcapacity.

	» Secure overseas markets for Chinese firms.

	» Strengthen bilateral ties and leverage.
 

The following sections will review these goals in turn.

REDUCE RELIANCE ON U.S.-DOMINATED  
GLOBAL ICT INFRASTRUCTURE
The DSR mitigates China’s long-standing security 
concerns about dependence on Western technology and, 
more recently, U.S. ICT infrastructure. U.S. and allied 
firms control 70 percent of the global cloud market and 
built over 90 percent of the world’s subsea cable infra-
structure.46 Significant global internet traffic also routes 
through the United States, fueling concerns about surveil-
lance and data security. In 2013, these concerns deepened 
in Beijing and many foreign capitals after leaks from 
Edward Snowden revealed that Washington had leveraged 
its position as the global ICT hub to feed its expansive 
surveillance capabilities.47 Beyond concerns about reliance 
on foundational digital infrastructure, Beijing also saw 
a broader global technology stack dominated by U.S. 
firms, from search to social media to computer operating 
systems to advanced semiconductor design. The DSR is 
inseparable from China’s broader campaign to replace—or 
at least mitigate—America’s dominance of global digital 
infrastructure and services. Both ambition and anxiety 
motivate the initiative.

A
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STRENGTHEN CHINA’S DIGITAL ECONOMY  
AND TECHNOLOGY INNOVATION
The DSR’s outward focus masks several inward objec-
tives, which principally relate to promoting economic 
growth, technological innovation, and self-sufficiency. 
Understood this way, the DSR advances Xi’s call for “dual 
circulation,” an economic model intended to diversify 
China’s trading partners, reduce its reliance on the 
United States, and increase the country’s self-sufficiency 
in critical technologies. Under this model, revenue 
generated abroad by Chinese technology firms drives 
domestic consumption, employment, GDP growth, and 
reinvestment to keep pace with capital-rich U.S. tech-
nology giants.48 These dynamics complement Beijing’s 
ambitions to dominate advanced technology manufac-
turing by 2025, lead in global technology standards by 
2035, and become a global superpower by 2050.49

ABSORB INDUSTRIAL OVERCAPACITY
Another goal of the DSR is absorbing industrial over-
capacity. Beijing’s urgency to achieve self-sufficiency 
and close technology gaps with the United States has 
led to massive state subsidies, largely through sup-
ply-side investments to expand industrial capacity. By 
2013, China’s industrial policies had produced severe 
overcapacity, leaving its firms heavily dependent on 
foreign markets to absorb the surplus.50 For technology 
specifically, this created excess supply of legacy semi-
conductors, fiber-optic cables, and IT equipment.51 
In 2015—the year the DSR launched—overcapacity in 
China’s fiber-optics industry exceeded 50 percent.52 
China’s State Council responded by recommending that 
the state “actively expand the external market.”53 The 
result was a policy to transform overcapacity at home 
into geostrategic advantage abroad by enabling Chinese 
firms to offer artificially low prices to secure foreign 
market share. The proliferation of cheap Chinese electric 
vehicles is among the latest examples of this dynamic.

SECURE OVERSEAS MARKETS FOR CHINESE FIRMS
A related but vital objective of the DSR is to help Chinese 
technology firms secure market share abroad. Overseas 
expansion embeds Chinese technical standards in key 
ecosystems and gives Chinese firms valuable field experi-
ence to test and iterate products in diverse environments, 
bestowing a competitive edge. Chinese firms also seek 
first-mover advantages, understanding that once foreign 
governments and businesses select foundational digital 
infrastructure and services, they can lock in customers 
and leverage for years.

STRENGTHEN BILATERAL TIES AND LEVERAGE
Beyond commercial motives, the DSR also aims to 
strengthen Beijing’s bilateral relations with emerging 
economies. Studies have found that Beijing’s infrastruc-
ture and financing arrangements in emerging markets 
often correlate with closer diplomatic and foreign policy 
alignment.54 The DSR reinforces China’s self-image as 
a champion of the Global South. Beijing has shrewdly 
played on historical grievances among many emerging 
markets that believe they were “left behind” in past eras 
of technological advancement, while promoting itself as 
a champion of development-friendly technology.55

Beijing also plays on shared anxieties in many Global 
South markets about dependence on U.S.-centric global 
ICT infrastructure, promoting the DSR as an alternative. 
For example, in 2013, Brazil’s secretary of telecommu-
nications described how the country’s “communication 
routes with the world are mainly through the United 
States … [t]his creates a vulnerability in Brazilian 
communications.”56

In sum, the DSR has advanced overlapping goals for 
Chinese companies and the state that have evolved with 
the initiative itself.

Kenyan President William Ruto (L) and Chinese Vice Premier 
Ding Xuexiang (R) attend a high-level meeting on Belt and Road 
cooperation during the Forum on China-Africa Cooperation in 
September 2024. Such engagements illustrate how China uses the 
Digital Silk Road to advance commercial projects and position China 
as a preferred technology partner for emerging markets. (Wu Hao/
Pool/AFP via Getty Images)
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The Digital Silk Road Today
This section examines the growing importance and 
evolving nature of the DSR, which has become increas-
ingly central to China’s overseas ambitions. As China 
faces backlash against BRI-linked debt distress abroad 
and mounting economic challenges at home, Beijing has 
focused on more profitable, scalable technology projects 
with foreign partners and turned to its private technology 
firms to implement them. As a result, the lines between the 
BRI and DSR have increasingly blurred. 

DSR REBRANDED: “SMALL YET SMART” 
Chinese officials have emphasized a new phase of “small 
and beautiful” or “small yet smart” projects abroad: 
financially viable deals in profitable, scalable sectors like 
cloud computing, financial technology, and AI IoT.57 This 
tactical rebranding reflects both backlash over BRI-linked 
debt and leverage abroad and rising economic pressure at 
home. In his 2021 speech at the Belt and Road Symposium, 
Xi Jinping first signaled the emphasis on “small yet smart” 
to transition away from the big-ticket projects of the BRI’s 
first decade toward less capital-intensive digital infrastruc-
ture and services.58

Although China’s BRI investments have become 
“smarter,” they have not grown smaller as private entities 
assume a greater role. The average deal size of BRI and DSR 
projects grew from $672 million in 2024 to a record $1.2 
billion in the first half of 2025.59 These figures are two to 
three times higher than typical levels over the past decade.60

Remarks by Xi underscore how Beijing has elevated 
the DSR and reoriented the BRI to technology. In 
October 2023, Xi opened the Third Belt and Road 
Forum, where he announced that the BRI had entered 
an era of “high-quality development,” placing tech-
nological innovation at the heart of this agenda.61 Less 
than a month later, China held the first Belt and Road 
Conference focused specifically on technology.62

Following the high-level push for “small yet 
smart” projects, state and private DSR investments 
surged, growing by 794 percent in 2022 compared 
to the previous year, and by another 905 percent in 
2023.63 Trade data mirror this growing importance of 
technology: In the first half of 2024, China’s trade in 
digital services reached $200 billion and cross-border 
e-commerce topped $169 billion—both historic 
highs.64

Chinese officials have 
emphasized a new phase  
of “small and beautiful” or 
“small yet smart” projects 
abroad: financially viable deals 
in profitable, scalable sectors 
like cloud computing, financial 
technology, and AI IoT.
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FIGURE 2: CHINESE TECHNOLOGY INVESTMENTS IN BELT AND ROAD INITIATIVE PARTNER COUNTRIES65

Digital Silk Road investments have reached record highs, reflecting Beijing’s shift toward more scalable and profitable technology projects.*

*Data estimates are sourced from the Green Finance & Development Center. Figures presented are approximate and carry a margin of error; the visualization is 
intended for illustrative purposes only.
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ENTERPRISE LED, GOVERNMENT GUIDED
Beijing increasingly relies on private Chinese compa-
nies to shoulder the cost of DSR investments.66 This 
shift stems from both domestic fiscal pressures and a 
recognition that overtly touting Chinese government 
support was increasingly unhelpful in securing bids as 
Washington and its allies escalated their global campaign 
against Chinese technology products (detailed in the 
next section).

The result is what Beijing calls an “enterprise-led, 
government-guided” model.67 Under this model, cap-
ital-rich firms—typically large Chinese technology 
companies—are expected to lead. The state offers policy 
guidance, diplomatic support, and coordination, while 
firms like Huawei, Alibaba, and Tencent shoulder the 
execution and financial risk.68 Beijing seeks projects that 

can self-sustain through private investment and com-
mercial viability rather than state support.69 Investment 
data confirm this shift: In 2020, nearly all major BRI and 
DSR investors were Chinese state-owned enterprises 
(SOEs); Alibaba, the largest non-SOE investor that year, 
accounted for just 1.3 percent of total outbound BRI and 
DSR investment. By 2023, however, private enterprises 
such as CATL and ByteDance dominated these invest-
ments, accounting for nearly 60 percent.70

While Beijing has reined in financial support for 
large-scale overseas infrastructure, this slowdown does 
not reflect a “collapse” in lending, as some analysts have 
suggested.71 While the Export-Import Bank of China 
(China Exim Bank) and China Development Bank 
(CDB) reduced their BRI and DSR lending by 86 percent 
between 2016 and 2024, Chinese commercial banks 
covered their retreat.72 The People’s Bank of China and 
its subsidiaries have emerged as key financiers: In 2013, 
they accounted for just 6 percent of China’s overseas 
lending, compared to over 80 percent from state-backed 
China Exim Bank and CDB. By 2021, that share had 
flipped: the People’s Bank of China was responsible 
for 54 percent, while China Exim Bank’s and CDB’s 
combined shares had fallen to below 25 percent.73

The shift away from large-scale state support also 
changes where Chinese firms place their bets. With 
commercial viability assuming greater importance, 
Chinese tech firms are increasingly channeling their 
investments to emerging markets with relatively high 

demand, low regulation, and rapid rates of adoption.74 
Emerging markets in the Middle East and Southeast Asia 
now absorb the lion’s share of new BRI projects, while 
Africa and Latin America receive far fewer.75 In 2024, the 
Middle East and Southeast Asia drew $39 billion and $25 
billion, respectively, in Chinese financing and construc-
tion.76 For new cloud and AI projects, Chinese firms are 
concentrating the majority of their investments in these 
two regions.77

The DSR has moved from a peripheral component of 
the BRI to one of its central drivers. In place of railways 
and coal plants financed with multibillion-dollar loans, 
the BRI’s next chapter will be marked by a proliferation of 
data centers in Jakarta, cloud zones in Kuala Lumpur, and 
joint AI labs in Riyadh—all emblematic of a DSR recali-
brated for both economic pressure at home and strategic 
ambition abroad.

DOWNPLAYING THE DIGITAL SILK ROAD
In recent years, the DSR has undergone a paradoxical 
evolution. Even as China’s overseas technology invest-
ments have surged to record levels, the formal DSR brand 
has receded. Only a few years after its launch, the initia-
tive came under pressure as U.S. and allied governments 
restricted Chinese technology exports and seized on 
the DSR label as evidence of state involvement in digital 
infrastructure.78 In response, Beijing dialed back explicit 
references, following a pattern seen with other initiatives, 
such as Made in China 2025.79 In these cases, Chinese 
initiatives have shed their branding even as the underlying 
activity persists—and even accelerates.

The same pattern holds for the DSR. Even as high-level 
officials increasingly tout the importance of technology 
to China’s foreign engagement, references to the DSR 
in official policy documents have declined. Since 2022, 
the term “DSR” has appeared less frequently in China’s 
domestic policy documents and international agreements. 
Analysis by the authors found that mentions of the DSR 
in central policy documents decreased significantly from 
the initiative’s early years. Even the years surrounding 
the COVID-19 pandemic, which saw digital connectivity 
assume new importance, did not see increased official ref-
erences to the DSR.

The DSR has moved from a 
peripheral component of the  
BRI to one of its central drivers.

DSR references have also declined in intergovern-
mental agreements. At least 146 countries have signed 
memoranda of understanding (MoUs) to join the BRI, 
but only 16 have signed similar agreements for the DSR.81 
Moreover, there have been no new government-to-gov-
ernment MoUs explicitly tied to the DSR since 2020.82

However, it would be a mistake to conflate sparse 
DSR agreements with a limited Chinese digital footprint 
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FIGURE 3: MENTIONS OF THE DIGITAL SILK ROAD 
IN PEOPLE’S REPUBLIC OF CHINA CENTRAL POLICY 
DOCUMENTS (2015–2025)80

autonomy in their overseas projects. Indeed, most DSR 
projects are not directly financed by the state.85 However, 
this does not mean the state is absent. Beijing plays a 
critical enabling and guiding role—setting strategic 
direction, providing high-level diplomatic support, and 
shaping regulatory and financial environments that 
support China’s global technology diffusion. Again, the 
DSR is more state enabled than state directed.

Three key actors have shaped the DSR’s expansion: 
central government bodies, state policy banks, and 
private companies.86 Central government ministries 
provide top-level guidance and diplomatic support. 
Policy banks like China Exim Bank and CDB provide 
financing when strategic interests are at stake, particu-
larly in high-priority sectors or regions. Companies serve 
as the DSR’s primary implementers, deploying digital 
infrastructure and technology platforms worldwide.

CENTRAL GOVERNMENT
Along with the State Council, five primary minis-
tries provide formal policy guidance for the DSR: 
the National Development and Reform Commission 
(NDRC); Ministry of Foreign Affairs (MOFA); Ministry 
of Commerce, Ministry of Industry and Information 
Technology; and Ministry of Science and Technology.87 
Although each entity plays a role in China’s global 
technology diffusion, between 2023 and 2025, only the 
State Council, NDRC, and MOFA have published policy 
documents explicitly mentioning the DSR, suggesting 
that they have formal responsibility for its vision and 
implementation.

The Chinese government exerts less control over 
firms’ overseas activity than outside observers have often 
assumed.88 Beijing plays a guiding role consistent with 
the “government‑guided, enterprise‑led” model outlined 
in recent policy documents. While private firms drive the 
DSR’s implementation, they do so within an ecosystem 
shaped by national frameworks. The state issues guiding 
documents that offer high-level direction, but private 
firms and policy banks have flexibility to interpret and 
implement that direction. The central government also 
creates government-to-government agreements that 
establish high-level priorities for bilateral economic and 
technology cooperation that companies pursue through 
business-to-business strategic partnerships or joint 
ventures.

STATE POLICY AND COMMERCIAL BANKS
The two main policy banks that have historically sup-
ported the DSR are China Exim Bank and CDB, which 
both operate under China’s State Council. China Exim 

This figure shows the frequency of official references to the Digital 
Silk Road in the Chinese government’s central policy documents 
over time, highlighting the term’s decline from 2015–2018 peaks—
even as China’s overseas technology activity has continued to grow.

*Analysis ends in September 2025.

abroad. Instead, the Chinese government now typically 
pursues technology partnerships and MoUs outside 
the official DSR masthead. As of November 2023, 
China had signed intergovernmental science and tech-
nology cooperation agreements with over 80 countries, 
e-commerce cooperation with 30 countries, and digital 
economy investment cooperation with 18 countries and 
regions.83 As of 2022, the total number of countries with 
investments or projects by Chinese technology and tele-
communications firms is at least 165, including close U.S. 
allies like the United Kingdom.84

The decline in formal branding should not be mistaken 
for retreat. Even as the DSR label fades, its aims increas-
ingly suffuse China’s broader economic and technology 
partnerships around the world.

Key Actors and Authorities
The DSR’s amorphous and evolving nature can make 
it difficult to identify its key public and private sector 
actors, along with the tools they use to promote China’s 
technology diffusion abroad. This section attempts to 
clarify these key actors and authorities.

While the BRI is centrally coordinated by the National 
Development and Reform Commission, the DSR operates 
more organically. Leading Chinese technology compa-
nies largely power the DSR, often acting with significant 
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Bank’s focus is supporting and promoting Chinese 
exports through long-term export credits and con-
cessional loans. The CDB raises funds for large-scale 
infrastructure projects, most of which are domestic.89 
China Exim Bank provides more overseas loans than the 
CDB, but the latter typically makes substantially larger 
commitments.90

China Exim Bank and CDB are also core shareholders 
of the Silk Road Fund, which was established in 2014 
to provide long-term equity for strategic BRI and DSR 
projects and support higher-risk ventures that policy

FIGURE 4: KEY MINISTRIES SHAPING THE DIGITAL SILK ROAD91

This figure outlines the organizational structure of China’s central government, highlighting the State Council and its five ministries historically 
involved in the Digital Silk Road’s policy guidance. 

The Chinese Communist Party (CCP) has transferred many responsibilities of the Ministry of Science and Technology to the Central Science 
and Technology Commission, which was established in 2023 under the governance of the CCP’s Central Committee.92

banks may avoid.94 Commercial banks like the Bank of 
China, China Construction Bank, and Industrial and 
Commercial Bank of China also provide loans.95 Sinosure 
(China Export and Credit Insurance Corporation) 
de-risks loans by insuring lenders against political or 
commercial default.96

China’s development financing dwarfs the United 
States’. According to China Exim Bank’s 2023 annual 
report, Chinese export credit agencies provided $39 
billion, roughly 14 times the $2.7 billion of U.S. export 

credit financing in 2022.97 In the past, most of China’s 
development financing went to physical exports and 
infrastructure. According to the International Institute 
for Strategic Studies, between 2015 and 2022, only about 
10 percent of DSR projects received direct state-backed 
loans.98

That has begun to shift as both China Exim Bank and 
CDB have received increased support for Xi’s “small yet 
smart” BRI projects. Shortly after the 2023 Belt and Road 
Forum, Xi directed both policy banks to establish a $48 
billion financing window to implement the new “high-
quality” phase of the BRI.99 The nearly $100 billion in 
new financing for “high-quality” projects suggests that 
China Exim Bank and CDB will assume a larger role in 
funding digital and tech infrastructure going forward.

Nevertheless, policy banks like China Exim Bank 
and CDB tend to focus on large, strategic digital 

China’s development financing 
dwarfs the United States’.
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Agency Role Tools Resources

China Export-Import Bank 
(China Exim Bank)

China’s official export  
credit agency 

	¡ Export credits for Chinese firms

	¡ Buyer’s credits for foreign 
purchasers

	¡ Concessional and nonconcessional 
loans

	¡ Syndicated financing with 
commercial lenders

	¡ ~$857 billion in total 
assets; 4 overseas 
offices and roughly 560 
employees

China Development Bank 
(CDB)

China’s development policy bank 
charged with advancing national 
industrial goals domestically and 
overseas

	¡ Medium- and long-term financing 
to support China’s national 
development strategies

	¡ Direct equity investments in foreign 
infrastructure projects

	¡ ~$2.6 trillion in total 
assets; 11 overseas offices 
and more than 12,000 
employees

State-owned  
commercial banks  
(e.g., People’s Bank of 
China, Industrial and 
Commercial Bank of China)

Chinese commercial banks 
cofinance projects with Chinese 
policy banks, although they 
represent just a fraction of such 
lending 

	¡ Syndicated loans alongside Chinese 
policy banks

	¡ Foreign currency clearing and 
offshore RMB financing

	¡ Technical assistance for policy 
banks to structure complex project 
finance deals

	¡ Short-term bridge loans ahead of 
longer-term financing 

	¡ Over $20 trillion in 
assets, just a fraction of 
which supports overseas 
infrastructure lending

Sinosure  
(China Export and Credit 
Insurance Corporation)

State insurance body that de-risks 
Chinese overseas investments 

	¡ Insurance for Chinese banks against 
borrower default on overseas loans

	¡ Political risk insurance 

	¡ ~$27 billion in total 
assets; 2 overseas offices 
and roughly 2,550 
employees

Silk Road Fund China’s sovereign investment fund 
created to support BRI and DSR 
projects

	¡ Medium- to long-term equity 
investments

	¡ Funds, loans, and debt financing

	¡ Joint investment funds with 
domestic or foreign financial 
institutions

	¡ ~$26 billion in 
investments as of March 
2025; ~$66 billion in total 
assets

Asian Infrastructure 
Investment Bank  
(AIIB)

Multilateral development bank tied 
to the BRI, established as China’s 
alternative to the U.S.-led World 
Bank and International Monetary 
Fund 

At the June 2025 AIIB Summit, 
Chinese Premier Li Qiang 
pressed AIIB members to 
provide “technology-enabled” 
infrastructure and “strengthen 
alignment with [the] BRI.”

	¡ Concessional and nonconcessional 
loans to member states

	¡ Equity investments in projects

	¡ Grants and technical assistance for 
early-stage project development

	¡ Insurance guarantees to de-risk 
private investment

	¡ $8.4 billion in reported 
2024 project financing, 
primarily in Asia; ~$61 
billion in total assets

	¡ ~700 employees from 78 
countries

New Development Bank  
(formerly BRICS 
Development Bank)

Multilateral development bank 
created by BRICS countries to 
finance sustainable infrastructure 
in emerging markets 

	¡ Concessional and nonconcessional 
loans

	¡ Local currency loans to protect 
against foreign exchange 
fluctuation 

	¡ Project-specific technical assistance 
and equity investments 

	¡ ~$30 billion in approved 
loans; approximately 330 
employees across five 
continents

This table provides an overview of China’s development finance institutions, in rough order of importance. These include Chinese policy 
banks (China Exim Bank and CDB), state-owned commercial banks, and China’s official loan insurer, Sinosure. The Silk Road Fund and two 
multilateral development banks with state backing, the AIIB and the New Development Bank, also finance select digital infrastructure and 
technology projects, albeit at a lower scale.
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infrastructure projects that might be difficult for a single 
firm to finance alone, such as satellite systems or subsea 
cables.100 Many Chinese tech exports, such as surveil-
lance platforms or data centers, are also commercially 
viable given strong emerging market demand and can 
often proceed without significant state backing.

PRIVATE AND STATE-OWNED FIRMS
Chinese companies have become the principal drivers 
of the DSR. In the past, Chinese companies chose to 
adopt the DSR label—or not—based on their commer-
cial interests.101 For instance, when Huawei won a bid 
to build the C-Lion1 undersea cable connecting Finland 
and Germany, a 2017 press release touted the effort as 
building a “direct Digital Silk Road.”102 Huawei’s public 
embrace of the DSR brand reflected a different commer-
cial and political environment in the initiative’s early 
years, before Washington ramped up its global campaign 
against Chinese technologies; it is hard to imagine 
Huawei issuing a similar press release in 2025.

The trend toward an enterprise-led approach has 
accelerated as state financing for external projects has 
declined. Concessional lending from China’s state policy 
banks has dropped nearly 90 percent from its 2016 peak, 
and Beijing has pushed its leading firms—including 
Huawei, Alibaba, and Tencent—to lead outbound 
expansion.103 State support still plays a role—especially 
in large infrastructure projects—but the primary engine 
is corporate. With that said, the Chinese government 
owns “golden shares” or “special management shares” 
in several leading Chinese firms, including local units of 
Alibaba, Tencent, and ByteDance. Under this structure, 
the state holds a minority stake (often only 1 percent) 
in strategic units but is granted special rights over key 
business decisions.104

Beijing’s greatest role in 
advancing the DSR may not 
come from direct financing 
of projects abroad, but rather 
from the support it provides 
for Chinese companies at home 
and the often-obscured tactics 
it uses to secure deals on the 
ground.

In sum, there is no unified structure or primary 
implementing body of the DSR within China. The 
state-enabled diffusion of Chinese technology invariably 
touches on a spectrum of government-owned, govern-
ment-affiliated, and mostly private entities. Unlike the 
BRI, the DSR has enjoyed a lighter government foot-
print in terms of direct financial support and formal 
branding. That does not mean the Chinese government 
plays no role; indeed, high-level policy guidance and 

political directives help guide state organs from banks 
to SOEs to advance Beijing’s ambition for “small yet 
smart” and “high-quality” digital infrastructure and 
technology projects abroad. In fact, Beijing’s greatest 
role in advancing the DSR may not come from direct 
financing of projects abroad, but rather from the support 
it provides for Chinese companies at home and the 
often-obscured tactics it uses to secure deals on the 
ground. Part IV reviews this broader range of support—
specifically, how the central government, state policy 
banks, and Chinese firms drive technology diffusion 
around the world.



@CNASDC

22

Company Year  
Established

Structure Data Centers  
and Cloud

AI Telecom Subsea 
Cables

Smart 
Cities

LEO  
Satellites

Tencent  
(腾讯公司) 1998 Publicly traded, state 

holds golden shares

Alibaba  
(阿里巴巴) 1999 Publicly traded, state 

holds golden shares

ByteDance  
(字节跳动) 2012 Publicly traded, state 

holds golden shares

Huawei 
(华为) 1987 Private (employee 

owned)

China 
Mobile 
(中国移动)

1997 State-owned 
enterprise (SOE)

Baidu
(百度) 2000 Publicly traded, state 

holds golden shares

ZTE
(中兴通讯) 1985

State-owned 
enterprise (via 
controlling stake held 
by SOE shareholders)

Hikvision
(海康威视) 2001

State-owned 
enterprise (majority 
held by a central SOE)

Dahua
(大华) 2001 Semiprivate, state 

owns 12 percent

SenseTime
(商汤科技) 2014 Partly state owned, but 

publicly traded

China 
Unicom
(中国联通)

2009 State-owned 
enterprise

CloudWalk  
Technology 
(云从科技)

2015 Private, but founded 
with state financing

HMN Tech  
(华海通信技术
有限)

2008 Private

SpaceSail
(千帆星座) 2024

State-owned 
enterprise, created 
with financing from 
Shanghai government

FIGURE 6: CHINA’S LEADING TECHNOLOGY FIRMS105

This table summarizes the ownership models and sectoral focus of major Chinese technology firms active in the DSR, organized by market 
capitalization. Companies span a range of ownership structures—from private firms like Huawei to state-owned enterprises such as China 
Mobile.
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How China Competes

art III described the largely private-sector-led, 
state-enabled nature of the DSR, whose key actors 
and tools span several Chinese government entities 

and leading companies. Nevertheless, the DSR—broadly 
defined—uses several common tools to enable China’s 
technology diffusion abroad with support at virtually 
every stage, from a technology’s domestic development 
to its global diffusion. These tools include:

	¡ Industrial policy
	¡ Overseas project financing
	¡ Strategic bundling
	¡ Nonmarket incentives
	¡ Commercial diplomacy
	¡ International standards setting
	¡ Tech upskilling

This section will review these tools to shed light on how 
the DSR helps Chinese tech compete abroad.

Industrial Policy
A 2025 report from the U.S. Trade Representative 
describes how China pursues several industrial plans 
in strategic, high-tech industries to enable “domination 
by Chinese companies, both in China and globally.”106 
Beijing’s industrial subsidies stand at levels unmatched 
by any advanced economy or emerging market.107 This 
support enables the rapid global expansion of Chinese 
firms by allowing them to enter less commercially viable 
markets and gain a foothold.108

Arguably, China’s most notable industrial policy for 
technology was Made in China 2025, Beijing’s flagship 
initiative to transition the country from a low-cost 
manufacturer into a high-tech powerhouse.109 Since the 
initiative’s launch in 2015, Beijing has committed roughly 
$320 billion to mature sectors like semiconductors, 
industrial robotics, and biotechnology.110 The launch of 
both Made in China and the DSR in 2015 underscore 
Beijing’s twin technology ambitions at home and abroad. 
These ambitions work synergistically: Large-scale state 
support through Made in China, paired with China’s 
massive domestic market, helps Chinese companies 
close innovation gaps, boost industrial capacity, and scale 
quickly and below cost.111

Huawei illustrates how state support enables Chinese 
firms to underprice competitors abroad. Huawei’s 
support included zero-interest loans, waived restrictions 
on financing under $3 million, and two $1 billion credit 
lines as early as 2000.112 Between 2008 and 2018, Huawei 
reportedly received $75 billion in government support, 

allowing it to undercut competitors and rapidly gain 
market share.113 At times, those subsidies have enabled 
Huawei and ZTE to price bids at least 30 percent below 
Western competitors.114 The scale of support has only 
grown. In 2024, Huawei secured nearly $800 million in 
direct government grants—triple the level in 2019.115

State investment also powers China’s production of 
advanced AI semiconductors, the essential hardware 
underpinning many Chinese technology exports. 
According to the Semiconductor Industry Association, 
Huawei’s chip production received $30 billion in state 
support in 2021 and 2022.116 Although Huawei has his-

torically lacked the capacity to export AI chips at scale,  
recent developments signal a shift. In July 2025, reports 
emerged that Huawei had worked to sell its Ascend AI 
 910B chips to prospective customers in Saudi Arabia, the 
United Arab Emirates (UAE), Thailand, and Malaysia.117 
Until July 2025, Huawei had withheld its Ascend 910B 
chips from export due to tight supply, prioritizing 
domestic customers that had been cut off from U.S. alter-
natives. But with Huawei’s release of the more advanced 
Ascend 910C chip, the company is directing its 910B

P

The launch of both Made in 
China and the DSR in 2015 
underscore Beijing’s twin 
technology ambitions at 
home and abroad.

FIGURE 7: HUAWEI’S GOVERNMENT GRANTS118
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This figure illustrates the surge in China’s annual government grants 
to Huawei. State support for China’s tech national champions 
reinforces their global competitiveness by subsidizing operations, 
financing research and development, and enabling aggressive 
pricing abroad.
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stock abroad.119 China’s industrial policy has already 
enabled it to dominate the export of legacy chips; in 
time, it may achieve the same for AI chips short of the 
cutting edge but still valuable for most emerging market 
needs.

Beyond central government subsidies, Chinese pro-
vincial and city governments compete fiercely to build 
AI, biotechnology, and robotics hubs to attract high-
tech champions.120 Sub-national government support 
for AI illustrates this dynamic: dozens of provinces offer 
subsidized cloud credits and venture capital to attract 
AI start-ups.121 Cities award contracts to AI and smart 
city firms to build public sector technologies, helping 
firms scale. In Hangzhou, the municipal government 
partnered with Alibaba Cloud to develop City Brain, a 
platform that leverages AI to ease traffic congestion and 
improve emergency response times.122 These projects 
create a positive feedback loop of steady funding, data, 
and real-world application opportunities.123 This model 
turns Chinese cities into test beds, allowing firms to 
perfect their offerings at home and then enter global 
markets with a competitive edge.

Subsidies, tax incentives, local pilots, and other 
support mechanisms provide Chinese firms with a 
runway to refine products before going global. By the 
time they enter foreign markets, many Chinese firms 
have already achieved scale, efficiency, and technical 
maturity, enabling the outward diffusion of increasingly 
high-quality, low-cost offerings across the globe. As 
those technologies encountered a rising wall of restric-
tions in developed markets, they flooded emerging ones.

Overseas Financing
State subsidies at home often combine with project 
financing abroad to hand Chinese companies even 
greater advantages against U.S. and allied competitors. 
These loans frequently come with favorable terms, such 
as low interest rates and generous grace periods for 
repayment.

As noted previously, total support from Chinese 
export credit agencies was 14 times the U.S. equivalent 
in 2022.124 Crucially, loans from Chinese policy banks 
are typically “tied” loans, meaning that funds must 
be used to procure goods and services from Chinese 
firms.125 China Exim Bank’s loans typically carry 
requirements that at least 50 percent of the goods pur-
chased with the loan must be procured from Chinese 
vendors.126 Beijing calls these provisions “Iron Triangle” 
loans.127 Although the Chinese government has since 
removed the relevant page, CDB’s website once outlined 
how these Iron Triangle loans help Chinese enterprises 

“expand abroad” by helping overseas buyers purchase 
Chinese equipment, creating a positive cycle of corpo-
rate revenue and overseas expansion.128

In late 2021, China Exim Bank also began offering 
“loans for strategic emerging industries” to support a 
broad range of activities, including fixed asset invest-
ment, mergers, and even “daily operations.”129 By 2023, 
China Exim Bank had made roughly $303 billion in 
loans across more than 130 countries, while CDB had 
financed more than 1,300 BRI and DSR projects.130 By 
offering complete and immediate financing, Chinese 
policy banks accelerate Chinese tech diffusion.

Huawei’s global growth is illustrative. From 1997 to 
2019, Chinese banks lent $14.8 billion for 99 Huawei 
projects worldwide. China Exim Bank financed 56 of 
these loans, while CDB financed 25.131 Chinese export 
financing allowed the company to “go global” and 
become the behemoth it is today.

Chinese banks now finance next-generation projects 
in overseas markets, including AI-powered surveillance 
systems, cloud data centers, and satellite and space 
infrastructure. In West Africa, China Exim Bank offered 
a $200 million buyer credit for Ghana’s Safe City to 
finance 8,400 AI-enabled surveillance cameras, two 
data centers, and an analytics platform.132 In Kenya, a 
$200 million concessional loan from China Exim Bank 
helped build a national cloud facility, ICT network, 
public safety center, and government enterprise ser-
vices.133 At a 2024 meeting with African leaders, Xi 
committed $50 billion in loans for joint satellite and 
space exploration projects from 2025 to 2027.134 

Overseas financing is fundamental to how Chinese 
tech firms compete abroad by allowing them to offer 
lower prices and enter less commercially attractive 
markets; combined with bundled equipment and 
services, their offerings become even more alluring.

Strategic Bundling
Chinese tech firms have become adept at offering 
bundled packages of financing, hardware, software, 
maintenance, and even operations that few competi-
tors can match. Instead of single products, firms such 
as Huawei, ZTE, and Alibaba often provide end-to-end 
systems—what some have called a “digital ecosystem in 

Total support from Chinese 
export credit agencies was  
14 times the U.S. equivalent  
in 2022.
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a box.”135 This dramatically simplifies procurement for 
foreign entities, which need only engage with a single 
Chinese company. A Jakarta business owner interviewed 
for this report put it well: China goes out of its way so 
that local partners can “press the easy button.”136 By 
contrast, securing a similar package from the United 
States and its allies would require engaging several com-
panies and agencies, each with its own rules, procedures, 
and timelines. As China learned how to make strategic 
deals easier for foreign partners, Washington’s bureau-
cracy and poor coordination have often made it harder.

The latest iteration of China’s strategic bundling is its 
new “AI-in-a-box” offerings. Huawei and other firms 
bundle their AI chips, models, and software into self-con-
tained, on-premise systems designed for immediate 
deployment.137 Huawei has already partnered with more 
than a dozen Chinese AI start-ups to codevelop these 
solutions, including iFlytek, whose founder described the 
product as “ready to use, right out of the box.”138 Analysts 
estimate that the market for these all-in-one units could 
reach $62 billion by 2027, driven by strong global demand 
for turnkey AI solutions.139

Comprehensive packaging also helps China export 
smart or “safe” cities. In Ecuador, Chinese contractors 

helped create the national ECU-911 emergency response 
and video surveillance network. The system was built 
entirely by Chinese companies and financed by loans 
from Chinese state policy banks. The project now boasts 
16 regional command centers linked to over 4,000 
high-definition cameras, thermal imaging units, night-vi-
sion drones, and an AI-powered video analytics engine 
that routes evidence straight to prosecutors.140 “The help 
from China is immense, and we only have words of grati-
tude,” said former Ecuadorian president Rafael Correa.141

Comprehensive packaging is not always a boon. 
Recipient cities do not always need the full package that 
Chinese vendors provide, and some installations have 
turned into “white elephant” investments—systems 

 In Quito, Ecuador, Chinese firms built and financed the city’s ECU-911 command center. The project exemplifies China’s strategy of exporting 
bundled “safe city” packages—complete systems of hardware, software, financing, and operations. (Juan Cevallos/AFP via Getty Images)

As China learned how 
to make strategic deals 
easier for foreign partners, 
Washington’s bureaucracy 
and poor coordination have 
often made it harder.
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that see little use and impose unsustainable costs.142 
According to Brazilian industry experts interviewed for 
this project, several municipalities overcommitted to 
operational fees for Chinese digital projects they cannot 
sustain. In these cases, Chinese suppliers usually keep 
baseline prices intact but renegotiate contracts to add 
additional services such as traffic optimization, flood 
monitoring, and smart sewage sensors.143 Huawei, in 
particular, leverages relationships with government 
buyers established through earlier telecom contracts to 
offer higher-value services like smart cities and cloud 
platforms.144 These practices deepen technical depen-
dence, reinforce ecosystem lock-in, and secure long-term 
revenue for Chinese vendors.145

Nonmarket Incentives
Nonmarket incentives provide another asymmetric 
advantage that allows China to secure strategic tech-
nology bids abroad. Chinese firms have been repeatedly 
caught offering nonmarket incentives—such as bribes, 
kickbacks, luxury gifts, and other inducements—to 
outmaneuver foreign competitors. AidData’s 2022 global 
inventory of over 20,000 Chinese development projects 
found that 35 percent of BRI contracts were associated 
with serious violations, most commonly corruption 
and fraud.146 The World Bank has also barred specific 
Chinese contractors from its projects over corruption. As 
of August 2025, 373 Chinese contractors and individuals 
appeared on the World Bank’s Listing of Ineligible Firms 
and Individuals.147

These practices are widespread in Africa. In one 
survey, up to 87 percent of Chinese firms operating on 
the continent admitted to paying bribes to obtain oper-
ating licenses.148 In Kenya, a prominent lawyer publicly 
alleged that Chinese firms “routinely offer kickbacks 
amounting to 10–30 percent of a contract’s total value” to 
sway tender decisions.149 The U.S. Trade Representative 
concurred in a 2024 report, stating, “U.S. firms have had 
very limited success bidding on Kenyan government 
tenders, with corruption being a significant concern.”150 
In Indonesia, several interviewees noted that it is 
common for public officials to maintain side businesses—
an arrangement that can blur the line between public 
duty and private interest. This environment creates 
openings for Chinese firms to secure favorable outcomes 
in formal processes, such as a successful bid or adjudica-
tion, through informal means.151

These tactics are not confined to emerging markets. 
In March 2025, Belgian prosecutors found that Huawei 
lobbyists had “regularly and very discretely” financed 
travel, gifts, and direct payments to at least 15 current or 

former members of the European Parliament to influ-
ence procurement and regulatory decisions that favored 
Huawei’s cloud and 5G offerings.152

Unlike Chinese firms, Western companies are bound 
by the Organisation for Economic Co-operation and 
Development’s Anti-Bribery Convention and the U.S. 
Foreign Corrupt Practices Act (FCPA). Chinese firms, 
unbound by similar rules, can sweeten already attractive 
state-subsidized deals with illicit payments and services 
on the side. Such practices give Chinese firms another 
advantage over U.S. and allied companies, especially 
in emerging markets with weak anticorruption frame-
works. To mitigate this disadvantage, President Trump 
issued a controversial executive order in February 2025 
pausing FCPA enforcement.153 

Commercial Diplomacy
China’s commercial diplomacy includes state efforts 
to support its firms overseas. The central government 
draws on several tools, such as trade promotion, market 
access support, and direct political and diplomatic 
engagement to identify and secure strategic deals. Beijing 
has perfected commercial diplomacy as an instrument 
of statecraft, pairing proactive diplomatic engagement 
with various forms of state-backed support and bundled 
packages from the private sector. Of course, Beijing 
uses carrots as well as sticks. Beijing wields incentives 
generously, but it has also threatened to withhold aid or 
financing when governments moved to exclude Chinese 
vendors from their networks.154

Today, China fields the world’s largest diplomatic 
network. According to the Lowy Institute, Beijing 
surpassed Washington in 2019 and now maintains 276 
embassies and consulates worldwide.155 Meanwhile, both 
the size of the U.S. Foreign Service and U.S. spending on 

diplomacy have effectively flatlined.156 A Kenyan business 
advisor interviewed for this report noted that U.S. com-
panies “are missing out big time…the U.S. government 
isn’t at the table in the way the Chinese government is.”157

Beijing has perfected 
commercial diplomacy as 
an instrument of statecraft, 
pairing proactive diplomatic 
engagement with various forms 
of state-backed support and 
bundled packages from the 
private sector.
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Size is only part of the difference; training and mission 
focus also matter. China’s MOFA advertises an “urgent 
need for a group of outstanding science and engineering 
talents who are committed to the diplomatic cause.”158 In 
China, diplomats are specifically tested and recruited for 
their knowledge of science and technology and stationed 
abroad by China’s Ministry of Science and Technology as 
part of its mandate to identify investment opportunities 
for Chinese firms.159

Many Chinese embassies and major consulates have 
a standalone Science and Technology Section (科技处), 
sometimes called the S&T Counsellor’s Office. It is esti-
mated that China’s Ministry of Science and Technology 
deploys over 140 science and technology diplomats to 
China’s S&T sections in more than 52 countries.160 Chinese 
S&T diplomats have a mandate to track overseas science 
and technology trends, scout opportunities for Chinese 
investment, and expand channels for global research and 
development (R&D) collaboration.161 Frontline diplomats 
also work hand in glove with firms, so that when a host 
government seeks a new data center or satellite internet 
provider, the local Chinese mission can quickly line up 
financing, technical experts, and political support.

In addition, top Chinese leaders provide high-level 
diplomatic support to advance major tech deals. This 
support often takes the form of government-to-govern-
ment MoUs or joint statements designed to facilitate 
flagship investments. Huawei, for instance, regularly inks 
major agreements on the sidelines of Chinese presidential 
visits.162 

Xi’s November 2024 visit to Brasília illustrates this 
high-level political facilitation for technology deals. 
During the visit, China and Brazil signed nearly 40 
cooperation agreements and pledged to identify greater 
synergies between the BRI and Brazil’s development 
priorities.163 Among them was an MoU between Brazil’s 
state telecom company, Telebras, and Shanghai-owned 
SpaceSail, an LEO satellite internet provider seeking to 
challenge Starlink’s dominance in the Brazilian market.164 
Brazil even offered up one of its military bases, the 
Alcântara Launch Center, to facilitate SpaceSail’s equa-
torial launches.165 These agreements underscore how 
high-level diplomacy can close strategic deals under the 
DSR.

In China, diplomats are 
specifically tested and 
recruited for their knowledge 
of science and technology.

By contrast, U.S. embassies often lack dedicated 
science and technology sections. Most American dip-
lomats—especially in the senior foreign service—have 
limited technical depth, which means that opportunities 
to shape AI regulations or engage on issues like data 
localization often go unnoticed or under-resourced.166 
Part VI of this report explores gaps in U.S. commercial 
diplomacy in greater detail.

International Standards Setting
China has prioritized international standards setting as 
a strategic lever to influence how global technologies are 
designed, deployed, and governed. Standards make up 
the technical rulebook that instructs global firms on how 
products must operate and interconnect—the “connec-
tive tissue between technology and commerce.”167 In a 
2021 CCP Central Committee document, Beijing set an 
ambition to lead global standards setting by 2035, naming 
AI as an explicit priority.168

Global technology standards are negotiated in 
committees at bodies such as the International 
Telecommunication Union and the 3rd Generation 
Partnership Project (3GPP). Beijing’s strategy relies on 
outsized participation at these bodies: Chinese dele-
gations fill committee seats, chair working groups, and 
arrive with pre-drafted text, giving them heightened 
influence over the final wording of standards.169

Chinese Communist Party General Secretary Xi Jinping and 
Brazilian President Luiz Inácio Lula da Silva display bilateral 
agreements during a November 2024 state visit in Brasília. Xi’s 
visit produced nearly 40 cooperation agreements, including a 
deal between Brazil’s state telecom company and Chinese low 
Earth orbit satellite provider SpaceSail—illustrating how high-level 
diplomacy facilitates strategic technology partnerships under the 
DSR. (Evaristo SA/AFP via Getty Images)
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In 2022, Huawei alone filed more than 5,000 stan-
dards contributions and currently leads the world in 
declared 5G standard-essential patents.170 Huawei’s 
footprint dwarfs any single U.S. player. Qualcomm—the 
most active U.S. contributor—submitted fewer than 
2,000 3GPP papers in 2022, less than half of Huawei’s 
output. (Admittedly, Qualcomm prioritizes quality over 
quantity in its submissions.)171 Qualcomm only holds 120 
leadership roles across standards bodies, a mere quarter 
of Huawei’s count.172 When the proposals of Chinese 
firms prevail, their equipment often becomes the 
low-friction choice for global markets, providing Beijing 
with long-term ecosystem advantages.

If Beijing’s proposed standards become the default, 
Chinese technologies will plug and play, while com-
petitors face higher costs to achieve interoperability. 
Moreover, when a company’s patented technology 
is written into a standard, rival manufacturers must 
either redesign their products or pay the patent holder 
a royalty. Default standards can have disproportionate 
effects in emerging markets, which often lack the 
resources or expertise to customize or adapt competing 
technologies. For them, Chinese systems offer turnkey 
solutions ready to deploy out of the box. The lower 
switching costs and streamlined integration make 
Chinese offerings the path of least resistance, driving 
adoption and deepening dependencies.

Tech Upskilling
Both the Chinese government and Chinese firms invest 
heavily in technology upskilling programs abroad. 
These programs not only build technical capacity but 
familiarity with Chinese platforms and tools. Over time, 
skilling programs can facilitate technological lock-in: 
Future entrepreneurs, officials, and IT professionals are 
more likely to select Chinese products they know.

Chinese firms have operationalized this strategy for 
years. Huawei’s “Seeds for the Future” program has 
reportedly established over 2,600 ICT academies in 
more than 150 countries.173 The company began holding 

5G training sessions for Saudi officials as early as 2019 
and now trains tens of thousands of ICT professionals 
globally.174 Alibaba’s cloud unit also hosts tech and 
digital skilling programs worldwide; the company 
claims to have trained over 60,000 students and profes-
sionals just between 2023 and 2025.175 In Kenya, Huawei 
even helped coauthor the country’s tech skilling 
playbook.176 Officials in Indonesia interviewed for this 
report described hundreds, if not thousands, of young 
professionals traveling to China for all-expenses-paid 
trips to learn about Huawei’s technology ecosystem.177 
Although U.S. firms like Microsoft, Cisco, and Google 
also offer upskilling programs abroad, they are typically 
smaller in scale and rarely match the free or heavily 
subsidized offerings of Chinese counterparts.178

The Chinese government also helps support 
upskilling by funding vocational training programs. 
Since 2016, China has established at least 33 “Luban 
Workshops” in more than two dozen countries.179 These 
institutions provide instruction in fields ranging from 
AI to robotics, promoting technologies that China 
aims to export. The educational assistance is typically 
provided at no cost to students and, in some cases, even 
includes covered trips to China.180 Teachers and alumni 
report that students who complete the workshops come 
away sold on the value of Chinese technology and, by 
association, develop a more favorable view of China.181 
The workshops, along with corporate training, can 
subtly push technologists in emerging markets toward 
adopting Chinese technologies.

			   ***

In short, China wields a range of diverse and overlap-
ping tools—from direct subsidies to indirect technology 
upskilling—to support its firms at virtually every stage 
of international expansion. To effectively counter 
the DSR, U.S. policymakers will need to make a more 
coordinated and sustained effort to support U.S. firms 
abroad and offer meaningful alternatives to countries 
adopting Chinese technologies.
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V. 
Domains of Competition
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Domains of Competition

he United States and China compete to shape 
digital ecosystems across both strategic emerging 
markets and technology domains. U.S. and allied 

policymakers cannot contest China’s DSR in all emerging 
markets, nor should they seek to counter the diffusion of 
all China-linked digital infrastructure and technologies. 
This is neither realistic nor desirable. Instead, policy-
makers must proceed from a sober assessment of which 
domains deserve prioritization.

Given limited resources, policymakers should priori-
tize domains with (1) an outsized effect on an emerging 
market’s digital trajectory, (2) significant consequences 
to U.S. and allied interests and values, and (3) a reason-
able opportunity for the United States and its allies to 
either match Chinese offerings or prevail outright.

Determining whether a particular domain has an 
outsized effect entails many factors, such as whether it 
requires a major long-term investment or partnership 
with a foreign technology company; whether it entails 
significant switching costs, suggesting longer-term “lock-
in” dynamics; and whether it cedes control over sensitive, 
interconnected data and systems with implications for 
cybersecurity, economic and political coercion, disin-
formation, and techno-authoritarianism. Foundational 
digital infrastructure certainly falls within this category, 
along with digital services in the public sector that could 
reinforce or weaken democratic governance.

The effect of an emerging market’s digital trajec-
tory on U.S. interests and values overlaps significantly 
with the country’s broader geostrategic importance to 
Washington. Countries that host significant U.S. military 
presence, such as the Philippines, must ensure the 
integrity of connected networks. Countries with dispro-
portionate influence on regional and even international 
politics, such as Brazil and South Africa, also implicate 
U.S. and allied interests given the countries’ influence in 
key international forums. Rapidly growing markets, such 
as Saudi Arabia, also represent an opportunity for the 
United States and its allies to deny Chinese technology 
firms lucrative opportunities for overseas expansion to 
reinvest in R&D and close technology gaps. Developing 
democracies, such as Kenya and Indonesia, deserve 
attention from Washington, lest Chinese-linked surveil-
lance technologies undermine hard-won progress and 
discredit their example.

Finally, policymakers should prioritize emerging 
markets and technology domains where the United 
States and its allies have a reasonable opportunity to 
either match Chinese offerings or prevail outright. 

Limited—and even declining—federal resources to 
promote U.S. and allied technology abroad require 
prioritization to maximize impact. Doing more with less 
requires focusing on areas where first-mover advantages 
remain possible, versus more capital-intensive efforts 
to dislodge established Chinese vendors that enjoy the 
benefits of existing contracts, network effects, and tech-
nological lock-in. In domains such as electric vehicles, 
Chinese companies like BYD have all but cornered 
emerging markets, producing 60 percent of the world’s 
electric vehicles and 80 percent of the batteries powering 
them.182 In 4G and 5G, Huawei has similarly secured 
many emerging markets, leaving U.S. and allied vendors 
little choice but to prepare for the next telecommunica-
tions transition.

To be sure, even these criteria would produce a list of 
technology domains too long to detail comprehensively. 
This report suggests six priority domains that meet the 
above criteria and consistently surfaced in the authors’ 
field visits to Indonesia, Kenya, Brazil, and Saudi Arabia:

1.	 Subsea cables
2.	 Next-generation telecommunications
3.	 LEO satellites
4.	 Data centers and cloud services
5.	 Artificial intelligence
6.	 Smart cities

Together, these six domains form the critical digital 
infrastructure and services that will decisively shape 
an emerging market’s technology trajectory. The list 
is neither fixed nor exhaustive; other domains such as 
e-commerce, financial technology (fintech), semicon-
ductors, and biotechnology deserve scrutiny but, in the 
authors’ judgment, not more so than the six areas listed 
here.

The reasons vary. Domains such as biotechnology 
remain nascent in most emerging markets and could be 
ripe for research in the coming years. E-commerce and 
fintech are growing and influential in emerging markets, 
and the proliferation of Chinese offerings, including 
AliPay, WePay, and others, undoubtedly poses risks for 
data security and lockout for U.S. and allied firms. Still, 
the ability of a Chinese company to develop a detailed 
profile of a consumer in Indonesia does not create the 
same level of risk as surrendering an entire country’s 
telecommunications network or a government data 
center. Access to semiconductors is, of course, foun-
dational for any country’s digital ecosystem, but not 
all countries require their own design, fabrication, and 
packaging capacity, as they do access to telecommunica-
tions, cloud services, and AI. Policymakers should still 
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pay attention, however, to emerging market dependence 
on Chinese-linked supply chains for semiconductors, as 
Beijing already has considerable leverage with 39 percent 
of global capacity for legacy chips.183

For each of the six priority domains, this section surveys 
its role and importance in a country’s broader digital 
ecosystem, assesses the relative state of the U.S.-China 
competition, and offers examples of how that competition 
has unfolded in key emerging markets.

Subsea Cables
Subsea cables are the vital arteries of global telecommuni-
cations, carrying more than 99 percent of global dataflows 
within and across continents through fiber-optic cables 
beneath the waves.184 No existing technology can match 
their bandwidth. Every day, subsea cables carry sensitive 
government communications, $10 trillion in transactions, 
and terabytes of personal and commercial data.185 They are 
critical, contested, and vulnerable.

Subsea cables remain the fastest, most reliable, and most 
cost-effective way to convey vast quantities of data, making 
them essential for high-bandwidth technologies such as 
5G, IoT, cloud services, and AI. Accelerating demand for 
these technologies in emerging markets, combined with 
growing interest in foreign capitals in building a more 

resilient telecommunications infrastructure, has led to 
surging demand for subsea cable infrastructure around the 
world.

Since 2015, the number of active and planned subsea 
cables worldwide has more than doubled from 299 to 
650.186 As of January 2025, active subsea cables totaled 
nearly 1.5 million kilometers in length—enough to circle 
the earth 37 times.187 These systems range from smaller 
cables under 200 kilometers, which often connect different 
islands within a country, to systems of up to 20,000 kilome-
ters that link continents.188

Four firms dominate the construction and maintenance 
of subsea cables, three of which are headquartered in the 
United States or its close allies: SubCom (United States); 
Nippon Electric Company, or NEC (Japan); and Alcatel 
Submarine Networks (France). The fourth and newest 
entrant is HMN Technologies, formerly Huawei Marine 
Networks. Since its founding in 2008, HMN Tech has 
become the fastest-growing builder of subsea cables in the 
world.189 Between 2020 and 2024, it built nearly one in five 
new cables.190

Despite HMN Tech’s rapid growth, the company has 
deployed just 7 percent of the total subsea cable infrastruc-
ture worldwide.191 Analysis from TeleGeography projects 
that HMN Tech’s global market share may shrink to just 

Technicians moor the Marea subsea cable near Sopelana, Spain. Financed by Microsoft and Meta, the 6,600-km link from Virginia to Bilbao 
illustrates how U.S. tech firms have become key drivers of subsea cable infrastructure to expand reliable, high-speed connectivity abroad.  
(Ander Gillenea/AFP via Getty Images)
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5 percent in the coming years, likely as a result of U.S. 
and allied efforts to limit its expansion.192 Compounding 
Beijing’s challenge, U.S. tech companies such as Amazon, 
Meta, Microsoft, and Google have emerged as major 
financiers of subsea cable infrastructure to help expand 
the reliable, high-speed digital connectivity abroad 
required for their services, and they now own or lease 
almost half of all subsea cable bandwidth.193 U.S. tech 
companies have largely done this without support from 
Washington, which has only recently become more 
engaged in identifying and supporting strategic subsea 
cable projects. Part VI of this report reviews these efforts 
in greater detail.

Subsea cables implicate several direct security inter-
ests for the United States and its allies. As lifelines for 
the modern information economy, subsea cables repre-
sent a concentrated and exposed choke point for malign 
actors to exploit. Emerging markets often lack resil-
ience in their subsea cable infrastructure, often relying 
on a handful of systems for their national connectivity, 
significantly exacerbating the risk. Malign actors could 
also compromise subsea cable landing points for espi-
onage and data exfiltration. The risks of compromising 
the cable itself remain low, however, as operators would 
likely receive swift notice of a breach. Subsea cable 
data are also typically encrypted, requiring substan-

tial—if not prohibitively difficult—decryption efforts, 
although cost-effective methods to do so may yet arise. 
Separate from concerns about espionage and exfiltration, 
adversaries could also cut off subsea cables entirely in 
a conflict to cripple a country’s economy and intercon-
nected security and defense capabilities. These obvious 
risks underscore the urgency of trusted vendors to build, 
operate, and repair these systems.194

Globally, the United States and its allies are generally 
well positioned to prevail in the race to deploy subsea 
cable infrastructure around the world. Three of the four 
primary vendors—which command an overwhelming 
share of global subsea cable infrastructure—are domi-
ciled in the United States, Japan, and France. The United 
States’ leverage over the global financial system also gives 

it power to influence the risk-averse, multiparty con-
sortia that typically finance these systems. The case of 
the Sea-We-Me-6 cable, detailed in Part VI, underscores 
how the combination of sanctions and inducements from 
Washington and its allies succeeded at dislodging HMN 
Tech from a key project. Washington has also begun to 
more proactively flex its tools of economic statecraft, 
such as the DFC and the U.S. Trade and Development 
Agency (USTDA), with significant opportunity to do 
more. Major headwinds relate principally to the rel-
atively anemic U.S. and allied fleet of repair ships and 
ongoing coordination challenges in identifying and coun-
tering HMN Tech–led subsea cable projects before the 
company secures key bids. In addition, China’s territorial 
claims over key subsea cable routes could allow it to 
delay the permitting required to lay or repair cable infra-
structure. China also dominates critical upstream inputs 
for fiber-optic cables such as gallium and germanium.195

Next-Generation Telecommunications
If subsea cables form the global information highways 
between countries, terrestrial networks are the vital con-
nectors within countries. They enable everything from 
phone calls to text messages to high-bandwidth internet 
access. Telecommunications networks encompass subsea 
cables, but they also include transmitters, receivers, 
and channels—wired connections like fiber-optic cables 
and wireless connections using electromagnetic waves 
such as radio frequencies—that together move informa-
tion between users, countries, and continents. Unlike 
many other technologies, telecommunications are 
highly regulated at the national and international levels. 
International bodies set standards for each generation of 
wireless technology—4G, 5G, and soon 6G. The networks 
themselves are typically operated by state-owned or 
state-linked utilities. They are expensive, long-term 
investments, and as such, the choice of vendor can lock a 
country into a decade or more of path dependency.

The United States and its allies have compelling 
interests in ensuring that Chinese firms do not dominate 
global telecommunications infrastructure in key security 
partners. Telecom networks can carry sensitive digital 
activity, from government communications to prized 
corporate intellectual property (IP). Chinese-equipped 
networks therefore expand the reach of Beijing’s opera-
tions for espionage, pre-positioning, and data exfiltration. 
Extensive Chinese-equipped networks also limit the 
United States’ capacity to deepen economic, military, and 
intelligence partnerships and hand Beijing leverage over 
lower-income nations, which often lack the resources 
to pivot to more secure alternatives. Despite these risks, 

Since its founding, HMN Tech 
has become the fastest-
growing builder of subsea 
cables in the world. Between 
2020 and 2024, it built nearly 
one in five new cables.
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telecommunications remain the DSR’s most enduring 
success, especially in emerging markets. Today, Huawei 
is the world’s largest supplier of telecom equipment and 
operates in more than 170 countries.

Five firms dominate the global construction of telecom 
networks. Huawei controls 31 percent of the global 
telecom equipment market—roughly double the share of 
its closest competitors Nokia (15 percent) and Ericsson 
(13 percent). ZTE follows with an 11 percent share, and 
Samsung holds 4 percent.196 Combined, Huawei and ZTE 
account for more than 40 percent of the global market—
which includes China’s large domestic market—and their 
lead is only growing.197 Meanwhile, the United States has 
no telecom champion making large-scale, end-to-end 
5G deployments abroad, with firms like Qualcomm 
and Cisco instead providing specific components and 
services within global networks.198

around shared concerns for trusted, “clean” networks, 
discussed in further detail in Part VI. These efforts 
arrested the momentum of Chinese telecommunications 
companies in many wealthy markets, but as of 2025, only 
17 countries had fully banned Huawei or ZTE from their 
5G networks.200 Major economies, including Italy and 
Spain, continue to allow Chinesecompanies to operate 
as key vendors in their networks.201 Even where bans are 
in place, implementation is uneven, and in many cases, 
countries have exempted existing Huawei contracts 
while barring it only from future procurement.202

Restrictions in advanced economies have also 
pushed Chinese vendors to expand their efforts in 
emerging ones. In a late 2024 earnings call, Ericsson’s 
CEO warned of “sharply increased competition” from 
Chinese vendors in Latin America, as well as Europe, and 
anticipated losing further deals to Huawei and ZTE on 
price.203 Outside the United States and wealthier allies 
and partners, Chinese telecom firms remain deeply 
embedded in global networks.

Washington’s main counteroffer—Open Radio Access 
Networks (Open RAN)—has yet to fill the gap, although 
it remains in an early phase. Unlike traditional networks, 
Open RAN uses standardized interfaces to allow a variety 
of vendors to supply different components, with the 
goal of reducing reliance on any one supplier.204 Open 
RAN could, in theory, undercut Huawei’s end-to-end 
dominance and offer new entry for U.S. and allied 
companies.205 In practice, however, the technology faces 
significant technical and financial hurdles. Open RAN 
systems can lag in performance, are more complex to 
integrate, and lack the economies of scale that vendors 
with end-to-end offerings enjoy.206 The 2022 CHIPS and 
Science Act authorized $1.5 billion to support Open RAN 
deployments at home and abroad through a new Public 
Wireless Supply Chain Innovation Fund, but commercial 
adoption remains slow and federal investments have 
principally supported domestic buildouts.207 In July 
2025, Congress rescinded $850 million from the fund, 
dramatically curtailing federal support for Open RAN 
development and deployment.

While the United States and its allies largely lost the 
transition to 4G and 5G in key emerging markets like 
Brazil and Indonesia, nearly half the world remained 
unconnected to 5G as of 2024, presenting an opportunity 
for the United States and its allies to leverage develop-
ment financing to expand trusted connectivity.208 At the 
same time, the United States and its allies should begin to 
shift its focus to 6G.

The early 6G transition is already underway, and 
standards, IP, and interoperability protocols remain 

FIGURE 8: MARKET SHARES OF THE FIVE LARGEST 
GLOBAL TELECOM EQUIPMENT VENDORS199

The global telecom equipment market is increasingly concentrated 
in the hands of Chinese vendors, giving Beijing long-term leverage 
over countries’ critical digital infrastructure.

Without a compelling alternative, the United States 
has struggled to blunt China’s momentum. Instead, it 
has advocated, with limited success, for the adoption 
of allied alternatives—mostly from Nokia and Ericsson. 
Washington has also sought to rally a coalition of allies 
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undecided. After a surge in 5G investments from 2018 to 
2022, the telecom market is now in a lull between cycles: 
Equipment revenues fell 5 percent in 2023 and another 8 
percent in 2024.209 As Chinese 4G and 5G infrastructure 
ages in key markets, governments will begin surveying 
options for their next-generation networks. Although 
the 6G transition will likely build on existing networks, 
proactive investment and strategy could help U.S. and 
allied firms position themselves now to offer secure, 
high-quality alternatives when countries begin the 
transition.

China understands the significance of the 6G tran-
sition. In 2019, Beijing set up an IMT-2030 Promotion 
Group to accelerate the country’s R&D efforts for 6G 
wireless.210 Chinese firms are now filing more 6G-related 
patents than any other country.211 Huawei alone is 
reportedly investing billions annually in 6G research, 
with trials underway in advanced markets like Shanghai 
and Shenzhen and commercial offerings expected to roll 
out in the early 2030s.212

Advocates of 6G tout several potential benefits of 
the upcoming transition, including improved sensing 
capabilities and deep AI integration.213 Policymakers 
should facilitate new capabilities while remaining clear-
eyed about industry claims, especially since their most 
bullish claims about 5G have yet to manifest. That is not 
to say Washington should ignore 6G, only that it should 
promote it with a calibrated understanding of the stakes. 

Where U.S. and allied vendors cannot match Chinese 
counterparts on price or deployment scale, they must 
compete on efficiency, quality, and trust. U.S. and allied 
firms like Intel, Qualcomm, Cisco, Ericsson, and NVIDIA 
still lead in core enabling technologies—cloud services, 
AI, semiconductors, and edge computing—that could 
become decisive in the 6G era if strategically bundled. 
One key advantage is real-time inference at the net-
work’s edge, which is critical for latency-sensitive 
applications like autonomous vehicles and industrial IoT. 
This dynamic plays to the strengths of U.S. companies.214

LEO Satellites
Communications satellites present a new frontier in 
global connectivity and competition. This competition 
now unfolds across three principal regimes: geosta-
tionary Earth orbit, middle Earth orbit, and LEO. In 
interviews and field research for this report, however, 
LEO satellites consistently emerged as the principal 
area of interest because of their potential to transform 
connectivity in emerging markets. LEO also stood out as 
a clear U.S. advantage to harness, given its first-mover 
advantages with the breakout success of Starlink.

LEO satellites operate in large constellations below 
2,000 kilometers and travel at nearly 18,000 miles per 
hour. Their lower altitude enables relatively high-speed, 
low-latency communications compared with legacy sat-
ellite-based internet and bypasses the need for expensive 
and time-consuming terrestrial infrastructure.215 These 
attributes have made LEO systems especially appealing in 
emerging markets, where deploying fiber-optic cables or 
radio towers is either impractical or cost-prohibitive.216

LEO satellites are poised to become a core layer of 
global communications. The development of direct-to-
device communications means that ordinary smartphones 
will increasingly connect directly to satellites without the 
need for intermediating terminals.217 Soon, mobile devices 
may toggle seamlessly between terrestrial cell towers and 
satellite links, making LEO infrastructure essential for 
uninterrupted global connectivity.218 LEO satellites will 
also be essential for powering IoT-enabled smart systems. 
Their ability to deliver continuous low-latency connec-
tivity in mobile and hard-to-reach environments could 
make them critical for autonomous vehicles, smart grids, 
and long-haul logistics networks.219

The United States has several compelling interests 
in maintaining leadership in LEO satellite deployment 
worldwide. First, LEO satellites are a core component 
of U.S. defense strategy, enabling resilient low-latency 
communications; real-time intelligence, surveillance, 
and reconnaissance; early missile warning; and precision 
navigation and timing.220 Superiority in satellite communi-
cations can also confer key advantages on the battlefield: 
In Ukraine, for instance, Starlink has become indispens-
able for drone operations, artillery coordination, and 
real-time intelligence.221

Starlink’s value in Ukraine has reshaped Chinese 
military thinking.222 People’s Liberation Army (PLA) 
scientists now emphasize the need for LEO dominance 
and are accelerating satellite launches to prevent SpaceX 
from monopolizing limited “low-orbit resources.”223 A 
proposed constellation by PLA engineers would provide 
internet access, monitor rival networks, and conduct 
anti-Starlink operations.224 Meanwhile, the PLA continues 
to develop counterspace capabilities—including anti-
satellite weapons, jammers, and cybertools—to contest 
U.S. satellite supremacy in the Indo-Pacific.225 If China 
were to surpass the United States in LEO capabilities, it 
could undermine U.S. advantages in intelligence collec-
tion, space-based targeting, and global command and 
control.226 Maintaining a lead in LEO satellite deployment 
is therefore essential to ensure that U.S. forces can operate 
with secure, resilient communications in contested 
environments.
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Securing the global LEO satellite market will bring 
significant economic benefits. The market could grow 
a staggering sevenfold over the next decade, rising to 
$108 billion.227 Driving growth are the nearly 2.6 billion 
people—a third of the world’s population—who still 
lack reliable internet access.228 Starlink has already had 
to pause new enrollments in some regions as surging 
demand outpaces current network capacity.229 Meeting 
global demand will help U.S. firms secure long-term 
user bases and limited “low-orbit resources” ahead of 
competitors.

The United States currently holds a commanding 
lead and first-mover advantage. Starlink alone operates 
approximately 7,875 active satellites, roughly two-thirds 
of all satellites in orbit.230 The company claims to serve 
more than 6 million users across 140 countries and terri-
tories.231 By comparison, Chinese firms likely have fewer 
than 800 satellites in LEO and have struggled to reliably 
place satellites into orbit.232 SpaceSail, China’s state-
owned and leading LEO satellite firm, has a 14 percent 
failure rate for recent individual satellite launches; 
Starlink’s current failure rate is under 0.5 percent.233

FIGURE 9: TOP COUNTRIES BY LOW EARTH ORBIT 
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A man lifts a Starlink satellite dish at a house in Niamey, Niger, in 
January 2025. With 63 percent of Africa’s population still lacking 
internet access, Niger and other countries are turning to Starlink to 
bridge the continent’s digital divide. (Boureima Hama/AFP via Getty 
Images)

gap remains wide. That may shift in the coming years: 
Goldman Sachs estimates that three-fourths of the 
70,000 satellites projected to launch globally over the 
next five years could come from China.235 Beijing con-
siders itself on track to surpass the United States as the 
world’s leading space power by 2045.236

Chinese firms and government actors are also working 
to lock in future markets through space cooperation 
agreements, joint ventures, and targeted commercial 
diplomacy. During a presentation at the 2024 Zhuhai 
Air Show, a SpaceSail representative presented a map 
highlighting six priority countries: Brazil, Uzbekistan, 
Kazakhstan, Pakistan, Malaysia, and Oman.237 Since then, 
the company has struck MoUs and strategic partner-
ships with most of those countries’ telecom carriers and 
established local R&D hubs and subsidiaries to deepen its 
presence.238

At the same time, SpaceSail is capitalizing on growing 
unease in emerging markets about dependence on 
Starlink as a long-term partner. In March 2025, Starlink 
founder Elon Musk threated to revoke Ukraine’s access 
over a critical minerals dispute, alarming other gov-
ernments.239 On the social media platform X, Musk 
warned that Ukraine’s “entire front line would collapse 
if I turned [Starlink] off.”240 Starlink has also clashed 
with regulators in South Africa, Malaysia, Brazil, and 
Kazakhstan, which allege that it has failed to comply 

The United States leads the world in active low Earth orbit satellite 
deployment, operating more than 8,100—driven largely by Starlink—
compared to 648 from Europe and approximately 141 from China. 

This has not deterred Chinese providers from entering 
the market. China’s space program has the second-most 
satellites in orbit after the United States, although the 
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with local regulations.241 SpaceSail is now courting 
the same countries where Starlink has faced political 
backlash and is negotiating access agreements with more 
than 30 governments.242

LEO satellites are becoming a critical layer of global 
telecommunications infrastructure. The United States 
may hold a dominant position, but its lead is neither 
permanent nor uncontested. China is moving to close 
the gap with near-term plans to launch thousands of 
satellites and leveraging targeted diplomacy to lock in 
future market access.243 Preserving U.S. leadership will 
require sustained public investment in resilient constel-
lations and proactive partnerships in contested markets. 
Failure to act risks forfeiting leadership in a critical layer 
of global connectivity—and the strategic leverage that 
comes with it.

Data Centers and Cloud Services
Data centers are facilities that house servers to store, 
secure, and process data. They include enterprise data 
centers customized for a particular company or govern-
ment agency; colocation centers for third parties to rent 
space for their own servers; cloud, edge, and hyperscale 
data centers to provide low-latency digital services; 
and, more recently, AI data centers to train and operate 
frontier models. The design, purpose, and footprint of 
each of these data centers may differ, but they all have 
become foundational digital infrastructure in the 21st 
century.

Historically, the United States has dominated global 
data center capacity. According to Synergy Research 
Group, as of 2024, the United States hosted 51 percent 
of high-powered data center capacity, measured by 
the actual megawatts of power used by computing 
equipment. Europe and China followed with 17 and 16 
percent, respectively, with the rest of the world hosting 
15 percent.244

Although the United States will likely continue 
to lead the world in total data center capacity in the 
medium term, both U.S. and Chinese hyperscalers are 
actively deploying data centers in emerging markets to 
provide low-latency services at the edge and comply 
with local privacy and data sovereignty laws. As these 

hyperscalers expand abroad, they have consolidated a 
growing share of global data center infrastructure. In 
2025, hyperscalers operated 44 percent of global data 
center capacity, which could rise to 61 percent by 2030. 
Focusing on relative shares, however, masks a more 
important trend: total hyperscale data center capacity 
is on track to rise threefold by the end of the decade.245 
Globally, the data center market could rise from $348 
billion in 2024 to $652 billion by 2030.246

Several dynamics are driving this surge. Chief among 
them is the rapid adoption of cloud, AI, and other 
digital services as emerging markets rapidly digitalize. 
In Southeast Asia, data center demand could increase 
threefold by 2030.247 Many emerging markets are 
mirroring this trend: Saudi Arabia’s data center market 
could triple by 2030, and Kenya’s data center capacity 
could increase 10-fold by 2026.248

Another dynamic is the intensifying competition to 
train and deploy frontier AI models, which has injected 
unprecedented capital and ambition into large-scale 
data center buildouts. The demand flows two ways: 
from foreign governments and companies that need 
U.S. export-controlled chips and technology to realize 
their AI ambitions, and from U.S. companies that see 
lower-cost foreign markets as an opportunity to com-
plement U.S. infrastructure and bypass domestic land, 
energy, and permitting bottlenecks. Nowhere is this 
two-way dynamic more apparent than in the Gulf, 
where President Trump announced major deals in May 
2025 with the UAE and Saudi Arabia to strengthen the 
AI ecosystems in all three countries through joint part-
nerships and investment. Although the details of both 
agreements were still pending as of October 2025, the 
agreement with Saudi Arabia could allow NVIDIA and 
AMD to provide hundreds of thousands of cutting-edge 
AI chips to jump-start the kingdom’s new AI champion, 
Humain.249 Similarly, the UAE could build the largest 
AI cluster outside the United States, with plans for a 
5 gigawatt campus spearheaded by its AI champion, 
G42.250

All of this points to a period of unprecedented data 
center construction around the world, creating both 
opportunity and risk for the United States and its allies. 
Partner governments that store sensitive data with a 
Chinese cloud service provider (CSP) like Huawei or 
Alibaba could be exposed to risks of espionage, data 
exfiltration, and IP theft.

There is also a risk of long-term lock-in. Companies 
or agencies that partner with foreign CSPs face high 
switching costs that, combined with bureaucratic 
inertia, are often prohibitive. This dependence could 

At the same time, SpaceSail is 
capitalizing on growing unease 
in emerging markets about 
dependence on Starlink as a 
long-term partner.
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create leverage for the foreign CSP and its home gov-
ernment. In the case of Chinese CSPs, which have little 
legal recourse to resist Beijing’s demands under existing 
national security and intelligence laws, this creates 
significant risks that foreign countries could have sen-
sitive government, commercial, and other data used as 
leverage. This risks a new “data debt” to Beijing akin to 
the financial debt that it has leveraged against emerging 
markets following expensive infrastructure projects 
under the BRI.

Although Chinese hyperscalers have made concerted 
efforts to expand data center infrastructure abroad, U.S. 
companies retain a dominant position. AWS, Microsoft 
Azure, and Google Cloud together accounted for more 
than 60 percent of the global cloud market as of 2024, 
while Alibaba Cloud and Tencent Cloud had just 6 
percent combined.251 Admittedly, these figures include 
the large domestic cloud markets in both the United 
States and China. Compared with their Chinese coun-
terparts, U.S. cloud service providers retain advantages 
in performance, premium offerings, and latency because 
of their broader global network and private internet 
backbones.252 The global picture of U.S. cloud dominance, 
however, fades at the regional level. In Southeast Asia, 
for instance, Chinese providers command a majority of 

active cloud regions in Indonesia and Singapore, along 
with 100 percent of active cloud regions in Thailand and 
the Philippines.253

The picture appears grimmer for China’s AI data 
center ambitions abroad. Chinese technology companies 
already struggle to access sufficient high-end chips for 

President Trump meets with Crown Prince Mohammed bin Salman in Riyadh in May 2025. The visit featured major deals—including 
commitments from NVIDIA and Alphabet—that highlighted how Gulf partners are turning to U.S. firms and chips to power their AI ambitions. 
(Win McNamee/Getty Images)

their domestic AI computing needs and have instead 
resorted to brute force approaches that amass lower-per-
forming chips in lieu of cutting-edge U.S.-designed 
offerings. Should U.S. export controls relax, however, 
China may find it easier to satisfy growing domestic and 
global demand for its AI services.254 As of this report’s 
publication, however, there have been no comparable 
efforts by Chinese companies to replicate overseas AI 
compute infrastructure buildouts on the scale of the U.S.-
Gulf deals announced in May 2025.

In fact, a reported Huawei effort to build AI infra-
structure in Malaysia—the first example of Chinese-built 
AI infrastructure abroad—has all but stalled. Malaysia’s 
deputy minister of communications had announced that 
the country would deploy 3,000 of Huawei’s Ascend 
graphics processing units in the country, but that official 
has since retracted their remarks and the government 
has disavowed the project.255 In July 2025, reports 
surfaced that Huawei was actively seeking to sell its 
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FIGURE 10: U.S. HYPERSCALERS LEAD CLOUD COMPUTING DEPLOYMENT IN KEY EMERGING MARKETS256

This figure compares the presence of U.S. and Chinese data centers and cloud services in Kenya, Brazil, Indonesia, and Saudi Arabia. Although 
U.S. firms dominate global cloud and data center capacity, Chinese providers are expanding in underserved markets and secondary cities.
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legacy Ascend 910B chips to the UAE, Saudi Arabia, and 
Thailand, while reserving its more advanced 910C chips 
for Chinese companies attempting to compete with 
U.S. counterparts. Each of these countries has active 
or expanding partnerships with U.S. AI companies like 
NVIDIA, suggesting that Huawei is working to avoid 
becoming boxed out of key compute markets even as 
it struggles to compete under the sting of U.S. export 
controls.257

U.S. firms may have a dominant position in global cloud 
and data center deployment, but Chinese competitors 
have repeatedly shown a willingness to proactively fill 
gaps in underserved strategic markets, such as Mexico 
and Nigeria, or to serve second- or third-tier cities beyond 
large capitals.258 Although the United States enjoys a 
10-fold advantage over China in its total compute capacity, 
it would be a mistake for policymakers to assume that 
China cannot overcome existing hurdles to realize its AI 
infrastructure ambitions abroad—specifically by brute 
forcing domestic design, packaging, and fabrication 
capacity for advanced AI chips in the face of U.S. export 
controls.259 Should it succeed, it would fundamentally 
undermine the current U.S. advantage in global data 
center deployment.

Artificial Intelligence
AI is the newest, most contested, and arguably most 
important domain of technology competition between the 
United States and China. In essence, AI is the application 
of certain technologies and techniques to enable com-
puters to simulate human intelligence. AI can take many 
forms, although global attention since 2023 has focused 
overwhelmingly on the rapid progress of large language 
models (LLMs), which train on vast quantities of data 
to develop general-purpose capabilities. LLMs include 
“closed” models that do not publicize their training data 
or source code and “open” models that do, with gradi-
ents in between. Generally, closed models have led the 
frontier of AI performance according to benchmarks, and 
these models come almost entirely from U.S. companies, 
including OpenAI, Google, Anthropic, and xAI. However, 
the competitive landscape changes short of the frontier, 
where a proliferating ecosystem of open-source models 
has pitted Meta’s Llama against several compelling 
Chinese alternatives from DeepSeek, Alibaba, Z.ai, and 
Moonshot AI.260

Beyond LLMs are several narrower AI applications 
tailored for discrete areas such as drone autonomy, logis-
tics, predictive maintenance, advanced manufacturing, 
material research science, and government services, 
including “smart” cities detailed in the next section.261 

If the United States has secured an early lead in LLMs, 
China appears to have the edge in narrower AI applica-
tions in areas such as industrial robotics and government 
services.262 There is active debate about whether gener-
al-purpose LLMs will obviate the need for narrower AI 
models, but until then, U.S. policymakers would be wise to 
pursue a diversified strategy for global AI diffusion.263

U.S. and allied policymakers have several interests in 
winning the race for global AI diffusion. If subsea cables, 
data centers, and telecommunications are foundational 
digital infrastructure in the 21st century, AI is the era’s 
foundational digital technology. The choice of partnering 
with a U.S. or a Chinese AI company thus carries far-
reaching geostrategic implications.

Since 2023, AI models have achieved astonishing 
improvements in capability. Many experts now predict 
the arrival of artificial general intelligence within a few 
years, and with it, new and potentially acute risks in areas 
such as cybersecurity, bioweapons, and disinformation. 
If emerging markets develop AI ecosystems aligned 
with U.S. and allied companies, this will create stronger 
pathways for policymakers to influence the technology’s 
responsible development and adoption abroad and limit 
dangerous uses from malign state and nonstate actors.264

As with critical digital infrastructure, data security and 
espionage remain serious risks from the proliferation of 
untrusted AI models, as they typically require access to 
significant and often sensitive data. AI adoption also poses 
similar risks of long-term dependence and lock-in, which 
grow if an entity hands over its data to fine-tune the AI 
model’s application over time. Even free and low-cost AI 
services, such as those most popular with consumers, can 
reap powerful first-mover advantages by becoming the 
default platform of choice. The internet “browser wars” 
are instructive: since eclipsing Internet Explorer in 2012, 
Google Chrome has maintained a dominant share of global 
browsing despite several free alternatives.265

Another risk is that, unlike subsea cables, AI models do 
not passively convey data; they actively ingest, manage, 
and curate it. Partnership with a foreign AI company 
therefore raises concerns about not only dependency and 
data security, but also disinformation and manipulation. 
DeepSeek’s AI models, for instance, have censored answers 
about the massacre at Tiananmen Square and the status of 
Taiwan.266 In August 2025, The New York Times reported 
that the Chinese company GoLaxy had used DeepSeek 
to conduct disinformation campaigns in Hong Kong and 
Taiwan.267 As AI platforms increasingly assume the role of 
search engines as curators of the modern internet, their 
power to shape information according to their biases could 
grow exponentially.
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In the case of China, those biases will reflect a 
domestic ecosystem inflected by Beijing’s authoritarian 
government, which has already created a vast system 
of technology-enabled surveillance and social control. 
Although U.S. AI companies are hardly perfect in this 
regard, they nevertheless remain bound by U.S. jurisdic-
tion and its constitutional guarantees. U.S. and allied AI 
products developed in free societies are far more likely to 
reflect liberal values, making their dissemination around 
the world an important front in the broader competition 
between democracy and authoritarianism.268

Finally, quality data is an indispensable input for 
advanced AI training, especially as leading AI companies 
have effectively scraped most of the world’s publicly 
available information. The diffusion of Chinese AI 
products around the world therefore confers not only 
conventional market advantages, but also AI-specific 
advantages in expanding access to novel data. If data 
is the new oil, technology companies that corner large 
markets are effectively securing the new Ghawar Fields 
of the 21st century AI-enabled economy.

For all these reasons, U.S. and allied policymakers 
have a direct and growing interest in winning the race 
to shape AI ecosystems in key emerging markets. With 
the exception of wealthy countries like Saudi Arabia and 
the UAE, most emerging markets are not yet in a position 
to train their own AI models. They lack the capital, 
hardware, and expertise. Instead, they seek partnerships 
with foreign AI companies to tailor and integrate models 
to suit their needs, consistent with local languages and 
norms. In these cases, foreign governments and compa-
nies do not always need top-of-the-line AI models; “good 
enough” offerings are typically sufficient, as they can 
deliver most of the same capabilities at lower cost.269

This dynamic plays directly to China’s longtime 
advantage in offering lower-cost, tailored packages in 
emerging markets, as in the transition to 4G and 5G 
networks. China’s emphasis on open-source models as 
an asymmetric response to U.S. dominance at the AI 
frontier is well suited to emerging market developers, 
consumers, and even companies that are more cost sensi-
tive.270 Moreover, Huawei and ZTE benefit from strategic 
partnerships with emerging market governments and 
national champions that they have assiduously culti-
vated over many years. These partnerships enable ready 
pathways to bundle new AI services, as they have already 
done in Kenya and Brazil. Ubiquitous Chinese-made 
smartphones from Huawei, Xiaomi, and Vivo create 
another powerful vector to deliver edge AI services 
to consumers in emerging markets across the Global 
South.271

Nevertheless, U.S. companies enjoy powerful advan-
tages in the global AI competition. U.S. AI companies 
have a global reputation for technology leadership and 
innovation, and their models continue to top perfor-
mance leaderboards.272 ChatGPT remains, by far, the 
most downloaded AI platform in the world, with 910 
million global downloads as of July 2025, compared 
to just 125 million for DeepSeek.273 Even if Chinese AI 
offerings see exploding demand in emerging markets, 
they could struggle to meet it as they prioritize domestic 
needs. DeepSeek reportedly had to limit access to its 
model because of insufficient computing infrastructure 
to handle additional demand, a potential downstream 
effect of U.S. export controls—or a company decision 
to devote limited compute to internal purposes.274 Still, 
Chinese firms are striking strategic partnerships where 

they can and recognize the importance of early presence 
in emerging markets. Saudi Aramco adopted DeepSeek’s 
AI model for its data centers.275 In January 2025, Alibaba 
announced that it would make its Qwen model available 
to global developers through an application program-
ming interface, leveraging its data centers in key markets 
across Southeast Asia, Africa, and the Middle East.276

The United States and its allies must brace for a 
longer-term competition to shape AI ecosystems in 
emerging markets and cannot rely solely on their advan-
tages in data center infrastructure and technological 
innovation; they require a strategy for AI partnerships 
with emerging markets that reflects the imperative of 
cost, cultural competency, and first-mover advantages.

Smart Cities
Smart cities are the places where technology and 
municipal management intersect. In essence, smart 
cities employ a range of technologies—including IoT, 
high-definition cameras, edge computing, and custom-
ized analytics—to improve traffic, crime, public health, 
energy efficiency, and more. Although the term smart 
city is often applied loosely, and the sophistication of 
smart cities can vary widely, governments have embraced 
the concept as a relatively low-cost means to address 
important, often underserved, public needs.

ChatGPT remains, by far, the 
most downloaded AI platform 
in the world, with 910 million 
global downloads as of July 
2025, compared to just 125 
million for DeepSeek.
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U.S. and allied policymakers have an interest in 
competing in the global smart city market to not only 
seize economic opportunity but also prevent the 
entrenchment of digital authoritarianism in emerging 
democracies. In the wrong hands, smart city technolo-
gies can enable predictive policing, mass surveillance, 
and Orwellian social credit scoring. As AI advances and 
integrates with smart city platforms, these risks may only 
grow absent responsible governance and democratically 
aligned alternatives.

Countries across the globe are embracing smart cities 
with zeal, and the market is expected to reach nearly 
$4 billion by 2030.277 By midcentury, 70 percent of the 
world’s population will live in cities, driving demand 
for technology-enabled solutions to manage growing 
urban populations, which increasingly strain current 
infrastructure, systems, and services. For cash-strapped 
mayors across the Global South, smart cities hold appeal 
as relatively low-cost “modern” solutions to reduce 
traffic, cut crime, improve public health, and burnish a 
city’s reputation for innovation. But reality often falls 
short of these ambitions. In Kenya, for instance, Huawei 
claimed that its “Safe City” offerings reduced crime 
where it was deployed by nearly half in 2015 compared to 

the prior year, but the country’s National Police Service 
reported a much smaller decline in Nairobi and a small 
increase in Mombasa.278

To date, Chinese firms have dominated global 
smart city exports. Chinese surveillance technology 
operates in over 80 countries, and Chinese firms have 
exported smart city products and services to over 100 
countries.279 Huawei alone has deployed its smart city 
services in more than 700 cities, from Barcelona to 
Singapore.280 Today, Chinese companies Hikvision 
and Dahua represent 60 percent of global surveillance 
camera sales.281 

Visitors explore a 5G smart city platform at the China Mobile booth during the 2019 Mobile World Congress in Barcelona. Smart city platforms 
like these are proliferating worldwide, with Chinese firms deploying them in hundreds of cities across more than 100 countries. (David Ramos/
Getty Images)

Chinese firms have dominated 
global smart city exports. 
Chinese surveillance 
technology operates in over 
80 countries, and Chinese 
firms have exported smart city 
products and services to over 
100 countries.
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FIGURE 11: CHINESE FIRMS LEAD SMART CITY DEVELOPMENT IN KEY EMERGING MARKETS282
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The graphics illustrate Chinese firms’ modest lead in deploying smart city projects driven by bundled, state-backed packages and the 
leveraging of prior government contracts. 
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High-level political backing has propelled China’s 
smart city expansion. President Xi has repeatedly 
endorsed smart city initiatives in public speeches, even 
placing urban internet, cloud computing, and big data 
infrastructure on par with roads and bridges in national 
urban planning.283 Chinese policymakers view smart city 
construction as a core pillar of the DSR, describing 
it as a “strategic opportunity” for Chinese firms to 
expand abroad.284

The diffusion of Chinese-equipped smart cities also 
spreads Beijing’s model of social and political control. 
Unsurprisingly, illiberal regimes are the most likely 
adopters: 71 percent of countries importing Huawei’s 
Safe City platform are rated “partly free” or “not free” 
by Freedom House.285 A 2025 study by the University 
of Southern California found that Chinese technology 
transfers directly enable digital repression and entrench 
authoritarian rule.286

Some emerging market governments have awoken 
to the risks. During Xi’s 2018 visit to the Philippines, 
the two countries signed 29 deals, including a $400 
million China Exim Bank–financed plan for Huawei 
to build a 12,000-camera surveillance system dubbed 
the “Safe Philippines Project.”287 Philippine legislators 
later raised alarms over data privacy and cybersecurity, 
citing Huawei’s obligations under Beijing’s 2017 National 
Intelligence Law. Manila scrapped the project in 2022.288 
China’s success in the global competition for smart city 
deployment stems from its firms’ ability to offer bundled 
packages—often backed by state financing—while 
drawing on prior relationships with key local players 
such as national telecommunications agencies and firms.

By contrast, the United States and its allies have 
yet to develop a comprehensive smart city alterna-
tive to compete with Chinese offerings, even as global 
demand grows. Efforts like the U.S.-ASEAN Smart City 
Partnership are promising, but their future remains 
tenuous under the Trump administration.289 With that 
said, U.S. firms are already more active in the smart city 
ecosystem than many observers realize, even if they 

Chinese firms have exported 
smart city products and 
services to over 100 countries. 
Huawei alone has deployed 
its smart city services in more 
than 700 cities, from Barcelona 
to Singapore.

struggle to match their Chinese counterparts’ scale. IBM 
coined the term “smart city” in the 1990s, and Cisco and 
Microsoft have since developed and deployed smart 
city solutions for governments around the world.290 
U.S. development agencies have also supported U.S. 
firms competing abroad for smart city infrastructure. 
For example, the USTDA funded a feasibility study for 
smart city solutions in the planned Indonesian capital 
of Nusantara.291 The grant also funded a pilot project 
to demonstrate technology offerings from seven U.S. 
companies.292 

Parsing the smart city market is difficult, as offerings 
often mix U.S., Chinese, and other foreign vendors within 
a single platform. In Brazil, municipalities rely on local 
integrators for procurement, often blending Chinese 
hardware with software from the United States, France, 
Israel, or South Korea. In field research conducted for 
this report, the authors visited a surveillance company 
based in São Paolo whose cameras are made with 
Chinese hardware, U.S. chips, and U.S.-sourced AI soft-
ware.293 Similarly, French manufacturer Thales DIS has 
supplied facial recognition software to São Paulo’s Civil 
Police and the Brazilian Federal Police, which was then 
integrated with Hikvision and Dahua hardware for use in 
border patrol and urban crime mitigation.294

As emerging markets build new urban digital infra-
structure, the question is not whether these systems will 
be adopted, but whose systems will shape the underlying 
standards and norms. While some governments incor-
porate Chinese smart city technologies to consolidate 

FIGURE 12: RELATIVE U.S. AND CHINESE LEAD ACROSS KEY TECHNOLOGY DOMAINS

Authors’ assessment of the relative U.S. and Chinese advantages across the domains of telecommunications, smart cities, subsea cables, AI, 
cloud, and LEO satellites.
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control, many will seek alternatives that emphasize 
trust, privacy, and security. If the United States wants 
to promote a more open and democratic digital order, it 
cannot cede tomorrow’s smart cities to Chinese firms.

			   ***

Stepping back, these six domains reveal a complex, 
interconnected, and escalating contest between the 
United States and China to shape the future of digital 
infrastructure and ecosystems in key markets around 
the world. In some domains, such as subsea cables, data 
centers, cloud services, and AI, the United States and its 
allies enjoy a dominant position—for now. In others, such 
as terrestrial telecommunications and smart cities, China 
has the edge.

The future of all six domains, however, remains up for 
grabs. Imaging that one side will “win” them all deci-
sively is unrealistic; in reality, U.S., allied, and Chinese 
firms will continue to operate alongside each other 
around the world, often within the same networks and 
platforms. The goal for the United States and its allies 
should be to secure sufficiently strong market share to 
shape the trajectory of emerging nation regulators, devel-
opers, enterprises, and consumers—thereby reaping the 
longer-term ecosystem benefits. The recommendations 
in Part VIII of this report offer specific ideas to this end.

China’s overwhelming success in key domains of this 
competition, namely telecommunications, finally forced 
Washington and its allies to recognize the threat and 
begin mobilizing a response. The next section assesses its 
effectiveness to date.
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U.S. Efforts to Counter  
the Digital Silk Road

he United States and its allies have yet to fully 
mobilize their considerable advantages to offer the 
Global South a compelling and coherent alternative 

to the DSR. With that said, they have taken initial steps 
over the past decade to reduce the DSR’s risks and seize 
the opportunities of a rapidly expanding global demand 
for digital infrastructure, services, and technology part-
nerships broadly.

The launch of the DSR in 2015 came at a time of 
growing concern in Washington about the diffusion of 
Chinese telecommunications infrastructure, propelled 
by a 2012 report from the House Permanent Select 
Committee on Intelligence about the risks of Huawei 
and ZTE to domestic telecommunications networks.295 
Even as awareness among U.S. policymakers grew, action 
from Congress and the Obama administration remained 
limited.

The First Trump Administration:  
The Campaign Launches
A serious U.S. campaign to restrict Chinese telecommu-
nications equipment launched during the first Trump 
administration. In 2017, Congress voted to restrict 
Huawei and ZTE equipment from federal and defense 
networks.296 In 2019, the Trump administration added 
Huawei to the Entity List, crippling the company’s ability 
to transact with U.S. firms and benefit from U.S. technol-
ogies.297 Congress followed up by passing the Secure and 
Trusted Communications Networks Act, which banned 
federal subsidies to compromised telecommunications 
vendors, and the Federal Communications Commission 
(FCC) invoked the law to target Huawei and ZTE.298

As Washington tightened U.S. restrictions on Huawei 
and ZTE at home, it increased pressure abroad on its 
allies and partners to follow suit. Growing U.S. pressure 
effectively forced foreign vendors to choose between 
lucrative U.S. government contracts and cheap Chinese 
telecommunications equipment. The Trump administra-
tion pressed its case by arguing that including Chinese 
telecommunications equipment in core networks 
threatened U.S. security and intelligence coopera-
tion. The pressure worked for wealthier U.S. partners: 
Between 2018 and 2022, every member of the Five Eyes 
alliance moved to restrict Huawei and ZTE from their 
5G networks, along with Japan, France, Sweden, and the 
Netherlands, although the scope and speed of the restric-
tions varied by country.299 Germany became the last 
major European country to restrict Huawei in 2024.300

The first Trump administration also worked to 
build a multilateral, standards-based architecture to 
emphasize trust and security in 5G networks. A major 
accomplishment came in 2019 with the Prague Proposal, 
a set of recommendations to inform how states assess 
risks in building and operating 5G infrastructure.301 
Such frameworks were highly effective as they gave 
foreign governments—including top European and 
Asian allies—a less overtly geopolitical reason to restrict 
Huawei and ZTE equipment in their networks.

Another prominent effort during the first Trump 
administration was the Clean Network initiative. 
Launched by the State Department in 2020, the initiative 
sought to define and disseminate standards for secure, 
trusted digital infrastructure and services. The initiative 
began with 5G networks but later expanded to include 
applications, app stores, cloud services, and fiber-optic

T

FIGURE 13: THE TRUMP ADMINISTRATION’S CLEAN 
NETWORK INITIATIVE302

CLEAN PATH 

Seeks to prevent China-linked carriers from 
providing internal telecommunications services to 
and from the United States.

CLEAN CARRIER

Seeks to remove untrusted China-linked applications 
from U.S. mobile app stores.

CLEAN STORE 

Seeks to block untrusted China-linked applications 
from U.S. mobile app stores.

CLEAN APPS 

Seeks to prevent “trusted” U.S. and foreign apps 
from being pre-downloaded, or available for 
download.

CLEAN CLOUD

Seeks to block Chinese cloud services providers 
such as Alibaba, Baidu, China Mobile, China Telecom, 
and Tencent from storing or processing the sensitive 
information of U.S. citizens and businesses.

As Washington tightened U.S. 
restrictions on Huawei and ZTE 
at home, it increased pressure 
abroad on its allies and 
partners to follow suit.
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 cables—although telecommunications received the 
majority of government attention and resources. This 
was Washington’s first effort to package multiple 
domains (5G, apps, cloud) into a coherent, branded 
initiative and launch a diplomatic campaign to enlist 
partners. With that said, disagreements within the 
Trump administration about the feasibility of the initia-
tive limited its effectiveness beyond 5G.303

The second major accomplishment in the first Trump 
administration was the creation of the DFC in 2018. 
Unlike traditional development bodies, the DFC makes 
market-based investments in private sector entities 
to generate a return for American taxpayers while 
advancing humanitarian, economic development, and 
national security goals. The DFC has a total investment 
cap of $60 billion and a suite of tools to attract private 
capital, including the ability to make equity investments 
and offer debt financing, feasibility studies, and political 
risk insurance.304

A smaller but important development during this 
period was the State Department’s creation in 2018 
of Regional China Officers (RCOs), who serve as for-
ward-deployed specialists to help diplomatic posts 

understand and counter China’s influence on the 
ground.305 As of October 25, the department had roughly 
20 RCOs deployed globally, along with a four-person 
Office of China Coordination (known as “China House”) 
at its headquarters in Washington.306

Another often-overlooked success came in 2019, when 
the Trump administration pushed for reforms to EXIM. 
Unlike the DFC, EXIM is an export credit agency with 
a mandate to support U.S. exports and jobs, which it 
does through financial tools to level the playing field for 
American firms competing against subsidized peers from 
China and elsewhere.307 EXIM has a $135 billion lending 
limit and tools that include direct loans, loan guaran-
tees, and insurance to safeguard higher-risk purchases 
of U.S. exports. In 2019, EXIM created a new China and 
Transformational Exports Program (CTEP) to prioritize 
investments that counter Beijing’s subsidies and support 
advanced technologies like AI and semiconductors. 
EXIM is now required to reserve at least 20 percent of its 
total support for CTEP investments.

Despite progress, EXIM faces several challenges. 
To be eligible for support through CTEP, at least 51 
percent of the exported content must be American-
made—far higher than the 20 to 30 percent domestic 
content requirements in competitor export credit 
agencies. Securing a waiver requires extensive justifi-
cations that can deter participation.308 A requirement 
that any EXIM-supported goods must travel on U.S.-flag 
vessels also hinders participation.309 Compounding the 
problem, EXIM is required to limit defaults across its 
total lending portfolio to less than 2 percent, fueling a 
risk-averse investment culture anathema to cutting-edge 
technologies.

The first Trump administration also sought to pursue a 
more integrated approach to technology statecraft within 
the U.S. government. The administration launched the 
Digital Connectivity and Cybersecurity Partnership 
(DCCP) in 2018 as a “whole-of-government global 
initiative to promote an open, interoperable, reliable, 
and secure internet.”310 The DCCP brought together 
eight federal agencies to help foreign partners adopt 
better cybersecurity, privacy, and regulatory approaches 
to promote open and secure digital infrastructure and 
technologies.311 Congress formally authorized the DCCP 
in 2023.312

Congress further contributed in 2019 by creating a 
$300 million Countering PRC Influence Fund (CPIF) 
at the State Department to “expand partnerships and 
counter Chinese pressure globally.”313 Under the CPIF, 
U.S. diplomatic posts have broad flexibility to submit pro-
posals for approval based on local conditions. Congress 

Former Secretary of State Mike Pompeo announces in April 2020 
that all 5G network traffic entering and exiting U.S. diplomatic 
facilities must follow a “Clean Path.” The announcement marked the 
start of a diplomatic campaign urging allies and partners to join the 
Clean Network Initiative and exclude Chinese 5G carriers from their 
networks. (Andrew Harnik/Pool/AFP via Getty Images)
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funded the CPIF every subsequent year, even increasing 
funds to $400 million in the fiscal year 2024 funding 
bill.314 The CPIF has offered the State Department a 
rare and agile mechanism to match Chinese-funded 
projects on the ground, although critics have pointed 
out that the fund struggles from a lack of strategic focus, 
spreading funds at the expense of concentrated impact, 
and tenuous connections for some projects to genuine 
counter-PRC efforts. Although the initial fund did not 
mention technology as an explicit focus, over time, 
CPIF funding has supported cyber capacity building 
and initiatives to promote Open RAN in emerging 
markets.315

Toward the end of the first Trump administration, the 
FCC moved to block the Pacific Light Cable Network, 
a subsea cable system between the United States 
and Hong Kong. This action signaled an increasingly 
assertive stance by the FCC against Chinese-linked 
digital infrastructure; the FCC has since blocked all 
such cables with landing points in China within its 
jurisdiction.316

Stepping back, the first Trump administration 
oversaw a flurry of activity that provided an informal 
playbook for countering the DSR. This playbook 
combined new legal authorities from Congress to limit 
Chinese technology firms’ access to U.S. and allied 
markets; policy tools like export controls to further 
squeeze those firms’ access to U.S. and allied tech-
nologies; strategic investments to promote secure 
technologies abroad and outcompete Chinese alterna-
tives; and diplomacy through multilateral standards 
setting, norm shaping, and dealmaking.

Although coordination within government and with 
foreign partners improved, the tools and resources 
remained undeveloped, under-resourced, and largely 
ad hoc. Still, the administration deserves credit for 
reversing Huawei’s momentum in many developed 
markets across Europe, Asia, and North America and 
embracing a more holistic view of the threat posed 
by China-linked digital infrastructure, along with the 

necessity of a more comprehensive and agile response. 
Crucially, U.S. actions during this time cast a global pall 
over Chinese technology companies, forcing capitals 
and companies around the world to factor in the security 
and geopolitical risk of transacting with them in greater 
measure. 

The Biden Administration:  
The Campaign Escalates
President Joe Biden’s administration built on its prede-
cessor’s playbook with significant new restrictions on 
Chinese technology products, along with new resources, 
institutions, and coordination both at home and abroad.

Although the full spate of new restrictions against 
Chinese technology products during this period is 
beyond the scope of this report, the following are the 
most relevant: In October 2022, the Biden administration 
announced significant export controls on advanced AI 
chips to China, which it tightened a year later to close 
loopholes and add critical semiconductor fabrication 
equipment. In its final days, the Biden administration 
also released the so-called AI Diffusion Rule, which 
divided the world into three tiers that determined the 
number of advanced AI chips that countries could 
import. The second Trump administration rescinded the 
rule, promising to replace it with a “simpler” version. As 
of October 2025, the new rule remained pending.

The CPIF has offered the State 
Department a rare and agile 
mechanism to match Chinese-
funded projects on the ground, 
although critics have pointed 
out that the fund struggles 
from a lack of strategic focus.

SNAPSHOT OF SUCCESS: PALAU

The first Trump administration offered an early model 
for partnering with key allies to promote secure digital 
infrastructure in third countries. The small Pacific Island  
nation of Palau provided an early case. With only one 
subsea cable connecting the island to the world, Palau 
faced significant risk from disruptions to the cable due 
to geopolitical or natural crises. At the time, HMN Tech 
was actively pursuing bids to expand subsea cable 
infrastructure in the Pacific.317 In response, the United 
States partnered with Australia and Japan to assemble 
a $30 million investment to make sure the new ECHO 
subsea cable connecting the United States to Singapore 
included a landing point in Palau.318 The U.S. government 
pitched in about $4.6 million, Australia contributed $10 
million, and Japan provided a financing package.319 The 
case underscored the potential of the United States and 
its partners to jointly deploy capital to win strategic 
digital infrastructure bids. At the same time, the dearth of 
comparable successes since then underscores the difficulty 
of replicating this coordination across governments. 

The Biden administration did not limit new restric-
tions to chips. During this period, the FCC blocked 
authorization to import communications equipment 
from Huawei, ZTE, Hytera, Hikvision, and Dahua, 
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significantly limiting new sales to the U.S. market.320 
The administration also leveraged authorities under the 
International Emergency Economic Powers Act to effec-
tively ban Chinese-made electric vehicles—including 
their import from U.S. partners and allies—and laid the 
groundwork for similar action against Chinese-made 
drones.321

As Washington tightened access to the U.S. market 
for Chinese technology products, it expanded the 
institutions and resources to promote U.S. and allied 
alternatives. Passage of the CHIPS and Science Act 
in 2021 allocated $500 million over five years for the 
International Technology Security and Innovation 
Fund (ITSI), administered by the State Department, to 
promote secure telecommunications networks and resil-
ient ICT and semiconductor supply chains abroad.322 The 
law also provided $1.5 billion for a new Public Wireless 
Supply Chain Innovation Fund to scale viable U.S. and 
allied alternatives to China-linked telecommunications 
networks, such as Open RAN. (The fund was rescinded in 
July 2025 under the One Big Beautiful Bill Act.)323

Alongside new funding, the State Department created 
new bureaucratic capacity to elevate technology diplo-
macy. This culminated in the launch of a new Bureau of 
Cyberspace and Digital Policy (CDP) in April 2022.324 
Since its launch, CDP has played an essential role in 
elevating technology diplomacy within the federal 
government while signaling its importance to allies 
and partners, some of whom have since created compa-
rable bureaus of their own. In January 2023, the State 
Department also established the Office of the Special 
Envoy for Critical and Emerging Technology (S/TECH), 
which the Trump administration has since shuttered as 
part of its departmental streamlining.325

Vital to any U.S. technology promotion efforts abroad 
are frontline diplomats. The overwhelming majority 
of America’s frontline diplomats are U.S. Foreign 
Service Officers, who support U.S. technology diffusion 
by helping to shape favorable policy and regulatory 
environments, negotiate bilateral trade and tech-
nology agreements, and monitor local developments 
to inform policy back in Washington. In 2022, the 
State Department took a major step by offering a new 
course for diplomats on Cyberspace and Digital Policy 
Tradecraft.326 Still, few U.S. diplomats—and even fewer 
ambassadors and senior officials—have deep technology 
expertise. This lack of expertise means that frontline 
opportunities to secure key technology bids and shape 
emerging AI or data policies can go unnoticed or suffer 
from a lack of adequate staffing, resources, or depth 
to engage effectively. The July 2025 termination of 

several technology experts in S/TECH exacerbated the 
shortage.327

The State Department’s elevation of technology diplo-
macy is overdue and unfinished. The CDP faces ongoing 
challenges, such as clarifying roles and responsibilities 
across the department—and the federal government 
broadly—given the crosscutting nature of cyber and 
technology issues.328 Still, the elevation of the CDP as a 
bureau facilitated higher-level support, attention, and 
bureaucratic cut-through within the State Department; it 
has also moved Washington closer to a whole-of-govern-
ment approach to cyber and digital diplomacy, although 
significant room for improvement remains.

The U.S. Department of Defense also began to rec-
ognize the need to support emerging technologies and 
critical supply chains, with semiconductor vulnerabil-
ities prompting a broader focus on chokepoints that 
could undermine U.S. military capabilities and national 
security. In 2022, the department stood up the Office of 
Strategic Capital (OSC) to invest and attract capital, in 
partnership with the private sector, to help commer-
cialize and scale national security–critical technologies 
both at home and abroad. To that end, the OSC can offer 
loans, loan guarantees, and technical assistance, with an 
initial $984 million authorized lending limit.329 Although 
the OSC’s initial Investment Strategy emphasizes invest-
ment in the domestic technology ecosystem, it has no 
statutory limitation against investing abroad. Indeed, the 
strategy explicitly notes the importance of strengthening 
the collective industrial base and competitiveness of U.S. 
allies and partners.330

The U.S. government’s toolbox to counter the DSR 
includes a number of other agencies, programs, and ini-
tiatives. Although detailing them all is beyond the scope 
of this report, Figure 14 offers a high-level overview of 
the key U.S. agencies, along with their respective roles, 
tools, and resources.

Few U.S. diplomats have deep 
technology expertise. This 
lack of expertise means that 
frontline opportunities to 
secure key technology bids 
and shape emerging AI or data 
policies can go unnoticed or 
suffer from a lack of adequate 
staffing, resources, or depth to 
engage effectively.
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FIGURE 14: AMERICA’S TOOLKIT TO COUNTER THE DIGITAL SILK ROAD331 

Agency Role & Tools Resources 

STATE DEPARTMENT

Bureau of Cyberspace  
and Digital Policy  
(CDP)

Leads cyber and digital policy coordination within the State 
Department.

Tools:
	¡ In-house technical and policy expertise.
	¡ Cyber diplomacy and technology training for foreign and civil 

service officers.
	¡ Bilateral and multilateral cyber and digital policy dialogues.
	¡ Capacity building and training on cyber attribution and 

responsible state behavior.

	¡ No stand-alone funding; 
CDP’s activities receive 
funding from the State 
Department’s Diplomatic 
Programs account, which 
is appropriated under 
State, Foreign Operations, 
and Related Programs bill 
(SFOPS); in FY 2024, the 
State Department allocated 
$24 million to CDP.

Bureau of Economic  
and Business Affairs  
(EB)

Office of Development 
Finance  
(ODF)

Infrastructure 
Assistance Network  
(ITAN)

Transaction Advisory 
Fund, managed by 
ODF

Leads economic policy engagement and diplomacy within the  
State Department.

Tools:
	¡ In-house expertise on international infrastructure financing.
	¡ Capacity building for partner countries to improve their 

project evaluation processes.
	¡ Coordination of U.S. assistance for infrastructure.
	¡ Rapid response technical assistance for strategic transactions, 

including information and communications technology (ICT) 
projects.

	¡ Feasibility studies, environmental and social impact studies, 
legal and technical reviews.

	¡ No stand-alone funding; EB’s 
activities receive funding 
from the State Department’s 
annual Diplomatic 
Programs account, which is 
appropriated under SFOPS.

Countering PRC 
Influence Fund  
(CPIF)

Flexible grants for projects to counter China’s global influence, with 
projects submitted by diplomatic posts for approval. 

Although there is no explicit mention of technology as a strategic 
focus, CPIF has supported efforts to counter the DSR—for instance, 
through cyber capacity building and promoting Open RAN.

	¡ $325 million (FY23).
	¡ Congress directed the State 

Department to protect $155 
million for CPIF following 
its July 2025 rescission 
of bilateral economic 
assistance.

U.S. Foreign Service 
Economic Officers

Leads the State Department’s efforts to “expand trade, 
investment, transportation, and telecommunications links.” 

Officers advocate for free, open, interoperable, and secure 
digital ecosystems, liaise with foreign industry and government 
partners, and report on relevant policy developments abroad.

	¡ ~1,500 economic officers 
operating in more than 190 
countries and across the 
interagency (as of December 
2020).

International 
Technology Security 
and Innovation Fund  
(ITSI)

Flexible grants to partner countries to promote secure ICT and 
chip supply chains abroad. The State Department has flexibility 
to allocate funding to other agencies, such as the DFC. Within 
the State Department, the ITSI is jointly led by the CDP, EB, and 
Bureau of International Security and Nonproliferation.

As of October 2025, the State Department had allocated ITSI 
funds to at least eight countries: Costa Rica, India, Indonesia, 
Kenya, Mexico, Panama, the Philippines, and Vietnam.

	¡ $500 million ($100 million 
per year through 2027).

Partnership for Global 
Infrastructure and 
Investment  
(PGI)

G7+ initiative to advance high-quality infrastructure in emerging 
markets, implicitly as a counter to the BRI and DSR. PGI enables 
government-to-government and government-to-business 
coordination across the G7, while harnessing collective capital, 
tools, and leverage over multilateral development banks.

	¡ $60 billion mobilized (out of 
$600 billion committed). 

	¡ No dedicated U.S. funding; 
resources come from 
interagency transfers and 
private sector commitments.

Digital Connectivity 
and Cybersecurity 
Partnership  
(DCCP)

Whole-of-government effort to advance an open, interoperable, 
and secure internet.

Tools:
	¡ Technical assistance to partner governments.
	¡ Policy and regulatory engagement.
	¡ Coordination across the interagency.

	¡ Congressionally authorized 
but lacks dedicated funding; 
DCCP activities receive 
support through SFOPS 
appropriations.
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Agency Role & Tools Resources 

Regional China Officers 
(RCOs)

Specialists placed across the department’s six geographic 
bureaus to help assess and counter China’s global influence, with 
substantive expertise on China. Network of RCOs can surface 
regional and global insights.

	¡ ~20 officers (October 2025).

DEPARTMENT OF COMMERCE

American AI Exports 
Program

Created by a July 2025 executive order, this program reviews, 
approves, and aligns federal resources to support “full-stack AI 
technology” export packages from industry.

	¡ Funded by the Department  
of Commerce.

Bureau of Industry  
and Security  
(BIS)

Protects U.S. technology leadership through Export 
Administration Regulations, which can include bans, licensing 
requirements, end-use controls, and more for U.S.-origin and 
U.S.-linked products.

	¡ $191 million (FY23).

International Trade 
Administration  
(ITA)

Strengthens global competitiveness of U.S. industry. Within the 
ITA, Global Markets leads the U.S. Commercial Service, a global 
network of trade professionals operating across 80 international 
markets that promotes U.S. exports, advances U.S. business 
interests, and attracts inbound investment.

Tools: 

	¡ Customized research about a foreign market’s structure, 
trends, practices, and key stakeholders.

	¡ Various services match U.S. firms with potential foreign 
partners, conduct background checks on those partners, 
assess a U.S. firm’s product viability abroad, and leverage 
overseas trade shows.

	¡ $613 million (FY23).
	¡ ~2,200 staff, ~675 of whom 

work in the U.S. Commercial 
Service. Of these, ~225 are 
deployed abroad.

National Institute 
for Standards and 
Technology  
(NIST)

NIST serves as the U.S. government’s technical lead for voluntary 
international standards setting. Other countries adopt these 
standards for their own governance. Examples include NIST’s 
Cybersecurity Framework and AI Risk Management Framework.

NIST’s Standardization Center of Excellence also supports U.S. 
engagement in international standardization for critical and 
emerging technologies.

	¡ $172M for Standards 
Coordination and Special 
Programs (FY23), which 
includes international 
engagement.

	¡ ~570 technical staff 
who participate in over 
300 standards setting 
organizations.

DEPARTMENT OF DEFENSE

Office of Strategic 
Capital  
(OSC)

Invests and attracts capital to commercialize and scale national 
security–critical technologies to strengthen the collective 
competitiveness of the United States and its allies and partners 
through loans, loan guarantees, and technical assistance.

	¡ $984 million authorized 
lending limit (through FY26).

INDEPENDENT AGENCIES 

Millennium Challenge 
Corporation  
(MCC) 

Independent U.S. government international development agency that 
enters five-year “compacts” with emerging markets that pair large-
scale grants with progress in good governance and economic reform.

The MCC focuses on seven core sectors: (1) agriculture; (2) education; 
(3) energy; (4) health; (5) land and property rights; (6) roads and 
transportation infrastructure; and (7) water, sanitation, and irrigation.

	¡ $930 million  
(FY23; although reporting 
in July 2025 suggested the 
Trump administration may 
cancel more than half of the 
MCC’s programs).
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Agency Role & Tools Resources 

U.S. International 
Development Finance 
Corporation  
(DFC)

The U.S. government’s development finance institution with 
a twin mandate to advance U.S. foreign policy interests and 
economic development in emerging markets.

Tools: 

	¡ Debt financing through direct loans and guarantees of up to $1 
billion over 25 years.

	¡ Equity investments, which are vital for early-stage companies 
and projects.

	¡ Investment in emerging market private equity funds.
	¡ Grants for feasibility studies and technical assistance to assess 

a project’s commercial viability.
	¡ Political risk insurance to cover up to $1 billion of losses, as 

well as reinsurance to boost its underwriting capacity.

	¡ $60 billion cap on lending 
authority.

	¡ $983 million, including $243 
million for administrative 
expenses.

U.S. Trade and 
Development Agency 
(USTDA)

Independent agency that supports U.S. jobs and exports for 
critical infrastructure projects in emerging markets, generating 
an average of $231 in U.S. exports for every dollar of its 
programs.

Tools:

	¡ Feasibility studies and technical assistance to build a pipeline 
of bankable projects.

	¡ Pilot projects to adopt U.S. equipment and technology 
overseas to enable future scaling.

	¡ Training grants for local partners to offset incentives from 
foreign competitors that can allow them to outcompete U.S. 
firms.

	¡ Reverse trade missions that bring foreign government and 
business leaders to the United States to meet U.S. partners 
and observe offerings firsthand.

	¡ Industry conferences and workshops to connect U.S. and 
foreign firms.

	¡ U.S. Global Procurement Initiative to train public officials in 
emerging markets about procurement practices that account 
for a project’s full life-cycle costs.

	¡ $87 million in FY24
	¡ ~80 employees.

Export-Import Bank  
of the United States  
(EXIM)

The U.S. government’s export credit agency with a mandate 
to support exports and jobs and level the playing field for U.S. 
firms. At least 20 percent of EXIM’s total support must go to the 
China and Transformational Exports Program, which is focused 
on countering Beijing’s subsidies and support for advanced 
technologies like AI, biotechnology, quantum computing, and 
semiconductors.

Tools:
	¡ Export credit insurance to mitigate commercial and political 

risks for foreign sales.
	¡ Working capital loan guarantees to help U.S. businesses 

finance purchases of labor and materials for exports.
	¡ Financing trusted foreign purchases of U.S. goods and services 

through direct loans, guarantees, and insurance for their 
purchaser.

	¡ $135 billion lending cap.

U.S. Agency for 
International 
Development 
(USAID)

In early 2025, the Trump administration shuttered USAID. 
Previously, USAID provided feasibility studies, digital ecosystem 
country assessments, capacity building, market access support 
for U.S. firms, and funding to promote digital literacy, freedom, 
skilling, and infrastructure in emerging markets. In July 2024, 
USAID had outlined a 10-year Digital Policy to integrate cyber 
and digital issues into its work.
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Leveraging Allies and Partners
Another key initiative that emerged during the 
Biden administration was the Partnership on Global 
Infrastructure and Investment (PGI), launched in June 
2023. PGI is a G7+ effort to counter the BRI by mobi-
lizing $600 billion in global infrastructure investments, 
although the United States has only mobilized $60 billion 
to date.332 Secure ICT is one of the PGI’s four “priority 
pillars” for investment.333 In November 2023, the United 
States hosted the PGI Indo-Pacific Economic Framework 
for Prosperity Forum, which resulted in several com-
mitments to expand digital infrastructure in the 
Indo-Pacific, including a $600 million investment from 
KKR in Singtel, one of Singapore’s largest data center 
operators, and new cloud partnerships between Google 
and the governments of Malaysia and Thailand. Through 
the PGI, the USTDA also announced feasibility studies 
to deploy Open RAN in Indonesia and launch the MYUS 
subsea cable to connect Malaysia to the United States.334

The Biden administration also integrated technology 
cooperation in key bilateral and plurilateral relation-
ships. It especially embraced the Quad, a diplomatic 
partnership between the United States, Japan, India, 
and Australia, to promote secure and trusted technology 
in third countries. The Quad combines a focus on the 

(From 3rd L to R) Tanzanian Vice President Philip Isdor Mpango, Democratic Republic of the Congo President Felix Tshisekedi, U.S. president 
Joe Biden, Angolan President João Lourenço, and Zambian President Hakainde Hichilema attend the Lobito Corridor Trans-Africa Summit 
in December 2024. The railway project, a flagship of the G7’s Partnership on Global Infrastructure and Investment, exemplifies Washington’s 
most integrated effort yet to offer a strategic alternative to China’s Belt and Road Initiative and the Digital Silk Road. (Andrew Caballero-
Reynolds/AFP via Getty Images)

Indo-Pacific region with formidable financial, techno-
logical, and relational assets across the four members, 
united by distrust of a rising China. The Quad has placed 
particular emphasis on promoting secure alternatives to 
China-linked digital infrastructure by promoting Open 
RAN and subsea cables, boosting cybersecurity, and 
enhancing cooperation on strategic technologies.

Since the Quad’s launch, notable outcomes include 
formal partnerships on cybersecurity and subsea cables, 
joint principles for secure software and cybersecurity in 
critical infrastructure, and $20 million for an Open RAN 
deployment in Palau.335 Members of the Quad also com-
mitted to deploy $50 billion in infrastructure assistance 
and investment in the region by 2027, but they remain 
far short of that goal as of September 2025.336 A new 
Quad Investors Network launched in May 2023 aims to 
catalyze investment from member nations in critical and 
emerging technologies, but it also has yet to demonstrate 
significant progress.337 The United States committed $5 
million for a new CABLES program through its Quad 
partnership to provide technical assistance and capacity 
to boost subsea cable security.338

At the bilateral level, the Biden administration used 
technology dialogues to strengthen ties and promote 
trusted digital infrastructure and services, among other 
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goals. The U.S.-India Initiative on Critical and Emerging 
Technology, for instance, laid the foundation for coop-
eration on secure subsea cable systems as alternatives to 
China-linked networks. The second Trump administration 
has since rebranded it as Transforming Relations Utilizing 
Strategic Technologies, and significant potential remains 
for both countries to expand cooperation in

SNAPSHOT OF SUCCESS: LOBITO CORRIDOR

The PGI’s biggest—albeit tentative—success to date 
has been the Lobito Corridor, an 800-kilometer railway 
connecting Angola, Zambia, and the Democratic Republic 
of the Congo to increase critical mineral exports and 
create investment opportunities for the United States 
and its allies. The effort brought together multiple U.S. 
agencies, including the DFC, EXIM, and USAID, to mobilize 
$4 billion in U.S. public and private investment, reaching 
$6 billion with investments from other G7 countries.339 
The Lobito Corridor is perhaps the closest Washington 
has come to a more strategically integrated model of 
foreign assistance to counter China’s BRI and DSR, and it 
offers a potentially promising model for a comprehensive 
approach that combines federal agencies, tools, 
investments, and engagement with allies. At the same 
time, follow-through from Washington remains essential to 
realizing the corridor’s high ambitious.

countering the DSR—for instance, by supporting Indian-
style digital public infrastructure in third countries across 
the Indo-Pacific and beyond.

During the Biden administration, Washington also 
became more aggressive in blocking specific China-linked 
digital infrastructure projects using carrots, sticks, and 
coordination with allies. In 2022, the Biden adminis-
tration successfully dislodged HMN Tech from a $600 
million project to construct the Sea-We-Me-6 cable 
connecting Singapore to France. The company had won 
the bid in part due to generous subsidies from Beijing. 
According to Reuters, the Biden administration combined 
credible threats with concrete incentives. On the one 
hand, it warned the consortium financing the cable that it 
planned to put HMN Tech on the Entity List, crippling its 
future ability to transact with U.S. firms. (It later followed 
through.) At the same time, it offered inducements in the 
form of $3.8 million in USTDA grants to foreign tele-
communications companies to sweeten the deal. The 
consortium ultimately replaced HMN Tech with the U.S.-
based SubCom.340

Looking back at the Biden administration, several trend 
lines come into focus. Export controls and other restric-
tions on Chinese technology firms continued to tighten, 
severely restricting the ability of Chinese firms to access 

the U.S. market and sensitive technologies. At the same 
time, stricter export controls on advanced AI chips and 
fabrication equipment required—and at times tested—the 
cooperation of U.S. allies such as the Netherlands and 
Japan. The Biden administration’s restrictive measures, 
including the AI Diffusion Rule, also fueled doubts in key 
capitals and boardrooms about the reliability of long-term 
U.S. technology partnerships.

At the same time, the Biden administration deserves 
credit for creating new diplomatic capacity, investing 
modest but real resources through initiatives like the 
ITSI Fund, and proactively blocking risky Chinese 
infrastructure projects. With that said, most of the Biden 
administration’s efforts could not match ambitious 
rhetoric with concrete, large-scale investments to truly 
compete with Beijing. Underscoring this, Washington has 
thus far failed to follow up on its success in Costa Rica 
with scalable offerings to meet its 5G aspirations.

All of this points to a larger and ongoing challenge, 
which is that Washington has found it much easier—for 
fiscal, political, and bureaucratic reasons—to impose 
unilateral restrictions on Chinese technologies rather than 
develop coherent and well-resourced tools to promote U.S. 
and allied alternatives. 

Enduring Challenges 
Stepping back, it is clear that the United States already has 
considerable tools to both counter the spread of Chinese 
digital infrastructure and technologies in emerging 
markets and promote secure and trusted alternatives. 
These tools apply across a continuum of engagement, from 
shaping entire technology ecosystems through standards 
setting, policy and regulatory advocacy, and workforce 
skilling to project identification, development, con-
tracting, and financing. The enduring challenge remains 
coordination and, above all, dedicated, stable funding in 
the face of large-scale state support from China.

Broadly speaking, the United States has preferred to 
engage at the ecosystem level with efforts to promote fair, 
open, rules-based, and rights-respecting laws and regula-
tions consistent with its liberal, free-market approach. The 
United States has generally shown less appetite for large-
scale, project-specific engagement, partly due to concerns 
over corporate favoritism and fairness, as well as a limited 
resources to support such projects. China has taken the 
opposite tack: focusing heavily on winning specific bids and 
cultivating key relationships versus higher-level policy and 
regulatory advocacy. Both approaches have their advan-
tages, but China’s method has clearly succeeded at securing 
strategic projects and the longer-term lock-in they can 
enable.
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SNAPSHOT OF SUCCESS: COSTA RICA

The United States achieved a notable success in Costa 
Rica, which has long served as a beachhead for Beijing 
in Central and Latin America.341 Huawei largely built 
Costa Rica’s 3G and 4G networks with the state utility, 
Instituto Costarricense de Electricidad (ICE). Two 
crippling ransomware attacks in the spring of 2022 
by Conti, a Russia-linked ransomware group, brought 
the country’s cybersecurity vulnerability to the fore, 
providing Washington an opening. In response, the Biden 
administration provided a $25 million grant to establish 
a new Cybersecurity Operations Center in the country, 
followed by a $300 million credit for ICE to buy secure 5G 
equipment to replace its Huawei gear.342 In August 2023, 
Costa Rican president Rodrigo Chaves Robles signed a 
decree that effectively banned Huawei from participating 
in its 5G auction.343 The United States and Costa Rica then 
announced a strategic partnership to promote open, secure, 
and reliable digital infrastructure, outlining far-reaching 
cooperation from cloud to cybersecurity to AI.344

The second Trump administration continued this momentum 
when Secretary of State Marco Rubio visited Costa Rica 
during his first official trip abroad and celebrated the 
country’s telecommunications transition as Costa Rica’s 
trade minister praised America’s support for the country’s 
“telecom sovereignty.”345 However, the administration’s early 
move to suspend foreign assistance, combined with broader 
cuts and reorganization at the State Department, slowed 
U.S. funds to Costa Rica, causing frustration in San José 
about Washington’s lack of follow-through.

Over the past 10 years, the United States 
has begun to shift its approach to balance 
its higher-level ecosystem engagement 
with more proactive, project-specific com-
mercial diplomacy—largely in response to 
the success of China’s BRI and DSR and 
the erosion of U.S. and allied market share 
in key sectors and markets. The second 
Trump administration continued this 
shift with its July 2025 executive order on 
Promoting the Export of the American AI 
Technology Stack. That order established 
a new American AI Exports Program 
within the Department of Commerce 
and empowered it to solicit and approve 
industry proposals for full-stack AI tech-
nology packages—an implicit counter to 
the bundled packages from Chinese com-
panies that have succeeded in emerging 
markets. The order also empowered the 
Economic Diplomacy Action Group, 
chaired by the State Department, to align 
relevant federal resources to support these 
packages.346

This shift is welcome and overdue. However, the 
transition toward a more coherent U.S. approach to 
the global technology competition remains nascent, 
under-resourced, and lacking broader strategic 
vision. The proliferation of agencies with their own 
initiatives, authorities, and funding streams has 
some merit in that it provides the U.S. government 
different tools and expertise for different contexts. 
At the same time, it has the effect of spreading 
limited resources thin, diluting impact, and allowing 
parochial bureaucratic interests instead of strategic 
priorities to drive funding decisions. This ultimately 
undermines opportunities for coordination, con-
solidation, and economies of scale. In practice, this 
means that programs and diplomatic posts some-
times invoke China as a pretext for funding efforts 
they would otherwise have pursued, for instance, 
through CPIF.

Limited flexible funding for technology projects 
overseas also means that programs, diplomatic 
posts, and even other agencies compete intensely for 
resources, which can lead to the diversion of limited 
resources for projects disconnected from strategic 
objectives. All of this points to considerable oppor-
tunity to improve U.S. resources and tools to counter 
the DSR in terms of scale, coordination, and strategic 
focus.

In July 2025, President Trump signed the executive order on Promoting the Export 
of the American AI Technology Stack. The order established the American AI Exports 
Program in the Department of Commerce to promote full-stack U.S. AI technology 
packages abroad. (Chip Somodevilla/Getty Images)
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Allied Efforts to Counter  
the Digital Silk Road

f scale determines the next phase of geopolitical com-
petition, as it has in past contests, China’s fourfold 
population, technological prowess, and twofold 

manufacturing capacity give it a formidable edge.347 The 
United States cannot match China’s scale on its own, 
but it can surely do so by working with its unrivaled 
network of allies and partners, which offers leadership 
in advanced technologies, financing, and political reach 
in regions where Washington has limited influence. The 
following section highlights the tools, authorities, and 
successes of key allies and partners that Washington 
should prioritize for cooperation in countering the DSR.

European Union
The European Union, with its 450 million residents and 
nearly $20 trillion GDP, is a formidable but underuti-
lized partner in efforts to counter the DSR.348 The first 
Trump administration’s aggressive campaign against 
Huawei and ZTE combined with growing anxieties in 
European capitals about how China-linked infrastruc-
ture could divide the European bloc, pose security risks, 
and undermine industry champions like Ericsson and 
Nokia.

The EU began elevating digital policy and infrastruc-
ture engagement abroad accordingly. It launched the 
Partnership on Digital Transformation with the African 
Union in 2019 to promote connectivity, digital skilling, 
and regulatory reforms across the continent with a focus 
on secure, trusted digital infrastructure and services.349 
The same year, it also launched the Policy and Regulation 
Initiative for Digital Africa, a roughly $12 million 
dialogue with an emphasis on reforms for spectrum 
harmonization, digital transformation, and internet gov-
ernance.350 It also created the Digital for Development 
Hub to promote a “human-centric” vision of digital 
policy and governance around the world, largely through 
dialogues and technical assistance with specific regions 
abroad.351

The EU’s signature effort came in 2021 with the 
launch of Global Gateway, which committed $350 
billion to promote “smart, clean, and secure” infra-
structure worldwide, including digital infrastructure. 
European Commission President Ursula von der Leyen 
subtly framed the effort as a counter to the BRI and 
DSR, declaring that it sought to “create links and not 
dependencies.”352 Global Gateway is a framework, 
not a dedicated fund, that seeks to mobilize “Team 
Europe”—the EU, its member states, and European 
multilateral development banks—to deploy funding 

European and African leaders gather in Rome for the June 2025 Mattei Plan and Global Gateway summit. The meeting highlighted Global 
Gateway’s role as the European Union’s flagship $350 billion effort to offer “smart, clean, and secure” infrastructure as a strategic alternative 
to China’s Digital Silk Road. (Alberto Pizzoli/AFP via Getty Images)

I
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between 2021 and 2027. The effort initially focused on 
Africa with a roughly $175 billion package built on five 
pillars, including “accelerating the digital transition.”353 
Signature projects include expanding subsea and terres-
trial fiber buildouts, green data centers, satellite-based 
connectivity, and efforts to promote digital governance.354

Global Gateway later extended to Asia, Latin America, 
and the Caribbean with approximately $53 billion in 
additional funding.355 This included efforts to support 
the 5G rollout in Costa Rica, extend connectivity to 
85 percent of Colombians, boost cybersecurity in the 
Dominican Republic, and boost the AI ecosystem in 
Argentina.356 In June 2025, the EU and India announced 
a partnership to promote digital services, such as digital 
public infrastructure, in third countries.357

The EU’s approach combines significant investments 
with a heavy emphasis on sustainability, inclusion, 
privacy, and digital governance. The emphasis on values 
offers a sharp contrast with opaque BRI and DSR invest-
ments. It also creates potential tensions with the United 
States, which has at times bristled at Europe’s efforts to 
diffuse its regulations for privacy and digital markets—
the so-called Brussels effect—which Washington views 
as targeting American tech companies. Other challenges 
include the lack of dedicated funding for Global Gateway, 
which relies on the commitments of member states and 
European multilateral development banks, as well as 
perennial coordination issues for any EU-based initiative 
that requires member consensus. Alignment and redun-
dancy with PGI remain another challenge, given the 
presence of three EU members in the G7. 

Japan
Japan brings considerable assets to help counter the 
DSR. It is a top provider of subsea cables through NEC, 
and Japanese companies such as Rakuten and NEC are 
active in Open RAN deployments. NTT is also a global 
leader in smart city projects.358 The country has a repu-
tation for high-quality infrastructure projects and enjoys 
strong diplomatic relations with countries across the 
Indo-Pacific. Tokyo is also an active provider of grants, 
financing, and capacity building in the Indo-Pacific 

through its Official Development Assistance, managed by 
the Japan International Cooperation Agency.

The last decade has seen important shifts in Japan’s 
development assistance. In 2015, Japan launched the 
Partnership for Quality Infrastructure as an alternative 
to BRI projects in the region, with $110 billion focused 
on Asia. The emphasis on high quality and sustainability, 
like the EU’s Global Gateway, was an implicit alternative 
to BRI projects that often came with low initial costs, 
only to lock countries into longer-term debt and vendor 
dependencies. This period also saw a shift in Japan’s 
foreign policy and development assistance in response 
to a deteriorating security environment and rising 
Chinese economic influence in the region through the 
BRI.359 In 2016, Prime Minister Shinzo Abe announced 
the Free and Open Indo-Pacific Initiative (FOIP), which 
emphasized a rules-based international order, peace and 
stability, and economic prosperity through connectivity, 
including through ICT.360

Nevertheless, during an April 2021 visit between 
President Biden and Prime Minister Yoshihide Suga, the 
leaders announced a new U.S.-Japan Global Connectivity 
Partnership, in which the two countries committed to 
$4.5 billion in funding to strengthen digital competitive-
ness with investments in AI, 5G, semiconductor supply 
chains, and more.361 An explicit focus of the partnerships 
is strengthening cooperation in third countries across the 
Indo-Pacific, Africa, and Latin America.362

As China’s assertiveness in the Indo-Pacific grew, 
Tokyo began to shift its development assistance to better 
align with national and security interests. In 2023, Japan 
reformed its Development Cooperation Charter to 
make national interests an explicit objective of Official 
Development Assistance.363 Japan also reformed the 
FOIP to include an “offer-based” approach whereby 
the country can proactively suggest projects in partner 
markets, mirroring a common tactic for BRI projects.364 
Using this approach, Japan helped finance Cambodia’s 
national data center and diversify a telecommunications 
network dominated by Chinese vendors.365

More broadly, Japan continues to fund Open RAN 
deployments, cybersecurity capacity building, and digital 
governance consistent with its vision for a free, open, and 
rules-based Indo-Pacific as an implicit counter to the 
DSR. Japan’s reputation for quality and reliability, paired 
with strong diplomatic relations in the region, makes it a 
powerful partner. 

Australia
Australia has also emerged as a critical partner in efforts 
to counter the DSR, especially in the South Pacific. 

The European Union, with 
its 450 million residents and 
nearly $20 trillion GDP, is a 
formidable but underutilized 
partner in efforts to counter 
the DSR.
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Canberra announced the “Pacific Step-up” strategy 
in 2016 to significantly increase its engagement in the 
region, including through long-term investments.366 
In 2018, the Australian government provided approx-
imately $92.5 million to build a new Coral Sea Cable 
connecting the Solomon Islands and Papua New 
Guinea, following news that they had reached an 
agreement with Huawei to build it.367 The government 
also financed a new Cyber Security Center in Papua 
New Guinea to cultivate local talent. The government 
announced a new Australian Infrastructure Financing 
Facility for the Pacific (AIFFP) the same year to bring 
Pacific governments and industry together to design 
and deliver secure, “high-impact” projects through a 
mix of grants and loans.368 As of June 2024, the initiative 
had delivered around $1.3 billion for 28 infrastructure 
projects, including the strengthening of telecommu-
nications infrastructure—mostly subsea cables—in 
Tonga, Palau, Timor-Leste, Kiribati, Nauru, and the 
Federated States of Micronesia.369 Canberra’s focus on 
physical infrastructure, combined with flexible mech-
anisms such as AIFFP, has allowed it to offer tangible 
and competitive alternatives to Chinese-linked digital 
infrastructure in a part of the world that is too often 
overlooked.

One of Australia’s most important contributions 
over this period was driving the creation of the 
Trilateral Infrastructure Partnership (TIP) in 2018 
between Japan, Australia, and the United States.370 
The joint effort seeks to align the project prioritiza-
tion, screening, and investment of the Japan Bank 

for International Cooperation, the U.S. DFC, and the 
Australian Department of Foreign Affairs and Trade and 
Export Finance Australia. In essence, TIP seeks to drive 
joint, strategically informed investments in infrastruc-
ture projects, including digital infrastructure.371 Since 
its launch, TIP has helped bring the three countries 
together to finance a subsea cable spur to Palau and 
a $95 million cable for East Micronesia.372 In 2023, 
the three countries also collaborated to help Telstra, 
a leading Australian telecommunications company, 
acquire Digicel Pacific, a smaller provider serving the 
six Pacific nations of Papua New Guinea, Fiji, Samoa, 
Tonga, Vanuatu and Nauru. When Digicel Pacific went 
up for sale, the three nations pooled around $1.5 billion 
in financing to prevent its acquisition from China 
Telecom, complemented by loan guarantees from the 
DFC and Japan Bank for International Cooperation.373

			   ***

Stepping back, several key U.S. allies and partners have 
moved toward a more security-oriented approach to 
development assistance in response to an increasingly 
assertive China. They have elevated digital infrastruc-
ture and services as a focus of external engagement and 
assistance. They have made strong public commitments 
to deploy significant capital, recognizing the gap with 
the BRI and DSR. They have also begun tapping bilat-
eral and multilateral mechanisms to deploy this capital 
to secure strategic bids and counter the DSR.

As a result, the United States and its partners have 
achieved notable successes in the South Pacific, West 
Africa, and Central America. Still, ambitious rhetoric 
has outstripped committed resources, coordination 
remains ad hoc, and now, aspirations to deepen part-
nerships to promote cybersecurity, secure digital 
infrastructure, Open RAN, and more compete with 
tariffs and trade policy on the agenda. The result is con-
siderable untapped potential to leverage the collective 
expertise, influence, and resources of the United States 
and its partners to finally offer key emerging markets a 
compelling alternative. Each country may struggle to 
match Beijing’s lavish subsidies and support on their 
own; but they can surely do so together.

Canberra’s focus on physical 
infrastructure has allowed it to 
offer tangible and competitive 
alternatives to Chinese-linked 
digital infrastructure in a part 
of the world that is too often 
overlooked.
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Investment and regulation

	¡ Regulatory environment for digital trade and services
	¡ Investment climate

Competitive positioning

	¡ Penetration of Chinese tech firms
	¡ Resilience to Chinese economic coercion
	¡ Existing U.S. and allied tech presence 

POLITICS

Governance and  
alignment

	¡ Democracy or resilient emerging democracy
	¡ Risk of democratic backsliding

Strategic influence

	¡ Influence in regional bodies  
(e.g., ASEAN, Community of Latin American and 
Caribbean States, Gulf Cooperation Council)

Political will

	¡ Open window to deepen U.S. cooperation
	¡ Backlash against China (e.g., related to debt, sover-
eignty, territorial claims)

Second, the strategy should prioritize the most stra-
tegically vital domains of digital infrastructure, such as 
the six outlined in this report, with (1) an outsized effect 
on an emerging market’s digital trajectory, (2) significant 
consequences to U.S. and allied interests and values, and 
(3) a reasonable opportunity for the United States and 
its allies to either match Chinese offerings or prevail 
outright.

Finally, the strategy should identify and align U.S. 
investments and other tools with these key areas and 
geographies accordingly. The list of priority countries 
and technology areas should not be long to avoid diluting 
impact. The July 2025 executive order on Promoting 
the Export of the American AI Technology Stack repre-
sented an overdue step in this direction for AI, as it called 
for the State Department to develop a unified strategy 
“to promote the export of American AI technologies and 
standards.”375 The administration should build on this 
effort for other strategic domains and, ideally, fold this 
effort into a broader strategy for the global technology 
competition.

Past efforts to direct federal agencies toward a more 
unified approach, such as the DCCP, either aimed too 
narrowly or simply rebranded existing programs. The 

Recommendations

o better counter the DSR and promote trusted 
U.S. and allied technologies, this report offers the 
following recommendations.

Strategy and Coordination

Craft a Global Technology Competition Strategy. 
Washington still lacks an overarching strategy to counter 
the DSR and promote secure and trusted alternatives, 
even as digital infrastructure and emerging technologies 
become more important and China’s promotion efforts 
expand in emerging markets.

The White House should direct the State Department, 
led by the undersecretary for economic growth, energy, 
and the environment and the CDP, to develop a detailed 
strategy within a year with three primary outcomes.

First, the strategy should prioritize countries for U.S. 
engagement based on their importance to U.S. security 
and economic interests, the presence of U.S. technology 
firms, and their geostrategic importance.374 Specific 
criteria could include the following:

T

SECURITY

Formal commitments

	¡ Treaty alliance with the United States (e.g., NATO, 
bilateral mutual defense)

	¡ Nonbinding defense agreement (e.g., major 
non-NATO ally, Defense Cooperation Agreement, 
Enhanced Defense Cooperation Agreement)

Operational presence

	¡ U.S. and/or allied military bases
	¡ Joint exercises, intelligence sharing, cyber 
cooperation

	¡ Geostrategic location
	¡ Proximity to geographic chokepoints (e.g., Strait 
 of Malacca) 

ECONOMY

Digital market

	¡ Size, growth, and digital service adoption rate

Resources and infrastructure

	¡ Critical minerals for tech supply chains
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State Department’s 2024 International Cyberspace 
and Digital Policy Strategy was a welcome step, but 
it focused on promoting “digital solidarity” through 
capacity building, governance, and responsible state 
behavior.376 Efforts to identify priority geographies and 
domains of the technology competition did not always 
come with disciplined investment of limited resources. 
Indeed, the overall lack of resources remains an 
acute—and growing—challenge.

In developing the strategy, the administration may 
choose to keep its prioritization of key countries and 
domains private to limit diplomatic and industry 
pushback. However, fear of offense cannot be a reason 
to avoid difficult decisions about how best to target 
limited resources based on strategic interests.

The State Department should lead the strategy’s 
development but consult all relevant agencies, such 
as the Commerce Department and the DFC. The State 
Department should also leverage its position as chair of 
the DFC Board to ensure alignment.

Establish a Strategic Competition Council. Digital 
infrastructure and emerging technologies are but 
one domain of the broader strategic competition 
with adversaries such as China. In fact, the crosscut-
ting nature of technology often makes it difficult to 
disaggregate from other priorities such as physical 
infrastructure, security, and health. The challenges 
of countering the diffusion of Chinese technologies 
specifically are often true for U.S. efforts to counter 
Chinese influence broadly. Too often, these efforts 
suffer from different agencies pursuing their own 
mandates with their own strategies, resources, and 
tools. Truly integrated efforts are rare.

To address this, the White House should create 
an interagency Strategic Competition Council to 
elevate and better coordinate U.S. efforts to counter 
Chinese influence in strategic markets and sectors 
abroad, with an emphasis on digital infrastructure and 
emerging technologies. The council would include 
all relevant federal agencies and convene at least 
biannually to review implementation of the Global 
Technology Competition Strategy described earlier 
and identify redundant or ineffective U.S. investments 
and engagement. It should also contract with a private 
sector entity to maintain a dashboard tracking all U.S. 
investments and initiatives in priority countries. The 
Trump administration made progress in July 2025 by 
empowering the Economic Diplomacy Action Group to 
implement its executive order on global AI promotion, 
but it should raise its sights beyond AI.

Although working-level interagency convenings 
already occur ad hoc for specific projects, such as 
the Lobito Corridor, a White House–led Strategic 
Competition Council would ensure sustained, high-level 
prioritization across the government versus the current 
episodic approach, which may achieve tactical successes 
without advancing a broader strategic vision.

Strategic Investment

Establish a new U.S. Partnership Agency by consol-
idating the DFC, EXIM, USTDA, PGI, and the ITA’s 
Global Markets and Industry & Analysis functions. 
Congress should pass legislation to streamline these 
agencies, offices, and initiatives into a single entity to 
align their disparate tools under a unified leadership and 
strategic vision to limit redundancy, maximize limited 
resources, and facilitate engagement by foreign govern-
ments and companies now forced to navigate a tangle of 
federal bureaucracy.

The U.S. government has no shortage of tools to 
identify, secure, and finance strategic digital infra-
structure and emerging technology projects abroad. 
However, these tools suffer from a lack of coordination 
and strategic focus. As Figure 14 indicates, the ability 
to fund feasibility studies for digital infrastructure and 
technology projects resides across the State Department, 
DFC, and USTDA. Financing and insurance mechanisms 
cross the DFC and EXIM. The USTDA and ITA both 
offer tools to help with legal and contract-related issues 
to close projects. Virtually all of them offer related tech-
nical assistance. The State Department, DFC, and U.S. 
Commercial Service deploy officers abroad to identify, 
cultivate, and close strategic foreign opportunities.

Although the status quo allows for a diversity of per-
spectives and approaches, on balance, the costs of poor 
coordination, redundant investments, and diffuse impact 
outweigh the benefits. At the same time, consolidation 
should not become a pretext for slashing resources, 
beyond efficiencies from streamlining. This moment 
demands more investment in proactive commercial 
engagement, not less.

Alternatively, the White House and Congress should 
reform the DFC and EXIM for the global technology 
competition. The DFC and EXIM reauthorization is 
an opportunity to unleash both agencies’ potential to 
promote strategic technologies and digital infrastructure 
abroad.
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DFC—For all its promise, the DFC struggles with a lack of 
focus as it spreads limited financial and human resources 
across the globe for priorities including critical minerals, 
energy, farming, and financial inclusion. In part, this 
is often because other agencies press the DFC to make 
short-term, one-off investments ahead of summits 
and other major convenings untethered from strategic 
objectives. At the same time, digital infrastructure and 
services are not an explicit DFC focus area, and as such, 
related investments remain a fraction of its overall port-
folio. Congress should quadruple the DFC’s total lending 
authority to $240 billion and designate emerging tech-
nologies and digital infrastructure an explicit priority, 
with the specific technologies determined by the new 
Global Technology Competition Strategy.377 In addition, 
Congress should maintain oversight of DFC investments 
to ensure strategic alignment and guarantee sufficient 
resources for expert personnel, including lawyers to 
vet and close transactions in a timely manner. Congress 
should also loosen restrictions that often block the 
DFC from supporting digital infrastructure projects 
that may incidentally benefit high-income countries. 
Finally, Congress should modernize how the DFC 
accounts for equity investments, allowing fewer dollars 
to go further, consistent with the Enhancing American 
Competitiveness Act.378 For its part, the DFC should 
create an executive-level position for a chief strategic 
technology officer.

EXIM—Policymakers should require EXIM to allocate 
at least half its lending support to projects that counter 
China and promote advanced technologies through 
CTEP, far more than the current 20 percent requirement. 
Investments should focus on technology areas identified 
in the new strategy. It should also relax U.S. shipping 
and content requirements for CTEP investments—for 
instance, by permitting allied vessels and content to 
count—while doubling EXIM’s default cap to at least 4 
percent. Finally, the Trump administration should foster 
a more investment-driven culture to help EXIM move at 
the speed of business, not bureaucracy.

For both the DFC and EXIM, Congress should increase 
compensation for employees to attract more investment 
professionals and better compete with private sector 
opportunities.

Both approaches require strengthening and stream-
lining coordination with the private sector—for 
instance, through a new American Partnership Advisory 
Council—to create a shared understanding of emerging 
market dynamics and opportunities, as well as tools and 
resources available between business and government.

Review and potentially expand the ITSI Fund, admin-
istered by the State Department, which promotes secure 
telecommunications networks and resilient ICT and 
semiconductor supply chains abroad.379 ITSI currently 
has $500 million in funding over five years. Before 
expanding funds, Congress should assess past ITSI 
investments for strategic impact. If Congress expands 
funding, it should maintain robust oversight over ITSI 
investments to guard against dilution of funds and diver-
sion to nonstrategic projects. The White House and State 
Department should ensure that ITSI investments align 
with the new Global Technology Competition Strategy.

Expand and reform the Countering PRC Influence 
Fund. The State Department uses the CPIF to expand 
partnerships and counter Chinese pressure globally.380 
Congress should revise the CPIF’s authorizing language 
to make countering the DSR an explicit priority and 
scale it to at least $1 billion, increasing further based on 
performance.381 Congress should also designate a signif-
icant share of CPIF funds for rapid, agile investments in 
strategic opportunities, as determined by the undersecre-
tary for energy, economic growth, and the environment. 
The undersecretary could also transfer funds to different 
interagency partners, such as the DFC, which may be 
better positioned for implementation.

Expand the USTDA’s Global Procurement Initiative. 
The Global Procurement Initiative improves the capacity 
of foreign public officials to account for the full life cycle 
of costs, such as security, reliability, and maintenance, 
when making significant procurement decisions. This 
is not only in foreign partners’ best interests, but also 
directly counters the tendency of Beijing-subsidized 
projects to provide a lower initial bid to create lon-
ger-term dependency. The USTDA initiative remains 
relatively small with significant opportunities for 
expansion.

Leverage U.S. influence over multilateral develop-
ment banks to raise standards for all ICT projects. 
Washington should leverage its financial contributions to 
multilateral development banks, such as the World Bank 
and Inter-American Development Bank, to raise procure-
ment standards to further emphasize quality, trust, and 
security, drawing where appropriate on insights from 
the USTDA’s Global Procurement Initiative. In addition, 
Washington could push these banks to condition invest-
ments in emerging market ICT projects on meeting the 
new Digital Trust and Secure Standard or its equivalent. 
When ICT projects fall short, the United States should 
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better coordinate with allies and partners to block 
approval. In the past, the World Bank helped finance 
the acquisition of Chinese and Russian facial recogni-
tion surveillance technologies in the Brazilian state of 
Rio Grande do Norte.382

Identify and prepare for critical procurement 
decisions for digital infrastructure and services 
in priority emerging markets. The silver lining of 
Huawei and ZTE’s success in winning the emerging 
market transition to 4G and 5G networks is that, 
in several countries, Chinese-built telecommuni-
cations networks are aging. The State Department 
should direct embassies to identify the life cycle of 
digital infrastructure, determine future procurement 
junctures when such infrastructure will require mod-
ernization or replacement, and work now to prepare 
U.S. and allied alternatives, such as Open RAN, 6G, 
and satellite-based connectivity. The same is true for 
critical transitions of major government agencies and 
private companies to cloud services and AI. Embassies 
should better anticipate and shape these decisions, 
which often require earlier notification and engage-
ment from U.S. and allied companies.

Technology Diplomacy

Pilot a cohort of Foreign Technology Officers. 
Responsibility within the U.S. diplomatic corps for 
technology policy engagement abroad currently lies 
with economic officers who have broad responsi-
bility for areas ranging from trade to energy and the 
environment. As a result, expertise in and attention 
for technology developments abroad often compete 
with other responsibilities. A pilot class of Foreign 
Technology Officers would receive extensive training 
in critical and emerging technology policy and deploy 
to priority posts abroad—ideally, those identified in the 
new Global Technology Competition Strategy.

Expand training for Cyberspace and Digital 
Policy Statecraft at the Foreign Service Institute. 
Established in 2024, this class is routinely oversub-
scribed. The State Department should increase course 
offerings to meet demand and require this training 
for RCOs. Personnel reductions at the department in 
2025 have reportedly included staff responsible for 
this course; the administration should refill these roles 
expeditiously.

Appoint more ambassadors with leadership experi-
ence in the technology sector. Few U.S. diplomats, and 
especially ambassadors and senior Foreign Service 
Officers, have deep backgrounds in technology. The 
Biden administration’s appointment of Meg Whitman 
as U.S. ambassador to Kenya is instructive. Ambassador 
Whitman drew on her previous experience as the CEO 
of Hewlett-Packard to elevate technology policy with 
Kenyan president William Ruto, facilitate connections 
with leaders in Silicon Valley, and spearhead a “tech road 
show” of senior Kenyan government officials to meet with 
leaders in Silicon Valley and other U.S. technology hubs. 
It is no coincidence that Microsoft and G42 announced a 
historic $1 billion investment in Kenya during her tenure. 
The administration should seek to appoint more ambas-
sadors, ideally to the priority countries identified in the 
Global Technology Competition Strategy, with experience 
comparable to former ambassador Whitman.

Expand the number of U.S. Commercial Service Officers 
and DFC employees deployed abroad to increase 
support for U.S. technology companies to identify and 
secure strategic opportunities in emerging markets. The 
Commercial Service is a 2,200-person global network 
of trade specialists that focuses specifically on helping 
U.S. businesses successfully identify, enter, and navigate 
foreign markets to boost exports and support jobs 
back home.383 Although most staff reside in the United 
States, about 225 of its members are deployed abroad 
across 80 countries.384 These scant numbers mean that 
the Commercial Service struggles to meet demand 
from U.S. technology companies and potential foreign 
partners. The DFC has four officers for all of Asia. A U.S. 
Government Accountability Office report found that 
between 2016 and 2020, an average of just 900 U.S. per-
sonnel focused on economic and commercial diplomacy 
were deployed abroad.385 Few of them have real expertise 
in technology.

Focus the Department of Defense’s Office of Strategic 
Capital. OSC has a broad mandate to identify and 
support emerging technologies and digital infrastruc-
ture, both at home and abroad, with national security 
implications. This creates obvious potential for redun-
dancy with civilian agencies, such as the DFC and State 
Department. The White House should ensure that OSC 
focuses on providing the interagency with analysis 
about which emerging markets deserve prioritization 
from the Department of Defense’s perspective; other-
wise, OSC should focus investments on U.S. and allied 
defense-relevant technologies overlooked by current 
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market incentives. The Defense Department is not best 
positioned to foster long-term strategic technology 
partnerships abroad, as its participation may unnerve 
commercial partners leery of its explicit national security 
mandate.

Leverage NATO member-state investment funds. 
Canada, Denmark, Italy, Norway, Türkiye—and perhaps 
soon, the United States—have sovereign wealth funds. 
Norway’s fund is the largest in the world, with $1.8 
trillion in assets.386 NATO should convene a summit to 
explore opportunities for member-state sovereign wealth 
funds and other investment funds to support digital 
ecosystems in priority emerging markets—for instance, 
through internal reforms that require high standards 
of trust and security for digital infrastructure projects, 
incentives for co-investments with the public sector 
consistent with the national interest, or strengthening 
in-house technology expertise.

Technology Partnerships

At a time of fiscal pressure and budget cuts, Washington 
should pursue partnerships to leverage foreign capital 
and connections to emerging markets that offer robust 
protections for sensitive American technologies like AI.

Create a mechanism for countries to request strategic 
technology partnerships with the United States. Many 
countries still view the United States as the best partner 
for high-quality technology offerings. Put simply, the 
United States has what the world wants, from advanced 
chips to cloud computing to research and education. 
Washington should leverage this demand by creating 
pathways for foreign governments to request strategic 
technology partnerships with the United States that 
match their specific needs with America’s tech offer-
ings. Washington could lay out clear, broadly consistent 
criteria—as it did with the now-rescinded AI Diffusion 
Rule—as a condition for these partnerships, such as 
robust IP and cybersecurity protections, divestment 
from China-linked digital infrastructure and surveillance 
technologies, purchase commitments for U.S. goods 
and services, and even investment in the United States. 
In exchange, Washington would fast-track approvals 
and support from bodies like the new U.S. Partnership 
Agency (or the DFC, EXIM, and USTDA) and expand 
technology trade missions, research collaboration, and 
talent exchange. Washington should incentivize but not 
require cooperation from the U.S. private sector in these 

arrangements, for example, by whitelisting trusted 
technology firms and granting them bidding preference 
and expedited approvals under these partnerships.

Strengthen and focus the American AI Exports 
Program on key emerging markets. The July 2025 
executive order on Promoting the Export of the 
American AI Technology Stack requires that industry 
proposals for a full-stack AI technology export package 
“identify specific target countries or regional blocs for 
export engagement.”387 Given limited capacity to review 
proposals, and limited federal resources to support 
them, the administration should focus the program 
on priority emerging markets. Congress should also 
ensure that the Department of Commerce has sufficient 
resources and expertise to review proposals in a timely 
manner.

The Economic Diplomacy Action Group empowered 
under the July 2025 executive order should undertake 
a comprehensive review of all relevant federal tools 
and resources—as outlined in Figure 14—to identify 
opportunities to streamline application procedures, 
requirements, and review timelines to facilitate 
industry participation and expedite federal support for 
AI export packages. Consolidating many of these tools 
into a new American Partnerships Agency, as outlined 
in an earlier recommendation, would facilitate this.

Elevate smart cities in the AI Exports Program. The 
Trump administration’s new AI Exports Program 
will review industry proposals to export a “full-stack 
AI technology package” that must include “AI appli-
cations for specific use cases.”388 In developing the 
program, the administration should clarify that it will 
prioritize AI-enabled smart city applications that 
respect democratic values to jump-start the develop-
ment of integrated, rights-respecting U.S. offerings 
able to compete with China’s techno-authoritarian 
alternatives.

Focus coordination with allies and partners in stra-
tegic regions to maximize impact. There is opportunity 
for the United States to work more closely with technol-
ogy-leading allies and partners to identify select “swing 
states” and strategic technology areas and then align 
investments and engagement to the maximum extent 
possible. All too often, the United States and its allies 
spread around limited investments according to their 
own pet priorities and programs, occasionally including 
them under a joint initiative that is coordinated from 
the outset in name only.
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	¡ Africa and the Middle East: Leverage the European 
Union’s Global Gateway and the UAE. The EU’s Global 
Gateway has already made considerable investments in 
subsea cables, data centers, telecommunications, and 
other infrastructure in sub-Saharan Africa, drawing 
on its historical connections to the continent. Projects 
include green hydrogen plants in Morocco, digital 
skilling in Nigeria, broadband connectivity in the 
Democratic Republic of the Congo, and mobile con-
nectivity in Tanzania.389 The United States and the EU 
should identify priority markets in sub-Saharan Africa 
and the Middle East and create a working group to 
coordinate strategic investments in digital infrastruc-
ture and emerging technologies. 
 
The UAE has extensive and growing diplomatic and 
commercial relations in the Middle East and sub-Sa-
haran Africa, and Emirati companies like G42 have 
forged promising partnerships with U.S. companies 
to expand their presence in third countries such 
as Kenya. Emirati officials and companies can help 
de-risk, accelerate, and finance projects in emerging 
markets, clearing the way for U.S. participation. 
Washington should encourage partnerships similar 
to the $1 billion Microsoft-G42 investment in Kenya, 
provided they meet similar conditions for security, 
human rights, and IP protection. At the same time, 
the UAE is an imperfect partner given its close ties to 
China and spotty record on human rights; therefore, 
Washington should proceed with cautious optimism.

	¡ Central and Latin America: Leverage the European 
Union’s Global Gateway. As in Africa, the EU’s Global 
Gateway has made considerable investments in digital 
infrastructure in countries such as 5G networks in 
Costa Rica, electric vehicle and battery production 
in Mexico, and green hydrogen and broadband con-
nectivity in Colombia.390 Washington and Brussels 
should focus investments in priority “swing states” 

and technology areas and coordinate investments and 
engagement accordingly.

	¡ Indo-Pacific: Leverage the Quad and the TIP. 
Washington should identify and align common priority 
countries in the Indo-Pacific for engagement between 
the Quad and TIP. It should seek to replicate the 
success of cooperative efforts to dislodge HMN Tech 
from subsea cable projects in the region for other 
critical digital infrastructure projects, such as 5G/Open 
RAN and data centers, drawing on the formidable com-
bination of direct investment, technical assistance, and 
diplomatic pressure that Washington, Canberra, and 
Tokyo can bring to bear. Washington should also uplift 
India’s Digital Public Infrastructure to counter China’s 
diffusing “smart city” surveillance technologies.

Create a U.S. Partnership Portal for both U.S. and 
foreign companies, universities, and research insti-
tutions to harness existing U.S. government tools and 
resources. Today, a U.S. company or potential foreign 
counterpart seeking clarity on U.S. government resources 
may interact with myriad U.S. personnel from the State 
Department, Commerce Department, DFC, EXIM, 
USTDA, and MCC, to name just a few. The White House 
should create a single point of entry—ideally, within the 
proposed U.S. Partnership Agency—where U.S. com-
panies and foreign counterparts could access all the 
relevant resources and personnel instead of navigating 
the labyrinthine bureaucracy on their own.

Revive Digital Ecosystem Country Assessments. Before 
its closure, USAID conducted in-depth assessments 
of an emerging market’s digital ecosystem to identify 
risks, gaps, and opportunities for U.S. government and 
private sector engagement.391 These assessments are vital 
to targeting U.S. public and private sector engagement 
effectively. The White House should revive this tool and 
locate it within the new U.S. Partnership Agency or the 
State Department’s CDP.
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Conclusion

decade after the DSR’s launch, the initiative is at 
once less visible and more important than ever. 
Under Western pressure and growing skepticism, 

the DSR has receded as a high-profile, state-affiliated 
campaign. References in official policy documents have 
declined, and Chinese officials and companies rarely tout 
ties to the DSR in public statements. At the same time, 
the DSR’s underlying ambition—harnessing technology 
to strengthen Beijing’s ties to the world—has never 
been more vital to China’s economic and foreign policy 
ambitions.

Rapid digitalization across the world has created 
historic opportunity for Chinese companies, especially 
in emerging markets. Rapid advances in AI, LEO satel-
lites, and other technologies have raised the geopolitical 
stakes for technology leadership. Officials in both Beijing 
and Washington recognize the importance of not only 
developing cutting-edge technologies but diffusing them 
across the globe.

Rising opportunity drives the DSR, but so does 
necessity. High youth unemployment, declining foreign 
investment, and longer-term structural issues within 
China’s economy have combined with rising export 
controls, investment restrictions, product bans, and 
broad-based tariffs to create significant headwinds for its 
tech sector at the very moment technology has moved to 
the center of Beijing’s broader ambitions and the U.S.-
China competition. Recognizing this, Beijing has doubled 
down on a full spectrum of state support to help its tech-
nology companies innovate, iterate, and build at home so 
they can compete and scale abroad. Cut off from many 
wealthier markets, Chinese technology companies have 
redoubled their efforts in emerging ones as a source of 
revenue to reinvest and keep pace with Western counter-
parts. In short, Beijing may no longer tout these efforts as 
building the DSR, but it expands nonetheless.

The United States and its allies have awoken, slowly, to 
the DSR’s intertwined commercial, security, and gover-
nance threats. They have intensified efforts to counter 
it, from launching the PGI through the G7 to match 
Beijing’s state subsidies to leveraging the Quad and the 
TIP to block Chinese-linked subsea cable and telecom-
munications infrastructure in the Pacific. In Washington, 
administrations of both parties have begun overdue 
reforms to the offices, authorities, and tools required to 
offer the world an alternative. The U.S. State Department 
has elevated technology as a priority; the DFC and 
USTDA have increased support and coordination for 
ICT infrastructure; and EXIM has new authorities to 

promote strategic technology exports focused on coun-
tering China. This is welcome, overdue, and woefully 
insufficient. Dedicated, stable funding to close the gap 
with China’s generous state support remains scant as the 
Trump administration pares back foreign assistance and 
the expert personnel.

More broadly, Washington continues to over-rely on 
protective tools, principally through increased controls 
on investments and exports of sensitive technologies.392 
If Washington has shown great appetite for protecting 
American technology—with good reason—it has yet to 
produce an equally ambitious agenda to promote it.

It has little time to waste. To consider the stakes of the 
accelerating U.S.-China technology competition, imagine 
a world in which Beijing underwrote the global finan-
cial system over the past century instead of the United 
States. Consider a new century in which the nexus of 
digital infrastructure and dataflows runs through the CCP, 
instead of the world’s democracies. Picture emerging 
democracies suffocated by advanced technologies for 
mass surveillance and social control perfected in China’s 
totalitarian test bed.

The stakes may be great in the unfolding technology 
competition around the world, but so is America’s hand. 
The United States now occupies a dominant position in 
AI, cloud services, and LEO satellites.393 All the top hyper-
scalers and frontier AI companies are American. Three of 
the top four subsea cable companies are from the United 
States and its allies.394

Despite these advantages, success in the global tech-
nology competition is far from assured. From chips 
to telecommunications to biotechnology, China has 
consistently closed gaps that were once thought insur-
mountable. All of this invites the question: How should 
America and its allies use this potentially fleeting moment 
of technological advantage to secure key markets abroad, 
break the grip of China’s DSR, and draw the world toward 
a more free, open, and secure digital future?

More immediately, as the Trump administration con-
siders a replacement for the AI Diffusion Rule, it should 
raise its sights and offer the world not only a framework to 
access cutting-edge AI chips, but advanced technologies 
more broadly to draw them into America’s technology 
ecosystem. The administration should also recognize that 
it cannot credibly persuade emerging markets to care 
about exposure to Beijing’s leverage through its DSR as 
it exploits its own economic leverage over friends and 
allies with volatile tariff policy. Long-term technology 
partnerships require a broader foundation of bilateral 
trust and stability that recent trade and tariff policies risk 
undermining.

A
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At home, the United States must also double down on 
the bedrock of its global appeal as a technology partner: 
cutting-edge innovation. The world wants American 
technology because it is often the best, born of an unri-
valed ecosystem that combines top global talent and 
research institutions, dynamic capital markets, strong 
IP protections, and an entrepreneurial culture. No plan 
or program from Washington can replace the allure 
of American innovation as a driver of global demand, 
although it can certainly undermine it.

At the same time, the lesson of the 5G race is that 
market forces alone cannot assure the global spread of 
U.S. and allied tech in key emerging markets—especially 
as China redoubles state support for strategic technolo-
gies. Lower-cost Chinese technology offerings, backed by 
generous state support, often prevail over more expen-
sive, secure alternatives. The answer is not to mirror 
Beijing’s government-driven approach, but to level up 
Washington’s statecraft for a new era of great power 
technology competition.
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