
MAY 2026

The Entanglement Edge 
U.S. Strategic Priorities in Quantum Networking

Constanza M. Vidal Bustamante, PhD, and Morgan Peirce



About the Authors
Constanza M. Vidal Bustamante, PhD, is a fellow with the 
Technology and National Security Program at the Center 
for a New American Security (CNAS), where she leads 
the Center’s quantum policy research. Her work examines 
the intersection of quantum technologies with U.S. 
national and economic security and currently focuses on 

the supply chains, manufacturing capacity, and deployment infrastructure 
needed to scale and sustain the United States’ quantum competitiveness.

Vidal Bustamante is also an adjunct professor at Georgetown University’s 
Walsh School of Foreign Service. Prior to CNAS, she was a science and 
technology policy researcher at the National Academies of Sciences, 
Engineering, and Medicine and at the Belfer Center for Science and 
International Affairs, where she led research on the domestic and 
international dynamics shaping the United States’ strategy for technology 
leadership, digital technology governance, and semiconductor workforce 
development.

Vidal Bustamante’s analysis has been published and featured in Just 
Security, The Washington Examiner, Politico, Nature, ChinaTalk, and 
Inside Defense. She holds doctoral, master’s, and bachelor’s degrees from 
Harvard University.

About the Technology and  
National Security Program
The CNAS Technology and National Security Program produces cutting-
edge policy research to secure America’s edge in emerging technologies 
while managing potential risks to security and democratic values. The 
program produces bold, actionable recommendations to drive U.S. and 
allied leadership in responsible technology innovation, adoption, and 
governance.

The Technology and National Security Program focuses on three high-
impact technology areas: artificial intelligence, biotechnology, and 
quantum technology. It also conducts cross-cutting research to strengthen 
U.S. technology partnerships to promote secure, resilient, and rights-
respecting digital infrastructure and ecosystems abroad. A focus of the 
program is convening the technology and policy communities to bridge 
gaps and develop solutions.

Acknowledgments
The authors thank Brandon Rodenburg, Julián Martínez-Rincón, Vivek 
Chilukuri, and Maura McCarthy for their valuable feedback and suggestions 
on earlier drafts of this report. They are also grateful to the dozens 
of experts in government, industry, and academia who participated 
in quantum technology roundtables at CNAS or who agreed to be 
interviewed as part of this research project. The authors also thank their 
CNAS colleagues Melody Cook and Caroline Steel for design and editing 
support. This report was made possible with the generous support of the 
Carnegie Corporation of New York.

As a research and policy institution committed to the highest standards of 
organizational, intellectual, and personal integrity, CNAS maintains strict 
intellectual independence and sole editorial direction and control over its 
ideas, projects, publications, events, and other research activities. CNAS 
does not take institutional positions on policy issues, and the content of 
CNAS publications reflects the views of their authors alone. In keeping 
with its mission and values, CNAS does not engage in lobbying activity 
and complies fully with all applicable federal, state, and local laws. CNAS 
will not engage in any representational activities or advocacy on behalf of 
any entities or interests and, to the extent that the Center accepts funding 
from non-U.S. sources, its activities will be limited to bona fide scholastic, 
academic, and research-related activities, consistent with applicable 
federal law. The Center publicly acknowledges on its website annually all 
donors who contribute.

Morgan Peirce is a former research assistant for 
the Technology and National Security Program at 
CNAS, supporting the Center’s research on quantum 
technology and cybersecurity. Before CNAS, Peirce was 
a fellow at the U.S. Indo-Pacific Command’s Strategic 
Planning and Policy Directorate, where she focused 

on Northeast Asia. Peirce researched policy and technology at the 
Congressional-Executive Commission on China, the Center for Strategic 
and International Studies, and the National Committee on U.S.–China 
Relations. Previously, Peirce was a senior program associate on the 
China, Hong Kong, and Taiwan portfolios at the International Republican 
Institute. Peirce has published work in The Diplomat, The National 
Interest, and New Perspectives on Asia. She holds a master’s degree in 
Asian Studies from Georgetown University’s Walsh School of Foreign 
Service and a BA in government and East Asian languages from Smith 
College. Peirce lived and studied in China and has advanced Chinese 
language skills.



MARCH 2026

Table of 
Contents

01	 Executive Summary 

03	 Introduction 

04	� Core Concepts in Quantum  
Networking

06	� Quantum Networking  
Applications: Promise,  
Limitations, and Status

12	� Technical Requirements  
and Challenges

15	� A Comparative Assessment of 
U.S. and Chinese Ecosystems

21	 Recommendations

24	 Conclusion 

25	 Appendix 	



1 MAY 2026

The Entanglement Edge: U.S. Strategic Priorities in Quantum Networking

Executive Summary 
QUANTUM NETWORKING—technologies transmit quantum 
states between nodes—is an underappreciated but potentially 
consequential dimension of U.S.-China quantum competition. 
If harnessed at scale, quantum networking could accelerate the 
path to useful quantum computers by linking processors into 
more powerful systems; enhance the precision of sensors critical 
to navigation, surveillance, and scientific discovery; and poten-
tially secure sensitive communications against eavesdropping. In 
practice, however, quantum networking remains nascent and far 
from delivering on this potential. Some first-generation versions 
are commercially available but substantially limited in capa-
bility, while the more advanced applications are still confined to 
research and early prototypes. Distinguishing between diverse 
quantum networking technologies—in both their maturity and 
strategic value—is critical for evaluating and strengthening the 
United States’ position in this field.

This report assesses the national security and economic 

implications of quantum networking, compares U.S. and Chinese 
strategies and progress, and offers recommendations to sustain 
U.S. leadership in high-impact applications. It analyzes appli-
cation areas in secure communications (specifically quantum 
key distribution, or QKD), distributed quantum computing, 
and distributed quantum sensing, along with their technical 
requirements. Its findings underscore that quantum networking 
is not a single technology but a set of distinct use cases with 
different value propositions, timelines, and infrastructure needs, 
demanding a discerning policy approach.

DISTINGUISHING BETWEEN DIVERSE QUANTUM 

NETWORKING TECHNOLOGIES—IN BOTH THEIR 

MATURITY AND STRATEGIC VALUE—IS CRITICAL 

FOR EVALUATING AND STRENGTHENING THE 

UNITED STATES’ POSITION IN THIS FIELD.

Key Findings

Linking quantum computing modules 
within data centers is the most pressing 
and consequential application of quantum 
networking.Quantum computing companies 
across hardware modalities identify modular 
interconnections—links enabling separate 
processors to function as a single, more 
powerful system—as essential for scaling to 
the performance levels needed for high-
impact applications from materials discovery 
to cryptanalysis. Unlike other quantum 
networking applications, whose value 
remains more speculative or niche, modular 
quantum interconnects are critical to 
realizing the economic and national security 
potential of quantum computing itself.

Longer-distance quantum networking 
applications present narrower use cases 
and harder technical requirements. 
Scaling quantum computing is more 
efficiently achieved within a local facility. 
Entangling sensors may not justify the 
overhead relative to enhancing individual 
quantum sensors or their classical networks. 
Next-generation communications protocols, 
while improving on early QKD, remain 
incomplete cybersecurity solutions whose 
cost relative to classical alternatives 
likely confines adoption to very narrow 
scenarios. All three domains also demand 
high-performing infrastructure—including 
quantum repeater architectures, exacting 
timing and synchronization, and extensive 
fiber or space-based deployments—beyond 
what data center–scale interconnections 
require.

QKD is at best a potential niche 
complement to post-quantum 
cryptography (PQC), not a replacement 
for it. The National Security Agency 
and several allied cybersecurity agencies 
have concluded that QKD’s practical 
limitations—including implementation 
vulnerabilities, distance constraints, costly 
specialized infrastructure, and its inability 
to provide authentication—make PQC the 
primary solution for mitigating the threat of 
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quantum computers capable of breaking 
current encryption tools. Even China, 
the world’s strongest QKD proponent, 
began developing its own PQC standards 
in 2025, and a prominent government 
advisory body separately acknowledged 
that PQC can meet security requirements 
in most scenarios. No country is pursuing 
QKD as its sole or even primary approach 
to secure communications.

China leads in first-generation quantum 
networking deployment, but that 
infrastructure does not automatically 
translate into readiness for higher-
impact quantum networks. 
China operates over 10,000 km of QKD 
fiber across 80 cities, complemented by 
satellite-based demonstrations, providing a 
foundation of infrastructure and technical 
expertise it can build on as next-generation 
technology matures. However, next-gen-
eration quantum networks for distributed 
computing and sensing impose far greater 
technical requirements across enabling 
hardware, performance, and synchro-
nization, which first-generation QKD 
infrastructure cannot meet.

The United States holds substantial 
assets, but its position is not self-
sustaining. A growing ecosystem of 
leading researchers and companies—
backed by substantial federal research 
and development (R&D) support as well 
as private capital—is making strides 
toward high-value quantum networking 
applications in computing, sensing, and 
communications. The U.S. government 
has avoided overcommitting to first-
generation applications of limited 
strategic value, instead prioritizing 
next-generation technologies with high 
economic and security returns. However, 
additional steps could help the United 
States reap greater benefits from these 
investments.

Key Recommendations

❶
Develop standard definitions, perfor-
mance benchmarks, and assessments 
of quantum networking applications 
to enable rigorous evaluation of utility, 
progress, and capability gaps across 
applications and to sharpen the objec-
tives and reduce redundancy across 
federally funded programs.

❷
Accelerate quantum interconnects 
for scalable quantum computing 
within data centers as the most 
pressing quantum networking priority, 
expanding programs like the Defense 
Advanced Research Projects Agency’s 
Heterogeneous Architectures for 
Quantum and complementary efforts at 
the national labs, the National Science 
Foundation, the National Institute of 
Standards and Technology (NIST), and 
other federal entities to advance critical 
components including quantum inter-
faces, memories, and single-photon 
sources and detectors.

❸
Maintain a calibrated R&D portfolio for 
longer-distance quantum networking, 
sustaining an effective testbed eco-
system that generates decision-relevant 
evidence on entanglement-distribution 
performance, component integra-
tion, and comparison against classical 
alternatives without overcommitting to 
applications that may not materialize.

❹
Secure enabling technologies’ supply 
chains and infrastructure with spill-
overs beyond quantum networking, 
including photonic integrated circuits, 
precision timing systems, ultralow-loss 
fiber, and specialized materials where 
foreign dependencies or other gaps pose 
cross-cutting risks to quantum, commu-
nications, and defense sectors.

❺
Accelerate post-quantum cryptography 
migration at home and coordinate with 
allies abroad, ensuring timely adoption 
of NIST PQC standards across govern-
ment, critical infrastructure, and the 
private sector while working to prevent 
divergent allied approaches from 
creating interoperability risks for shared 
military and civilian systems.
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Introduction 
 

QUANTUM TECHNOLOGIES ARE A CRITICAL and intensifying 
arena of U.S.-China competition, with significant implications 
for national and economic security. Quantum computers could 
eventually transform drug discovery, materials science, and 
cryptanalysis, while quantum sensors are already advancing 
into early military deployments for high-precision navigation 
and timing. Across these domains, the United States retains 
important scientific and industrial advantages, but dominance is 
not guaranteed and the competitive landscape is evolving rapidly.

Quantum networking—technologies transmit quantum 
states between nodes—are a less known but potentially con-
sequential dimension of 
this competition. Unlike 
classical networks, which 
move ordinary digital data, 
quantum networks carry 
signals that cannot be copied 
or intercepted without 
detection and can establish 
a strong correlation between 
distant particles—known 
as entanglement—that has 
no equivalent in classical 
physics. If harnessed at 
scale, quantum networking could accelerate the path to useful 
quantum computers by linking processors into more powerful 
systems; enhance the precision of sensor networks critical to 
navigation, monitoring, and scientific discovery; and potentially 
secure government and military communications.

In practice, quantum networking remains far from delivering 
on this potential. Early versions of the technology—referred to in 
this report as first-generation or “quantum networking 1.0,” most 
notably quantum key distribution (QKD)—are commercially 
available but limited in capability. Next-generation or “quantum 
networking 2.0” architectures would distribute entanglement 
as a shared resource to support a broader range of applications, 
including linking quantum computing processors or sensors 

into more powerful systems and enhancing communica-
tions protocols with stronger security guarantees. However, 
these applications still require major technical advances, and 
whether they will deliver real-world utility given the diffi-
culty and cost of implementation remains an open question. 
Distinguishing between these generations of technology, both 
in their maturity and their potential strategic value, is critical 
for evaluating the United States’ quantum networking strategy.

China and the United States have taken divergent 
approaches. China has pursued large-scale QKD deploy-
ment and is also investing in entanglement-distribution 

technologies, positioning 
itself to compete across both 
generations of quantum net-
working. The United States 
has taken a restrained posture, 
deprioritizing QKD in favor 
of next-generation entangle-
ment-distribution research, 
though with less federal 
spending than in quantum 
computing and sensing. U.S. pol-
icymakers must decide whether 
their restraint in pursuing 

quantum networking is strategically prudent or risks ceding 
capabilities that could prove critical as quantum technologies 
mature.

This report seeks to inform that decision. Following an intro-
duction to core quantum networking concepts, it assesses the 
promise, limitations, and technical foundations of applications 
in secure communications, distributed quantum computing, 
and distributed quantum sensing, and examines the enabling 
components and infrastructure each requires. It then compares 
U.S. and Chinese strategies, programs, and industrial bases, and 
concludes with targeted policy recommendations to sustain 
U.S. leadership in the quantum networking applications most 
likely to deliver strategic value.

U.S. POLICYMAKERS MUST DECIDE WHETHER 

THEIR RESTRAINT IN PURSUING QUANTUM 

NETWORKING IS STRATEGICALLY PRUDENT  

OR RISKS CEDING CAPABILITIES THAT  

COULD PROVE CRITICAL AS QUANTUM  

TECHNOLOGIES MATURE.



 
Essential Quantum Networking Concepts

 
Qubits, superposition, and measurement: 
A qubit is the essential unit of quantum 
information. Where a classical bit takes 
a definite value of either 0 or 1, a qubit 
exists in a superposition of both states, 
meaning it has some probability of being 
in either state when measured. In quantum 
networking, qubits are often encoded into 
photons, or light particles, so they can 
be transmitted across nodes over optical 
channels such as fiber. Quantum states 
are fragile, and measurement inevitably 
disturbs them—a property that quantum 
communications protocols exploit to 
detect eavesdropping.
 
Entanglement: A quantum correlation 
between two or more qubits, such that 
measuring one instantly determines the 
properties of the others, regardless  

 
of distance. Entanglement is not a 
communication channel itself, but a  
resource that can be distributed  
across network nodes to enable 
joint measurements, coordinated 
quantum operations, and detection of 
eavesdroppers.
 
Entanglement distribution or “swapping”: 
A protocol that extends entanglement 
across longer distances without physically 
transmitting quantum states end to end. 
The protocol first establishes shorter 
entangled links between neighboring 
nodes. At each intermediate node, a 
special joint measurement over two 
photons—one from each adjacent 
entangled link—transfers the entanglement 
to the endpoints of those links. Repeating 
this process across a chain of nodes  

 
extends entanglement to distant endpoints 
that never directly exchanged quantum 
signals. This is the core mechanism 
enabling quantum repeaters and scalable 
long-distance quantum networks.
 
Quantum repeaters: These are not 
devices themselves, but proposed 
protocols that, once implemented, would 
use successive rounds of entanglement 
swapping to distribute entanglement 
over long distances while suppressing 
the exponential signal losses in optical 
fiber. Quantum repeater systems rely on 
multiple specialized devices, including 
entanglement sources, quantum memories 
to store states while adjacent links 
succeed, single-photon detectors, and 
tight classical synchronization.
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Core Concepts in  
Quantum Networking
UNDERSTANDING THE STRATEGIC VALUE and outlook of quantum 
networking technologies requires first establishing two founda-
tional distinctions: how quantum networks differ from classical 
ones, and what separates early generations of quantum net-
working from the more advanced emerging architectures. These 
distinctions shape the capabilities, infrastructure requirements, 
and maturity of the applications assessed in subsequent chapters 
and are essential for evaluating where to prioritize U.S. attention 
and investment.

Quantum networks differ fundamentally from classical 
networks in both capability and technical complexity. Classical 
communications networks move information—typically as binary 
bits via optical fiber—in a form that can be copied, amplified, and 
retransmitted without fundamental limits, allowing signals to 
travel long distances without significant degradation. In contrast, 
quantum networks distribute quantum states or entanglement. 
Because these states are fragile and are disturbed or destroyed 
when measured, they enable unique capabilities but are also far 
harder to build and operate.

Quantum networking generations differ substantially in their 
strategic value, maturity, and implementation requirements—
distinctions that are central to evaluating where to prioritize U.S. 
investment and attention.

 

Quantum networking 1.0 encompasses direct quantum com-
munication links between two endpoints. The most mature 
example is QKD, in which one party sends quantum-encoded 
signals to another to securely agree on a shared secret key that 
can then be used to encrypt communications. Because eaves-
dropping disturbs the signals in detectable ways, the two parties 
can verify whether their channel was compromised. QKD 
systems are commercially available today but face significant 
practical constraints, including limited range and hardware-re-
lated security vulnerabilities. 

Quantum networking 2.0 architectures go further by dis-
tributing entanglement as a shared resource that multiple 
devices can draw upon and replenish on demand, unlocking a 
much broader range of strategic applications. When two nodes 
share entanglement, they can perform coordinated quantum 
operations that would not be possible with classical communi-
cation alone. Entanglement can serve as a security guarantee 
that bypasses any assumptions about hardware security, a key 

Quantum networks distribute quantum states 
or entanglement. Because these states are 
fragile and are disturbed or destroyed when 
measured, they enable unique capabilities but 
are also far harder to build and operate.
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across government facilities)

Fiber-optic link
Fiber-optic link

Optical satellite link
over long distances

A

A B

B

C

C

Quantum networks 2.0 distribute entanglement between nodes, 
establishing a shared resource that enables joint computation, 
coordinated measurement, or secure communications across 
distant devices. Nodes can be quantum computing chips or 
processing units, quantum sensors, or photon detectors, and 
links between them can traverse optical fiber or free-space 
channels, including terrestrial and satellite paths. The scale and 
infrastructure demands vary significantly by application. For 
example, data center–scale modular quantum computing (left) 

connects chips or processors within a single facility over short 
fiber links to form a more powerful computer and represents the 
most pressing and nearest-term quantum networking use case. 
Geographically distributed quantum computing (right) would 
connect devices via long-distance fiber or satellite links for niche 
purposes such as privacy-preserving access to remote quantum 
computers, but faces severe compounding signal loss over 
distance and requires quantum repeater architectures that have 
not yet been demonstrated.
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vulnerability of existing QKD systems. Connected quantum com-
puting chips or processing units can act as a coordinated machine, 
potentially enabling the kind of fault-tolerant quantum com-
puting that could enhance the discovery of new materials or break 
encryption. And entangled networks of quantum sensors could 
achieve measurement precision that no individual sensor could 
reach alone, further boosting navigation and scientific discovery. 
However, the theoretical capabilities of quantum networking 2.0 
applications come with substantially harder technical require-
ments, as discussed in subsequent chapters. 

Differences between classical and quantum networks and 
across quantum networking generations reveal a landscape of 
technologies that vary widely in their theoretical value and tech-
nical readiness. The next chapter provides a deeper examination 
of applications across communications, distributed quantum 
computing, and distributed quantum sensing to assess their 
potential utility, inherent limitations and challenges, and current 
maturity.

Figure 1 | Quantum Networking Connects Diverse Nodes Across Varying Scales and Link Types to Enable  
Strategic Applications

Individual quantum computing chips or processors networked 
with each other via entanglement for joint computation inside a 
data center, forming a more powerful quantum computer.

Quantum computers networked with each other via entanglement 
for joint computation across facilities.

INSIDE A DATA CENTER  BETWEEN DATA CENTERS
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Quantum Networking and the Limits  
of the Internet Analogy

A note on terminology: The “quantum internet” is a catchy 
concept that has attracted significant attention to quantum 
networking, but whose inconsistent use risks misallocating 
scarce policy attention and resources. This term is often 
used interchangeably with any form of quantum networking, 
and in other cases, it is used more narrowly to describe an 
aspirational network of networks distributing quantum states 
across local, national, and global scales.1

The term quantum internet invites a direct but misleading 
comparison to the classical internet. The classical internet is 
a global, general-purpose network that distributes readable 
information, stores and replicates it across servers worldwide, 
and grows more useful as more people join it. Quantum 
networks differ fundamentally, as quantum information 
cannot be broadcasted or copied. What quantum networks 
distribute instead is entanglement, which is not information 
per se, but a shared physical resource: a fragile correlation 
between the endpoints that can be spent to generate shared 
encryption keys, perform joint computations, or synchronize 
distant sensors. Entanglement can only be used once, must 
be actively replenished, and yields value only when combined 
with local quantum operations and classical communication.

Quantum networks are therefore unlikely to be global 
and open like the classical internet. They require specialized 
hardware, high-precision timing and synchronization, and 
tightly controlled environments. Most near- and medium-
term value arises in carefully scoped applications where 
users, infrastructure, and performance requirements are 
well defined, such as linking quantum processors within a 
data center or enabling precision sensing over a specific 
geographic area.

This report therefore avoids the term “quantum internet” 
and instead treats quantum networking as a set of enabling 
technologies whose most plausible value lies in narrow, 
high-consequence applications within carefully engineered 
networks.

Quantum Networking  
Applications: Promise,  
Limitations, and Status

 

QUANTUM NETWORKING APPLICATIONS VARY WIDELY in their 
value propositions and maturity, with implications for their 
relative prioritization and support. This chapter examines 
three primary applications—quantum key distribution, dis-
tributed quantum computing, and distributed quantum 
sensing—assessing each for their potential, current and inherent 
limitations, and development status.

Quantum Key Distribution
Quantum communications encompass technologies that use 
quantum properties to transmit information with security 
guarantees rooted in physics rather than computational assump-
tions. Although foundational work in this area predates concerns 
about quantum computing, the discovery that sufficiently 
powerful quantum computers could break widely used pub-
lic-key cryptography, and therefore expose sensitive government 
and commercial data, has renewed interest in quantum-based 
approaches to securing communications.2

Today’s public-key cryptography relies on mathematical 
problems that are intractable for classical computers but which 
could be solved efficiently by a powerful quantum computer.3 
To mitigate this threat, the U.S. government has prioritized 
the development of and transition to PQC, a software-based 
approach deployable through existing infrastructure that relies 
on alternative mathematical problems believed to be resistant to 
both classical and quantum attacks.4

	¡ Post-quantum cryptography (PQC) remains the primary 
solution for mitigating the encryption-breaking potential 
of future quantum computers. PQC refers to a new set of 
classical cryptographic standards whose underlying math 
is not vulnerable to quantum computers. PQC is the only 
scalable, near-term approach to securing systems against 
quantum computers and is the recommended path across U.S. 
and allied cybersecurity agencies.

	¡ Quantum key distribution (QKD) is a potential niche 
complement, not an operational solution or a replacement 
for PQC. Both legacy and emerging QKD systems remain 
incomplete security solutions with persistent hardware, 
integration, and scaling challenges.

	¡ Selective investment in device-independent (DI)-QKD 
research can yield strategic spillovers. DI-QKD is significant 
not as a near-term security solution but because it can 
drive progress in the technical capabilities needed for next-
generation quantum networks, including for scalable quantum 
computing and enhanced quantum sensing. It can also serve 
as a proxy for tracking international quantum networking 
capabilities.
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Quantum communications offer a fundamentally different 
approach. Instead of relying on computational difficulty, 
quantum cryptographic protocols use quantum effects—such 
as measurement disturbing quantum information—to detect 
intrusions and achieve information-theoretical security; this 
means that under the protocol’s assumptions, security does not 
depend on an adversary’s computational capabilities.5 However, 
these protocols still require classical authentication between 
endpoints, a limitation that qualifies the claim of unconditional 
security.

The most mature and widely deployed quantum communica-
tions application is QKD, which enables two parties to generate a 
shared secret key. Researchers and companies are also exploring 
other quantum-enabled security applications, such as position 
verification and digital signatures, but these remain at an early 
research stage.6 Existing commercial QKD systems fall under 
what this report calls quantum networking 1.0, in which a sender 
prepares quantum states in photons and a receiver measures them 
over a direct optical link, usually fiber. Any third-party attempt to 
intercept the transmitted quantum signals introduces detectable 
errors. If the error rate falls below a defined threshold, the parties 
can distill a shared secret key with provable security guarantees 
that can then be used in conventional encryption schemes.

QKD’s Current and Inherent Limitations
Despite strong theoretical security claims, QKD presents several 
constraints, limiting its practical deployment. The National 
Security Agency (NSA), in guidance first issued in 2020 and reaf-
firmed in 2024, stated that it “does not generally consider QKD a 
practical security solution” for national security systems.7 Several 
allied governments—including the United Kingdom, Australia, 
Canada, France, Germany, and Singapore—have issued similar 
statements, recommending PQC as the primary cryptographic 
solution to mitigate the threats of quantum computers (see Table 
A1 in the appendix).8

These expert assessments reflect QKD’s current and inherent 
limitations:

	¡ QKD is an incomplete cybersecurity solution. It gener-
ates encryption keys but does not provide authentication, 
endpoint security, or protection against application-layer 
threats, all of which must still be addressed through classical 
systems.

	¡ Distance and scaling remain constrained. Quantum 
signals attenuate rapidly in optical fiber, and extending the 
range typically requires trusted relay nodes that reintroduce 
classical security vulnerabilities.

	¡ Implementation vulnerabilities undermine theoretical 
guarantees. Demonstrations of side-channel attacks on 
commercial QKD systems—in which an adversary extracts 
key information by exploiting hardware imperfections like 
detector timing or photon-emission patterns, rather than 

breaking the underlying protocol—undermine claims of 
QKD’s “absolute” or “unconditional” security.9

	¡ Links are susceptible to disruption. The sensitivity of 
quantum signals makes QKD systems vulnerable to deni-
al-of-service attacks that can interrupt key generation.

	¡ Deployment requires specialized infrastructure. QKD 
requires dedicated hardware and integration, adding 
operational complexity and cost relative to software-based 
classical alternatives that can be deployed on existing digital 
networks.

Recent progress in PQC development, combined with the 
growing urgency to complete migration before quantum 
computers can break current encryption, exacerbates QKD’s 
comparative limitations. Following an eight-year interna-
tional process led by the National Institute of Standards and 
Technology (NIST), the United States finalized its first PQC 
standards in 2024.10 The transition is expected to take several 
years and cost billions of dollars in the United States alone, 
reinforcing the need for scalable, deployable solutions.11 U.S. and 
allied cybersecurity agencies have issued guidance prioritizing 
the migration of high-value systems by 2030 and most other 
systems by 2035, especially as the capabilities of quantum com-
puters accelerate.12

Yet countries have diverged in their subsequent treatments of 
QKD. U.S. agencies have generally deprioritized QKD research 
and deployments, instead prioritizing PQC for quantum-safe 
cryptography and quantum networking 2.0 applications that seek 
to connect quantum computers or quantum sensors. By contrast, 
China and several other countries continue to invest heavily 
in QKD, including countries whose cybersecurity authorities 
have pointed out its technical limitations (see Table A1 in the 
appendix).

Increasingly, vendors frame QKD not as an alternative to PQC 
but as a complement for high-value connections—such as those 
linking financial institutions, government agencies, or critical 
infrastructure—that may warrant an additional layer of security 
should PQC algorithms prove vulnerable. However, since QKD 
itself relies on classical encryption to authenticate the commu-
nicating parties, a development that breaks PQC would also 
undermine the authentication on which QKD depends.

Allied governments that actively  
support QKD R&D still recognize that 
this technology requires substantial 

technical advances before it can provide 
reliable security.
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Moreover, allied governments that actively support QKD 
R&D still recognize that this technology requires substantial 
technical advances before it can provide reliable security. 
Beyond its direct applications, continued investment in QKD 
may also reflect its perceived value as a near-term pathway 
for building quantum networking infrastructure, technical 
expertise, and operational experience that could support more 
advanced quantum technologies in the future, even if QKD 
itself is not useful to secure communications.13

Emerging QKD Protocols and Their Significance  
Beyond Communications
Emerging QKD protocols aim to reduce reliance on trusted 
hardware while preserving the goal of secure key establishment. 
In this context, a “trusted” device is one that must be physically 
secured and assumed to behave as intended, as a compromise 
could expose the key. First-generation systems depend heavily 
on this assumption, particularly for signal detectors. Newer 
approaches modify the underlying trust model so that certain 
components no longer need to be trusted, meaning a compro-
mise at those points cannot leak key material.

 
Measurement-device-independent (MDI)-QKD—and a 
variant called twin-field QKD—enables both parties to send 
quantum states to a central relay that performs a joint measure-
ment and publicly announces limited information about how 
the signals relate to each other, not their actual values.14 Using 
this information and their own records, the parties can estab-
lish matching key bits. Because the relay never learns the key 
itself, it does not need to be trusted, eliminating a major class 
of detector-based attacks. Several university and federal labo-
ratories in the United States, Europe, and China are pursuing 
MDI-QKD research.15 

 
Device-independent (DI)-QKD pushes security furthest 
by removing the need to trust the internal functioning of 
quantum devices altogether. Instead, its security is based solely 
on observed quantum correlations between measurement 
outcomes. Unlike the protocols covered above, DI-QKD relies 
on establishing entanglement between the communicating 
nodes and performing statistical tests to verify that no eaves-
dropper could have prior knowledge of the key.

Recent experimental progress reveals both promise 
and remaining challenges. In February 2026, a team at the 
University of Science and Technology of China (USTC) led by 
prominent scientist Pan Jianwei demonstrated DI-QKD over 
100 km of fiber, achieving key rates at distances relevant to real-
world metropolitan networks for the first time.16 These results 
reflect significant progress with no comparable demonstrations 
in the United States, though key-generation rates remain far 
below operational requirements, and extending performance to 

longer distances will require further advances in entanglement 
quality and generation rates.

Despite these advances, emerging QKD protocols leave unre-
solved many of the core limitations identified by the NSA and 
others. They remain mechanisms for the distribution of keys 
rather than complete security solutions, still depend on classical 
encryption for authentication, require highly specialized devices 
and infrastructure, and face significant technical barriers before 
they can deliver reliable, large-scale deployments.

Critically, however, the significance of DI-QKD extends beyond 
cryptography. Its technical requirements—including high-quality 
entanglement distribution, quantum memories, and entangle-
ment swapping—are also foundational for long-distance networks 
of quantum computers or sensors. Progress in DI-QKD could 
therefore serve as a stepping stone toward quantum networking 
2.0, making it a strategic near-term benchmark for the field.

 
Distributed Quantum Computing
 

Quantum computing holds promise for applications in chem-
istry, materials science, optimization, and cryptanalysis, with 
important economic and security implications. However, 
building quantum processors large enough to deliver real-world 
utility remains a central challenge across hardware modalities. 
Every approach faces physical and engineering limits on how 
many qubits can be reliably controlled within a single processor 
before error rates, fabrication yields, or control complexity 
degrade performance. Quantum networking offers a path to 
fault-tolerant computation by connecting multiple smaller, 
high-quality quantum processors via entanglement to operate as 

	¡ Modular quantum computing within single facilities is the 
highest-priority application of quantum networking. Linking 
processors within data centers is increasingly viewed as a 
necessary path to scaling useful quantum computers and 
currently is far more mature and strategically compelling than 
longer-distance distributed computing.

	¡ The main bottlenecks for modular quantum computing vary 
by hardware modality, but all approaches require significant 
further development. Trapped-ion and neutral-atom systems 
need faster and more efficient optical connections between 
processors; superconducting systems face engineering 
constraints in scaling cryogenic microwave links and, 
potentially, unresolved microwave-to-optical conversion; and 
photonic systems must reduce optical loss across the entire 
system. Across modalities, component integration, real-time 
classical control systems, and supporting infrastructure also 
require advances.

	¡ Geographically distributed quantum computing is a narrower, 
longer-term application. Its most credible uses include secure 
remote access and federation of scarce resources at distant 
facilities, but it depends on technically challenging repeater-
grade capabilities that remain immature.
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a single, more powerful system. This is similar to how classical 
supercomputers derive their power from networking many 
processors rather than scaling up a single chip. 

Distributed quantum computing is envisioned at two levels: 
data center–scale modular quantum computing and geographi-
cally distributed quantum computing. These differ significantly 
in their current strategic importance as well as in their tech-
nical requirements and maturity. Data center–scale quantum 
interconnects represent a practical pathway to unlocking useful 
quantum computing and its associated economic and security 
advantages, while longer-distance distributed quantum com-
puting remains a more specialized and longer-term prospect.

Modular Quantum Computing Within Data Centers
The most pressing and widely supported application of 
quantum networking is for modular quantum computing within 
a single facility or data center, at distances ranging from meters 
to perhaps a few kilometers. In this approach, multiple smaller 
processors or modules are linked via specialized hardware, 
known as quantum interconnects, so they can function as one 
logical machine, enabling fault-tolerant, utility-scale quantum 
computing.

Making separate processors work together requires estab-
lishing entanglement between them. Each joint operation across 
processors consumes an entangled connection, so the system 
must generate these connections both 
quickly and at high quality. Two key 
metrics define interconnect perfor-
mance: rate—how many successful 
connections are produced per 
second—and fidelity—how closely 
each connection matches the ideal. 
Experts estimate that fault-tolerant 
operation requires tens of thousands 
to millions of connections per second, 
depending on processor speed and 
error-correction scheme, at fidelities 
above 98 or 99 percent.17 Meeting 
these thresholds depends on the quantum interconnects them-
selves as well as fast classical control systems to coordinate 
timing, confirm successful connections, and manage errors. 
The implementation pathway varies by hardware modality, and 
connecting processors across different modalities is a lon-
ger-horizon goal.

Trapped-ion systems are the most advanced experimentally 
in photonic modular interconnects. Recent work has demon-
strated quantum computations across two optically linked 
processors with connection quality reaching 97 percent of the 
theoretical ideal, and leading companies are targeting inter-
connected modules by 2028.18 A central remaining challenge is 
speed: Less than 1 percent of connection attempts succeed due 

to optical loss at various steps, and because each cross-processor 
operation consumes a successful connection, current rates can 
be several hundred times too slow for fault-tolerant computa-
tion.19 Approaches to closing this gap include improved optics to 
capture more of each qubit’s emitted light, adding intermediate 
memory nodes that allow each side of a connection to succeed 
independently, and running multiple connection attempts in 
parallel.20 Additionally, ions and most neutral atom species emit 
visible-wavelength light that suffers high loss in optical fiber, 
requiring conversion to telecommunications wavelengths even 
over short distances. This conversion has been demonstrated but 
introduces additional signal loss.21

Like trapped ions, neutral-atom platforms use atom-based 
qubits and could in principle be linked through optical con-
nections.22 Their potential advantage is the ability to support 
large numbers of qubits in flexible arrangements within a single 
processor, which extends the in-processor scaling runway 
considerably further than for other modalities, though modular 
operation will likely remain important at utility scale.23 However, 
they remain at an earlier developmental stage than trapped ions 
in demonstrating networked computing between separate pro-
cessors. Neutral atoms interact weakly with light in open space, 
making it difficult to extract photons reliably. Overcoming this 
will likely require specialized optical hardware to concentrate 
and redirect the atom’s light emission, and while some compa-

nies are developing such hardware, 
it has not yet been integrated with 
operational processors.24

Superconducting systems face 
interconnection challenges that vary 
with distance. Industry roadmaps 
envision scaling superconducting 
systems by first linking multiple 
chips within a shared cryogenic 
refrigerator, then connecting 
multiple processors across refrig-
erators using superconducting 
microwave cables.25  This approach 

has been demonstrated at distances approaching one meter, 
but it requires maintaining the entire connection path at near 
absolute zero temperatures, constraining how the system can be 
physically arranged and scaled.26 At longer distances, supercon-
ducting systems would need devices (transducers) that convert 
quantum signals from microwave to optical frequencies for 
transmission over fiber. This is a major unsolved engineering 
challenge that demands high conversion efficiency, extremely 
low noise, and cryogenic compatibility.27

Photonic quantum computing architectures are distinct 
because the quantum information is already carried by particles 
of light, making them naturally suited to sending quantum infor-
mation over optical links.28 Instead, their main scaling challenges 

Data center–scale quantum 
interconnects represent a practical 

pathway to unlocking useful quantum 
computing and its associated 

economic and security advantages, 
while longer-distance distributed 

quantum computing remains a more 
specialized and longer-term prospect.
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center on the fact that every lost photon means lost qubit infor-
mation, disrupting not just a connection between modules but 
the computation itself. This places stringent demands on the 
efficiency of photon sources, detectors, and optical switching, as 
well as on the manufacturing these components at scale.29

Several enabling technologies for quantum interconnects 
are shared across hardware modalities that use optical links, 
including single-photon detectors, low-loss fiber-optic com-
ponents, precision timing and synchronization systems, and 
classical software and control systems that can coordinate oper-
ations across processors in real time. 

An emerging direction in modular quantum computing is con-
necting processors of different hardware modalities to combine 
their respective strengths, such as the fast gate operations of 
superconducting qubits with the longer coherence times of 
atom-based systems. A system that combines these strengths 
could potentially outperform any single modality and offer an 
alternative path to useful quantum computing. However, this 
poses substantial difficulties, including bridging fundamentally 
different physical signals at the hardware level and developing 
software that can compile and distribute computations across 
qubit types with very different operating characteristics. The 
Defense Advanced Research Projects Agency’s (DARPA’s) 
Heterogeneous Architectures for Quantum (HARQ) program, 
launched in 2026, is tackling these challenges.30

Geographically Distributed Quantum Computing
A more demanding and longer-term application is connecting 
quantum processors across data centers at metropolitan, 
regional, or longer distances. Unlike modular quantum com-
puting within one facility, which aims to scale a single machine, 
geographically distributed quantum computing would link 
distant systems for more specialized purposes.

Long-distance networking of quantum computing is not the 
ideal pathway to scale computing capabilities, as scaling within 
a single facility is considerably less technically demanding and 
more efficient in terms of reducing signal loss.31 Instead, lon-
ger-distance links could serve as a work-around to federate 
scarce or specialized existing quantum resources across institu-
tions when proactive local buildup is not possible. Long-distance 
quantum networks could also enable niche use cases such as 
delegated (or “blind”) quantum computing, in which users could 
theoretically run computations on remote quantum processors 
without revealing their data or computations to the operator.32

The technical difficulty for long-distance quantum net-
working is substantially larger than for modular interconnects 
within a data center. Over tens or hundreds of kilometers, 
photon loss is exponentially severe, and quantum states cannot 
be merely amplified like in classical networks. Long-distance 
distributed quantum computing therefore requires quantum 
repeater architectures, including quantum memories that 

can store quantum states long enough to coordinate network 
operations, processes that allow the sharing of entanglement 
across intermediate nodes, high-fidelity interfaces with existing 
optical fiber, and tightly integrated classical control and timing 
across the network. The U.S. government supports over a dozen 
quantum network testbeds across the country, making progress 
on these building blocks for quantum repeaters, but they remain 
far from operational deployment.

Distributed Quantum Sensing

Quantum sensing uses fragile quantum states to measure time, 
motion, fields, and other physical quantities with exceptional 
precision, with major applications in fields like navigation, 
timing, geophysics, and fundamental science.33 Distributed 
quantum sensing seeks to extend these capabilities by linking 
sensors into a coordinated network. Assessing the value of dis-
tributed sensing requires distinguishing between classical and 
quantum networks.

Classical networks of quantum sensors already deliver major 
benefits. The most prominent examples are GPS and other 
global navigation satellite systems. These are networks of 
atomic (quantum) clocks whose outputs are synchronized and 
combined through classical time transfer and data processing. 
For decades, atomic clocks have been the gold standard for 
precision timekeeping, and their classical networking underpins 
major civilian and military functions, from navigation and logis-
tics to telecommunications and financial trading.

	¡ Individual quantum sensors and classical networks of 
quantum sensors already deliver major strategic value. Global 
Positioning System (GPS) and other global navigation satellite 
systems demonstrate that classical networks of atomic clocks 
already enable the global distribution of highly precise timing 
information, underpinning major civilian and defense domains.

	¡ Distributed quantum sensing has yet to demonstrate practical 
advantage over these alternatives. Entangling sensor arrays 
can theoretically reduce fundamental quantum noise, but 
real-world sensing environments are typically dominated by 
environmental noise that entanglement cannot address. In 
most scenarios, the modest operational benefit is unlikely to 
justify the substantially greater technical complexity compared 
to improving the performance of individual quantum sensors, 
adding more sensors to a classical network, or advancing 
existing time transfer protocols.

	¡ The potential value of distributed quantum sensing justifies 
sustained research and development. Even incremental 
improvements in timing and sensing precision could carry 
significant military and scientific value, making distributed 
quantum sensing an important area for continued R&D. 
Targeted experimentation can establish whether entanglement 
delivers operationally meaningful advantage before scaling 
resources.
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Quantum networks of quantum sensors have a different 
mechanism and goal. They would connect sensors via entangle-
ment, reducing collective noise below what independent sensors 
can achieve and substantially improving measurement preci-
sion.34 Two applications have attracted the most interest. First, 
entanglement-based clock synchronization could theoretically 
improve timing accuracy and resilience against tampering over 
long distances and in contested environments. Second, entangle-
ment could enhance very-long-baseline interferometry (VLBI), 
a technique that combines signals from widely separated sensors 
to create high-resolution images. VLBI is already used classi-
cally—for example, it produced the Event Horizon Telescope’s 
first black hole photograph—but entanglement could extend it 
from radio to optical wavelengths, yielding far sharper resolution. 
Laboratory research has begun demonstrating the promise of 
both applications for distributed quantum sensing.35

Despite their theoretical promise, quantum networks of 
sensors remain nascent, and their practical value is unproven. A 
central limitation is that entanglement only addresses one source 
of measurement error: It correlates sensors so that fundamental 
quantum randomness partially cancels across the network. 
However, in real-world environments the dominant sources of 
noise hindering precision sensing are environmental, such as 
seismic vibration, atmospheric turbulence, temperature changes, 
and geomagnetic fluctuations. In such environments, entangle-
ment-based sensitivity gains may translate into little operational 
benefit.

Moreover, the technical demands of generating and main-
taining entanglement between sensors may outweigh its 
incremental benefits over near-term alternatives. Quantum 
networks require reliable entanglement-distribution hardware, 
stable photonic links, and timing synchronization across 
nodes to within a trillionth of a second or better (subpico-
second), exceeding what current commercial infrastructure can 
support.36 The incremental benefit of entanglement must there-
fore be evaluated against deploying better individual quantum 
sensors, using more sensors, or improving classical synchroni-
zation and data-fusion techniques.37 Recent advances in optical 
atomic clocks and optical time transfer illustrate how alternative 
techniques continue to close performance gaps that entangle-
ment aims to address.38 Research demonstrations have achieved 
subfemtosecond synchronization over hundreds of kilometers, 
and commercial hardware now delivers femtosecond-level 
precision in rack-mounted form factors, both at a more favor-
able cost-to-performance ratio than entanglement-distribution 
infrastructure.39  

Nevertheless, distributed quantum sensing via quantum 
networking could still yield high-impact capabilities in specific 
domains where even incremental improvements could carry 
significant military or scientific value. Targeted experimentation 
in these fields can drive additional improvements and ongoing 
assessments on whether quantum networking delivers opera-
tionally meaningful advantages over alternatives before scaling 
resources.

Networks of quantum sensors that exchange information classically—rather than through 
shared quantum entanglement—already provide substantial capabilities and continue to 
advance. The Global Positioning System relies on a classical network of atomic clocks, 
and next-generation optical clocks promise even greater precision. Shown here are opti-
cal atomic clocks and time-transfer systems deployed at each of three nodes synchro-
nized across a 14.5 km free-space link via classical optical time transfer, in collaboration 
with the National Institute of Standards and Technology (NIST) in Boulder, Colorado. Op-
tical time transfer continues to narrow the performance gaps that entangled approaches 
aim to address, and does so at lower cost and complexity. Precision timing also enables 
quantum networks themselves, which require tight synchronization across nodes.  
(Courtesy of Vector Atomic and NIST)
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Connecting Quantum Sensors and Quantum Computers

Technical Requirements 
and Challenges
THE PREVIOUS CHAPTER ASSESSED THE PROMISE and limitations 
of specific quantum networking applications. Realizing the high-
est-impact applications will require continued advances across 
multiple enabling technologies and techniques. This chapter 
reviews the components, infrastructure, and cross-cutting 
challenges involved in quantum networking, identifying where 
requirements overlap and where they diverge and demand more 
targeted attention.

	¡ High-impact quantum networking 2.0 applications share 
substantial technical overlap with each other but much 
less with first-generation QKD. Modular and long-distance 
quantum computing, distributed sensing, and emerging 
device-independent QKD all depend on high-rate, high-fidelity 
entanglement distribution. First-generation QKD shares some 
physical infrastructure, such as fiber and photon detectors, 
but does not require entanglement, memories, or the same 
performance thresholds. Investment in QKD infrastructure 
does not automatically build readiness for higher-impact 2.0 
applications.

	¡ Signal loss, noise, and errors compound across the technology 
chain and worsen considerably with distance. Meeting 
entanglement requirements for quantum networking 2.0 
applications is significantly harder for long-distance networks, 
which face severe compounding transmission loss and require 
quantum repeater architectures that have not yet been 
demonstrated operationally.

	¡ Both quantum and classical technology layers are critical to 
operation and require continued advances. On the quantum 
side, interfaces, memories, and detectors all need further 
improvement to maximize connection rates and signal quality. 
On the classical side, infrastructure including fiber quality, timing 
systems, and real-time control software is often as decisive for 
performance as the quantum hardware itself.

An underdeveloped but potentially high-impact application 
of quantum networking lies in linking quantum sensors 
directly to quantum computers. Feeding sensor data to a 
quantum computer in its raw quantum form—rather than first 
converting it to classical data, which destroys most of the 
quantum information—would enable substantially more useful 
information to be extracted from each measurement.40 Such 
a capability could be valuable for signals intelligence, where 
extracting faint signals from noisy environments is a persistent 
challenge, as well as for scientific domains like materials 
characterization and biomedical sensing, where extracting 
meaningful information from limited measurements could be 
particularly advantageous.

Technical and Infrastructure Requirements
Across quantum networking 2.0 applications, a central objective 
is to distribute entanglement at high rates (how many usable 
quantum connections can be produced per second) and high 
fidelity (how closely each connection matches the ideal), over 
distances meaningful for the application. Achieving this depends 
on two connected layers of technology: a quantum layer that 
generates, processes, stores, and measures quantum states, and 
a classical infrastructure and control layer that transmits those 
states and coordinates operations through synchronization, 
monitoring, and orchestration.43 Every component in both layers 
contributes to the end-to-end rate and fidelity of entanglement 
distribution, and limitations at any single stage can constrain 
overall performance. Each layer involves components and per-
formance demands that are partly shared across applications and 
partly specific to each.

The Quantum Layer 
Generating and extracting quantum signals. All quantum net-
working applications begin with producing quantum states that 
can travel between nodes. In distributed quantum computing, the 
signal is typically generated by the computing qubit itself, such as 
an atom emitting a photon entangled with its internal state or a 
superconducting qubit emitting a microwave signal. Especially for 
atom-based systems, capturing that signal efficiently may require 
specialized devices known as photonic interfaces to enhance 
photon emission and collection and to couple it into the link that 
connects the processors. Other approaches, including some dis-
tributed computing architectures and quantum communications 
like QKD, rely on dedicated photon sources to generate quantum 
signals independently of any computing hardware. In photonic 
quantum computing, integrated on-chip sources produce the 
photons that serve as both the computing qubits and the signals 
transmitted between modules.
 

A 2022 proof-of-principle experiment demonstrated this 
advantage using 40 qubits, requiring roughly 10,000 times fewer 
experiments than the best classical approach, even on imperfect 
hardware.41 However, passing data directly from a quantum 
sensing device to a computer without first converting it to classical 
information has not yet been achieved. Quantum sensors and 
quantum computers typically rely on different physical hardware 
and operate at incompatible energy scales. Bridging them would 
likely require codesigning the devices for this purpose, rather than 
simply attempting to add an interface to existing ones. DARPA’s 
HARQ program, which explores combining distinct qubit modalities 
into interconnected systems, may yield relevant lessons and could 
be expanded to tackle sensor-to-computer connections directly.42
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Converting signal frequencies. Quantum networking often 
requires converting quantum signals from one frequency (or 
wavelength) to another for efficient fiber transmission, inter-
action with memory nodes, or interfacing between different 
qubit types. For trapped ions, neutral atoms, and photonic 
systems, which already operate in the optical regime, this means 
shifting between nearby optical frequencies, a process that has 
been demonstrated but still introduces signal loss that requires 
further improvement. Superconducting qubits pose a fundamen-
tally different challenge because they operate using microwave 
signals, far lower in energy than light, making conversion to 
optical frequencies (known as transduction) orders of magnitude 
harder. Current superconducting architectures sidestep this by 
connecting processors through cryogenic microwave links, but 
these have only been demonstrated at distances approaching one 

meter. Scaling beyond that would require solving the micro-
wave-to-optical transduction problem, which remains a major 
unsolved challenge.

 
Establishing entangled connections. Entanglement between 
nodes can be established in several ways: a processor’s qubit 
may emit a photon that travels directly to another node, photons 
from each node may be sent to a shared measurement point for a 
joint measurement, or a separate entanglement source may send 
photons to each node independently. In all cases, single-photon 
detectors must confirm whether the connection succeeded. Most 
attempts fail because one or both photons are lost along the way. 
Of those that arrive, success further depends on how reliably 
detectors register photons (detection efficiency), avoid false 
signals (dark-count rate), and determine arrival time (timing 

U.S. companies are developing core hardware for high-rate, 
high-fidelity entanglement distribution, with many focused 
on connecting quantum processors for distributed quantum 
computing. A few of them are pictured here (for more details,  
see Table 1). Icarus Quantum’s optical cavity chip contains  
40,000 quantum-dot photon sources (top left). CavilinQ’s 
photonic interfaces based on micromirror cavities sit inside 
processors and concentrate and direct photons emitted by 
qubits to improve collection efficiency (top middle). MemQ’s 
network interface controller chip converts photons from quantum 

processors to telecom bands for transmission over optical fiber 
(top right). IonQ’s chip-integrated quantum memory temporarily 
stores photons to improve entanglement success rates between 
processors (bottom left). Qunnect’s quantum memory module 
is part of a broader rack-mounted system that supports long-
distance quantum networking (bottom right). Sustained progress 
in performance, manufacturability, and system integration will 
be essential to meet the demands of high-impact quantum 
networking applications. (Courtesy of Icarus Quantum, CavilinQ, 
memQ, IonQ, and Qunnect)
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jitter). First-generation QKD does not require entanglement 
but still depends on detector performance for key-generation 
rates and security.

Quantum memories can improve success rates by allowing 
different stages of the connection process to succeed inde-
pendently rather than simultaneously. Each node establishes 
entanglement with the memory node independently, and the 
memory stores the first successful result until the second 
succeeds; a joint measurement then connects the two into a 
single entangled link. At longer distances, memories become 
essential for repeater architectures that extend entanglement 
across multiple segments beyond the reach of any single con-
nection. Memory performance depends on how long a state 
can be held before degrading (storage time), how much of the 
stored information can be recovered (retrieval efficiency), and 
how much quality is preserved in the process (fidelity).

Classical Infrastructure and Control Layer
Transmission infrastructure. Optical fiber is the most 
broadly applicable medium for transmitting quantum states, 
but signal loss accumulates with distance. For data center–
scale modular computing, fiber runs are short enough that 
transmission loss is secondary to the challenges of generating 
and extracting the signal at the processor, and operators 
typically control the fiber and can optimize performance. For 
metropolitan and longer-distance networking, transmission 
loss becomes the dominant constraint. Not all existing fiber 
is suitable as loss, vibration, and competing classical traffic 
disturb the quantum signals. Free-space and satellite optical 
links offer alternatives where fiber is impractical, though they 
are sensitive to weather, pointing accuracy, and line-of-sight 
constraints. 
 
Timing and synchronization. Many quantum protocols 
require nodes to coordinate with extremely tight timing, in 
some cases to within a trillionth of a second or better.44 Timing 
and synchronization systems provide this coordination and are 
foundational across all applications.
 
Control and orchestration. Real-time control systems must 
coordinate entanglement generation, error correction, and 
routing across all quantum networking applications. For 
modular quantum computing, the control layer must keep pace 
with processor speeds to avoid wasting short-lived entangled 
connections. For long-distance networks, control systems must 
manage entanglement across multiple intermediate nodes and 
adapt to changing link conditions. These demands grow sub-
stantially for heterogeneous architectures coordinating across 
qubit types with different speeds and operating characteristics.

Ongoing Technical Challenges
The components and infrastructure described above do not 
operate in isolation, and several overarching challenges cut 
across the full technology stack. Quantum networking 2.0 
applications generally face greater technical challenges than 
first-generation QKD, especially at longer distances, and near-
term QKD deployments do not necessarily translate into 
infrastructure ready for entanglement distribution.
 
Compounding loss and noise. Errors and signal loss accu-
mulate at every stage of the quantum networking chain, from 
signal generation through frequency conversion, transmission, 
and detection. Where and why loss matters vary by applica-
tion. First-generation QKD transmits individual signals from 
sender to receiver; lost signals simply reduce the key genera-
tion rate without preventing the protocol from working, which 
is why QKD can operate over long distances despite high loss. 
Entanglement-based applications require both sides of a con-
nection to succeed in coordination and must maintain quantum 
coherence long enough for the result to be used, making them far 
less tolerant of loss. Fault-tolerant quantum computing generally 
requires end-to-end connection fidelity above 98 or 99 percent.
 
Timing synchronization demands. Distributed quantum 
operations often require nodes to coordinate with extremely 
tight timing. 45 In modular computing, photons from different 
processors must arrive at a shared measurement point within 
extremely narrow time windows, and classical control must keep 
pace with fast processor cycles. In distributed sensing, timing 
and phase stability can be even more demanding, as minor errors 
distort the measurements entanglement is meant to enhance. 
In long-distance networking, coordinating entanglement across 
multiple intermediate nodes adds further complexity. In most 
cases, the required precision exceeds what commercial products 
currently offer.46

 
System integration. Individual components are advancing, but 
assembling them into working systems is a complex challenge. 
For data center–scale modular computing, this means integrating 
photon-extraction hardware with operational processors, com-
bining frequency conversion with memory nodes, and building 
control systems fast enough to orchestrate the full pipeline. 
For long-distance networking, the challenge is greater still, as 
all of the above components must work over distances where 
transmission loss is severe, with quantum memories and entan-
glement swapping coordinated across multiple intermediate 
nodes while maintaining synchronization and fidelity across 
the entire chain. This full repeater architecture has not yet been 
demonstrated. 
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A Comparative  
Assessment of U.S.  
and Chinese Ecosystems
THE PRECEDING CHAPTER ESTABLISHED that quantum 
networking applications differ substantially in their value prop-
ositions, maturity, and infrastructure demands. This chapter 
applies those technical insights to the competitive landscape, 
comparing U.S. and Chinese national strategies, programs, and 
industrial bases, and concluding with an analysis of the strategic 
implications for the United States. 

China

Government Strategy and Programs
China has made quantum communications a national strategic 
priority and the central pillar of its quantum ambitions, often above 
computing and sensing. Although Chinese scientists have pursued 
the field since at least the 1990s, analysts have pointed to Edward 
Snowden’s 2013 disclosures about NSA surveillance as a catalyst 
for Beijing’s interest in quantum-enabled information security.47 

Prominent scientists including Pan Jianwei and Guo Guangcan 
have advocated for quantum communications as a domain where 
China could achieve global leadership while addressing national 
security needs, and Chinese Communist Party General Secretary Xi 
Jinping has expressed support for the field in several speeches.48

Successive Chinese five-year plans (FYPs) have included 
quantum communication programs of increasing ambition.49 
The 13th and 14th FYPs (2016–2020 and 2021–2025, respectively) 
called for the development of “metro-area, intercity, and free-
space quantum communication technologies,” while the 15th 
FYP (2026–2030), adopted in March 2026, directs the construc-
tion of an “integrated space-ground quantum communications 
network (天地一体化量子通信网络).”50

Chinese programs have focused on long-distance com-
munications infrastructure, primarily QKD, rather than on 
next-generation applications for distributed quantum com-
puting or sensing. The Beijing-Shanghai Backbone Network, 
built between 2013 and 2017 with Pan Jianwei as chief scien-
tist, established a 2,000 km fiber-optic QKD link through 32 
relay nodes at a reported cost of approximately $80 million.51 A 
subsequent national expansion in 2016—the China Quantum 
Communication Network (CN-QCN)—added over 10,000 km 
of fiber, 145 nodes, and 20 metropolitan networks covering 17 
provinces and 80 cities.52 Phase I of the CN-QCN, covering about 
a third of the network, cost approximately $112 million, and 
provincial governments and state-owned enterprises funded 
additional metropolitan networks.53

China has also led space-based first-generation QKD exper-
iments. The Micius satellite (2016) and the smaller Jinan-1 
microsatellite (2022) have demonstrated satellite-to-ground key 
distribution and intercontinental quantum communication with 
partners in Austria and South Africa.54 The 15th FYP’s quantum 
communications provisions signal ambitions to further integrate 
space and terrestrial infrastructure, potentially including Pan 
Jianwei’s stated plans for a geostationary-orbit satellite in 2027, a 
constellation of low Earth orbit satellites, and even experiments 
between the Earth and the Moon.55

Notably, there are signs that parts of the Chinese government 
may be reassessing the balance of support between near-term 
QKD infrastructure and more advanced quantum networking 
applications like those pursued in the United States. A November 
2025 report from the China Academy of Information and 
Communications Technology (CAICT)—an influential tech-
nical advisory body for the Chinese Ministry of Industry and 
Information Technology—emphasized the challenges for QKD’s 
commercial prospects: Core performance has stagnated, cost 
remains high, and—echoing the position of the United States and 
allied governments—PQC, which China also started developing in 
2025, “is a cost-effective solution that can meet information system 
security compliance requirements for the vast majority of sce-
narios and users; therefore, integrating QKD is not a necessity.”56

The report goes on to highlight “quantum information 
networks” (“量子信息网络”) as an emerging field that could 
enable new capabilities in quantum computing and sensing, 
noting recent early progress in key enabling technologies in 
China, the United States, and Europe. These signals suggest that 

	¡ China has made quantum communications a national strategic 
priority and has deployed the world’s most extensive QKD 
infrastructure. However, there are signs of a reassessment: The 
country launched its own PQC standardization process, and a 
prominent government advisory body acknowledged QKD’s 
commercial limitations relative to PQC while highlighting the 
strategic importance of next-generation quantum networking for 
scaling quantum computing and sensing. These signals suggest 
that implementation of China’s 15th Five-Year Plan may seek to 
push capabilities beyond QKD. China’s academic laboratories have 
demonstrated progress on key building blocks for next-generation 
quantum networks, although no Chinese companies are yet 
commercializing these technologies.

	¡ The United States has taken a more selective approach to quantum 
networking, deprioritizing first-generation QKD in favor of next-
generation technologies with higher potential strategic returns. 
Federal programs—exceeding half a billion dollars in the five years 
after the 2018 National Quantum Initiative—support a wide variety 
of efforts across distributed quantum computing, sensing, and 
communications, including about twenty long-distance network 
testbeds. A growing private sector ecosystem of start-ups and 
established firms is also advancing core quantum networking 
hardware. These assets position the United States to lead in the 
highest-impact quantum networking applications, but sustaining  
that advantage will require sharpened priorities and targeted action.
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the 15th FYP implementation may seek to push China’s capabil-
ities beyond QKD toward interconnecting quantum computers 
and sensors.

Industrial Base
In line with the central strategic goals outlined above, China’s 
industrial organizations have focused on first-generation QKD, 
with a small core of hardware manufacturers and a broader 
ecosystem of state-owned deployers.57 The CN-QCN was built 
and is operated by the Chinese Academy of Sciences (CAS) 
Quantum Network Company (国科量子通信网络有限公司, 
sometimes shortened to QuantumNet or Guoke Quantum) using 
domestic hardware.58 The dominant supplier is QuantumCTek 
(科大国盾量子), a 2009 spin-off from Pan Jianwei’s and Guo 
Guangcan’s groups at USTC that also develops superconducting 
quantum computing hardware. The company has been a con-
tinued beneficiary of state support, went public in 2020, and 
is now controlled by China Telecom Quantum Group (中电信
量子).59 The combined entity manufactures QKD terminals, 
satellite ground stations, and key management systems, and has 
recently expanded into PQC and hybrid QKD-PQC products.60 
It also operates metropolitan QKD networks in 16 cities as well 
as application platforms for secure messaging and government 
workflows.61

Additional QKD hardware developers include XT Quantech  
(循态量子), founded by Shanghai Jiao Tong University Professor 
Zeng Guihua; Qasky (问天量子), cofounded by Guo Guangcan 
and colleagues from his CAS quantum information labora-
tory; Guoteng Quantum (国腾量子); and QuDoor (启科量子, 
sometimes rendered as Qike), which also develops trapped-ion 
quantum computing hardware and was founded in 2019 by 
a former chief engineer at MagiQ, a U.S. company based in 
Massachusetts.62

China’s quantum communications industrial base may soon 
expand beyond QKD and toward quantum networking as a 
longer-term strategic focus. As discussed above, the 2025 CAICT 
report suggested doubts about QKD’s commercial viability given 
its cost and performance challenges relative to PQC, while also 
signaling growing government interest in quantum networking 
as a means to scaling quantum computing and sensing.63

Although the authors of this report did not identify Chinese 
companies commercializing entanglement sources or quantum 
interconnects, memories, or relays for next-generation quantum 

networking applications, academic laboratories have demon-
strated progress on many of these key building blocks in recent 
years and may have a path to commercialization through ties to 
QuantumCTek or new spin-offs. Notable institutions leading this 
research include the Hefei National Laboratory and USTC (both 
in Hefei), which have demonstrated advances in single-photon 
sources, quantum memories, quantum interconnects (including 
for heterogeneous modalities), and multinode network archi-
tectures, along with Tsinghua University (error-correctable 
relay nodes) and Beijing University (entanglement sources 
and chip interconnects) in Beijing, and Sun Yat-sen University 
(entanglement sources) in Guangzhou.64 Several results involve 
cross-institutional collaboration with partners including 
Zhejiang University (Hangzhou) and Shanxi University 
(Taiyuan).

 

United States

Government Strategy and Programs
The United States has taken a more measured approach to 
quantum networking than China. Although U.S. scientists and 
DARPA programs pioneered breakthroughs in first-generation 
secure communications applications such as quantum key dis-
tribution, these technologies “do not currently motivate the U.S. 
Government to build large quantum networks” like China’s, given 
their narrow applications, persistent implementation vulnerabili-
ties, and cost relative to classical alternatives such as PQC.65

The United States is interested in next-generation quantum 
networking technologies, but frames the field as nascent and 
multidecade, in contrast to nearer-term priorities in quantum 
sensing and computing.66 The national strategy document A 
Coordinated Approach to Quantum Networking Research, developed 
by interagency experts in 2021, identifies the controlled distri-
bution of entanglement across quantum devices as a high-value 
capability that would enhance the performance and scale of 
quantum computing, sensing, and secure communications.67 

However, the strategy notes that substantial foundational work 
remains, calling for clearer definition of high-value use cases, 
development of core components such as single-photon sources, 
quantum memories, and transducers, improvement of classical 
enabling technologies such as timing protocols, photonics, and 
electronics, and “right-sized” network testbeds that avoid prema-
ture spending.

Although published five years ago, the strategy’s core 
framing and recommendations remain broadly consistent with 
subsequent reports by the White House National Quantum 
Coordination Office and the National Quantum Initiative 
Advisory Committee (NQIAC), as well as with the views of the 
subject matter experts across the U.S. government, industry, and 
research organizations interviewed for this report.68

China’s quantum communications  
industrial base may soon expand beyond QKD 

and toward quantum networking as a longer-term 
strategic focus.
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About 20 additional programs—typically identified as 
“testbeds”—support the networking of multiple nodes over 
longer distances via fiber optic and, in some cases, open air or 
free space (see Table A2 in the appendix). These programs are 
operated by a combination of government agencies, such as NIST, 
the Department of Defense (DoD), and NASA; DOE-funded 
national labs; NSF-funded universities; and private companies. 
They also range widely in scale and objectives, from early testing 
of quantum information distribution and timing synchroni-
zation over a few kilometers to the development of quantum 
repeaters for cross-city distributed computing, sensing, and 
secure communications. Several programs have reported early 
results—primarily point-to-point proofs of principle across two 
nodes—although the diversity of objectives and reported perfor-
mance metrics complicates a direct comparison of progress.

This heterogeneity has prompted calls for sharper defini-
tions and goals to ensure quantum networking testbeds target 
technical gaps at the appropriate maturity level, and for greater 
coordination to reduce redundancy.73 In 2024, the NQIAC 
recommended that future testbed funding require clearly 
articulated research objectives and progress metrics, as well 
as demonstrated need for a testbed—which denotes iterative 
system-level testing of relatively mature components and 
subsystems—over laboratory-scale prototypes or demonstra-
tors. The committee noted that many core components such as 
quantum interconnects and memories still require substantial 
R&D, and that long-distance testbeds “should only be funded 
when technological maturity can support promising economic or 
scientific applications.”74

U.S. government investments in quantum networking R&D 
have been accordingly smaller than other quantum technology 
areas, but they remain substantial. In the five years following 
the 2018 National Quantum Initiative (NQI), the government 
invested over half a billion dollars in quantum networking—a sig-
nificant sum, if smaller than the $1.20 billion invested in sensing 
and $1.36 billion invested in computing, considering network-
ing’s longer-term horizon relative to the nearer-term maturity 
and utility of those fields.69 Looking ahead, draft congressional 
legislation in early 2026 to reauthorize the NQI Act includes 
quantum networking alongside computing and sensing in autho-
rized prize competitions, supply chain assessments, and newly 
proposed NIST Quantum Research Centers, signaling continued 
federal support. 70

Recent government programs have supported quantum 
networking R&D across several applications. Major programs 
advancing the interconnection of quantum computing units at 
short distances include DARPA’s HARQ, the National Science 
Foundation (NSF) Quantum Leap Challenge Institute for 
Quantum Hybrid Quantum Networks and Architectures—led by 
the University of Illinois Urbana-Champaign and a consortium 
of universities and industry partners—and certain workstreams 
under the Department of Energy (DOE) Quantum Information 
Science Research Centers anchored at Brookhaven National 
Laboratory and Fermi National Accelerator Laboratory.71 The NSF 
and DOE have also funded modular quantum computing research 
through smaller grants and programs, and NIST and the United 
States Army, Navy, and Air Force research labs conduct related 
intramural and some extramural research as well.72
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Figure 2 | The Washington Metropolitan Quantum Network (DC-QNet) Testbed Links Six Federal Sites for the Characterization 
and Development of Next-Generation Quantum Networks

The United States supports about 20 quantum net-
working testbeds spanning federal agencies, national 
laboratories, universities, and private-sector partners, 
varying widely in geographical scale and objectives in 
ways that complicate assessment of collective progress 
and may obscure gaps and redundancies (for more de-
tails, see Table A2 in the appendix). DC-QNet exemplifies 
cross-agency collaboration and coordination, connecting 
the Naval Research Laboratory (NRL), Army Research 
Laboratory (ARL), National Institute of Standards and 
Technology (NIST), National Security Agency’s Labora-
tory for Telecommunication Sciences (NSA/LTS), U.S. 
Naval Observatory (USNO), and National Aeronautics and 
Space Administration (NASA) with a central hub at the 
University of Maryland (UMD). 
 
Source: Map adapted from “DC-QNet Map,” in O. Slattery et al., DC-
QNet: Introduction and Overview (NASA, September 2025), https://
www.nasa.gov/wp-content/uploads/2025/09/dc-qnet-at-wqrn-2022-
8-20-22-letter.pdf; and “Quantum Communications and Networks,” 
NIST, accessed April 12, 2026, https://www.nist.gov/programs-proj-
ects/quantum-communications-and-networks. 
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The U.S. government is also supporting early quantum 
networking experiments in space. In November 2024, NASA—
in partnership with investigators at the University of Illinois 
Urbana-Champaign—launched the Space Entanglement and 
Annealing Quantum Experiment, a small payload mounted on 
the exterior of the International Space Station that reliably gen-
erated entangled photon pairs in orbit, claiming to outperform 
similar Chinese and Singaporean experiments.75 Reliable entan-
glement generation in space is a prerequisite for developing 
orbital quantum network nodes that could transmit quantum 
information over vast geographical distances.

Industrial Base
In addition to the federal and university laboratories driving 
quantum networking 2.0 R&D highlighted above, the United 
States has a growing private sector 
ecosystem that contrasts with 
China’s ecosystem focused on QKD 
(see Table 1). Around a dozen U.S. 
companies are developing hardware 
and software for the quantum net-
working stack. Most products remain 
in prototyping and demonstration 
phases, although a handful have 
entered early commercialization.

Several companies are primarily 
focused on distributed quantum 
computing, building elements of quantum interconnects to 
enable high-rate, high-fidelity entanglement between quantum 
processors. These include memQ, Cisco Quantum Labs, 
IonQ’s Lightsynq, CaviLinQ, and Icarus Quantum, which are 
developing products spanning quantum network interfaces, 
frequency converters, switches, photon sources, and compiler 
software to connect processors into modular architectures 
within a data center and could also support longer-distance 
connections. Some were recently announced as performers in 
DARPA’s HARQ program, which seeks to connect heterogeneous 
qubit modalities into unified computing systems.76 

Other companies have focused on long-distance quantum 
communications systems and enabling hardware. Qunnect 
and Cisco recently demonstrated entanglement swapping over 
commercial fiber in New York City.77 (Additional organiza-
tions, including EPB and the Quantum Corridor, also operate 
dedicated fiber testbed infrastructure for quantum networking 
demonstrations and are included in Table A2 in the appendix.) 
A few companies have specialized on specific enabling tech-
nologies—including photon sources, single-photon detectors, 
network simulation software, and optical clocks—that 
serve multiple quantum networking applications at various 
distances.

Many of these companies are spinouts from universities 
and federal laboratories—Lightsynq, CavilinQ, and Aliro from 
Harvard University; Icarus Quantum from NIST Boulder; 

memQ from the University of 
Chicago and Argonne National 
Laboratory; Qunnect from 
Stony Brook University; and 
NuCrypt from Northwestern 
University—and maintain research 
collaborations.78 In addition to 
private capital, most have also 
received substantial federal R&D 
dollars to advance their technol-
ogies—through Small Business 
Innovation Research/Small Business 

Technology Transfer awards, contracts, and research grants via 
the NSF, NIST, NASA, DOE, and DoD—underscoring the role 
of government R&D support in seeding private sector innova-
tion in this space.79

A few defense primes also engage in quantum networking 
R&D. Both Leidos and RTX BBN Technologies hold contracts 
under DARPA’s Quantum Augmented Network (QuANET) 
program, which seeks to integrate quantum and classical 
networking approaches.80 Boeing, in partnership with HRL 
Laboratories, is developing the Q4S satellite to demonstrate 
entanglement swapping in space for a 2026 launch.81

THE UNITED STATES HAS A GROWING 

PRIVATE SECTOR ECOSYSTEM 

THAT CONTRASTS WITH CHINA’S 

ECOSYSTEM FOCUSED ON QKD.
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Table 1 | U.S.-Headquartered Companies Developing Quantum Networking and Enabling Technology
 

Company Year  
Founded Headquarters Products or Prototypes in Development

memQ82 2021 Chicago, IL 	¡ Quantum networking hardware system for distributed quantum computing: network 
interface controller chip that extracts entangled photons from quantum processors, 
converts them to telecom band, and routes them onto optical networks; quantum memory 
module (cryogenically cooled; erbium-doped titanium dioxide thin films on foundry silicon 
photonics); photonic control systems for switching and routing 

	¡ Software compiler for partitioning and scheduling workloads across networked processors

Cisco Quantum  
Labs83

2025 Santa Monica, CA 	¡ Quantum networking hardware for distributed quantum computing: entangled photon-
pair source chip (room temperature, telecom band); reconfigurable quantum interfaces 
that convert photons to telecom band and multiplex them onto optical networks; universal 
quantum switches for routing entangled photons across heterogeneous quantum devices

	¡ Software compiler for partitioning and scheduling workloads across networked processors
	¡ Software for network simulation and development

IonQ (via 
acquisitions)

2015 College Park, MD (HQ); 
various U.S. locations

IonQ acquired several companies developing quantum networking and enabling technologies:
	¡ Lightsynq (Boston, MA):84 Quantum memory (cryogenically cooled; silicon-vacancy centers 

in diamond thin films on foundry-compatible silicon photonics) that temporarily stores 
photons to improve entanglement rates for distributed quantum computing

	¡ Qubitekk (Vista, CA):85 Long-distance quantum communications system*: entangled 
photon-pair source (telecom and near-infrared bands), single-photon detector, quantum 
switches, automatic polarization compensator, timing electronics, and software

	¡ Vector Atomic (Pleasanton, CA):86 Optical atomic clocks* and synchronization hardware*
	¡ Skyloom (Broomfield, CO):87 Optical communication terminals for satellite links*

CavilinQ88 2025 Cambridge, MA 	¡ Quantum interfaces using micromirrors to improve entangled light collection from quantum 
processors and improve entanglement rates for distributed quantum computing

Icarus  
Quantum89

2022 Boulder, CO 	¡ On-demand single-photon and entangled photon-pair sources for distributed photonic 
quantum computing and long-distance communications (semiconductor quantum dots 
inside optical cavities on chip)

	¡ Optical-to-microwave transduction for distributed superconducting quantum computing 
(similar quantum dot platform with additional components)

Qunnect90 2017 Brooklyn, NY 	¡ Long-distance quantum communications system (rack-scale modules):* probabilistic 
entangled photon-pair source, automatic polarization compensator, frequency-stabilized 
lasers, quantum memory module (warm rubidium [Rb] vapor), monitoring and validation 
module, and third-party single-photon detectors and time taggers

Infleqtion91 2007 Louisville, CO 	¡ Quantum memory (laser-cooled Rb atoms)

Quantum  
Computing Inc.  
(via NuCrypt 
acquisition)92

2003 Park Ridge, IL 	¡ Quantum optical and photonic instruments:* Entangled photon-pair source (telecom 
band); correlated photon detection system; polarization analyzer; electronic and optical 
pulse generator

Quantum  
Opus93

2013 Plymouth, MI 	¡ Superconducting nanowire single-photon detector (near-infrared through telecom bands)*

Aliro  
Quantum94

2019 Boston, MA 	¡ Software for quantum network simulation, control, and orchestration*

RTX BBN  
Technologies95

1948 Cambridge, MA 	¡ Hybrid quantum-classical networking R&D under DARPA’s Quantum Augmented Network 
(QuANET) program

Leidos96 1969 Reston, VA 	¡ Hybrid quantum-classical networking R&D under DARPA’s QuANET program

Boeing97 1916 Arlington, VA 	¡ Preparing 2026 satellite mission to demonstrate entanglement generation and distribution 
in space, with the quantum networking subassembly built by HRL Laboratories

  
Note: Asterisk (*) denotes the product is already commercialized; no asterisk denotes the product is in development.
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Strategic Implications for the United States
The U.S.-China comparison above yields several insights 
into each country’s approach, assets, and progress, as well as 
the implications for U.S. quantum networking policy going 
forward.

Multiple strategic functions beyond securing commu-
nications may help explain Beijing’s strong support for 
first-generation quantum networks despite their well-doc-
umented limitations. First, these investments may reflect 
a deliberate gradual approach to technology development, 
building deployable infrastructure and workforce expertise as 
a foundation for more sophisticated emerging quantum net-
working applications. Second, China’s large-scale QKD fiber 
deployments and pioneering satellite-based demonstrations 
have cemented a widespread perception of Chinese leadership 
in quantum communications, a 
source of international prestige 
Beijing may be motivated to 
sustain regardless of real-world 
impact. Additionally, considering 
the Chinese Communist Party’s 
authoritarian regime, it is possible 
that a first-generation QKD 
network that offers no end-to-end 
security against the network 
operator may be seen as an asset 
rather than a flaw.

Industry-led QKD pilots in 
China and other countries in Asia 
and Europe also warrant careful 
interpretation. To date, QKD pilots supported by certain banks, 
telecom operators, and technology firms remain primarily 
R&D exercises rather than operational deployments driven by 
validated cybersecurity requirements. Motivations may include 
both hedging against the possibility that PQC algorithms may 
one day prove vulnerable—though, as noted earlier, QKD itself 
still relies on classical algorithms for authentication—as well as 
the reputational appeal of early quantum adoption. Given the 
inherent limitations of current QKD systems, these pilots likely 
serve less as a near-term security solution than as a means to 
build general familiarity with quantum and enabling technolo-
gies and to stake an early position in the quantum ecosystem as 
it matures.

Notably, no country—China included—is pursuing QKD as 
its sole or even primary approach to secure communications. 
Even the strongest QKD supporters—China, South Korea, and 
Japan—are pursuing QKD alongside PQC. China announced a 

call for domestic PQC standards development in 2025, and both 
Korea and Japan have set deadlines for PQC migration by 2035, 
even as they continue to fund QKD demonstrations. This pattern 
suggests their assessment is not that QKD is the best cryp-
tographic solution but rather one element of a broader strategy 
that may also serve to advance technical expertise and a competi-
tive posture in quantum technology.

Importantly, however, China’s quantum communications 
capabilities are not limited to first-generation QKD. Prominent 
Chinese scientists are actively developing the building blocks 
for quantum 2.0 networking technologies that underpin the 
higher-impact applications for scaling quantum computing 
and enhancing sensors that the United States cares about, with 
notable recent laboratory demonstrations. These emerging 
capabilities require far stricter timing, fidelity, and routing 

performance than QKD, as well 
as entirely new enabling systems 
like quantum interconnects 
and memories, and current 
demonstrations remain far from 
operational deployment. China’s 
first-generation QKD infrastruc-
ture is therefore not directly 
compatible with quantum 2.0 
networks, but it does provide 
a foundation of deployed fiber, 
operational ground stations, and 
skilled teams that the country 
can build on as next-generation 
technology matures. No other 

country has yet matched this combination of operational scale 
and frontier quantum 2.0 development.

The United States, for its part, holds substantial assets that 
position it to secure strategic leadership in quantum networking: 
a strong research and industry ecosystem making substantial 
technical progress paired with a discerning government invest-
ment strategy. Rather than overcommitting financial or human 
resources to first-generation applications that offer near-term 
deployment but limited strategic value, U.S. efforts have pri-
oritized next-generation technologies that could enable more 
powerful quantum computers, more capable quantum sensors, 
and more resilient communications infrastructure—that is, areas 
with more credible stakes for both economic competitiveness 
and national security.

The U.S. position in quantum networking is strong, but not 
self-sustaining. Securing and extending this leadership will 
require additional steps.

MULTIPLE STRATEGIC FUNCTIONS  

BEYOND SECURING COMMUNICATIONS 

MAY HELP EXPLAIN BEIJING’S STRONG 

SUPPORT FOR FIRST-GENERATION 

QUANTUM NETWORKS DESPITE THEIR WELL-

DOCUMENTED LIMITATIONS.
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Recommendations
THIS REPORT’S ANALYSIS REVEALS both strengths and gaps in 
the U.S. approach to quantum networking. The United States 
benefits from an evidence-driven posture that has avoided 
premature commitment of limited federal dollars to quantum 
applications of uncertain value, fostered a growing industrial 
base, and supported several testbeds advancing the building 
blocks that could enable high-value applications such as more 
powerful quantum computing and sensing. At the same time, 
additional steps could help the United States reap greater 
benefits from these investments, from refined definitions and 
performance benchmarks to strategic investments in hardware 
and infrastructure.

The following recommendations aim to advance U.S. lead-
ership in high-priority quantum networking applications 
while maintaining the flexibility to scale programs as the tech-
nology matures. Specifically, they call for rigorous application 
assessments to guide investments, near-term prioritization 
of quantum interconnects for modular quantum computing 
within data centers, a calibrated R&D portfolio for longer-dis-
tance networking, infrastructure investments that hedge against 
uncertainty by serving fields beyond quantum networking, and 
continued urgency in migrating digital systems to post-quantum 
cryptography. The United States should:

❶
Develop standard definitions, performance  
bench-marks, and assessments of quantum 
networking applications.
Quantum networking encompasses applications with widely 
divergent scopes, requirements, and maturity levels, yet the field 
lacks clear definitions and performance metrics to characterize 
this heterogeneity. Without them, it is difficult to assess utility, 
progress, and capability gaps—whether against classical alterna-
tives, across organizations, or relative to other countries—and to 
strategically allocate limited federal dollars. Clearer definitions 
and benchmarks could also sharpen the objectives and evaluation 
of the more than a dozen federally funded long-distance quantum 
networking testbeds, making it easier to assess their contribu-
tions and reduce redundancy across programs.

Federal agencies—such as NIST, given its role in standards, 
or DARPA, modeled after its computing-focused Quantum 
Benchmarking Initiative—are well positioned to lead necessary 
efforts to:

	¡ establish clear, consensus definitions for key quantum net-
working terms and application categories;

	¡ develop technical performance benchmarks that define 
meaningful capabilities for each application; and

	¡ direct comprehensive assessments of each application’s 
quantified advantages over alternative approaches, encom-
passing both technical performance benchmarks and 
pragmatic cost-benefit analyses.

Other agencies that fund quantum networking efforts should 
also contribute, such as the DOE, NSF, and NASA. Expert bodies 
to consult outside the federal government are the Quantum 
Economic Development Consortium, whose volunteer technical 
advisory committees have undertaken preliminary work on defi-
nitions and benchmarking, as well as the NQIAC, which has also 
issued recommendations to clarify definitions and objectives for 
quantum networking.98

This work could serve as a basis to guide government prior-
ities and additional assessment programs, with nonexhaustive 
examples of underdefined topics listed below. 

	¡ QKD: Performance metrics for practical security and key 
rates; security assessment of emerging approaches such as 
measurement-device-independent and device-independent 
QKD; and cost and infrastructure requirements compared to 
PQC

	¡ Distributed quantum computing: Technical requirements 
for within–data center interconnects relative to between–
data center networking; and how these differ across hardware 
modalities—such as superconducting, atomic, and photonic 
platforms—and associated interoperability challenges

	¡ Distributed sensing: Network configurations and entangle-
ment properties required for clocks and sensing modalities; 
performance thresholds that would constitute meaningful 
advantage over classical networks of quantum sensors; 
and minimum network scale required for defense-relevant 
applications

	¡ Quantum internet: A rigorous definition differentiating it 
both from local- and wide-area quantum networks and from 
the classical internet, specifying what unique functions a 
global network of quantum networks would perform

❷
Accelerate quantum interconnects for  
scalable quantum computing.
Quantum computing companies across hardware modalities 
identify modular quantum interconnects—links that enable 
separate processors or chips within a data center to function as 
a single, more powerful system—as essential for scaling to the 
performance levels needed for high-impact applications, from 
materials discovery to cryptanalysis. Unlike other quantum 
networking applications, whose value remains more speculative 
or niche, quantum interconnects are critical to realizing the 
economic and national security potential of quantum computing 
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and to sustaining U.S. leadership. Federal agencies should pri-
oritize them accordingly as the most pressing focus of quantum 
networking efforts.

Although leading companies have placed quantum intercon-
nect demonstrations on their near-term roadmaps, the enabling 
hardware stack remains immature. The specific bottlenecks 
vary by modality, and components and processes needed across 
modalities—including enhanced photon emission and collection, 
frequency conversion, quantum memories, and photonic inte-
gration—require sustained investment. Moreover, connecting 
processors across different qubits modalities would harness 
the strengths of each platform, but poses greater technical 
difficulties, and firms deprioritize it in favor of same-modality 
interconnects. This makes heterogeneous interconnects a 
high-impact target for federal investment.

	¡ The DoD should expand DARPA’s HARQ program, which 
targets the interconnection of qubits across diverse hardware 
modalities. Current funding levels and timelines (up to $2 
million per performer over two years) will likely be insuf-
ficient for the magnitude of the technical challenge.99 The 
program could also expand its scope to the interconnection 
of quantum sensors and quantum computers, which remains 
exploratory but could yield transformative returns for intelli-
gence and defense applications.

	¡ National labs, NSF, and NIST should lead complementary 
advanced quantum science and engineering programs to 
advance additional critical components in the quantum inter-
connect hardware stack, including quantum interfaces and 
transducers, memories, and single-photon detectors, as well 
as their photonic integration.

Although the near-term priority is data center–scale connec-
tivity, these programs would also generate spillover benefits for 
longer-distance quantum networking applications, which draw on 
some of the same underlying components, even if they must also 
overcome substantial additional challenges—especially increased 
signal loss over distance—and require first demonstrating a full 
quantum repeater architecture as well as dedicated fiber or satel-
lite infrastructure.

❸
Maintain a calibrated R&D portfolio for  
geographically distributed quantum networking.
Compared to data center–scale quantum computing intercon-
nects, whose economic and national security value are clear and 
pressing, long-distance quantum networking remains uncertain 
and longer term. Next-generation QKD protocols with enhanced 
security have limited value and are capital intensive relative to 
classical cryptography. Distributed quantum computing across 

facilities is less efficient than scaling locally and likely serves 
only niche use cases. Improved individual or classical networks 
of sensors may be sufficient for most sensing applications. 
Long-distance networking is also dependent on unlocking prior 
breakthroughs in the quantum devices it seeks to network and 
in enabling hardware that remains immature, such as quantum 
interfaces and long-lived quantum memories.

At the same time, the competitive landscape also warrants 
attention. China and several allied countries are backing long-dis-
tance quantum networking 2.0 capabilities. Maintaining U.S. 
technical situational awareness is important, especially consid-
ering the capital-intensive nature of the required quantum and 
classical hardware that would be hard to recreate quickly.

This uncertainty justifies a calibrated rather than aggressive 
investment posture: sustaining enough capability to remain com-
petitive and make informed decisions as the technology evolves, 
without overcommitting resources to applications that may not 
materialize.

The United States has already built a meaningful foundation. 
More than a dozen quantum networking testbeds—anchored at 
DOE national laboratories, NSF-funded university centers, and 
NIST and DoD facilities—are making technical progress on the 
core components of quantum 2.0 networks. 

	¡ Federal agencies should sustain a robust testbed ecosystem 
at the frontier of entanglement-distribution research, while 
coordinating across programs to minimize redundancy and 
maximize coverage of distinct technical challenges. 

	¡ Testbed priorities should also extend to longer-term appli-
cations with potentially high national security returns and 
spillover commercial value—such as connecting quantum 
sensors to quantum computers for enhanced signal detection 
and classification—where early integration work could build 
on progress in both computing interconnects and sensing 
hardware, and where private sector incentives alone are 
unlikely to drive development.

	¡ To generate decision-relevant evidence, testbeds should 
prioritize research that directly informs future investment 
decisions, such as:

	– characterizing entanglement-distribution rates and 
fidelity over real-world deployed fiber under operational 
conditions;

	– benchmarking enabling component and subsystem inte-
gration and identifying the most tractable paths to full 
quantum repeater architectures; and

	– rigorously comparing quantum networking performance 
against the best available alternatives (e.g., classical 
encryption, locally connected quantum processors, and 
improved individual or classically connected sensors).

	¡ These efforts should be guided by the definitions and per-
formance benchmarks called for in Recommendation 1, and 
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their results should feed back into that assessment frame-
work to enable evidence-based decisions about whether and 
when to scale investment in specific long-distance net-
working applications.

❹

Secure enabling technologies’ supply chains and 
infrastructure with spillovers beyond quantum 
networking.
Both data center–scale quantum interconnects and longer-dis-
tance quantum networking rely on enabling technologies 
and infrastructure that share substantial overlap with other 
quantum technologies, as well as with classical communications, 
defense, and space applications. Critically, many of these inputs 
face supply chain vulnerabilities, representing areas of risk for 
quantum networking and beyond.100 Investments that advance 
the technical readiness and domestic or trusted sourcing of 
these inputs represent strategic opportunities with cross-cut-
ting returns regardless of whether specific quantum networking 
applications fully materialize.

Several inputs provide cross-cutting value and merit addi-
tional support.

	¡ Photonic integrated circuits and high-efficiency sin-
gle-photon sources and detectors are critical across both 
data center–scale interconnects and longer-distance net-
working, while also serving quantum computing, quantum 
sensing, and defense applications. U.S. supply chains for 
advanced photonics depend on foreign sources for key 
materials and limited domestic foundry capacity, as well as 
immature heterogeneous integration pathways that hinder 
yield quality and scalable manufacturing.101

	¡ Precision timing and synchronization systems are essen-
tial for entanglement-based protocols at all distances, and 
independently underpin GPS-resilient navigation, financial 
infrastructure, and military operations. Advanced quantum 
networking applications will require subpicosecond timing 
and frequency alignment beyond current commercial capa-
bilities, along with specialized hardware to distribute timing 
without degrading quantum channels.102

	¡ Ultralow-loss fiber and terrestrial free-space optical 
links are particularly important for longer-distance 
quantum links, while simultaneously serving classical 
long-haul network bandwidth demands and laser com-
munications for defense and intelligence. Ultralow-loss 
fiber relies on ultrapure silica and advanced, costly fabri-
cation processes and manufacturing concentrated among 
a few domestic firms, while emerging alternatives such 
as hollow-core fiber are technically promising but remain 
immature.103

	¡ Space-based optical terminals support satellite-based 
quantum communications and broader military and intel-
ligence space applications, which rely on high-precision 
laser communication technologies for satellite-to-ground, 
intersatellite, and space-to-air communications.104 Scaling 
these systems will require continued advances in precision 
pointing, acquisition, and tracking of optical beams between 
terminals, as well as more resilient ground architectures to 
mitigate cloud cover and atmospheric interference.105

	¡ Specialized materials and domestic manufacturing pro-
cesses for the above components would strengthen supply 
chain resilience with broad strategic value beyond quantum 
networking. Examples include thin-film lithium niobate 
wafers, sourced primarily from China, where the United 
States has limited processing capacity; III–V semiconduc-
tors (e.g., indium phosphide and gallium arsenide), where 
domestic epitaxial growth capacity is limited; and super-
conducting materials such as niobium and tantalum, often 
sourced from nonallied suppliers.106

Maximizing the strategic value of these investments requires 
coordination across existing and new programs. For example, 
DARPA’s QuANET program and NASA’s Space Communications 
and Navigation Program office already fund relevant work on 
fiber-integrated and free-space quantum links, and the Space 
Development Agency is developing optical communication 
terminals with direct relevance to space-based quantum 
communications.107 

Where materials and components remain underdeveloped or 
foreign-dependent, the Department of Commerce (including via 
NIST), DoD, and NSF should launch targeted advanced R&D or 
domestic production programs to address gaps.108 Structuring 
these efforts from the outset to serve adjacent fields will 
maximize strategic returns and hedge against the risk that specific 
quantum networking applications may take longer to materialize.

❺
Accelerate PQC migration at home and coordinate 
with allies abroad.

As the government prioritizes quantum networking technol-
ogies that could accelerate quantum computing capabilities, 
it must also pursue the migration to PQC with equal urgency. 
More powerful quantum computers may not only unlock 
significant economic opportunities across materials science 
and drug discovery, but also break the public-key cryptographic 
algorithms safeguarding broad swathes of digital assets across 
national security systems, critical infrastructure, and the 
broader civilian economy.

NIST finalized the first PQC standards in 2024 and federal 
policy directs agencies to complete migration by 2035. However, 
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several challenges remain: Interim milestones and sector-specific 
guidance are underdeveloped, and migration is expected to take 
several years and cost billions.

	¡ Agencies such as NIST, NSA, the Cybersecurity and 
Infrastructure Security Agency, and the Office of the 
National Cyber Director should continue shepherding a 
coordinated and timely migration for both the public and 
private sectors by issuing authoritative guidance, setting 
interim milestones, and vetting PQC security vendors.

Ensuring allied alignment on NIST PQC standards adoption is 
also critical. Several allies—including South Korea, Japan, and 
the European Union—are developing independent PQC algo-
rithms and pursuing QKD and hybrid QKD-PQC approaches (see 
Table A1 in the appendix). Divergent standards risk undermining 
interoperability in allied military communications and shared 
critical infrastructure.109

	¡ The White House and the Department of State should make 
PQC migration a priority topic for bilateral and multilateral 
engagements on quantum and other critical and emerging 
technologies, including the Quantum Development Group 
and emerging frameworks like Pax Silica.

	¡ Additionally, an interagency body, such as the NSTC 
Subcommittee on the Economic and Security Implications 
of Quantum Information Science, should assign dedicated 
resources to monitoring accelerating quantum computing 
timelines that may warrant policy changes, allied approaches 
to quantum-safe communications that could create interop-
erability risks, and the evolving landscape of alternative 
cryptographic approaches.

Conclusion
QUANTUM NETWORKING ENCOMPASSES a diverse set of 
applications with different value propositions, technical 
demands, and maturity timelines. This report has shown 
that early quantum communications systems, such as 
QKD, are already deployed but are narrow in utility and 
constrained by significant practical limitations. By contrast, 
the more strategically consequential applications of quantum 
networking—linking quantum computing processors within 
data centers, enabling higher-performance distributed sensing, 
and distributing entanglement over longer distances—remain 
technically immature but potentially far more important to long-
term economic and national security advantage. The central 
policy task facing the United States is to clearly identify the 
pathways most likely to deliver meaningful strategic value and to 
align U.S. support accordingly.

This report concludes that the strongest near-term case for 
quantum networking lies in modular quantum computing within 
data centers, where quantum interconnects will be essential 
to scaling useful quantum computers within the next three to 
five years. Longer-distance quantum networking—whether for 
secure communications, distributed quantum computing over 
wider geographic distances, or distributed sensing—warrants 
continued support, but in a more calibrated posture. These 
applications may yet prove consequential, and China’s exten-
sive first-generation QKD deployments and continued progress 
in next-generation applications make it unwise for the United 
States to fully disengage. At the same time, their practical value 
remains uncertain, their infrastructure demands are higher, 
and in several cases, they face strong classical or lower-cost 
alternatives.

Ultimately, the United States’ comparative advantage over 
China lies in the combination of a more selective focus on high-
er-impact capabilities with a world-class innovation ecosystem 
of researchers and companies, positioning it to move faster and 
capture greater strategic returns where they matter most.

The recommendations in this report outline how to convert 
these U.S. assets into meaningful quantum leadership. The 
United States should sharpen definitions and benchmarks for 
quantum networking applications, prioritize data center–scale 
quantum interconnects as the clearest path to strategic payoff, 
sustain enough longer-horizon R&D to remain informed and 
competitive as the technology evolves, and invest in enabling 
technologies and infrastructure that generate returns across 
quantum networking and adjacent strategic sectors. At the same 
time, it must accelerate migration to PQC domestically and with 
allies, and discourage the treatment of quantum communications 
as a substitute for urgently needed cybersecurity modernization.

Quantum networking remains nascent, but its highest-value 
pathways are becoming clearer. With focused action, the United 
States can preserve a strategic quantum edge while avoiding 
costly overinvestment in applications whose utility remains 
uncertain.

The United States’ comparative advantage  
over China lies in the combination of a more 
selective focus on higher-impact capabilities  
with a world-class innovation ecosystem of 
researchers and companies, positioning it to  
move faster and capture greater strategic  

returns where they matter most.
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Appendix

Methodology
Research for this report was conducted in 2025 and into March 
2026. The methodology combined primary and secondary 
research approaches, including a private roundtable hosted at the 
Center for a New American Security in January 2026 with subject 
matter experts and relevant stakeholders in quantum networking 
technology and policy; more than 20 semistructured interviews 

Table A1 | Country Positions on Quantum Key Distribution (QKD) and Post-Quantum Cryptography (PQC)
 
Countries ordered by proximity to the United States’ position on QKD and PQC 

Country Official Position on QKD and PQC QKD Activity Level

United  
States

Advises against QKD; prioritizes PQC.110 The National Security 
Agency has concluded that QKD is unsuitable for protecting 
national security systems and recommends PQC as more cost-
effective and maintainable. The National Institute of Standards 
and Technology’s (NIST’s) PQC standards, developed through 
an open global competition and the primary international PQC 
reference, include three standards finalized in August 2024, with 
additional standards in development.

R&D testbeds.111 Multiple federal agencies fund metropolitan 
testbeds for quantum communications and networking, some of 
which support QKD demonstrations. No nationwide deployment.

United Kingdom Advises against QKD; prioritizes PQC.112 The United Kingdom 
(UK) National Cyber Security Centre recommends PQC as the 
primary mitigation against cryptographically relevant quantum 
computers. It does not support QKD for government or military 
systems and recommends that other sectors not rely solely 
on QKD for key distribution. It supports quantum networking 
research and development (R&D) with a focus on applications for 
distributed quantum computing and sensing.

Metro pilot networks.113 UK activities include a 2022 BT-Toshiba 
commercial QKD metro network trial in London, a 2025 410 
km Bristol-Cambridge network demonstration integrating QKD 
and entanglement distribution, and the 2025 launch of the UK-
Singapore SpeQtre satellite.

Australia Advises against QKD; prioritizes PQC.114 The Australian Signals 
Directorate does not support QKD for secure communications 
due to practical limitations.

R&D testbeds.115 In 2025, the national science agency and 
private sector partners deployed a QKD link over telecom-grade 
dark fiber in Sydney, with plans to extend to Canberra.

Canada QKD not recommended for national security systems; 
prioritizes PQC.116 The Department of National Defence does not 
recommend QKD until significant technical hurdles are overcome, 
although it frames this as a call-to-action for R&D investment. 
The Cyber Centre recommends PQC as the best option for 
quantum safety.

National pilot network.117 Activities include the Kirq QKD 
testbed spanning Sherbrooke, Montreal, and Quebec City on live 
telecom fiber, with a satellite link planned for 2026.

France QKD suitable only for niche cases; prioritizes PQC.118 The French 
National Cybersecurity Agency is coauthor of a January 2024 
joint position paper concluding QKD has functional limitations 
and that clear priority should be given to PQC.

National pilot network.119 As part of the European Quantum 
Communication Infrastructure (EuroQCI), the FranceQCI 
program is deploying QKD testbeds in Paris, Nice, and Toulouse 
through a 13-partner consortium including Orange, Thales, and 
Airbus, with the Toulouse node testing end-user services for the 
French civil aviation authority.

Germany QKD suitable only for niche cases; prioritizes PQC.120 The 
Federal Office for Information Security is coauthor of a January 
2024 joint position paper concluding QKD has functional 
limitations and that clear priority should be given to PQC. Lead 
signatory of a November 2024 joint statement from 18 (now 21) 
European Union (EU) member state agencies calling for PQC 
migration of most sensitive assets by 2030.

National pilot network.121 The Federal Ministry of Research–
funded QuNET initiative has demonstrated QKD over 
metropolitan fiber, including a multi-institution network in Berlin. 
The EuroQCI-sponsored Q-net-Q project is integrating QKD 
key management into standard network architectures across 
multiple cities.

Netherlands QKD suitable only for niche cases; prioritizes PQC.122 The 
Netherlands National Communications Security Agency is 
coauthor of a January 2024 joint position paper concluding QKD 
has functional limitations and that clear priority should be given 
to PQC.

National pilot network.123 Under EuroQCI, the QCINed program 
operates three QKD networks with government ministry 
participation, and a new project connects to four EU member 
states via satellite and fiber. Company Q*Bird deployed a 
multiuser commercial QKD network in 2023.

with experts from federal and state government, industry, 
and academia; and reviews of existing literature, government 
documents, and publicly available information of quantum and 
enabling-technology companies. Two subject matter experts 
reviewed a draft of the report and provided feedback.
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Country Official Position on QKD and PQC QKD Activity Level

Sweden QKD suitable only for niche cases; prioritizes PQC.124 The 
Swedish National Communications Security Authority is 
coauthor of a January 2024 joint position paper concluding QKD 
has functional limitations and that clear priority should be given 
to PQC.

Field testbeds.125 Under EuroQCI, the National Quantum 
Communication Infrastructure in Sweden program is building 
a national QKD testbed with Ericsson and others centered 
in Stockholm, with long-distance fiber links and free-space 
communication pilots.

Japan Dual approach: pursues both PQC and QKD.126 Japan’s 2025 
Cybersecurity Strategy targets government PQC migration 
by 2035, while also committing to accelerating QKD toward 
operational deployment around 2030, including expanded 
testbeds and business model development.

National pilot network.127 The National Institute of Information 
and Communications Technology has operated the Tokyo QKD 
interoperability testbed since 2010, and in 2025 demonstrated 
QKD integration over existing telecom infrastructure with 
Toshiba and NEC. Japan is planning a 600 km national QKD 
fiber network to be fully deployed by 2030.

Singapore PQC is the mainstream solution; QKD is complementary for 
niche applications.128 Draft government guidance states QKD 
does not replace digital signatures, is more expensive and 
complex, and requires additional testing due to side-channel 
vulnerabilities. A senior minister of state reaffirmed PQC as the 
mainstream solution in March 2026.

National pilot network.129 The National Quantum-Safe Network 
Plus (NQSN+) has deployed nationwide networks integrating 
QKD and PQC through operators Singtel and SPTel. Singapore’s 
central bank and four major banks completed a QKD sandbox in 
2024–2025. Singapore coleads International Telecommunication 
Union standardization of QKD protocols with Japan.

European Union Supports QKD alongside PQC in hybrid architectures.130 The 
April 2024 European Commission recommendation calls for PQC 
deployment via hybrid schemes that may combine PQC with 
QKD, in contrast to more skeptical member state cybersecurity 
agencies. PQC roadmap sets 2030 deadline for high-risk system 
migration.

Continental-scale deployment program.131 EuroQCI initiative 
(all 27 member states) includes national networks, cross-border 
fiber links, QKD testing and certification infrastructure, and 
the Eagle-1 satellite demonstrator (launch planned for late 
2026). EuroQCI is integrated into IRIS², the EU’s secure satellite 
constellation.

South Korea Dual-track approach with sovereign PQC and QKD 
accreditations.132 The Ministry of Science and ICT explicitly 
encourages swift government and public institution adoption 
of QKD alongside PQC. The National Intelligence Service has 
accredited two QKD systems as meeting national security 
standards and also operates its own PQC standardization effort, 
which selected four domestic PQC algorithms in 2025 for 
national use alongside NIST standards. 

National pilot network.133 Government-funded programs have 
driven QKD deployment, including an 800 km network securing 
48 government ministries completed by SK Broadband in 2022.

China Dual-track approach with strong state support for QKD.134 
Quantum communications has been a strategic priority across 
multiple five-year plans, with the state actively promoting QKD 
deployment for government, finance, and critical infrastructure. 
On PQC, China’s Institute of Commercial Cryptography 
Standards launched a sovereign standardization process in 
February 2025, pursuing independent algorithms rather than 
adopting NIST standards.

Nationwide operational deployment.135 The China Quantum 
Communication Network spans over 10,000 km of optical 
fiber across 80 cities. Satellite QKD demonstrations include an 
intercontinental link between China and South Africa in March 
2025.
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Table A2 | Quantum Network Testbeds in the United States

Testbed, Year 
Established,  
Main Location(s) 

Lead Operators &  
Key Partners

Scale Research Areas Nonexhaustive Results

FEDERAL GOVERNMENT–LED TESTBEDS

DC-QNet136 
Washington  
Metropolitan Quantum 
Network

2022

Washington, D.C. metro 

Core members: National 
Institute of Standards and 
Technology (NIST); U.S. 
Naval Research Laboratory; 
U.S. Army Research 
Laboratory; Laboratory 
for Telecommunication 
Sciences; U.S. Naval 
Observatory; National 
Aeronautics and Space 
Administration

University of Maryland 
(UMD) serves as central 
hub

Associate members: 
Naval Information Warfare 
Center–Pacific; Air Force 
Research Lab (AFRL)

Seven sites (some with 
multiple nodes); fiber 
links ~3–60 km each

Network synchronization 
and metrology; components 
such as quantum memories 
and single-photon devices; 
transduction and frequency 
conversion; entanglement 
distribution; classical network 
management, routing, and 
control software; integration 
testbed for the Quantum 
Augmented Network program 
by the Defense Advanced 
Research Projects Agency

	¡ Subpicosecond clock 
synchronization over 53 km of 
fiber for months of continuous 
operation

	¡ Entanglement distribution over 
62 km link of partially aerial fiber, 
with quantum correlations verified 
continuously over 24 hours

NG-QNet137 
NIST Gaithersburg 
Quantum Network
2019

Gaithersburg, MD

NIST Information 
Technology Laboratory; 
Communications 
Technology Laboratory; 
Physical Measurement 
Laboratory

Five buildings (some 
with multiple nodes); 
fiber links ~1 km each

Entanglement distribution; 
quantum network control 
plane and protocol 
development; classical-
quantum coexistence; time 
synchronization; component 
development and testing 
(photon sources, interfaces, 
memories); vulnerability and 
robustness testing

	¡ Entanglement distributed over 
100 km (250 m campus fiber 
extended with spools) with 87 
percent fidelity while coexisting 
with classical timing signals on the 
same fiber

Boulder-QNet138 
NIST Boulder Quantum 
Network

2023 (infrastructure dates 
back to ~2000)

Boulder, CO

NIST Boulder; University 
of Colorado (CU) Boulder; 
JILA (joint institute NIST–
CU Boulder)

Three buildings (some 
with multiple nodes); 3.6 
km fiber link and 1.5 km 
free space link between 
NIST and JILA

Optical atomic clock 
synchronization; entanglement 
distribution

	¡ Compared three optical atomic 
clocks over fiber and free-space 
links, with agreement to 18 digits

	¡ Demonstrated two 2.1 km 
deployed fiber links with nearly 
identical single-photon transport 
quality (sub-100 attosecond 
timing jitter and >99 percent 
indistinguishability between 
paths)

AFRL QLANs139 

Quantum Local Area 
Networks

2023

Rome and Stockbridge, 
NY 

AFRL Griffiss QLAN: four 
nodes, 15 km buried fiber 
in total

Stockbridge QLAN: ~30 
pads, fiber links ~1.5–3.2 
km each; free space links 
100–300 m each

Rome QLAN: three labs 
and a walkup tower, 
indoor fiber links ~10m 
each; aerial fiber links ~1 
km each

Entanglement distribution 
over heterogeneous 
platforms (trapped ions, 
superconducting, photonic 
integrated circuits); quantum 
frequency conversion and 
transduction; distributed 
quantum computing; 
component development with 
quantum integrated photonics; 
demonstrations in challenging 
environments

	¡ Griffiss: Maintained ~99 percent 
photon signal quality over 10 km 
buried fiber for ~three continuous 
days

	¡ Stockbridge: Entanglement 
verified over 4.88 km deployed 
fiber at near-maximum quantum 
correlation strength in rugged 
wooded environment
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Testbed, Year 
Established,  
Main Location(s) 

Lead Operators &  
Key Partners

Scale Research Areas Nonexhaustive Results

NATIONAL LABORATORY AND UNIVERSITY–LED TESTBEDS

AQNET-SD140 
Advanced Quantum 
Networks for Scientific 
Discovery

2023 (extends a 2019 
testbed)

Chicago, IL metro

Fermi National Accelerator 
Laboratory (Fermilab); 
Argonne National 
Laboratory (NL); 
Northwestern University; 
University of Illinois 
Urbana-Champaign (UIUC); 
California Institute of 
Technology (Caltech)/Jet 
Propulsion Laboratory

~Nine locations; >150 km 
fiber in total

Entanglement distribution 
over metropolitan 
fiber; coexistence with 
conventional fiber networks; 
synchronization, control, and 
management of remote nodes; 
squeezed-light protocols 
to improve entanglement 
distribution rates.

	¡ Entangled photons distributed 
over 24 km with 94 percent 
fidelity while sharing fiber with 
high-throughput classical internet 
traffic

Chicago Quantum 
Network141

2022 (extends a 2020 
testbed)

Chicago, IL metro

Argonne NL; University of 
Chicago; Chicago Quantum 
Exchange

Six nodes; 200 km fiber 
in total

Quantum key distribution 
(QKD); new communications 
devices; security protocols  
and algorithms

	¡ QKD over fiber at >80,000 
quantum bits per second between 
Chicago and western suburbs

QUANT-NET142 
Quantum Application 
Network Testbed for 
Novel Entanglement 
Technology

2021

Berkeley, CA

Lawrence Berkeley NL; 
University of California, 
Berkeley; Caltech; 
University of Innsbruck 
(Austria)

Three nodes; ~5 km fiber 
in total

Distributed quantum 
computing and repeaters; 
heterogeneous networking 
(trapped ions, silicon color 
centers); quantum frequency 
conversion; control plane and 
software stack

	¡ Automated system maintained 
>99.5 percent signal quality over 
the 5 km deployed fiber link, and 
signals sent through the fiber 
remained nearly identical to lab 
references—a prerequisite for 
future entanglement operations

QuAInT143 
Quantum-Accelerated 
Internet Testbed

2021

Oak Ridge, TN  

Oak Ridge NL (ORNL); 
Los Alamos NL; University 
of Tennessee, Knoxville 
(UTK); Purdue University; 
Qubitekk; Amazon Web 
Services (AWS)

Three nodes at ORNL; 
~1.5 km fiber in total; 
planned fiber link to UTK 
and satellite links

Flexible-grid entanglement 
distribution; frequency-domain 
encoding and logic gates; 
tunable single-photon sources; 
all-optical quantum repeaters; 
quantum memory; quantum-
secured communications 
(digital signatures)

	¡ Demonstrated across the three 
ORNL nodes: entangled photons 
with up to 95 percent fidelity 
and remote state preparation, a 
building block for “blind” (secure 
remote) quantum computing

	¡ Characterized quantum digital 
signature hardware over deployed 
ORNL fiber for 25 continuous 
hours; simulations suggest 
signatures feasible at ~50 km

QUCSON/CQN Tucson 
Testbed144

2021

Tucson, AZ

University of Arizona Ten nodes across five 
buildings; ~4 km of fiber 
in total

Multiuser entanglement 
distribution; silicon photonics 
chips; quantum frequency 
conversion; resource allocation 
and management protocols 

	¡ Entanglement distributed and 
dynamically routed among three 
buildings (~1 km links); software-
defined platform demonstrated 
concurrent multi-user resource 
sharing

BARQNET/CQN Boston 
Testbed145 
Boston-Area Quantum 
Network/Center for 
Quantum Networks 
Boston Testbed

2022

Boston, MA metro

Massachusetts Institute 
of Technology Lincoln 
Laboratory (MIT-LL); MIT; 
Harvard University; RTX 
BBN Technologies

Three nodes; ~50 km 
fiber in total 

Diamond silicon-vacancy 
quantum memories; memory-
aided repeater architectures 
for deployed fiber networks

	¡ Photons transmitted over 50 km of 
deployed fiber with 97.7 percent 
fidelity

	¡ Photons transmitted over 50 
km fiber, frequency converted, 
and entangled with a diamond 
quantum memory with 87 percent 
fidelity

MARQI Testbed146 
Mid-Atlantic Regional 
Quantum Internet Testbed

2021

College Park, MD

UMD; ARL; IonQ Five locations; few km 
of fiber

Interconnects for ion trap 
quantum computers over 
kilometer distances

	¡ Quantum modem and router 
prototypes tested on the network: 
the modem converted photons 
from trapped-ion system to 
telecom band; the router directed 
signals to multiple endpoints 

CQN Maryland Testbed147

2025

College Park, MD

UMD Four locations; few km 
of fiber

Entanglement distribution; 
integrating trapped-ion 
quantum processors and 
diamond color center 
quantum memories; quantum 
frequency conversion

	¡ Frequency conversion of photons 
emitted by barium ions to telecom 
band with >33 percent efficiency 
and 97 percent fidelity
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Testbed, Year 
Established,  
Main Location(s) 

Lead Operators &  
Key Partners

Scale Research Areas Nonexhaustive Results

NATIONAL LABORATORY AND UNIVERSITY–LED TESTBEDS

SCY-QNet148 
Stony Brook–Columbia–
Yale Quantum Network

2024 (extends a previous, 
2019 testbed)

Long Island and New York 
City, NY; New Haven, CT

Stony Brook University; 
Brookhaven NL; Columbia 
University; Yale University

Plans for 10 nodes over 
>350 km of fiber in total 

Quantum repeater-based 
long-distance entanglement; 
heralded quantum memories 
(atomic/rubidium-based 
[Rb]); atom-based quantum 
processing units; quantum 
frequency conversion

	¡ Laser pulses converted to telecom 
band (via Rb-based frequency 
converters) remained near-
indistinguishable after traversing 
deployed fiber between two 
locations (158 km total)—a 
prerequisite for long-distance 
quantum memory entanglement

ASPEN-Net149 
Attosecond Synchronized 
Photonic Entanglement 
Network

2024

Eugene, OR; Boulder, CO; 
Urbana, IL

University of Oregon; CU 
Boulder; NIST Boulder; 
UIUC; University of New 
Orleans; University of North 
Dakota; HRL Laboratories; 
Boeing

Plans for three network 
locations:  Boulder (16 
nodes), Oregon (four 
nodes), and Illinois (four 
nodes), with fiber links 
up to 100 km long.

Modular, all-optical 
networking architecture; 
high-rate entanglement 
distribution; single-photon 
sources; all-optical quantum 
memories; attosecond-level 
synchronization; photon-
counting detectors; network 
management and feedback 
control systems

No results identified

INDUSTRY-LED TESTBEDS

EPB Quantum  
Network150

2023

Chattanooga, TN

Electric Power Board (EPB); 
IonQ/Qubitekk; ORNL; 
University of Tennessee at 
Chattanooga;

Up to 10 nodes; 8 km 
fiber loop

Commercial quantum 
technology validation and 
interoperability testing; 
quantum computing 
integration and access; 
entanglement distribution 
and polarization stabilization 
research

	¡ Entanglement distributed 
continuously for ~30 hours to 
two nodes (~3.5 km fiber links) 
with automatic polarization 
stabilization and no downtime; 
~94 percent entanglement stability 
throughout

	¡ Demonstrated signatures of four-
photon interference—building 
block for quantum repeaters—
over 5 and 10 km loops, but 
photon source quality and signal 
loss prevented entanglement 
verification

GothamQ151

2023

New York, NY

Qunnect; New York 
University; Columbia 
University; Cisco; QTD 
Systems

Six nodes; ~300 km fiber 
in total

Entanglement distribution; 
network orchestration (with 
Cisco)

	¡ Entanglement distribution over 34 
km fiber for 15 continuous days; 
up to 500,000 entangled pairs per 
second (>84 percent fidelity) or 
~99 percent fidelity at 20,000 pairs 
per second

	¡ Entanglement swapping over 17.6 
km fiber with independent sources 
at each node; swapping rates 
>0.65 per second

Quantum Corridor152

2023

Chicago, IL;  Hammond, IN

Quantum Corridor Inc.; 
Ciena; Juniper; C1; Toshiba 
International Corporation

Two nodes; ~22 km 
operational fiber; ~277 
km additional fiber in 
ground along Indiana Toll 
Road

QKD over commercial 
fiber; high-speed classical 
networking infrastructure for 
future quantum applications

	¡ Demonstrated QKD (Toshiba 
equipment) on 21.8 km fiber; 
continuous key generation over 
48 hours, producing enough key 
material (~1,500 kbps) to refresh 
keys every 90 seconds

ABQ-Net153 
Albuquerque Quantum 
Network

2026

Albuquerque, NM

Qunnect; Roadrunner 
Venture Studios; 
Center for Integrated 
Nanotechnologies (Sandia 
NL and LANL)

Two nodes; ~25 km fiber 
link

Open-access user facility for 
entanglement distribution on 
existing telecom fiber

No results identified
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