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Glossary of Terms''

ASAT Anti-satellite weapon.

C4ISR Command, control, communications, computers, and
intelligence, surveillance, and reconnaissance.

Dazzling The use of intense directed radiation to temporarily blind
a target’s sensors.

Endoatmospheric Operating within the lower atmosphere, or atmosphere
proper, which extends to around 60 miles above the
Earth’s surface.

Exoatmospheric Operating beyond the lower atmosphere, or atmosphere
proper.
Geostationary equatorial orbit (GEO) A geosynchronous orbit tracking directly over the Earth’s

equator. In GEO, the satellite will generally remain
directly over the same place on the Earth’s surface.

Geosynchronous orbit (GSO) A circular, high Earth orbit in which a satellite’s orbital
speed matches the Earth’s speed of rotation. Since
the satellite is orbiting at the same rate that the Earth
is turning, it appears to stay in place over a single
longitude, although it may shift north to south.

Jamming The deliberate radiation, reradiation, or reflection of
electromagnetic energy in order to prevent or reduce an
enemy’s ability to use the electromagnetic spectrum.

Lasing The use of a laser. In the case of satellites, lasing can
be used to damage or disrupt a satellite’s sensors by
“blinding” or “dazzling” them.

Low Earth orbit (LEO) The orbit closest to the Earth’s surface, where most
scientific and many weather satellites operate.

Medium Earth orbit (MEO) The region of space above low Earth orbit and below
geosynchronous orbit.

Orbital debris Any man-made object in orbit around the Earth that no
longer serves a useful function. Orbital debris includes
non-functional spacecraft, abandoned launch vehicle
stages, mission-related debris, and fragmentation debris.

PNT Positioning, navigation, and timing.

SSA Space situational awareness.
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I. The Vital Importance of Space
to the United States - and the
Increasing Threat

The United States is profoundly reliant on the
ability to use space for its security. Though little
appreciated outside of professional and expert
circles, space — or, more precisely, U.S. assets in
and using space — are vital to U.S. defense and
intelligence communications with and among
national leaders, military forces, and others; com-
mand and control; positioning, navigation, and
timing (PNT); intelligence, surveillance, and recon-
naissance (ISR); and a host of other functions.
While these may seem rather like “back office”
functions to a lay reader, they are actually the stuff
of which American global military primacy is made.
The U.S. military is not currently superior to its
potential adversaries because it has stronger sol-
diers, bigger guns, or more tanks. Rather, it has the
upper hand because it can understand better what
is taking place in the midst of conflict, what its own
forces are doing, and what those of an enemy are
doing amidst the “fog of war.” The United States
can therefore employ force around the globe more
rapidly, more precisely, and more intelligently —
and thus more effectively.® Together, this “smarter”
and more agile U.S. military is therefore uniquely
capable of applying decisive power against an
adversary.*

Exploitation of space is particularly critical to
effective U.S. power projection, as it provides the
U.S. military with the ability to operate effectively
over global distances, beyond the reach of what
U.S. ground-based and aerial assets, limited by
range and endurance, can provide. As General
John Hyten, Commander of U.S. Air Force Space
Command, recently said on CBS’ 60 Minutes,
because of space “we can attack any target on
the planet, anytime, anywhere, in any weather.”
Thus Washington’s ability to project credible and
effective military power to key regions such as
the Western Pacific, Europe, and the Middle East
— which is elemental to the U.S. national security
strategy of forward engagement — relies on space.
And this reliance is increasing.

Furthermore, while space is crucial for U.S. power
projection and an effective military posture in key
regions, it is also vital for crucial homeland defense
and deterrence functions. Space-based assets
provide early warning of missile attacks against the
United States (and others) and serve as a crucial
component in the command and control system for
U.S. nuclear forces in the event of war — including a
nuclear war.® As the 2011 U.S. National Security Space
Strategy, a document bearing the signatures of the
Secretary of Defense and the Director of National
Intelligence, summarized, “[s]pace capabilities
provide the United States and our allies unprece-
dented advantages ... create a decision advantage
... [and are] vital to monitoring strategic and military
developments ... Maintaining the benefits afforded
to the United States by space is central to our
national security.”

Space, then, is vital for America’s military preemi-
nence and the national strategy it underwrites.
But this reliance is becoming increasingly prob-
lematic. This is because potential U.S. adversaries
have noticed the degree of U.S. reliance on its
space architecture and the advantages that the
United States has accrued from it and have been

The National Security Space Strategy, the Obama Administration’s
flagship policy statement on national security space issues, was
Jointly released in January 2011 by the Secretary of Defense and
the Director of National Intelligence.
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Space-Enabled Power Projection

assiduously working to find ways to threaten U.S.
space and space-related systems. Indeed, many
observers have noted that these potential oppo-
nents judge the U.S. space architecture to be the
“Achilles’ heel” of U.S. military power, in light of
the depth of American reliance on these systems
and the vulnerability of the U.S. satellite architec-
ture.® As General Hyten put it, without access to
space the U.S. military would be a greatly reduced
force. As he put it, in such a circumstance the U.S.
military would return to a model of “World War II” or
“industrial age” warfare.®

Nor is this merely a peril for the future. Rather, after
many years in which this problem seemed safely
ensconced over a distant horizon, it is now coming
increasingly into view that threats to U.S. space
assets are real and pressing — and indeed are likely
to worsen, probably significantly.” Countries like
Russia, China, and even nations with more modest
capabilities and resources are gaining the ability to
hold U.S. satellites at risk not only through kinetic
direct-attack methods such as anti-satellite (ASAT)

missiles, but also through non-kinetic and more
limitable techniques such as jamming, “dazzling,”
cyber and other electronic attack, and other novel
methods." Some of these approaches can destroy
or disable satellites, whereas others offer the
option of blinding or otherwise interfering with the
effective functioning of space assets."

The result is that the U.S. space architecture

is becoming increasingly vulnerable, with U.S.
satellites in low Earth orbit already targetable by
a nation such as China and with U.S. satellites

in deeper space very likely to become similarly
exposed soon.® China’s 2007 destruction of a
satellite in low Earth orbit demonstrated its abil-
ity to hit satellites at that range.” And its 2013 test
of an anti-satellite weapon reportedly propelled

a missile approximately 18,600 miles into space,
just shy of the 22,236 miles at which U.S. satel-
lites in geosynchronous orbit — including essential
missile warning and communications satellites

— are located.” As Air Force Lieutenant General
John Raymond, then the Commander of the 14th
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MEO = Medium Earth Orbit (5,000—-10,000 km)
GSO = Geosynchronous Orbit (36,000 km)

Air Force and the Joint Functional Component
Command for Space for Strategic Command, testi-
fied in March 2015: “We are quickly approaching
the point where every satellite in every orbit can
be threatened.” In sum, then, the United States is
highly reliant on its space architecture for the full
range of military operations — and that architecture
is vulnerable and becoming more so.

The commitment and cunning of potential adver-
saries is not the only or even necessarily the
primary source of official concern. Rather, a great
deal of the pessimism about the future security of
the U.S. space architecture derives from the reality
that the existing U.S. space architecture is vulner-
able and delicate because it was not designed

to deal with the kinds and degree of threats that
are emerging. To the contrary, U.S. space assets
have historically been built and postured in ways
that largely presumed their safety or sanctuary
from attack. As the then-commander of U.S. space
forces, General William Shelton, put it in 2014: “Our
satellites were not built with such threats in mind.

CNAS.ORG

In fact, space largely has been a peaceful sanctu-
ary up to this point, and due to the cost of each
of these intricate machines we build just enough
capability and build it just in time.”"

This relative neglect was not a product of malign

intent or foolishness. Rather, past decisionmakers

had reasons (some better than others, and some

more justifiable at different times than others) for

deciding to build the U.S. space architecture in

this way. For one thing, U.S. space assets enjoyed

a degree of sanctuary for many years due to the

significant technical challenges to being able to

strike at or interfere with satellites. This meant

that investments in defending space assets often

seemed unnecessary and wasteful, especially in

the face of the immense costs of space lift and

the incentives to concentrate multiple payloads

on a single platform. Particularly in the permissive

post-Cold War security environment, space deci-

sionmakers thus elected to err in favor of efficiency,

streamlining, and eliminating redundancy, thereby

maximizing performance (in much the same way |
7
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Threats to the U.S. Space Architecture

e

DAZZLING JAMMING

that the United States streamlined its basing infra-
structure in the Pacific in ways that have made it
more vulnerable to Chinese attack).”

Moreover, through the Cold War the main threat to
U.S. satellites was judged to be a nuclear attack,
one that was thought would signal the prelude to
or be a component of a general strategic attack

by the Soviet Union. In large part for this reason,
during the Cold War attacks on space assets came
to take on a connotation of total war, of a desire

to cross the fundamental boundary demarcating

a limited conflict from a general war between the
superpowers.” There was thus reason to think that,
even to the degree that the U.S. space architecture
was vulnerable, a capable adversary like the USSR
would still be loath to attack it.

There were thus reasons, many of them justifiable,
for the United States to build its space posture in
the way it did. But the upshot of these factors has
been to leave the U.S. space force vulnerable

— and increasingly so as adversaries exploit new
technologies to hold these assets at risk. The
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United States has therefore built an enormously
expensive and delicate architecture of space
assets upon which it greatly relies for its military
preeminence — and left it increasingly vulnerable to
adversary attack or disablement. As some have put
it, the past history of U.S. space procurement and
policy has left the U.S. satellite architecture replete
with “juicy targets.”? Or, as the former head of Air
Force Space Command put it, space had “been
kind of [a] peaceful sanctuary. It is not anymore.”

____________________________________________________________|
The United States has built an enormously
expensive and delicate architecture of
space assets upon which it greatly relies
for its military preeminence - and left
it increasingly vulnerable to adversary
attack or disablement.




Il. The U.S. Response to the Threat
Thus Far

This is the problem. The question now is what is to
be done about it. And, more specifically, what can
be done to deal with it in a sustainable way that
continues to maintain the U.S. ability to hold the
military-technological high ground over plausible
adversaries like Russia and China, meaning in par-
ticular the ability to exploit the use of space in the
service of overall U.S. military superiority.

Fortunately, the United States and the Department
of Defense (DoD) in particular are increasingly seized
with this problem and calling on the policy world and
industry to help respond to it.? This represents an
improvement. As recently as 2011, the U.S. govern-
ment took a rather measured tone on the dangers to
the U.S. space architecture. In that year, the National
Security Space Strategy observed rather sanguinely
that the “evolving strategic environment increasingly
challenges U.S. space advantages” and that “[s]pace
... is becoming increasingly congested, contested,
and competitive.”” Now, however, DoD and, to

some extent, the U.S. government as a whole have
taken on a noticeably more alarmed tone about the
scale and intensity of the threat to the U.S. position
in space. At the early 2015 annual threat testimony
of the nation’s intelligence chiefs, both Director of
National Intelligence James Clapper and Director

of the Defense Intelligence Agency Vincent Stewart
drew attention to the growing challenge to U.S.
space assets, with Clapper observing that “[t]hreats
to U.S. space systems and services will increase

in 2015 and beyond,” particularly from China and
Russia.?* More pointedly, Under Secretary of Defense
Frank Kendall, the Pentagon official responsible for
weapons acquisition and development, reported

in March 2015 that the American position in space
“is particularly bad” due especially to Chinese and
Russian advances in anti-space capabilities. In fact,
Kendall publicly assessed that the threat to the U.S.
posture in space by 2025 would in fact be the most
severe among all the military domains — a more seri-
ous vulnerability for the Pentagon, in other words,
than the growing threats to U.S. surface ships or
bases or the perils to the U.S. military in cyberspace,
each the subject of a much greater amount of recent
public attention.®

CNAS.ORG

Nor has the Pentagon’s growing anxiety only been
manifested in words. In perhaps the most reveal-
ing reflection of the DoD’s increased anxiety about
the U.S. position in space, the Pentagon recently
established an initiative to invest as much as $8
billion more in space capabilities over the next five
years, an especially serious signal of how gravely
the Pentagon takes the problem in light of how
precious such funds are since the enactment of the
Budget Control Act of 2011.% The Pentagon official
with primary responsibility for space explained this
increase as reflecting “a far more serious commit-
ment to the mission area, reflective of what we see
in the threat.”? Even the 2015 National Security
Strategy sounded the alarm about the aborning
challenges to U.S. interests in space.?

A modified SM-3 missile launches from the missile cruiser the USS Lake
Erie in 2008 to intercept a dysfunctional American satellite.

| 9
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As a consequence of this shift, the DoD’s bureau-
cratic and procurement wheels have begun to
move, albeit very slowly. The Pentagon is undertak-
ing or has undertaken a number of internal reviews
on how to chart the course for the future U.S.
space architecture.?® The Department of Defense
is making its new satellites more maneuverable to
evade attack and rendering them more resistant

to jamming while also building a new radar system
that will better enable it to track objects in space,
which will aid in gaining for the United States a
better sense of the space threat. The United States
has also deployed two space surveillance satellites
to observe what other countries are doing in geo-
stationary orbit.*® Looking forward, the Air Force
has also urged DoD to undertake revolutionary
and disruptive changes to its space procurement,
research and development, and posture.™

While these steps represent encouraging progress,
the reality, however, is that these changes will take
time to bear fruit, not least because it has in recent
years taken upwards of a decade to develop, build,
and launch satellites. Moreover, even under ideal
funding and policy conditions, the problem posed
by threats to the U.S. space architecture is very
unlikely to be fully “solved.” The United States will
need to continue to rely greatly on space, as it is
simply too useful to be abandoned. And as the
United States continues to do so, the systems it
puts into orbit will still be essentially fragile,
operating in a hostile environment that is by its
nature difficult and expensive to access and
operate within.®? At the same time, the march of
technology and its diffusion mean that space
assets will likely become more rather than less
vulnerable — great distance and the difficulties of
precise targeting are no longer insuperable
problems to a growing range of potential oppo-
nents.® As a result, the vulnerability of important
space systems will be a reality to be recognized,
managed, and dealt with rather than one to vainly
attempt to eliminate.

In effect, then, space is becoming a domain like
any other — air, sea, land, and electromagnetic —
in which the United States will have to compete
and fight for the ability to access and exploit the
domain rather than assume safe and uncontested

passage within and use of it.3* The United States
will therefore need to adapt to this emerging reality
of persisting reliance on space coupled with grow-
ing vulnerability. The question is how best to do so.

____________________________________________________________|
Even under ideal funding and policy
conditions, the problem posed by threats
to the U.S. space architecture is very
unlikely to be fully “solved.”




lll. Candidate Approaches for
Dealing with the Threat to the U.S.
Space Architecture

One obvious way to address the growing threat

to the U.S. space architecture is to seek to defend
against it. Improving the defenses (active and
passive) of U.S. space and terrestrial assets, for
instance, offers a clear avenue to diminishing the
vulnerability of the architecture.® Defenses for
assets in space can be augmented, for instance,
by increasing the hardiness of the satellites them-
selves to enable them to defeat, survive, or ride out
attack; by providing future satellites with upgraded
active defenses of their own; by deploying addi-
tional, dedicated systems to guard satellites

and their associated architectures (for instance
interceptor systems); and by improving space situ-
ational awareness (SSA) to better anticipate and
understand threats.*® Alternatively, the threat can
be negated or minimized through the development
of strike capabilities for use against adversary
anti-space assets. These could include kinetic and
non-kinetic capabilities to attack adversary anti-
space missiles and non-kinetic weapons/tools as
well as the command, control, communications,
computers, and intelligence, surveillance, and
reconnaissance (C4ISR) architecture needed to
guide and control them.

The problems with this defensive approach lie in
the formidable cost and technological difficulties of
providing direct defense capabilities for satellites,
the inherent fragility of space assets and conse-
quent challenges and limits to increasing their
survivability, the tradeoffs involved in orienting
satellites to defense rather than their primary
missions, and ultimately in the broader disadvan-
tages facing the defender in space. Given the
punishing conditions of space, the delicacy of
satellites, and other such factors, the demands and
pressures on the defender are generally higher
than on the attacker. Satellites carrying payloads
weigh a considerable amount and thus require
more propellant to move and specifically to evade
the small and thus much more nimble and maneu-
verable ASAT warheads used to target them.
Jammers and lasers, meanwhile, that can blind or
disable satellites are relatively cheap compared to

CNAS.ORG

the defenses required to guard against them.
Furthermore, defenses can produce self-defeating
consequences of their own, such as orbital debris,
that can end up crippling or negating the value of
the satellite.”

Accordingly, the job of attackers is, generally
speaking, going to be easier than the defender’s,
and considerably less expensive. Thus relying
excessively, let alone exclusively, on defenses
would likely put the United States in a losing
cost-technological competition with potential
adversaries, which would likely be able to circum-
vent at least a substantial portion of U.S. defenses
in a cost-efficient manner.?®

The problem with relying too much on developing
capabilities against adversary ASAT capabilities,
their associated terrestrial infrastructure, and the
C4ISR networks that enable these weapons is
that in many cases it is very and in some cases
extremely difficult to develop, field, and employ
capabilities (kinetic and non-kinetic) that can reli-
ably preempt or interdict a sufficient portion of an
enemy’s anti-space capabilities. This stems from
the fact that such systems — for instance missile
systems, jammers, or lasers — may not always be
readily identifiable or discernible; may be mobile,
hardened, or concealed and thus hard to con-
fidently target and destroy or disable; may not

be targetable in time; and may be too expensive
to pursue. Furthermore, reliance on preemption
to defend crucial U.S. space assets would put

the country in the position of needing to strike
early or even first in a crisis or conflict at targets
potentially deep within an adversary’s territory (or
even in a neutral third country), thereby generat-
ing serious stability and escalation concerns. A
space defense strategy that relied excessively,

let alone exclusively, on striking an adversary’s
counterspace assets preemptively could thus put
the nation in an impossible political-military posi-
tion, one in which it would be required to strike
early in a crisis to ensure it could attack a potential
adversary’s counterspace architecture before they
dispersed or readied their defenses. It seems clear
that no American political leadership would want
to be forced into such a position, and with ample
reason.®
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IMPROVE ACTIVE AND PASSIVE SATELLITE DEFENSES

What would this entail?

What are some of the challenges to this strategy?

« Increase the hardiness of satellites;

- Provide future satellites with upgraded active
defenses;

« Deploy additional, dedicated systems to guard satel-
lites; and

« Improve space situational awareness (SSA) to antici-
pate threats.

What would this entail?

 Formidable cost and technological difficulties;
« Inherent fragility of space assets;

- Tradeoffs between orienting satellites toward defense capa-
bilities vs. primary missions;

« A punishing space environment puts the defense at an inher-
ent disadvantage; and

« Creates self-defeating consequences, such as orbital debris.

DEVELOP STRIKE CAPABILITIES

What are some of the challenges to this strategy?

« Preemptively strike at anti-space capabilities before
they have the opportunity to attack;

« Deploy kinetic and non-kinetic capabilities to strike
anti-space missiles; and

« Strike at command, control, communications, comput-
ers, and intelligence, surveillance, and reconnaissance
(CA4ISR) architecture needed to guide anti-space
missiles.

What would this entail?

- Difficulties in developing strike capabilities able to preempt a
sufficient portion of anti-space capabilities, largely because
enemy ASAT capabilities:

» Are not readily identifiable or discernible;
» May be mobile, hardened, or concealed;
» May not be targetable in time; and

» May be too expensive to pursue.

« May force the United States into a position requiring an
early first strike, which may or is likely to be unpalatable or
inadvisable.

CHANGE COMPOSITION TO IMPROVE RESILIENCY

What are some of the challenges to this strategy?

« Disaggregate currently concentrated architecture into
a larger number of smaller satellites;

« Endow future space assets with greater
maneuverability;

« Improve SSA;

« Develop future satellites that are more replaceable
and expendable by making them more modular and
adaptable;

« Increase the redundancy of space assets to reduce
points of vulnerability;

« Streamline production to aid replacement; and

« Improve space launch capabilities to ease getting new
assets into orbit.

« Provides no disincentive to prevent an adversary from devel-
oping sufficient capabilities to overcome resilient systems; and

« Adversaries will likely stay on the advantageous side of the
cost competition due to the expense of launching and operat-
ing space assets.




REDUCE RELIANCE ON SPACE ASSETS

What would this entail?

CNAS.ORG

What are some of the challenges to this strategy?

« Prepare to use aircraft, unmanned aerial vehicles, and
ground or sea lines of communications for functions
currently performed by space assets (particularly com-
munications relays and ISR missions;)

« Develop more ground and sea-based communication
links to lessen reliance on space assets; and

« Prepare the U.S. military to operate in an environment
with degraded C4ISR.

« Aforce content to operate without space assets will almost
certainly be far less capable than one with them; and

« Air-breathing ISR’s effectiveness and reach are limited due to
sovereignty concerns, air defenses, and other factors.

INCREASE INTERNATIONAL POLITICAL COSTS OF ANTI-SPACE STRIKES

What would this entail?

What are some of the challenges to this strategy?

« Reinforce norms against anti-space attacks, particu-
larly those that cause space debris; and

« Associate U.S. national security payloads with foreign
space assets to increase international and reputational
costs of an anti-space attack.

- Different national strategic perspectives about the purposes
and forms of arms control agreements make arms control trea-
ties unlikely to succeed;

» The United States is not likely to rely on shared multi-national
space assets for core military missions; and

« Shared multi-national space assets with a plausible allied
country are not likely to provide sufficient dissuasion to pre-
vent attack.
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Another method for dealing with the increasing
threat to the U.S. space architecture is to alter
its overall composition to make it a less vulner-
able target and to improve its resiliency in order
to enable it to recover from damage. This would
mean taking steps such as disaggregating the
currently highly concentrated architecture into

a larger number of smaller satellites; building
more maneuverability into future space assets;
improving SSA to better understand the space
environment; developing future satellites that
are more replaceable and thus expendable, for
instance by making them more modular and
adaptable; building more redundancy into the
architecture as a whole to diminish points of
vulnerability and failure; streamlining produc-
tion processes to aid replacement; bettering the
nation’s space launch capabilities to ease getting
new assets into orbit; and augmenting the ability
of the United States to inspect, repair, and relo-
cate its satellites on orbit.*°

This approach is attractive and undoubtedly an
important constituent part of any sensible space
strategy as space becomes a more contested
domain. Accordingly, the United States has begun
to explore and pursue this avenue, fortified by
the fact that the progress of technology offers
opportunities for space resilience as well as for
space offense.” As the advance of technology
for spacefaring drives down costs and barriers to
space activity, the United States can and should
exploit these developments to develop a less
vulnerable and more resilient space architecture.

The problem is that solely emphasizing resilience
without credible ways of defending against or
deterring adversary attacks courts failure, as
alone it provides no meaningful disincentive to
the adversary’s simply taking the extra steps
needed to attack this more resilient U.S. space
architecture in detail. While this might be a more
challenging and expensive proposition than
striking at the current U.S. space architecture, the
abiding vulnerability of space assets and the
fundamental fact that launching and operating
space assets will remain expensive mean that the
adversary seems likely to stay on the advanta-
geous side of the cost competition.

____________________________________________________________|
Solely emphasizing resilience without
credible ways of defending against or

deterring adversary attacks courts
failure, as alone it provides no meaningful
disincentive to the adversary’s simply
taking the extra steps needed to attack
this more resilient U.S. space architecture
in detail.

For instance, there are sharp limits to the advan-
tages that adding maneuverability to U.S. space
assets offers. Plausible additional maneuverability
would not materially protect against the kind of
homing ASATs that the Chinese and Russians have
developed given the inherent advantages of a
smaller, specialized projectile against a bulkier tar-
get satellite designed for other purposes and with
limited propellant available. Indeed, even if such

a satellite could outmaneuver a homing ASAT, the
target satellite would have expended a large frac-
tion — if not all — of its propellant and thus would
not be able to return to its proper orbit.*

For these reasons, the Pentagon has already
made clear that, while it will continue to emphasize
resilience-promotion strategies like disaggregat-
ing functions onto a greater number of space
assets, the United States will nonetheless need

to pursue a broader approach to space in light of
the limitations of this approach.”® Added resilience
will therefore be a necessary component, but it is
unlikely to solve the fundamental challenges facing
U.S. space strategy.

An additional avenue of approach for the United
States is to seek to mitigate the consequences of
its growing vulnerability in space by relying more
on terrestrial and air-breathing assets for a range
of missions that it has been relying on orbital
assets to perform in recent years. For instance,
the United States could prepare, especially in the
event of conflict, to use aircraft, unmanned aerial
vehicles, and ground or sea lines of communica-
tion for functions currently assigned to vulnerable
space assets, such as communications relay, ISR,



AneN s'n

CNAS.ORG

A U.S. Navy communications satellite is launched into orbit from Cape Canaveral, Florida.

and the like. Along these lines, last year Secretary
of Defense Carter called for the military to reduce
its dependence on the increasingly vulnerable
Global Positioning System (GPS) constellation.*
Additionally, the United States could develop more
ground and sea-based communication links to
lessen reliance on space assets.* Relatedly, the U.S.
military can prepare forces for operating in an envi-
ronment of degraded or diminished C4ISR. In other
words, U.S. forces can be trained or retrained to
operate with more limited capabilities for functions
such as PNT, or these functions could be insourced
such that forces could operate more autonomously.
In this vein, U.S. forces are already training for sub-
stantially reduced access to space services.*

This approach is also promising, and reports indicate
that DoD is already looking at more endoatmo-
spheric options for a variety of military tasks as well
as preparing forces for operating in a less permissive
C4ISR environment. But, while undoubtedly much

can be achieved in these respects, the fact remains
that a force content to operate without space
assets would also almost certainly be a far less
capable one than one able to leverage them — an
“industrial” rather than an “information” and
“space” age force, to use General Hyten’s terminol-
ogy. It seems difficult to imagine that the amount of
data and the global reach of space assets can even
be approximated by a terrestrial configuration and
thus that forces operating without the benefits of
space services could be remotely as effective as
those that do. For instance, ground-based commu-
nications (such as fiber, microwave, and cellular
communications) are satisfactory for fixed installa-
tions in relatively friendly territory, but cannot
adequately support maneuver forces, particularly
at the forward edge of the battle area. Meanwhile,
airborne ISR and, possibly, communications relays
may be more suitable but are limited by short
line-of-sight restrictions, and most such platforms
cannot operate in denied airspace, especially not
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for long.” Moreover, even in non-hostile territory
using air-breathing platforms for ISR or communica-
tions would likely often be problematic because
their reach would be limited due to concerns about
sovereignty, since the airspace above countries is
part of their sovereign territory while space is not.
In other words, while it certainly makes sense to
reduce the dependence of U.S. forces on space
assets, this too can only be an element of a
broader space strategy. The United States cannot
sacrifice its ability to use space in the event of
conflict and hope that its military will be remotely
as effective as it is today.

____________________________________________________________|
The fact remains that a force content to
operate without space assets would also
almost certainly be a far less capable one

than one able to leverage them.

Finally, the United States can also seek to raise the
international political costs to potential adversar-
ies of striking at U.S. space assets. It can do so
through trying to reinforce norms against attacks
against space assets, particularly those that cause
space debris, and by collocating or otherwise asso-
ciating U.S. national security payloads with foreign
space assets.”® The United States has also taken
steps in these directions, engaging within a variety
of international venues on space codes of conduct
and other “rules of the road” for outer space, for
instance.*

Nonetheless, there are limits to this avenue of
approach as well. Formal, treaty-based, space
arms control has long been a non-starter, and not
by coincidence. Rather, the key implicated nations
have fundamentally different views about the
appropriate purposes and form of any such arms
control agreement, views that are substantially
influenced when not wholly derived from the differ-
ent strategic perspectives that the United States,
Russia, China, and other key states bring to the
table.

Mingling U.S. space assets with those of other
nations also faces constraints. While seeking to
share space missions with other friendly nations
can be helpful in sharing risk and raising the politi-
cal and reputational costs to a potential attacker,
the United States is unlikely to rely too much on
placing core military missions on orbital assets that
it does not exclusively control. And even in cases
where the United States and a foreign state agree
to share satellites, in the event of war with Russia
or China such adversaries may not view a joint ven-
ture with a plausible space partner like the United
Kingdom, Australia, or Japan — close U.S. allies that
they are — as sufficient dissuasion to attack.



IV. Defense and Deterrence for
Space: The Need for a Limited War
Strategy for Space

Each of the abovementioned avenues of approach
offers promise in helping the United States to deal
with the growing perils to its space architecture.
The United States should therefore explore all of
these routes to mitigating the fundamental prob-
lems it faces in space, though the degree of
investment and effort allocated to each will depend
greatly on calculations of cost, capability, and risk
that are (usually appropriately) hidden behind walls
of secrecy. But while each course of action offers a
partial means of addressing the growing threat to
U.S. space assets, neither singly nor jointly can
they fully meet the challenge. For even if the
United States resolutely pursues all these avenues
to mitigation, it is unlikely to change the fundamen-
tal reality that, in almost any plausible scenario, the
United States will need to continue relying substan-
tially on space assets that are vulnerable, and in
many cases perhaps very vulnerable, to a wide
variety of kinetic and non-kinetic threats.*

____________________________________________________________|
The era of unchallenged U.S. dominance of
space is over.

For the determinant reality is that the era of unchal-
lenged U.S. dominance of space is over. Thus it

is probable that some potential U.S. adversaries
will, whatever corrective actions the United States
is likely to pursue, be able to strike at U.S. space
assets, and strike with possibly significant con-
sequences for U.S. military power. Of course the
scale and intensity of this threat will vary consid-
erably based on the potential opponent — China
and Russia will be more menacing in this respect
than North Korea or Iran. But the fact remains that
the United States is likely to face — and indeed is
already facing — adversaries that can do serious
damage to what is a vital component of U.S. mili-
tary posture.
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Thus, because some degree of vulnerability in
space appears to be inevitable and because the
United States is near certain to need to continue
relying on space, the United States must find ways
to protect its equities in space at least in part by
persuading its adversaries not to exploit those
vulnerabilities. More precisely, the United States
needs to find ways to induce, convince, coerce,
deter, dissuade, coax, incentivize, or otherwise per-
suade potential adversaries that can threaten U.S.
space assets not to act on that ability or to limit the
extent to which they do.

Unfortunately, there seems to have been little
effort to develop a serious defense and deter-

rent posture for space until recently, and it is not
clear that even commendable recent efforts to
strengthen the U.S. space posture are guided by a
clear strategic logic, despite the worsening prob-
lem.”" Indeed, Congress was sufficiently concerned
by the absence of such a coherent approach and
the apparent lack of movement within the execu-
tive branch towards developing one that it felt
compelled to mandate in the National Defense
Authorization Act for Fiscal Year 2016 that the

U.S. government develop such a strategy.® This
arrested development has stemmed in part from
the sense held until recently that U.S. space assets
were largely safe, in part from concern in some
quarters that developing a deterrent posture for
space would contribute to or spur arms racing

and the further militarization of the space domain,
and in part from the vestigial sense that adversar-
ies would be deterred from space attacks by the
prospect of uncontrolled escalation. This last factor
derived in part from the sense during the Cold
War that the deterrent to attacks against space
assets lay largely in the threat that such a step
would likely be construed as a prelude to a general
attack, and therefore greatly risk general nuclear
war. Thus this legacy U.S. approach to deterrence
of attacks against space assets relied, explicitly or
latently, on the threat of a potentially overwhelming
retaliation against even limited space attacks.

But such a threat is of substantially decreasing
credibility. In today’s much different context, no
one really believes that a limited space attack
would necessarily or even plausibly be a prelude to
total nuclear war. Would the United States respond
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with a major strategic strike if China or Russia, in
the context of a regional conflict with the United
States, struck discriminately at implicated U.S.
space assets in the attempt to defang U.S. power
projection, all while leaving the broader U.S. space
architecture alone? Not only does such a massive
response seem unlikely — it would be positively
foolish and irresponsible. Furthermore, would other
nations regard attacks on assets the United States
was actively employing for a local war as off limits
to attack? Indeed, any reasonable observer would
have to judge that such discriminate attacks on
U.S. space assets would not necessarily be illegiti-
mate, as, by the United States’ own admission, it
relies greatly on its space architecture for conven-
tional power projection.

Moreover, official U.S. statements on how the
United States would respond to attacks on its
space assets — to the limited extent such state-
ments exist and the degree to which those given
are clear — offer no indication it would respond
massively to such strikes.®®* Perhaps more to the
point, senior responsible U.S. officials have tele-
graphed that the United States would indeed not
necessarily respond massively to attacks against
its space assets.® In light of these factors, any U.S.
space deterrence strategy that is predicated on an
all-or-nothing retaliation to space attacks will
become increasingly incredible and thus decreas-
ingly effective — and indeed might even invite an
adversary’s challenge in order to puncture or
degrade U.S. credibility.

____________________________________________________________|
Any U.S. space deterrence strategy that is
predicated on an all-or-nothing retaliation
to space attacks will become increasingly
incredible and thus decreasingly effective.

In other words, since space assets can increasingly
be attacked segmentally and discriminately rather
than totally, this means that credibly and effectively
deterring such attacks requires a less than total
response. Since the threat is more like a rapier than
a broadsword, the United States needs rapier-like
ripostes of its own. Accordingly, the United States

needs a more discriminate deterrent for space. In
particular, it needs a flexible deterrent capable of
meeting the intensifying challenge of deterring

an adversary — and particularly a highly capable
potential opponent like China or Russia — from
attacking (or attacking to a sufficient degree) those
U.S. space assets needed for the United States

to effectively and decisively project power and
ultimately prevail in a conflict in a distant theater. At
the same time, this flexible deterrent must con-
tribute to dissuading such an enemy from striking
at the nation’s broader military and civilian space
architecture, and in particular those core strategic
space assets needed for central deterrence.

Put simply, the United States will need to find ways
to limit war in space. Thus an effective U.S. strat-
egy for space will need to be in substantial part

an effective limited war strategy, meaning that

the United States is going to want to find ways to
favorably limit a war with such space-threatening
adversaries. In essence, favorably limiting a war
means that the terms of mutual limitation with the
adversary allow the United States to prosecute the
conflict successfully, at least with respect to the
necessarily constrained political objectives that
such a bounded conflict allows.%®

But of course these terms of limitation will neither
be set clearly in advance nor in stone. Accordingly,
Washington’s goals for shaping a conflict involving
space should be twofold. First, the United States
will want a limited war to be one in which it can
use its space assets sufficiently to achieve victory,
even if a limited one. At the same time, Washington
will want to encourage potential adversaries such
as Russia, China, and perhaps others to elect not
to exercise their escalatory options, including

their nuclear forces, against the United States and
its allies. In short, the United States is not simply
going to want to bound a war; rather, it is also
going to want to shape any such conflict in ways
that are sustainable during the conflict and which
favor American objectives.

How might the United States go about developing
the appropriate strategy and posture to accom-
plish this? Doing so involves two interrelated steps:
developing formulae for bounding a conflict that
allow the United States to operate effectively and



developing the capabilities and deterrent threats to
enforce them, with the idea of winning the adver-
sary and third parties’ assent to these preferred
boundaries. In other words, it means proposing the
rules of the fight and then building the assets and
strategy to incentivize an adversary’s observance
of them.

It is important to emphasize that, while distinct,
these processes are mutually interactive. Proposed
rules for limitation must of course allow for the
United States to operate sufficiently effectively,

but they also must be accepted by an adversary if
they are to exercise a meaningful influence — and
such acceptance can only come from some combi-
nation of the opponent’s operational and political
interests in bounding combat in space and his

fear of the deterrent and defensive capabilities of
the United States. By the same token, U.S. invest-
ments in space warfare capabilities must not only
enable the defense of U.S. space assets and the
ability to hold at risk those of the adversary, but,
given that such investments cannot hope to deliver
a full or even sufficient defense of the U.S. space
architecture, need to be aligned with a limited war
strategy and thus correlated to enforcing rules of
limitation. Allowing such investments to proceed as
if invulnerability were a realistic goal could result in
wastage, frustration, or, at worst, undue escalation
and even outright failure in the event of conflict.

The key, then, is to develop plausible norms of limi-
tation that permit effective U.S. military operations
but also seem sufficiently objective and reason-
able to enlist at least some significant degree of
adversary and third party buy-in, while simultane-
ously focusing on developing space deterrent and
defense capabilities and associated operational
concepts to enforce these norms in the context

of building and operating a broader space archi-
tecture that can function sufficiently well within

the proposed constraints. Ideally these processes
should unfold in an interactive fashion, with assess-
ments of the space military balance informing
analyses of what U.S. proposed rules of limitation
should be, and vice versa.
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V. A Framework for Favorably
Limiting War in Space

Setting Formulae of Limitation - “Rules”
of War - in Space

One half of this process is developing parameters
for the limitation of war in space, as plausibly and
favorably limiting a war means formulating and
establishing desirable principles for restraint. Such
principles form the substance of limitation, the
formal or informal “laws” within which a restrained
war would be conducted. To be effective in mate-
rially limiting a conflict, these principles must be
sufficiently reasonable and mutually appealing to
gain agreement among the warring parties as well
as among the outside observers whose judgment
will matter in encouraging (and perhaps enforcing,
even if indirectly) the limitation of war. At the same
time, to be attractive to Washington, such prin-
ciples should enable the United States to employ
force, including in space, in ways that can allow it
to attain its basic political objectives. The principles
should therefore be reasonable enough to seem
fair, but favorable enough to allow Washington to
use its military forces in advantageous and ulti-
mately efficacious ways.® In the context of space,
such principles should allow the United States to
leverage its existing space assets or to develop
new ones in ways that allow them to be sufficiently
exploited to achieve (limited) U.S. military and ulti-
mately political aims in the conflict.

This is, naturally, an inherently difficult and uncer-
tain exercise. It is, of course, difficult to formulate
principles that can both enable one’s own success
and attain the consent of one’s adversary. This is
not only due to the fundamental paradox involved
in seeking to come to meaningful agreement on
constraints with an enemy one is seeking to over-
whelm, but also to the more practical difficulties of
ascertaining a potential adversary’s interests and
perceptions. Furthermore, interests, perceptions,
and technologies can and do change in ways that
can undermine the legitimacy, appeal, or relevance
of such proposed formulae for limitation. This
problem is especially pronounced in the space
and counterspace domain, given the secrecy that
shrouds the programs of the United States, Russia,
and China and the relative ignorance of space

matters among large swathes of the policymaking
echelons in all three countries.

Yet we know that such limitation of conflict can
work, and can work in ways that enable a country
prepared to fight a limited war to achieve its aims. In
principle, of course, warring parties can find areas
of agreement even while they compete and fight.?’
But history too shows that bargaining and negotiat-
ing while fighting is possible. Indeed, almost all wars
are limited in some way, and all conflicts involving
the nuclear-armed states since 1945 have been
constrained in some meaningful way or another.

For instance, while hardly a stellar example of how
to effectively formulate and conduct a limited war,
the experience in Korea demonstrates that the
United States can agree to terms of limitation with an
adversary and still achieve its basic objectives.®® The
experience of U.S. ally Israel in the Yom Kippur War,
meanwhile, also shows a nation’s ability to prevail
(again, in limited terms) even under frameworks of
limitation which it did not set or even find particu-
larly favorable.® It is thus reasonable to expect that
the United States could limit a war involving space
attacks.

The rub, however, is in ensuring that the proposed
rules of a limited warfare redound adequately to
one’s favor — as they did for Israel in the 1973 War
(ultimately) — rather than against one — as they did
against the United States in Vietnam.®® What, then,
should such proposed U.S. principles of limitation
look like for space in the emerging strategic envi-
ronment? Given the barriers to understanding the
interests and equities of the United States in space
formed by walls of classification, one can only pro-
vide tentative suggestions for such principles. Actual
principles to be advanced by the U.S. government
must be formulated in light of a full understanding
of actual U.S. and potential adversary capabilities,
as the appropriate U.S. demands will depend on
assessments of the actual defensibility, clandestin-
ity, resilience, and other aspects of the potential
combatants’ space assets, assessments unavailable
to outside analysts. For instance, the less vulnerable
the U.S. space architecture (or components within
it), the less they will require defense from principles
of limitation and the retaliatory threats encouraging
their observance — and vice versa.



With that caveat, formulae for limitation the United
States could consider might include the following:®

Principles for International
Conduct in Space:

Being the first to carry war into space is
escalatory and irresponsible.

Kinetic attacks that cause lasting damage to
humanity’s ability to exploit space abilities
are prohibited.

Attacks on or interruptions of strategic
space assets would be construed as highly
escalatory, and should be presumptively
disfavored.

Satellites and space assets not directly and
substantially involved in a conflict are not
legitimate targets for attack.

Attacks in space justify responses outside of
space.

Being the first to carry war into space is escalatory
and irresponsible.

While it seems imprudent for the United States to
expect that, in a major conflict, space would be
agreed to be a sanctuary, the United States still has
an interest in raising the political and reputational
costs of bringing a war into the space domain. For this
reason, the United States has an interest in promot-
ing the view that being the first to carry a war into
space is particularly dangerous and irresponsible, and
should be viewed as presumptively illegitimate. Such
a norm would force a first mover into space warfare to
incur “soft” political and reputational but still poten-
tially significant costs, but would also avoid the United
States having to take a full no first use pledge regard-
ing strikes in space, which might unduly constrain the
United States over the long-term if the space military
balance develops unfavorably.®?
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Kinetic attacks that cause lasting damage to
humanity’s ability to exploit space abilities are
prohibited.

Given the enduring dangers to all kinds of space-
faring posed by space debiris, this norm — already
powerful — should be encouraged further from

a defense point of view. Such a norm would be
advantageous to the United States in the event
of conflict because, while it would not bar non-
kinetic attacks, which can be highly effective,

it would nonetheless reduce the strike options
available to an opponent by delegitimizing kinetic
space attacks. This would help the United States
both by narrowing the defensive problem to
non-kinetic attacks, allowing the United States

to concentrate on addressing such threats, and
also complicate an adversary’s challenges, for
instance by undermining his confidence in the
effectiveness of his attacks, since the results of
non-kinetic strikes are harder to confirm.

Attacks on or interruptions of strategic space
assets would be construed as highly escalatory,
and should be presumptively disfavored.

A special presumption against attacks on stra-
tegic and nuclear-related systems could be
established or, to the extent it is already implic-
itly understood, strengthened and formalized
among the P-5 nuclear weapons states. In any
limited war, the United States would want to
avoid nuclear escalation due to “use them or
lose them” concerns, inadvertent escalation
stemming from the fog of a conventional war, or
related pressures. Both the United States and

an adversary like Russia or China would in fact
share an interest in ensuring the confidence of
the other in its ability to understand what was
happening at the strategic nuclear level and in
its ability to control its own nuclear forces.®® This
should lead to a common interest in establishing
a norm that strikes on strategic space assets —
for instance those involved in the control of and
communication with strategic nuclear forces and
in warning of long-range missile attacks — should
be heavily disfavored.®* Indeed, the United States
could even go beyond the establishment of a
principle along these lines by advocating the
explicit identification of assets that would fall into
this category, effectively “painting red” some
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elements of the U.S. and potential adversaries’
space architectures. Assuming such satellites are
already at least to some meaningful extent vulner-
able, such explicit identification would add to the
deterrent defense of these assets by removing an
adversary’s ability to attack them while feigning
ignorance of the actual function of such satellites.

As a corollary to this principle, however, the United
States should work to disaggregate as much as
possible its strategic space architecture from other
functions, especially those involved in conven-
tional warfighting. While this might entail additional
expense and diminish the risk an adversary would
face in attacking non-strategic space assets, the
gains the United States would attain in stability, the
recognized security of its strategic assets, and the
greater legitimacy of U.S. strikes against adversar-
ies’ commingled systems by segregating strategic
functions from others would appear to outweigh
such costs.®

Such disaggregation would particularly strengthen
the U.S. position that the mixture of conventional
warfighting with nuclear and strategic-related sys-
tems should render such mixed assets legitimate
targets in a limited war. If the United States were
able to separate its strategic from non-strategic
space assets, this would allow it to strike at (or
threaten to strike at) adversary commingled assets
or targets (in space or on Earth) with less fear that
such an initiative might be turned against itself in
domains where it commingles such assets. Since
the United States would, in this case, not com-
mingle its strategic with its non-strategic assets,

it could extend a war into this domain advanta-
geously (albeit still with the risk of escalation). In
other words, such disaggregation would likely be
advantageous even if done unilaterally because
of the greater legitimacy it would provide. This

has particular relevance for the United States in
the context of a limited conflict with Russia or
China, for instance with respect to Chinese missile
forces.%®

The elucidation and implementation of this prin-
ciple regarding strategic space systems could
productively be a special focus of space arms
control. While they would pose considerable verifi-
cation and categorization challenges, such efforts

should in theory be potentially productive, as they
would build on well-established arms control and
strategic stability themes.® Efforts could include
the identification of protected categories of space
assets, potential means of identification and zones
of operation for such assets, and, vitally, methods
of verification to prevent cheating.

Satellites and space assets not directly and
substantially involved in a conflict are not
legitimate targets for attack.

Such a principle would establish a presumption
that space assets not directly and substantially
involved in a conflict would be treated as off-limits
for attack, or at least that attacks upon them would
be highly discouraged. This would be a valuable
step for the United States, which is uniquely reliant
on space and in particular on a range of space
assets that may be somewhat involved in support-
ing military operations, but only to a limited degree.
The United States would therefore benefit from a
principle, such as this one, that would discourage
attacks on large and valuable protected classes

of space assets. The United States could also
exploit the principle to protect a greater fraction of
its architecture by responsively maneuvering and
employing its existing space assets and develop-
ing new ones to take advantage of this principle,
reducing the damage and risk Washington would
incur in a conflict with an adversary able to strike at
its space architecture.

At the same time, the principle would stand a
good chance of being positively received, since

it would leverage the intuitive and likely broadly
shared sense among third party countries that
space systems not directly engaged in the conflict
should not be struck.®® Such an intuition would
build on the increasing interest among the grow-
ing number of spacefaring nations — including
potential U.S. opponents — to limit the damage
caused by war in space. And while U.S. adversar-
ies might bridle at the proposed principle and the
consequent political costs they would have to incur
to attack protected U.S. space assets, they would
be more able to accept such a restraint given the
legitimation of strikes on space assets directly and
substantially involved in the conflict.



Despite its appeal, this principle would face several
significant challenges. First, even if it is accepted,
it is difficult — even for the United States and

thus even more for its potential adversaries — to
accurately ascertain what each satellite is actu-
ally doing, and thus to determine reliably whether
individual space assets are or are not significantly
implicated in a conflict. Even beyond this problem
of verifiability, this principle would also raise ques-
tions about what constitutes a space asset being
“directly and substantially implicated.” Indeed, the
United States itself relies to a great degree on a
host of satellites that perform both military and
civilian functions — indeed, by some counts, most
U.S. satellites do.

These pose serious problems to the meaningful
effectuation of this principle and are especially
pronounced given the value of clandestinity and
deniability in space. Nonetheless, the United
States, in concert with international partners,

could seek to address this problem by establish-
ing guidelines of how satellites not “directly and
substantially” involved should behave and could
be identified. These would require technical solu-
tions beyond the scope of this report. That said, for
instance, limits could be set on individual satellites’
contact with military forces, measured by secure
and encrypted means. Independent methods of
verification, for instance through neutral parties,
could be explored to ensure compliance.

It is also worth noting that this issue of the degree
of involvement and methods of verification are a
hoary set of problems in the context of limited war
and indeed of wars in general, yet this criterion of
limitation has generally been acknowledged and
accepted, except in rare cases such as World War
Il. For instance, civilian or neutral shipping has
almost always been acknowledged as a legitimate
category for protection — yet has always also faced
very serious and often unresolvable issues about
ascertaining just what such shipping is doing. One
particularly promising avenue could be to seek

to enforce this principle post hoc, by publicizing
cases in which an adversary has struck an inno-
cent space asset. Such an approach would seek to
influence an adversary’s decisionmaking by threat-
ening him with severe reputational (and ultimately
other) costs if he selects a false positive — that is a
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space asset that he thinks or claims is “directly and
substantially” involved in the conflict but is actually
not.

Attacks in space justify responses outside of
space.

The United States should seek to establish and
deepen the principle that attacks in space can
legitimately be responded to in other domains.
That is, the United States should seek to fortify the
sense that asymmetrical retaliation is legitimate in
the face of attacks in space.

This is crucial to the United States’ particular
interests, given the greater current U.S. reliance

on space and the consequent preference of its
potential adversaries to confine legitimate retali-
ation in the face of such strikes to space itself.

Yet such a candidate principle stands a strong
chance of being more widely accepted as a wide
gamut of countries have come to rely on space and
appreciate its value and connectivity to the fullest
range of civil and military applications. This should
strengthen the case for the legitimacy of asymmet-
rical deterrence in response to attacks in space.

While these principles and approaches are offered
primarily as illustrative examples — more stimu-
lants for discussion than dictates to be etched in
stone — they reflect the genre of rules the United
States would want to promote.®® These are informal
laws that are sufficiently general and impartial to
enlist the support and approbation of third par-
ties and even potential adversaries, but that also
would allow the United States to use space — even
a more contested space — to execute its military
operations effectively and ultimately to prevail

in a limited conflict. The more firmly these prin-
ciples became established, the more the United
States could adapt its space architecture to them,
focusing resiliency, defensive, and redundancy
efforts more efficiently to exploit the opportunities
afforded by a relatively stable set of expectations.
Accordingly, the United States should seek to

gain international diplomatic acceptance of these
principles to the extent possible through codes of
conducts and the like, since such formal ratification
would raise the costs to adversaries of violating
them.
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The United States should not confine its deterrent
and defensive efforts to the enforcement of these
general norms, however. Rather, the United States
should supplement its efforts to encourage obser-
vance of these advantageous general rules by
seeking to promote more context-specific formulae
of limitation. In particular, the United States should
seek to develop a strategy and posture to protect
even its space assets directly implicated in a
conflict using deterrent threats and appropriate
defenses. The United States should do so by
making clear to potential opponents on more
directly self-interested grounds that it would regard
molestation of or attacks against certain satellites
or types of satellites that would not be adequately
shielded by general rules of space war limitation as
also crossing important escalatory thresholds. That
is, if an adversary can be persuaded that such
attacks would be some combination of too costly in
terms of the retaliatory response and too difficult in
terms of the achievement of the desired result,
then the United States could well be able to protect
even important satellites that would not be covered
by generally accepted norms (or insufficiently
protected by such norms). Since the political costs
of attacking such satellites would presumably be
lower than attacking those covered by more
broadly accepted principles, however, the United
States would need to make these deterrent costs
an adversary would incur correlatively greater.

|
The United States should not confine its
deterrent and defensive efforts to the
enforcement of these general norms,
however. Rather, the United States should
supplement its efforts to encourage
observance of these advantageous
general rules by seeking to promote more
context-specific formulae of limitation.

As a result, the United States should actually focus
its defensive and deterrent efforts precisely on
these systems that it would rely upon in a conflict,
at least to the degree it has confidence that its
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adversaries are likely to abide by norms against
attacks on systems not directly engaged in the
conflict. Space defense capability should be allo-
cated, in other words, not solely or even primarily
based on the particular physical vulnerability of the
space asset. Rather, because the United States will
be seeking to deter attacks against certain types
and classes of satellites through an adversary’s
observance of “rules” of limited warfare enforced
by tailored retaliatory threats, the important
systems that would actually be in net terms most
vulnerable would be those not protected by such
norms — particularly those directly implicated in a
war. Accordingly, while the United States should
invest in some degree of defenses for systems that
are of particular value that would be protected by
such norms, in part to shore up deterrent threats
to avoid striking at them, the United States should
concentrate its space defense and resilience

The Apollo 4 Saturn V spacecraft prior to its inaugural launch on
November 9, 1967. The Saturn V would eventually send the first astro-
nauts to the Moon.
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A painting of a U.S. Air Force Defense Support Program satellite used to provide early warning of missile attacks.

investments in satellites that would actually be
involved in a conflict, and thus would not enjoy pro-
tection by the norms of a limited war. Defenses and
resilience would, in effect, compensate for the fact
that such assets would be considered fair game in
a conflict.

In sum, then, the United States should seek to
develop a deterrent doctrine for its space assets
that relies both on generalizable norms on the use
of force in space and on focused threats to deter
attacks on particularly important satellites or other
space-related assets that would not be covered by
broader norms. What would emerge is a layered
or differentiated deterrent posture for space, one
with different deterrent threats covering different
space systems depending on their involvement in
a conflict, their role in strategic missions, and other
such factors.”

Enforcing the Formulae with Credible
Threats and Tailored Capabilties

What would these crucial deterrent threats look
like? As previously noted, adversaries could not
be expected to observe general and particularly
conflict-specific norms of limitation only through
goodwill and the moral pressure of third parties.
Rather, U.S. opponents would need to judge

that observing such rules and demands would

be the more prudent course not only due to the
adversary’s perception of the diplomatic and
broadly reputational costs that would ensue

from flouting such rules, costs that might seem
worth bearing in the midst of a war with the
United States, but also of their specific military
consequences. Accordingly, there would need to
be the credible threat of relevant military force
hovering behind such laws and demands if there is
to be any reasonable hope that an adversary is to
abide by them.
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These military consequences could be of two
varieties: both the frustration of failure and the fear
of retaliation. Using the classic formulation, for
deterrence to work a potential adversary should
judge that attacks on important U.S. space assets
would either trigger costs more dear than any
gains, view such efforts as too likely to fail and thus
be counterproductive, or both.” Usually the United
States tries to position itself so that it is able to
deter by being able to deny an adversary any
gains, since deterrence through the threat of
inflicting costs requires the cooperation of the
adversary to avoid or terminate escalation and may
spark escalation itself through the nature of the
retaliation. Hence, for instance, the United States
seeks to deny the ability of North Korea and Iran to
strike at the U.S. homeland with long-range
missiles rather than rely only on its ability to
retaliate.”? This focus on deterrence by denial
appears to be the aspiration of U.S. space policy.”
But when vulnerability is a practically unalterable
fact, as in the case of the U.S. space architecture,
an exclusive concentration on deterrence by denial
is ultimately a recipe for failure and possibly undue
escalation. Accordingly, in such circumstances, the
threat to impose costs sufficient to negate the
appeal of the attack must become a vital part of an
effective deterrent. Thus in the case of space the
optimal deterrent approach for the United States
will be a mixture of deterrence by cost imposition
and deterrence by denial.

____________________________________________________________|
For deterrence to work, a potential
adversary should judge that attacks on
important U.S. space assets would either
trigger costs more dear than any gains,
view such efforts as too likely to fail and
thus be counterproductive, or both.

It is important to emphasize that not only are these
two forms of deterrence not necessarily exclusive,
but that in this case they actually can and should
be made to complement each other in a coherent
limited war strategy. Deterrence by denial efforts

should make it more difficult for an adversary to
strike at and damage U.S. space assets, not merely
for simple reasons of defense, but also to raise the
costs and risks of doing so to an adversary and

to make such an action more escalatory. If a U.S.
opponent has to use a more destructive or larger
weapon or set of weapons, strike at a broader array
of targets, or cause more direct and peripheral
damage in his attack, then the action is likely to
spur and legitimate a more severe response on the
part of the United States and cause more deleteri-
ous third-order effects. This prospect is more likely
to deter the attack in the first place.

But it will only do so if the United States has retalia-
tory responses to such strikes that are frightening
or formidable enough to induce restraint but also
tailored and modest enough in their consequences
that an opponent will believe they will actually be
employed. An adversary, in other words, must not
only see the stipulated retaliation as fearful and
damaging but also as believably implementable.
Furthermore, the nature of the retaliation threat-
ened should be appropriately correlated to the
importance and gravity of the attack that the
United States is trying to deter. As Forrest Morgan
aptly put it, “[llt is less a question of whether
would-be aggressors can be deterred from attack-
ing U.S. space systems than of what kind of attacks
against which capabilities could be deterred under
what circumstances.””

By the same token, U.S. space defenses should be
effective and cost-efficient enough to make a mate-
rial difference in adversaries’ potential calculations
of how worthwhile attacking U.S. satellites would
be. An enemy should see that U.S. space defenses
are sufficiently good to significantly raise the costs,
risks, and difficulty of striking at U.S. space assets.
Such an assessment on the part of the adversary
should contribute to deterring his attacking such
assets in the first place by weighing on his fears
that the attack will fail and the consequent wastage
of important weapons or capabilities, that he will
tip off the United States as to intentions or hidden
assets, of the potential for escalation or embarrass-
ment, that the attack will produce space debris or
otherwise cause collateral damage, and other such
factors. These disincentives should weigh mean-
ingfully towards his forgoing such attacks in the



first place, or at least to narrowing or restraining
them. It is important to observe that this is a differ-
ent standard than the full protection of a satellite.
The point is to meaningfully raise the costs and
risks to the adversary of attacking, not to provide a
full protection that is usually likely impossible and
very likely to be an inefficient investment.

One can see here the interaction between the
defensibility and hardiness of U.S. satellites and the
ease or difficulty of formulating retaliatory threats
needed to deter attacks upon them. While a full
space defense may be unobtainable in the foresee-
able future, the better defended, hardier, and more
resilient the U.S. space architecture is, the more
drastic will be the steps an adversary needs to take
to materially damage it. And the more drastic those
steps are, the more escalatory they will seem to be
and thus the more credible and legitimate will more
serious U.S. responses to such attacks appear. And
thus the more deterred an adversary will be from
embarking on such attacks in the first place. But,
by extension, if an adversary can seriously under-
mine the U.S. space architecture with relatively
discriminate force and with little collateral dam-
age, U.S. retaliatory ripostes that might themselves
seem highly escalatory will be less credibile and
appealing in the event, leaving the U.S. space force
significantly vulnerable to degradation in conflict.

The key for an effective U.S. limited war strategy
for space, then, is to seek to raise the costs, the
difficulties, the consequences, the violence, and
ultimately the degree of escalation entailed by
striking at the U.S. space constellation and its
supporting infrastructure — while simultaneously
developing tailored retaliatory options that, corre-
lated to such escalation, would cause sufficient
pain or damage to an adversary that he would find
it more palatable to exercise restraint rather than
his power.

What might such retaliatory options look like? It
seems clear that some counterspace capabilities
would be appropriate, especially non-kinetic ones,
as such capabilities would help limit the conflict
by responding to an adversary’s space strike with
a matching counterattack by the United States.
Such capabilities will also be increasingly menac-
ing to plausible opponents given their growing
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The key for an effective U.S. limited
war strategy for space, then, is to seek

toraise the costs, the difficulties,

the consequences, the violence, and
ultimately the degree of escalation

entailed by striking at the U.S. space

constellation and its supporting
infrastructure.

investments and presence in space. For instance,
the United States could respond to attacks on its
space architecture by China or Russia by striking at or
employing disablement techniques against the oppo-
nent’s space assets. Such counterstrikes might focus
in particular on those assets vital for the opponent’s
ability to target crucial U.S. assets, such as aircraft
carriers or other particularly lucrative but increas-
ingly vulnerable targets. In the event of conflict with
China, for instance, the United States could respond
to attacks on U.S. satellites with strikes against the
PRC’s own satellite architecture that might be used
in locating and targeting U.S. surface ships with
China’s DF-21D anti-ship ballistic missile or other
strike assets.” Having this ability would require that
the United States develop or maintain counterspace
assets, primarily non-kinetic ones, that could be
employed in accordance with preferred U.S. formu-
lae for limitation but are nonetheless highly effective
and whose results can be measured with a sufficient
degree of reliability.

The problem with a purely mirroring retaliatory policy
for the United States, however, is that Washington
currently relies far more on space than its adversar-
ies do.”® It therefore does not make sense for the
United States to confine itself to responses solely in
the space domain since U.S. opponents are for the
foreseeable future likely to be willing to forfeit their
own use of space in exchange for compromising the
U.S. ability to exploit it. In blunter terms, U.S. adver-
saries are at least for some time likely to be prepared
to agree to a “mutual assured destruction” posture
for space, since they would be better positioned in
such an eventuality. It is the United States that cannot
realistically afford such a result. |
27
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The Eastern Seaboard of the United States at night, as seen from the International Space Station. Demonstrating America’s ability to
prevail in a limited war in space is the best way to prevent such a war from happening.

Fortunately, there is no inherent need for the
United States to respond to attacks in one domain
with responses in the same domain. Indeed, it is
important to emphasize that U.S. space deterrent
threats need not be symmetrical, either in terms of
the type or scale of the response. In point of fact,
U.S. deterrent threats have long relied precisely
on being asymmetrical and even disproportion-
ate, especially when the United States has found
itself at a strategic or operational disadvantage.”
Accordingly, the United States should be prepared
to reply to attacks against its space architecture,
especially “out of line” attacks that violate its pre-
ferred formulae of limitation, with counterpunches,
and potentially severe and painful ones, in other
domains. For instance, the United States might
respond in a terrestrial domain or in cyberspace
to attacks in space. While the precise response
should be calibrated to the gravity and damage

of the initial strike, the United States should be
prepared to respond firmly and even harshly to
such attacks in ways that make clear to the adver-
sary that Washington will not treat space as a
segregated domain or one in which attacks will be
treated as less serious. Cyberspace may offer a
particularly attractive domain for retaliatory attacks
by the United States, as cyberattacks can both

do considerable harm, including to the very kinds
of anti-satellite capabilities that would have been
involved in the provoking initial strikes, and allow
attacks against an adversary’s homeland but do so
in ways that are potentially more subject to calibra-
tion and thus less escalatory.’

As part of this broad strategy, the United States
should seek to declassify or at least lower the level
of classification of important parts of its deterrent
posture for space. One of the challenges facing



the United States in deterring attacks against its
space architecture is the very high walls of secrecy
surrounding its space architecture and associated
systems. While this is necessary in many cases,

it also appears to be at least in part the product
of inertia and tradition. This increasingly comes

at a cost, as effective deterrence most reliably
stems from demonstrated capability. If, therefore,
the United States can openly and clearly show its
ability to respond effectively and discriminately to
attacks on its space architecture, this will contrib-
ute to adversaries’ reluctance to strike at it.

In sum, then, the United States needs to develop
tailored and effective retaliatory and defensive
capabilities to encourage an adversary both to
observe broader norms of limitation that would
contribute to the security of the broader U.S. space
architecture and to fear attacking even those

U.S. space assets directly involved in a conflict
sufficiently to enable the U.S. space system to
meaningfully contribute to the U.S. ability to prevail
in a limited war.”®

This effort should also include an active diplomatic
approach, particularly focused on semi-formal and
non-treaty-based arms control. Indeed, such
activities can play an important part both in pro-
moting stability in space and in advancing specific
U.S. interests in this regard. For instance, U.S.
diplomacy should seek to promote the entrench-
ment as widely-accepted norms or rules of
preferred U.S. formulae for limitation, and should
seek to advance methods of verification and
enforcement suitable for such limitation. If the
United States can gain broad diplomatic support
for its preferred rules of the road, this can create
additional pressure on potential adversaries to
observe such norms.

____________________________________________________________|
If the United States can openly and clearly
show its ability to respond effectively
and discriminately to attacks onits
space architecture, this will contribute to
adversaries’ reluctance to strike at it.
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Moreover, given that both the United States and its
major power potential adversaries share an inter-
est in strategic stability, Washington should seek to
directly enlist both Moscow and Beijing’s endorse-
ment of such norms. Such activities need not take
the form of formal arms control agreements but
could be confined to less formalized engagement.
For instance, Washington should make a special
point of encouraging Russia and China to join it in
disaggregating strategic from non-strategic space
systems in the interests of strategic stability. The
United States might also explore the merits of
exchanging with these two potential adversaries
signifiers of strategic systems, particularly highly
vulnerable ones, that should be treated as “off-lim-
its.”® Additionally, the United States could pursue
agreements to ban or at least punish the creation
of debris in space, an agreement which should be
relatively verifiable and would likely advance U.S.
interests in raising the diplomatic and reputational
costs of kinetic space attacks.®
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VI. The Policy Implications of
Adopting a Limited War Strategy
for Space

What does the adoption of such an approach
mean in practice in terms of changes to existing
U.S. procurement, deployments, strategy, and
organizations? Given the secrecy surrounding U.S.
space and potential counterspace capabilities, it is
beyond the scope or ability of this report to make
recommendations regarding specific capabilities.
What can be said, however, includes the following
propositions.

To further its interests in space security, the United
States should:

« Build a future space architecture that is prepared
for war — and particularly for limitable war.

» Develop effective but limited forms of space
attack, particularly non-kinetic ones that do not
result in space debris.

« Procure and emplace space defenses on satel-
lites in a way that is designed to raise the costs,
risks, and uncertainty the adversary would
encounter by striking at the system in question.

« Place a higher premium on declassifying or low
ering the classification of important parts of its
space deterrent posture in order to make clear
to potential adversaries the ability of the United
States to respond effectively and discriminately
to attacks on its space architecture.

- Strive to segregate its strategic space architec-
ture from other functions, especially conventional
warfighting functions.

« Develop deliberate and adaptive planning capa-
bilities for conflict in and affecting space, highly
capable command and control systems and pro-
cesses, and the creation of specific plans for how
to conduct a war involving space, especially with
countries like Russia and China.

« Understand what the diplomatic “market will
bear” and then seek to gain agreement to and
ideally support for preferred U.S. principles of

how a war in space could acceptably unfold.

« Seek to influence space-related technology
development in ways favorable to this strategy
through engagement with allies, cooperation
with industry, export controls, and the like.

- Seek to change perceptions of what the interests
of the United States and its allies and partners
require — and what is legitimate — with respect to
defenses and conflict in space.

As a basic principle, the United States should
build a space architecture designed to conform
to this defense strategy. Accordingly, all future
national security space assets should be designed
and built with a clear sense for how they fit into
such a broader space strategy that actively envi-
sions how the U.S. architecture could survive and
operate in a war involving space, particularly a
limited one. This means no future space assets
should be built without the defensive and resiliency
capabilities needed for them to integrate into such
an architecture, even at the cost of some sacrifice
in capability. Tradeoffs will accordingly be neces-
sary to ensure that space assets are constructed to
survive and operate effectively in such a strategic
context. In brief, the future U.S. space architecture
should be one prepared for war — and particularly
for limited war.

The United States should work to preserve or gain
the ability to respond to attacks against its own
space architecture with calibrated, discriminate
attacks of its own in the space domain. The United
States should accordingly develop effective but
limitable forms of space attack, particularly non-
kinetic ones that do not result in space debris.
These forms of space attack should be able to be
employed in graduated and tailored fashion such
that they can be best correlated to the nature of
the provoking attack. Such attack capabilities
should also be developed in concert with formulae
of limitation and should be designed to encourage
their observation and to enforce them in the event
of their violation.

This puts a premium on space situational aware-
ness, such that the United States knows how and
with what effect it has been struck, which of an
adversary’s assets it is most appropriate and useful



to attack, how best to do so, and what the results
of such an attack are.® This requirement also
extends to identifying terrestrial sources of attack,
including non-kinetic forms that can be difficult to
attribute accurately, such as jamming. Particular
efforts should be made to be able to identify and
effectively strike at adversary space assets that
would be employed in an actual conflict, particu-
larly in operations against especially important U.S.
forces, such as aircraft carriers and other mobile
assets.

At the same time, the United States should be
prepared to strike asymmetrically in response to
attacks on its space architecture, including beyond
the space domain. While the United States should
develop attractive options for intra-space conflict,
U.S. space defense strategy should not give the
impression that the United States will necessar-

ily or even likely respond to attacks on U.S. space
assets only in the domain of space.

Space defenses should be procured and
emplaced on satellites in a way that is designed
to raise the costs, risks, and uncertainty the
adversary would encounter by striking at the
system in question. While each space system
would ideally have some defensive capability, as

a general principle, defense investments should
be concentrated on those space assets that are
unlikely to enjoy the protection of formulae of
limitation backed by credible retaliatory capabili-
ties. In practice, this means that space defenses
should largely be concentrated on those elements
of the space architecture that would be engaged in
a limited war and thus would be likely be perceived
as legitimate targets for attack.

Somewhat counterintuitively, this would mean that
some systems not directly involved in a limited

war should be left more vulnerable than they
otherwise might be. The logic of opportunity cost
makes such a sacrifice inevitable, however, given
that attempting to make every satellite maximally
defended could consume the entire space budget.
Investing heavily in defensive capabilities for space
systems likely to be viewed as out of bounds dur-
ing a limited conflict would, in effect, be wasting
those investments. Moreover, leaving such systems
vulnerable would make retaliatory threats more
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credible, as it would be clear the United States
would not be relying on defenses for such assets.
Of course, ensuring the existence of the capabili-
ties and strategies to implement such threats of
painful retaliation would be vital in making such an
investment calculus prudent.

The United States should place a higher premium
on declassifying or lowering the classification of
important parts of its space deterrent posture in
order to make clear to potential adversaries the
ability of the United States to respond effectively
and discriminately to attacks on its space architec-
ture. Such an effort should extend beyond simple
declassification to allowing or generating publicity
around actual tests (consistent with U.S.-promoted
norms, of course) of U.S. space deterrent and
defense capabilities.®

The United States should strive to segregate its
strategic space architecture from other functions,
especially conventional warfighting functions.
This is worth incurring considerable costs both in
the interests of promoting strategic stability and

in fortifying the U.S. position that commingling
strategic and non-strategic assets should not be
accepted as reason to accept such assets as out-
side the bounds of a limited war.

At the organizational level, these trends also put
a premium on the development of deliberate and
adaptive planning capabilities for conflict in and
affecting space, highly capable command and
control systems and processes, and the cre-
ation of specific plans for how to conduct a war
involving space, especially with countries like
Russia and China. More broadly, it places great
value on the inculcation within the space com-
munity — notably including both the DoD and the
intelligence community — of an appreciation of
the need to think about and plan for such conflict.
Unfortunately, thus far it is not clear that this has
been encouraged sufficiently, let alone achieved.?

At the same time, the United States must integrate
diplomatic considerations into its development of
an effective space defense posture. As the United
States should be striving to develop and gain
acceptance for its preferred formulae for the limita-
tion of war in space, so it must understand what
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the diplomatic “market will bear” and then seek
to gain agreement to and ideally support for pre-
ferred U.S. principles of how a war in space could
acceptably unfold.

To the extent possible, the United States should
seek to influence space-related technology devel-
opment in ways favorable to this strategy through
engagements with allies, cooperation with industry,
export controls, and the like.

More broadly, the U.S. government should seek to
change perceptions of what the interests of the
United States and its allies and partners require —
and what is legitimate — with respect to defenses
and conflict in space. At a fundamental level, the
United States needs to make clear that, given the
threats it faces in space and the importance of the
space domain to its legitimate interests, it needs

to take meaningful steps to develop and build the
capabilities for an effective limited war strategy for
space. But to accomplish this, a range of influential
actors need to be persuaded that this is indeed the
case.

Within the executive branch, the DoD and other
implicated agencies should make clear the prior-
ity of developing this posture. Officials within the
defense and intelligence establishments should
receive appropriate signals from formal documents,
senior-level speeches, and the like that this rep-
resents a fundamental and lasting decision by the
United States. There has already been substantial
progress in acknowledging and highlighting the
growing threat to the U.S. space architecture, but
this needs to be accompanied by an embrace of an
actual defense and deterrence strategy for space,
and that this shift in perspective is lasting.

Within the U.S. government space community,
defense and strategic requirements need to be
given higher priority than they traditionally have
been accorded. This means not only that strategic
and defense considerations need to be factored
into requirements for satellite acquisitions, for
instance, but also that defense strategists need
to be as involved in space procurement and
policy deliberations as much as technical experts,
engineers, and intelligence officers have been.
Defense concerns regarding space also need to

be appropriately elevated bureaucratically, for
instance by elevating the rank of military officers
and civilian officials responsible for formulation and
implementation of space defense strategy.®

Within the broader U.S. policy conversation, key
influential figures such as interested members of
Congress and key defense policy influencers need
to be consistently exposed to the need for this new
approach to space. Such efforts would be materi-
ally aided by intelligently targeted declassifications
of the threat to the U.S. space architecture, U.S.
capabilities, and analyses of the likely dynamics of
conflict in space.

Key U.S. allies and partners, especially those that
cooperate with the U.S. in national security space,
also need to be persuaded of the crucial impor-
tance of the need to develop such a new defense
posture for space.



VIl. Conclusion

For many years, the United States has been able
to exploit the enormous advantages of space
without needing to concern itself too much with
how to defend its space architecture. The intensify-
ing threats posed by plausible adversaries to U.S.
space assets, however, make this legacy approach
untenable. It is therefore incumbent upon the DoD
and the other responsible agencies of the U.S.
government to figure out how to continue to take
advantage of space while also deterring attacks
against the U.S. architecture and, in the event
deterrence fails, to defend it. Failing to do so risks
leaving the vital U.S. space architecture highly vul-
nerable — and thus invites U.S. adversaries to clip
the U.S. military’s “Achilles’ heel.”

The limited war strategy outlined here is one that
acknowledges the reality of abiding vulnerability
and the scarcity of resources, but that proposes a
way of overcoming these challenges by construct-
ing a space defense and deterrence posture built
around preferred formulae of limitation, enforced
by intelligently targeted investments in a mixture
of retaliatory capabilities and space defenses, and
strengthened by invigorated efforts to improve the
resilience and redundancy, lower the costs, and
minimize the fragility of the U.S. space architecture.

Such a posture would admit not just the possibility
but even the legitimacy of war in space. This will
strike many as too much of a concession. Should
we not hold to the notion that any attacks in space
would too probably lead to unconstrained and
catastrophic escalation?

Of course this approach retains some attraction.
The problem is that it just beggars the imagination
that it will be honored in an age when space is as
important to U.S. military operations as it currently
is, and in which crucial U.S. space assets can be
discriminately and effectively attacked. If we do
not prepare for a limited war in space, then, we
risk — indeed we court — being challenged pre-
cisely on this point, with the result being either the
materialization of exactly the threat we have in the
past relied upon — uncontrolled escalation — or,
far more likely, the destruction in detail of crucial
components of our vital space architecture without
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a suitable and sensible way to respond. We cannot
risk something as important as our space posture
on such a strategy.

Rather, the United States should continue to make
clear that it would regard any attacks in space

as constituting a grave form of escalation. But it
should back that assertion with an ability to fight
and prevail in a limited war in space. Nothing would
be so likely to prevent any such war from happen-
ing, or to limit its baleful consequences should it
break out, as a clear ability to do just that.
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