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Executive Summary
I
he United States and other regional democra-
cies risk losing ground in the competition to
shape Asia’s digital future. China is making rapid
inroads in developing the region’s 5G infrastructure and
is playing an increasingly expansive role in the broader
digital ecosystems of Indo-Pacific countries.

Beijing’s position at the center of Asia’s developing
digital order poses a series of challenges to the interests
of America and its democratic allies and partners—
ranging from the potential compromise of critical
networks to the development of new technology stan-
dards that favor Chinese companies and undermine
civil liberties. Policymakers are scrambling to ascertain
how to compete effectively with China in the digital
space, when Chinese companies and technology are
already interwoven into the digital landscape. These
Chinese companies are obligated to assist China on
national security, intelligence, and cyber security issues,
raising the prospect that they could be employed to
carry out espionage or sabotage in the service of Chinese
Communist Party (CCP) geopolitical goals.

In the case of 5G telecommunication network develop-
ment, the United States will need to expand its campaign
to promote additional trusted vendors who can supply
safe, reliable, and cost-effective alternatives to Chinese
offerings. Shaping the 5G ecosystem now will set the
stage for how the broader U.S.-China technology com-
petition will play out over the next decade. Undersea
fiber-optic cables represent another area of technology
infrastructure that is being contested between China and
the United States. With nearly 95 percent of intercon-
tinental internet data flowing through these undersea
cables, it is imperative that they be treated and protected
like other critical technologies and infrastructure.

Washington must recognize that many issues in
digital development remain ambiguous, and it must
craft policies that account for the field’s complexity. For
example, some countries will seek to maintain a rela-
tively liberal political environment while embracing

Chinese technology for economic development purposes.

Others will seek out alternatives to Chinese suppliers
as a means of maintaining their own security and inde-
pendence but might still employ those technologies in
illiberal ways in order to suppress dissent and maintain
political control at home. Moreover, the fast-moving
nature of innovation in digital technologies means

that technological development will often outpace

the creation of liberal political, legal, and regulatory
regimes—even in the United States. The development
of democratic norms and best practices to combat

disinformation, restrict surveillance technologies, and
give individuals the right to control their own data is still
in a nascent stage. In other words, much of what consti-
tutes a liberal digital order is still being defined.

The challenges to ensuring a future liberal digital
order are immense; to meet them, the United States
must develop a multifaceted approach that prioritizes
coordination with democratic allies and partners. The
Quadrilateral Security Dialogue between Australia,
India, Japan, and the United States, or the Quad, will
play a key role in ensuring protection of emerging and
critical technologies through its newly formed working
group, announced following the first-ever leaders-level
Quad summit in mid-March. Working closely with other
technologically advanced Indo-Pacific allies and partners
such as South Korea and Taiwan on digital development
initiatives will also be important. The degree to which
the United States can work with democratic allies and
partners to pool resources and capabilities, while also
setting mutually agreed standards and guidelines for use
of digital technologies, will determine whether those
technologies are harnessed in a way that advances free
and open societies or contributes to strengthening auto-
cratic regimes.

To ensure digital development ultimately serves the

The COVID-19 pandemic has

accelerated Beijing’s efforts to
place digital technologies at the
center of its strategy to enhance
its geopolitical influence,
particularly in the Indo-Pacific.

purposes of building a liberal regional order, the United
States needs to act with like-minded partners to:

Prioritize results-oriented diplomacy on
digital issues.

® Follow through immediately on operationalizing
the Quad working group on emerging and critical
technologies.

® Increase diplomatic engagement on digital issues in
both bilateral and multilateral settings, and in new
purpose-built groups that focus on technology topics,
such as the proposed “Technology 10” made up of the
Group of Seven (G7) states plus South Korea, Australia,
and India.

® Take a leadership role within international organiza-
tions involved in digital development, especially the
International Telecommunications Union (ITU).



Develop digital technology investment
standards and provide technology infrastructure
alternatives to those offered by China.

m Catalyze the development of alternative 5G telecom-
munications equipment vendors.

® Forge a consensus on security standards for 5G
networks by building on the process started at the
Prague Conferences held in 2019 and 2020.

® Incentivize Indo-Pacific nations to invest in trusted
and secure technologies and digital infrastructure.

® Develop assessment frameworks and standards to vet
digital development projects.

® Assist other countries in implementing effective
investment screening programs.

Shield democracy from digital threats while
advancing internet freedom.

® With countries across the Indo-Pacific, enhance
diplomatic engagements and assistance programs that
deepen understanding about the need to balance the
rule of law and prevention of violence with protecting
civil rights, including that of free and peaceful speech.

® Build local resilience and capabilities of civil society,
watchdog groups, and journalists to monitor digital
development.

® Encourage U.S. technology companies to also engage
with local civil society leaders, academics, and jour-
nalists to better understand and learn to identify
disinformation.

® Draw from other countries’ experience in combating
disinformation.

Define and implement a digital governance
model that reflects liberal values and can keep
up with technological innovation.

® Lead a multinational effort to establish digital gover-
nance guidelines.

® Support technology innovation domestically and in
contested spaces.

= Ensure adequate funding and resources for U.S.
agencies—such as the U.S. Agency for International
Development (USAID), U.S. International
Development Finance Corporation (DFC), Millennium
Challenge Corporation, and U.S. Trade and
Development Agency—to implement digital develop-
ment programs in Indo-Pacific countries.

m Use digital technology to empower the traditionally
disempowered.

@CNASDC

Introduction

I

The United States and other regional democracies risk
losing ground in the competition to shape Asia’s digital
future. China is making rapid inroads in developing the
region’s 5G infrastructure and is playing an increas-
ingly expansive role in the broader digital ecosystems
of Indo-Pacific countries. The COVID-19 pandemic has
accelerated Beijing’s efforts to place digital technologies
at the center of its strategy to enhance its geopolitical
influence, particularly in the Indo-Pacific. In hastening
the development of its Digital Silk Road, Beijing is
assisting the developing economies in Southeast Asia
with their digital transitions.

Beijing’s position at the center of Asia’s developing
digital order poses a series of challenges to the interests
of America and its democratic allies and partners—
ranging from the potential compromise of critical
networks to the development of new technology stan-
dards that favor Chinese companies and undermine
civil liberties. The digital competition with China is
occurring across multiple domains, from smart city infra-
structure and telecommunications networks to video
streaming websites and short form video sharing appli-
cations. Policymakers are scrambling to ascertain how
to compete effectively with China in the digital space,
when Chinese companies and technology are already
interwoven into the digital landscape. These Chinese
companies are obligated to assist China on national
security, intelligence, and cyber security issues, raising
the prospect that they could be employed to carry out
nefarious activities, namely espionage or sabotage, in the
service of Chinese Communist Party (CCP) geopolitical
goals.

In the case of 5G telecommunication network devel-
opment, the United States will need to expand its
campaign to promote additional trusted vendors that
can provide safe, reliable, and cost-effective alternatives
to Chinese offerings. The United States must push back
against efforts to discourage new 5G market entrants
and ensure that Indo-Pacific countries have greater
freedom of choice about their digital network decisions.
The Chinese government has provided an estimated
$75 billion in state subsidies to Chinese telecommu-
nications equipment manufacturer Huawei and has
unduly influenced the 5G standard-setting process. The
only other companies offering alternatives to Huawei
in radio access network equipment are Sweden-based
Ericsson, Finland-based Nokia, and South Korea-based
Samsung. Several countries in addition to the United
States have already restricted Huawei’s participation in
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their 5G ecosystems, including Japan, Australia, Sweden,
and, more recently, India and the United Kingdom.! In
a CNAS report published last year titled, “Open Future:
The Way Forward on 5G,” CNAS Senior Fellow Martijn
Rasser makes the case for open radio access networks
(OpenRAN) systems as a solution to the 5G conundrum.
The idea behind OpenRAN is to establish an open archi-
tecture interoperability standard that allows operators
to choose from multiple vendors, rather than having
to depend on a sole vendor for hardware and soft-
ware.? This is important, since it changes marketplace
dynamics and restructures the industry around open
interfaces that will stimulate competition. Shaping the
5G ecosystem now will set the stage for how the broader
U.S.-China technology competition will play out over the
next decade.

Another area of tech-
nology infrastructure
that is being contested
between China and
the United States is the
use of undersea fiber-
optic cables. Given
the enormous role of
undersea cable infrastruc-
ture in facilitating the flow
of growing amounts of data and information, it is imper-
ative that undersea cables be treated and protected like
other critical technologies and infrastructure. Ninety-five
percent of intercontinental global data transmissions
rely on undersea cables. The effort to protect and secure
undersea cables is complicated by the fact that they are
often constructed by multinational consortiums with no
single legal framework to govern their use, because the
cable lines join different continents and traverse interna-
tional waters.?

A further challenge to ensuring that digital devel-
opment remains aligned with democratic principles
is the growing number of Chinese officials playing
leading roles in technology standard-setting bodies,
which provides China influence in shaping digital policy
norms.* Chinese companies also often vote in blocs in
favor of Chinse standards.’® Fifty-five companies from the
United States and allied countries participate in tech-
nology standard-setting bodies, compared to 128 Chinese
companies.®

As Chinese companies entrench themselves at the
heart of regional and national technology ecosystems,
they bring with them Chinese conceptions of authori-
tarian governance as well as leverage and influence for
the CCP. China’s lack of transparency about the origins

The fast-moving nature of
innovation in digital technologies
means that technological
development will often outpace
the creation of liberal political,
legal, and regulatory regimes.

and spread of COVID-19, along with its military and
political aggression toward its neighbors, both highlight
the need for the United States and its allies and partners
to ensure that global digital advancement facilitates
prosperity and reinforces a liberal political order in this
vital region.

The United States will need to help assemble over-
lapping coalitions with like-minded partners and allies
to offer concrete alternatives to Chinese technology.

The Quad will play a key role in ensuring protection of
emerging and critical technologies through its newly
formed working group, announced following the first-
ever leaders-level Quad summit in mid-March. Working
closely with other technologically advanced Indo-Pacific
allies and partners, such as South Korea and Taiwan, on
digital development initiatives will also be important.

The U.S. strategy to meet
the challenges from China’s
expanding digital footprint
will also require working
closely with the American
private sector, as well as
civil society leaders, when it
comes to setting standards
and protecting civil liberties.
These dialogues began to
take shape under the previous U.S. administration, and
the Biden team must intensify and elevate them as part
of its strategy to compete more effectively with China in
developing the digital economies of the Indo-Pacific.

Washington must recognize that many issues in digital
development are ambiguous, and it must craft policies
that account for the field’s complexity. For example,
some countries, such as Indonesia, will seek to maintain
arelatively liberal political environment while also
embracing Chinese technology for economic develop-
ment purposes. Other countries, for instance Vietnam,
will seek out alternatives to Chinese suppliers as a means
of maintaining their own security and independence, but
might still employ those technologies in illiberal ways in
order to suppress dissent and maintain political control
at home. Moreover, the fast-moving nature of innovation
in digital technologies means that technological develop-
ment will often outpace the creation of liberal political,
legal, and regulatory regimes—even in the United States
and other wealthy democracies. The development of
democratic norms and best practices to combat disinfor-
mation, restrict surveillance technologies such as facial
recognition, and give individuals the right to control
their own data is still at a nascent stage. In other words,
much of what constitutes a liberal digital order is still
being defined.



The technology future of the region will directly
impact the national security of the United States.
Washington will not outspend Beijing dollar for dollar.
Instead, America will have to leverage its private sector
and civil society and allied and partner coalitions, while
encouraging local, national, and regional efforts focused
on building a more secure digital future that fosters dem-
ocratic development and institutions.

Chapter One: China’s Digital
Footprint in the Indo-Pacific
—

China’s expanding digital footprint abroad involves
many aspects of digital ecosystem development across
the Indo-Pacific region, from smart city and surveil-
lance technology to new social media and entertainment
platforms. Beijing’s strategic toolkit for expanding

its global technological presence comprises all these
aspects—which contribute to normalizing illiberal digital
practices. Challenges that have been on the periphery
for some time, such as China’s push to expand its digital
presence through public health infrastructure develop-
ment, have reached new significance with the advent

of the COVID-19 pandemic. To formulate an effective
response, it is essential to understand the underlying
challenges triggered by each part of Beijing’s involve-
ment in the surrounding digital ecosystem. This chapter
explores some of the most notable elements of Beijing’s
digital footprint.

@CNASDC

Smart Cities and Surveillance Technology

Similarly to how the Chinese Communist Party has
created a comprehensive digital control architecture
in which it can observe and limit the web activity of
Chinese citizens, it has also ramped up its physical sur-
veillance capabilities. A 2019 estimate placed the total
number of surveillance cameras in China at nearly 350
million and predicted that the number would double by
20217 With 16 of the top 20 most surveilled cities in the
world located in China, these cameras capture a colossal
amount of data about citizens’ offline behaviors that pre-
viously stood beyond the reach of digital authoritarian
control.®

To arrive at this point, China has been ramping up
domestic smart city development. It has accomplished
this by investing billions of dollars in new systems that
use algorithms based on historical trends and real-time
data to make the administration of everything from
traffic control to law enforcement as efficient as possible.

In turn, China’s leading surveillance camera manufac-
turers and developers of facial- and voice-recognition
technology derive a significant share of their profits
from government contracts.’ Leveraging that finan-
cial support, these technology companies hone their
products within China, benefiting from access to
immense data pools. They profit further by being able
to market their products abroad after they have been
refined in domestic trials.!
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With significant official support, Chinese companies
have become global leaders in surveillance by forming
partnerships with foreign governments and private
companies to export cutting-edge surveillance technol-
ogy.'? This works because China’s smart city exports are
fulfilling demand for better urban governance abroad.
However, in many cases, the surveillance technology also
is appealing to emerging authoritarian leaders who seek
new means of exerting control under the guise of good
governance.

In the wrong hands, the technology easily facilitates
greater social control and repression. That is exactly
China’s goal with its own smart cities. By using facial-,
voice-, and gait-recognition software in combination
with a network of surveillance cameras, Beijing eventu-
ally hopes to implement a dystopian artificial intelligence
(AI)-driven predictive policing system that can detect
criminal patterns before crimes are even committed.?

It is therefore critical to understand whether other
countries intend to use China’s smart city technology
and related AT projects for improving governance, or for
controlling populations and stifling public dissent.

The Information Space

The combination of laws, censorship, and digital sur-
veillance that forms the basis of Beijing’s control over
the internet in China has famously been dubbed “the
Great Firewall,” elements of which have been imitated
in democracies and non-democracies alike. Under

the guise of stopping the spread of disinformation on
under-regulated online platforms, some Southeast Asian

While WeChat remains most popular in China, TikTok has found
favor in markets abroad, including the Philippines, the United
States, and Indonesia. TikTok was banned in India despite its initial
success in the country. (Kevin Frayer/Getty Images)

As Chinese platforms gain a
foothold in the still nascent
Southeast Asian streaming
market, their ability to shape
the region’s television and
movie landscape in the long
term will grow exponentially.

governments have implemented heavy-handed digital
regulations modeled on Chinese law. Malaysia and
Singapore both enacted far-ranging “fake news laws” that
granted the government the ability to define and censor
false online speech.* Likewise, Vietnam has drawn upon
China’s concept of “internet sovereignty” to implement
data localization laws that support the government’s
censorship apparatus, although it has since walked back
parts of the mandate that applied to the vast majority of
foreign technology companies.”®

Chinese social media companies only occupy a small
piece of the Indo-Pacific market, so Beijing’s attempts
to manipulate the social network information space
often happens on platforms that it does not directly
control. China’s heavily censored national messaging app
WeChat has struggled to make inroads outside of China,
with some limited success in markets such as Malaysia
largely due to local ethnic Chinese populations.'® Instead,
Chinese digital influence campaigns often take place on
Facebook and Twitter, the platforms of choice in most
of the Indo-Pacific.” However, as Facebook and Twitter
have become increasingly aware that their platforms
can be manipulated in foreign digital influence cam-
paigns, they often identify and isolate the offending
accounts. Last fall, Facebook removed accounts exe-
cuting a campaign that targeted the Philippines, in which
China-linked accounts attempted to garner support
for Philippines President Rodrigo Duterte’s relatively
unpopular overtures toward Beijing.!®

Though Beijing has been relatively unsuccessful in
gaining its own foothold in much of the social media
space, Chinese companies are performing well in the
competition for video streaming markets. As quality
4G and eventually 5G networks enable more people
to access fast download speeds, video streaming and
sharing platforms will continue their meteoric rise in
countries with newfound connectivity. Chinese video
sharing platforms such as TikTok and Likee were among
the 10 most downloaded apps in major regional markets
including Indonesia and the Philippines.” But in India,
where TikTok initially found its greatest foreign success,
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China utilizes multilateral forums to advance national priorities. In July 2019, Foreign Minister Wang Yi met with the newly elected President of
the United Nations General Assembly Tijjani Muhammad-Bande in Beijing. (Mark Schiefelbein/Pool/Getty Images)

a government ban has removed it from the market, along
with a number of other Chinese apps.

Chinese companies are making a concerted effort to
expand subscription-based video streaming platforms
in international markets. Whereas American platforms
including Netflix and Disney+ have well-established and
reliable footholds in the Americas, Europe, and even the
Middle East, they have not gained the same traction in
the Indo-Pacific, although Disney+ launched operations
in India a year ago. Netflix’s market penetration in the
Indo-Pacific is half of that in the Middle East, and one-
quarter of that in Latin America.?° Spying an opportunity,
premium Chinese streaming platform iQIYI estab-
lished its first overseas headquarters in Singapore and
built offices across Southeast Asia, making plans to add
Japanese- and Korean-language content to its predomi-
nantly Chinese-language catalog.? In Malaysia, iQIYT is
partnering with the country’s leading television services
provider, Astro, to acclimate to the local market. Tencent
Video, iQIYI’s largest Chinese competitor, has also
prioritized Southeast Asian markets including Thailand
and Indonesia.?> As Chinese platforms gain a foothold in
the still nascent Southeast Asian streaming market, their
ability to shape the region’s television and movie land-
scape in the long term will grow exponentially.

The Digital Silk Road and Norms

Digital infrastructure is rapidly replacing China’s former
focus on traditional overseas infrastructure development
projects. After several high-profile Belt and Road deals
garnered global attention as possible examples of "debt-
trap diplomacy” or failed to deliver the promised results,
scrutiny and criticism from around the world drove
Beijing to shift toward the Digital Silk Road (DSR)—

Belt and Road’s digital corollary.?® These projects are
less likely to fall apart in the same way, because digital
infrastructure is often cheaper and logistically simpler
to sustain than traditional Belt and Road projects.?
Additionally, Chinese digital development products are
often cheaper, faster, and come with greater regulatory
flexibility than U.S., Japanese, or European alternatives.
Cost is an especially important factor, as the COVID-19
pandemic has lessened the fiscal appetite for traditional
infrastructure projects that carry heavy debt burdens.

At the same time, COVID-19 has increased the urgency
of effecting digital transitions among the world’s devel-
oping economies. Most importantly, the digital focus of
the projects provides a much greater strategic value to
Beijing, because it establishes access to a country’s digital
ecosystem through hardware and software maintenance
and upgrades.?
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Underpinning Beijing’s pivot toward the DSR are its
efforts in multilateral settings—particularly inside the
United Nations—to legitimize its projects and preferred
technical norms through targeted financial support and
strategic acquisition of leadership positions.?® At the 2017
Belt and Road Forum, International Telecommunications
Union Secretary General Houlin Zhou granted legit-
imacy to DSR projects by signing a memorandum on
behalf of his agency that pledged the ITU’s assistance
to Chinese efforts to build information and communi-
cations technology networks in other countries.” To
date, China has acquired more than two dozen similar
memoranda in support of aspects of Belt and Road with
other U.N. agencies and commissions.?® Beijing has also

Most importantly, the digital
focus of the projects provides
a much greater strategic
value to Beijing, because

it establishes access to a
country’s digital ecosystem
through hardware and
software maintenance

and upgrades.

attempted to use the United Nations system to normalize
concepts such as internet sovereignty, which empower
governments to expand their online censorship mandate
and limit access to websites hosted abroad.

DSR projects are not all headline-grabbing 5G or smart
city contracts—sometimes they are less flashy projects,
for instance an undersea fiber-optic cable connection.?
However, these projects deserve just as much scrutiny,
because the viability of a country’s 5G network depends
on strong connectivity through undersea cables.*
Ultimately, whether a DSR agreement is for a small-
scale e-commerce partnership or a Huawei 5G rollout,
it is a stepping-stone for further digital entanglement
with Beijing—which is inadvisable at a time when China
is increasingly relying on economic coercion against
regional countries to achieve geopolitical goals.

Public Health

China began counting health technology among its global
ambitions with the rollout of Beijing’s Health Silk Road
(HSR) in 2017 Initially a partnership between China

and the World Health Organization to promote public
health-related Belt and Road projects, the initiative

evolved as Beijing realigned its infrastructure develop-
ment priorities. As the DSR started to gain prominence,
5G became a central part of the Health Silk Road—with
offerings from robotic nurses to remote consultations.*
In the face of growing resistance to Chinese 5G equip-
ment, Beijing tried to use benefits from the HSR as
carrots to offer in exchange for signing a 5G deal with a
Chinese company.

With the official blessing of the World Health
Organization, Beijing has sought to strategically
position itself at the heart of emerging health needs. The
COVID-19 crisis has only increased the urgent need for
public health infrastructure in much of the Indo-Pacific.
After recovering from the pandemic in a relatively short
time, China has attempted to take advantage of the
opportunity to advertise HSR technologies and launder
its public health image through mask diplomacy.*?
Beyond 5G, the global health emergency has created
opportunities for surveillance companies to feature
prominently under the HSR banner. Despite being on
U.S. sanctions lists for their role in the oppression of
minorities in Xinjiang, two of China’s largest surveillance
equipment companies—Hikvision and Dahua—have
secured contracts to sell thermal imaging equipment
overseas in the name of public health. Alibaba seeks
to contract its cloud services for pandemic modeling
exercises.® Such agreements give China’s technology
companies stronger footholds abroad, create opportu-
nities for widespread international data collection, and
facilitate greater social control and repression in coun-
tries with weak privacy and civil rights protections.

Chapter Two: Indo-Pacific
Countries and Their Paths to

Digital Development
|

The outcome of the competition between China and

the United States to shape Indo-Pacific digital develop-
ment will be a defining factor in the broader geopolitical
struggle between Beijing and Washington to shape the
regional order. The digital economies of the region are
witnessing intense growth and expansion, as the number
of internet users and use of hand-held devices have
exploded in recent years, bringing the total size of the
regional digital economies to around $400 billion.** U.S.
technology companies maintain an extensive presence
that will continue to expand, and to shape digital trends
that impact society and governance. In most Indo-Pacific
countries, WhatsApp, Facebook, Facebook Messenger,
and Instagram represent the most used digital



applications. Facebook has around 241 million users in
Southeast Asia, or about 60 percent of the 400 million
Southeast Asians who are online.

However, China’s significant digital investments in the
region during the past five years are beginning to chal-
lenge U.S. digital leadership and raise security concerns.
Huawei has established itself as a leader in the race to
introduce 5G coverage, and Huawei Marine has com-
pleted dozens of undersea fiber-optic cables in Southeast
Asia in the past few years. Chinese e-commerce com-
panies have also been more aggressive than their U.S.
counterparts in regional expansion. In the past five
years, Tencent and Alibaba have invested $12 billion in
Southeast Asia. As China strengthens its digital position,
countries become reliant on Chinese digital infrastruc-
ture and vulnerable to Chinese political influence and
economic coercion.

China’s bid for technology primacy in the region is not
the only concern when it comes to assessing whether
digitalization will contribute to or weaken liberalism in
these countries. The manner in which individual coun-
tries choose to manage their own digital platforms also
matters. The second part of this chapter explores the
challenges digital expansion poses to governance and
human rights in several Indo-Pacific nations.

Digital Development and Security

As countries in the Indo-Pacific expand their digital
capabilities, many grapple with the potential national
security implications of aligning themselves with
Chinese technology. Chinese companies are required to
share data with the government and have close ties with
the CCP, forcing regional countries to weigh whether
inexpensive technologies offered by Chinese companies
merit the risk of enabling China to strengthen its grip on
their technology ecosystems. Countries across the Indo-
Pacific are dealing with this dilemma as they expand 5G
coverage, integrate social media platforms, train their
workforces to become more technically literate, and
encourage private sector technology innovation. While
U.S. allies and partners such as Australia, Japan, India,
and Taiwan are taking measures to counteract China’s
growing regional digital footprint, other countries have
either sought to take a middle-ground position to deal
with the U.S.-China technology competition or are
openly seeking Chinese support to propel digital trade.

5G telecommunications networks. One of the technology
areas of greatest concern has been the Chinese push to
dominate the development of 5G next generation tele-
communications networks. The Trump administration
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led a campaign to discourage countries from relying on
Huawei for 5G support, citing national security concerns,
including the potential for Chinese surveillance, espio-
nage, and sabotage—not to mention coercion, should a
country become reliant on China for critical technology.
The United States has taken a number of steps to disrupt
Huawei’s ability to operate in global markets. In 2019,
the Department of Commerce placed Huawei on its
Entity List, prohibiting U.S. firms from selling goods

and services to Huawei without a license. Beginning

in May 2020, the Unites States implemented a series

of export controls targeting Huawei’s ability to access
semiconductor chips necessary for producing telecom-
munications gear for 5G networks.*

The Trump administration pursued diplomatic ini-
tiatives to raise awareness about the dangers of relying
on Chinese 5G technology and encourage like-minded
nations to develop alternatives to Chinese 5G offerings.
The initial U.S. focus on promoting a ban on Huawei
equipment started to evolve in mid-2020, culminating in
support for OpenRAN as an alternative to Huawei end-
to-end services. The U.S. government provided strong
support for the Prague 5G Security Conferences held
in May 2019 and September 2020, when international
representatives from governments and industry, along
with researchers, gathered to discuss the development,
financing, and deployment of secure and trusted 5G tele-
communications networks.* Following the 2019 meeting,
the conference chairman issued a statement that
included a non-binding set of principles—known as the
Prague Proposals—in the categories of policy, technology,
economy, security, privacy, and resilience.’” Officials from
various countries—including several Indo-Pacific coun-
tries such as Japan, Australia, South Korea, Singapore,
New Zealand, and the United States—attended the
conferences or have referred to those proposals as
important guidelines for 5G development. At the 2020
Prague Security Conference (held virtually), there was
discussion of OpenRAN as a potential solution to the
5G conundrum.?® Additionally, the U.S. Clean Network
initiative was established to develop common standards

Given that 95 percent of
intercontinental data flow
through undersea cables, it is
imperative that these cable
lines be treated and protected
like other critical technologies
and infrastructure.
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for secure 5G networks.* The Biden administration has
not yet indicated whether it will continue to support
the Clean Network initiative, but early signs point to a
continuation of the concept in some form, though likely
under a new name.*’

Building telecommunications networks that are
secure, technologically cutting-edge, and affordable will
require sustained cooperation among like-minded coun-
tries. The recently released UK Telecoms Diversification
Task Force Report presents a practical and compre-
hensive roadmap for ensuring the security of the UK
telecommunications sector and enabling a competitive
market supply of telecommunications equipment*! The
United States must engage in subtle diplomacy so that
states have feasible ways of choosing alternatives to
Chinese suppliers without fear of reprisals from Beijing.

Undersea cables. Another area of technology infrastruc-
ture that is being contested between China and the
United States is that of undersea fiber-optic cables. Given
that 95 percent of intercontinental data flow through
undersea cables, it is imperative that these cable lines be
treated and protected like other critical technologies and
infrastructure. Since they are often constructed by multi-
national consortiums, there must be cooperation among
like-minded countries in leading and managing their
construction. Further complicating the effort to protect
and secure undersea cables is the fact that these massive
cable lines join different continents and traverse inter-
national waters. This means there is no single governing
system or legal framework to ensure their protection or
guide their use*?

China is aggressively pursuing undersea cable con-
struction across the globe. Huawei Marine (until
recently a subsidiary of Chinese telecommunications
giant Huawei) has built or repaired nearly 100 of the
world’s 400 undersea cables.** However, U.S. companies
including Google, Facebook, Microsoft, and Amazon own
or lease nearly half of the global undersea bandwidth.*
The Chinese appear to view undersea cable laying as a
strategic operation in a battle over data and information
control.*® In 2020, following U.S. sanctioning of Huawei
Technologies, that company divested Huawei Marine,
which is now majority-owned by another Chinese firm.
Despite the divestment scheme, Huawei Marine is still
listed in the U.S. Department of Commerce Entity List,
which restricts the sale of U.S. goods and technology to
the company:*

Another leader in resisting China’s attempt to
dominate the undersea cable industry has been Australia,
which in January 2018 took control of a project,

originally led by Huawei Marine, to build a cable from
Australia to the Solomon Islands*” In October 2020, the
United States worked with Australia and Japan to finance
a submarine internet cable spur to the Pacific Island
nation of Palau. This cooperation was possible under

a memorandum of understanding (MOU) the three
countries signed in 2018. The MOU enabled the U.S.
Development Finance Corporation, the Japan Bank for
International Cooperation, and Australia’s Department
of Foreign Affairs and Trade and Export Finance and
Insurance Corporation to work together to mobilize
private capital that would support major infrastructure
projects in the region.

Taiwan'’s digital democracy shows strength under
pressure. Taiwan is a frontline digital democracy. Since
emerging in 1987 from decades of brutal military rule,
the self-governing island has become a bastion of free
speech in Asia.*® Taiwan’s democratic political system
and vibrant media environment create the conditions
for a liberal digital order there that, in many ways, serves
as a regional model. At the same time, the island faces
intense strategic pressure from China, which seeks

to coerce Taipei into accepting rule from Beijing. As

the Committee to Protect Journalists has noted, this
creates a dilemma of how to protect freedom of speech
while guarding against Beijing’s attempts to interfere in
Taiwan’s political system by taking advantage of its open-
ness.* That Taiwan’s economy is deeply intertwined
with China’s complicates matters further. One report
from the University of Gothenburg in Sweden finds that
Taiwan is the target of more disinformation than any
other liberal democracy in the world.*

Taiwan’s government under President Tsai Ing-wen
has taken steps to counter disinformation coming from
Beijing and its proxies.” The government appointed a
digital minister, Audrey Tang; supported initiatives to
rapidly identify and fact-check false and misleading
reports; and imposed fines for outlets and individuals
who spread such reports.>? Taiwan also places restric-
tions on media ownership and advertising by People’s
Republic of China state entities.> The task of countering
disinformation remains a difficult one, however, because
Beijing continues to improve its political influence oper-
ations and make them more sophisticated.’* Content is
difficult to trace on social media and can be posted using
fabricated accounts. In addition, some press freedom
groups have criticized steps the Taipei government has
taken to counter Beijing’s influence as constituting cen-
sorship—which underscores the difficulty of finding the
right balance.
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REGIONAL DEMOCRACIES WORKING TO COUNTER DISINFORMATION

Indo-Pacific democracies have identified disinformation as an important issue, and one the coronavirus pandemic
has made even more pressing. Quad leaders included countering disinformation among the topics they discussed
in ministerial-level meetings in fall 2020 and spring 2021.6° But each of the four countries is in different stages of
the process of developing and implementing responses to disinformation. Because steps to address the challenge
often touch on related domestic policy topics such as media industry regulation and concerns about technology
firms’ user policies and business practices, they require balancing the interests of a number of stakeholders.
Australia has made some progress by working with technology companies to develop a voluntary code of
conduct, released in February 2021, for combatting disinformation and misinformation. This will be implemented
by major platforms such as Twitter, Google, Facebook, Microsoft, and TikTok, and overseen by the government’s
Communication and Media Authority.?' Japan’s government has explored setting up a similar arrangement, but
the effort has not yet come to fruition.®? U.S. technology policy, which responds to disinformation from domestic
as well as foreign sources, lags behind Australia’s, even as some platforms, such as Twitter, have taken unilateral
steps to regulate content on their sites in response to public pressure. India similarly faces foreign disinformation
challenges that are difficult to separate from false or misleading reports spread by domestic actors.

Restricting the use of hardware and software that do
not meet rigorous security standards is another pillar of
Taiwan’s digital strategy. In December 2018, Taiwan rein-
forced its ban on network equipment made by Chinese
companies Huawei Technologies and ZTE Corporation,
which had been put into place five years prior.’ In July
2019, the government in Taipei announced an expanded
blacklist of Chinese companies whose products Taiwan’s
government agencies were prohibited from purchasing
or using. These included Huawei and ZTE as well as
Hikvision.* In April 2020, Taiwan banned the govern-
ment use of platforms with security concerns, including
the videoconferencing program Zoom, due to concerns
about traffic being routed through servers in China and
company employees being based there.”” In August 2020,
Taiwan announced new restriction on Taiwanese firms
doing business with Chinese streaming services Tencent
Holdings and iQIYL.% In addition, Washington and
Taipei announced in August 2020 that Taiwan would join
the U.S. Clean Network initiative for building secure 5G
networks, with all five of Taiwan’s local 5G telecommuni-
cations providers designated as trusted providers.”

An Indian army convoy on a highway bordering China carrying
reinforcements and supplies toward Leh in September 2020. After
the China-India border crisis in 2020, India began to distance itself
further from Chinese technology. For example, Indian companies
decided against using Chinese technology companies such as
Huawei and ZTE.

India shifts away from Chinese technology. Prime Minister
Narendra Modi has long recognized that technology will
shape India’s future and contribute to lifting millions
of Indians out of poverty. As India pushes forward to
become a digitally empowered society, it has recently
begun distancing itself from Chinese technology, largely
as a result of the 2020 India-China border crisis. In late
June 2020—shortly after an India-China border clash left
20 Indian soldiers and at least four Chinese troops dead—
two Indian companies linked to the Indian government
announced they would forgo Huawei and ZTE services
to upgrade their mobile coverage to 4G.®* During the
same timeframe, India ordered its state-owned telecom-
munications firms to stop sourcing gear from Chinese
companies and banned nearly 200 Chinese apps from the
country, blocking both new downloads and access to the
apps for existing users.** This came as a blow to Chinese
tech firms looking to introduce their products to the
untapped market potential in India.®®

In just the past five years, 560 million Indians have
gained access to the internet, with 450 million Indians
using smart phones.*® Before the China-India border
crisis, China’s investments in India’s technology sector
totaled around $4 billion, and as of March 2020, 18 of
India’s 30 unicorns (privately held start-up companies)
were funded by Chinese investors.” Before India banned
the Chinese apps, Tencent had been the biggest Chinese
technology investor in India, with investments ranging
from food delivery and gaming to music streaming and
news aggregation. Its largest investment ($700 million)
was in the e-commerce platform Flipkart.®® Experts have
indicated that Tencent is likely to decrease its invest-
ments in India due to the app ban but is still looking for
ways to maintain a presence in the Indian market.*” Last
September, Tencent invested $62.8 million in Flipkart,
and reportedly continues to hold a 5 percent stake in
Flipkart through a Singapore-based subsidiary.”®
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RAPIDLY INCREASING INTERNET CONNECTIVITY
ACROSS THE INDO-PACIFIC™
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Over the past five years, the number of internet users in the
Indo-Pacific has skyrocketed. In India, the number of users more
than doubled. In Indonesia, Vietnam, and the Philippines, the
number of users nearly doubled. As countries build out their
digital ecosystems, people can more easily take advantage of
new services.

However, Chinese technology investments in
India were still relatively low when compared with
investments from U.S. companies. For example, U.S.
investments since 2014 in India’s start-up and tech-
nology industries total around $30 billion. This includes
Facebook’s April 2020 announcement of a $5.7 billion
investment in India’s Jio Reliance Industries, and
Google’s July 2020 pledge to invest $10 billion over five
years to accelerate the proliferation of digital services in
India.”

Although China’s inexpensive services offered
by companies such as Huawei were once attractive
to India,” that nation now seeks to counter China’s
digital influence. Under new procurement rules
expected to come into force in June 2021, India will
likely prevent its mobile carriers from using Huawei
equipment. According to two officials from India’s
telecommunications department, after June 15, Indian
telecommunications carriers will be allowed to purchase
certain equipment only from “trusted” vendors.”

Part of India’s strategy to counter Chinese digital
influence is to partner more closely with Japanese com-
panies.” Japan and India are jointly seeking to develop
5G and 6G infrastructure and develop health tech-
nology and digital literacy training programs. Japan will
export new technologies to India, including 5G wireless
networks and submarine fiber-optic cables, while India
has agreed to help build digital prowess among the
Japanese workforce to foster innovation in that country.”
India will rely on Rakuten, a Japanese electronic
commerce and retail company, to export a “cloud-based
mobile network” to India, which will reduce the costs of
installing and operating 5G networks.”” Although India’s
implementation of 5G is still some time away, Rakuten
has already opened a laboratory in the southern Indian
city of Bengaluru to sell 5G to Indian telecom carriers.
With the support of both the Indian and Japanese
governments, the Japanese information technology
company NEC laid an underwater fiber-optic cable to
connect mainland India with the Andaman and Nicobar
Islands.”

South Korea builds digital independence. South Korea has
established itself as a digital development leader in the
region, forging its path with nationwide plans including
the Korean New Deal. It was the first country to roll

out 5G in 2019 and leads both the region and the world
in coverage. However, Chinese companies have played

a key role in South Korea’s path to becoming a digital
leader, and they have developed close partnerships with
Korean companies on 5G development.”’ South Korean



Vietham has not issued a formal
ban on Huawei but appears
unlikely to use its equipment in
its 5G networks.

companies provide Huawei with component parts,
including semiconductors, memory chips, and smart-
phone displays. Huawei, in turn, opened a lab in Seoul
for South Korean companies to test their 5G capabilities.
The South Korean company TMax Data is projected to
use Huawei for a cloud services center.®® Despite the
robust partnerships between South Korean compa-

nies and Huawei, South Korea has not developed sole
dependence on Huawei. Two of the three South Korean
telecommunications companies rely on Samsung equip-
ment for their 5G capabilities, with only one, LG Uplus,
relying on Huawei.

South Korea’s sophisticated digital ecosystem and
continued investment in its development will allow Seoul
to forge an independent digital path. Seoul announced
the Korea New Deal in 2020, an economic plan based
on two component parts: the Green New Deal and the
Digital New Deal. The latter was announced to catalyze
digital innovation and economic growth in the country
by building 5G and cloud computing infrastructure and
developing the nexus between 5G and AL® The admin-
istration of President Moon Jae-in plans to allocate
more than $2.2 billion toward the initiative. In 2019, the
South Korean government announced the AI national
strategy in hopes of catching up in these capabilities with
the United States. South Korea aims to raise its digital
competitiveness by 2030. Geared toward transforming
the nation into a global AT leader, the strategy calls for
spending $820 million over 10 years to support the
development of the AT semiconductor industry.*? The
South Korean government also hopes to develop “smart”
memory chips and build an AT cluster in the south-
western city of Gwangju.®

Vietnam keeps Chinese tech at arm’s length. In a surprise
development last December, Vietnam’s state-owned
telecommunications giant Viettel announced it had
launched a 5G commercial trial in parts of Hanoi, making
Vietnam one of the first countries in the world to deploy
5G services. The company said it had used both imported
and indigenous technology to make the digital trans-
formation, which will enable the rapid advancement

of digital services, providing a boost to the economy.
According to the government, the rollout of 5G will begin
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in urban areas, followed by deployment in industrial
parks, research zones, and universities to aid innova-
tion.* Viettel said it would provide unlimited 5G data
services free of charge during the trial period, which will
test the stability of the equipment before taking it to full
commercialization. Vietnam has not issued a formal ban
on Huawei but appears unlikely to use its equipment in
its 5G networks.®s The nation has conducted 5G trials
with Nokia and Ericsson equipment.

Singapore emerges as a hub for Chinese technology.
Singapore, viewed as an attractive regional base to

access the growing number of digital users throughout
Southeast Asia, has become a hub for Chinese technology
companies such as Tencent, Alibaba, and ByteDance.
With Chinese technology companies investing billions
into the city-state, Singapore now houses a larger number
of Chinese technology companies than any other country
outside China.?® Singapore’s stable politics and predict-
able legal system make it an attractive foreign investment
destination, and the perception that Singapore has taken
aneutral stance amid rising U.S.-China tensions has
further encouraged Chinese technology firms to set up
shop in the country. Launching from their Singapore
headquarters, Chinese companies are able to access
regional markets in the Philippines, Indonesia, Vietnam,
and other Southeast Asian nations.*’

Singapore is partnering with a host of countries,
including China, in its push to develop 5G telecom-
munications networks, AI, and the Internet of Things,
especially in the wake of the global pandemic. For
example, the Singapore government pledged $40 million
to promote 5G innovation and create 1,000 new positions
centered around 5G expertise after the announcement
of an initiative between InfoComm Media Development
Authority and mobile network operators. While
Singapore allowed Chinese companies to participate in
its 5G trials, it ended up choosing Ericsson and Nokia.®®

Singapore’s stable politics

and predictable legal system
make it an attractive foreign
investment destination, and
the perception that Singapore
has taken a neutral stance
amid rising U.S.-China tensions
has further encouraged
Chinese technology firms to
set up shop in the country.
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Indonesia opens doors to Chinese tech. Indonesia’s gov-
ernment under President Joko Widodo has put digital
development at the center of its economic growth
strategy and has undertaken relatively robust coopera-
tion with China on digital issues.®” During Chinese State
Councilor and Foreign Minister Wang Yi’s state visit to
Indonesia in January 2021, the two countries signed an
MOU on developing cybersecurity capacity building and
technical cooperation.”® Global Times, a semi-official
Chinese state paper, described it as the “first-of-its-kind
internet security agreement China signed with a foreign
country” and a “strategic counterattack” against the

U.S. Clean Network program.” Chinese vendors, namely
Huawei and ZTE, have a large presence in Indonesia,
have supplied much of the country’s existing telecommu-
nications equipment from 2G to 4G, and are now poised
to play a major role in 5G infrastructure.’?

The Philippines relies on Chinese technology, straining

ties with the United States. China’s heavy hand in the
Philippines’ digital expansion raises questions about
cybersecurity implications for a country that is a treaty
ally of the United States. The Philippines was the first
Southeast Asian nation to roll out 5G coverage in 2019. It
did so with a Philippine telecommunications company

in which Telecom, a Chinese company, has a 40 percent
stake. In November 2017, Philippine President Rodrigo
Duterte, in a meeting with Chinese premier Li Keqiang,
offered China the opportunity to operate a Philippine
telecommunications carrier. China’s Telecom chose as its
local partner a Philippine company with no experience in
telecommunications, but whose owner had contributed
to Duterte’s election campaign.”

Another major concern is President Duterte’s enthu-
siastic embrace of Chinese surveillance technology.
During Xi Jinping’s state visit in November 2018, Duterte
signed 29 agreements, including a “Safe Philippines
Project,” contracting Huawei and China International
Telecommunication and Construction Corporation to
construct a 12,000-camera surveillance system across
metropolitan Manila and other cities. The project,
intended to help police fight crime with facial-recog-
nition technology, will be funded by Chinese loans.
Congressional critics in the Philippines tried to block it,
citing privacy and security concerns, but Duterte vetoed
their decision. He has run a ruthless anti-drug campaign,
including thousands of extra-judicial killings, and has
arrested political opponents who have been critical of
his human rights record. The United States last year
sanctioned a senior official who had served as police
chief during the period when the extra-judicial killings

occurred. The exchange of surveillance technology
provides China the opportunity not only to export its
autocratic governing techniques, but also to solidify ties
with a fellow illiberal leader.

Malaysia closely partners with Chinese technology compa-
nies. Malaysia is working closely with China on its digital
development as it focuses on advancing 4G capabilities,
and seeks to create employment opportunities, simplify
banking and finance transactions, provide increased
access to virtual education, and bring medical facilities to
remote towns.* Malaysia worked with China to estab-
lish a Digital Free Trade Zone (DFTZ) to help small and
medium enterprises expand their operations through
streamlining e-commerce functions and removing high
tax rates and customs clearances and inspections. The
DFTZ, backed by companies such as China’s Alibaba
Group and Malaysia’s Digital Economic Corporation,
aims to boost international e-commerce between China
and Malaysia.

In 2019, Malaysia also announced the development of
an Al park, an initiative relying heavily on investment
from China. Malaysian company G3 Global Bhd and two
Chinese companies, the SenseTime Group and Harbour
Engineering, are collaborating on the park, which is
expected to become a center of technology development
and research, with investments totaling $1 billion over
five years. Together the Malaysian and Chinese firms are
developing AT solutions to bolster Malaysia’s electronics
industry, including its nascent semiconductor industry,
and position the country to eventually compete with
neighbors Indonesia and Singapore as a digital invest-
ment hub.”

WeChat Pay MY became one of Malaysia’s top e-wallet
operators a year after it entered the market, owing to the
large Chinese diaspora located there.”® Given WeChat’s
track record of censorship—for instance, during the 2019
democracy protests in Hong Kong, Tencent suspended
the accounts of WeChat users who criticized Beijing—
Malaysians could be putting themselves at risk for future
CCP punishment and coercion.”

Digital Development and Governance

While China’s aggressive push to dominate digital
development in the Indo-Pacific is a key challenge for
advancing a democratic digital order, the illiberal manner
in which some Indo-Pacific countries manage their own
digital platforms also poses concern. There is a need

to explore how technology development affects gover-
nance and civil liberties across this vital region. While
there is consensus among democratic nations that at



least some degree of regulation is neces-
sary for managing social media and digital
applications, the level and type of regu-
lation is under debate, and countries are
implementing their own national policies,
regulations, and legislation for dealing with
the rapidly evolving digital landscape. The
swift progress in the evolution of digital tech-
nology is outpacing multilateral coordination
on setting international, widely accepted
guidelines and standards for governing its use.
Meanwhile, online communications
platforms are reshaping politics and
political discourse throughout the Indo-
Pacific. For instance, in 2018 WhatsApp
helped topple 50 years of one-party rule
in Malaysia, and Tinder, the dating applica-

In the Philippines, social media platforms were weaponized during President Rodrigo
Duterte’s campaign, fueling hate in the country. On December 10, 2019, International
Human Rights Day, thousands of Duterte’s critics marched to condemn human rights
violations that had occurred under his rule. (Ezra Acayan/Getty Images)

tion, played a role in the 2020 Thai protest
movement. Social media has imperiled elections in
Indonesia and the Philippines and has been abused to
stoke ethnic and religious violence in India and Burma.
While a degree of regulation is necessary to ensure the
rule of law and prevention of violence, some states have
gone too far in their restrictions on access to social media
and online communication and have violated individual
liberties and restricted peaceful and lawful free speech.

Philippines exploits social media during elections, fuels
hate. In the Philippines, where 97 percent of people
with internet access used Facebook in 2019, fake news
operations coordinated and funded by Rodrigo Duterte’s
PDP-Laban Party backed his presidential campaign.
They continued to fuel his violent anti-drug war after

he took office. In September 2020, Facebook belatedly
took down hundreds of accounts with links to China, the
Armed Forces of the Philippines, and Duterte’s social
media strategist, arguing they violated its policy on
“coordinated inauthentic behavior on behalf of a foreign
or government entity.”!!

Indonesian extremist group peddles anti-Christian con-
spiracy theories. A group called the Muslim Cyber Army
used Facebook and Twitter to disseminate conspiracy
theories about the Christian governor of Jakarta, Basuki
Tjahaja Purnama, derailing his 2017 re-election bid and
leading to his arrest on blasphemy charges. Indonesian
police later arrested more than a dozen members of the
extremist network, which had been orchestrating online
disinformation campaigns in an attempt to push the
country in an Islamist direction.!?

Burmese military misuses social media and instigates
ethnic cleansing. In 2017, the Burmese military weapon-
ized Facebook by setting up fake accounts to spread hate
speech about the Rohingya ethnic minority. Military
officials took advantage of Facebook’s role as the de
facto internet in Burma. They set up fake troll accounts
tied to celebrities and the entertainment industry to
spread incendiary posts against the Rohingya.!®* The
accounts run by the military generated more than a

THE MILK TEA ALLIANCE: CIVIL SOCIETY AND DIGITAL ORGANIZING IN THE INDO-PACIFIC

Recent years have seen young Asian pro-democracy activists protesting repression by authoritarian governments
across the region. Protestors from Hong Kong, Taiwan, Thailand, and Myanmar have contributed to an online
solidarity movement known as the Milk Tea Alliance, named after the popular drink in those places.®® Members

of the group send each other messages of support—for example, photos of them making the three-finger salute
that has become the movement’s symbol—and work together to counter pro-regime supporters online. They also
share tactical tips on how to evade digital surveillance and carry out effective and sustainable demonstrations.®®
Some activists hope the group can become a pan-Asian youth democracy movement, although skeptics note that
primarily online support has inherent limitations that will be hard to overcome in the face of the physical violence
by government security forces in Hong Kong, Thailand, and Myanmar.’°°®
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The Myanmar February 2021 military coup has led to the deaths of hundreds of protestors.
Residents protest the coup during a candlelight vigil in Yangon. (Getty Images)

Following February’s military
coup, Facebook has taken several
steps to protect democracy sup-
porters. Immediately following
the coup on February 1, a civil
disobedience page gained 200,000
followers, and a related hashtag
was used more than 1 million times.
This prompted the military to
temporarily ban Facebook in order
to restrict the flow of information
and prevent the political oppo-
sition from using the platform to
organize.'”® Three weeks after the
coup, Facebook removed Burmese
military and military-controlled
pages from both its Facebook and
Instagram sites, and banned all ads
from military-linked businesses.'®®

In a statement following the move,

million followers and contributed to violence against
the ethnic minority group, leading to the exodus of more
than 700,000 Rohingya from the country. The United
Nations called it “a textbook ethnic cleansing.”** In
November 2018, an independent human rights organiza-
tion—commissioned by Facebook—published its findings
about how the social media platform was used to insti-
gate the violence. Recommendations were provided for
Facebook to improve enforcement of its content policies
and increase engagement with local stakeholders.%5
Facebook, acknowledging it had not done enough in
Burma to prevent violence against the Rohingya, took
down the pages of the army chief, several other military
officials, and hundreds of fake accounts being used to
spread hate speech. Facebook also added more Burmese-
speaking content moderators for the country.*®

Over the past several months, Facebook struggled
with how to balance speech protection for democratic
politicians and democracy activists on the one hand,
and on the other cooperation with the military regime
to prevent shutdowns of the platform, which is the main
source of information for most of Burma’s population.!?’
Facebook sought to prevent misuse of its platform by
the Burmese military both during and following the
country’s November 2020 election. Before the election,
TFacebook announced it had taken down a network of 70
fake accounts and pages operated by the military. After
the election, a Facebook spokesperson announced the
company would remove any content that sought to dele-
gitimize the outcome.

the company said, “Events since

the February 1 coup, including deadly violence, have
precipitated a need for this ban. We believe the risks of
allowing the Tatmadaw [Burmese military] on Facebook
and Instagram are too great.” Facebook continues to
provide updates on its actions in Burma. On March 31, it
announced that it would remove content that violates the
company’s community standards, and that it had added

a new safety feature allowing Burmese users to lock

their profiles. On April 14, Facebook announced it would
remove posts praising or supporting violence by Burmese
security forces and against civilians.!°

India’s frequent internet shutdowns stymie free speech.
Democracies do not always agree on how to regulate
social media platforms and set standards for digital
development, and nowhere has this been more evident
than in India’s repeated shutdowns of the internet.
According to digital rights group Access Now, by 2020
India had imposed the highest number of internet
shutdowns (109) of any country for the third consec-
utive year. Yemen came in second place with six, and
Ethiopia in third place with four.!!

Those who have suffered the most from India’s aggres-
sive internet disruptions are the Kashmiris. In August
2019, following the Indian government’s decision to
rescind Jammu and Kashmir’s autonomous status, New
Delhi halted all broadband and mobile internet services
and maintained a complete lockdown in the region to
avoid protests and violence. In January 2020, the govern-
ment resumed 2G internet service in the region but kept



social media restrictions in place. Civil society leaders
and nongovernmental organizations filed petitions with
India’s Supreme Court against the internet restrictions,
but failed to convince it to force the government to
rescind the internet shutdown order.

In February 2021, India unexpectedly announced new
social media regulations, the Intermediary Guidelines
and Digital Media Ethics Code. The new regulations
require Facebook, Twitter, and YouTube to appoint
India-based compliance officers, who will provide
monthly reports detailing complaints received and
actions taken by the company to address them. The social
media companies must remove content within 36 hours
of receiving a legal order from authorities and will be
required to reveal the originator of the content. While
these new regulations may have some merit, the hurried
manner in which they were announced, with little to
no warning to the affected companies, does not bode
well. Many observers view the rushed new orders as a
response to a recent dispute between the Indian govern-
ment and Twitter regarding hashtags related to farmer
protests that have rocked the government since last fall.

Chapter Three: The Way Forward:
Elements of Establishing a Liberal
Digital Order in the Indo-Pacific

The challenges to ensuring a future liberal digital order
are immense and require the United States to develop
a multifaceted approach that prioritizes coordination
with democratic allies and partners.
As the United States gets a handle on
the scope of the problem, it should
prioritize working with the other
Quad countries—Australia, India,
and Japan. The announcement of

a Quad working group to focus on
critical and emerging technologies
following the first-ever Quad summit
(in mid-March) is encouraging. It
offers a unique multilateral venue

to begin examining the challenges
and exploring potential solutions.
However, working and coordinating
with partners outside the Quad, such
as digitally advanced Asian ally South
Korea and partner Taiwan, as well as
the UK and European Union (EU),
which recently released its Indo-

Pacific strategy, also is critical. The Wona,/Getty Images)
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degree to which the United States can work with these
countries and partners to pool resources and capabili-
ties while setting mutually agreed-upon standards and
guidelines will determine whether digital technology is
harnessed in a way that advances free and open societies
or contributes to strengthening autocratic regimes.

Washington must recognize that many issues in digital
development are ambiguous, and it must craft policies
that account for the field’s complexity. For example, some
countries, such as Indonesia, will seek to maintain a
relatively liberal political environment while embracing
Chinese technology for economic development purposes.
Others, such as Vietnam, will seek out alternatives to
Chinese suppliers as a means of maintaining their own
security and independence, but might still employ
those technologies in illiberal ways to suppress dissent
and maintain political control at home. Moreover, the
fast-moving nature of innovation in digital technologies
means that technological development will often outpace
the creation of liberal political, legal, and regulatory
regimes—even in the United States and other wealthy
democracies. The development of democratic norms and
best practices to combat disinformation, restrict surveil-
lance technologies such as facial recognition, and give
individuals the right to control their own data is still at a
nascent stage. In other words, much of what constitutes a
liberal digital order is still being defined.

To ensure that digital development ultimately serves
the purpose of building a liberal regional order, the
United States should:

| —

At the first Quad summit, held in March 2021, President Joe Biden, left, and Secretary of
State Anthony Blinken, right, met with the leaders of Australia, India, and Japan. (Alex
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Leverage relationships with allies and partners
for results-oriented diplomacy on digital issues.

m Follow through immediately on operationalizing the

Quad working group focused on emerging and critical
technologies. The National Security Council (NSC)
should guide U.S. inter-agency efforts to operationalize
the Quad working group on emerging and critical tech-
nologies that was announced following the first-ever
Quad summit held in mid-March. The working group
should immediately identify which areas of technolog-
ical development are most critical to maintaining a free
and open political order, and then develop a common
understanding of the challenge. The four countries
should decide on a coordinated policy approach and
then consider how to expand multilateral action within
a wider group of democratic nations.

Prioritize digital issues in bilateral engagements and in
multilateral groupings. Coordination with allies and
partners on digital issues must be prioritized. This
includes South Korea and Taiwan bilaterally, multi-
laterally through the EU, and in new purpose-built
groups focusing on technology topics, for instance

the proposed Technology 10, made up of the G7 states
plus South Korea, Australia, and India.'? Washington
should practice positive “forum-shopping” that
chooses venues based on their ability to get real-world
results. In late April the EU released its Indo-Pacific
strategy. It highlighted the need to work with partners
who share principles on quality and sustainable con-
nectivity based on international norms, and to promote
digital governance in line with a free and open cyber
space.'?

Take a leadership role within international organiza-
tions involved in digital development, especially the ITU.
In addition to playing a larger direct role in shaping
international standards that govern digital develop-
ment, the United States should seek to expand the
diversity of nongovernmental organization and private
company membership within the ITU to ensure that
authoritarian actors cannot dominate the organi-
zation. Furthermore, USAID and the International
Development Finance Corporation (DFC) should
coordinate directly with the ITU Development Sector
(ITU-D), which provides technical assistance and
service delivery to bolster telecommunications equip-
ment and networks in developing countries. USAID
could establish a partnership with ITU-D to conduct
joint needs assessments and programming. This will
provide a valuable opportunity to inculcate U.S. digital
values and best practices within the multilateral orga-
nization. Other international organizations that are

involved in addressing global digital challenges include
the G20, the Organization for Economic Co-operation
and Development (OECD), and U.N. agencies such

as the U.N. Development Program, which recently
released a new digital strategy to develop innovation,
digital literacy, digital communication, and digital
ecosystems. One recent example of multilateral work
in the digital space is the July 2020 G20 ministers’
announcement of support for an “open, fair, and
non-discriminatory” environment.!

Work with allies and partners, in close
coordination with the U.S. private sector, to
develop both standards for digital technology
investments and technology infrastructure
alternatives to those offered by China.

® Catalyze the development of alternative 5G telecommu-

nications technology vendors. U.S. policymakers must
better understand and respond to the preferences of
governments that consider Chinese suppliers. For
developing countries in particular, factors such as
price, speed of project approval and construction, and
technical support are often as important as security.
Security advantages alone will often not be enough
to shift their decision-making calculus. A promising
way forward on 5G telecommunications develop-
ment is explained in a CNAS report published last
year titled, “Open Future: The Way Forward on 5G,”
by CNAS Senior Fellow Martijn Rasser. He makes

the case for OpenRAN systems as a solution to the 5G
conundrum.'’®

Continue to forge an international consensus on security
standards for 5G networks. The NSC should lead an
inter-agency process to determine if it will continue
the Clean Network initiative, or something similar to
it, and whether it will maintain strong support for the
Prague Process. While several countries have been
reluctant to sign on to the Prague Proposals for devel-
oping and deploying 5G infrastructure, the conferences
have provided useful forums for raising awareness
about 5G security challenges and discussing potential
solutions such as OpenRAN."¢

® Tncentivize Indo-Pacific nations to invest in trusted and

secure technologies and digital infrastructure. Since
many of these countries have not yet committed to
either a closed or an open digital development path,
it is crucial for the United States to develop tailored
approaches that influence the private sectors and key
decisionmakers in these countries. Specifically, the
United States should use the expanded authorities of
the DFC to provide financial support or incentives for
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U.S. companies, or to select digital firms from allied or ® Build local resilience and capabilities of civil society,
partner countries that are well-positioned to provide watchdog groups, and journalists to monitor digital
trusted alternatives to Chinese digital investments. development. The State Department and USAID

The DFC can help galvanize the entry of U.S. inter- should support and educate journalists and local civil
national technology firms into higher-risk markets, society groups to play a watchdog role over technology
where they can compete with Chinese companies. development. These organizations will help to ensure

that technology ecosystems are developed in a way
that protects civil rights and benefits local commu-
nities. The State Department Bureau of Economic
and Cultural Affairs and Global Engagement Center
could also develop a plan for engagement in the Indo-

® Develop assessment frameworks and standards to vet
digital development projects. Along the lines of the Blue
Dot Network—a concept developed by the previous
U.S. presidential administration to certify transparent,

sustainable, and inclusive infrastructure projects—the . . R o
State Department, USAID, and DFC should collaborate Pacific region to hlghh%’ht t}'le‘path toward building
to develop standards specific to digital infrastruc- a free, open, and {ncluswe fjlgltal future. And USAID
ture projects that can be coordinated with allies and could play arole in educating local governments,

partners. After the standards are developed, the State nongovernmental organizations, and the development
Department can spearhead an effort to encourage community about the importance for sustainable

Indo-Pacific countries to sign on to the framework by economic development of nurturing an open and inclu-

emphasizing the benefits of cultivating open digital sive digital ecosystem.

ecosystems for economic growth, job creation, innova- ® Encourage U.S. technology companies to also engage
tion, and capacity building. with local civil society leaders, academics, and jour-
nalists to better understand and learn to identify
disinformation. The State Department should work
with the local affiliates of technology companies to
organize roundtable discussions about preventing
abuse of social media platforms.

® Encourage private U.S. investments in Indo-Pacific
technology companies. The Commerce Department,
working in conjunction with relevant interagency
partners, should facilitate U.S. and allied investments
in Indo-Pacific technology firms to provide an alter-

native to Chinese capital, and to blunt the power ® Draw from other countries’ experience in combating
that Beijing exercises through its investments in the disinformation. In addition, the experiences of Taiwan,
region’s digital economy. Australia, and others in countering disinformation’s

effects on democracy must be leveraged. Those efforts

® Assist other countries in implementing effective invest- . .
should be embedded into a larger internet freedom

ment screening programs. The Treasury Department’s

Office of International Affairs should establish a agenda.

technical assistance program to share expertise and Define and implement a digital governance
provide capacity-building support for partner coun- model that reflects liberal values and can keep
tries that want to create new investment screening up with technological innovation.”

processes or improve existing ones along lines of the

. . . . ® Lead a multinational effort to establish digital gover-
Committee on Foreign Investment in the United States.

nance guidelines. The NSC should spearhead a policy
Shield democracy from digital threats while process to develop a whole-of-government strategy
advancing internet freedom. that can serve as a framework for international dis-
cussions on the topic. Many allies and partners in the
Indo-Pacific and across the rest of the world have
digital strategies. Coordinating efforts—particularly in
Southeast Asia—will be a potent force multiplier. The
strategy should identify ways to modernize regula-
tion of the technology industry so that issues such as
surveillance, data privacy, and impact on the media
industry are handled in ways that support a liberal
political and social model, in direct contrast with
China’s digital authoritarianism. The digital gover-
nance framework should also include a set of guiding
principles for the use of social media and digital com-
munications to help prevent unnecessary restrictions
that harm civil rights to free and peaceful speech. 18

® With countries across the Indo-Pacific, enhance diplo-
matic engagements and assistance programs that deepen
understanding of the need to balance rule of law and
prevention of violence with protecting civil rights to free
and peaceful speech. The State Department and USAID
should highlight these issues in their diplomatic
engagements and foreign assistance programs. The
conversation must involve private sector companies
and civil society groups from the United States as well
as the Indo-Pacific region. While laws and regulations
will continue to vary across nations, the United States
can lead an international conversation that begins to
illuminate a framework for considering these issues.
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® Support technology innovation domestically and in
contested spaces. The U.S. government should invest
in developing technology alternatives that are based
on privacy and other democratic digital governance
norms. Once a problematic technology is identified on
the international market, organizations including the
Defense Advanced Research Projects Agency, In-Q-
Tel, or the Intelligence Advanced Research Projects
Activity can work to develop these alternatives. In
addition, the State Department Bureau of Global
Public Affairs should support technology hackathons
throughout Southeast Asia to encourage and facilitate
the growth of responsible technology innovation in the
region.

® Ensure adequate funding and resources for U.S.
agencies supporting digital development in Indo-
Pacific countries. Several different U.S. government
agencies, including the U.S. Agency for International
Development, U.S. International Development Finance
Corporation, Millennium Challenge Corporation,
and U.S. Trade and Development Agency, have a role
in supporting liberal digital governance as well as in
developing digital ecosystems that support innovation,
build trusted networks, and protect individual data.

m Use digital technology to empower the traditionally
disempowered. Through private-public partnerships
between organizations such as the State Department
Bureau of Democracy, Human Rights, and Labor
and the U.S. Open Technology Fund, the United
States should work to distribute tools—for example,
virtual private networks—that support the free flow
of information to people in constrained information
environments.

Conclusion

I

The United States is in a multifaceted competition

with China that spans the economic, diplomatic, and
military domains. The competition to influence global
digital ecosystems, particularly in the Indo-Pacific, is
consequential to defining the extent to which liberal

or authoritarian governance models will prevail in the
region, perhaps for decades to come. In order to meet the
global digital development challenges posed by Chinese
advancements in the technological and standard-setting
arenas, the United States must work closely with like-
minded partners and allies. This cooperation is necessary
to pool capabilities and resources and also to bring to
bear shared democratic values that must guide digital
development. The pace of digital innovation and the
rapid increase of reliance on digital systems worldwide—
spurred by the global pandemic—makes U.S. attention to
this critical national security issue all the more urgent.
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