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Reforming the Department of Homeland Security Through Enhanced Oversight & Accountability

In November 2002, 14 months after the attacks of September 11, 2001, the 
Department of Homeland Security (DHS or the department) was created 
by Congress to make America safer from terrorism.1 At the time, the 
policy focus was on international terrorism, in particular al Qaeda. Since 
then, not only has the terrorism landscape evolved—from al Qaeda and its 
a"liates to ISIS to the present increased attention to domestic terrorism 
linked to white supremacist violence2—but the scope and complexity of 
national security threats have evolved. The new department centralized 
border security, immigration enforcement, transportation security, emer-
gency management, and critical infrastructure protection, plus additional 
functions, with an intent to protect against future terrorist attack. The fun-
damental activities of the department, however, have always been broader 
than terrorism. And over the years, attention to the department has quickly 
shifted depending on the critical events of the time, whether a natural 
disaster, such as Hurricane Katrina in 2005, or persistent cyberattacks 
and other malign cyberactivity since the mid-2000s, or the emergence of 
a global pandemic.3 Meanwhile, due to a variety of factors, the size and 
complexity of DHS’s law enforcement functions have grown, while recent 
attention has focused primarily on the border and immigration functions. 
The department is arguably the most operational agency in the federal 
government in terms of its routine activities that a#ect and directly touch 
millions of people each day. These varying and disparate missions across 
the department are focused domestically and therefore require substantial 
attention to whether and how they are carried out in accordance with law 
and respect for constitutional protections. 

Introduction
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This report, issued as part of a Center for a New American Security 
(CNAS) project4 on enhancing DHS oversight and accountability, posits that 
18 years into the department’s existence, the functions of border security 
and immigration enforcement, as well as the law enforcement functions 
of Customs and Border Protection (CBP) and Immigration and Customs 
Enforcement (ICE) in particular, have grown disproportionately large in 
size and broad in scope, without the necessary oversight and accountability 
structures that must accompany such activities.5 And DHS’s border and 
immigration functions are under tremendous strain as they are tasked 
with increased policy directives, humanitarian challenges on the southern 
border, intense political pressure, and growing public scrutiny about these 
functions. The department is in severe need of legislative attention and 
policy coordination. If it does not reform to address the issues identified 
in this report, it is likely the department will face calls for partial or full 
dismantlement under a future administration.6 Such a result would undo 
nearly 20 years of e#ort to better protect the nation from terrorism and 
emerging homeland threats, and risk returning to a pre-9/11 era of dis-
jointed homeland security coordination. 

An unintended consequence of consolidating its legacy entities into one 
department, however, has been that DHS is now the largest federal law 
enforcement agency in the country. That makes the secretary of Homeland 
Security the federal law enforcement executive with leadership over the 
greatest number of federal law enforcement o"cers, with oversight and 
management responsibilities larger in quantity and far di#erent in oper-
ational scope than the FBI director or the attorney general of the United 

On a typical morning, pedestrians line up on the Paso Del Norte International Bridge to enter El Paso from Juarez, 
Mexico. (IPA)

THE DEPARTMENT IS 
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The U.S. Border Patrol detains migrants under the Paso del 
Norte International Bridge, El Paso, Texas. Some members of 
the local media questioned whether the U.S. government’s 
creation of these temporary, severe conditions was intended 
to bring attention to needed resources for border security. 
(IPA)
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States. And yet, DHS’s internal oversight and accountability mechanisms as 
an institution have not been appropriately calibrated to those responsibilities. 
Nor was the purpose of DHS to facilitate the creation of a federal police force, 
which is constitutionally prohibited. And Congress chose not to pursue the 
creation of an internal security or domestic intelligence agency following the 
attacks of September 11, 2001. Instead, Congress created the department to 
coordinate existing functions related to protecting the United States, other 
than complex investigations relating to terrorism and collecting foreign intel-
ligence information. As a result of intense political pressure combined with 
weak internal controls, however, DHS is currently su#ering from a severe 
public backlash to its operations, and even existence, which is detrimental to 
DHS’s ability to e#ectively perform its critical mission. Such a department or 
agency cannot operate e#ectively domestically without public confidence that 
its activities are conducted lawfully and appropriately. Building public confi-
dence in DHS activities, and enhancing controls within DHS that will improve 
public confidence, will bolster DHS e#ectiveness. For DHS to remain a viable 
entity, it must conduct its activities according to law and constitutional princi-
ples, and it must foster public confidence that it is doing so. 

Three substantial adjustments should be made to improve DHS’s e#ective-
ness and stability in the next decade and beyond, particularly in the areas of 
border security, immigration enforcement, and law enforcement. First, DHS 
core statutory authorities should be updated to accurately reflect its day-
to-day homeland security functions and the activities that are in support of 
those functions. Congress should update DHS’s legislative charter to align 
its practical functioning with its legal authorities. Second, DHS must pursue 
e#orts to enhance public confidence in the lawful functioning and integrity of 
government agencies, and law enforcement activities in particular. The way to 
achieve this second goal is to bolster its internal oversight and accountability 
functions by encouraging the development of a department-wide culture of 
compliance and oversight through legislation that establishes the structural 
and budgetary framework supporting those activities. If the agency is going 
to continue to conduct the breadth of security and law enforcement functions 
it has been charged with, its internal oversight and accountability structures 
and operations must mature accordingly. Third, Congress should take on 
responsibility for overseeing these improvements and needs to overcome its 
well-known jurisdictional infighting to tackle modernizing the department. 
This report provides six specific and practicable recommendations to achieve 
these goals, including proposed text to modernize the department’s mission 
statement in a manner that reflects current operations and activities, incor-
porates respect for the rule of law, and provides for a proactive approach to 
protecting the nation from the security threats of today and tomorrow.

BUILDING PUBLIC CONFIDENCE IN DHS ACTIVITIES, AND ENHANCING 
CONTROLS WITHIN DHS THAT WILL IMPROVE PUBLIC CONFIDENCE, WILL 

BOLSTER DHS EFFECTIVENESS. FOR DHS TO REMAIN A VIABLE ENTITY, IT 
MUST CONDUCT ITS ACTIVITIES ACCORDING TO LAW AND CONSTITUTIONAL 
PRINCIPLES, AND IT MUST FOSTER PUBLIC CONFIDENCE THAT IT IS DOING SO.
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DHS was created in response to the terrorist attacks of 
September 11, 2001. As the 9/11 Commission Report would later 
document when released in 2004, the attackers took advan-
tage of gaps and inadequacies in aviation security, immigration 
enforcement, and related security e#orts. At the time, consoli-
dation of these and related border security e#orts were enacted 
by Congress to provide better and more e"cient coordination 
of all homeland security activities, a concept that was not part 
of the mainstream national security, defense, or academic 
lexicon prior to the 2001 attacks. In the post-9/11 environ-
ment, policymakers were able to work o# of a blueprint for the 
department previously developed by the early 2001 Commission 
on National Security/21st Century (known as the Hart-Rudman 
Commission), which previewed the homeland security 
concept.7 With over 250,000 employees and contractors, and a 
budget of over $70 billion, DHS is now the third-largest federal 
government department.8 

From its inception, there has been an incongruence between 
DHS’s foundational statutory mission and its day-to-day oper-
ations, as exercised through the already-existing authorities of 
its legacy agencies’ components. In theory, and according to its 
statutory mission, four of the top seven statutory objectives of 
the department are related to terrorism, all of which could be 
related to terrorism but all of which are also functions that exist 
irrespective of terrorist threats.9 As a practical matter, most of 
DHS’s activities fall into five overarching categories: (1) border 
protection and transportation security; (2) immigration system 
administration and enforcement; (3) cyber and infrastructure 
protection; (4) disaster preparedness and response; and (5) 
protection against chemical, biological, radiological, nuclear, 
and explosive threats or activities.10 In addition, the department 
has substantial detention responsibilities related to its border 
and immigration functions. Thus, throughout its first 18 years 
of existence, the department has underachieved its original, 
terrorism-specific mission because the primary responsibility 
for investigating international and domestic terrorism resides 
with other government agencies and elements of the intelli-
gence community.11 Worse, it has outgrown its original mission 
because the nature of the threats to national and homeland 
security have substantially evolved over time.12 And even for 
missions that have grown over time—for example, cybersecu-
rity—the lead DHS entity (Cybersecurity and Infrastructure 
Agency) does not have investigative authority; those investiga-
tions are conducted by both the FBI and, within DHS, the Secret 
Service. The mismatch between DHS’s statutory mission and its 
day-to-day functions is increasingly apparent.

DHS is the largest federal law enforcement agency in the 
country, with well over 60,000 law enforcement o"cers.13 
Law enforcement o"cers and agents work in 10 DHS com-
ponents: Customs and Border Protection (CBP), Immigration 
and Customs Enforcement (ICE), Coast Guard, Secret Service, 

Background on  
Selected  
DHS Operations 

“
From its inception, 
there has been an 

incongruence between 
DHS’s foundational 

statutory mission and its 
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of its legacy agencies’ 
components.
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CBP tactical law enforcement units conduct training exercises in El Paso, Texas. (IPA)
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Transportation Security Administration (TSA), 
National Protection and Programs Directorate’s Federal 
Protective Service, Federal Emergency Management 
Agency (FEMA), O"ce of the Under Secretary for 
Management’s O"ce of the Chief Security O"cer, 
Federal Law Enforcement Training Centers, and O"ce 
of the Inspector General.14 Based on fiscal year 2018 
reporting, the number of law enforcement personnel 
in CBP and ICE is greater than that of the FBI, Drug 
Enforcement Administration (DEA), and the Bureau 
of Alcohol, Tobacco, and Firearms (ATF)—three 
main investigative law enforcement agencies in the 
Department of Justice—combined. In CBP15 and ICE 
alone, there are a combined 54,901 agents: 20,711 Border 
Patrol agents,16 17,468 O"ce of Field Operations o"cers, 
8,738 Homeland Security Investigations (HSI) agents, 
and 7,984 ICE Enforcement and Removal Operations 
(ERO) agents.17 The U.S. Secret Service includes approx-
imately 3,200 agents.18 As a point of comparison, as 
of FY 2018, there were 14,120 agents in the FBI, 4,341 
in the DEA, and 2,640 in the ATF. CBP alone has a 
larger law enforcement force than the FBI and DEA 
combined. In addition, both CBP and ICE operate 
and oversee a significant detention system within the 
United States. While the full extent of these agencies’ 
detention operations is beyond the scope of this 

report, their existence and the compliance problems 
surrounding them are highly relevant to the report’s 
overall focus on enhancing oversight and accountability, 
as discussed below.

CBP includes the Border Patrol, but the CBP mission 
is broader than that of the Border Patrol alone. CBP 
o"cials in the O"ce of Field Operations work at o"cial 
points of entry.19 Border Patrol agents monitor the space 
between lawful points of entry, focusing on interdicting 
foreign persons entering the country unlawfully, human 
smugglers and drug tra"ckers, or other threat actors.20 
And Air and Marine Operations monitors conduct 
operations in their domains. The size of the Border 
Patrol has grown, from under 5,000 agents and pilots 
in 1992 to over 20,000 in 2009; there are 20,711 agents 
and pilots as of 2018.21 The ability of the Border Patrol 
to retain an experienced workforce has not kept pace 
with the significant hiring increases, resulting in a high 
attrition rate.22 One of the repercussions of the fast 
growth of the force is the inadequacy of corresponding 
oversight and accountability mechanisms. Border 
Patrol authorities, including their law enforcement 
powers, are derived from legacy authorities under the 
Immigration and Nationality Act.23 Although the intent 
of the creation of DHS was to address threats from 
terrorists, the day-to-day activities of the Border Patrol 

CBP o!cers monitor the port of entry at the Paso del Norte International Bridge. (IPA)
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have remained primarily “preventing unauthorized 
aliens from entering the country”; the vast majority of 
these “unauthorized aliens” are not actual or suspected 
international terrorists.24 Moreover, much of the Border 
Patrol’s responsibilities in recent years have grown to 
meeting humanitarian needs in addition to enforcement 
activities, given the increased migration on the southern 
border. CBP’s leadership and workforce have struggled 
to successfully adapt to that new environment, partic-
ularly in light of the polarized legislative debate over 
border security enforcement.25 

With respect to ICE operations, there has been an 
increasing approach over decades of treating ICE 
enforcement activities as law enforcement, when 
historically they were viewed as an administrative 
function and as an aspect of government activity more 
closely tied to economic and labor considerations. In 
one capacity, ICE carries the responsibilities to arrest 
and deport individuals without legal status to remain in 
the United States under the purview of its ERO compo-
nent. ERO is charged with enforcing the laws governing 
lawful status and immigration. This role makes ICE 
particularly susceptible to accusations of harsh enforce-
ment activity, as it is responsible for carrying out the 
enforcement of existing laws, consistent with policy 
directives from the executive branch. Particularly 
in an environment when the current administration 
has made it a policy priority to increase the scope of 
enforcement activity, ICE’s activities have come under 
further scrutiny.26 

In another capacity, however, ICE performs law 
enforcement investigative work concerning intellectual 
property rights,27 counterfeiting, drug tra"cking, and 
human smuggling. This work takes place under the 
purview of ICE’s other component, HSI. Despite its 
stated mission to protect against terrorism, DHS does 
not have primary responsibility to conduct counterter-
rorism investigations:

Homeland Security Act Section 101: “(2) 
RESPONSIBILITY FOR INVESTIGATING 
AND PROSECUTING TERRORISM.—Except 
as specifically provided by law with respect to 
entities transferred to the Department under 
this Act, primary responsibility for investigating 
and prosecuting acts of terrorism shall be vested 
not in the Department, but rather in Federal, 
State, and local law enforcement agencies with 
jurisdiction over the acts in question.”28

 
Over time, HSI has applied its counterfeit investigative 
authorities in order to play a more visible role in pro-
tecting events of national significance, such as the Super 
Bowl, which is a designated National Special Security 
Event (NSSE).29 The Super Bowl is a useful example 
of how HSI mobilizes, and how DHS more broadly 

DHS plays a leading role in providing security for 
significant national events, such as the Super Bowl.32 
(Twitter)
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mobilizes its component agencies to protect against terrorism or other threats to large-
scale public events to provide public safety. Overall, DHS, including both CBP and ICE, 
clearly embraces the NSSE role, although the Secret Service is the entity charged as 
the lead entity for NSSEs.30 The contrast between the crisis in resources presented by 
the department with respect to its southern border activities and the image (complete 
with go-fast boats, helicopters, mobile command centers, and polished video public 
relations messaging) for its recent NSSE activities, is striking. HSI also publicized its 
physical presence at this year’s Mardi Gras, posting a photo of HSI agents walking the 
streets of New Orleans.31 

ICE HSI o!cers walk the streets at Mardi Gras. (ICE)

Within ICE, however, the incongruence between its day-to-day immigration 
enforcement and transnational criminal investigations, money laundering, and coun-
terfeiting investigations creates tension. In June 2018, 19 HSI special agents in charge 
(SACs) wrote a letter to then-Secretary Kirstjen Nielsen requesting that ICE’s HSI 
and ERO be split into separate agencies. The HSI SACs argued that HSI has developed 
into a global leader in combating transnational crime and that being combined with 
ERO has hindered that growth. This proposal has merit for the reasons described 
by the SACs, as well as because the law enforcement investigative activities of ICE 
have contributed to an overall increasing culture of law enforcement in the agency, 
which is inconsistent with the administrative activities conducted by ERO. Serious 
consideration should be given to separating the (1) law enforcement investigative 
activities; (2) protective activities that support DHS’s homeland security mission, such 
as national event preparedness; and (3) immigration enforcement activities. A more 
e#ective structural delineation would need to accommodate the synergies that exist 
within DHS for comprehensive NSSE activities. Further below is a recommendation 
addressing the complex investigative activities of HSI.
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An Impressionable Department with Weakened Leadership & 
Insu&cient Oversight Framework
Only 18 years into its existence, DHS is a relatively young department, even 
if some of its legacy components have an extensive history. But because its 
core immigration, border security, and law enforcement functions involve 
complex authorities, implementation, and consequences for civil liberties, it 
is essential that the department have e#ective oversight structures. Yet DHS 
has “struggled to mature”33 as an organization. According to former Inspector 
General John Roth in testimony before Congress last year, the agency su#ers 
from “poor employee morale” and “a dysfunctional work environment.”34 
Management or organizational improvements made by one secretary can 
easily be reversed or naturally atrophy under another. As currently designed, 
too much about the department’s e#ective functioning is dependent on polit-
ical appointments at leadership levels. Additional oversight and accountability 
mechanisms need to be developed in the law governing the department and 
baked into its institutional mechanics and culture.

Recently, DHS law enforcement activities have proved susceptible to an 
inappropriate level of White House control and influence, beyond expected 
responsiveness to political leadership. While DHS as a whole was designed, 
in part, to be responsive to legitimate political priorities, its volume of polit-
ical appointees and weak headquarters structure have shown significant 
signs of law enforcement activities appearing politically motivated. As its law 
enforcement functions have grown, that political malleability can have the 
appearance of tainting law enforcement as being politically motivated. DHS’s 
political malleability has been on display in the past three years due to this 
White House’s persistent pressure on its leadership corps, resulting in high 
turnover of personnel occupying positions that require Senate confirmation, 
the department’s willingness to implement policies with what appears to 
be minimal legal review and implementation planning, and overtly political 
public messaging from both DHS leadership and o"cial departmental social 
media accounts. Pursuing policies that stretch or go beyond the boundaries 
of existing law has contributed to the persistent leadership crisis at DHS, as 
Senate-confirmed agency executives have been forced to resign or been fired 
for not implementing policies inconsistent with law. A paucity of internal 
policies, regulations, and other governance documents has made DHS more 

vulnerable to such 
external manipulation. 
When the public starts 
to perceive homeland 
security, including law 
enforcement activities, 
as politically motivated, 
or, worse, when these 
activities actually become 
politically motivated, 
it undermines public 
confidence that law 
enforcement activities are 
conducted equally under 
the law.35 This state of 
a#airs is corrosive to the 
rule of law in a func-
tioning democracy. 

Demonstrating the 
Need for Improved 
Oversight &  
Accountability 

A DHS security o!cer secures a protest at the 
Tornillo port of entry. (IPA)
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The current administration came into o"ce with 
political promises made by the president to limit immi-
gration and build a wall on the southern border. The 
president’s advisors have been e#ective at translating 
the candidate’s instincts and campaign rhetoric into 
policy initiatives by, for example, focusing on limiting 
entry of foreign nationals from specific countries (i.e., 
the “travel ban”)36 and redirecting congressionally 
appropriated funding to build a wall on the southern 
border in spite of a congressional decision not to do so.37 
While it is certainly legitimate for a new administra-
tion to change policy direction, the administration has 
found a soft spot in DHS. The department is susceptible 
to political exploitation, that is, using the legitimate 
enforcement and administrative functions of the agency 
as mandated by law for political purposes.38 By doing 
away with many interagency processes that have existed 
as norms in prior administrations but are not required 
by law, White House sta# have been able to advance 
policies that do not su"ciently take into account legal 
requirements and constraints.39 

Construction workers under contract by the U.S. government 
work on the border barrier along the Rio Grande in El Paso, Texas, 
as the “La Equis” sculpture is seen a few yards away in Juarez, 
Mexico.40 (IPA)

Leadership vacancies and institutional weaknesses 
are well known within the department. In testimony 
before the House Committee on Homeland Security 
in May 2019, former Inspector General Roth told the 

committee that, “[i]n the best of times, DHS is an unruly 
and di"cult to manage organization. We are not in the 
best of times. The nature and extent of senior leader-
ship vacancies in the Department is cause for concern 
as such pervasive vacancies significantly hamper the 
Department’s ability to carry out its all-important 
mission.”41 While acting o"cials play a role in filling 
gaps, Senate-confirmed leaders are more accountable 
to Congress and are more empowered to e#ect strategic 
and long-term change than acting o"cials who are 
temporary. In addition, there are certain functions that 
can only be performed by a Senate-confirmed o"cial. 
Congress must leverage its authorities to encourage the 
president to nominate and fill these important posi-
tions with qualified, politically accountable leaders. 
Even where Congress can legislate, the department will 
not reach its potential without executive leadership. 
In the first three years of the Trump administration, 
there have been five secretaries of homeland security, 
only two of whom were confirmed by the Senate. And, 
although not all of these require Senate confirmation, 
as of late February 2020, there are acting o"cials in 
the following capacities: secretary; deputy secretary; 
commissioner for Customs and Border Protection; com-
missioner for Immigration and Customs Enforcement; 
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undersecretary of management; undersecretary of 
science and technology; director of U.S. Citizenship and 
Immigration Services; undersecretary for the O"ce 
of Strategy, Policy, and Plans; chief of sta#; executive 
secretary; general counsel; chief financial o"cer; 
chief information o"cer; chief privacy o"cer; deputy 
undersecretary of science and technology; deputy 
administrator of TSA, assistant secretary for countering 
weapons of mass destruction; and assistant secretary 
for public a#airs.42

Meanwhile, DHS as an organizational entity has a 
disparate framework for conducting comprehensive 
oversight and accountability activities. Its Secretary’s 
O"ce is small in size and is generally assessed to 
operate in an environment of managing a federated 
department of independent agencies, as opposed to 
leading a cohesive department. An integrated, whole-
of-agency approach to oversight and accountability 
has yet to be developed. Oversight in government 
agencies is best managed through a layered approach. 
This includes oversight conducted within the agency, 
oversight conducted from elsewhere in the executive 
branch, and oversight from the other two branches of 
government, Congress and the judiciary. 

Focusing only on the internal DHS oversight mech-
anisms, there are individual component agencies that 
have professional responsibility or oversight respon-
sibilities, and there are headquarters components that 
have oversight functions. What DHS lacks, however, 
is an e#ective organizational framework across the 
agencies and components that e#ectively develops, pri-
oritizes, and coordinates its oversight activities. DHS, 
at the departmental level, does have the skeleton of an 
e#ective internal control apparatus, which includes 
the O"ce of General Counsel, Privacy O"ce, O"ce of 
Civil Rights and Civil Liberties (CRCL),43 and O"ce of 
Inspector General.44 The Policy O"ce and Management 
Directorate also could be considered part of a loose 
oversight network, if those o"ces were empowered 
to exercise oversight across the department. Next, 
individual components or agencies have their own 
internal control units. CBP has, for example, an O"ce of 
Internal A#airs; an O"ce of Professional Responsibility; 
a Joint Intake Center, which receives allegations of mis-
conduct; an agency-level civil rights and civil liberties 
o"ce; and a field oversight o"ce.45 ICE, meanwhile, 
has its own O"ce of Professional Responsibility, O"ce 
of Detention Oversight, and O"ce of Diversity and 
Civil Rights, which facilitates complaints regarding 
potential civil rights or liberties violations. What is 
missing, however, is a headquarters-driven mechanism 
or framework for coordinating and managing these 
fragmented oversight activities. Former DHS o"cials 
report that the Secretary’s O"ce currently is not sta#ed 

Chad Wolf, testifying here before the Senate 
Committee on Appropriations, is the current 
and fifth secretary of homeland security in three 
years, and the third to serve in that capacity on 
only an acting basis, without Senate confirmation, 
since January 2017. (Getty Images)

“
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or structured to e#ectively manage the oversight and 
compliance functions of the department given its size 
and substantive operational breadth.46 Thus, to improve 
the e#ectiveness of these disparate oversight-focused 
entities, DHS needs an organizational framework other 
than the leadership and political skills of a partic-
ular secretary to coordinate these e#orts and ensure 
that oversight activities across the department are 
resourced, coordinated, and e#ective. 

Family Separation and Migrant Deaths  
Under DHS Authority 
The pursuit of a policy absent an articulated legal 
foundation and thoughtful interagency coordination 
and planning was apparent in the implementation 
of the family separation policy in the spring of 2018, 
which resulted in the separation of upwards of 2,500 
children from their families. The program had pre-
viously been piloted between July and November 
2017 in the El Paso, Texas, region,47 and was formally 
implemented in early 2018 in conjunction with the 
companion “zero-tolerance” policy of prosecuting 
illegal entry by the Justice Department under a policy 
change authorized by then-Attorney General Je# 
Sessions. The implementation of family separation 
resulted in the forcible separation of children who had 
arrived with a parent or guardian, without su"cient 

planning for reuniting the adults with the children 
after a suitable period of time. In a scholarly article, 
The Law Against Family Separation, researched and written 
under the umbrella of this CNAS project by the author 
of this report with law professors Heidi Li Feldman 
and Chimène Keitner, the authors argue that analysis 
of domestic and international law counsels against 
the legality of intentionally separating children from 

A Border Patrol o!cer detains an adult with a child while waiting for other migrants to be processed. (IPA)

A boy waits on the Paso del Norte International Bridge in November 2019. 
(IPA)
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parents or guardians as a punitive, deterrent purpose in the context of enforcing immi-
gration laws.48 Su"cient legal review aside, the policy was implemented without the 
most basic bureaucratic due diligence. In particular, neither DHS nor the Department 
of Health and Human Services had confirmed the existence of, or developed, an 
electronic tracking system to keep track of children separated from their parents and 
placed in separate detention facilities. The policy appeared to have been implemented 
without regard to the potential harmful long-term consequences to the children and 
families a#ected.49 

An additional area that demands greater oversight and accountability within DHS is 
the prevalence of deaths of migrants en route to the United States or in DHS custody. 
Although there have been isolated instances of migrant deaths prior to the existence of 
the department, including in May 2003 when a group of migrants were found dead in a 
truck trailer in Texas, and in October 2002 when a group of migrants were found dead 
in an Iowa railway car, more recently, the deaths of adults or children while in DHS 
custody appear increasingly problematic. From September 2018 to September 2019, 
10 migrants died in CBP custody.50 In 2019 alone, six children died in DHS custody.51 
These circumstances include the death of Carlos Gregorio Hernandez Vasquez, a 
16-year-old who died in a Border Patrol holding cell in May 2019 and was not discov-
ered until many hours after he died, presumably on the floor of his CBP holding cell.52 
This particular incident is but one example highlighting the challenges involved in 
CBP detention practices, including the extended detention of individuals in holding 
rooms and other facilities originally designed for short-term detention only, and not 
adequate for the age and family connections or travel of newly arriving migrants. The 
Hernandez Vasquez death was subject to investigation by DHS itself, local police, 
and the FBI. 

A girl waits 
in line with 
her mother 
on the Paso 
del Norte 
International 
Bridge in 
October 
2019. (IPA)
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Workforce Misconduct & Corruption 
Confidence in government institutions is eroded 
when there is sustained evidence of misconduct 
and corruption. A June 2019 DHS O"ce of the 
Inspector General (OIG) report found that DHS 
“does not have su"cient policies and proce-
dures to address employee misconduct.”53 The 
OIG conducted a review that spanned the entire 
department, finding that despite thousands of 
allegations of misconduct each year, and repeated 
reviews articulating such problems, the depart-
ment has been unable to develop a consistent 
program of reporting or handling misconduct.54

Despite the tough physical and mental envi-
ronment in which Border Patrol agents work and 
even heroic activities agents may engage in to 
provide humanitarian support for migrants, the 
Border Patrol, in particular, has su#ered from 
pervasive corruption among its agents and sta#.55 

From 2005 to 2012, 125 current or former CBP employees were convicted 
of corruption-related activities.56 Twice that many are arrested each year.57 
Most of the problems of corruption pertain to employees on the southwest 
border—where the majority of Border Patrol agents are assigned—as those 
are the government o"cials most targeted by the drug and tra"cking 
cartels with bribes.58 

Corruption is anathema to an organization that is charged with enforcing 
the law and degrades that agency’s ability to e#ectively perform its 
homeland security mission. An advisory council charged with reviewing 
CBP activities and led by former New York City Police Chief William 
Bratton found in 2016 that CBP was facing an enormous challenge in 
reforming its internal controls in order to bring down corruption rates 
and increase accountability.59 Polygraphs in the hiring process have 
appeared to play a significant role in trying to prevent corruption, but 
other mechanisms are needed.60 There has for several years, however, been 
disagreement over jurisdiction questions between CBP’s Internal A#airs 
o"ce and DHS’s agencywide Inspector General.61 The result is that corrup-
tion, low standards in hiring, and a mandate to hire more have resulted in a 
continuation of the problem. 

A Border Patrol o!cer briefs the media inside 
a new processing facility that houses migrant 
families. (IPA)

Migrant boys are held in detention at the 
Tornillo tent city as o!cers patrol nearby. (IPA)
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Given the instability of leadership in the department 
in recent years, improvements to the department’s 
oversight and compliance competencies need to 
be mandated by congressional action. The rec-
ommendations below are intended for Congress’s 
consideration of steps it can take to mandate policy 
development that will force the department to 
improve oversight and accountability. Improving 
oversight and accountability is important to 
maintain the integrity of the functions that DHS 
provides, and to better insulate the department from 
inappropriate politicization. While legislation alone 
cannot create and foster a culture of compliance and 
oversight, it can mandate structural changes that 
encourage such a culture and put in place specific 
mechanisms through which Congress can hold the 
department accountable. 62 Despite the intended 
e#orts of successive secretaries to encourage unity 
of e#ort63 across the department, DHS has continued 
to su#er from weak internal controls required of a 
mature organization.64 Moving forward, this report 
recommends that DHS leadership develop an 
agency-wide culture of compliance and oversight. 
A culture of compliance and oversight includes 
enhancing the workforce’s knowledge of and respect 
for the Constitution and laws; appropriate and 
updated guidelines and policies for the workforce to 
follow; oversight and compliance structures and per-
sonnel to ensure that rules are followed, and when 
not, clearly identified remediation and consequences 
are transparent and implemented; and agency lead-
ership that puts oversight and accountability at the 
top of its agenda.

Many DHS activities inherently implicate civil 
liberties, privacy, and other constitutionally pro-
tected activity. Whether in relation to activities that 
interact with U.S. citizens, lawful residents, prospec-
tive immigrants, migrants, or those present in the 
United States on an unauthorized basis, all of these 
individuals, once in the United States, are a#orded 
basic constitutional protections, and interactions 
with them must adhere to U.S. law.65 In addition, 
international law considerations are involved in 
activities at the border and abroad. Unlike some 
parts of the federal bureaucracy that operate mainly 
from Washington, D.C., and have little interaction 
with the civilian population, DHS is a public-facing 
and public-serving agency, often in a one-on-one, 
up-front, and personal way. DHS also is in a position 
to receive high volumes of information about 

Recommendations
A Customs and Border Protection o!cer 
patrolling the Paso del Norte International 
Bridge checks IDs and passports. (IPA)

WHILE LEGISLATION ALONE CANNOT 

CREATE AND FOSTER A CULTURE OF 

COMPLIANCE AND OVERSIGHT, IT CAN 

MANDATE STRUCTURAL CHANGES THAT 

ENCOURAGE SUCH A CULTURE AND 

PUT IN PLACE SPECIFIC MECHANISMS 

THROUGH WHICH CONGRESS CAN HOLD 

THE DEPARTMENT ACCOUNTABLE.

”
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people in general as compared with other federal entities involved in national 
security, which are focused solely on foreign intelligence. Thus, the need for 
attention to constitutional, statutory, and policy requirements geared toward 
the protection of civil liberties and privacy is heightened when it comes to 
DHS. DHS needs to build an oversight and accountability infrastructure, a sub-
stantial aspect of which is devoted to developing policies and procedures that 
are consistent with protection for privacy and civil liberties.

1. Update DHS’s Legislative Mandate 
 

Despite the current administration’s emphasis on immigration enforcement 
and border security, DHS’s mandate under law consists of far more robust 
responsibilities.66 Even in the light of executive policy priorities, the depart-
ment has a statutory mandate to fulfill a wide array of homeland security roles. 
Meanwhile, DHS’s core mandate at Section 101(b) of the Homeland Security 
Act overly emphasizes its responsibilities that pertain to terrorism, a vision 
of DHS that is unrepresentative of its day-to-day activities. Congress should 
update the DHS statutory mission to make clear that its intent and authori-
zation is for DHS to conduct homeland security activities across a wide array 
of current and emerging threats. The department’s mandate should reflect 
both the goals of originally creating it and the responsibilities that Congress 
intends the department to carry out, as well as policy priorities. The mandate 
of 2002 is simply no longer reflective of the modern threat environment, and it 
must be updated. 

An ancillary benefit to updating the statutory mandate is that it may assist 
in streamlining congressional oversight over the agency—a subject of long-
standing frustration among just about anyone who has been involved in the 
interactions between DHS and Congress. The consolidation of congressional 
oversight over DHS functions is well known as one of the last unaccomplished 
recommendations of the 9/11 Commission.67 Despite the existence of a des-
ignated committee of oversight in each chamber of Congress—the House 
Committee on Homeland Security and the Senate Homeland Security and 
Government A#airs Committee—there are currently over 100 congressional 
committees that can claim DHS oversight responsibilities. 

Proposed text is included here of a modernized mandate reflecting that 
terrorism is among the threats DHS strives to prevent and respond to but is not 
singular in its significance. 
National security threats 
since 2002 have grown more 
complex over time, and 
the agencies charged with 
responding to them must be 
similarly positioned to be 
able to adapt.68 

With a piece of steel and concrete 
from the original World Trade 
Center behind them, members of 
the Senate Committee on Homeland 
Security and Government A#airs 
conduct a hearing on “The State of 
Homeland Security After 9/11” in 
New York, 2019. (Getty Images)
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Homeland Security Act (current)
SEC. 101. EXECUTIVE DEPARTMENT; MISSION. 
(a) ESTABLISHMENT.—There is established a 
Department of Homeland Security, as an exec-
utive department of the United States within 
the meaning of title 5, United States Code. 
(b) MISSION.— (1) IN GENERAL.—The primary 
mission of the Department is to— 

(A) prevent terrorist attacks within the United 
States; 

(B) reduce the vulnerability of the United 
States to terrorism; 

(C) minimize the damage, and assist in the 
recovery, from terrorist attacks that do occur 
within the United States; 

(D) carry out all functions of entities trans-
ferred to the Department, including by acting 
as a focal point regarding natural and man-
made crises and emergency planning; 

(E) ensure that the functions of the agencies 
and subdivisions within the Department that 
are not related directly to securing the home-
land are not diminished or neglected except 
by a specific explicit Act of Congress; 

(F) ensure that the overall economic secu-
rity of the United States is not diminished 
by e"orts, activities, and programs aimed at 
securing the homeland; and 

(G) monitor connections between illegal drug 
tra#cking and terrorism, coordinate e"orts 
to sever such connections, and otherwise 
contribute to e"orts to interdict illegal drug 
tra#cking. 

Homeland Security Act (proposed update) 
SEC. 101. EXECUTIVE DEPARTMENT; MIS-
SION. (a) ESTABLISHMENT.—There is estab-
lished a Department of Homeland Security, as 
an executive department of the United States 
within the meaning of title 5, United States 
Code. 

(b) MISSION.— (1) IN GENERAL.—The primary 
mission of the Department is to— 

(A) prevent terrorist attacks within the United 
States; provide for security from current and 
emerging threats from abroad and within its 
borders consistent with the Constitution and 
rule of law;

(B) reduce the vulnerability of the United 
States to terrorism (international and domes-
tic), natural disasters, and manmade crises, 
including cyberattack, through leadership 
of emergency planning, coordination with 
federal, state, local, tribal and private sector 
partners, and border security and immigration 
enforcement; 

(C) minimize the damage, and assist in the 
recovery, from terrorist attacks, natural disas-
ters, and manmade crises, including cyberat-
tack, that do occur within the United States 
or, in the case of cyberattack, against United 
States persons and/or interests. 

(D) carry out all the functions of entities 
transferred to the Department in 2002, con-
sistent with this section; including by acting 
as a focal point regarding natural and man-
made crises and emergency planning; 

(E) ensure that the functions of the agencies 
and subdivisions within the Department that 
are not related directly to securing the home-
land are not diminished or neglected except 
by a specific explicit Act of Congress; 

(F) ensure that the overall economic secu-
rity of the United States is not diminished 
by e"orts, activities, and programs aimed at 
securing the homeland; and 

(G) monitor connections between illegal drug 
tra#cking and terrorism, coordinate e"orts 
to sever such connections, and otherwise 
contribute to e"orts to interdict illegal drug 
tra#cking in coordination with federal, state, 
local, and tribal law enforcement agencies. 

Proposed Update to Legislative Text of Homeland Security Act Section 101
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2. Direct the Development of Operational 
Guidelines
 
In addition to modernizing the core mandate of the 
department as discussed above, Congress should 
direct the promulgation of operational guidelines by 
the secretary. Operational agencies can only conform 
to expectations of conduct if they have clear guidance 
to follow. Accordingly, Congress should require that 
the secretary of homeland security issue, in consulta-
tion with the Attorney General, Guidelines for DHS 
Domestic Operations. The Attorney General’s involve-
ment is important because the statutory consultation 
requirement will add a layer of executive branch 
oversight over the department that does not currently 
exist. Given the substantial privacy and civil liberties 
implications of DHS activities, the involvement of 
Department of Justice legal and policy coordination will 
provide necessary external views based on substantial 
experience in creating such guidelines. As discussed 
earlier, DHS is arguably the most operational of any 
government agency in its day-to-day work; its guide-
lines and accompanying policies and procedures should 
reflect the constitutional basis, legal framework, and 
care with which such operations should be conducted. 
Comprehensive guidelines across the department, and 

where needed for individual components, will set a 
baseline of constitutional and lawful activity and make 
clear across the workforce expectations and standards 
for professional activities.69 

In developing these guidelines, the secretary of 
homeland security should oversee a comprehensive 
review of operational and investigative guidelines 
across the department.70 The guidelines should estab-
lish baseline requirements to ensure that all DHS 
operational and investigative activity is conducted 
according to constitutional requirements, with special 
attention to Fourth and First Amendment requirements 
and principles. Next, the guidelines should articulate 
categories of activities that are permissible. It may be 
that, due to the disparate nature of activities of each 
component of DHS, a separate set of guidelines is 
necessary for individual agencies, such as ICE and CBP. 
The guidelines for each sub-agency, should, however, be 
consistent where possible, as they relate to standards for 
investigations, protocols for investigative techniques, 
handing of personal information, and protection for 
civil rights and liberties. Because these interagency pro-
cesses can take time—and often take more time than is 
reasonable—such a legislative requirement should come 
with a mandatory statutory deadline and reporting 
requirement to Congress upon their completion.71 

A Border Patrol o!cer patrols along the Rio Grande under the Paso del Norte International Bridge between El Paso and Juarez. (IPA)
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3. Require Transparency About Operational 
Guidelines and Procedures 
 
Once the guidelines proposed above are issued, as 
much as possible about the documents themselves 
and their implementing procedures should be made 
publicly available. One of the ways that a government 
department or agency can enhance public confidence 
is through enhanced transparency. National and 
homeland security and law enforcement operational 
activities are a#orded greater confidence when the 
nature of those activities is as transparent as possible, 
consistent with the need to protect legitimate opera-
tional equities or investigative sources and methods. 
Therefore, as the new guidelines as recommended 
here are developed, special care should be taken to 
create guidelines that can be unclassified and made 
publicly available. Additional departmental policies 
implementing the guidelines that contain law enforce-
ment sensitive information may also be developed and 
released publicly, consistent with the need to protect 
certain sensitive investigative techniques. 

Transparency e#orts are 
currently the responsibility of 
the Privacy O"ce, but trans-
parency initiatives likely go 
beyond subject matter under 
the direct authority of the 
privacy o"cer. DHS could go 
a long way toward improving 
the public’s understanding 
of its work if it conducted a 
thorough e#ort to provide 
transparency regarding its 
guidelines and procedures.72 
DHS has shown that when 
it undertakes a concerted 
e#ort to improve guidelines 
on a particular aspect of its 
operations, it is capable of 
success. In recent years, CBP, 
for example, released a new 
use-of-force manual that was 
a result of substantial internal 
and external engagement by 
senior CBP leadership.73 Early 
results indicate the improved 
internal guidance has reduced 
the number of shootings.74 

A Border Patrol o!cer looks for an 
unauthorized entrant near the train 
station in El Paso in the dark. (IPA)
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4. Mandate Management & Structural Changes to Facilitate Oversight 
 
To encourage department leadership to take tangible steps to improve oversight and accountability in the depart-
ment, Congress needs to mandate certain structural changes that will contribute to that e#ort. The leadership 
structure of the department should be updated to provide more substantial oversight of the vast DHS enterprise. 
The current leadership structure is inadequate. Morale is low, with DHS ranking last among large agencies in the 
annual survey of federal government “best places to work.”75 Currently, DHS’s leadership structure consists of a sec-
retary and deputy secretary. Under those, there are four undersecretaries (for management; science and technology; 
intelligence and analysis; and strategy, policy, and plans) who work on equal footing with the agency and other 
component heads and report directly to the deputy secretary and secretary. In interviews with former DHS o"cials 
who served in the Bush, Obama, and/or Trump administrations, the organizational leadership of the department 
was consistently described as more akin to the federated structure of the intelligence community—which has 
autonomous agency heads and a director of national intelligence who coordinates budgets and policies, but not 
operations—than to a department with strong chain-of-command authority over both operations and policy. But, 
notably, unlike the director of national intelligence, the secretary of homeland security is responsible for the opera-
tional activities conducted by the sub-agencies. Thus, a DNI-like framework is inadequate to ensure that su"cient 
oversight and accountability exist across the sub-agencies. 

To enhance the management of the organization, the CNAS oversight and accountability task force considered 
di#erent models analogous to existing government agencies. One model would mirror the Department of Defense 
structure, with a Joint Sta# that would coordinate the operational agencies. A second model would mirror more 
closely the Department of Justice, which includes both a deputy attorney general, with primary oversight over 
certain of the divisions, and an associate attorney general, with primary oversight over other department divisions. 
A third model would create a Senate-confirmed position in between the secretary and the immigration and border 
components of the Department, namely ICE, U.S. Citizenship and Immigration Services (USCIS), and CBP.76 

A CBP o!cer walks migrants, who crossed through an opening in the barrier near the train tracks between Juarez (on the right) and 
El Paso, to be processed. (IPA)
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This report recommends that Congress develop 
legislation to enhance e#ective management of the 
department by:

 � Creating the position of associate secretary, which 
would enable the deputy secretary and the asso-
ciate secretary (the number two and three in the 
department) to divide up their portfolios in a way 
that ensures substantial secretary-level manage-
ment of the department, freeing up the chief of sta# 
to support the secretary instead of functioning, as a 
practical matter, as a second deputy secretary.77

 � Enhancing budget and resources to strengthen the 
O"ce of Strategy, Policy, and Plans, along with a 
mandate to include that the o"ce develop policies 
and procedures for oversight, accountability, and 
compliance. The policy o"ce should be profession-
alized and sta#ed in a way that retains institutional 
knowledge and experience while being responsive 
to policy priorities but not subsumed by political 
influence. 

 � Creating an under secretary for privacy, civil liberties, 
and transparency. This position would consolidate 
and manage activities currently conducted by the 
Privacy O"ce, the head of CRCL, and accompanying 
transparency initiatives. Joining these activities into a 
broader component with a direct reporting line to the 
secretary; deputy secretary; and new, proposed asso-
ciate secretary would more e#ectively coordinate and 
deconflict the roles of the Privacy O"ce and CRCL, 
while empowering those o"cers due to higher-pro-
file leadership and accompanying resourcing within 

the department. Relatedly, legislation should require 
coordination with the under secretary for privacy, 
civil liberties, and transparency for new initiatives 
that substantially impact the privacy and civil lib-
erties of individuals or relate to collecting personal 
information.78 

 � Reviewing and recalibrating the number of political 
appointees in the department as compared to career 
civil service, particularly at the headquarters level. 

In order to institutionalize the implementation of 
policies within the department and ensure that it 
begins the task of creating a department-wide culture 
of compliance and oversight, statutory changes should 
also include requirements for jointness across the 
agency, to start to break down the cultural silos among 
the sub-agencies and components, and to provide 
emerging leaders of the sub-agencies with headquar-
ters experience, which provides exposure to broader 
oversight and policy issues. Characteristics of jointness 
should include requirements for joint duty in another 
agency component or DHS headquarters for personnel 
seeking promotion to designated senior positions;79 
a Department Leadership Council, comprising the 
agency heads that meet regularly with the secretary on 
matters of departmental importance; and an Oversight 
and Accountability Council, which would periodically 
convene legal, civil liberties, and privacy protections 
senior o"cials across the department.

CBP o!cers stand at the border to 
perform ID checks at the Paso del 
Norte International Bridge. (IPA)
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5. Exercise Congressional Oversight Through 
Appropriations 
 
Because of its creation as an amalgam of 22 other 
agencies and entities, DHS inherited all of the 
congressional overseers associated with those 
components with it. Although there are two 
committees designated specifically for DHS over-
sight—the House Homeland Security Committee 
and the Senate Committee on Government A#airs 
and Homeland Security—over 100 committees 
in Congress retain oversight over aspects of DHS 

operations. DHS o"cials therefore have, over the course of the agency’s existence, been called to testify before 
and respond to inquiries from a wide array of committees and members. Moreover, the sta#s for the designated 
homeland security committees are lean as compared with the budget and scope of the department itself. As a 
result, even considering its size and complexity, DHS is an anomaly when it comes to congressional oversight.80 

Reforming congressional oversight has proved an insurmountable challenge, and it remains the only major 
recommendation of the 9/11 Commission not enacted.81 In the long term, Congress should resolve jurisdictional 
questions in favor of concentrating oversight responsibilities with the designated homeland security committees 
to the greatest extent possible. 

Until then, however, Congress can improve its oversight over DHS activities by exercising oversight through 
the appropriations process, in collaboration with the designated homeland security committees in each 
chamber. The authorizers and appropriators should significantly coordinate e#orts. This coordination can 
take place through formal and informal mechanisms such as periodic meetings of the chairpersons of the four 
committees, greater coordination of sta#, and collaboration on areas of focus—to include oversight and account-
ability provisions in the appropriations bills. For Congress to exercise its authority, appropriations will likely 
need to be linked explicitly to the completion of guidelines called for in this report. An additional area that is 
ripe for appropriator attention is the disproportionate number of political appointees in the department, as 
compared with other departments with national security or law enforcement missions, as discussed above. The 
high volume of political appointees in the department—particularly at headquarters—has had the e#ect of pre-
venting a substantial professional service corps to mature, while also providing lack of continuity at senior levels. 

Border Patrol conducts a full tactical exercise at the 
border barrier to deter illegal migration. (IPA)
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6. Review of HSI Authorities and Activities
 
Congress should solicit and conduct further review of the operational activities, resourcing, and sta"ng of HSI, 
including a review of overlapping activities with other federal investigative agencies. Further review of the legal 
authorities that form the basis of HSI activities, a review of HSI criminal prosecutions for a designated period of 
time, and an assessment of the homeland security value of HSI activities versus the contribution the component 
makes to public safety and law enforcement are warranted. Consideration should be given to whether the inves-
tigative portion of HSI should be reconceived as Transnational Crime Investigations (TCI) and either retained at 
DHS as a stand-alone entity or relocated to the Justice Department as an agency of equal stature alongside the FBI, 
DEA, and ATF. For example, there appears to be some overlap between HSI’s focus on intellectual property and 
an existing component of FBI that investigates intellectual property cases,82 just as there may be overlaps with FBI 
transnational organized crime matters and with DEA’s drug tra"cking investigations.83 In the June 2018 letter to 
the secretary from the HSI special agents in charge, which advocated individual status within DHS, they observed 
that, “[a]s for investigative examples, the FBI, ATF, DEA and, in DHS, USSS all are singular agencies focused on 
their individual investigative portfolio. No U.S. Department of Justice law enforcement agency is paired with 
another disparate entity, the FBI is not paired with the Bureau of Prisons or DEA.”84 A re-conception along these 
lines would also eliminate the problem identified by the SACs of HSI continually competing for resources with 
ERO and its separate mission. 

Protester shakes hands with a CPB o!cer after protest at Tornillo port of entry. (IPA)
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DHS is at a perilous juncture: It performs critical functions to 
protect the country from threats and hazards and houses the 
largest federal law enforcement force in the country, but as an 
institution it has not matured su"ciently to ensure adequate 
oversight and accountability over those activities. This report, 
after laying out specific challenges, makes six key recommen-
dations to improve oversight and accountability and calls on 
Congress to build them into legislation so that they become 
institutionalized and not degraded based on fluctuations in 
political leadership. The goal in issuing this report is to under-
score the urgency in greater congressional interest in DHS’s 
future, and propose practical recommendations that will place 
DHS on sound footing to support its mission consistent with the 
rule of law and American values. 

Cars line up in heavy tra!c to cross the bridge from the Mexican side of the border into downtown El Paso, Texas, with the Franklin 
Mountains in the distance. (IPA)

Conclusion
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