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EXECUTIVE SUMMARY

Technology is crucial to advancing development, but uneven access to it is
magnifying societal inequities around the world. As critical governance and public
goods distribution systems migrate online, the “digital divide,” or gap in access to
technology, has widened dramatically as developing countries lag far behind. In
2019, nearly half of the world’s population lacked access to broadband technology,
and it will cost an estimated $428 billion to connect the world to the internet by
2030!.!

In the face of these deficiencies, effective international coordination around
bolstering global digital connectivity in a secure and equitable manner remains

a largely aspirational goal. The United Nations (U.N.) and other international
institutions lack effective mechanisms that can marshal the technical capacity
and multilateral cooperation needed to advance digital connectivity in developing
countries. Meanwhile, authoritarian actors—most notably China and Russia—

have been able to bend existing norms and systems to serve their interests with
impunity.

This policy brief begins by assessing the shortcomings of existing international
digital development frameworks. It then outlines specific recommendations

for how the U.S. government can build more productive partnerships with U.N.
agencies and other multilateral institutions to shepherd innovative programming
in priority regions such as the Indo-Pacific. With the advent of Joe Biden’s
administration, the United States should seize the opportunity to not only enhance
multilateral coordination around promoting digital connectivity, but also reassert
principles of good governance in global digital development efforts.

THE SHORTCOMINGS OF EXISTING DIGITAL DEVELOPMENT FRAMEWORKS

Global governance institutions have struggled to keep pace with the emergence
of new technologies and to lead a well-coordinated approach to advancing
digital connectivity.? In September 2020, the United Nations (U.N.) 2030 Agenda
for Sustainable Development (or the “Agenda 2030”) convenings amid the 75th
anniversary of the U.N.’s founding and the height of the COVID-19 pandemic
served as a jarring reminder of where the international community falls short.

For example, while the Agenda 2030 offers broad language on how access

to technology is foundational to the U.N.’s Sustainable Development Goals
(SDGs), it has not served as an effective framework for supporting the technical
capacity and international coordination needed to bolster digital connectivity.
The SDGs do not explicitly articulate digital development objectives and fail to
provide a comprehensive connectivity framework that encompasses not only
basic technologies, such as broadband access, but also other critical emerging
technologies, such as artificial intelligence (Al).3
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Jockeying for control of international bodies by global powers also poses
complications. Member states’ attempts to co-opt these institutions have hamstrung
the international system’s approach to digital development, resulting in ad hoc
solutions without established best practices and an enduring inability to track
progress and accountability.* Notably, China has leveraged its leadership in the
International Telecommunication Union (ITU)—which is headed by former Ministry of
Posts and Telecommunications official Zhao Houlin—to promote technical standards
that favor Chinese companies and to legitimize China’s model of surveillance and
censorship.® Beijing has, for example, advanced its “New Internet Protocol” at the ITU,
an internet governance concept that would give governments the ability to monitor
internet traffic and shut down websites with greater ease.®

The COVID-19 pandemic has empowered malign actors that seek to capitalize on
the absence of established rules of the road and overarching principles of digital
development in international institutions. Around the world, authoritarian regimes are
exploiting the chaos of the moment and leveraging technology to the detriment of
civil liberties.” Governments are poised to employ dual-use technology that provides
vital temperature monitoring or contract-tracing functions to centralize state power
and exert greater control over their populations.® And while social media serves as

a tool for rapidly conveying vital information to the public, it has also emerged as a
vector for misinformation and disinformation.® These trendlines are inimical to the
interests of democratic governments that seek to promote a free and open digital
order.”©

A CALL FOR U.S. LEADERSHIP: RECOMMENDATIONS FOR THE U.S. GOVERNMENT

In 2019, the U.N. High-level Panel on Digital Cooperation called for the U.N. to create
and implement a “global commitment for digital cooperation.”" Pursuant to this
goal, in early 2020, U.N. Secretary-General Antéonio Guterres released a “Roadmap
for Digital Cooperation” based on the panel’'s recommendations.””? The roadmap
established an ambitious objective of ensuring “safe and affordable access to

the internet” globally over the next 10 years and called for the creation of a U.N.
technology envoy position to lead multi-stakeholder dialogues and provide guidance
on the impact of new technology on human rights.”™

As developing countries grow increasingly wary of the predatory development
practices of authoritarian great powers, the U.S. government is uniquely poised

to lead this conversation and to reshape the emergent global digital connectivity
architecture to align with a more liberal, open, and values-based framework for
international cooperation on promoting connectivity. Doing so requires renewed
leadership within multilateral institutions, guided by two overarching principles: First,
the U.S. government should reassert leadership in existing international bodies in the
U.N., beginning with the ITU. It should ultimately leverage its engagement with the
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ITU to advance digital development in strategically important regions, such as the
Indo-Pacific. Second, the United States should infuse values-driven development
approaches in other multilateral frameworks in the U.N., as well as the Organisation
for Economic Co-operation (OECD) and the G20.

Principle One: Enhance U.S. leadership in the ITU.

The U.S. government’s engagement with the ITU should extend beyond shaping
the organization’s work in the standard-setting domain. A more comprehensive
partnership between the U.S. government and the ITU has dramatic potential

to unlock private sector partnerships and new means for financing digital
development.” The ITU has a wide membership base of over 900 non-
governmental members, including 63 U.S. tech companies such as Amazon,
Facebook, Google, Microsoft, Cisco, Verizon, and Netflix. Together, the U.S.
government and the ITU should expand the diversity of private companies involved
in procuring standards and systems to avoid further capture by authoritarian actors
that do not abide by rules-based systems.”®

Notably, the ITU-Development Sector (ITU-D) is tasked with the important work
of technical assistance and service delivery to improve “telecommunication and
ICT [information and communications technology] equipment and networks

in developing countries.”™® |ITU-D projects focus on capacity support for the
developing world—a mandate similar to U.S. development agencies such as

the United States Agency for International Development (USAID) and the U.S.
International Development Finance Corporation. Coordination with the ITU-D
would serve as a valuable opportunity to ensure that rulemaking around digital
architecture is supported by best practices in the development space.

RECOMMENDATIONS FOR THE U.S. GOVERNMENT

— USAID should establish a formal or informal agreement for partnership with the
ITU-D and assist the ITU with conducting shared needs analysis and joint pro-
gramming. Given that SDGs do not explicitly encompass digital inclusion, the
data and reporting on country-level progress is limited. One specific avenue for
cooperation is USAID’s new Digital Ecosystem Analysis (DECA), a tool by which
the agency helps in-country stakeholders identify the opportunities, maximize
the benefits, and manage the risks associated with digital technology from a
development perspective. The DECA template would be a relatively low-effort
starting point for Washington to work with the ITU-D on joint diagnostics that
can lead to shared programming based on on-the-ground priorities. Recent
DECAs in Colombia and Kenya, for example, have assisted local policymakers in
identifying and responding to the connectivity needs of women and youth."”

— The U.S. government should harness a closer relationship with the ITU to “widen
the tent” for new development partnerships in emerging markets, particularly in
South and Southeast Asia. These partnerships should encompass several techni-
cal and advisory services as partner countries advance national cyber strategies
in the Indo-Pacific region. For example, in the Indo-Pacific, the U.S. government
and the ITU should expand programming in support of the Digital Connectivi-
ty and Cybersecurity Partnership—a $60 million U.S.-led interagency initiative
to promote an open, interoperable, secure, and reliable internet in developing
countries.”® In India, the South Asia Regional Digital Initiative is already working
to improve digital connectivity and internet governance by strengthening the
digital capacity and ability of the private sector and civil society to engage with
ICT policy issues.
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— The U.S. government should work with the ITU to formalize engagements with
regional organizations, including the Association of Southeast Asian Nations
(ASEAN). In particular, USAID should continue to build momentum behind its
Digital Asia Accelerator, which harnesses U.S. technology companies and uni-
versities to enhance digital and cybersecurity skills among private enterprises
and civil society in Southeast Asia.” This is also an area of priority for the ITU-D,
which builds technical capacity through regular training in the Asia region,
including through Centres of Excellence in partnership with ASEAN.?° In 2018,
this included about 10 Asia-based Centres of Excellence training programs that
encompassed a diverse set of technologies and associated norms, including
broadband, internet infrastructure security, cybersecurity, 5G planning, block-
chain ecosystems, and competition analysis.

Principle Two: Infuse values-driven development approaches in other multilateral
groupings, including the G20, the OECD, and relevant U.N. agencies beyond the ITU.

At the launch of the Road Map for Digital Cooperation, the U.N. Secretary-General
noted that enhancing the benefits and containing potential risks of proliferation

of technology would depend on “increased international cooperation.”? But the
existing frameworks for cooperation are neither nimble nor comprehensive enough
to address the full suite of technologies and associated norms that are critical to
digital development.

The United States should strengthen its linkages with other multilateral rulemaking
and rule-upholding bodies that can play a role in addressing the global digital
connectivity challenge, including, but not limited to, the G20 and U.N. bodies.

The G20, for example, is an important but relatively unempowered multilateral
mechanism in the digital domain. As chair of the G20 in 2019, Japan prioritized
fair and open digital systems and convened expertise from the ITU and OECD.??
The G20 Digital Economy Task Force has recently recognized the necessity of its
members in upholding a multilateral approach to digital connectivity. In July 2020,
the G20 ministers (now chaired by ltaly) expressed support for digital space that
operated as an “open, fair, and non-discriminatory environment.”??

RECOMMENDATIONS FOR THE U.S. GOVERNMENT

— The Treasury Department, along with the National Economic Council, should
lead an interagency U.S. government (USG) Task Force for Digital Economic
Development responsible for renewing U.S. strategic engagement with the G20
on digital development. The USG Task Force for Digital Economic Development
should also align efforts across various U.S. agencies, including USAID, the
Export-Import Bank of the United States, the Office of the United States Trade
Representative, and the Departments of State and Education to ensure they
are pulling in the same direction. This may also include identifying “carrots” and
“sticks” within multilateral systems. For example, a digital-specific line of effort
within the World Trade Organization might be a powerful accountability mech-
anism for pushing reticent G20 leaders into action. The USG Task Force should
also engage the National Security Council to ensure that the United States’ bi-
lateral partnerships with G20 members reflect the urgent prioritization of digital
connectivity for national security. Finally, the USG Task Force should consolidate

19. “USAID Announces more than $440 Million in Assistance to the Indo-Pacific Region,” USAID, press release, November 4, 2019, https:/
www.usaid.gov/news-information/press-releases/nov-4-2019-usaid-announces-more-440-million-assistance-indo-pacific-region.

20. “ITU Performance Report 2018,” (International Telecommunication Union Development Sector, 2019), https./www.itu.int/en/ITU-D/
TIES_Protected/PerfReport2018.pdf.

21. “Secretary-General, at Event Launching Digital Cooperation Road Map, Advocates Internet Access for All by 2030,” United Nations,
press release, June 11, 2020, https://www.un.org/press/en/2020/sgsm20120.doc.htm.

22. Samm Sacks and Justin Sherman, “The Global Data War Heats Up,” The Atlantic, June 26, 2019, https://www.theatlantic.com/interna-
tional/archive/2019/06/g20-data/592606/.

23.“G20 Digital Economy Ministers Meeting Ministerial Declaration,” G20, press release, July 22, 2020, http:/www.g20.utoronto.
ca/2020/2020-g20-digital-0722.html.
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bilateral engagements to elevate the G20’s role as a rulemaking body and must
ensure the emergent digital architecture is not captured by a single private
organization or government, which is particularly important given the interna-
tional implications of the pandemic.>*

— The State Department and USAID should redouble support for the OECD and
its mechanisms for tracking development spending through the OECD Devel-
opment Assistance Committee. The OECD’s existing standard-setting systems
make it a ready and capable partner for enhancing transparency and responsi-
ble reporting by donors in the digital sector.?®> The OECD’s recent principles on
Al illustrate a technical capacity to establish monitoring for complex technolog-
ical issues.?® However, without the diplomatic and financial support, or consis-

ADVANCING A LIBERAL tent leadership and representation from the USG, the OECD’s breadth is lim-

DIGITAL ORDER ited. Engagement is particularly important given the organization’s upcoming

leadership elections in 2022. Compliance with OECD standards across sectors

is critical to ensuring developing countries are the recipients of fair and open
internet systems that do not inadvertently compromise their security. Countries
that do not abide by OECD monitoring mechanisms should lose the opportuni-
ty to contribute to emerging digital objectives.

— The United States Mission to the United Nations should spearhead a strategic
process across the U.S. government for identifying and cultivating engage-
ments with select U.N. agencies by mapping out digital development priorities
that remain “ownerless” within the current international framework. Several U.N.
specialized agencies already provide targeted support for addressing the spe-
cific population demographics and needs, including the U.N. Children’s Fund’s
work in promoting access to online learning; the U.N. Office for the Coordina-
tion of Humanitarian Affair’s digitization of humanitarian responses; the U.N.
Office of the High Commissioner for Human Rights’ efforts to protect human
rights in online forums; and the U.N. Office for Project Services’ execution of
physical infrastructure development. The U.N. Development Program is partic-
ularly well-positioned to address cross-cutting policy issues related to technol-
ogy, as its new digital strategy lays out an ambitious set of priorities, including
development innovation, digital literacy, digital communication, and digital
ecosystems.?” These mapping efforts should ultimately inform a comprehensive
strategic plan to ensure U.S. government support to the U.N. has maximum
impact in shaping and scaling up the organization’s digital efforts. This should
begin with a comprehensive “gap analysis” that identifies areas of vulnerability
or shortcomings in the U.N. system; for example, this analysis might show that
the digitization of supply chain oversight or procurements in support of food
security or humanitarian assistance goods is insecure.

24. Amy MacKinnon, “For Africa, Chinese-Built Internet is Better than No Internet at All,” Foreign Policy, March 19, 2019, https://foreign-
policy.com/2019/03/19/for-africa-chinese-built-internet-is-better-than-no-internet-at-all/; Loni Prinsloo, “Huawei Strengthens its Hold
on Africa Despite U.S.-Led Boycott,” Bloomberg, August 19, 2020, https://www.bloomberg.com/news/articles/2020-08-19/china-s-hua-
wei-prospers-in-africa-even-as-europe-asia-join-trump-s-ban.

25. “Key ICT Indicators,” Organisation for Economic Cooperation and Development, April 2020, http://www.oecd.org/internet/iecono-
Centerfora my/oecdkeyictindicators.htm.

New American 26. “OECD Principles on Artificial Intelligence,” Organisation for Economic Cooperation and Development, May 2019, https://www.oecd
Security org/going-digital/ai/.

27.“UN Development Program Digital Strategy,” United Nations Development Programme, 2019, https:/digitalstrategy.undp.org/.
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CONCLUSION

The nexus between digital connectivity and international development
objectives is a critical one. Washington and its allies—with their shared principles
of development and commitment to evidence-based approaches—should be at
the helm of mobilizing international cooperation on digital development. While
the U.S. government has stepped back from multilateral cooperation in the last
several years, perhaps no other issue offers as many opportunities for leadership
and potential for shaping the character of the emerging digital order.?® The
COVID-19 pandemic has highlighted the grave consequences of the absence of
American leadership on the world stage and elevated the stakes of getting these
multilateral systems around digital development right. The key will be building

a sustainable and equitable system that reflects liberal norms and values and
places technical solutions at the forefront of digital development.
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