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Project Overview: 

This project uses CloudFormation templates to establish a scalable and highly available 

WordPress service on AWS. Several AWS services will be used in the completely automated 

deployment to guarantee security, scalability, and performance. CloudFormation templates will 

be used exclusively for deployment; no manual user interface modifications will be made. 

 

The WordPress website will be housed on several EC2 instances with an Application Load 

Balancer (ALB) to disperse traffic effectively. An Auto Scaling Group (ASG) will guarantee 

automatic scaling in response to demand. For increased dependability and data consistency, 

Amazon RDS (MySQL) will be used to administer the WordPress database. CloudWatch will 

also be utilized to log activities and track infrastructure performance. 

Objectives: 

• Use AWS CloudFormation to automate the deployment of WordPress. 

• Set up a scalable and safe AWS architecture. 

• Make sure WordPress has fault tolerance and high availability. 

• Use Amazon RDS as the database for the backend. 

• AWS CloudWatch is used to maintain and monitor the infrastructure. 

• Reduce the amount of work required by applying the infrastructure-as-code 

concept. 
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Architecture Components: 

Networking: 

• Amazon VPC & Subnets: This customized Virtual Private Cloud (VPC) has both 

public and private subnets to improve security and scalability. 

• Internet Gateways and Route Tables: Route tables and an internet gateway 

provide external connectivity for the visible parts to the public. 

• Network ACLs and Security Groups: Prevent unwanted access while 

permitting necessary services. 

 

Compute & Load Balancing: 

• 2 x EC2 Instances (WordPress Servers): Two WordPress servers, or EC2 

instances, host the WordPress program with Apache, PHP, and other required 

settings. 

• Application Load Balancer (ALB): By distributing incoming traffic evenly 

among EC2 instances, the Application Load Balancer (ALB) improves 

dependability and performance. 

• Auto Scaling Group (ASG): The Auto Scaling Group (ASG) automatically adds 

or removes EC2 instances in response to demand, ensuring dynamic scalability. 
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Database: 

• Amazon RDS: A managed relational database service with improved availability and 

automated backups is offered by Amazon RDS (MySQL). 

• Private Subnet Placement: Private subnet placement ensures security by blocking the 

database from being accessed from the public internet. 

Monitoring & Logging: 

• Amazon CloudWatch: This makes it possible to log and monitor EC2 instances, 

ALB, RDS, and system performance in real time. 

• AWS CloudTrail: Monitors API requests for security research and auditing. 
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Deployment Instructions 

1. Prepare AWS Environment: 

• Make sure you have an administratively authorized AWS account. 

• Set up CloudFormation execution by configuring IAM roles and permissions. 

• Check that the AWS CLI is configured for automation. 

2. Deploy Network Infrastructure: 

• Make a VPC with the proper public and private subnets. 

• Establish security groups, internet gateways, and route tables. 

• Use the network.yaml CloudFormation template to deploy network 

components. 

3. Deploy Application Layer: 

• In the ASG, start EC2 instances. 

• Set up the installation scripts for WordPress, PHP, and Apache. 

• ALB ought to be set up for traffic distribution. 

• Use the WordPress.yaml CloudFormation template for deployment. 

4. Deploy Database Layer: 

• Provide a private subnet for Amazon RDS (MySQL). 

• Set up security settings and parameter groups. 

• Connect the RDS instance to EC2 instances. 



Project 

5. Configure Monitoring & Security: 

• Turn on CloudWatch alerts and logging. 

• Set up least-privilege access for IAM roles. 

• Verify security group rules to make sure necessary services are permitted. 

6. Testing & Validation: 

• Use the ALB URL to confirm if the website is available. 

➢ http://info2350-group8-alb-1010922734.us-east-1.elb.amazonaws.com/wp-

admin/edit.php  

➢ Username – admin 

➢ Password - MySecurePassword123 

• Check the WordPress instances' database connectivity. 

• Simulate load circumstances to keep an eye on ASG behaviour. 

• Record activities and performance metrics. 
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Screenshots: 
 

→ Amazon VPC & Subnets 
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→ Security Group 
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→ 2 x EC2 Instances (WordPress Server) 
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→ Application Load Balancer (ALB) 

 

 

 



Project 

 

 

 

 



Project 

 

 

→ Auto Scaling Group (ASG) 
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→ Amazon RDS (MySQL)  
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→ CloudWatch Monitoring 
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