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Assignment #3 VPC Peering & IAM Implementation  

Section 1: Practical Work 

Task 1: VPC Peering - Practical Implementation 

Step 1: Created Two Separate VPCs 

• VPC-DARPAN: 10.0.0.0/16 

• VPC-NIKOLAS, JOEL: 10.1.0.0/16 

 

Screenshots 

 

 

 



Assignment #2 VPC, EC2 and RDS                  
4 

 

 

 

 

Step 2: Establish VPC Peering. 

I established a VPC Peering Connection from VPC-DARPAN to VPC-NIKOLAS, JOEL. 

The peer accepted the request via the AWS console. 

Screenshots 
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Step 3: Route Tables Are Updated 
 

1. VPC-DARPAN Route Table has been modified. 
 
Destination: 10.1.0.0/16 
 
Target: Peering Connection 
 

Screenshots: 
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2. VPC-NIKOLAS, JOEL Route Table has been modified. 
 
Destination: 10.0.0.0/16  
 
Target: Peer Connection 

 

Screenshots: 
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Step 4: Update Security Groups 
 
In VPC-DARPAN, change the security group to accept inbound traffic from 10.1.0.0/16. 

Screenshots: 
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In VPC-NIKOLAS, JOEL, change the security group to accept inbound traffic from 10.0.0.0/16. 

Screenshots: 
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Step 5: Launched EC2 instances. 
 

1. I launched an EC2 instance in VPC-DARPAN (Amazon Linux, t2.micro). 
2. I launched another EC2 instance in VPC-NIKOLAS, JOEL. 
3. I verified that each instance gets a private IP address. 

Screenshots: 
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Step 6: Tested Connection Between Instance 

1. I used ping to test cross-VPC connectivity across EC2 instances. 
2. The test was successful, indicating that VPC Peering works. 

Screenshots: 
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Observations: 

 
 

• VPC peering enables safe private communication between two independent VPCs. 
 

• To permit traffic between VPCs, the route table must be updated properly. 
 

• Security Groups must be set to allow inbound and outbound traffic. 
 

• IAM enables granular access control, hence boosting security in the AWS 
environment. 
 

• IAM Policies must be carefully assigned to guarantee that users and roles receive only 
the essential permissions. 

 


