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Assignment #3 VPC Peering & IAM Implementation

Section 1: Practical Work

Task 1: VPC Peering - Practical Implementation
Step 1: Created Two Separate VPCs
e VPC-DARPAN: 10.0.0.0/16

e VPC-NIKOLAS, JOEL: 10.1.0.0/16
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Step 2: Establish VPC Peering.
| established a VPC Peering Connection from VPC-DARPAN to VPC-NIKOLAS, JOEL.
The peer accepted the request via the AWS console.
Screenshots
~ [ Groups - INFO23 x BB vecAM_Assignn X # Launch AWS Aca; x PeeringConnecti x Instances | EC2 | x Xl Mail - Darpankur x + (=] x
<« c us-east-1.console.aws.amazon.com/vpcconsole/home?region =us-east-1#PeeringConnections: *r m) Qo :
a8 B YouTube M Gmail @ Maps [T INFO1 23F- Adobe Acrobat

B & o =

United States (N. Virginia) ¥

Peering connections (1/1) infe

Create peering connection
1 @

VPC dashboard <

© Gamm o
)

Q, Find resources by attribute or tag

EC2 Global View [3
Name

v | Peering connection ID v | status ¥ | Requester VPC
ter by VF
©  VPC-PEERING-DARPAN-NIKOLAS, JOEL RCx-00b56d44d18395a35 @ Active vpc-0ebd91935790d74d6 / VP..

w Virtual private cloud “ >
Your VPCs = E = @
Subnets a
Route tables Details
Internet gateways Requester owner ID Accepter owner ID VPC Peering connection ARN
Egress-only internet [0 746642308337 [0 746642308337 0 arn:aws:ec2:us-east-

1:746642308337:vpc-peering-
gateways Peeri tion ID R ter VPC 8
eering connection equester connection/pex-00b56dd44d18a95a35
Carrier gateways 6] pcx-00b56d44d18a95a35 vpec-0ebd91935790d74d6 / VPC-DARPAN-vpc
; Accepter VPC
DHCP option sets
Status Requester CIDRs vpc-0970c8d42507a9330 / VPC-
Elastic IPs @ Active O 10.0.00/16 NIKOLAS, JOEL-vpc
Managed prefix lists S .
Expiration time Requester Region Accepter CIDRs
NAT gateways - N. Virginia (us-east-1) 0 10.1.0.0/16
Peering connections
Accepter Region
- i - N. Virginia (us-east-1) hd

, Amazon Web Services, Inc. or it Privacy

s - Fona@ma g by

Terms  Cookie preferences

4:18 PM
2025-03-11

6°C
95unﬂv Q Ssearch = a) B




Assignment #2 VPC, EC2 and RDS
5

~ B Groups - INFO235 %

VPCIAM_Assignn: X | &3 Launch AWS Acad X B VPC|us-east-1  x  [B] Instances|EC2|u. X | IR Mail- Darpankum X | + = =] X

€« c 25 us-east-1.console.aws.amazon.com/vpcconsole/home?region=us-east-1#PeeringConnectionDetails:VpcPeeringConnectionld = pex-00b56d44d18a35a35 ¥ 3} o :

1] D YouTube ™ Gmail @ Maps [l INFO138

23F-Sec3.. [ Adobe Acrobat

Q ®@ {51} United States (N. Virginia) ¥ voclabs/user3779931=Dpatel8275@conestogac.on.ca @ 7466
e VPC > Peering connections > pcx-00b56d44d18a95a35 (D ® ':'_
a a
VPC dashboard < pcx-00b56d44d18a95a35 / VPC-PEERING-DARPAN-NIKOLAS,JOEL
EC2 Global View [2 Details info
Filter by VPC v Requester owner ID Accepter owner ID VPC Peering connection ARN
[0 746642308337 [0 746642308337 [0 arn:aws:ec2:us-east-
¥ Virtual private cloud . . 1:746642308337:vpc-peering-
Peering connection ID Requester VPC connection/pcx-00b56d44d18a95a35
Your VPCs [0 pox-00b56d44d18a95a35 vpc-0ebd91935790d74d6 / VPC-DARPAN-
Subnets vpc Accepter VPC
Status vpc-0970c8d42507a9330 / VPC-
Route tables @ Active Requester CIDRs NIKOLAS, JOEL-vpc
Internet gateways o G 10000/16
) Expiration time Accepter CIDRs
Egress-only internet _ Requester Region iF 10.1.00/16
gateways N. Virginia (us-east-1)
Carrier gateways Accepter Region

N. Virginia (us-east-1
DHCP option sets ginia ( )
Elastic IPs

Managed prefix lists DNS Route tables Tags

NAT gateways

Peering connections DNS SEttll'lgS

v Socuri v Requester VPC (vpc-0ebd91935790d74d6 / VPC- —

CloudShell Feedback © es, Inc. or its affiliates. Privacy Terms Cookie preferences
6°C ; r - E‘ @) ENG = 418 PM
Sunny Q search e k= = - >_| a ~ O s FAD pc

~ [ Groups- INFO235 X

VPC_IAM Assignn X | £13 Launch AWS Acad X [l vPC|us-east-1 % [ instances |EC2 v X | G Mail - Darpankur X | + - fs] X

2 c 25 us-east-1.console.aws.amazon.com/vpcconsole/home?region=us-east-1#PeeringConnectionDetails:VpcPeeringConnectionld=pex-00b56d44d18a95a35 ¥ o} o

] D YouTube M Gmail @ Maps [l INFO1385-23F-Sec3.. [ Adobe Acrobat

Q @ 1] United States (N. Virginia) v voclabs/user3779931=Dpatel8275@conestogac.on.ca @ 7466-4

e VPC > Peering connections > pcx-00b56d44d18a95a35 ® 6 5
a

VPC dashboard <
DNS Route tables Tags

EC2 Global View [A

Fitterbyvec | w DNS settings

Requester VPC (vpc-0ebd91935790d74d6 / VPC-
DARPAN-vpc)

¥ Virtual private cloud

Your VPCs
Info
Subnets
Route tables Allow accepter VPC to resolve DNS of hosts in requester VPC to
i - private IP addresses
nternet gateways © Disabled

Egress-only internet
gateways Accepter VPC (vpc-0970c8d42507a9330 / VPC-
NIKOLAS, JOEL-vpc)

Carrier gateways

DHCP option sets Info
Elastic IPs Allow requester VPC to resolve DNS of hosts in accepter VPC to
Managed prefix lists private IP addresses

Disabled
NAT gateways @ fsaple

Peering connections

Cloudshell Feedback i o affiliates. Privacy Terms Cookie preferences

6°C ]

Sunny P Search al, B - l‘

ENG
us

419 PM

=
= WO 550311




Assignment #2 VPC, EC2 and RDS
6

Step 3: Route Tables Are Updated

1. VPC-DARPAN Route Table has been modified.
Destination: 10.1.0.0/16

Target: Peering Connection

Screenshots:
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2. VPC-NIKOLAS, JOEL Route Table has been modified.
Destination: 10.0.0.0/16
Target: Peer Connection
Screenshots:
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Step 4: Update Security Groups

In VPC-DARPAN, change the security group to accept inbound traffic from 10.1.0.0/16.

Screenshots:
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In VPC-NIKOLAS, JOEL, change the security group to accept inbound traffic from 10.0.0.0/16.

Screenshots:
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Step 5: Launched EC2 instances.

1. Ilaunched an EC2 instance in VPC-DARPAN (Amazon Linux, t2.micro).
2. |launched another EC2 instance in VPC-NIKOLAS, JOEL.
3. |l verified that each instance gets a private IP address.

Screenshots:
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ec2-44-201-102-8.compute-1.amazonaws.com|
open address [2

Instances

Instance Types

Launch Templates Hostname type Private IP DNS name (IPv4 only)

IP name: ip-10-1-14-170.ec2.internal [0 ip-10-1-14-170.ec2.internal
Spot Requests
Savings Plans Answer private resource DNS name Instance type Elastic IP addresses

- t2.micro -
Reserved Instances
Dedicated Hosts Auto-assigned IP address VPCID AWS Compute Optimizer finding
c it R . D) 44.201.102.8 [Public IP] I8 vpc-0970c8d42507a9330 (VPC- (@ Opt-in to AWS Compute Optimizer for recom

apacity Reservations NIKOLAS, JOEL-vpc) [2 mendations.
¥ Images | Learn more [
AMIs IAM Role Subnet ID Auto Scaling Group name
AMI Catalog = [0 subnet-04eb43adf7707cef2 (VPC- -
NIKOLAS, JOEL-subnet-public1-us-east-1a) [3
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Step 6: Tested Connection Between Instance

1. lused ping to test cross-VPC connectivity across EC2 instances.
2. The test was successful, indicating that VPC Peering works.

Screenshots:

p-10-1-14-170:~
\_HHEHHHN
\dtii#|

.amazon.com/linux/amazon-linux-2023

r 11 19:43:13 2025 from 142.126.98.188

G (le.2.0.8) 5

.2.0.0 ping atisti -
15 packets tran ed, e packet loss, time 1457@ms

[ec2-user@ip-10-1-14-170 ~]$ ping 10.0.2.0

(10.0.2.0) 56(84) bytes o'F data
10.0.
10.0.2. iemp_se
10.0.2. icmp_se
10.0.2. icmp_sel
10.0.2. icmp_se:
10.0.2. icmp_se

bytes 10.0.2.0: icmp_seq=7 ttl=127 tim

.2.8 ping statistics ———
7 packets transmitted, 7 received, 0% packet loss, time 6090ms
rtt nin/a g/max/mdev = 0.784/1. 959/1 706/0.293 ms
[ec2: -10-1-14-170 ~]§ |

6°C 430 PM

u . ‘ GD ENG :
Sunny mm Q search s k= - l‘ B v ~ S s TWO i

T ec2-user@ip-10-0-2-0:~ X +

Microsoft Windows [Version 10.0.26100.
(¢) Microsoft Corporation. ALl rights

arpanl>cd C c arpanl\Docum \Assignment
S\Dar panl\Documents\Assignment>ssh -i "Dpatel8275-Key Pair.pem" ec2-user@ec2-52-204-134-17.compute-1.amazonaws.com

###ﬁ_ Amazon Linux 2023
_ R\

aws.amazon.com/linux/amazon-1linux-2023

t logi Tue Mar 11 19:41:42 2025 from 1
[ec2-user@ip-10-0-2-0 ~]$ ping 10.1.14.170
PING 10.1.14.170 (10.1.14.170) 56(84) bytas of data.
bytes from 10.1.14.170: icmp_seq=1
bytes from 10.1.14.170: icmp_seq=2 ttl=127 time:
bytes from 10.1.14.170: icmp_seq=3 ttl=127 time=
bytes from 10.1.14.170: icmp_seq=4
bytes from 10.1.14.170: icmp_seq=5
bytes from 10.1.14.170: icmp_seq=6
bytes from 10.1.14.170: icmp_seq=7

.14.170 ping statistics ——-
7 packets transmitted, 7 received, 0% packet loss, time 6082ms
rtt min/avg/max/mdev 0.414/0.810/1.073/0.247 ms
[ec2-user@ip-10-0-2 1E3

6°C ] - 4 NG 430 PM
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Observations:

e VPC peering enables safe private communication between two independent VPCs.
e To permit traffic between VPCs, the route table must be updated properly.
e Security Groups must be set to allow inbound and outbound traffic.

e |AM enables granular access control, hence boosting security in the AWS
environment.

e |AM Policies must be carefully assigned to guarantee that users and roles receive only
the essential permissions.



