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Assignment #2 VPC, EC2 and RDS
Section 1: Practical Work
Task 1: Cloud Network Security (VPC Implementation)

Screenshots

— Created a VPC (Virtual Private Cloud) in AWS with a suitable CIDR range.

v ':::' Launch AWS Academy Learner = X VPC | us-east-1 X + — a X

€ C 2% us-east-1.console.aws.amazon.com/vpcconsole/home?region=us-east-1#VpcDetails:Vpcld=vpc-07fad8e3df83b4305 b d In}

88 @ YouTube M Gmail @ Maps [ INFO1385-23F-Sec3.. [ Adobe Acrobat

United States (N. Virginia) v

voclabs/user3779931=Dpatel8275@conestogac.on.ca @ 7466-4230-8337 v

e VPC » Your VPCs » vpc-07fad8e3df83b4305

VPC dashboard ¢ vpc-07fad8e3df83b4305 / Assignment2_Group10-vpc

EC2 Global View [ Details info

VPCID State Block Public Access DNS hostnames
I3 vpc-07fadBe3df83b4305 @ Available O off Enabled

¥ Virtual private cloud

Your VPCs DNS resolution Tenancy DHCP option set Main route table
Enabled default dopt-004b30baf0b0%be8d rtb-0719bbd8d9367b5d0

Subnets
Main network ACL Default VPC IPv4 CIDR IPv6 pool

Route tables
acl-08532ee5efb20828a No 10.10.10.0/24 -

Internet gateways

- IPv6 CIDR (Network border Network Address Usage Route 53 Resolver DNS Owner ID

Egress-only internet A )

gateways group) metrics Firewall rule groups [0 746642308337
- Disabled (® Failed to load rule groups

Carrier gateways T

DHCP option sets
Resource map CIDRs Flow logs Tags Integrations

Elastic IPs

Managed prefix lists

NAT gateways

Peering connections

loudShell

Feedback

@ -10c

Cl

oudy

o |
[ ]

Resource map info

Q Search

Inc. or its affiliates.

2.0 @BEXE

~ &

Privacy  Terms

ENG

o A

Cookie preferences

9:41 PM
2025-02-18
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~ €3 Launch AWS Academy Learner - X [ wpes | VPC Cansole x o+ - =) '
« > C 25 us-east-1.console.aws.amazon.com/vpcconsole/home?region=us-east-1#vpcs: 4 3 = @
g8 B YouTube M Gmail @ Maps [l INFO1385-23F-Sec3 Adobe Acrobat

(N. Virginia) v voclabs/user3779931=Dpatel8275

Your VPCs (1/4) e et @) G -
VPC dashboard < e
[ Q Search 1 )
EC2 Global View [2
(-] Name v | vecip
S :
[ Assignment2_Group10-vpc vpc-07fad8e3df83b4305 @ Available @ off 10.10.10.0/24
¥ Virtual private cloud
» -
Your VPCs
= E = @
Subnets Details Resource map CIDRs Flow logs Tags Integrations -
Route tables E—
Internet gateways .
gateway Details
Egress-only internet
gateways VPCID State Block Public Access DNS hostnames
0] vpc-07fad8e3df83b4305 @ Available @ off Enabled
Carrier gateways
DHCP option sets DNS resolution Tenancy DHCP option set Main route table
Enabled default dopt-004b30baf0b09be8d rtb-0719bbd8d9367b5d0
Elastic IPs
Managed prefix lists Main network ACL Default VPC IPva CIDR IPv6 pool
acl-08532ee5efb20828a No 10.10.10.0/24 -
NAT gateways
Peering connections IPv6 CIDR (Network border Network Address Usage metrics Route 53 Resolver DNS Firewall Owner ID
group) Disabled rule groups IO 746642308337

) cloudshell  Feedback @© 2025, Amaze Services, Inc. or its affiliates. Privacy Terms  Cookie preferences

e _J CESS Wk 2. dBEE ~ o ene I

— Added two subnets and named them subnet#01 and Subnet#02.

~ £ Launch AWS Academy Leamner . X [ subnets | VPC Console x  + - o X

&« c 25 us-east-1.console.aws.amazon.com/vpcconsole/home?region=us-east-1#subnets I D

S OB YouTube M Gmail @ Maps [l INFO1385-23F-Sec3... Adobe Acrobat

Ja\ @ @ United States (N. Virginia) ¥ voclabs/user3779931=Dpatel82

® You have successfully deleted subnet-DaceB6a8e2294566a
Subnets (1/11) info

VPC dashboard <

d
1 minute ago

Last up:

Actions Create subnet -

EC2 Global View [?

[ Q Find resources by attribute or tag ) 1 1]
Filter by VPC v

B | Name v | SubnetiD v | State v | vec
¥ Virtual private cloud
[ Subnet#01 subnet-05bed0428d0d8760d @ Available VE(-DTfadBESdeBbt
Your VPCs
Subnets D Subnet#02 subnet-09d1122ee670db0da @ Available vgcf[)?fadBeSdebe
»
Route tables
\ = E = @
nternet gateways
g v Subnet ID Subnet ARN State Block Public Access =

Egress-only internet [0 subnet- [0 arm:aws:ec2:us-east- @ Available @ off
gateways 05bed0428d0d8760d 1:746642308337:subnet/subnet-
Carrier gateways 05bed0428d0d8760d IPv6 CIDR IPV6 CIDR association ID

IPv4 CIDR = =
DHCP option sets I3 10.10.10.0/28 Available IPv4 addresses
Elastic IPs | n Network border group VPC

Availability Zone [0 us-east-1 vpc-07fad8e3df83b4305 |
Managed prefix lists [0 us-east-1a Availability Zone ID Assignment2_Group10-vpc
NAT gateways [0 usel-az2 Default subnet ) )

Route table No Auto-assign public IPv4 address
Peering connections rtb-051a85d6a23f24568 | Network ACL No

. . Assignment2_Group10-rtb- acl-08532ee5efb20828a Customer-owned IPv4 pool

dShell Feedback ©2 Amaz S 1 5. Privacy Terms Cookie preferences

B Q search SIS TR T ) a@xn S e DT S
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Launch AWS Academy Learner | X

c

a=
%

D YouTube M Gmai

Q Maps

subnets | VPC Console

Ado

Bl 1NFO1385-23F-Sec3

x  +

us-east-1.console.aws.amazon.com/vpcconsole/home?region=us-east-1#subnets:

be Acrobat

ited States (N. Virginia) ¥

voclabs/user3

VPC dashboard <

@ You have successfully deleted subnet-Oace86a8e2294566a

Subnets (1/11) info Lot updated Actions ¥ Create subnet -
EC2 Global View [? S
[Q Find resources by attribute or tag J 1 )
2 Name v | Subnet ID 4 | State v \ VPC
¥ Virtual private cloud
v vpC a Subnet#01 2 subnet-05bed0428d0d8760d @ Available vpc-07fad8e3df83b.
our s —
ubnet: subnet- gel a vailable vpc- ad8e. a
Subnets ~ Subnet#02 b 09d1122ee670db0d Availabls 07fad8e3df83b
3
Route tables [ —
Internet gateways .
Subnet ID Subnet ARN State Block Public Access =
Egress-only internet [0 subnet- [0 arn:aws:ec2:us-east- @ Available O off
gateways 09d1122ee670db0da 1:746642308337:subnet/subnet-
Carrier gateways 09d1122ee670db0da IPv6 CIDR IPv6 CIDR association 1D
IPv4 CIDR - -

DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways

Peering connections

Feedback

IO 10.10.10.16/28

Availability Zone
[0 us-east-1b

Route table
rtb-0719bbd8d9367b5d0

B Q search

Available IPv4 addresses
b n

Availability Zone ID
IO usel-az4

Network ACL
acl-08532ee5efb20828a

u 9

Network border group
IO us-east-1

Default subnet
No

Customer-owned IPv4 pool

VPC
vpc-07fad8e3dfa3b4305 |
Assignment2_Group10-vpc

Auto-assign public IPv4 address
No

— Created a security group allowing only SSH and HTTP/HTTPS traffic.

~ &3 Launch AWS Academy Leamer X

B vrc | us-east-1

€« ¢ %
g8 OB YouTube M Gmail @ Maps (] INFO1385-23F-Sec3.. [ Ado

% e

be Acrobat

United States (N. Virginia) v

us-east-1.console.aws.amazon.com/vpcconsole/home?region=us-east-1#SecurityGroup:groupld=sg-00684c737bf9absfs

voclabs/user3779931

9:48 PM
» & EDISG = 9 2025-02-18
- a X

=Dpatel8275@conestogac.on.ca @ 7466-4230-8337 v

Details

Security group name
[0 Assignment2_Group10

Owner
[0 746642308337

Security group ID

[0 59-00684c737bf9absfs

Inbound rules count
3 Permission entries

VPC > Security Groups > sg-00684c737bf9ab9f5 - Assignment2_Group10

Description

'ﬁ Allow SSH, HTTP and HTTPS

Qutbound rules count
1 Permission entry

@ Manage tags

Inbound rules Outbound rules Sharing - new VPC associations - new Tags
Inbound rules (3)
[ Q, Search
()| Name v | Security grouprulelD ¥ | IP version v | Type v Pratocol
O - sgr-015285955fb29¢cbh33 IPv4 SSH TCP
D - sgr-Oabcae31b1c37¢ce30 IPvd HTTPS TCP
O - sgr-07dd6e9de09f30478 IPv4 HTTP TCP

VPCID
IO vpc-07fad8e3df83b4305

nbound rules

1 @
v Port range
22
443
80

Tern

Privacy

o |

am Q Search

ENG
us

9:53 PM

o ] 2025-02-18

2 q)
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~ &3 Launch AWS Academy Learner | X

Bl SecurityGroups | VPC Console X + 5 X

« > C 25  us-east-1.console.aws amazon.com/vpcconsole/home?region=us-east-1#SecurityGroups: r 3 = 0 :

B8 B YouTube M Gmaill 9 Maps [ INFO13

-23F-Sec3, B Adobe Acrobat

Security Groups (1/7) infe @ ( Actions ¥ ) ( Export security groups to CSV | v) Create security group
[ Q, Find resources by attribute or tag ] 1 (]
B | Name v | Security group ID v | Security group name v | vecip v | Description
( - 59-00684c737bf9ab9fs Assignment2_Group10 vpc-07fadBe3df83ba305 Allow SSH, H1
B E
= E = @

sg-00684c737bf9ab9of5 - Assignment2_Group10

Details Inbound rules Outbound rules Sharing - new VPC associations - new Tags

Details

Security group name Security group ID Description VPCID

I0) Assignment2_Group10 6] sg-00684c737bf9ahb9fs 6] Allow SSH, HTTP and HTTPS D) vpc-07fadBe3df83b4305
Owner Inbound rules count Outbound rules count

IO 746642308337 3 Permission entries 1 Permission entry

& cloudshell Feedback € 5, Amazc , Inc. or its affiliates. Privacy Terms Cookie prefers

2 B Q search VW ek D o = g @ < 2 = @ B 20 =2
Task 2: Create an EC2 Instance
Screenshots
— Launched an EC2 instance inside the VPC created in Task 1.
~ Launch AWS Academy Learner - X [l Instance details | EC2 |us-east- X + = =] x
<« c 25 us-east-1.console.aws.amazon.com/ec2/home?region=us-east-1#InstanceDetails:instanceld=i-0b01be3e5e727b9af ¥ o = 4 o H

a8 & VouTube M4 Gmail @ Maps [l INFO1385-23F-Sec3 Adobe Acrobat

fay @ ] United States (N. Virginia) v

= EC2 > Instances > i-ObOl1be3e5e727b9af @ 7
Instance summary for i-Ob01be3e5e727b9af (Assignment2_Group10-EC2) 1o (@) Cconnect ) (instance state v ) ((Actions v )
Updated less than a minute ago
Instance ID Public IPv4 address Private IPv4 addresses
D) i-0b01be3e5e727b9af I0) 54.174.144.25 | open address [2 o 10.10.10.7
IPv6 address Instance state Public IPv4 DNS
- ® Running D) ec2-54-174-144-25.compute-1.amazonaws.com |

open address [2

Hostname type Private IP DNS name (IPv4 only)

IP name: ip-10-10-10-7.ec2.internal 0 ip-10-10-10-7.ec2.internal

Answer private resource DNS name Instance type Elastic IP addresses

= t2.micro =

Auto-assigned IP address VPCID AWS Compute Optimizer finding

0] 54.174.144.25 [Public IP] I0) vpc-07fad8e3df83b4305 (Assignment2_Group10- (@ Opt-in to AWS Compute Optimizer for recommendations.
vpo) [2 | Learn more [2

1AM Role Subnet ID Auto Scaling Group name
- I3 subnet-05bed0428d0d8760d (Subnet#01) [2 =

IMDSv2 Instance ARN Managed
Required 0 arn:aws:ec2:us-east-1:74664230833 7:instance/i-Ob01be  false
3e5e727b9af

o Q Ssearch

2" -sZ\E@dn Ao B eam e

— Connected to the instance via SSH.



Assignment #2 VPC, EC2 and RDS

TERMINAL [>] Python 4~ [I] Gl
s connect to host ec2-54-83-187- compute-1.amazonaws.com port 22: Connection timed out
PS C:\Users\Darpanl\OneDrive\Advance Cloud> ssh -i signment2_Groupl@.pem” ec2-user@ec2-54-174-144-25.compute-1.amazonaws .com
The authenticity of host 'ec2-54-174-144-25.compute-1.amazonaws.com (54.174.144.25)' can't be established
ED25519 key fingerprint is SHA256:ezefrE3VyT/YOKAQ8lh316cKxGeISpr+/dbbBMNZCYS .
This key is not known by any other names.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added 'ec2-54-174-144-25.compute-1.amazonaws.com' (ED25519) to the list of known hosts.
i #_
~\_ s Amazon Linux 2023
e\
~ |
- \#/ https://aws.amazon.com/linux/amazon-1inux

[ec2-user@ip-10-18-18-7 ~

> OUTLINE
> TIMELINE

10:07 PM
2025-02-18

26100.
rights r
pan1\O 2
= o

Groupl@.pem

an1\Docume

Amazon

http:

10:15 PM
2025-02-18

ENG

~e N e

Q search o .
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Task 3: Implement a Customer Relationship Database in the Cloud
Screenshots

— Created a Relationship Database using AWS RDS — MySQL

Launch AWS Academy Learner | X BB Databases | RDS | us-east-1 x o+ a X

¢« G %5 us-east-1.console.aws.amazon.com/rds/home?region=us-east-1#databases o W In)

1] B vouTube M Gmail 9 Maps [ INFC

85-23F-Sec3 Adobe Acrobat

aws United States (N. Virginia) ¥

e RDS > Databases B £ &
Amazon RDS < Databases (‘|) @O Group resources @ Modify ( Actions ¥ ) ( Restore from 53 ) Create database
Dashboard [ Q. Filter by databases ] 1 o]
Databases o

DB identifier a | Status v | Role v | Engine v Region ... ¥ Size

Query Editor
Performance insights [ [« ] assignment2-group10-database-1 @ Creating Instance MySQL Co... us-east-1a db.t4g.micro
Snapshots v

Exports in Amazon 53
Automated backups
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Zero-ETL integrations New

&) cloudshell Feedback (s Amazi Services, Inc. or its affiliates. Privacy  Terms Cookie preferences

Q semch L D -G EEOE . P

~ &% Launch AWS Academy Learner . %X BB RDS |us-east-1 x + a >
<« c 25 us-east-1.console.aws.amazon.com/rds/home?region=us-east- 1#database:id —assignment2-group10-database-1;is-cluster—false *r tm s O
-] B YouTube M Gmail 9 Maj [ INFO1385-23F-5ec3, Adobe Acrobat
States (N. Vi v 79931=Dpatel82
e RDS > Databases > assignment2-groupl0-database-1 B £ o
Amazon RDS < - N X
assignment2-group10-database-1 Modify
Dashboard
Databases Summary
Query Editor DB identifier Status Role Engine Recommendations
Performance insights assignment2- @ Available Instance MysQL
group10-database-1 Community
Snapshots Class Current activity
Exports in Amazon 53 cPU db.tdg.micro o Region & AZ
' 6.26% Connections us-east-1a

Autormated backups
Reserved instances

Proxies Connectivity & security Monitoring Logs & events Configuration Zero-ETL integrations N>

Subnet groups ivi i
ubnet group: Connectivity & security
Parameter groups

Option groups Endpoint & port Networking Security
Custy i
ustom engine versions Endpoint Availability Zone VPC security groups
Zero-ETL integrations New 0 assignment2-group10-da us-east-1a Assignment2_Group10 (sg-
tabase-1.cyqsB2vnafei.us-east 00684c737bf9abafs)

B Cloudshell  Feedback ) rits affiliates.  Privacy  Terms  Cook

Q search O e D TH

ENG
us

10:33 PM
2025-02-18

S (= = Q) @
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~ + Launch AWS Academy Learner - X BBl RDS | us-east-1 X 4+
< & 25 us-east-1.console.aws.amazon.com/rds/home?region=us-east- 1#database:id =assignment2-
og D YouTube M Gmail 9@ Maps [l INFO1385-23F-Sec3 Adobe Acrobat

group10-database-1;is-cluster=false

voclabs/user3779931

&

= 4

atel8275@conestogac.on.ca @ 7466-

e RDS > Database

Amazon RDS < Connectivity & security
Dashboard Endpoint & port

Databases

Query Editor Endpolnt

[0 assignment2-group10-da

Performance insights tabase-1.cyqs82vnafei.us-east

Snapshots -1.rds.amazonaws.com

Exports in Amazon 53 Port

Automated backups 3306
Reserved instances

Proxies

Subnet groups
Parameter groups
Option groups

Custom engine versions

Zero-ETL integrations New

CloudShell  Feedback

Networking

Availability Zone
us-east-1a

VPC
Assignment2_Group10-vpc
(vpc-07fad8e3df83b4305)

Subnet group
default-vpc-
07fad8e3df83b4305

Subnets

subnet-05bed0428d0d8760d
subnet- 1122ee670db0da
subnet-0a4544178da859d0d

Network type
IPvd4

Security

VPC security groups
Assignment2_Group10 (sg
00684c737bf9abofs)

@ Active

Publicly accessible
No

Certificate authority Info
rds-ca-rsa2048-g1

Certificate authority date
May 25, 2061, 19:34 (UTC-
04:00)

DB instance certificate
expiration date
February 18, 2026, 22:28
(UTC-05:00)

Searc D3
1 Q Search 2"- L

— Connected to the Mysq|l.

B Select root@ip-10-10-10-T/home/ec2-user

signment
pan1\Document
sane
s

92 Can't conne S
root@ip-18-10-18-7 ec2-user]# mysgl -
Enter password:
Welcome to the MariaDB monitor.
Your MySQL connection id is 27
Server version: 8.4.3 Source distribution

Commands end with ; or \g.

Copyright (c) 200@, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;’ or '\h' for help. Type '\c' to clear the current input statement.

MySQL [(none)]> show database

~

£ v

BE@YAm=

~

(=1

ENG
us

7 Q) @

> 4) @

— screenshots of the database setup and Implementation of two tables:

10:33 PM
2025-02-18

10:56 PM
2025-02-18
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Q
X

& Select root@ip-10-10-10-7:/home/ec2-user =

rows in set (@.015 sec)

MySQL [(none)]> create database Groupl®_ db
=
-> [fc;
ERROR 1864 (42808): You have an error in your SQL syntax; check the manual that corresponds te your MySQL server version for the right syntax to use near '/c' at line 3
MySQL [(none)]> create database Group1@_db;
Query OK, 1 row affected (©.823 sec)

MySQL [(none)]> use Grouple_db;
Database changed
MySQL [Groupl@_db]> CREATE TABLE Customers (

-> CustomerID INT AUTO_INCREMENT PRIMARY KEY,
-> Name VARCHAR(18@),
-> Email VARCHAR(1€8) UNIQUE,
-> Phone VARCHAR(20),
-> Address TEXT
=2
rders (

OrderID INT AUTO_INCREMENT PRIMARY KEY,

CustomerID INT,

OrderDate DATE,

Amount DECIMAL(16,2),

FOREIGN KEY (CustomerID) REFERENCES Customers(CustomerID)
)3
Query OK, @ rows affected (©.873 sec)

o ENG 11:06 PM
p c? ‘ ? ! L us U 2025-02-18

— Inserted a minimum of 5 records into each table.

B Select root@ip-10-10-10-7:/home/ec2-user - a X

MySQL [Groupl@_db]> INSERT INTO Customers (Mame, Email, Phone, Address) VALUES
-> ('John Doe', 'john@example.com', '123-456-789@', '123 Elm Street'),
-> ('Jane Smith', 'jane@example.com', '987-654-3218", '456 Maple Avenue'),
-> ('Alice Brown', 'alice@example.com’, '555-555-5555°', '789 Oak Lane'),
-> ('Bob White', 'bob@example.com', '666-666-6666', '159 Pine Road'),
-> ('Charlie Black', ‘charlie@example.com', '777-777-7777', ‘753 Birch Street');
CustomerID, OrderDate, Amount) VALUES
(1, '2025-8Query OK, 5 rows affected (©.816 sec)
Records: 5 Duplicates: @ Warnings: @

MySQL [Grouple_db]>
MySQL [Grouple_db]> INSERT INTO Orders (CustomerID, OrderDate, Amount) VALUES
-> (1, '2025-82-15', 199.99),
-> (2, '2025-02-16', 299.49),
-> (3, '2025-82-17°, 89.99),
-> (4, '2025-82-18", 149.99),
-> (5, '2025-02-19°, 349.00);
Query OK, 5 rows affected (©.087 sec)
Records: 5 Duplicates: 8 Warnings: @

—_—i—

ENG
us

11:06 PM
2025-02-18

.1])

)

— Display all records from both tables.
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B Select root@ip-10-10-10-7:/home/ec2-user = a X

MySQL [Grouple_db)

-> ("John Doe', 'j
ane smith',
Alice B

'2025-8Quer , 5 rows affected (©.916 sec)
Records: 5 Duplicates: @ Warnings: @

OrderDat:

97 9', 349.00);
rows affected (©.887 sec)
Duplicates: @ Warnings: @

| CustomerID i Address
Hommmmmmeen R e
| John Doe johni@example.com 123-456-789@ | 123 Elm Street |
| Jane Smith jane@example.com 987-654-321@ | 456 Maple Avenue |
| Alice Brown alice@example.com 555-555-5555 | 789 Oak Lane |
| Bob White bob@example . com 666-666-6666 | 159 Pine Road |
| Charlie Black | charlie@example.com | 777-777-7777 | 753 Birch Street |
+- - +
5 rows in set (8.882 sec)

1107 PM
2025-02-18

(¢]

AQU » ) @

(Name, Email, Phone, Addre:
8', '123 Elm Str
321@', '456 Maple
-5555', * Oak
'159 Pine
25-8Query OK, 5 rows affected (8.916 sec)
Duplicates: @ Warnings: @

INTO Orders (CustomerID, OrderDate, Amount)

Elm
Maple
B
White

——i—

rows in

2025-82-15
20825-82-16
2025-82-17
2825-82-18
20825-82-19

set (@.ee4 sec)

MySQL [Grouple_db]>

ENG = 11:08 PM
e R e e

Ao
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Section 2: Report Work
Part 1: Customer Relationship Database

Describe the functionality of the database used to store customer details

Customer Relationship Database is a type of database that stores customer information. It is
also able to manage their data, and any transactions made. The functionality of the database
allows you to track all purchase history, communication between customers and any data
regarding the sales of products. During this assignment, we created two tables, one for
Customers and one for Orders. The customer table is essential for storing information regarding
the customer, such as their name, email, phone number and address. The order table is in
charge of tracking all orders from customers. The use of both these tables allows for a more
efficiently run business, improving both customer service and performance in sales.

Explain how it helps in business operations

The use of a customer relationship database can help business operations in multiple ways. As
mentioned earlier, this database can help improve customer service by providing a more
personalized experience and targeted marketing. The database also allows businesses to easily
track and manage every customer’s order. This allows business to easily locate any purchase
history in case of an issue regarding a product. It can also show which customers shop more
regularly and which customers are new. Lastly, the use of a customer relationship database can
overall help a business stay organized and make customer information easily manageable. This
can overall improve the efficiency of a business.

Part 2: Cloud Storage Comparison (S3 vs EFS)

When to use EFS

EFS should be used when there are multiple services or EC2 instances that require shared
access to a file system. For example, services that need a common set of files and are running
on multiple instances should use Amazon EFS. Large data analysis that requires multiple access
should also use Amazon EFS.

Comparison: When to use Amazon EFS vs. Amazon S3

Amazon S3 is mainly used for hosting websites, data analytics, storage and backups while
Amazon EFS should be used when there are multiple services or EC2 instances that require
shared access to a file system. Amazon EFS is more commonly used when sharing content and
when collaborating with others, making it more useful for work that requires a lot of reading
and writing.

Explanation of EFS Intelligent-tiering concepts

EFS Intelligent-tiering uses access patterns to move any files between two storage classes,
frequent access and infrequent access. Frequent access tier is for files that are accessed often
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and required high-performance access. Files that are accessed less often than get moved to the
infrequent access tier. Moving files between these two storage classes help businesses with
cost efficiency and does not have any effect on performance.

Part 3: Network Security (VPC Implementation Notes)

Explain why VPC is essential for cloud security

A Virtual Private Cloud (VPC) is crucial for cloud security because it enables businesses to create
a safe, segregated network environment inside the cloud, guaranteeing that private
information and apps are shielded from outside attacks. Users can divide their network into
subnets, set up routing rules, and implement security measures like firewalls and network
access control lists (NACLs) with a VPC. A crucial line of defense in a multi-cloud or hybrid-cloud
infrastructure, this isolation stops unwanted access, reduces the attack surface, and guarantees
that data traffic moves in a safe environment.

Describe the IP addressing used in your setup

Private IP addresses are assigned using the CIDR block 10.10.10.0/24 in my VPC configuration.
While internal services like databases are kept segregated in a private network (10.10.16/28),
internet-facing resources like web servers with elastic IPs are housed in a public subnet
(10.10.10.0/28). Private instances can safely access the internet over a NAT gateway in the
public network. Scalability, security, and effective resource allocation are guaranteed by this
structured IP addressing.

Justify security group settings for optimal access control

My security group configuration limits access to only those who need it. While only internal
traffic can access private servers and databases, trustworthy IPs can access public-facing servers
via HTTP, HTTPS, and SSH. Outbound rules only permit contact with services that are absolutely
necessary. This strategy reduces exposure and guarantees safe, regulated network access.



