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News from ASUG

ASUG Insights — Security

https://www.asug.com/insights/business-function/information-security
https://www.asug.com/insights/topic/cybersecurity

ASUG Insights — Solution Manager
https://www.asug.com/insights/sap-product/sap-solution-manager-solman

SAP Customer Influence program - SAP Identity Management 8.0 (2021)
https://influence.sap.com/sap/ino/#/campaign/2566
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News from DSAG

Anderung der AK/AG-Sprecher nach dem letzten AK-Treffen
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=
News from DSAG

DSAG Technologietage am 3. und 4. Mai 2022 im CCD Congress Center Dusseldorf
jeweils 4 Vortrage im Security-AK-Treffen und 4 im Cloud-Security-AG-Treffen

Nachstes Arbeitskreistreffen am 31. Mai 2022 im Harres in St. Leon-Rot

Nachstes SAP Security Notes Webinar: 17. Marz 2022
Anderung der Anfangszeiten des SAP Security Notes Webinars ab 2022: Start um 15 Uhr
SAP Security-Notes Webinare bis Juli 2022 sind terminiert und Registrierung ist gedffnet

© 2022  SAP SE. All rights reserved. 7



Overview

Support Portal — Security Notes Support Portal — Expert Search
https://support.sap.com/securitynotes https://support.sap.com/notes

This is a filtered list — Expert Search

— All SAP Security Notes for Document Type = SAP Security Notes
Here you can find all Security Notes Here you can find all Security Notes

Security Patch Process FAQ
https://scn.sap.com/community/security/blog/2012/03/27/security-patch-process-faq

SAP Solution Manager application ,,System Recommendations*

This is the selection of security notes (from the full list on Support Portal), which is relevant or
might be relevant for a specific technical system (ABAP, Java, HANA, etc).

Notes which are not shown here are not relevant for this system.

RSECNOTE and the corresponding chapter in the EWA show a small — and old — selection of security notes only.
Do not use RSECNOTE anymore - its content is outdated and incomplete - use System Recommendations!

© 2022  SAP SE. All rights reserved. 12


https://support.sap.com/securitynotes
https://scn.sap.com/community/security/blog/2012/03/27/security-patch-process-faq
https://support.sap.com/notes

.
Hosts of the Security Notes Webinar

ASUG Information Security

Regular schedule:

Wednesday in the week after the Patch Day
18:00-19:00 CEST = 12:00 EST =9:00 PST

Calendar:

© 2022

SAP SE. All rights reserved.

Events

ASUG offers a full slate of events crafted around key topics of interest
for specific industries, business roles, and technologies. We look
forward to seeing you—whether in person or online—very soon.

Reset filters

By Date

All upcoming

By Location

Any region

= Event Type

ASUG Executive Exchange

ASUG ExXpress

ASUG Women Connect

Classroom Training

Industry and Technology Conferences
Influence Councils

Regicnal Chapter Events

SAPPHIRE NOW + ASUG Annual Conference

Think Tanks and Interest Groups

+ Event Cost

+ Event Format

THE Best Solution Option for Refreshing Data
in SAP S/4HANA®

August 18, 2020
Online

What’s New from SAP Security Patch —
August 2020

August 19, 2020
Online

Drive Productivity with Intelligent RPA

August 19, 2020
Online

ASUG Express: SAP Integration Essentials

August 20, 2020
Online

14



https://www.asug.com/insights/business-function/information-security
https://www.asug.com/events?events%5B%5D=1356781

Hosts of the Security Notes Webinar

DSAG AK Security & Vulnerability Management

Regular schedule:
Thursday in the week after the patch day
15:00 - 16:00 CET

Calendar:

© 2022  SAP SE. All rights reserved.
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https://dsagnet.de/dsag-resource?id=91659&app=info
https://dsagnet.de/dsag-resource?id=91659&app=veranstaltungskalender

Hosts of the Security Notes Webinar

SAP Enterprise Support Academy
Regular schedule: E
Wednesday in the week after the patch day —
09:00 - 10:00 CET

Updates from the last SAP Security Pa...
(EXPERT_LED SUP_EBW_0650_1906)

Calendar:
Updates from the last SAP Security Patch Day

© 2022  SAP SE. All rights reserved. 16


https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy.html
https://accounts.sap.com/saml2/idp/sso?sp=https://www.successfactors.eu/learninghub&RelayState=%2Fsf%2Flearning%3FdestUrl%3Dhttps%253a%252f%252fsaplearninghub%252eplateau%252ecom%252flearning%252fuser%252fdeeplink%255fredirect%252ejsp%253flinkId%253dCATALOG%255fSEARCH%2526sbArSel%253d%2526keywords%253dSUP_EBW_0650_1906%2526selKeyWordHeader%253dSUP_EBW_0650_1906%2526catSel%253d%2526srcSel%253dESAC%2526delMthSel%253d%2526ILDateFrm%253d%2526ILDateTo%253d%2526ILBlend%253d%2526ILSchd%253d%2526fromSF%253dY%26company%3Dlearninghub

N
SAP Learning Hub Edition for SAP Enterprise Support

Preparation if the user has no access to the SAP Enterprise Support catalogue yet.

Even if the user has access to another catalogue in the SAP Learning Hub, a one-time sign up per S-User
IS mandatory.

How to sign up for the Support Edition:

Get the most out of your enablement experience!

Navigate to the sign up page

As an SAP Learning Hub user, your learning extends to full browsing
through featured and recommended content of the award winning

CIle the Slgn Up button Authenticate yourself Wlth SAP Enterprise Support Academy program, with a customizable
. ) . learning plan.
your S-User. Upon first access, the system will check

your eligibility, create a new SAP Learning Hub user, [ sinup

and populate your learning catalog respectively. (S-user ID required)

Within two hours, you will then receive a registration confirmation via e-mail and access to the
catalogue is granted.

How to guide: How to sign up for the SAP Learning Hub Edition for SAP Enterprise Support

© 2022  SAP SE. All rights reserved. 17


https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy/learn.html
https://wpb101101.hana.ondemand.com/wpb/wa/wa_esa/~tag/published/index.html?show=project!PR_9712A06E7F284A2:demo&sap-outbound-id=7405FA8C0FE0A43730C30C45EFF315FADF71A1DB&smc_campaign_id=0000009706#3?show=project!PR_9712A06E7F284A2:demo

SAP Learning Hub Edition for SAP Enterprise Support

Direct access to SAP Learning Hub (Login with your S-User ID) [ R

Find Courses: “Updates from the last SAP Security Patch Day”
or code: SUP_EBW 0650 1906

-

Enterprise Support Academy

How to Guide:
Reqister for, withdraw and join the Meet the Expert live Session or recording Updates from the last SAP Security Pa...

(EXPERT_LED SUP_EBW_0650_1906)

© 2022  SAP SE. All rights reserved. 18


https://esasupportportal.hana.ondemand.com/esa2
https://wpb101101.hana.ondemand.com/wpb/wa/wa_esa/~tag/published/index.html?library=library.txt&show=book!BO_5AC4AF6C335FD48B

SAP Learning Hub Edition for SAP Enterprise Support

Register to course

“Updates from last SAP

Security Patch Day”
SUP_EBW 0650 1906

© 2022  SAP SE. All rights reserved.

Updates from the last SAP Security Patch Day &)

mas

EXPERT_LED SUP_EBW 0650 1906
Mot yet rated
Q Instructor-led and Online Course

B4 Questions? Contact
SAP_ES_Academy@sap.com

News from the last SAP Security Patch Day.
Tips & tricks related to the last available security notes.

Goals:
« Familiarize yourself with the new security patches and their implementation
challenges

lHOUR(S) 1HOUR(5]

DURATION DURATION

2 categories more

You may also:
Save for Later > y ,
Start Course 2 |Register Now »

19



N
SAP Learning Hub Edition for SAP Enterprise Support

w Learning Content -

30 Minutes prior to session start time, please
go to your SAP Learning Hub “My Learning
Content” section and look at your “active
courses” (you can filter for “registrations”)
and the drop down next to the course should hatdo you want o LEARN today? | G0
show “join virtual session”

My Active Courses |

My Learning Content

Find Courses

EE gg Sort By Date | Priceity 7 Fils
Keyword Course name or 10 Registrations
 DUE ANYTIME ’
To watch the recording, click on the course “‘} i
link and “start course”: Updates from the last SAP Security Patch Day
R Less A
Updates from the last SAP Security Patch Day EXPERT _LED SUP_EBW_0650_1906
@ Begins 13/08/2020 % Self-Assigned

© 2022  SAP SE. All rights reserved. 20


https://accounts.sap.com/saml2/idp/sso?sp=https://www.successfactors.eu/learninghub&RelayState=%2Fsf%2Flearning%3FdestUrl%3Dhttps%253a%252f%252fsaplearninghub%252eplateau%252ecom%252flearning%252fuser%252fdeeplink%255fredirect%252ejsp%253flinkId%253dCATALOG%255fSEARCH%2526sbArSel%253d%2526keywords%253dSUP_EBW_0650_1906%2526selKeyWordHeader%253dSUP_EBW_0650_1906%2526catSel%253d%2526srcSel%253dESAC%2526delMthSel%253d%2526ILDateFrm%253d%2526ILDateTo%253d%2526ILBlend%253d%2526ILSchd%253d%2526fromSF%253dY%26company%3Dlearninghub

SAP Learning Hub Edition for SAP Enterprise Support

In case the customer forgot the S-User password, the password reset, cannot be done within
the SAP Learning Hub/ SAP SuccessFactors logon page.

The password can be reset here:
https://accounts.sap.com/ui/createForgottenPasswordMail?spld=55365985e4b07dc3abdfcl6c&targetUrl=&sourceUrl

In case the access to SAP Learning Hub is still not successful and you get redirected to the
logon page again, this can be a sign for a missing sign up. = External Sign up

How to check and change your email address W

Go to https://[support.sap.com

Frauke
dEE .. + =
1 & Frauke o
[ ]

i About

Login and click on your profile to edit
ge Subscriptions (0) What's New?

You will be redirected to the SAP Launchpad

. & User Profile
where you can check and change your email adress

8@ Manage Notifications

© 2022  SAP SE. All rights reserved. 21



https://accounts.sap.com/ui/createForgottenPasswordMail?spId=55365985e4b07dc3abdfc16c&targetUrl=&sourceUrl
https://support.sap.com/

-
TechEd Recording

SEC104 - Security Notes, System Recommendations and Business Process Change Analyzer

http://events.sap.com/teched/en/session/13574

This sessions shows how to set up a monthly patch process based on the application System
Recommendations in SAP Solution Manager 7.1. See the integration with the usage procedure logging
(UPL) and the business process change analyzer (BPCA) to identify business processes which might
get affected by the implementation of security notes.

The presentation is based on the standard slide deck at https://support.sap.com/sos

— COoE Security Services - Security Patch Process

In the Media Library you find the monthly updated SAP Security Notes Advisory, too.

© 2022  SAP SE. All rights reserved. 23


http://events.sap.com/teched/en/session/13574
https://support.sap.com/sos
https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-services/sap-security-optimization-services-portfolio/AGS_Security_Patch_Process.pdf
https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-services/sap-security-optimization-services-portfolio/SAP_Security_Notes_Advisory.zip
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-
Topics February 2022

Note 3140940 - Missing segregation of duties in SAP Solution Manager Diagnhostics Root Cause
Analysis Tools

Note 3123396 - Request smuggling and request concatenation in SAP NetWeaver, SAP Content
Server and SAP Web Dispatcher

Note 3123427 - HTTP Request Smuggling in SAP NetWeaver Application Server Java

Recordings:
DSAG (German)
ASUG
SAP Learning HUB

© 2022-02 SAP SE. All rights reserved. 74


https://launchpad.support.sap.com/#/notes/3140940
https://launchpad.support.sap.com/#/notes/3123396
https://launchpad.support.sap.com/#/notes/3123427
https://dsagnet.de/dsag-event?id=239275&app=info
https://www.asug.com/events/whats-new-from-sap-security-patch-february-2022
https://accounts.sap.com/saml2/idp/sso?sp=https://www.successfactors.eu/learninghub&RelayState=%2Fsf%2Flearning%3FdestUrl%3Dhttps%253a%252f%252fsaplearninghub%252eplateau%252ecom%252flearning%252fuser%252fdeeplink%255fredirect%252ejsp%253flinkId%253dCATALOG%255fSEARCH%2526sbArSel%253d%2526keywords%253dSUP_EBW_0650_1906%2526selKeyWordHeader%253dSUP_EBW_0650_1906%2526catSel%253d%2526srcSel%253dESAC%2526delMthSel%253d%2526ILDateFrm%253d%2526ILDateTo%253d%2526ILBlend%253d%2526ILSchd%253d%2526fromSF%253dY%26company%3Dlearninghub

Note 3140940 - Missing segregation of duties in SAP Solution
Manager Diagnostics Root Cause Analysis Tools

Root Cause Analysis

Trace Analysis Configuration
Validation
Exception Analysis Thread Dump

Analysis

ote Access

File System Browser 05 Command
Console

Access

© 2022-02 SAP SE. All rights reserved.

Configuration
Validation

Reporting

CA Introscope

WebView

Host Analysis

Change Analysis

Product Instances

RCA

CA Introscope

Workstation

DBA Cockpit

Change Analysis

Systems

RCA

Workload Analysis

DB Analysis

Exception
Management

Log Viewer

Remote Access

The security note
removes the
following Root
Cause Analysis
tools from the SAP
Solution Manager

75


https://launchpad.support.sap.com/#/notes/3140940

.
Note 3140940 - Missing segregation of duties in SAP Solution

Manager Diagnhostics Root Cause Analysis Tools

SolMan ABAP

Solution Manager Launchpad

RCA group

1
other tiles J

q
ﬁ tile ﬁ

Ty
tile

<<web dynpro>>
ile System Browser

sele creel
/ﬁ System Bmw;e‘F\
button

<<web dynpro>>
read Dump Analyzer
sele creen

button

,2@ Dump Analy‘z‘é'r"\_

<<web dynpro>>
0OS Command Console

seléetiqp screen
| L€ Command Consoted q
button

<<web dynpro>>
Log Viewer

selettiqp screen

L~ /Log Viewe‘r\ [~

button

© 2022-02 SAP SE. All rights reserved.

SolMan Java

LM-SERVICE

other applications

dyn

1

remove RCA relate
agent functionality
that is not needed |-
anymore

SMD Agent_

agelets \

Insides: Complete Removal from ABAP
and Java for SolMan 7.20 SP 3 or higher

B P . Following SAP Notes are implemented in this step:
M M . Note Action Note Version
Implement SAP Note 3137764 2

Implement Note 3137764 - RCA Tools Removal

= (S]F]
E. AppStatus  Obj. Ty.. Object
Then run new report NOTE 3137764 SN e e
- ocs wDCC 8EC6F70531C6ECOA2CEA90CS353E95DD07
once in DEV and use the same transport. Hor o e e

Java:
Implement this Note 3145008 - Removal of RCA Tools

Deploy the latest patch of your LM-SERVICE Support Package SP version
via the Software Update Manager, see Note 1715441.

Only this deployment option will remove the applications completely.
(If you use the faster deployment via telnet, then you have to undeploy 3
development components manually.)

The deployment requires the activation of Maintenance Mode which will
temporarily disconnect all the diagnostics agents.
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https://launchpad.support.sap.com/#/notes/3140940
https://launchpad.support.sap.com/#/notes/3137764
https://launchpad.support.sap.com/#/notes/3145008
https://launchpad.support.sap.com/#/notes/1715441

.
Note 3140940 - Missing segregation of duties in SAP Solution

Manager Diagnhostics Root Cause Analysis Tools

Removed function

OS Command Console
tc~webadministrator~oscommand

File System Browser
tc~webadministrator~fsbrowser

Log Viewer
tc~webadministrator~standlogviewer

Thread Dump Analysis

tc~webadministrator~tda

© 2022-02 SAP SE. All rights reserved.

Replacement

Execute commands via the operating system's remote access.

Use the local operating system specific features to get access to the
file system of the managed system.

Use the operating system's remote access features to retrieve the log
files from the managed system and analyze them on your local
machine.

Use the operating system's remote access features to execute the
thread dump creation command.
Retrieve the thread dump file from the managed system and analyze

them on your local machine.

See also

Note 2671374 - How to generate Thread dumps using SAP JVM Eclipse plug-in
Note 1020246 - Thread Dump Viewer for SAP Java Engine

77


https://launchpad.support.sap.com/#/notes/3140940
https://launchpad.support.sap.com/#/notes/2671374
https://launchpad.support.sap.com/#/notes/1020246

.
Note 3123396 - Request smuggling and request concatenation in

SAP NetWeaver, SAP Content Server and SAP Web Dispatcher

ABAP and Java Systems are affected

HTTP
Client

Request from client A (attacker)

\\

HTTP
Client
B

HTTP Gateway

(SAPWeb DG or

or 3 party)

Request from client B (victim)

Vulnerability assessment for CVE-2022-22536

© 2022-02 SAP SE. All rights reserved.

Vulnerable request processing

(1) Request A is split in two parts
Second part of request A is prepended to request B.
Headers of Victim's request B are “captured”
by the attacker's request

H

SAP App Server

SAP Web Disp
(2) Response to the first part is returned to client A

—

(3) Response to the concatenated request
is returned to client B

78


https://launchpad.support.sap.com/#/notes/3123396
https://github.com/Onapsis/onapsis_icmad_scanner

.
Note 3123396 - Request smuggling and request concatenation in

SAP NetWeaver, SAP Content Server and SAP Web Dispatcher

Suggestion for efficient patching:

Consider the Workaround (if you cannot update ABAP and Java systems in short time)

Update Web Dispatcher installations according to note 3138881 and set the parameter
wdisp/additional conn close=TRUE

respective
Define rewrite rules for the ICM according to note 3137885

Update ABAP (dw.sar) and Java Systems which use a Web Dispatcher, Load Balancer or
3'd party proxy according note 3123396

Update all other ABAP and Java Systems

The solution also covers the vulnerability described in related note 3123427 - HTTP Request
Smuggling in SAP NetWeaver Application Server Java

© 2022-02 SAP SE. All rights reserved. 79


https://launchpad.support.sap.com/#/notes/3123396
https://launchpad.support.sap.com/#/notes/3138881
https://launchpad.support.sap.com/#/notes/3137885
https://launchpad.support.sap.com/#/notes/3123396
https://launchpad.support.sap.com/#/notes/3123427

.
Note 3123396 - Request smuggling and request concatenation in

SAP NetWeaver, SAP Content Server and SAP Web Dispatcher

Application System Recommendation might fail to show Kernel related notes if the LMDB is not
up to date.

Use application Change Reporting respective transaction CCDB in the SAP Solution Manager to
inspect the Configuration Stores SAP_KERNEL und CRYPTOLIB.

Caution: All these tools know about the version defined in the main manifest file which gets
updated as part of a stack Kernel update. If you just update dw. sar like in this case, then these

tools do not get new information and continue showing the note.

© 2022-02 SAP SE. All rights reserved. 80


https://launchpad.support.sap.com/#/notes/3123396

.
Note 3123396 - Request smuggling and request concatenation in

SAP NetWeaver, SAP Content Server and SAP Web Dispatcher

Store Filters

Configuration Validation Filters

Check Java Kernel release using

Category: |* ‘ Validation System List: ‘ .
MName: | SAP_JZEECIlusterNode | Element Pattern: | SAPJStartVersion
Configuration Store:
_ SAP J2EEClusterNode
Element Viewer - .
Configuration Item:
Element Value width: | Unlimited(80) v | Height: | Single row v .
| et ‘ SAPJStartVersion
View: | * [Standard View] ~ | [Print Version] [Export vl [ Q, Store Detailsl
[ ] Landscape Component Version Store Name Element Status™’ Element Class Element Name Element Value
[ ] #8% Java Server Node J2EE ENGINE SAP_J2EEClusterNode (WLETEL RV ELWE Table Row [KEY1]=SystemProperties I[UALUE]:TSS, patch 900, fhangelist 2094654, linuxx86_64, opt
( FBJ~JAVA~41933150 ) SERVERCORE 7.50 [KEYZ2]=SAPJStartVersion .
[KEY3]=_
[KEY4]=_
[KEY5]=_
[ ] %8 Java Server Node JZ2EE ENGINE SAP_J2EEClusterNode Updated (Current) Table Row [KEY1]=SystemProperties I[VALUE]:TSS, patch 800, fhangelist 2055784, linuxx86_64, opt
( FBJ~JAVA~48248050 ) SERVERCORE 7.50 Qutdated days: 3 [KEY2]=SAPJStartVersion ...
[KEY3]=_
[KEY4]=_
[KEY5]=_
[] #% Java Server Node JZ2EE ENGINE SAP_JZEECIlusterNode QsLEIEWR{®T 4l Table Row [KEY1]=SystemProperties I[VALUE]:?ZZ. patch 1000] changelist 2001883, NTAMDE4, optU (
( PO1~JAVA~3455551) SERVERCORE 7.31 [KEY2]=SAPJStartVersion ...

© 2022-02 SAP SE. All rights reserved.

[KEY3]=_
[KEY4]=_
[KEY5]=_
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Note 3123396 - Request smuggling and request concatenation in

SAP NetWeaver, SAP Content Server and SAP Web Dispatcher

Check ABAP Kernel release using FRUN Configuration & Security Analysis

Configuration Store:
Configuration Items:

@ Search
C)
*Find in Configuration Data

iii &

Vv Search Result

Description
SAP Kernel
SAP Kernel
SAP Kernel
SAP Kernel

SAP Kernel

Enter search string and press Enter

Store Name

SAP_KERNEL

SAP_KERNEL

SAP_KERNEL

SAP_KERNEL

SAP_KERNEL

© 2022-02 SAP SE. All rights reserved.

SAP KERNEL
KERN REL and KERN PATCHLEVEL

ConfigitemKey

NAME =

NAME =

NAME =

KERN_COMP_ON

KERN_COMP_TIME

KERN_DBLIB

SAP Configuration & Security Analytics

in Config Store

Q SAP_KERNEL//S00001

Value

VALUE =Linux GNU SLES-12 x86_64 cc4.8.5 1 AppServer 00 of FRN ...

VALUE =Jul 9 2021 20:23:43

VALUE =SQLDBC 2.07.017.1607722875

NAME F

KERN_PATCHLEVEL

VALUE =400

NAME H

KERN_REL

VALUE =777_REL

Select..

Landscape

AppServer 00 of FRN ...
AppServer 00 of FRN ...
AppServer 00 of FRN ...

AppServer 00 of FRN ...

82


https://launchpad.support.sap.com/#/notes/3123396
https://support.sap.com/en/alm/sap-focused-run/internet-demo-system.html

Note 3123396 - Request smuggling and request concatenation in
SAP NetWeaver, SAP Content Server and SAP Web Dispatcher

Check Java Kernel release using FRUN Configuration & Security Analysis FRy

. . DemN Interpe,
Configuration Store: SAP J2EEClusterNode \03%7
Configuration ltem: SAPJStartVersion

SAP Configuration & Security Analytics

@ Search

B

O *Find in Configuration Data in Config Store Add Systems for which
6% SAPJStartVersion ® Q SAP_J2EEClusterNode§S00114 Select.. Add Systems w/o |

v Search Result
Description Store Name ConfigltemKey | Value Landscape

KEY1 = SystemPr
KEY2 = SAPJStar;
J2EE cluster node ... SAP_J2EE... KEY3=_ VALUE =753, patch 602, fchangelist 2002654, linuxx86_64, optU (Jun 11 2020, ( Server Node 289...
KEY4 = _
KEYS5 = _

KEY1 = SystemPr
KEYZ2 = SAPJStar!
J2EE cluster node ... ~SAP_J2EE... KEY3=_ VALUE =745, patch 900, changelist 1913631, linuxx86_64, optU (Apr 3 2019, 17 Server Node 862...
KEY4 = _
KEYS5 = _

© 2022-02 SAP SE. All rights reserved. 83
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Topics January 2022

Note 3131047 Central Security Note for Apache Log4j 2 component
Critical vulnerabilities CVE-2021-44228, CVE-2021-45046, CVE-2021-44832, CVE-2021-45105

How to remove Log4j notes from System Recommendations

Note 3112928 - Multiple vulnerabilities in FO743 Create Single Payment application of SAP
S/AHANA

Note 3117350 - SCM Optimizer run terminates with "CALLBACK_REJECTED_BY_WHITELIST“

Note 3112710 - Information Disclosure vulnerability in SAP NetWeaver Application Server for
ABAP and ABAP Platform

Recordings:
DSAG (German)

SAP Learning HUB

© 2022-01 SAP SE. All rights reserved. 85



https://launchpad.support.sap.com/#/notes/3131047
https://launchpad.support.sap.com/#/notes/3112928
https://launchpad.support.sap.com/#/notes/3117350
https://launchpad.support.sap.com/#/notes/3112710
https://dsagnet.de/dsag-event?id=239271&app=info
https://www.asug.com/events/copy-of-whats-new-from-sap-security-patch-january-2022
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Note 3131047 Critical vulnerabilities in log4j v2
CVE-2021-44228, CVE-2021-45046, CVE-2021-44832, CVE-2021-45105

Critical vulnerabilities in log4) v2 155 Notes as of 13.12.2021
https://logging.apache.org/log4j/2.x/security.html (166 notes combined)
CVE-2021-44228 Remote Code Execution 133 Notes

Base CVSS Score 10.0 AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H Priority: very high
Fixed in Log4j 2.15.0 (Java 8)

CVE-2021-45046 Remote Code Execution 49 Notes

Base CVSS Score 9.0 AV:N/AC:H/PR:N/UI:N/S:C/C:H/I:H/A:H Priority: very high
Fixed in Log4j 2.16.0 (Java 8) and Log4j 2.12.2 (Java 7)

CVE-2021-45105 Denial of Service 36 Notes

Base CVSS Score 5.9 AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H Priority: medium
Fixed in Log4j 2.17.0 (Java 8), 2.12.3 (Java 7) and 2.3.1 (Java 6)

CVE-2021-44832 Remote Code Execution 13 Notes

Base CVSS Score 6.6 AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H Priority: medium

Fixed in Log4j 2.17.1 (Java 8), 2.12.4 (Java 7) and 2.3.2 (Java 6)
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Note 3131047 Critical vulnerabilities in log4j v2
CVE-2021-44228, CVE-2021-45046, CVE-2021-44832, CVE-2021-45105

Execution

Log4j 2.3.2 (Java 6)

Count
CVSS SAP :of SAP
CVE Vulnerability Correction Score CVSS Vector Priority : notes
Critical vulnerabilities in log4j v2 155
CVE-2021-44228 Ejg:attieo(;"de Log4j 2.15.0 (Java 8) 10.0 i AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H ivery high! 133
) ] Remote Code Log4j 2.16.0 (Java 8) _ _ _ et~ A :
CVE-2021-45046 Execution Logdj 2.12.2 (Java 7) 9.0 {AV:N/AC:H/PR:N/UIL:N/S:C/C:H/I:H/A:H ivery highi 49
Log4j 2.17.0 (Java 8)
CVE-2021-45105 Denial of Service iLog4j 2.12.3 (Java 7) 5.9 {AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:H : medium : 36
Log4j 2.3.1 (Java 6)
Remote Code Log4j 2.17.1 (Java 8)
CVE-2021-44832 Log4j 2.12.4 (Java 7) 6.6 :AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H i medium 13

Combined you find 166 distinct notes
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How to remove Log4j notes from System Recommendations

< SAP

Standard *

Technical System:

Note Type:

System Recommendations - SAP Note Overview v

Implementation Status:

Note Number:

3131047 & 3130578 ® 3132744® 3132162 ® 3131691&®

SAP Notes for selected technical systems: 55

Technical
4 System

HDB_A4H~H
ANADB

HDB_S4H~H
ANADB

¥ JZE~JAVA

J* Save as Tile

Note Number

3131047

3131047

3131047

Short text

[CVE-2021-44228] Central Security Note for
Remote Code Execution vulnerability
associated with Apache Log4j 2 component

[CVE-2021-44228] Central Security Note for
Remote Code Execution vulnerability
associated with Apache Log4j 2 component

[CVE-2021-44228] Central Security Note for
Remote Code Execution vulnerability
associated with Apache Logdj 2 component

[CVE-2021-44228] Central Security Note for
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Note 3112928 - Multiple vulnerabilities in FO743 Create Single
Payment application of SAP S/4AHANA

The solution enables to use a virus scanner on the server (not the client) to validate uploaded
attachments. The application uses the default profile (according to transaction VSCANPROFILE).

Display View "Scanner Groups": Overview

ENCAT
Dialog Structure Scanner Groups
= .Ajcanner Gro‘ups Scanner Group Business Add-In Group Text
* .71 Configuration Parameters
DEFAULT Default Scan Group

o ) Display View "Virus Scan Provider Definition": Overview
‘[ Virus Scanning

* ¥r VSCANGROUP - Configuration of Virus Scan Groups YRAEED
* 37 VSCAN - Configuration of Virus Scan Servers

* ¥ VSCANPROFILE - Configuration of Virus Scan Profiles
* 37 VSCANTEST - Test for Virus Scan Interface

* Y7 VSCANTRACE - Memory Trace for Virus Scan Servers
* 3¢ /IWFND/VIRUS_SCAN - Configuration of SAP GW Virus Scan
* Y7 S_BCE_68002067 - BadI-Builder Implementation VSCAN_INSTANCE

\ 4

Virus Scan Provider Definition
Viirus Scan Provider C... Type Scanner Group Status Application Server
VSA_LDCIYSH [ ADAPTER DEFAULT Active (Rppli_w ldcySh YSH_20

Display View "Virus Scan Profile”: Overview

» &AL
Dialog Structure Virus Scan Profile
- -J_‘q’suts sl Virus Scan Profile Active Default Profile
- eps - =
« FIStep Configuration Paramet, |/ SOAB_CORE/WS_RECETV. "
« (71 Profile Configuration Paramete /SOAP_CORE/WS_SEND v
- CTIMIME Types /SRM/RCM CREATE v
. Scan Profile ZBASIC
/SXMSF/PI MESSAGING +
/S_ILM DAS/SRS v
/S_NWECM/ECM_UPLOAD " Shace
/UI5/UI5_INFRA APP/R v Position Type Scanner Group
ZRASIC 7 7 1 Group v DEFAULT
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.
Note 3117350 - SCM Optimizer run terminates with

"CALLBACK_REJECTED _BY_WHITELIST"

Recommended setting: profile parameter rfc/callback security method = 3
Components: CA-EPT-RCC, TM-BF-OPT, ...

The SCM Optimizer is an external RFC server program. Configuration of RFC Connections
The ABAP systems connects to it via a TCP/IP Destination & cenerate RC Callback Positve Lists £ Activate Non-Empty Whitelists
(atypical name of the destination is OPTSERVER xyz01).

For more information, see notes 1686826 and 2644038

T RFC callback check not secure

and the installation quide 6 ]
] ] . RFC Connections Type Comment
Recommended entries for these destinations (at least): - [£) OPTSERVER_CS01 T
* OPTSERVER_CTMO1 T CTM Optirr?iz:.'-.'r

Called function module  Callback function module Eeestedes I st
RCC ENGINE START /SCMTMS/PLN OPT * *[E) OPTSERVER MMPO1 T

- - - - * OPTSERVER_SEQO1 T SEQ Optimizer
RCC ENGINE START RCCF COMM ~* « [2) OPTSERVER SNPO1 T SNP Optimizer

o o o " - [2) OPTSERVER_VS001 T
RCC_ENG INE_S TART RCCF_GET_* * OPTSERVER_VSRO1 T VSR Optimizer

More entries might be required!
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-
Note 3112710 - Information Disclosure vulnerability in SAP

NetWeaver Application Server for ABAP and ABAP Platform

After the corrections, an administrator requires authorizations for S RZL ADM to execute the
WebDynpro applications of Generic Request and Message Generation:

r == WebDynpro Applications
» TIGRMG_AWS_SETUP_TABLE  Configure GRMG Heartbeat Monitoring for ABAP Web Services
» CTIGRMG_JWS Configure GRMG Monitoring of Java Web Services

You can skip the manual activity if the text (in German) is already part of the automatic
correction instruction:
.Following SAP Notes are implemented in this step:

Note Action Note Version
Implement SAP Note 3112710 10
Q) [ &[T
= NS e
E. AppStatus  Obj. Ty.. Object Message Text
Fipee WDCV  GRMG JWS MAIMN TABLE Changes can be applied
Flp=—" WDCV  GRMG AWS SETUP MAIN TABLE Changes can be applied
v ocs CL GRMG AWS ASSIST Changes can be applied
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.
Topics December 2021

Critical vulnerability in log4j v2 CVE-2021-44228 (pius cvE-2021-45046)

Note 3131047 - Central Security Note for Remote Code Execution vulnerability associated with
Apache Log4j 2 component

Note 3119365 - Code Injection vulnerability in SAP ABAP Server & ABAP Platform
(SAP internal translation tools)

Note 3102769 - Cross-Site Scripting (XSS) vulnerability in SAP Knowledge Warehouse

SAP Secure By Default for S/AHANA on Premise 2021
Note 2926224 New security settings for SAP S/AHANA & SAP BW/4AHANA using SL Toolset/SUM

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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-
Critical vulnerability in log4] CVE-2021-44228 (plus CVE-2021-45046)

CVE-2021-44228: Apache Log4|2 <= 2.14.1 JNDI (Java Naming and Directory Interface) features
used in configuration, log messages, and parameters do not protect against attacker controlled
LDAP and other JNDI related endpoints. An attacker who can control log messages or log
message parameters can execute arbitrary code loaded from LDAP servers when message
lookup substitution is enabled.

FrOm IOC]4| 2150, thIS behaVIOr haS been dlsabled by defaUIt A less important issue is solved in 2.16.0

In previous releases (>= 2.10 ....oae) thiS Dehavior can be mitigated by setting system property
"log4j2. formatMsgNoLookups" to “true”

or it can be mitigated in prior releases (< 2.10) by removing the JndiLookup class from the
classpath (example: zip -q -d log4j-core-*.jar
org/apache/logging/log4j/core/lookup/JIndiLookup.class).

Older releases 1.x are not affected by this specific vulnerability cnecced on citun
(but could be on risk depending on the configuration of the application which uses it and may suffer from another vulnerability)
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-
Critical vulnerability in log4] CVE-2021-44228

In releases (>= 2.10) this behavior can be mitigated
by setting system property
"log4j2. formatMsgNoLookups" to “true”

Example from note 3129883 - AS Java

Take care if the library is installed for custom code as
well. Check the version and the option to set this

property.

You should find this parameter (if set) in the CCDB
Configuration Store SAP J2EEClusterNode
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File View Tools Help

a/w| [@]m &

S @ cluster-data

# ¥ applications
# B& managers
#- ik senvices

# ¥ applications

= B& managers

# g senvices
secure store

= PR template - Usage_Typ!
#- €8 log configuration |:

= &% instance - 1D71365) :
# &8 log configuratio| :

i| | 1ava.protocol.handler.pkgs

| icojarm
if || imx.invoke.getters

/| servers | VM Environment | VM Parameters | Filters | Shared Table |

java.io.tmpdir

java.security.eqd

# | java.security.policy

:| | javaxmanagement builder.initial

javax.rmi.CORBA PortableRemoteObjectClass

0rg.omg.CORBA.ORBClass

org.omg.CORBA.ORBSingletonClass

2} | rdbms.driverLocation

i} | sun.lang.ClassLoader.allowArraySyntax
1 | sys.global.dir

Custom Parameters

New parameter

VM Type
Vendor (GLOBAL ﬂ Platform |GLOBAL ﬂ

VM Parameters

Default Value .ftemp
‘| custom value | | ‘ Set ‘
| ( Memory [ System | Additional |

Default Parameters

Parameter Name | Value | Enabled

X

Name (without "-D*): 'IBEA-J'Q"Aférmath‘légr;lgi:obkzxps

Value (optional): | true|

Description (optional):

i Cancel '

NEEEEEEEEEEEE

Parameter Name Value | Enabled \
[ New Disable ’
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-
Critical vulnerability in log4] CVE-2021-44228

In releases (>= 2.10) this behavior can be mitigated
by setting system property
"log4j2. formatMsgNoLookups" to “true”

||

Example from note 3129883 - AS Java e temp

java.protocel handlerpkgs com.zap-engine. hitpdsrclient protocols|iaik.p. - .
java.security.egd file-fdeviurandom

Take care if the library is installed for custom code as

. . . java.security_policy
well. Check the version and the option to set this e

[v]
[v]
[v]
[v]
property. javax rmi. CORBA PortableRemoteObjectClz ]
o jarm Kame (Without -D):| log4j2? formathMsgMoLookups [
— Value: | true
You should find this parameter (if set) in the CCDB e Description |gua—znz1-44zza
Configuration Store SAP_ J2EEClusterNode org.omg. CORBA ORBClass &
org.omg.ZORBA ORESingletonClass [m] [m [+
rdbms.driverLocation
SAPJVM_EXTENSION_COMMAND_HAND ¥
sun.lang.ClassLoader allowAmaySyniax true [+
sys.global dir fusrsap/SJ1/5Y Siglobal
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-
Critical vulnerability in log4] CVE-2021-44228

In releases (>= 2.10) this behavior can be mitigated by
setting system property
"log4j2. formatMsgNoLookups" to “true”

Deploy Application

WAR File Location:* | “ Browse... l

Example similar to note 3130476 - Detecting and
remediating log4j CVE-2021-44228 vulnerabilities in BTP riional Parameters

CIOUd Foundry applications Runtime Name: | Java EE 7 Web Profile TomEE 7
“You have to check the dependencies in the code of your Runtime Version: | 1
application.” Compute Unit Size: | Lit

Application Name:* |

Number of Processes: Min: Max:

JVM Version: | JRE 8

JVM Arguments: I -Dlogdj2. formatMsgNoLookups=true

Max Number of Threads: | 200

Connection Timeout (ms): | 20000

URI Encoding: | ISO-8859-1

Response Compression: | Off

Cancel
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-
Critical vulnerability in log4] CVE-2021-44228

Official statement, list of affected and not affected products and links to configuration notes:

https://support.sap.com/content/dam/support/en us/library/ssp/my-support/trust-center/sap-tc-01-5025.pdf

No Known Impact At the time of publication (time stamped above), the following non-exhaustive list of SAP products
do not contain components affected by this CVE.

Current Patch Application At the time of publication, the following products have been identified as using Log4J.
Appropriate patching, or recommended temporary fixes, were applied.

Patch Pending At the time of publication, the following products are pending patch development.
The available workarounds are found in the links provided below.

Please know that the products listed across these three categories is not an exhaustive list of all SAP
products.

Customers are encouraged to contact SAP’s support portal for more information if they have a question
about a non-listed product.
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-
Critical vulnerability in log4] CVE-2021-44228

You find the component specific notes describing the workaround or the solution (as soon as it’s available) here:

Note 3131047 - Central Security Note for Remote Code Execution vulnerability associated with Apache Log4j 2
component

Search terms to find all notes or blogs:

CVE-2021-44228

https://launchpad.support.sap.com/#/solutions/notes/?sortBy=date&sortOrder=desc&q=CVE-2021-44228
(Caution: not all notes and KBAs show the CVE entry)

Therefore, search for ,Log4J” and add an restriction by date >= 10.12.2021
https://launchpad.support.sap.com/#/solutions/notes/?sortBy=date&sortOrder=desc&q=L0g4J

Limitation:

EWA, SOS, System Recommendations, CCDB or Configuration Validation do not show affected systems.
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-
Note 3119365 - Code Injection vulnerability in SAP ABAP Server &
ABAP Platform (SAP internal translation tools)

The note deactivates/deletes several SAP internal translation tool reports:

RS_LXE EXTRACT LXELOG2CSV
RS_LXE EXTRACT OL2CSV
RS_LXE EXTRACT WORK LIST2CSV

A correction instruction for SAP_BASIS 7.01 might be missing, do it manually.
Delete the reports or add an EXIT. or RETURN. as first statement after START-OF-SELECTION.

It seems that no correction is required on SAP_BASIS 7.02 - 7.31

In any case, you can verify if these reports either do not exist or have commented coding.
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-
Note 3102769 - Cross-Site Scripting (XSS) vulnerability in SAP

Knowledge Warehouse

This component displays only these documents, which were created and/or modified using
SAP Knowledge Warehouse.
No other applications use the component.

Workaround to switch off the application (if you are not using it):

Option 1: Disable the vulnerable application following the documentation in Config Tool Adding Filters.
Parameters 'Component Name Mask’ = tc~km tc*, 'Vendor Mask’ = sap.com

Option 2: In case the requests are routed via SAP Web Dispatcher you may add a rewrite rule to SAP
Web Dispatcher to prevent from redirects.
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.
SAP Secure By Default for S/AHANA on-premise

Introduction
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.
SAP Secure By Default for S/AHANA on-premise

Products in scope
SAP S/AHANA on Premise 2021 (settings were partially shipped since SAP S/4AHANA 1909)
SAP BW/4HANA 2021
Products based on S/4AHANA Foundation 2021, e.g.
— SAP Focused Run 3.0
— SAP Access Control
— SAP Customer Activity Repository

Customer documentation
SAP Notes 2926224 is a collection note including attachment
SAP Blog https://blogs.sap.com/2021/10/20/the-story-resumes-secure-by-default-for-sap-s-4hana-2021/

Status
First shipment done with SAP S/4AHANA on premise 1909
Additional security topics shipped with SAP S/4AHANA on premise 2020 and 2021
Further improvements planned with SAP S/4HANA on premise 2022
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.
SAP Secure By Default for S/AHANA on-premise

Secure by default in SAP S/4AHANA
(Note 2926224) is shipped and enabled for:

New installations and system copies

INSTALLATION

SAP S/4HANA SAP S/4AHANA
1909 / 202x 1909 / 202x
_rC p—

p— . ( SYSTEM COPY — .

—C _ —rC

>
———— ———
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SAP Secure By Default for S/AHANA on-premise

SAP ERP 6.0

Secure by default in SAP S/4AHANA EhP 8
(Note 2926224) is shipped and enabled for: ——

ENHANCEMENT PACKAGE/v —rC I
New installations and system copies —

x SYSTEM
i SAP ERP 6.0 CONVERSION
Conversions from ERP to SAP S/4AHANA EnP o7 v
p— INSTALLATION

—rC

— I J g\(()ls\K/EE'\ésmN SAP S/4AHANA SAP S/4AHANA
1909 / 202x 1909 / 202x
— p—
p— / SYSTEM COPY —

—rcC _, |=c

———— ———
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SAP Secure By Default for S/AHANA on-premise

Secure by default in SAP S/4AHANA
(Note 2926224) is shipped and enabled for:

New installations and system copies

Conversions from ERP to SAP S/4AHANA

Upgrades within the SAP S/4AHANA product
No automated changes
Report can be used to compare
recommended SAP kernel parameters
with configured parameters
In addition, refer to SAP-provided tools
and services for security checks (e.g.
EWA, SOS, Config Validation)
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SAP ERP 6.0
EhP 8

—rC

—rC

ENHANCEMENT PACKAC7v _rcC .
———

EhP 0-7

SAP ERP BO/X
—_—rc

—rC

—rC

SYSTEM

/ CONVERSION

INSTALLATION

—rC

SYSTEM
. J CONVERSION SAP S/AHANA SAP S/4HANA
— \ 1909 / 202x 1909 / 202x
—rC

—rC

—C

—rC

»

/ SYSTEM COPY —r

( SYSTEM

CONVERSION

20

= =

UPGRADE

l \ Comparison report

SAP S/AHANA

2x (available with SAP

—rC

SI4HANA 2020)

—rC

—rC

———
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.
SAP Secure By Default for S/AHANA on-premise 1909 / 2020

Profile parameters are set to secure values for SAP S/4HANA 1909 / 2020

17 recommended values
27 parameters default values were changed in the SAP S/4HANA 2020 (SAP Kernel 7.81)

Security Audit Log (SAL) (shipped with 1909)

Automatic configuration of the security audit log
(if not already set up by the customer)

Switchable Authorization Framework (SACF) (shipped with 2020)

Automatic activation of all SACF scenarios to enable additional business authorization
checks (if not already set up by the customer)

© 2021-12 SAP SE. All rights reserved. 115



.
SAP Secure By Default for S/AHANA on-premise 2021

HANA Audit Policies for S/AHANA
Activation of SAP HANA auditing in the SAP HANA database
Activation of basic SAP HANA audit policies (tradeoff between log volume and traceability)

Table logging
Activation of ABAP table logging for business-critical tables

Security improvements for transport management
Set three transport profile parameters to secure values

Security configurations
Activation of “start authorization checks” for Web Dynpro
Enablement of the UCON HTTP Allowlist framework for increased protection of HTTP traffic
Activation of all defined SLDW scenarios
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Secure by default in SAP S/4AHANA (Note 2926224)

Relevant SAP
SAP Note UR New recommended value
note B

Area Type of setti Storage Description
[~ T - [~ | s [~ | . [~ |

Behavior of authority check during call transaction: Controls

o Profile i how CALL TRANSACTION statements in all programs react
Authorizations auth/check/calltransaction DEFAULT.PFL ) o o 515130 515130 3
parameter regarding missing entries in SE37 / table TCDCOUPLES. If not set -
to 3, authorization checks are not properly enforced.
Enables to globally switch off authorization checks for selected
o Profile . . . . authorization objects (prerequisite for transaction
Authorizations auth/object_disabling_active DEFAULT.PFL S o 2926224 2926224 N
parameter - AUTH_SWITCH_OBJECTS). If not set to "N", a global deactivation

would be possible.
Execution option for the RFC authority check: Controls the
behavior of enforced authentication and authorization checks

Authorizations profile auth/rfc_authority _check DEFAULT.PFL when RFC function modules are called from remote. If not set 2216306 2216306 6
parameter to 6, an information disclosure vulnerability exists for
unauthenticated users.
Specific security-related additional functions for the RFC
Server Profile ) gateway are activated depending on which bits are set in this 2776748
i gw/reg_no_conn_info DEFAULT.PFL i i 2776748 255
infrastructure parameter bitmask. If not set to 255, not all security checks may be 1444282
properly enforced in the RFC gateway.
This setting specifies with which method an RFC server might
Server Profile be started on OS level from an external endpoint. If not set to 2776748
. gw/rem_start DEFAULT.PFL . . 3 2776748 DISABLED
infrastructure parameter "DISABLED", attempts to utilize an improper or even insecure 1520096 I
0S logon method (like RSH) might be possible.
orofile Controls whether logon with expired or initial password via
Logon & S50 parameter icf/reject_expired_passwd DEFAULT.PFL HTTP/S is allowed or not. If not set to 1, users with an expired 1042274 1042274 1
password are able to remotely call SICF services.
orofile This parameter is used to set the attribute HTTPonly for ICF
Logon & S50 parameter icf/set_HTTPonly_flag_on_cookies DEFAULT.PFL cookies. If not set to 0, javascript code running in the browser 1277022 1277022 0
may inappropriately access sensitive cookies.
S4HANA 2021 S4AHAMNA 2020 S4HAMA 1909 Info IZ:-i-‘ZI L]

© 2021-12 SAP SE. All rights reserved. 117


https://launchpad.support.sap.com/#/notes/2926224

.
SAP Secure By Default for S/AHANA on-premise

Detailed review of Secure By Default
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Display Profile Parameter Details

Difference between recommended values and kernel Change Value [
d efau ItS Metadata for Parameter Ioi ini i assword_comiliance_tn_current_iulii
. Description
SAP kernel defaults are values stored in the kernel and Name login/password._compliance_ to_ current_policy
will be activated with a kernel upgrade. Loz L R
Further Selection Criteria Interval [0,1]
Recommended values are additionally stored in kernel L

Parameter Group Login

binaries and are used by SAP lifecycle tools (e.qg.,
SWPM, SUM) to set values in new installations, system

current password needs to comply with current

Parameter Description .
password policy

CSN Component BC-SEC-LGN
C0p|es’ and conversions. System.—wide Parameter Yes

Dynamic Parameter Yes

Vector Parameter No

Has Subparameters No

Check Function Exists Mo

Internal Parameter No

Read-Only Parameter No

Value of Profile Parameter login/password_compliance_to_current_polic

D d O
Kernel Default
Default Profile
Instance Profile

Current Value

[l =T = == =]

Recommended Value
Associated Note 862989
Origin of Current Value: Kernel Default
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Same important examples
login/password downwards compatibility =0
Enables the usage of secure password hash algorithm
Prevents storage of password hash in an outdated, obsolete format that can be cracked easily

rfc/callback security method =3
Denies callbacks via RFC which are executed with the authorization of the calling user

system/secure communication =ON

Enables the TLS encryption and mTLS authentication for the internal communication of the ABAP
application server

But also all the others have been set to a secure value for good reasons
Compare the current values with the recommended values using report RSPFRECOMMENDED
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icm/HTTP/logging and icm/HTTP/logging client
Enable WebDispatcher and ICM logging and define an improved default format

1909: As Recommended Profile Parameter

PREFIX=/, LOGFILE=http %y %m.log,MAXFILES=2,MAXSIZEKB=50000, SWITCHTF=month,
LOGFORMAT=%t %a %ul \"$r\" %s %$b %$Lms %{Hostl}i %Swl %w2

2020 and later: Change in the Kernel Default
PREFIX=/,LOGFILE=$ (DIR LOGGING)$ (DIR SEP)http-%y-%m-%d.log%z,
MAXFILES=7,MAXSIZEKB=100000, SWITCHTF=day, LOGFORMAT=DEFAULT
with

DEFAULT = %$t2 %s %ul %bl
${Host}i %p0

More details on the log format can be found in SAP Help
https://help.sap.com/viewer/bd78479f4da741a59f5e2a418bd37908/latest/en-US/d1ab8a5b7d3140fe803d004e9a5518db.html
https://help.sap.com/viewer/bd78479f4da741a59f5e2a418bd37908/latest/en-US/58601269a62d4493aeab63a9584f6ae26.html

o\°

L %P swl 3w2 %{X-Forwarded-For}il %a Syl %SR2 %R1

o\

b

o\°

Customers need to decide and configure log retention !
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Full log of SAP* Full log of client 066 Almost full log of all users in all clients
(except 6 high volume events)

Following events are not

Profile/Filter Number SAPSEC l (1 Profile/Filter Number SAPSEC /|2 I d Profile/Filter Number SRPSEC /(3
v 7 v
AUS
RFC/CPIC logon successful (type=&A,
Standard Selection Standard Selection h d—&C Standard Selection
Client d Client 066 method=&C) Client
. ) AUK _
0 0
Successful RFC call &C (function group = &A) -
user saef User ; AUW Ueer
Report &A started
Event Selection Event Selection Event Selection
: cuv .
2 : Successful WS Call (service = &A, operation &B) 3
__ Select by Priority Al T Select by Priority All - EIREFEEN
S TANE=" i AR = = W T < &) [&)<)6]6E[FLE . (B .5 .= DUR NP
h i R === == ) Detail selection|- events (176 selected)
Selection Audit Classes Selection Audit Classes JSON RPC call of function module &A succeeded
Audit Class Event Class _Recording Message ID System log n
If‘“d't Class J Recording Audit Class Recording EUE Other Events Low v AUD  Audit - Test.
\Dialog Lagon 2 L4 IDlaIng Logon j ~ Dialog Logon Medium v AUl Logon succes
REC/CPIC Logon v RFG/CPIC Logon ¥ RFC function module &A called successfully Dialog Logon High v AU2  Logon failed
RFC Function Call i RFC Function Call 7 Transaction Start  Low v AU3  Transaction {
Transaction Start v Transaction Start v Transaction Start  High 7 AU4  Start of trane
Report Start v Report Start v RFC/CPIC Logon High v AUE  RFC/CPIC log
User Master Changes o User Master Changes v User Master Changes High v AU7  User &A crec
5"’:“’"‘ (i o System Events 7 User Master Changes High v AUB  User & dele
ZhizrlEEE A Other Events 7 User Master Changes Medium v AU9  User &A lock
ETETET TR G = Permanently active events v User Master Changes Medium v AUA User &A unlo
User Master Changes Medium v AUB Authorization
Dialog Logon Lows v AUC User Logoff
User Master Changes Medium v AUD User master
System Events High v AUE Audit configu
System Events High v AUF Audit: Slot &
v AUG Application s

Customers need to decide and configure log retention !
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Automatic activation of all SACF scenarios
to enable additional business authorization
checks (if not already set up by the
customer)

Mass update for production header data

Report Environment:
Release/System ID/Client:
Executed On:

Executed By:

755 / S4H / 000
24.09.2021/16:39:07
D048453

B Scenario Name Short Text for Check Scenario Status| SAL Mode

JCCEE/HR_FISC_BSPACE
JCCEE/HR_FISC_INVOICE

FISC: Authorization check for business space in fiscalization
FISC: Authorization check when sending invoices for fiscalization

. /DSD/ES_1 DSD Authorization Scenario for Printing Electronic Signature
SO me SAC F scenarios yO us h ou I d b e aware.: /DSD/GS_1 DSD Autherization Scenario for Statistics
/DSD/HH_1 DSD Authorization Scenario for Handheld
F I DO C PO S T /DSD/ME_1 DSD Authorization Scenario for Mobile Engine
/DsSD/OC_1 D50 Authorization Scenario for Occasional Connected Scenario
_ _ /DSD/PR_1 DSD Authorization Scenario for Promotion
F I DO C * /DSD/ST_1 DSD Authorization Scenario for Tour Status
_ _ /DsSD/sv_1 DSD Authorization Scenario for Stock Visibility
/DSD{sV_2 DSD Authorization Scenario for Stock Visibility of Reload
SWO PROXY AC CE S S /DSD/VC_1 DSD Authorization Scenario for Transferring Visit Control Data
—_ —_ /PMO/BP_01 Switchable Authaorization Checks for RFCs in FS-PM-IT-BP (BP Integration)

SWO REMOTE ACCESS
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[PMO/CLAIMS_01
/PM0/CORRESPOND_01
[PMO/EXT_DATES_01
[PMO/FPP_01
JPMO/INDEX_01
[PMO/INFO_CONT_01
[PMO/MIGRATION_01
/PMO/MODELCALC_01
[PMO/NOTIFICATION_01
[PMO/PREM_01

Switchable Authorization Checks for RFCs in FS-PM-IT-CM (FS-CM Integration)
Switchable Authorization Checks for RFCs in FS-PM-BT-CD (Correspondence)
Switchable Autharization Checks for RFCs in FS-PM-TL-TM (Related Dates)
FPP Mass Activities (External Start)

Switchable Authorization Checks for RFCs in FS-PM (Index Compaonent)
Switchable Autharization Checks for RFCs in FS-PM-IT-CD (FS-CD Integration)
Switchable Authorization Checks for RFCs in FS-PM-TL-MR. (Migration)
Switchable Authorization Checks for RFC in F5-PM: Model Calculation
Switchable Autharization Checks for RFCs in FS-PM (Motifications)

Switchable Autharization Checks for RFCs in FS-PM-TL-TM (Time Model)

A

PP > PrPrPrrPrrrrrrrrFrrue»ruruom

sl ZEZEIEEE|EEEENEEENEEENEEEEEEE
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Detailed review of SecureByDefault
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Activation of SAP HANA auditing in the SAP
HANA database

Activation of basic SAP HANA audit policies
(tradeoff between log volume and traceability)

SAP HANA audit policies are aligned to the
audit policies recommended by SAP HANA

HANA audit logs are configured with log
retention

Customers need to decide and configure log
retention !

© 2021-12 SAP SE. All rights reserved.

Audit Policy

_SAP_authentication
provider

_SAP_authorizations
_SAP_certificates
_SAP_clientside encryption
_SAP_configuration changes
_SAP_designtime privileges
_SAP_license addition
_SAP_license deletion
_SAP_recover database
_SAP_session connect
_SAP_session validate
_SAP_structured privileges

_SAP_user administration

Policy Status
Enabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Audited Actions

ALTER JWT PROVIDER, AL..

GRANT ANY, REVOKE ANY

ALTER PSE, CREATE CER...
ALTER CLIENTSIDE ENCR...

STOP SERVICE, SYSTEM ...

EXECUTE

SET SYSTEM LICENSE

UNSET SYSTEM LICENSE

BACKUP CATALOG DELET...

CONNECT

VALIDATE USER

ALTER STRUCTURED PRI...

ALTER ROLE, ALTER USE...

Audited Action Status
All events

All events

All events

All events

All events
Successful events
All events

All events

All events
Unsuccessful events
All events
Successful events

Successful events
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Activation of ABAP table logging for business-
critical tables for direct table changes and table
changes caused by Customer transports

Required by Year End Auditors on production
systems

ABAP table logging is only enabled for a defined
set of business-critical tables which contain

configurations relevant for the business
processes (table bD09L)

Changes to tables can be reviewed using
transaction SCU3

Customers need to decide and configure log
retention !
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Evaluate Change Logs
@ &' Logging: Display Status
Customizing Object/Table ~f
Analysis Period
Start Date 18.09.2021 Start Time

End Date 24.09.2021 End Time

Evaluation for
"I Customizing Objects
= Tables

Output Options
| ALY Grid Display
Only Actual Changes
Append Table Changes

Archived Logs

also evaluate

Q0:00:00

17:45:04
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UCON HTTP Allowlist framework can be enabled for increased protection of HTTP traffic

Context Type 01 - Trusted Network Zone
— Active Check

— 1 entry is automatically added to the allowlist to allow all relative path names

Context Type 02 - Clickjacking Framing Protection

— Active Check

— No entries are added to the allowlist
Context Type 03 - CSS Style Sheet

— Active Check

— 1 entry is automatically added to the allowlist
to allow all relative path names.

Context Type 04 - Cross-origin Resource
Sharing

— Not enabled

— CORS should only be enabled and configured
In case necessary as CORS relaxes the same
origin policy of browsers
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HTTP Allowlist Tool for Unified Connectivity (UCON) Display

"2 | (ThExecute Selection{Allowlist Maintenance)

Unified Connectivity Scenario Selection
I
Scenario I_H P Allowlist Scenario v

Records per Page 10.000

=13 Context Type Description
1 Trusted Network Zone(only for current client)
2 Clickdacking Framing Protection(only for current client)
3 CSS Style Sheet{only for current client)

Allowlist

e =

B | Name. Scheme rule Host rule Port rule Path rule
*

Mode # not cov. by Allowlist
Active Check 0
Active Check 0
Active Check 0

[= Details

ic

Group description Cell Content...
Namespace (SAP or Customer) C
Use Case 1
Scheme Rule Flag R
Path rule =
Compare Type C
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Additional authorization checks require adjustment of customer authorization concept

Profile Parameter auth/check/calltransaction =3

Controls how CALL TRANSACTION statements in all programs react regarding missing entries in SE97 /
table TCDCOUPLES. If not set to 3, authorization checks are not properly enforced.

This only affects CALL. TRANSACTION statements. They should be replaced with CALL TRANSACTION
WITH/WITHOUT AUTHORITY-CHECK
Profile Parameter auth/object disabling active =N

Enables to globally switch off authorization checks for selected authorization objects. If not set to "N", a
global deactivation of specific authorization objects would be possible (using transaction
AUTH SWITCH OBJECTS)

WebDynpro start authorization checks are enabled

Controls whether the authorization object S START is checked while starting a WebDynpro application. If
not configured, S START is not validated for WebDynpro applications.

... and do not forget about SACF
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Security relevant Transport Management Parameters have been changed to secure defaults
(controlled via table TPSYSTEMDEFAULTS)
VERS AT IMP = ALWAYS

This parameter enables creation of new versions during transport imports. If VERS AT IMP IS not set,
versioning in the version database is deactivated upon import (repository object, e.g. report lacks version
history in the production system).

TLOGOCHECK = TRUE

Controls whether certain consistency checks for transport object definitions are done. This check prevents
the import of table entries that do not belong to the object definition in the target system.

RECCLIENT = ALL

Controls whether write operations on certain tables (flagged appropriately in their technical settings in ABAP
Dictionary) are logged if changes are imported using transports. If not set to ALL, table auditing is disabled

for all clients for transports.
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What about ?

© 2021-12 SAP SE. All rights reserved. 130



.
SAP Secure By Default for S/AHANA on-premise

No automated changes during upgrade

Support of S/AHANA 2020/ 2021 upgrade scenario

Show all recommended values

Comparison report RSPFRECOMMENDED
shows actual system values vs recommended
security profile parameters

H aFT¥ & BSEHT EH B

«” Parameter matches recommended configuration

#p Parameter is set to an upgrade-compatible default value, check if recommended value can be set

&% Parameter does not match recommended or default value, read parameter documentation for details

Farameter Name " Result

auth/check/calltransaction W
auth/object_disabling_active W
auth/rfc_authority_check [
gw/reg_no_conn_info o
gw/rem_start o
icf/reject_expired_passwd W
icf/set_HTTPonly_flag_on_cookies 14
login/disable_cpic (4
login/password_compliance_to_current_policy i
login/password_downwards_compatibility o
login/password_hash_algorithm o
login/password_max_idle_initial o
L
L
L
L4
L4
L4

login/passwaord_max_idle_productive
login/show_detailed_errors
rec/client
rfc/callback_security_method
rfc/reject_expired_passwd
system/secure_communication

What about the Secure By Default configuration items?

Customers can use the SAP-provided tools and services to identify gaps in the
security configurations (e.g. EWA, SOS, Configuration Validation, FRUN)
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Actual Value
3

N

6

255
DISABLED

1

o
1
0
0
enceding=RFC2307, algorithm=iSSHA-512, iterations=
7

180

0
Al
3
1
o]

Recommended Value
3

N

6

255

DISABLED

1

o
1
1
0
encoding=RFC2307, algorithm=iSSHA-512, iterations=
7

180

0
Al
3
1
0]

Profile Related Mo
Default Profile 515130
Default Profile 2926224
Default Profile 2216306
Default Profile 2776748
Default Profile 2776748
Default Profile 2579165
Default Profile 1277022
Default Profile 2026224
Kernel Default 862989
Default Profile 1023437
Default Profile 2140269
Default Profile 862989
Default Profile 862989
Default Profile 2001962
Default Profile 1916
Default Profile 2678501
Default Profile 1591259
Default Profile 2040644
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Is Secure By Default enough ?
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Is secure by default enough security?

Secure by default settings cannot and will not cover all aspects of security settings
in systems running SAP S/4HANA.

SAP highly recommends that customers perform additional reviews and improvements
of their security settings.

Where can customers find more information on SAP security?

Use the SAP-provided tools and services (https://support.sap.com/sos). These inform
you about gaps in a cost-efficient way.

SAP EarlyWatch Alert (alert on most critical topics)
Configuration validation (check security configurations) or FRUN
System recommendations (display missing security patches)

Review SAP security white papers (https://support.sap.com/securitywp)
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Topics November 2021

Security Guide for SAP S/AHANA (new version)

SAP Secure By Default for S/4AHANA on Premise 2021
Note 2926224 New security settings for SAP S/AHANA & SAP BW/4HANA using SL Toolset/SUM

Security Baseline Template 2.3

Note 3099776 - Missing Authorization check in ABAP Platform Kernel

Note 3105728 - Leverage of Permission in SAP NetWeaver Application Server for ABAP

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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-
Security Guide for SAP S/4HANA (new version)

Security Guide for SAP S/4AHANA 2020
Document Version: 4.0 - 2021-11-03
https://help.sap.com/doc/d7c2c95f2ed2402c9efa2f58f7c233ec/2020/en-US/SEC OP2020.pdf

Security Guide for SAP S/4HANA 2021
Document Version: 1.0 —=2021-10-13
https://help.sap.com/doc/d7c2c95f2ed2402c9efa2f58f7¢c233ec/2021/en-US/SEC OP2021.pdf
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SAP Secure By Default for SI4AHANA on Premise 2021

Bjoern Brencher, SI4AHANA Security
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-
Note 2926224 New security settings for SAP S/AHANA and SAP

BW/4AHANA using SL Toolset and SUM

New installations (with SWPM), system copies (with SWPM) and system conversions from SAP
ERP to SAP S/4AHANA (with SUM) will automatically receive the recommended security settings.

Upgrades (with SUM) to not adjust security settings automatically.

Though it’s recommended to also apply the updated security settings in system which have
been upgraded from older SAP S/AHANA and BW/4HANA releases.
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-
Note 2926224 New security settings for SAP S/AHANA and SAP

BW/4AHANA using SL Toolset and SUM

New settings in S/4AHANA 2021

Profile parameter rec/client = ALL and transport parameter RECCLIENT = ALL Note 3093760
Transport parameter TLOGOCHECK = TRUE Note 2671160
Transport parameter VERS AT IMP = ALWAYS Note 1784800

UCON HTTP allowlist for all relative path for 01 Trusted Network Zone and 03 CSS Style Sheet
Active Check 02 Clickjacking Framing Protection Note 3083852

Enable authorization object S_START checks for Web Dynpro Application Configuration (WDCA)
and Web Dynpro Applications (WDYA) Note 1413011 Note 3064888

All SLDW scenarios are set to productive scenario as shipped by SAP. In certain cases, additional
activation of allowlist checks might be necessary (status of check is not active) Note 1922712

HANA auditing is enabled in TenantDB and a recommended set of HANA audit policies
Is configured in TenantDB Note 3016478
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Note 2926224 New security settings for SAP S/AHANA and SAP
BW/4AHANA using SL Toolset and SUM

Secure by default settings about logging require well defined data retention processes.

ABAP Security Audit Log
Message Server logging
Repository versioning

Customizing change logging

ICM logging

HANA auditing
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Note 2676384
Note 2794817
Note 1784800

Notes 3093760 and 84052

Note 2/88140

Note 3016478

as of S/AHANA 1909
as of S/AHANA 1909
as of S/AHANA 2021

as of S/AHANA 2021

as of S/4HANA 1909

as of S/4HANA 2021
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.
Note 3064888 - Start authorization check for Web Dynpro applications and

Web Dynpro application configurations in SAP S/4HANA

Profile Generator: Upgrade and First Installation

[1|Information About Transaction =FzExpert Mode for Step 2

%|&)R) <= L8

Actlons to be Performed

b .1.’.‘.?!?'.'.'.'_’]S!.Fh.‘?..'?[?ﬂ‘?__Q%OEE?!F?E
& Initially Fill the Customer Tables (1)
*  Postprocess the Settings After Upgrading to a Higher Release
(£ Automatic Comparison with SU22 Data (2a)
(¥ Modification Comparison with SU22 Data (2b)
(%7 Search for Obsolete Applications (2d)
(¥ Update of Application Groups in Role Menu
(7 Roles to Be Checked (2¢)
*  Transport Intf.
H% Transport the Customer Tables (3)
*  Adjust the Authorization Checks (Optional)
« | (& Activate Web Dynpro Start Authorization Check (S _START)
(7 Reset F4-help-related SU24 data
(¥ Check Indicators in Applications (SU24)
(¥ Deactivate Authorization Object Globally
# Transaction Start Authorization Check (SE97)
(» Comparison of Switchable Authorization Checks (SACF)
(£ Comparison of Generic Allowlists (SLDW)

© 2021-11 SAP SE. All rights reserved.

The authorization check for S_START for

WebDynpro Apps Is deactive by default.

If you want to use is (similar like using
S_TCODE for transactions), you have to

activate it.

In higher releases, call transaction SU25.

Under "Adjust the Authorization Checks

(Optional)", start "Activate Web Dynpro Start

Authorization Check (S_START)"

Activate/Deactivate Start Authorization Checks

[i] # Activate 4 Deactivate 3 & EL[L =

E. Type of Application PgID Obj.
Web Dynpro Application R3TR WDYA
Web Dynpro Application Configuration R3TR WDCA

Inactive

TS ¢ ITEHT

Secure by
Default
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-
Note 1413011 - New start authorization check for Web Dynpro ABAP

The authorization check for s_START for WebDynpro Apps is deactive by default.

If you want to use is (similar like using S_TCODE for transactions), you have to activate it.

In lower releases use SM30 for client independent customizing table USOBAUTHINACTIVE

Start authorization check inactive ('X') or active

PgID Obj.

E3TR G4BA
E3TE HTTP
E3TE IDOC
E3TE OS0OD
E3TE PDWS
R3TE SAJC
R3TR SAPC

Inactive

R3TR WDCA
R3TR WDYA

] [ ] | | [
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Not Secure
by Default

PGMID |[OBJID |Default Status Description / Topic

R3TR |G4BA |active (unknown)

R3TR |HTTP |active (unknown)
Inbound Processing of Idocs

R3TR [IDOC [inactive Used in report RBDAPPO1 (and related)
(only for tracing)

R3TR |[OSOD [inactive (unknown)

R3TR [PDWS [inactive Workflow, (only for tracing)

: : Application Job Starter
R3TR A :
3 SAJCinactive Used in report RSBTCPT6 (and related)
R3TR [SAPC [inactive ABAP Channels - APC Security Features
WDCA |. : : L
R3TR WDYA inactive Starting Web Dynpro ABAP Applications
R3TR |SADT [(no entry = active) |[Used in ADT REST Framework
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-
Note 1413011 - New start authorization check for Web Dynpro ABAP

Good news:

Transaction PFCG adds authorizations for S_START automatically if you add WebDynpro Apps
to the role menu

Independent from setting of the main switch
Independent from settings in SU24
(if fact you should not add proposals for S START in SU24)

&lDescription ./ D Menu |/ Authorizations @ User

|@status | Edi | |§”§”I§I B L|[&Isearch || [0 values |

180 &) x ] | L )| 81| 1| . . : o
Group/Object/ Authorization/ Field Maintenance ... | A...  'From
~ [= CCE Object class AAAB Standard
H'?E(Er_'?r_ _______________________________________________________________________________________ ~ (5 CCB Authorization Object{S_START] Standard
'L.E@*!@_J‘f!?ﬂy ______________________________________________________________________________ ~ 5 OCE Authorizat. T_Y219018500 |Standard
~ [E5 EPM Purchaser + [£] E AUTHPGMID Standard & R3TR
~ [5 Purchase Orders -3 @ AUTHOBITYP Standard e WDYA
* @) 5_EPM_WD_PO_LIST - My Purchase Orders - [ @ AUTHOBINAM Standard & S_EPM_WD_PO
- & 5_EPM_WD_PO_LIST - All Purchase Orders - 3 @ AUTHOBINAM Standard ¢ S_EPM_WD_PO_LIST
- @ 5_EPM_WD_PO - Create New Purchase Order - 3 @ AUTHOBINAM Standard 4 S _EPM_WD_PO_LIST_ALV
v [ Purchase Orders (ALV) - B @ AUTHOBINAM Standard S S EPM WD PRD LIST
» [ Products » [1CCE Object class BC_Z Manually
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.
Show active roles containing WebDynpro ABAP applications

Report RSUSR _START APPL

Search for WebDynpro applications in assigned roles
User Information System

%aQ®
Structure Search for Startable Applications in Roles
= User Information System
*» User (g [1]
~ Roles
b Roles by Complex Selection Criteria Selection of Roles
« (£# Search for Single Roles with Authorization Data —
« (5 ST Role to ‘ = ‘
gk =acchliogipplcasoaslniRoElNEor EENE —
» ({7 Search for Startable Applications in Roles|
+ Profiles Selection by Application Type
¥ Authorizations o , — 7
» Authorization Objects Application Type Web Dynpro Application |
b Transactions Application ‘ = ‘
¥ Comparisons
¥ Where-Used List 5 5
Selection by User Ass t
¥ Change Documents RS

" All Roles Regardless of User Assignment
~'W/o User Assignment
EWith Valid Assignment Of

User(s) [x]] ‘E

Display List of User/Role Assignments
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.
Show active roles containing WebDynpro ABAP applications

Report RSUSR _START APPL

The list shows roles and the status of the selected applications
If the app is part of the role menu
If the app is contained in role authorizations
If the authorization profile is active
If the app is contained in current authorization profile

Search for Startable Applications in Roles
STV ¢ TR |H =S50

Role : Application Type : Object/Application Menu Option Application.. Profile Status Startable (...
SAP_BC_RAL_ADMIN_BIZ Web Dynpro Application SRALMANAGER ' o 2
SAP_BC_RAL_CONFIGURATOR SRALCONFIG v L4 [
SAP_BC SEC MON_EXTRACTOR S _SERVICE * L4 A L4
SAP_BC WEBSERVICE_ADMIN_T.. Web Dynpro Application APPL_SOAP_MANAGEMENT 4 Pk
SUDSCONFIG ' D
SAP_BR_ACS_BA FRA_WD_DETECTION_METHOD_OVP o o O \
SAP_BR_ACS_INVESTIGATOR FRA_WD_DETECTION_METHOD_OVP v o O L4
SAP_BR_ACS_MANAGER FRA_WD_DETECTION_METHOD_OVP o 4 = 4
SAP_BR_GL_ACCOUNTANT FPM_BICS_OVP @ o
SAP_EHSM_ENV_TECHNICIAN /MOC/WDA_ACTIVITY 4 (]
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.
How to trace usage of WebDynpro applications

Transaction

STAUTHTRACE

Systemtrace

Storage in file

Current .

. . Transaction
application server WebDynpro
or all servers RFC Function

. - Service
Client specific N

Application Server

)

User specific

Every
authorization
check gets logged
with time stamp

File

© 2017-01 SAP SE. All rights reserved.

Transaction

STUSOBTRACE

Authorization trace

Storage in table
USOB_AUTHVALTRC

All servers
All clients
All users

Every authorization
check in program
gets logged once

Transaction

STUSERTRACE

Authorization trace

Storage in table
SUAUTHVALTRC

All servers
Client specific
User specific

Every authorization
check in program
gets logged with
time stamp once
per client and user

Transaction

STRFCTRACE

Analysis of
statistic records
for RFC

All servers
Client specific
User specific

Logging of
external RFC
calls
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.
Authorization trace for WebDynpro ABAP start authorization
Profile parameter auth/auth user trace

Prerequisite:

Activate the dynamic

profile parameter
auth/auth user trace

© 2021-11 SAP SE. All rights reserved.

Display Profile Parameter Details

Change Value Q‘a H

Metadata for Parameter auth/auth user trace

Name auth/auth_user trace
Type Character String
Further Selection Criteria (Yly|N|n|F|f] ){0,1}
Unit

Parameter Group

Auth

Parameter Description

Trace every authority-check once per user

CSN Component

BC-SEC-AUT-PFC

System-Wide Parameter No
Dynamic Parameter Yes
Value of Profile Parameter auth/auth_user trace
Kernel Default N
Default Profile N
Instance Profile N
Current Value F

Origin of Current Value: Dynamic Switching (Kernel)
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Authorization trace for WebDynpro ABAP start authorization

Transaction STUSERTRACE

Activate the trace using transaction STUSERTRACE with filter for application type

“TADIR Service” and for authorization object S _START

Evaluation of User Trace for Authorization Checks

&Evaluate & Change Filter Number of Entries Ej]Download After Selection

Filter for Application Type

Type of Application
Type of Application

_|Exclude Generic Transactions

Filter for User

(oo IO JCEL (67 | ()
Number of Filters: 0/30
E. Selection Option User Name

-

-

-

© 2021-11 SAP SE. All rights reserved.

TADIR Service

Filter for Authorization Objects

®lUpload [i]

(= EC1(2)/001 Change Filter x

d[F]

-

[ LIRS ) )

Number of Filters: 1/10
E. Selection Option

Authorization Object

Equal To

-

S_START

-

-
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Authorization trace for WebDynpro ABAP start authorization
Transaction STUSERTRACE

For reporting you can filter for “Web Dynpro Application” and authorization object S _START

Evaluation of User Trace for Authorization Checks

SrEvaluate & Change Filter  Number of Entries EjDownload After Selection E?’jUpload (1]

Trace Information

Authorization Trace Active with Filter (s) ‘E‘

Filters for the Recording

Client 001

Active Filters

Filter Selection Opti.. Value

Type of Application = TADIR Service User Trace for Authorization Checks:
Authorization Object =] S START

&A1 BB E B &userBuffer  CDS Access Contr

Restrictions for the Evaluation

. Type of Application Application Name

Type of Application Web Dynpro Application v (TADIR Service) Web Dynpro Application FRA_DETECTION_STRATEGY_OVP
Object Name - Web Dynpro Application GRAC_ERM_ROLE_POWL

Web Dynpro Application GRAC_OIF_ERM_ROLE

Web Dynpro Application GRAC_OIF_SODRISK

Web Dynpro Application GRAC_OIF _SOD_FUNCTION

to

User to

EEE

Authorization Object to
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-
Security Baseline Template 2.3

New version available on https://support.sap.com/sos

Requirements extended and aligned with Secure-by-Default 2021

) db S ity_Baseline_ T late V2.zip\V2.3 - ZIP hive,
New requirements for BTP (Cloud) I Security Baseline cmpee oAb archive

MName

Mew_Security_Settings-Install&Copy&Conversion_2021.xlsx
securiy Baseine Tempiate va3doo |
| Security_Baseline_Template_V2.3.pdf

| Security_Baseline_Template_V2.3_change_marker.pdf

| Security_Baseline_Template_V2.3_comments.pdf

The corresponding package 2.3 _CV-1 for application Configuration Validation will be published
soon (for ABAP, Java, Hana but no content for BTP).
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.
Note 3099776 - Missing Authorization check in ABAP Kernel

,yunder certain conditions, Trusted Trusting allows an attacker to elevate their privileges within RFC or HTTP
communication and execute application specific logic in another system.”

“If an application in trusted-trusting connections uses TCODE for authorization, this check is implemented by

the correction.”

—> This note is about Trusted-RFC and the authorization
object S RFCACL, which is checked in the target system.

Especially it’s about authorization field RFC_TCODE.

Prerequisite to make use of this field:
Activate the use of the transaction code for Trusted-RFC in
transaction SMT1.

Lower Kernel versions below 7.77 are not affected
Patches for 7.77 and 7.81 will be published soon.

© 2021-11 SAP SE. All rights reserved.

Trusted-Trusting Connections

Maintain Destination  Authorization Check “3#

Calling System X3A
Called System EC1

- / Configuration ~ Technical Settings ~ Administration

Configuration
Validity Period 00:01:00
Use transaction code v
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.
Note 3099776 - Missing Authorization check in ABAP Kernel

General rules for the fields of the authorization object S RFCACL:

RFC_SYSID SID of the calling system. Do not enter a * value!
RFC_CLIENT Client of the calling system. Do not enter a * value!

RFC_USER User ID of the calling users — these are the users which calls the RFC destination. Usually the full
authorization * is used for this field in case of RFC_EQUSER = N, because it is too costly to determine the

list of calling users and to keep is up to date.

RFC_EQUSER Flag that indicates whether the user can be called by a user with the same ID (Y = Yes, N = No).
Do not enter a * value!

RFC_TCODE Calling transaction code — the transaction in the calling system which triggers the RFC connection.

Do not enter a * value!
Prerequisite: Activate the use of the transaction code for S_RFCACL in transaction SMT1.

RFC_INFO Installation number of the calling system (as of SAP_BASIS release 7.02). The installation number is shown
in the calling system in transaction SMT1. If there is no value here, then RFC_INFO is not used to check
the authorization. You already have field RFC_SYSID, therefore you can treat this field as less important.
You can use the field but you could decide to accept a * here.

ACTVT Activity. Currently, this field can take the value 16 (Execute) only.
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.
Note 3099776 - Missing Authorization check in ABAP Kernel

In the target systems, use transaction SUIMto

search for users or roles having critical access
based on S_RFCACL.

Tipp: You have to mask the pattern character by
searching for #*

Caution: Multiple select options are combined
using “and”. Therefore, the example shows users
or roles which have a * value for all fields.

Such a selection would be too tight.

To find the most critical authorizations search for
RFC_SYSID = #*

RFC_CLIENT = #*

RFC_USER #*

RFC_EQUSER = N

and omit the other fields.

© 2021-11 SAP SE. All rights reserved.

Authorization Object 1

Object 1

Value
AND

Value
AND

Value
AND

Value
AND

Value
AND

Value
AND

Value
AND

S _RFCACL

RFC_SYSID - System ID (for SAP and External systems)
#* OR

OR
RFC_CLIENT - RFC client or domain
#* OR

OR
RFC_USER - RFC User (SAP or External)

#* OR

OR
RFC_EQUSER - RFC same user ID
#* OR

OR
RFC_TCODE - RFC transaction code

#* OR
OR

RFC_INFO - RFC information

#* OR
OR

ACTVT - Activity

#* OR
OR
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.
Note 3099776 - Missing Authorization check in ABAP Kernel

In the target systems use transaction SE16 to validate the relevant settings.
Show table RFCSYSACL and check if field RFECTCDCHK is set:

Data Browser: Table RFCSYSACL Select Entries 7
A EE STTFE @ £ITET HEH

r 5
B Trusted Syste.. Trusted Syste.. RFC SNC Validity Period Diff. days Password User auth. Use transaction code_éiTrusted system entry inactive Trusted system entry invisible

EC1 EC1 X 00:10:00 0
ERP EC1 X 24:00:00 0
G73 EC1 00:00:00 0
NA1 EC1 X 00:00:00 0
547 EC1 X 00:00:00 0
TO1 EC1 X 00:00:00 0
X3A EC1 00:00:00 0

Current system :
If set, calling system

Systems whose calls are trusted sends transaction code
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.
Note 3099776 - Missing Authorization check in ABAP Kernel

In the CCDB and application Configuration Validation you can use same field RECTCDCHK of
Configuration Store RFCSYSACL to validate if the transaction flag is active for Trusted RFC

definitions.
‘]'; RFCSYSID ‘]'; TLICENSE_NR RFCTRUSTSY
FQT 0020270862 FAT
FT7 FAT
HF2 FAT

=7 Configuration Items

SAP System ID ConfigStore Name  Config. ltiem

RFCDEST

SM_FQY_TRUSTED_BACK
SM_FT7_TRUSTED_BACK

CWBADM_HF2_200

Compliance Compliant
(1=Yes, -1=No,
''=MNot valuated)

RFCTCDCHK RFCSNC RFCSLOPT

X
X
X 2

Q7a RFCSYSACL

QE4 RFCSYSACL

© 2021-11 SAP SE. All rights reserved.

REFCSYSID:FATITLICENSE_NR
RFCSYSID:FBT/TLICENSE_NR
RFCSYSIDIFLV/TLICENSE_NR
RFCSYSID:FLQ/TLICENSE_NR

RFCSYSIDABATLICENSE
RFCSYSIDERFTLICENSE_NR
RFCSYSIDERATLICENSE _NR
RFCSYSID:FET/TLICENSE_NR
RFCSYSIDIFLV/TLICENSE_NR
RFCSYSID:FLQ/TLICENSE_NR

Yes
Yes
Yes
Yes
Yes
No
MNo
No
No
No

— & 3

1
-1
1
-1
1
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.
Note 3105728 - Leverage of Permission in SAP NetWeaver

Application Server for ABAP

Issue: The display role

SAP BC DWB WBDISPLAY
contains change authorizations,
too.

Adjust this role as well as any
copy in the customer name range:

Copy the authorization
(automatically done in higher releases)

Deactivate one of the

‘standard’ authorizations
(automatically done in higher releases)

Remove the critical values
from the other authorization
producing ‘changed’ status
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Display Role: Authorizations

# Organizational levels... ' Trace

Role

Maint.

Group/Object/Authorization/Field
» [ 1©CE Object Class AAAB
* [= "3 Object Class BC_A

‘i Information

SAP_BC_DWB_WBDISPLAY

0 unmaint. org. levels, 0 open fields
D status | Edit || % |& |';| B _,“E’u-7|5-ear‘ch J|[[[values

v [19C@ Authorization Object S ADMI_FCD

v [= ©C@ Authorization Dbjectl S_CTS_ADMI |

v [ <@ Authorization T_BA80009900

*[2) B CTS_ADMFCT
« [ @ cTS_ADMFCT
» [2) (3 CTS_ADMFCT
« [B) B CTS_ADMFCT
« [2) @ cTS_ADMFCT
« [ B CcTS_ADMFCT
- [8) B cTS_ADMFCT
- [2) 3 CTS_ADMFCT
« [2) B CTS_ADMFCT
« [ @ cTS_ADMFCT
- [8) B CTS_ADMFCT

v [©CE Authorization Object S C_FUNCT
v [1OCE Authorization Object S_DATASET

Versions

Maintenanc... A...

Manual
Manual
Standard
Standard
Standard

CksmAdardA

Starmdard

Standard
Maintained

&> EPS1
&y EPS2

& IMPA
& IMPS

& PROJ
& QTEA
& TABL
&y TADD
& TADM
& TDEL
& TQAS

'From' 'To' value Text

Cross-applicati
Basis: Administ
System Author
Administration
Administration
Administration
Administration
Administration
Administration
Administration
Administration
Administration
Administration
Administration
Administration
Administration
C calls in ABAP
Authorization fi
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.
Note 3105728 - Leverage of Permission in SAP NetWeaver

Application Server for ABAP

In SUIM, you do not find this role unless
you have generated the authorization
profile.

(SUIM searches in generated authorizations
but not in authorization data of roles.)

In PFCG You can call Goto>Find.. and inspect

standard activity field ACTVT for activity values.

Because of S DEVELOP the role allows for
Debug-Display.
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Roles by Complex Selection Criteria

£ EJ H *FEUpdate Applications

Standard Selection

Role Ej *DISP* S
Role Short Text
Description S

Language Key

Selection according to authorization values

Always Convert Values
Authorization Object 1

Input Values

Object 1 S CTS ADMI
CTS_ADMFCT - Administration Tasks for Change and ...

Value IMPA OR IMPS

AND OR

] No data was selected

£
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Topics October 2021

Security @ Devtoberfest
Security @ Teched 2021

Note 3078609 - Missing Authorization check in SAP NetWeaver Application Server for Java
(JMS Connector Service)

Note 3097887 - Improper Authorization in SAP NetWeaver AS ABAP and ABAP Platform

Notes 2988956 and 2988962 - Cross-Site Request Forgery (CSRF) vulnerability in S/4AHANA
OP2020, OP1909 in Import Financial Plan Data

Note 3077635 - Denial of service (DOS) in the SAP SuccessFactors Mobile Application for
Android devices

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://launchpad.support.sap.com/#/notes/3097887
https://launchpad.support.sap.com/#/notes/2988956
https://launchpad.support.sap.com/#/notes/2988962
https://launchpad.support.sap.com/#/notes/3077635
https://www.asug.com/events/whats-new-from-sap-security-patch-october-2021
https://accounts.sap.com/saml2/idp/sso?sp=https://www.successfactors.eu/learninghub&RelayState=%2Fsf%2Flearning%3FdestUrl%3Dhttps%253a%252f%252fsaplearninghub%252eplateau%252ecom%252flearning%252fuser%252fdeeplink%255fredirect%252ejsp%253flinkId%253dCATALOG%255fSEARCH%2526sbArSel%253d%2526keywords%253dSUP_EBW_0650_1906%2526selKeyWordHeader%253dSUP_EBW_0650_1906%2526catSel%253d%2526srcSel%253dESAC%2526delMthSel%253d%2526ILDateFrm%253d%2526ILDateTo%253d%2526ILBlend%253d%2526ILSchd%253d%2526fromSF%253dY%26company%3Dlearninghub

Security @ Devtoberfest

: D
Devtoberfest ~
https://developers.sap.com/devtoberfest.html O
(3/>0
What about Security? /: ~CS \/?

Hackers Want Passwords ~ 7~
Monday, October 25 17:00 CEST / 23:00 SGT / 11:00 EDT Join us live on YouTube o

Security Round Table
Michele Chubirka, Torsten Dangel, Helen Oakley, Sachar Paulus, Ralf Wigand
Tuesday, October 26 16:00 CEST / 22:00 SGT / 10:00 EDT Join us live on YouTube

Security Aspects of SAP Cloud Application Programming Model
Wednesday, October 27 17:00 CEST / 23:00 SGT / 11:00 EDT Join us live on YouTube

Container Security: It's All About the Supply Chain
Thursday, October 28 17:00 CEST / 23:00 SGT / 11:00 EDT Join us live on YouTube
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https://www.youtube.com/watch?v=acEwqW-4R18&ab_channel=SAPDevelopers

Security @ TechEd 2021

SAP TechEd 2021 SAP TechEd in 2021
https://www.sap.com/about/events/teched.html November 16 1 18

Global. Virtual. Free.

Make Trust Matter: Security for Intelligent Enterprises [CH020]

Sessions related to Security

Examine Perspectives on Security in SAP HANA Cloud [DAT202]

Discover Enterprise Security Services: It's All About Identity [DEV107]

Strengthen Cybersecurity and Data Protection with SAP Solutions [11IS100]

Achieve Security by Design and by Default [11S102]

Establish Identity Lifecycle Management for SAP S/4AHANA Cloud [11S109]

Protect the Intelligent Enterprise with SAP Enterprise Threat Detection [IIS161]

Learn What's New in Customer Identity and Access Management Around Security [ISP205]
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https://reg.sapevents.sap.com/flow/sap/sapteched2021/portal/page/sessions/session/16303673716480013psc
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.
Note 3078609 - Missing Authorization check in SAP NetWeaver

Application Server for Java (JMS Connector Service)

Central frameworks like J2EE-FRMW / J2EE ENGINE FRAMEWORK usually have strong
prerequisites concerning other software components

- Use Software Update Manager (SUM) to run a full update but do not try to update just this
component.

Alternatively, use the temporary workaround as described in SAP Note 3093977.
The workaround avoids the immediate system restart as it is an online deployment.

In addition you can block / restrict the JMS port

TCP/IP Ports of All SAP Products
https://help.sap.com/viewer/ports
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Note 3078609 - Missing Authorization check in SAP NetWeaver
Application Server for Java (JMS Connector Service)

JMS Connector Service (SAP NetWeaver 7.03)
https://help.sap.com/viewer/bf50bce7870d4d66b1a6515825d4585e/7.03.29/en-US/22cf4e71c46cdb4da31153be96c5389f.html

Developer Guide

JMS Overview
https://help.sap.com/viewer/c591e2679e104fcdb8dc8e77771ff524/7.5.22/en-US/4b1d0fe7218d74fee10000000a421937.html

The Java Message Service (JMS) is an enterprise messaging system that provides a way for
business applications to exchange data without needing to be directly connected to each other.

Defining Security in JIMS
https://help.sap.com/viewer/c591e2679e104fcdb8dc8e77771ff524/7.5.22/en-US/0554e14a42634e76a602584cc892a0c7.html
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Note 3078609 - Missing Authorization check in SAP NetWeaver

Application Server for Java (JMS Connector Service)

TCP/IP Ports of All SAP Products https://help.sap.com/viewer/ports

In addition you can
block / restrict the
JMS port on the
firewall.

Take care about other

critical ports like P4
or Telnet, too!
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Product Name

Application Server Java

Application Server Java

Application Server Java

Application Server Java

Application Server Java

Application Server Java

Application Server Java

Application Server Java

Port Name

P4

P4 over HTTP tunneling

P4 over SSL

IOP

Telnet

JMS

HTTP

HTTPS

Service in
etc/services

None

None

None

None

None

None

sapctrl<NN>

sapctrls<NN>

Default

50004

50005

50006

50007

50008

50010

50013

50014

Range

50004-59904

50005-59905

50006-59906

50007-59907

50008-59908

50010-59910

50013-59913

50014-59914

Rule

5<NN>04

5<NN>05

5<NN>06

5<NN>07

5<NN>08

5<NN>10

5<NN>13

5<NN>14

External

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Fixed

No

No

No

No

No

No

Yes

Yes
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.
Note 3097887 - Improper Authorization in SAP NetWeaver AS ABAP

and ABAP Platform

Deactivation of critical report RDDIT076

This quite old report allows to modify transport attributes even after releasing it:

X3RK900295 UCON

EERAESEINEER Bl = X3A(1)/001 Display/Change Request/Task (Expert Mode)

X3AK900295 W | D I Request/task X3AK900295

X3AK900297 Q p | Short Description UCON
Owner D0123456 Source client 001
Last changed 17.09.2021 |12:44:09 Category CUST
Request type w Target System
Status Target client

Higher-lev.request

Mitigation: an authorization for s_cTs_apbMI with value CTS_ADMFCT = TABL iS required to execute
this report.

The deactivation has no impact to production systems = no test required
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.
Note 3097887 - Improper Authorization in SAP NetWeaver AS ABAP

and ABAP Platform

What about other RDD* reports respective
reports of packages SCTS* ?

Repository Info System: Find Programs

@& <« 0 21 ] [l

Standard Selections
Program Name
Short Description

Package
Application Component

Additional Selections

T
Maintain/Restore Authorization Groups ;:?:: e
IR Application
Report choice
Program Name B rDD* . . e
Ajli_m-z_aﬁmmp(sm You can secure these reports by assigning them to a specific
Comnare report authorization group (like RDD or SCTS) using report
Authorization groups RS C SAUTH .

+ Create/Change
Copy authorization groups from

Default authorization group RDD

This way you get an additional authorization check for S PROGRAM

. with these group values whenever such a report is submitted.

© 2021-10 SAP SE. All rights reserved.
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-
Notes 2988956 and 2988962 - Cross-Site Request Forgery (CSRF)

vulnerability in Import Financial Plan Data

You see 2 notes referring to the same issue because 2 different software components are
affected:

Note 2988956

Software Component UIAPFI70

Support Packages SAPK-70004INUIAPFI70 or SAPK-80001INUIAPFI70
respective automatic correction instruction for transaction SNOTE

Note 2988962

Software Component S4CORE

Support Packages SAPK-10404INS4CORE or SAPK-10501INS4CORE
respective manual correction instruction as described in the note

If you only apply one of them you get an error in the application!
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.
Note 2988962 - Cross-Site Request Forgery (CSRF) vulnerability for

S/AHANA OP2020, OP1909 in Import Financial Plan Data

Manual correction: SAP Gateway Service Builder
. ) [EFC |l la® |5 |l <= ] s 67 (SRS D
Transaction SEGW = Fanclion Jrioors
'r"‘"l SARSCREUC TLEN IREONT E. Name Ret. Kind Return Type Return Card Return Entit  HTTP
. : ¥ = Data Model :
Find project » B3 Entity Types CleanUp Entity Type ~ CharValues 0..1 - GET
FINS ACDOC PLAN IMPORT « I Associations GetCharVal Entity Type ~ CharValues 0..n * CharValuesS. GET
» 771 Entity Sets GetDeleteSc Entity Type ~ DeleteScope 0..n ~ DeleteScope  GET
_ ~ = Function Imports GetErrorMe . Entity Type ~ ErrorMessage 0..n ~ ErrorMessag. GET
Open "Function Imports” + &0 CleanUp GetRevCnt  Entity Type ~ RevCnt 0..n ~ RevCntSet  GET
» =D GetCharValues t_GetSeparatorﬂEntity Type ~ Separator  0..n ~ SeparatorSet GET
For function imports "Import" and 5 GetDeleteScopeHeaderTexts | Import ___Entity Type ~ FileContents1 1 : 3
N " N » B0 GetErrorMessages SetSeparator Entity Type ~ Separator  0..1 v POST
Testlmport Change HTTP » IO GetRevCnt Testimport  Entity Type ~ FileContents1 1 v GET
Method Type" from "GET" to } B0 GetSeparator
"POST" » &0 Import
» B0 SetSeparator
. , UCDTestIr:port (=" EC1(1)/001 Error
Click on Button "Generate Run » 71 Data Source References Editing Prohibited
Time Objects" » |1 Service Implementation SAP delivered projects cannot be edited in your system

» [ 71Runtime Artifacts
» 1 Service Maintenance
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.
Note 2988962 - Cross-Site Request Forgery (CSRF) vulnerability for

S/AHANA OP2020, OP1909 in Import Financial Plan Data

Change Object Directory Entries

Manual correction to solve the issue 'Editing of (% [3) [ Object Directory Entry
standard SEGW projects for customers is blocked’ is Selection by Objects
the same way as described in note 3022546: RITR PROG Program

R3TR | FUGR | Function Group
R3TR| DTEL Data Element

Transaction SE03 - Change Object Directory Entries LWeR EINS_ACDOC_PTAN_TMPORT

Select checkbox in empty line, and enter object type

IWPR and name FINS ACDOC_PLAN IMPORT T
Larmote Object R3TR |IWPR | FINS ACDOC PLAN IMPORT
(22 SAP Original system Attributes
&= ODATA FINS ACDOC PLANNING Package Padwge ODATA FINS ACDOC PLANNING

\; Person Responsible SAP

R3TR TWPR FINS ACDOC PLAN TMPORT

Original System SAP
Choose the entry and change the original system to Sroiel g EN) Englieh
Created On 10.05.2019

be the current system

|||§|| s Lock Overview ||EHE|
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.
Note 3077635 - Denial of service (DOS) in the SAP SuccessFactors

Mobile Application for Android devices

The issue is solved in version 6.32.1 (= version 2108 as described in the note)

Take care to update your corporate app store for corporate devices.

SAP SuccessFactors Mobile
https://play.google.com/store/apps/details?id=com.successfactors.successfactors

Version history (taken from PlayStore and from apkpure.com ):

(~29.09.2021) 6.32.1  BUG FIXES

e Fixed unexpected crashes that occurred after app was last updated
06.10.2021 6.32.2 BUG FIXES

e Improved stability

15.10.2021 6.33 NEW FEATURES
e The app no longer shows a redirection error after SSO authentication.
e The app now properly loads the Employee Profile landing screen.
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e
Note 3101406 - Potential XML External Entity Injection Vulnerability in SAP

Environmental Compliance 3.0

Application Component XAP-EM
Product SAP Environmental Compliance 3.0

>
Note 1139005 - SAP Environmental Compliance 3.0 Central Note
Note 2565066 - SAP Environmental Compliance 3.0 SP24 Installation Note

SAP Environmental Compliance
https://help.sap.com/ec
https://help.sap.com/viewer/product/SAP ENVIRONMENTAL COMPLIANCE/3.0/

SAP Environmental Compliance 3.0 is part of SAP Environment, Health, and Safety Management (SAP EHS Management)
You install it on a SAP NetWeaver CE installation using JSPM (Java Support Pack Manager).

9
Conclusion: This is a very specific component. It’s not surprising if you do not find it in your system landscape.

By the way: this solves the functional note 3079992, too.
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Topics September 2021

Note 3087258 - Service Content Update is not Used for EarlyWatch Alert (or SOS)
Note 3080567 - HTTP Request Smuggling in SAP Web Dispatcher

Note 3089831 - SQL Injection vulnerability in SAP NZDT Mapping Table Framework
Note 3078312 - SQL Injection vulnerability in SAP NZDT Row Count Reconciliation

Note 2308378 - Missing Authorization check in Financial Accounting

Note 3068582 - Missing Authorization check in Financial Accounting / RFOPENPOSTING_FR

Note 3051787 - Null Pointer Dereference vulnerability in SAP CommonCryptoLib

Recordings:
DSAG (German)
ASUG

SAP Learning HUB
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Note 3087258 - Service Content Update is not Used for EarlyWatch Alert

The note is only relevant for SAP Solution Manager on ST 7.20 SP 13

All services which are activated for Service Content Update (SCU) are affected (see transaction
AGS UPDATE). This usually includes the Security Optimization Service, too.

The Service Preparation Check in report RTCCTOOL verifies if the note is installed:

@0 (=1 15. SAP Note 2087258 is required to use SCU
7 Description Service Content Update (SCU) in Solution Manager is switched on, but requires a correction. Without,
the content of EarlyWatch Alert and other services is outdated and fixes delivered with SCU are not
applied.

Implementation Implement SAP Note 3087258 using SNOTE.

Do not implement note 3008883 on SAP Solution Manager 7.2 SP 9 — 12

© 2021-09 SAP SE. All rights reserved.
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Note 3080567 - HTTP Request Smuggling in SAP Web Dispatcher

Mitigation: SAP Web Dispatcher is only vulnerable

if the patch referenced in SAP Note 3000663 has been applied to SAP Web Dispatcher

but has not been applied to the SAP back-end systems (ABAP, Java, HANA).

Solution:

SAP WEB DISPATCHER 7.22
SAP WEB DISPATCHER 7.49
SAP WEB DISPATCHER 7.53
SAP WEB DISPATCHER 7.77
SAP WEB DISPATCHER 7.81
SAP WEB DISPATCHER 7.84

- use package from Kernel 7.22 patch 1111 instead
- use package from Kernel 7.49 patch 1019 instead
patch 827
patch 410
patch 200
or higher

(respective the Kernel patch if the embedded WebDispatcher is used on an application server)

© 2021-09 SAP SE. All rights reserved.
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.
Note 3080567 - HTTP Request Smuggling in SAP Web Dispatcher

The rule described in the workaround simply blocks requests (giving http status code 403) if it contains invalid header values:

if ${HEADER: transfer-encoding} !strcmp "" [AND]
if % {HEADER:content-length} !strcmp ""

begin

# block

RegIForbiddenUrl ~(.*) -

end

Instead of blocking using RegIForbiddenUrl you can remove the invalid header variable and continue processing the request:

# remove critical header (case insensitive)
RemoveHeader content-length

In this case you could add another header to allow logging for this detected critical event:

# add custom header to document the critical event
SetHeader X-critical-header-content-length-removed "true"“

Manipulating URLs
https://help.sap.com/doc/saphelp nw73ehp1/7.31.19/en-US/48/92688baabb17cee10000000a421937/frameset.htm

Filtering Requests
https://help.sap.com/doc/saphelp nw73ehp1/7.31.19/en-US/48/92670eaabb17cee10000000a421937/frameset.htm
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Note 3089831 - SQL Injection vulnerability in SAP NZDT Mapping Table Framework
Note 3078312 - SQL Injection vulnerability in SAP NZDT Row Count Reconciliation

Affected basis applications:

Near Zero Downtime Technology (restricted)
Note 693168 - Minimized Downtime Service (MDS)
Blog: NZDT Downtime Approach for SAP S/4HANA Conversion - Customer Case

SAP Test Data Migration Server (deactivated)
Online help: SAP TDMS

Workaround using UCON:

Deactivate the remote capability for all IUUC_REMOTE, and the listed TUUC* and DMC*
functions
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Note 3089831 - SQL Injection vulnerability in SAP NZDT Mapping Table Framework
Note 3078312 - SQL Injection vulnerability in SAP NZDT Row Count Reconciliation

In older systems where neither the ABAP
correction instruction nor UCON is
available you can implement the
correction manually:

As indicated in the security note simply
insert the required ASSERT statement at

the beginning of the function.
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Deactivation of the critical function:
DMC GENERIC CLUSTERFILL

DMC GENERIC CLUSTERFILL ROWID
DMC GENERIC READER

DMC_GENERIC WRITER

DMC GENERIC WRITER FLAT

DMC GENERIC WRITER MODULE
IUUC_GENERATE ACPLAN DELIMITER
IUUC_GENERATE LOGTAB CLEANUP
IUUC_GENERIC READ

Deactivation of the critical input parameter:

IUUC CRE_ACT ADBC_ TRIGGER

TUUC S4 DELETE INVAL REC AUSP
IUUC S4 FILL MAPTAB OF AEOT
IUUC S4 FILL MAPTAB OF IBINOBS
TUUC S4 FILL MAPTAB OF IBINOWN
IUUC S4 FILL MAPTAB OF KALA
IUUC S4 FILL MAPTAB OF VBFA
TUUC S4 FILL MAPTAB OF WBASSOC
IUUC_S4 FILL MAPTAB OF WBRFN
IUUC_S4 FILL MAPTAB RMCRP
IUUC_S4 GUID UPD MAPTA WBASSOC
IUUC_S4 GUID UPD MAPTAB VBFA
IUUC_S4 GUID UPD MAPTAB WBRFEN
IUUC_S4 REFC FILL TABS INITIAL
IUUC_S4 UPD MAPTAB OF KALA
IUUC_S4 UPD MAPTAB RMCRP

ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT

ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT
ASSERT

el el e e
Il
sNeolNoNeNolNoNeNolNo!

it trigger cond IS INITIAL.

iv_where
iv_where
iv_where
iv_where
iv_where
iv_where
iv_where
iv_where
iv_where
iv_where
iv_where
iv_where
iv_where
iv_where
iv_where

IS
IS
IS
IS
IS
IS
IS
IS
IS
IS
IS
IS
IS
IS
IS

INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
INITIAL.
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-
Note 2308378 - Missing Authorization check in Financial Accounting

%¥>>>> START OF DELETION <<<<<
CALL TRANSACTION p_tcode USING gt bdcdata

Correction from 2016 - Most likely nothing to do now reeone, EO Eveptions

¥>3>> END OF DELETION <<<<<<<

*¥33>> START OF INSERTION <<<<<

Standard authorization checks for S_TCODE added in case -
Of CALL T SACTION EiIF_,ER_II:_;lkETION AUTHORITY_CHECK_TCODE Note 2388378

tcode = p_tcode
EXCEPTIONS
ok = 1

- ok, we do not expect that roles have to be changed. not_ok = 2
In case users need new authorizations they get an error message. i i) wrm o ccode.

ELSE.
CALL TRANSACTION p_tcode USING gt_bdcdata
OPTIONS FROM gv_options
MESSAGES INTO gt_messtab.

ENDIF.
¥233>> END OF INSERTION <<<<<<

Check custom code, too: Either call function
AUTHORITY CHECK TCODE as shown, maintain table TCDCOUPLES
or use the extended variant of the CALL TRANSACTION statement.
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Note 2308378 - Missing Authorization check in Financial Accounting

‘15 ABAP Keyword Documentation
b s ABAP - Overview

» (71 ABAP - Dictiona The addition WITH AUTHORITY-CHECK
- = ABAP—Referenr::{e CALL TRANSACTION .
b ) ABAP Syntax is the recommended method of
:%;ﬁ;ﬁfmﬁ‘;‘;ﬁmm ——— checking the authorizations of the
* (r{] Declarations Syntax Forms current user as of basis 7.40.
» (7] Creating Objects and Values

~ 11 Calling and leaving program units
~11]Calling Programs
¥ i17] Calling Executable Programs
~ 111 Calling Transactions
~ ] CALL TRANSACTION
¥ 7] CALL TRANSACTION - standard

sm . It replaces checks using the statement
ple transaction call -
AUTHORITY-CHECK, the function

module AUTHORI TY CHECK_ TCODE, an d

1. CALL TRANSACTION ta WITH|WITHOUT AUTHORITY-CHECK /[AND SKIP FIRST SCREEN].

Transaction call using batch input table

vCALLTRANSAcnow-Ust checks associated with the content of
» [#) Transaction Call - Examples 2. CALL TRANSACTION ta WITH|WITHOUT AUTHORITY-CHECK
« (T]LEAVE TO TRANSACTION USING bdc tab [ //MODE mode] [UPDATE upd] ) the database table TCDCOUPLES.

b (111 Calling Processing Blocks
¥ L:E:IExiting Program Units
¥ (7] Program Flow Logic

| [OPTIONS FROM opt] }
[MESSAGES INTO itab].

If this addition is specified, the authorization of the current user to execute the called transaction is checked using the
following authorization objects before the transaction is called:

The authorization object S_TCODE

Any authorization object entered in the definition of the transaction code (transaction SE93). Fields of the
authorization object for which no value is specified here are not checked.

The use of the statement CALL TRANSACTION without one of the additions WITH AUTHORITY-CHECK Or WITHOUT
AUTHORITY-CHECK iS now obsolete.
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-
Note 3068582 - Missing Authorization check in Financial Accounting

| RFOPENPOSTING_FR (France)

Transaction FAGL FR 03 =report RFOPENPOSTING_FR now checks for the authority objects
F_BKPF BLA, F BKPF BUK, F_FAGL LDR

In case users are not allowed anymore to execute the report, you need to adjust the user’s roles.
Use transaction SUIMto search for roles having transaction FAGL_FR 03 (none found) or

authorization object F_SKA1 BUK (multiple found) to get candidates for updates.

In transaction sU22 (SAP) for transaction FAGL_FR 03, the authority Default Values (SAP) are
maintained but only in the Support Package. Reuse this data for transaction su24 (customer).

Report RFOPENPOSTING FR

(o [i]

G/L Account Selection ]

Chart of Accounts
G/L Account
Company Code

[ Performance Assistant ® |

e P R <

Short text

1 Report RFOPENPOSTING_FR

1 Use

|| This report creates opening entries for asset balance sheet accounts from the previous year, in
|l accordance with the French requirement for submitting the posting data to the French tax authorities.

© 2021-09 SAP SE. All rights reserved.

Caution: Most likely this is not a pure
“France” report, therefore it can be
misused against any country in
Financial Accounting.

-> Implement the note in any case
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-
Note 3068582 - Missing Authorization check in Financial Accounting

| RFOPENPOSTING_FR (France)

You only need to maintain transaction su24 (customer) if you use or plan to use this data as
authorization default values in roles, i.e. if you have or plan to have transaction FAGL_FR 03
In arole menu. (An additional customizing transport is required.)

Authorization Object Field Added values

F_BKPF BLA ACTVT 03 (display), 10 (post)
F_BKPF BUK ACTVT 03 (display), 10 (post)
F_FAGL LDR ACTVT 03 (display)

F_SKAl BUK ACTVT 03 (display)

Transaction Code FAGL FR 03 Saved

=) &)= 0 75 P [ =)= L [object -

Authorization Objects

|| & Field Values| =i Trace|

E. Status Object Object Description TSTCA Check Ind. PrnposaT Package Component ID
[0l F SKA1 BUK G/L Account: Authorization for Company Codes Check Yes FBS FI-GL-GL
Object " Field name IconFrom To
'F_SKA1_BUK/ACTVT %01 ,03
BUKRS $BUKRS
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-
Note 3051787 - Null Pointer Dereference vulnerability in SAP

CommonCryptoLib

The CommonCryptoLib gets updates regularly, most cases it is about features and fixes and
sometimes about security vulnerabilities:

Version Patch note Patch level Date

8.5.10 2427966 8510 23.02.2017 Missing certificate verification, security note 2444321

8.5.30 2854158 8530 25.10.2019 Support for cipher suite SNC_KERBEROS_ AES256 SHAZ256, etc.
8.5.31 2906430 8531 24.03.2020 All provided credentials are checked for accessing a PSE, etc.
8.5.32 2918317 8532 23.04.2020 Outbound HTTPS connections use SNI by default

8.5.33 2929890 8533 26.05.2020 Segmentation fault fixed, improved tracing

8.5.34 2934971 8534 12.08.2020 Memory leak fixed

8.5.35 2960999 8535 08.09.2020 Extended Master Secret is supported, avoid lock contentions
8.5.36 2980293 8536 03.11.2020 Memory leak fixed, improved error messages

8.5.37 3032936 8539 10.06.2021 TLS client authentication with CSP is fixed

8.5.38 3038590 8539 10.06.2021 RSA-OAEP mode in SAPJCE is supported

8.5.39 3051811 8539 10.06.2021 Segmentation fault fixed

8.5.40 3089882 8540 24.08.2021 Denial of Service, null pointer dereferences, security note 3051787
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-
Note 3051787 - Null Pointer Dereference vulnerability in SAP

CommonCryptoLib

You can think about updating just the CommonCryptoLib, however, we recommend to use the bundles
Instead.

For SAP NetWeaver AS ABAP, AS Java and ABAP Platform implement the SP Stack Kernel or the
patch via file dw utils.sar

For SAP SSO, the correction is included in SAPSSOEXT. There is no separate “Support Package
Patches” entry.

The SAP Web Dispatcher, SAP Host Agent, and SAP Content Server require an update.

For SAP HANA and SAP XSA you need an revision update as it is not possible to update just the
(multiple) cryptolibs.
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Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector

Note 3078312 - SQL Injection vulnerability in SAP NZDT Row Count Reconciliation

Link List UCON

Note 3072920 - Cross-Site Scripting (XSS) vulnerability in SAP NetWeaver Enterprise Portal
Note 3057378 - Missing Authentication check in SAP Web Dispatcher

Note 3016478 - HANA Audit Policies for SIAHANA (Management via HANA Cockpit)

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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.
Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector

This security note covers multiple vulnerabilities in SAP Cloud Connector,
Improper Certificate Validation

Cross Site Scripting
Code Injection via Backup Restore
Code Injection via Zip Slip in Backup Import

Solution: Fixes are available as of SAP Cloud Connector 2.13.2. Upgrade your existing Cloud
Connector installation to fixed version.

Description provided in
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/7a7cc373019b4b6eaab39b5ab7082b09.html
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e
Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector
How to get the installation files of SAP Cloud Connector

Download the latest Cloud Connector version 2.13.2 from
https://tools.hana.ondemand.com/#cloud

;_:L SAP Development Tools

Cloud Connector upgrade is specific to

. HOME ABAP BW CLOUD CLOUD INTEGRATION HANA
the operating system

Cloud Connector

. I I The Cloud Connector is an optional on-premise component that is needed to integrate on-de
Use the installer version for productive p p p g

. . For mare information, see the Cloud Connector documentation.
use (m ain Iy b ecause Of au to m a’“ C Start MNote: The Portable archives for Cloud Connector are meant for non-productive scenarios on

Available Cloud Connectors

after reboot), and the portable version

. . Operating System* Architecture Version
only for testing (manual start required) o o S 11s
Linux x66 64 2132
Recommendation is to use an up-to-date Linux (Portable) ppcodle 2132
Java 8 installation for Cloud Connector ) s 2132
Mac OS X (Portable) x86_64 2132
Windows x86_64 2132
Windows (Portable) xB86_64 2132
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Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector
How to update SAP Cloud Connector

Previous settings and configurations are automatically preserved, however, make sure to have the
configuration as backup.

SAP Cloud Connector Administration C, ® (2 Administrator -
scc_backup (1).zip
£y Connector v . =
Subaccount: ‘ 5 ‘ i i i
File Commands Tools Favorites Options Help
Security Status —
o Connector J| L Backup | [ 1 Restore || < 5 == [ L m‘
erting [— - | )
High Availability Add Extract To  Test View Delete
Hardware Metrics Monitor ) ™ scc_backup (1).zip - ZIP archive, unpackeg
o Connector Overview
Configuration Name
- A Lows g
Connector ID: 8C9E33D09D1E11EB8131FA880A584629 Security Status:  /1\ Low risk E
= con
& hd Local Name: .global.corp.sap High Availability: &, Disconnected config
Cloud To On-Premise ]
Local IP: Alerts: O1 config_master
On-Premise To Cloud scc_config
Monitor | | manifestjson
Audits Subaccount Dashboard (1) w propsini
_ | | saltbin
Log And Trace Files Status  Subaccount v Display Name ¥  Location ID ¥  Region <
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Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector
How to update SAP Cloud Connector

Follow the SAP Help documentation for upgrade procedure:
https://help.sap.com/viewer/cca91383641e40ffbe03bdc78f00f681/Cloud/en-US/7a7cc373019b4b6eaab39b5ab7082b09.html

Plan the downtime for single-machine Cloud Connector installation. Single-machine
installations should get a shadow-instance first to avoid downtime in the future

For portable version, remove the current version and recreate it with the fixed version
(make sure you choose the previous installation directory again).
Consider to replace the portable version with an installed version for productive use.

Update SAP Java Virtual Machine (JVM) to the latest version
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Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector
How to find the current Cloud Connector version in your environment

a) Locally per installation:
Identify the current version of Cloud Connector using cloud connector administration WebGui

Access cloud connector via web browser, https://hostname:8443 (respective custom port)

SAP Cloud Connector Administration C, ® (@ Administrator - | About SAP Cloud Connector 2.13.1

& Connector Vv subaccount: ‘ o ‘ B Settings Component Versions
: [C] Documentation
Security Status 2 JavaWeb: 3.127.3
Alsring Connector T L Backup @ o seeto
I Tunnel: 2.236.5
High Availability @ Logout Netty: 4.1.58.Final
, . SCC NI Lib: 1.2.4
Hardware Metrics Monitor SAPUIS: 1847

Connector Overview

Configuration jouery: 35.1

JRE: 1.8.0_281 (SAP AG, C:\Users\d051627\sapjvm-8.1.072-windows-
xB4\sapjvm_8\jre)

_ Connector ID:  8CO9E33D0SDIEILE JUM Details:| SAP Java Server VM (SAP AG, 8.1.072 10.0.2+000, Feb 12 2021
& v 20:00:21 - 81_REL - optU - windows amd64 - 6 - bas2:324034 (mixed
Local Name: .global.corp.sap mode))
Cloud To On-Premise
Local IP:

. Environment
On-Premise To Cloud
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Monitor

Audits

Subaccount Dashboard (1)

0s:
User:
Working Directory:

Installation:

Time Zone:

Windows 10 (10.0)

GLOBAL\D051627

C:\D051627_Backup

Portable

Central European Summer Time (UTC +02:00)
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Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector
How to find the current Cloud Connector version in your environment

= SAP SAP BTP Cockpit

b) Centrally:

8o

Account Explorer

Identify the Cloud Connector
version using SAP BTP Cockpit =

@

Launch SAP BTP Cockpit

View all listed subaccounts

© 2021-08 SAP SE. All rights reserved.

Resource Providers
Boosters

System Landscape
Systems
Formations
Entitlements

Entity Assignments
Service Assignments
Security

Users

Role Collections
Trust Configuration

Usage Analytics

@ CoE Security Services

Global Account:

CoE Security Services - Account Explorer

All: 0 directories, 15 subaccounts

Search

Q | | All Environments

v | |AIL Regions v

Directories & Subaccounts

Subaccounts (15)

Name
Q craBAP
@ CFHANA
@ CoE Security
& Fritz
@ Fritz2

Q Garry - Test Account

© irRPA

Environment
Multi-Environment

Multi-Environment

Multi-Environment

Provider

Amazon Web Services (A...

Amazon Web Services (A...

SAP

SAP

SAP

SAP

Amazon Web Services (A...

Region
[ Europe (Frankfurt)
[ Europe (Frankfurt)

[ Europe (Rot

bl Europe (Rot

(

(

(Rot)

e Europe (Rot)

(Rot)

e Europe (Rot)
(

[ Europe (Frankfurt)
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Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector
How to find the current Cloud Connector version in your environment

b) Centrally:

] Overview
Identify the Cloud Connector O Aopicaions N
version using SAP BTP Cockpit & e
5] Solutions
Launch SAP BTP Cockpit 0 VitelMechines >
.‘é‘. SAP HANA | SAP ASE >
View all listed subaccounts O Monoring >
@ Connectivity v
Select the each subaccount Destinations
to view the Cloud Connector Cloud Connectors
connection details: ®  Securiy v
Trust
Authorizations
OAuth
7 Repositories >

© 2021-08 SAP SE. All rights reserved.

[@ CoE Security Services = [

= SAP SAP BTP Neo Cockpit

Subaccount: -TEST+ - Cloud Connectors

Master Instance

Description:
Connector ID:
Connected since:

Cloud Connector local Installation
8C9E33D09D1E11EB8131FA880A584629
16.08.2021 12:24:56

Initiated by:* D0516
| Version: 2.13.1 |
Java Version: 1.8.0_281 (SAP AG)
High Availability: inactive

Exposed Back-End Systems
Host

206.203:sapgwo1
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Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector
How to find the current Cloud Connector version in your environment

c) Centrally in LMDB:
Searching for “cloud connector” or system type CLOUD CONN Yyou find registered installations

easily, but you do not get information about the installed version:

Technical System Cloud Connector on ccwdfgw1100 - CCW (SAP Cloud Platform Cloud Connector)

Mavigation Tree

o E< CCW (SAP Cloud Platform Cloud Product Instances Product Instances (Details) Software Component Versions
Connector)
- -] Software Installed Software Component Versions
& Hosts
of Related Logical Component i)
Groups
s Software Component Version SP Level Patch Level  Supplier
SAP CLOUD COMNECTOR 2.0 (SAP_CLOUD_CONNECTOR 2.0) automatic
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Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector
How to find the current Cloud Connector version in your environment

d) Centrally in Configuration and Change Database (CCDB):

You could find information about the installed version with filter for
Group Source = Sap0OSCol
Store Name = HOST SOFTWARE PACKAGES

Configuration Iltem = “Cloud Connector” giyre content

= Search: @,
History ¢ SW_ID ¥ SW_VERSION
CA APM .NET Agent 9.1.0.0 (64 bit) 9.1
Chef Client v11.18.6 11.18
1 Cloud Connector 212
1 McAfee Agent 5.5
McAfee VirusScan Enterprise 8.8
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N
Note 3058553 - Multiple Vulnerabilities in SAP Cloud Connector
How to find the current Cloud Connector version in your environment

d) Centrally in Configuration and Change Database (CCDB):

Filters
Landscape Filters Status Filters
Class: | * v Main State Type: * v
Store Group Filters Technical Filters
Component: | * w Store Id:
Source: v Store Template 1d:
Mame: * - EFWEK WLI-d:
Store Filters Configuration Validation Filters
Category:  * w Validation System List: w
Type:  * v Element Filters
Name: | HOST_SOFTWARE_PACKAGES | m] Element Pattern:

Clear || Display | Display Elements

Element Viewer

Element Value Width:  yunlimited(50) w Height: | 5 rows w
View: | * [Standard View] w Print Version Export , @l Store Details E-’J.
'_|r:| Landscape Component Version Store Mame Element Status =  Element Class  Element Mame Element Value

E Host { mo- HOST_SOFTWARE_PACKAGES  Added (Current) Table Row [SW_ID]=Cloud Connector | [SW_NAME]=

e415f0519 ) [SW_VERSION]=2.12 [SW_CAPTION]=

[SW_STATE]=2
[SW_TARGET_OS]=18
[SW_CREATION_CLASS]=SAP_ITSAMSoftwarePackage
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-
Note 3078312 - SQL Injection vulnerability in SAP NZDT Row Count

Reconciliation

The note corrects the RFC-enables function
IUUC_RECON RC COUNT TABLE BIG

Mitigation options (for this and other RFC-enabled
functions of this function group IUUC_ REMOTE):

Strict control for authorization object S_RFC for
this function or the function group

Strict control for authorization object S_DIMS
for area=SLOP, level=PACKAGE and activity
03=display (old code) respective 02=change
(new code). Check other activities, too!

Deactivate RFC-capability for this/these function/s
using UCON (as described in the note)

© 2021-08 SAP SE. All rights reserved.

o __ _ _______
O B = | =me == TR T —=
*& Object UNC)| ITUUC _RECON RC COUNT _TABLE BIG
s P — - cii=nl Trpn CAATV T
?-g' LAO e Neader L-'C J.L-'L-f_:':."_ U
e
:-g C T T T T a o raTa T~ TABIE B
LWL Lf X UL _ _|_ LE _FTADLE D !

CALL METHOD|cl iuuc_authority remote=>check change.

*¥33>> START OF DELETION <<«<<<
* adjust tabclass from Local DB (potentially depooled/decluste

¥33>> END OF DELETION <<<<<<<

¥3>>> START OF INSERTION <<<<<
ASSERT it where clause[] IS INITIAL. "Parameter is obsolete

o I I B |

: P N gy | = I . I i -
* adjust tabclass jrom Local DE (potentiall

¥3333 END OF INSERTION <£<<<<<
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Note 3078312 - SQL Injection vulnerability in SAP NZDT Row Count

Reconciliation

Phase Tool Unified Connectivity RFC Basic Scenario
UCON Statistics for S SAeds )P O

IUUC* functions:
B ) )| [ &) ) s [ ) L (=] L

. E. Function Module Name ., Phase CAID SNC  No SNC Exp. Date Counter Date Last Call
Not used at all but still IUUC_MU_COUNT_ENTRIES_LOG_TBL Logging 29.05.2017 0
vulnerable IUUC_MU_GET_LOGICAL_POOL_TABL Logging 29.05.2017 0
IUUC_PSATABLE_READ Logging 29.05.2017 0
IUUC_PUT_CLONE_SEQUENCE_VALUES Logging 06.07.2019 0
IUUC_RAMP_DOWN_VERIFY Logging 29.05.2017 0
IUUC_READ_KERNEL_INFORMATION Logging 14.07.2017 0
IUUC_RECON_COMP_F2F Logging 29.05.2017 0
IUUC_RECON_COMP_F2F RECHECK Logging 29.05.2017 0
IUUC_RECON_RC_COUNT_TABLE Logging 29.05.2017 0
[IUUC_RECON_RC_COUNT_TABLE_B]G ]Logging 29.05.2017 0
IUUC_RECON_SPLIT_TABLE Logging 29.05.2017 0
IUUC_REDEFINE_DB_TRIGGERS Logging 29.05.2017 0
IUUC_REGISTER_1N_PNT Logging 29.05.2017 0
IUUC_REGISTER_POOL_TABLE Logging 29.05.2017 0
IUUC_REGISTER_TABLE Logging 29.05.2017 0
IUUC_REMOTE_REPAIR_REPL Logging 29.05.2017 0
IUUC_REMOTE_REPAIR_REPL_IN_SLT Logging 29.05.2017 0
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A typical SAP
customer only needs
to expose a few
hundred RFMs for
their business
scenarios

Link list UCON

38000 RFMs in
SAP ERRP (incl.
SAP NetWeaver)

Presentation

Unified Connectivity Overview (updated in June 2021)
https://archive.sap.com/documents/docs/DOC-57032
https://www.sap.com/documents/2015/07/ccf7ed8e-5b7c-0010-82c7-eda7laf511fa.html

Blogs

UCON RFC Basic Scenario - Guide to Setup and Operations (updated in 2021)
https://archive.sap.com/documents/docs/DOC-57565
https://www.sap.com/documents/2015/07/a494b08e-5b7¢c-0010-82c7-eda7laf511fa.html

Articles

SAP Insider: Secure Your System Communications with Unified Connectivity (2014)
https://archive.sap.com/documents/docs/DOC-51003
https://www.sap.com/documents/2015/07/94c4cb8f-5b7¢c-0010-82c7-eda7laf511fa.html
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=
Link list UCON

Online Help - Unified Connectivity: Tools

https://help.sap.com/viewer/lca554ffe75a4d44a7bb882b54542361/7.40.26/en-US/ec3b480f69de447c899bccl2dabb33dd.html
https://help.sap.com/viewer/l1ca554ffe75a4d44a7bb882b54542361/7.5.21/en-US/ec3b480f69de447c899bccl2da6b33dd.html
https://help.sap.com/viewer/l1ca554ffe75a4d44a7bb882b54542361/7.52.8/en-US/ec3b480f69de447c899bccl2dabb33dd.html

Consulting Notes (Application component BC-MID-RFC)

Note 2044302 - Scheduling standard job SAP_UCON_MANAGEMENT on 7.40 (March 2019)
Note 2190119 - Background information about SAP S/4AHANA technical job repository as of 7.50

Note 2687602 - AUTHORITY_CHECK_ RFC checks differently than RFC
(Relevant only for own development of remote scenarios)

Note 2521222 - Protokollierungspflichtige Tabellen im RFC / UCON
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=
Link list UCON

Correction Notes (Application component BC-MID-RFC or BC-MID-UCO)

Note 2802262 - RFC Server Side UCON Blocklist check is not executed (March 2021)
Kernel patch for 7.77

Note 2755791 - Client-side UCON blocklist check active by default (March 2021)
Kernel patch for 7.74 or higher
Apply the kernel patch or change the profile parameter ucon/rfc/check blacklist from 3to 1.

Note 2532437 - External calls are slow when UCON/Blocklist is active (March 2021)
Kernel patch for 7.49 or higher

Apply Kernel patch to get better performance or deactivate the client side blocklist check by setting
ucon/rfc/check blacklistto 1.

Note 3010862 - UCON - RFC Callback SNC not detected (January 2021)
Kernel patch for 7.49 or higher

Note 2370910 - Blocklist/UCON-Checking don't allow local remote function calls (January 2021)
Kernel patch for 7.49 or higher

Note 2993452 - t/gRFC UCON Check is performed without SNC even if called with SNC (November 2020)
Kernel patch for 7.49 or higher
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.
UCON setup

Profile parameters:

ucon/rfc/active =1 Activate RFC Service Runtime Checks
ucon/rfc/check blacklist =1 (inbound) Activate blacklist check for RFC-call
ucon/websocketrfc/active =1 Activate RFC over WebSocket Runtime Checks

(in new releases only)

Run the setup and customizing in transaction UCONCOCKPIT (= transaction UCONPHTL)

Choose a suitable duration of the logging and evaluation phase.

Schedule the batch job SAP_UCON MANAGEMENT that selects and persists the RFC statistic
records required by the UCON phase tool on the database (see note 2044302 in 7.40 respective
note 2190119 as of 7.50).
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Note 3072920 - Cross-Site Scripting (XSS) vulnerability in SAP

NetWeaver Enterprise Portal

Support Package Patches
EP APPLICATION EXTENSIONS 7.30

No patches for older versions because of “end of mainstream maintenance” on 31.12.2020

EP APPLICATION EXTENSIONS 7.31

No patches for older versions because of “end of mainstream maintenance” on 31.12.2020

EP APPLICATION EXTENSIONS 7.40

No patches for older versions because of “end of mainstream maintenance” on 31.12.2020

EP APPLICATION EXTENSIONS 7.50
EP APPLICATION EXTENSIONS 7.50
EP APPLICATION EXTENSIONS 7.50
EP APPLICATION EXTENSIONS 7.50
EP APPLICATION EXTENSIONS 7.50
EP APPLICATION EXTENSIONS 7.50
EP APPLICATION EXTENSIONS 7.50
EP APPLICATION EXTENSIONS 7.50
End of maintenance 31.12.2027
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SP021 000001
SP028 000001
SP023 000001
SP016 000001
SP017 000001
SP018 000001
SP019 000009
SP020 000004
SP021 000003
SP022 000000
SP023 000000

RTC SP 21: 30.11.2020

RTC SP 28: 16.12.2020

RTC SP 23: 16.12.2020

RTC SP 16: 18.09.2019
RTC SP 17: 28.02.2020
RTC SP 18: 18.05.2020
RTC SP 19: 04.09.2020
RTC SP 20: 02.03.2021
RTC SP 21: 02.06.2021

age:

age:

age:

age:
age:
age:
age:
age:
age:

10 month

9 month

9 month

23 month
18 month
15 month
11 month
5 month
2 month
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-
Note 3072920 - Cross-Site Scripting (XSS) vulnerability in SAP

NetWeaver Enterprise Portal

You find the dates for “end of mainstream maintenance” in the Product Availability Matrix (PAM)
https://support.sap.com/pam

This component EP APPLICATION EXTENSIONS is part of SAP NetWeaver:

Product Version Restricted available Restricted available Unrestricted End of mainstream
(productive use not  (productive use available maintenance
allowed) allowed)

SAP NETWEAVER 7.3 20.04.2010 29.11.2010 30.05.2011 31.12.2020

SAP EHP1 FOR SAP NETWEAVER 7.3 19.09.2011 21.11.2011 16.05.2012 31.12.2020

SAP NETWEAVER 7.4 14.12.2012 10.05.2013 10.05.2013 31.12.2020

SAP NETWEAVER 7.5 12.10.2015 20.10.2015 31.12.2027
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-
Note 3072920 - Cross-Site Scripting (XSS) vulnerability in SAP

NetWeaver Enterprise Portal

Other references:

https://support.sap.com/securitynotes
“for all new SAP Security Notes with high or very high severity we deliver fix for Support Packages shipped
within the last 24 months* for the versions under Mainstream Maintenance and Extended Maintenance.”

Note 1811708 - What is Product & Production Management System (PPMS)?

The PPMS is SAP internal, therefore you use the Product Availability Matrix (PAM) instead:
https://support.sap.com/pam

Note 52505 - Support after end of mainstream maintenance or extended maintenance
9

SAP Release and Maintenance Strategy (latest version from 27.01.2021)
https://support.sap.com/content/dam/support/en us/library/ssp/release-upqgrade-
maintenance/maintenance-strategy/sap-release-and-maintenance-strategy-new.pdf
(No special treatment for security related maintenance)
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.
Note 3057378 - Missing Authentication check in SAP Web

Dispatcher

Update WebDispatcher, i.e. if you are using Client Certificates for authentication:

Forward SSL Certificates for X.509 Authentication
https://help.sap.com/viewer/683d6al1797a34730a6e005d1e8deb6f22/202009.002/en-US/2a6cec67c50842aab1444f7dfd0257el.html

Web Dispatcher
https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageld=414089394

9
How to Configure SAP Web Dispatcher to Forward SSL Certificates for X.509 Authentication
https://wiki.scn.sap.com/wiki/x/liaK Gw

Update separate installations of the Web Dispatcher
Update Kernel of ABAP and Java — a Web Dispatcher is part of DW.SAR (disp+work)

Update SAP HANA with XS, classic model or SAP HANA XS advanced model on the whole
It is not possible to update just the SAP Web Dispatcher inside such systems
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.
Note 3016478 - HANA Audit Policies for S/4AHANA
Management via HANA Cockpit

SAP SAP HANA Database Explorer

Get familiar with the &l

HANA COCkp't ~ 4+ [} C  sQLConsole 1.sql x
4] —_
3::3 Filter Databases ® ) Analyze ~ L T = [£
P[] OHY@OHY [mG-B?E 1~ CREATE AUDIT POLICY “_5APS54 @1 Schema Access Log”
2 AUDITING SUCCESSFUL
3 DELETE,
4 EXECUTE,

5 INSERT,

6 SELECT,

7 UPDATE

8 ON SAPECL.*

9 EXCEPT FOR SAPEC]

1@ LEVEL CRITICAL TRAIL TYPE TABELE RETENTION 18@&;

11 ALTER AUDIT POLICY "_SAPS4_81 Schema Access Log" EMABLE;

Messages x History

Statement: CREATE AUDIT POLICY "_SAPS4 @1 Schema Access Log" AUDITING SUCCESSFUL DELETE,
lient elapsed time: 3.008 ms
Statement prepare time: 3.131 ms elapsed time, 2.249 ms CPU time
Statement execute time: 8.142 ms elapsed time, 3.263 ms CPU time
Statement: ALTER AUDIT POLICY " SAPS4 @l Schema Access Log" EMABLE

ms

&

lient elapsed time: 4,08
Statement prepare time: 1.889 ms elapsed time, 1.435% ms CPU time
Statement execute time: 3.714 ms elapsed time, 1.161 ms CPU time
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Note 3016478 - HANA Audit Policies for S/IAHANA

Management via HANA Cockpit

D ©

Open SQL Console E

13

© @ &

D019687

. S

Recent Activities
Freguently Used

App Finder

107 Settings

About

]

Manage Cards

Sign Out

Auditing

Authentication

Manage Cards
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OFF

OFF

Auditing

Status

Audit Trail Target

Enabled Audit Policies

Disabled Audit Policies

On

Database table

(%]

1

Tum Off Auditing

You may need to
activate the Auditing
card
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Note 3016478 - HANA Audit Policies for S/4AHANA
Management via HANA Cockpit

® C ©w ® 8

You can view or update the audit policies CIESX Auditing=
In the Auditing app as well: Auditing —

3 policies enabled, and 1 policy disabled

Audit Policies Configuration Audit Trail

Search Q, Create Audit Policy R4
Audit Policy Policy Status
_SAPS4_01 Schema Access Log Enabled
Audited Actions Audited Action Status

DELETE, EXECUTE, INSERT, SELECT, UPDATE Successful events

Audit Level: Origin:

Critical Tenant OHY

Users Audited Objects

All users except: SAPECL ALL OBJECTS IN SCHEMA (SAPEC1)
Audit Trail Target Retention Period (Days):

Database table 180
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Note 3016478 - HANA Audit Policies for S/AHANA
Setup Wizard

{ p..Eu!" Setup Wizards ¥ COHY@OHY (SYSTEM)

The Setup Wizard activated @ sucine s (
the audit log together with
the mandatory policies

=, PN

) Audit Trail Targets I
A S

[ e )

[ ma )

1. Auditing Status
Auditing Status

Enabled

2. Audit Trail Targets

Overall Audit Trail Target: *Delete audit entries older than

Database table 90
3. Audit Policies

This is the recommended set of audit policies. You can choose which audit policies will be created.

¥| Audit Policy Audited Actions Audited Action Status  Audit Level Users
SAP_authenticatior
v —aumentieston Audited Actions: 10 All events Critical All users
provider
v| _SAP_authorizations  GRANT ANY, REVO... All events Info All users
v _SAP_certificates Audited Actions: 5 All events Info All users
SAP_clientsid
A . enas Audited Actions: 6 All events Critical All users
encryption
SAP_configurati
VT —contiguration Audited Actions: 2 All events Info All users
changes
SAP_designtir
A —designtime EXECUTE Successful events Info All users

privileges
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| Audit Policies

J

days

Audited Objects

ALL OBJECTS

ALL OBJECTS

ALL OBJECTS

ALL OBJECTS

ALL OBJECTS

Audited Objects: 10

)

Reset Defaults

Retention Period
(Days)

20

90

90

90

90

90
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Topics July 2021

SAP Insider: The Power of Prevention

Note 3066437 - SAP Support Package Stack Kernel 7.53 Patch Level 801

Note 3000663 - HTTP Request Smuggling in SAP Web Dispatcher and Internet Communication
Manager

Note 3066316 - Missing authorization check in SAP CRM ABAP
Note 3016478 - HANA Audit Policies for SI4AHANA

Note 3053829 - SOS: No or wrong check results about profile parameters for combined
ABAP/HANADB systems

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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SAP Insider: The Power of Prevention

The Power of Prevention

How Patching and Awareness Can Fortify SAP Systems Against Hacks

By Aditi Kulkarni, Product Security Senior Specialist, SAP Labs India
https://www.sap.com/documents/2021/05/845d9eaa-de7d-0010-bca6-c68f7e60039b.html

In our new normal of remote and cloud environments and rising cyber risk from more sophisticated
threat actors, it is more critical than ever for organizations to prioritize their patching strategy. This
article explains how patching and awareness can fortify SAP systems against hacks.

Download the Document
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.
Note 3066437 - SAP Support Package Stack Kernel 7.53 Patch 801

SP Stack Kernel 753 PL 801 (release note 3066437) replaces the SP Stack Kernel 753 PL 800
(release note 3017467) in order to enable the customers to apply the priority very high Security
Note 3007182 with an SP Stack Kernel.

Limitation: You cannot use the Rolling Kernel Switch procedure (see Note 3046390)

Further corrections within this patch:
Note 3032624 - Memory Corruption in SAP NetWeaver AS ABAP and ABAP Platform
Note 3000663 - HTTP Request Smuggling in SAP Web Dispatcher and Internet Communication Manager
CommonCryptoLib was updated to version 8.5.39. For details see Note 3051811
Several corrections for kernel regressions. For details see Note 3066437

You can use SP Stack Kernel 753 PL 801 plus dw824+ to implement additional corrections.
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.
Note 3000663 - HTTP Request Smuggling in SAP Web Dispatcher

and Internet Communication Manager

HANA

Support Package Patches

Silsmenir e Support Package  Patch Level r 0 versions of SAP Web Dispatcher are included in:

SAP EXTENDED APP SERVICES 1 SP00O 000133 gAP HANA XSA 1.0.133

SAP HANA DATABASE 2.0 SP048 000006 SAP HANA 2.0 SPS 04 Revision 48.06
SP0S6 oooooo  SAP HANA 2.0 SPS 05 Revision 56

XS RUNTIME 1 SPO0O 000133
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.
Note 3000663 - HTTP Request Smuggling in SAP Web Dispatcher

and Internet Communication Manager

WebDispatcher

The solution was published in Dec 2020 - March 2021 depending on the release

SAP WEB DISPATCHER 7.49
SAP WEB DISPATCHER 7.53
SAP WEB DISPATCHER 7.73
SAP WEB DISPATCHER 7.77
SAP WEB DISPATCHER 7.81

(insufficient patch level), patch level of solution

© 2021-07 SAP SE. All rights reserved.

no security patch - patch 946
patch (724), 810

patch 328 - 334

patch (318), 323 > 328
patch (29), 110

- including side effect solving note 3027971
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.
Note 3000663 - HTTP Request Smuggling in SAP Web Dispatcher

and Internet Communication Manager

Kernel (ICM)

SAP KERNEL 7.22 patch (1021), 1022 or stack kernel 1100 09.07.2021
SAP KERNEL 7.49 patch (938), 941 - 946 or stack kernel 1000 25.05.2021
SAP KERNEL 7.53 patch (724), 810 or stack kernel 801 plus dw824+

SAP KERNEL 7.73 patch 331 - 334  or stack kernel 400 06.04.2021
SAP KERNEL 7.77 patch (318), 323 - 328 or stack kernel 400 in July/August
SAP KERNEL 7.81 patch (29), 110 or stack kernel 200 in August/September
SAP KERNEL 7.82 patch (17), 21 - 23

SAP KERNEL 7.83 patch (6), 11 -2 14

SAP KERNEL 7.84 no security patch -2 13

(insufficient patch level), patch level of solution —> including side effect solving note 3027971

Medium probity Kernel security note 3032624 for disp+work requires slightly higher patch levels.
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Note 3000663 - HTTP Request Smuggling in SAP Web Dispatcher

and Internet Communication Manager

ICM is part of disp+work

You find the side effect solving note 3027971 in “Content Info” file (but not the security note.)

Example for Kernel 7.77:

dw_343-80004393.sar

CONTENT DETAIL FCMS PROPERTIES

[r— =3 =] e

Webgui: trace cleanup, removed some unimportant warnings 3025985 327
‘v "Error in HTTP response: Invalid header field" caused by missing name 3027971 328
Conversation ID is not deleted from internal table 3031464 328
DP: No functional changes 3019319 328
DP: support for mutex wait or deadlock situations 3025345 328
Wrong trace entry "INVALID SAPGUI CONNECT DATA: TOOLBAR_HEIGHT" 2946456 328

© 2021-07 SAP SE. All rights reserved.
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.
Note 3066316 - Missing authorization check in SAP CRM ABAP

Deactivation of obsolete function CRM_MKTTGGRP _FE WRITE FILE implies deactivation of
obsolete calling function CRM_MKTTGGRP_ FILE EXPORT

The feature for data export was introduced with note 672599 and secured using the logical file
name (directory) MARKETING FILES with note 1504416

Note 3066316 Note 1504416

FUNCTIOMN crm mk‘t‘tggr‘p fe write file. *32»>> START OF INSERTION <<<<<

rectory, files, etc.

*333> START OF DELETION <<<<< * directory, j
lv_file TYPE string, gc_fec_logical file name] TYPE fileintern VALUE |'MARKETING FILES’].
l"."_li"'E TYPE St'_irlg. *> > ENDY OF INSERTIONW <<<<<<

* set file name *>>>> START OF INSERTION <<<<<

Iv_file = iv_file.

check if file is in directory (or below) of Llogical directory
check if file is in directory (or below) of Logical directory CALL FUNCTION 'FILE_VALIDATE_NAME'
CALL FUNCTION 'FILE_VALIDATE MWAME" EXPORTING
EXPORTING logical filename =lcl_crm_mktccm_pcpg_exe_util=>gc_logical file_name |
logical filename =lgc_fec logical file name CHANGING
CHANGING physical filename = lv_filename T
physical filename = lv_file

This class attribute shows the same name

Keep in mind: This logical file name (directory) MARKETING FILES is still in use by background
report CRM_MKTTGGRP_EXPORT BATCH which you can use to export campaign data.
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=
Note 3016478 - HANA Audit Policies for S/AHANA

Blog: Security by Default — HANA Audit Policies for S/4AHANA
https://blogs.sap.com/2021/06/08/security-by-default-hana-audit-policies-for-s-4hana/

Catch events related to security configuration and log actions related to security
Log changes for users and authorizations

Log unusual events

No unnecessary redundancies

Avoid non-meaningful entries in the audit log

Source: GitHub https://github.com/SAP-samples/s4hana-hana-audit-policies

(The documentation and another external Blog shows similar principles.)
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Note 3016478 - HANA Audit Policies for S/AHANA

All policy templates use audit %, systems = B *OHY@OHY - SQL Console 1 2 T *Security OHY@OHY |} OHY@OHY
I : - E - — S E
trail type TABLE and have |~/ vt O e OHY@OHY (SYSTEM) mo-672¢15913 mosap.corp 00
specific retention times for this ‘
) Backup Em SQL
target. « (2 Catalog - Filter : SAPECT. = CREATE AUDIT POLICY " SAPS4 01 Schema Access Log"
Adjust these settings according = Public Synonyms AUDTT TG SUCCESSFUL
. +E[SAPECT DELETE,
to your requirements. _ EXECUTE,
= Content INSERT
Some policy templates contain & Provisioning SELECT,
placeholders which you have v [ seanty. PDATE
di H Security ON'|SAPEC1). *
to aqjust, too. v {1 Users - Filter : SAPEC] EX SAPEC1
4 [SAPECT LEVEL CRITICAL TRAIL |[TYPE TABLE RETENTION 180
57 Roles ALTER AUDIT POLICY " _SAPS4 01 Schema Access Log" ENABLE;
Result on the Security tab:
Audit Policies
5
Policy Policy Status  Audited Actions Audited Action ... Audit Level  Users Target Object
_SAP session connect Enabled COMNMECT UNSUCCESSFUL  ALERT
_SAP_recover database Enabled BACKUP DATA, BACKUP CATALOG DELETE, R.. ALL INFO
_SAPS4_01 Schema Access.. Enabled SELECT, INSERT, EXECUTE, UPDATE, DELETE ~ SUCCESSFUL CRITICAL All except:SAPECT SAPECT
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=
Note 3016478 - HANA Audit Policies for S/AHANA

Mandatory HANA Audit Policies (File: 1 hana audit policy mandatory.sql)
A first set of policies defined as mandatory ensure traceability of security relevant changes. These
have the prefix ©_ SAP_".

They are identical to the audit policies provided by "SAP HANA Cockpit Audit Policy Wizard"
(starting with SAP HANA Cockpit 2.0 SP13).

No system specific content. No system specific adjustment necessary.

These policies are useful and recommended in any case. For new installations or for conversion (but
not for updates) you get these Security-by-Default settings if no audit policy is defined yet.
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=
Note 3016478 - HANA Audit Policies for S/AHANA

S/AHANA Schema Access Log HANA Audit Policies
(File: 2 s4hana hana audit policy recommended.sqgl)

The second set of policies define "recommended” policies for S/4 systems. These have the prefix
“ SAPS4 "

These policies vary with the usage of the SAP HANA DB and cannot be defined identical for all
systems (i.e. replace placeholder <SAPABAP1> with list of real names).

Example: " SAPS4 01 Schema Access Log" (This is an important policy!):
CREATE AUDIT POLICY " SAPS4 01 Schema Access Log"

ON <SAPABAPI1>.*
EXCEPT FOR <SAPABAP1>
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=
Note 3016478 - HANA Audit Policies for S/AHANA

S/AHANA Optional HANA Audit Policies (File: 3 s4hana hana audit policy optional.sqgl)

The third set called “optional” suggests policy definition for extended system changelog and
monitoring. These have the prefix © SAPS4 Opt ".

Example: " SAPS4 Opt 01 Repository”
In a development system you get many results so this policy might not be useful (and you find versions
of repository objects elsewhere)

Example: " SAPS4 Opt 02 Data Definition"

An audit for DDL statements is only workload relevant.

In case HANA is not exclusively used for S/AHANA (respective for ABAP-on-HANA in general) the
policy will cause a huge amount of not relevant entries and a negative impact on performance is
expected.
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Note 3053829 - SOS: No or wrong check results about profile
parameters for combined ABAP/HANADB systems

The guided self-service SOS did not used
current values for profile parameters in case
of a combined ABAP-on-HANA installation.

As aresult, several checks showed

» wrong (false-negative) results in the
Individual chapters,

» wrong (false-positive) ratings in the rating

overview table, and \

» the checks about the password policy
even vanish from the report.

Solution: Implement note 3053829
or use the automated content update

\
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5.1.1.1 Secure System Internal Communication (BA091)

Parameter: system/secure_communication

Rating |Instance Current Value Recommended Value

@ | Allinstances ON

Profile parameter system/secure_communication is not set to ON. System-internal communication is not protected and
may allow intruders to access your system.

5.1.1.3.1 Separation of Internal and External Message Server Communication (BA084)

Parameters: rdisp/msserv rdisp/msserv_internal

Rating|Instance Error Condition Value of rdisp/msserv |Value of rdisp/msserv_internal

@ |All instances rdisp/msserv_internal is not defined

Profile parameter rdisp/msserv_internal is not defined or points to the same port as profile parameter rdisp/msserv_internal.

Main Chapter Chapter Check Rating
Special Focus Checks Special Focus Checks Additional Super User
Accounts Found (0022)
Authentication General Authentication Users Who Have Not H
Logged On for an Extended
Period of Time (0010)
Security Critical Events for H

End Users Are Not Logged
in the Security Audit Log
(01386)

Interval After Which Inactive
Users Are Logged Off Is Too
Long (0137)

Multiple Logons Using the
Same User ID Is Not
Prevented (0138)

L]
L]
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Note 3053829 - SOS: No or wrong check results about profile

parameters for combined ABAP/HANADB systems

Samples about affected checks:
Password Logon is at Least Partly Allowed (0139)
Password Policy (+ sub checks 0009, 0127, ...)
(These chapters are suppressed as well if no password logon is allowed according to check 0139)
Multiple Logons Using the Same User ID Is Not Prevented (0138)
SSO Ticket Can Be Sent via an Unsecured Connection (0608)
Secure System Internal Communication (BA091)
RFC Gateway Security Properties (BA079)
Enabling an Initial Security Environment (BA080)
RFC Gateway Access Control Lists (BA081)
Separation of Internal and External Message Server Communication (BA084)
Message Server Access Control List (BA0O86)
Sending Trace Data to Remote Client (0169)
Security Audit Log is not active (0170)

(This check still shows another issue if you are using the new ‘Kernel Parameters’ as of SAP_BASIS 7.50
instead of the profile parameters to configure the Security Audit Log)
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Topics June 2021

Notes 3020104 3020209 3021197 - Memory Corruption vulnerability in SAP NetWeaver ABAP
Note 3007182 - Improper Authentication in SAP NetWeaver ABAP Server and ABAP Platform

Note 3026990 - RFC Logon - New Internal Logon Ticket - Increased Compatibility Level

How to patch the Kernel
Kernel version vs. CommonCryptoLib version
CCDB-Read-API

Configuration Reporting for Kernel version and CryptoLib version

Recordings:
DSAG (German)
ASUG

SAP Learning HUB
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Notes 3020104 3020209 3021197 - Memory Corruption vulnerability

In SAP NetWeaver ABAP

All these notes solve similar vulnerabilities in different components of the Kernel:

© 2021-06 SAP SE. All rights reserved.

Minimal patch level

(but check next slide, too)

Note 3020104 Note 3020209 + Note 3031464 Note 3021197

Component Enqueue Server RFC Gateway RFC Gateway disp+work
SAP KERNEL 7.21

SAP KERNEL 7.22 SP1022 SP1022 SP1022
SAP KERNEL 7.49 SP945 SP946 SP944
SAP KERNEL 7.53 SP810 SP810 SP810
SAP KERNEL 7.73 SP333 SP334 SP333
SAP KERNEL 7.77 SP328 SP328 SP326
SAP KERNEL 7.81 SP111 SP110
SAP KERNEL 7.82 SP024 SP023
SAP KERNEL 7.83 SP015 SP0O13
SAP KERNEL 7.84 SP0O00
SAP KERNEL 8.04 SP196 SP196 SP196

!

Update
- complete kernel
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.
Note 3007182 - Improper Authentication in SAP NetWeaver ABAP

Server and ABAP Platform

Another HotNews targets SAP_BASIS and Kernel:

Note 3020104 Note 3020209 + Note 3031464 Note 3021197 Note 3007182

Component Enqueue Server RFC Gateway RFC Gateway disp+work ABAP & disp+work
SAP KERNEL 7.21 SP1410
SAP KERNEL 7.22 SP1022 SP1022 SP1022 SP1022
SAP KERNEL 7.49 SP945 SP946 SP944 SP948
SAP KERNEL 7.53 SP810 SP810 SP810 SP810
SAP KERNEL 7.73 SP333 SP334 SP333 SP335
SAP KERNEL 7.77 SP328 SP328 SP326 SP330
SAP KERNEL 7.81 SP111 SP110 SP113
SAP KERNEL 7.82 SP024 SP023

SAP KERNEL 7.83 SP015 SP0O13

SAP KERNEL 7.84 SP0O00 SP0O01
SAP KERNEL 8.04 SP196 SP196 SP196 SP197

!

Minimal patch level
(but check next slide, too)
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Note 3007182 - Improper Authentication in SAP NetWeaver ABAP

Server and ABAP Platform

Another HotNews targets SAP_BASIS and Kernel:

Note 3020104 Note 3020209 + Note 3031464 Note 3021197 Note 3007182  + Side effect notes
Component Enqueue Server RFC Gateway RFC Gateway disp+work ABAP & disp+work + Note 3030604
SAP KERNEL 7.21 SP1410 SP1411 (*)
SAP KERNEL 7.22 SP1022 SP1022 SP1022 SP1022 SP1024
SAP KERNEL 7.49 SP945 SP946 SP944 SP948 SP1000 (stack)
SAP KERNEL 7.53 SP810 SP810 SP810 SP810 SP816 (SP801**)
SAP KERNEL 7.73 SP333 SP334 SP333 SP335 SP410 (*)
SAP KERNEL 7.77 SP328 SP328 SP326 SP330 SP336
SAP KERNEL 7.81 SP111 SP110 SP113 SP119
SAP KERNEL 7.82 SP024 SP023 SP025
SAP KERNEL 7.83 SP0O15 SP0O13 SP0O16
SAP KERNEL 7.84 SP0O00 SP0O01 SP0O09
SAP KERNEL 8.04 SP196 SP196 SP196 SP197 SP202

(*) Instead of patching Kernel 7.21 or 7.73 consider upgrading to newer Kernel release. !

(**) SAP Kernel News 14.06.2021: SP Stack Kernel 753 PL#801 to be delivered in a few weeks (01.07.2021). “{'é”;?la'ep;}TQQS'eggl
It will contain the priority very high SAP Security Note 3007182 v 1SSt
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https://launchpad.support.sap.com/#/notes/0003007182
https://launchpad.support.sap.com/#/notes/0003020104
https://launchpad.support.sap.com/#/notes/3020209
https://launchpad.support.sap.com/#/notes/3031464
https://launchpad.support.sap.com/#/notes/0003021197
https://launchpad.support.sap.com/#/notes/3007182
https://launchpad.support.sap.com/#/notes/0003030604
https://wiki.scn.sap.com/wiki/display/SI/SAP+Kernel%3A+Important+News
https://launchpad.support.sap.com/#/notes/0003007182

.
Note 3007182 - Improper Authentication in SAP NetWeaver ABAP

Server and ABAP Platform

New dynamic profile parameters as described in related note 3026990:

rfc/intticket/mode Mode of the internal ticket for RFC respective http
http/intticket/mode 0 Old ticket (fallback, in case of troubleshooting)
1 New ticket without IP address comparison (used if not

all application servers are in the same address space)
2 New ticket (default)

rfc/intticket/validity Validity of the internal ticket in seconds

http/intticket/validity 0 No restrictions (as a temporary fallback until the clocks
are synchronized)

300 (default)

The value must be greater than the time difference between the application
servers and with the time difference with the database server and the
maximum time for the first RFC call.
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-
Note 3026990 - RFC Logon - New Internal Logon Ticket - Increased

Compatibility Level

Side-effect solving notes:

Note 3039802 - WebSocket RFC with Alias User in Same System
Relevant as of kernel 7.77

Note 3045515 - RFC_WITHIN_SAME_SYSTEM - Wrong Result
Relevant for kernel 8.04 on ByD

Note 3046390 - Incorrect SAP compatibility level for SAP executables on Windows prevents
rolling kernel switch (RKS)
Relevant for kernel 7.49 and higher

Note 3050126 - Internal RFC fails due to time difference between database and application
server

Relevant for all kernel releases, no support for kernel 7.73 anymore, therefore go for arelease
update to kernel 7.77
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https://launchpad.support.sap.com/#/notes/3045515
https://launchpad.support.sap.com/#/notes/3046390
https://launchpad.support.sap.com/#/notes/3050126

How to patch the Kernel

Apply the latest SP Stack Kernel if it already contains the correction. For the list of current SP Stack Kernels, see
Note 2083594 (Kernel Versions and Kernel Patch Levels).

Apply the hotfix only if you are experiencing a serious error that is not yet corrected by the latest SP Stack Kernel.
Yes, this is the case in case of serious security vulnerabilities!

Review the regression note for the required patch level before installing the kernel patch. For details, see
Note 1802333 (Finding information about regressions in the Kernel using search term KRNL<release>PL).

For instructions on how to download and install kernel patches, see Note 19466 (Downloading SAP kernel patches).

The paper Update Strategy for the Kernel of the Application Server ABAP in On Premise Landscapes provides
detailed information on the SAP recommendations.

Rolling Kernel Switch (RKS)

https://help.sap.com/viewer/1ba3197c1aa7489882770103e3a610dc/7.40.18/en-US

“The rolling kernel switch (RKS) is an automated procedure that enables the kernel in an ABAP system to be
exchanged without any system downtime. RKS can also be used to make parameter changes while the system is
running. Usually, RKS only causes minimal restrictions for users of the system.”

The RKS is available as of Kernel release 7.41 and SAP_BASIS 7.40 SP 5

Limitation see notes 953653 and 2576697 — Restart is required

© 2021-06 SAP SE. All rights reserved. 235


https://launchpad.support.sap.com/#/notes/2083594
https://launchpad.support.sap.com/#/notes/1802333
https://launchpad.support.sap.com/#/notes/19466
https://support.sap.com/deployment-strategies-kernel-abap.pdf
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-
System Recommendations shows Kernel notes for Java systems

Parts of the Kernel are part of an Java Application Server too, e.g. the message server or the RFC gateway but not
disp+work. Therefore you find the Kernel in the LMDB (and PPMS) for Java systems, too:

Navigation Tree Technical System FJ7 on mo-2a7157fc9 - FJ7 (Application Server Java) - Software

* & FJ7 (Application Server Java)

,=_| Software Product Instances Product Instances (Details)

[C] System Database Add Delete Repository Information Details [i]

El; Technical Instances 'le Display Name Supplier Installation Type System or Instance 5P Level Patch Level

E Hosts Pl GUI LIBRARY 7.50 {SAP_XIGUILIB 7.50) automatic Installed on System FJ7 on mo-2a7157fco 13 3

» EE' Related Logical Component Fl SCF BUILD TOOLS 7.50 (PI-SCP-BUILDT 7.50) automatic 13 0

Groups Pl SCP EXTEMSIONS 7.50 (PI-SCP-EXT 7.50) automatic 13 0
PORTAL BASIS 7.50 (EP-BASIS 7.50) automatic 13 2
PORTAL BASIS AFI 7.50 (EP-BASIS-API 7.50) automatic 13 ]
SAP JVM 8.1 (SAPJVM B8.1) automatic Installed on Instance Instance 02 of FJ7. .. 0z2a

I SAP KERMNEL 7. 45 64-BIT UNICODE (KRMNLG4UC 7 .45) I automatic 301 30

SAP ODATA4J+CXF-REST LIE 7.50 (ODATA-CXF-EXT 7. _. automatic Installed on System FJ7 on mo-2a7157fco 13 ]
SAP SUPPORT TOOLS 750 (SUPPORTTOOLS 7.50) automatic 13 0

In such a case you will see these notes in application System Recommendations for Java systems, too.
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Kernel version vs. CommonCryptoLib version

The CommonCryptoLib is installed everywhere. It is part of the Kernel bundle as well, however, it is somehow loosely

coupled with the Kernel and it might have happened that you have missed updating the CommonCryptoLib.

Whenever you plan Kernel updates for you complete system landscape you inspect the installed version of the Kernel

beforehand.

You should have a look to the installed version of the CommonCryptolLib, too.

Use application Change Reporting respective transaction CCDB in the SAP Solution Manager to inspect the
Configuration Stores SAP_KERNEL und CRYPTOLIB.

This is the view from report
ZSHOW_ KERNEL STORES

You can find this report on the wiki
SAP CoE Security Services — Tools

You need an authorization for AT _CCDB_SC
with CONT AUTH=SECURITY and ACTVT=03
to access configuration store CRYPTOLIB.

See next page for a view based on standard BW
reporting using application Configuration Validation
respective Change Reporting
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Short SID Full
FA7 Idcifa
FQ7 Idcif
FT7 Idcift
HHA Idcih
IWH spwd
oQL atgv
Q5K Idai1
Idciq
Q8) Idail
Idai2 ..
Idai3
Idciq ..
Q05 Idciq
Q06 Idciq

ABAP release

SAP BASIS 7.40
SAP BASIS 7.40
SAP BASIS 7.40
SAP BASIS 7.40
SAP BASIS 7.50
SAP BASIS 7.40
SAP BASIS 7.02
SAP BASIS 7.02
SAP BASIS 7.50
SAP BASIS 7.50
SAP BASIS 7.50
SAP BASIS 7.50
SAP BASIS 7.50
SAP BASIS 7.51

Kernel release
749 REL
749 REL
749 REL
749 REL
753 _REL
753_REL
722 EXT_REL
722 _EXT_REL
753 REL
753 _REL
753_REL
753 REL
745 _REL
749 REL

patch
936
910
936
312
601
422
1000
1000
718
718
718
718
500
800

Comp.date
07.12.2020
06.06.2020
07.12.2020
12.08.2017
17.03.2020
03.06.2019
07.06.2020
07.06.2020
07.11.2020
07.11.2020
07.11.2020
07.11.2020
12.05.2017
24.10.2019

CCL Version CCL Date

8.5.32
8.5.32
8.5.32
8.5.14
8.5.30
8.5.28
8.5.33
8.5.33
8.5.35
8.5.35
8.5.35
8.5.35
8.5.12
8.5.29

24.04.2020
24.04.2020
24.04.2020
27.07.2017
30.10.2019
08.05.2019
26.05.2020
26.05.2020
08.09.2020
08.09.2020
08.09.2020
08.09.2020
12.04.2017
22.08.2019

237


https://wiki.scn.sap.com/wiki/download/attachments/491918787/ZSHOW_KERNEL_STORES.txt
https://wiki.scn.sap.com/wiki/display/Snippets/SAP+CoE+Security+Services+-+Tools
https://wiki.scn.sap.com/wiki/display/TechOps/ConfVal_Special_Features#ConfVal_Special_Features-SecuredConfigstores

CCDB-Read-API

Report ZSHOW KERNEL STORES uses the API functions of function group DIAGST CCDB_READ to access configuration data from the

SAP Solution Manager

You can call the API locally in the SolMan or remotely from an external system.
You can test the functions in transaction SE37 by activating DISPLAY=X.

The RFC functions return either ABAP table structures or XML documents.

Get technical systems having stores

DIAGST GET TECH SYSTEMS DIAGST GET TECH SYSTEMS RFC
Get store directory

DIAGST GET STORES DIAGST GET STORES RFC stores for systems
DIAGST GET STORES HOSTS DIAGST GET STORES HOSTS RFEC stores for hosts

Get store content for table stores, ini stores and property stores (STORE _TYPE = TABLE, INI , PROPERTY)
DIAGST TABLE SNAPSHOT DIAGST TABLE SNAPSHOT RFC get snapshot

DIAGST TABLE TIMERANGE DIAGST TABLE TIMERANGE RFC get history generic search
DIAGST TABLE PARAMETERS DIAGST TABLE PARAMETERS RFC get history specific search
Get store content for text stores (STORE_TYPE = TEXT)

DIAGST TEXT SNAPSHOT DIAGST TEXT SNAPSHOT RFC get snapshot

DIAGST TEXT TIMERANGE DIAGST TEXT TIMERANGE RFC get history

Get store content for xml stores (STORE_TYPE = XML)

DIAGST XML SNAPSHOT DIAGST XML SNAPSHOT RFC get snapshot

DIAGST XML TIMERANGE DIAGST XML TIMERANGE RFC get history

Get store content for event stores (STORE_TYPE = EVENT)

DIAGST EVENT PARAMETERS DIAGST EVENT PARAMETERS RFC get snapshot

DIAGST 