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News from ASUG

ASUG Insights — Security

https://www.asug.com/insights/business-function/information-security
https://www.asug.com/insights/topic/cybersecurity

ASUG Insights — Solution Manager
https://www.asug.com/insights/sap-product/sap-solution-manager-solman

SAP Customer Influence program - SAP Identity Management 8.0 (2021)
https://influence.sap.com/sap/ino/#/campaign/2566
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=
News from DSAG

AK Security & Vulnerability Management
https://dsagnet.de/go/security

Registrierung:
https:/lwww.dsag.de/ab-sofort-live-das-neue-dsagnet

Kennen Sie schon das neue DSAGNet?

Nein? Dann machen Sie sich jetzt mit dem
neuen DSAG-Mitgliederportal vertraut. Dazu
mussen Sie lediglich Ihr Benutzerkonto
reaktivieren.

Wie es funktioniert?

Offnen Sie und klicken Sie auf
"Konto beantragen”, um lhr bestehendes Konto
zu reaktivieren. Durchlaufen Sie die
entsprechenden Schritte und schon kénnen Sie
das DSAGNet wie gewohnt nutzen.

Weitere Anleitungen und Hilfestellungen finden
Sie

Sollten Sie Schwierigkeiten beim Login haben,
konnen Sie sich geme an
wenden.

Konto beantragen
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=
News from DSAG

Bei den Technologie-Tagen im Februar 2021 hatten wir von ca. 2.000 Teilnehmern in den ersten
beiden Sessions tber 600 Teilnenmer, bei den zweiten beiden Session Uber 500 Teilnehmer

Gut besuchte Coffee Corner am Donnerstag, 22. April zwischen 9 und 11 Uhr
Thema ,,SAP Security Dashboard*

Einreichung von Erfahrungsberichten fir den Jahreskongress am 20.-24.9.2021 unter
vortraege.dsag.de

Termine flr die SAP Security Notes Webinare bis Ende 2021 sind vero6ffentlicht
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.
Hosts of the Security Notes Webinar

ASUG Information Security English Wednesday 18:00-19:00 CEST = 12:00 EST = 9:00 PST
Calendar: https://www.asug.com/events?events%5B%5D=1356781

DSAG AK Security & Vulnerability Management German Thursday 14:00-15:00 CET
Calendar: https://www.dsag.de/arbeitsgremien/ak-identity-management-security/veranstaltungen

SAP Enterprise Support Value Map Security / SAP Enterprise Support Academy
Forum “SAP Security Patch Days” English Thursday 10:00-11:00 CET

To access the SAP Learning Hub, edition for SAP Enterprise Support, a one-time registration via an s-user is required. The registration triggers an
automatic eligibility check. Access is included in SAP Enterprise Support and SAP Enterprise Support, Cloud Edition as well as in SAP Product
Support for Large Enterprises.

You can find the latest version of the presentation on

SAP Support Portal /sos

= SAP Security Notes

https://support.sap.com/sos Advisory
: _ = SAP Security Notes
— Advisories — Security Notes Webinar Webinar

© 2021 SAP SE. All rights reserved. 14


https://www.asug.com/insights/business-function/information-security
https://www.asug.com/events?events%5B%5D=1356781
https://www.dsag.de/ak/security
https://www.dsag.de/arbeitsgremien/ak-identity-management-security/veranstaltungen
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https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy.html
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https://support.sap.com/sos
https://support.sap.com/dam/library/SAP%20Support%20Portal/support-programs-services/support-services/security-optimization-service/media/SAP_Security_Notes_Webinar.pdf

.
Hosts of the Security Notes Webinar

ASUG Information Security

Regular schedule:

Wednesday in the week after the Patch Day
18:00-19:00 CEST = 12:00 EST =9:00 PST

Calendar:

https://www.asuqg.com/events?events%5B%5D=13

56781

© 2021

SAP SE. All rights reserved.

Events

ASUG offers a full slate of events crafted around key topics of interest
for specific industries, business roles, and technologies. We look

forward to seeing you—whether in person or online—very soon.

Reset filters

By Date

All upcoming

By Location

Any region

= Event Type

ASUG Executive Exchange

ASUG ExXpress

ASUG Women Connect

Classroom Training

Industry and Technology Conferences
Influence Councils

Regicnal Chapter Events

SAPPHIRE NOW + ASUG Annual Conference

Think Tanks and Interest Groups

+ Event Cost

+ Event Format

THE Best Solution Option for Refreshing Data
in SAP S/4HANA®

August 18, 2020
Online

What’s New from SAP Security Patch -
August 2020

August 19, 2020
Online

Drive Productivity with Intelligent RPA

August 19, 2020
Online

ASUG Express: SAP Integration Essentials

August 20, 2020
Online

15
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.
Hosts of the Security Notes Webinar

DSAG AK Security & Vulnerability Management

Regular schedule:
Thursday in the week after the patch day
14.00-15:00 CET

Calendar:
https://www.dsaq.de/arbeitsgremien/ak-identity-management-security/veranstaltungen

© 2021 SAP SE. All rights reserved. 16
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Hosts of the Security Notes Webinar

SAP Enterprise Support Academy
Regular schedule: E
Thursday in the week after the patch day —
10:00-11:00 CET

Updates from the last SAP Security Pa...
(EXPERT_LED SUP_EBW_0650_1906)

Calendar:
Updates from the last SAP Security Patch Day

© 2021 SAP SE. All rights reserved. 17


https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy.html
https://accounts.sap.com/saml2/idp/sso?sp=https://www.successfactors.eu/learninghub&RelayState=%2Fsf%2Flearning%3FdestUrl%3Dhttps%253a%252f%252fsaplearninghub%252eplateau%252ecom%252flearning%252fuser%252fdeeplink%255fredirect%252ejsp%253flinkId%253dCATALOG%255fSEARCH%2526sbArSel%253d%2526keywords%253dSUP_EBW_0650_1906%2526selKeyWordHeader%253dSUP_EBW_0650_1906%2526catSel%253d%2526srcSel%253dESAC%2526delMthSel%253d%2526ILDateFrm%253d%2526ILDateTo%253d%2526ILBlend%253d%2526ILSchd%253d%2526fromSF%253dY%26company%3Dlearninghub

N
SAP Learning Hub Edition for SAP Enterprise Support

Preparation if the user has no access to the SAP Enterprise Support catalogue yet.

Even if the user has access to another catalogue in the SAP Learning Hub, a one-time sign up per S-User
IS mandatory.

How to sign up for the Support Edition:

Get the most out of your enablement experience!

Navigate to the sign up page

As an SAP Learning Hub user, your learning extends to full browsing
through featured and recommended content of the award winning

CIle the Slgn Up button Authenticate yourself Wlth SAP Enterprise Support Academy program, with a customizable
. ) . learning plan.
your S-User. Upon first access, the system will check

your eligibility, create a new SAP Learning Hub user, [ sinup

and populate your learning catalog respectively. (S-user ID required)

Within two hours, you will then receive a registration confirmation via e-mail and access to the
catalogue is granted.

How to guide: How to sign up for the SAP Learning Hub Edition for SAP Enterprise Support

© 2021 SAP SE. All rights reserved. 18


https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy/learn.html
https://wpb101101.hana.ondemand.com/wpb/wa/wa_esa/~tag/published/index.html?show=project!PR_9712A06E7F284A2:demo&sap-outbound-id=7405FA8C0FE0A43730C30C45EFF315FADF71A1DB&smc_campaign_id=0000009706#3?show=project!PR_9712A06E7F284A2:demo

SAP Learning Hub Edition for SAP Enterprise Support

Direct access to SAP Learning Hub (Login with your S-User ID) [ R

Find Courses: “Updates from the last SAP Security Patch Day”
or code: SUP_EBW 0650 1906

-

Enterprise Support Academy

How to Guide:
Reqister for, withdraw and join the Meet the Expert live Session or recording Updates from the last SAP Security Pa...

(EXPERT_LED SUP_EBW_0650_1906)

© 2021 SAP SE. All rights reserved. 19


https://esasupportportal.hana.ondemand.com/esa2
https://wpb101101.hana.ondemand.com/wpb/wa/wa_esa/~tag/published/index.html?library=library.txt&show=book!BO_5AC4AF6C335FD48B

SAP Learning Hub Edition for SAP Enterprise Support

Register to course

“Updates from last SAP

Security Patch Day”
SUP_EBW 0650 1906

© 2021 SAP SE. All rights reserved.

Updates from the last SAP Security Patch Day &)

mas

EXPERT_LED SUP_EBW 0650 1906
Mot yet rated
Q Instructor-led and Online Course

B4 Questions? Contact
SAP_ES_Academy@sap.com

News from the last SAP Security Patch Day.
Tips & tricks related to the last available security notes.

Goals:
« Familiarize yourself with the new security patches and their implementation
challenges

lHOUR(S) 1HOUR(5]

DURATION DURATION

2 categories more

You may also:
Save for Later > y ,
Start Course 2 |Register Now »

20



N
SAP Learning Hub Edition for SAP Enterprise Support

w Learning Content -

30 Minutes prior to session start time, please
go to your SAP Learning Hub “My Learning
Content” section and look at your “active
courses” (you can filter for “registrations”)
and the drop down next to the course should hatdo you want o LEARN today? | G0
show “join virtual session”

My Active Courses |

My Learning Content

Find Courses

EE gg Sort By Date | Priceity 7 Fils
Keyword Course name or 10 Registrations
 DUE ANYTIME ’
To watch the recording, click on the course “‘} i
link and “start course”: Updates from the last SAP Security Patch Day
R Less A
Updates from the last SAP Security Patch Day EXPERT _LED SUP_EBW_0650_1906
@ Begins 13/08/2020 % Self-Assigned

© 2021 SAP SE. All rights reserved. 21


https://accounts.sap.com/saml2/idp/sso?sp=https://www.successfactors.eu/learninghub&RelayState=%2Fsf%2Flearning%3FdestUrl%3Dhttps%253a%252f%252fsaplearninghub%252eplateau%252ecom%252flearning%252fuser%252fdeeplink%255fredirect%252ejsp%253flinkId%253dCATALOG%255fSEARCH%2526sbArSel%253d%2526keywords%253dSUP_EBW_0650_1906%2526selKeyWordHeader%253dSUP_EBW_0650_1906%2526catSel%253d%2526srcSel%253dESAC%2526delMthSel%253d%2526ILDateFrm%253d%2526ILDateTo%253d%2526ILBlend%253d%2526ILSchd%253d%2526fromSF%253dY%26company%3Dlearninghub

SAP Learning Hub Edition for SAP Enterprise Support

In case the customer forgot the S-User password, the password reset, cannot be done within
the SAP Learning Hub/ SAP SuccessFactors logon page.

The password can be reset here:
https://accounts.sap.com/ui/createForgottenPasswordMail?spld=55365985e4b07dc3abdfcl6c&targetUrl=&sourceUrl

In case the access to SAP Learning Hub is still not successful and you get redirected to the
logon page again, this can be a sign for a missing sign up. = External Sign up

How to check and change your email address W

Go to https://[support.sap.com

Frauke
dEE .. + =
1 & Frauke o
[ ]

i About

Login and click on your profile to edit
ge Subscriptions (0) What's New?

You will be redirected to the SAP Launchpad

. & User Profile
where you can check and change your email adress

8@ Manage Notifications

© 2021 SAP SE. All rights reserved. 22



https://accounts.sap.com/ui/createForgottenPasswordMail?spId=55365985e4b07dc3abdfc16c&targetUrl=&sourceUrl
https://support.sap.com/

SAP Learning Hub Edition for SAP Enterprise Support

— Forums (via Drop-down selector) o | > Overview -
Overview What's JEONE i ograms Events Ask Ques
@ Overview /& Content
3\ Feed Updates Y5 Forums

& Members [ Events

W Trash
s HElET
— Subscribe (to get updates about the webinar [ Forum Topics Last Modified ~
series) and enter the forum “SAP Security Patch NEWS on SAP Security . Subscribe
DayS” ergey oCcnukKin

https://[am2.sapjam.com/groups/nNZzUw58bEn O SAP Security Pateh Days N  subscrive |
zWfS40ZRnl1X/forums?folder_id=LTO6gw8e]8F _—
6 U 6fSSVU rm 7 D Joan Moragon SHDSCRBE
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https://jam2.sapjam.com/groups/nNZzUw58bEnzWfS4oZRn1X/overview_page/zOjvi6Ul18ZGLLxnJBhb0W
https://jam2.sapjam.com/groups/nNZzUw58bEnzWfS4oZRn1X/forums
https://jam2.sapjam.com/groups/nNZzUw58bEnzWfS4oZRn1X/forums?folder_id=LT06gw8ej8F6u6fsSVurm7

Overview

Support Portal — Security Notes Support Portal — Expert Search
https://support.sap.com/securitynotes https://support.sap.com/notes

This is a filtered list — Expert Search

— All SAP Security Notes for Document Type = SAP Security Notes
Here you can find all Security Notes Here you can find all Security Notes

Security Patch Process FAQ
https://scn.sap.com/community/security/blog/2012/03/27/security-patch-process-faq

SAP Solution Manager application ,,System Recommendations*

This is the selection of security notes (from the full list on Support Portal), which is relevant or
might be relevant for a specific technical system (ABAP, Java, HANA, etc).

Notes which are not shown here are not relevant for this system.

RSECNOTE and the corresponding chapter in the EWA show a small — and old — selection of security notes only.
Do not use RSECNOTE anymore - its content is outdated and incomplete - use System Recommendations!

© 2021 SAP SE. All rights reserved. 24
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-
TechEd Recording

SEC104 - Security Notes, System Recommendations and Business Process Change Analyzer

http://events.sap.com/teched/en/session/13574

This sessions shows how to set up a monthly patch process based on the application System
Recommendations in SAP Solution Manager 7.1. See the integration with the usage procedure logging
(UPL) and the business process change analyzer (BPCA) to identify business processes which might
get affected by the implementation of security notes.

The presentation is based on the standard slide deck at https://support.sap.com/sos

— COoE Security Services - Security Patch Process

In the Media Library you find the monthly updated SAP Security Notes Advisory, too.

© 2021 SAP SE. All rights reserved. 25


http://events.sap.com/teched/en/session/13574
https://support.sap.com/sos
https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-services/sap-security-optimization-services-portfolio/AGS_Security_Patch_Process.pdf
https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-services/sap-security-optimization-services-portfolio/SAP_Security_Notes_Advisory.zip

Question from ASUG:

We are having integrated webdispatcher configured in ASCS and we are trying to update
webdispatcher and message server parameters in ASCS profile. For Example 2ADISCL and
2AAUDIT.

How can we monitor ASCS profile changes through configuration validation in solman ?

© 2021 SAP SE. All rights reserved. 82
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-
Topics April 2021

Active Cyberattacks on Mission-Critical SAP Applications — Report from Onapsis

Note 3017823 - Information Disclosure in SAP Solution Manager

Note 3040210 - Remote Code Execution vulnerability in Source Rules of SAP Commerce

Note 3036436 - Potential XXE Vulnerability in SAP Process Integration (ESR Java Mappings)
Note 3039649 - Unquoted Search Path in SAPSetup

Note 3036679 - Update 1 to Security Note 1576763: Potential information disclosure relating to
usernames

Recordings:
DSAG (German)
ASUG
SAP Learning HUB

© 2021-04 SAP SE. All rights reserved. 84



https://launchpad.support.sap.com/#/notes/3017823
https://launchpad.support.sap.com/#/notes/3040210
https://launchpad.support.sap.com/#/notes/3036436
https://launchpad.support.sap.com/#/notes/3039649
https://launchpad.support.sap.com/#/notes/0003036679
https://www.dsag.de/veranstaltungen/2021-04/ak-security-vulnerability-management-online-session-diskussion-zu
https://www.asug.com/events/security-patch-day-april-2021

Active Cyberattacks on Mission-Critical SAP Applications
https://onapsis.com/active-cyberattacks-mission-critical-sap-applications

Note - Disabling invoker servlet CVE-2010-5326 Critical Jul 20, 2011
Note - Directory traversal in AS Java Monitoring CVE-2016-3976 High Mar 8, 2016
Note - Potential information disclosure relating to SAP Web Administration Interface

CWE-200 Medium Mar 07, 2016
Note - Denial of service (DOS) vulnerability in BPM CVE-2016-9563 Medium Aug 08, 2016
Note - Directory Traversal vulnerability in Internet Sales CVE-2018-2380 Medium Feb 13, 2018
Note - Missing Authentication Check in SAP Solution Manager  CVE-2020-6207 Critical Mar 10, 2020
Note - Multiple Vulnerabilities in SAP NetWeaver AS JAVA (LM Configuration Wizard)

CVE-2020-6287 Critical Jul 14, 2020
Note - Disable/Enable LM Configuration Wizard | Critical API's in LM Configuration Wizard

Protecting Standard Users

about CTB_ADMIN see also:

CWE-307 Ciritical

Troopers 2016: An easy way into your multi-million dollar SAP systems: An unknown default SAP account
https://troopers.de/events/troopers16/603 an easy way into your multi-million dollar sap systems an unknown default sap account/

© 2021-04 SAP SE. All rights reserved.
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https://onapsis.com/active-cyberattacks-mission-critical-sap-applications
https://launchpad.support.sap.com/#/notes/1445998
https://launchpad.support.sap.com/#/notes/2234971
https://launchpad.support.sap.com/#/notes/2258786
https://launchpad.support.sap.com/#/notes/2296909
https://launchpad.support.sap.com/#/notes/2547431
https://launchpad.support.sap.com/#/notes/2890213
https://launchpad.support.sap.com/#/notes/2934135
https://launchpad.support.sap.com/#/notes/2939665
https://help.sap.com/viewer/12a2bc096c53101493cef874af478673/7.0.37/en-US/3ecdaccbedc411d3a6510000e835363f.html
https://troopers.de/events/troopers16/603_an_easy_way_into_your_multi-million_dollar_sap_systems_an_unknown_default_sap_account/

Note 1445998 - Disabling invoker servlet 01605

2015-10
System Management Analysis Deploy and Change
Overview B Administration B Monitoring B Configuration
. 1 System Properties History: |System Properties v | Back
Solution from 2010 Detailed Navigation [~ Configurations Sm
= Overview
= Application Modules
Good news: The Invoker Servlet has been - fepicen Resaurces Name
disabled by default as of release 7.20. + Logon Groups e ——
: f;:tzn;n:r;uﬁ:::ns * Global server configuration
- SPNEGO Configuration Wizard b Instance 1D81577
. ] = Trusted Systems Details Slm
But: In case of older systems —including - Sesinatons -y =T
some double stack systems — you have
to disable the vulnerable feature manually. w“a’“e sarip Hose |
security core
Check via Configuration Validation e o
Configuration Item: EnableInvokerServletGlobally Extended Details EE
. . . , Properties
Conflg uration Store :servle t—j SP [ Display All Values || Modify || Restore to Default
Baseline Target System: 1 JNOTEST o Name ‘va'ue |
F R U N POI'CV BRI 2_S YSTEM-J. <xm1l EnablelnvokerServietGlobally false

© 2021-04 SAP SE. All rights reserved. 86


https://launchpad.support.sap.com/#/notes/1445998
http://help.sap.com/saphelp_nw70ehp2/helpdata/en/bb/f2b9d88ba4e8459e5a69cb513597ec/frameset.htm
https://github.com/SAP-samples/frun-csa-policies-best-practices/tree/master/BaselinePolicies/SOS/v2.2/JAVA_ALL

-
Note - Directory traversal in AS Java Monitoring

Solution via Support Package

© 2021-04 SAP SE. All rights reserved. 87


https://launchpad.support.sap.com/#/notes/2234971

.
Note - Potential information disclosure relating to SAP Web
Administration Interface 2016-03

Configuration:

Deactivate support of public monitoring information in the web administration interface.
Set the subparameter ALLOWPUB of the profile parameter icm/HTTP/admin <xx> to FALSE.

Then, access to administration pages without a logon is deactivated completely.

Check via Configuration Validation

Configuration Store: ABAP_ INSTANCE PAHI respective ABAP INSTANCE PAHI ENH
Configuration Item: icm/HTTP/admin*
Check value to contain sub-parameter ALLOWPUB=FALSE

Baseline Target System (but not for this sub-parameter): 2ADISCL
FRUN Policy (but not for this sub-parameter): BL2 DISCL-A.xml

Related Notes:
Note - Security note for SAP Web Dispatcher
Note 2260323 - Internet Communication Manager (ICM) 7.20 security settings

© 2021-04 SAP SE. All rights reserved. 88



https://launchpad.support.sap.com/#/notes/2258786
https://github.com/SAP-samples/frun-csa-policies-best-practices/tree/master/BaselinePolicies/SOS/v2.2/ABAP_SYSTEM
https://launchpad.support.sap.com/#/notes/870127
https://launchpad.support.sap.com/#/notes/2260323

-
Note - Denial of service (DOS) vulnerability in BPM

Solution via Support Package

© 2021-04 SAP SE. All rights reserved. 89


https://launchpad.support.sap.com/#/notes/2296909

-
Note - Directory Traversal vulnerability in Internet Sales

Solution via Support Package

© 2021-04 SAP SE. All rights reserved. 90


https://launchpad.support.sap.com/#/notes/2547431

-
Note - Missing Authentication Check in SAP Solution 202011

Manager 20203

Single Service Administr...  resiore Defau Solution via Support Package

e Sumport Detars Workaround: ManL_JaI activation of_ |
EemAdmin authentication as a partial fix.

Details about EemAdminBeanPort Service Endpoint

Service Definitions Consumer Proxies

Search Browse

Edit || Save || Cancel |

Eind- | EemAdmin | searchby:|WSDL Port Type N... General -~ Security Web Service Addressing

Transport Protocol

Details about service definition "EemAdmin™ e HTTP
HTTPS
Runtime  DesignTime Authentication
EemAdmin Endpoints HTTP Authentication Message Authentication
New || Delete DUser ID/Password User ID/Password
e X_509 Client Certificate
[C)cogon Ticket SAML Assertion

W

EemAdminBeanPort

© 2021-04 SAP SE. All rights reserved. 91


https://launchpad.support.sap.com/#/notes/2890213

.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard) 202009

2020-08

2020-07
At once: Deactivate on all application servers the aliases CTCWebService ctc/core
ctcprotocol respective application te~lm~ctc~cul~startup app
and validate that service CTCWebService is offline as described in KBA 2939665

. Implement firewall rules for URL blocking as described in note 1589525
or develop filter rules for administrative requests according to note 451753

Short time: Implement the patch for Software Component LMCTC as described in the note.

The patch does not depend on any other component and you can it deploy online (without

downtime or restart) using telnet (see KBA 1715441) or if possible SUM (see Blog and Note 1641062).

Software Download Example:
https://launchpad.support.sap.com/#/softwarecenter/search/LM%2520CONFIGURATION%2520WIZARD%25207.50

Scheduled: Schedule a combined update of all Java components. You can take the time for
preparation, if you have deactivated the vulnerability described by this note.

© 2021-04 SAP SE. All rights reserved. 92


https://launchpad.support.sap.com/#/notes/2934135
https://launchpad.support.sap.com/#/notes/2939665
https://launchpad.support.sap.com/#/notes/1589525
https://launchpad.support.sap.com/#/notes/1451753
https://launchpad.support.sap.com/#/notes/1715441
https://blogs.sap.com/2017/12/04/upgrade-single-java-component-patch-level-using-sum-tool/
https://launchpad.support.sap.com/#/notes/1641062
https://launchpad.support.sap.com/#/softwarecenter/search/LM%2520CONFIGURATION%2520WIZARD%25207.50

.
Protecting Standard Users

EarlyWatch Alert Solution Finder in Support Portal Launchpad
https://launchpad.support.sap.com/#/ewasolutionfinder

@ 6 Systems Default Passwords of Standard Users (Security — ABAP Stack)
Standard users including SAP* or DDIC have default password

Prof.Param
login/no_automatic user sapstar 1
Report RSUSR003 SO/ A0 SIEREEUC e S
Client User Lock Password Status Reason
000 DDIC ' Exists; Password not trivial.
SAP* £ Exists; Password not trivial. Locked
SAPCPIC Does not exist.
Check via Configuration Validation TMSADM & Exists; Password not trivial.
_ _ 001 DDIC 5" Exists; Password not trivial.
COﬂfIgUI'atIOH Store: STANDARD_USERS SAP* Does not exit. Logon not possible. See SAP Note 2383
Baseline Target System: 1ASTDUSR AR NS NIOL W
TMSADM Does not exist.

FRUN Policy: BL2 STDUSR-A.xml

© 2021-04 SAP SE. All rights reserved. 93



https://launchpad.support.sap.com/#/ewasolutionfinder
https://github.com/SAP-samples/frun-csa-policies-best-practices/tree/master/BaselinePolicies/SOS/v2.2/ABAP_APPLICATION

Note 3017823 - Information Disclosure in SAP Solution Manager

_________________________________________________________

_________________________________________________________

The ABAP correction instruction already solves the
vulnerability of the RFC enabled function modules by
clearing the critical data.

CALL METHOD CL_DIAGSTP _WILYEM UTILS=>GET_ISEMS
IMPORTING
EX_EM5 = EX_ISEM5.
*333>» START OF DELETION <<<<<
*»22>» END OF DELETION <<<<<<<

*3»2»>> START OF INSERTION <<<<<
LOOP AT ex isems ASSIGMING FIELD-SYMBOL(<fs_isem:).
|cLEAR <f= isemz-users.|
EMDLOOP .

In addition you find references to normal, functional
corrections for software component LM-SERVICE.
These corrections are not directly linked to the security issue.

222> END OF INSERTION <<<<<<

LM-SERVICE | LM-SERVICE | LM-SERVICE [LM-SERVICE| LM-SERVICE
Referenced notes 7.20 SP 8 7.20SP 9 7.20 SP 10 7.20 SP 11 7.20 SP 12
Patch 27 Patch 21 Patch 13 Patch 7 Patch 1

3028401 - Improve Logging for SMDA Connection Issues X X X X X
3023350 - Solution Manager Introscope Integration Change X X X X X
3010560 - Entries at HostAgentMonitoring Webservice are Missing patch 26 X X X X
3009666 - Solution Manager Corrections X X X X

2997708 - Support Solution Manager Java Servers Without a P4S Port patch 11 X

2979821 - Protect Webservices Defined by .wsdef Files - X X X
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.
Note 3040210 - Remote Code Execution vulnerability in Source

Rules of SAP Commerce

Version 17 from 13.04.2021 is the first published version.

SAP Commerce installations that do not include any extensions

from the Rule Engine module are not affected.

An installation is directly affected if you grant write privileges on
such Source Rules to employees, who shall not be able to
execute script code in SAP Commerce. But of course you
always should keep installed software up to date.

The patch itself was publish on 15.04.2021.:

) R - Release Change
Mame Patch Level File Type File Size Date Date
CXCOMM201100P_5-70005693.ZIP
- 5 ZIP 1520342 KB _15.(}4_2[]21 15.04.2021
Patch for CX COMMERCE 2011 SPOO
CXCOMM201100P_4-70005693.ZIP
4 ZIP 1493390 KB  09.03.2021 09.03.2021

Patch for CX COMMERCE 2011 SPOO
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ruleengine-module |
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L 4
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.
Note - Potential XXE Vulnerability in SAP Process

Integration (ESR Java Mappings)

This is a knowlege-sharing note about securing custom-made Java mappings for XML
documents by disabling DTD:
setFeature ("http://apache.org/xml/features/disallow-doctype-decl"”, true)

The topic is relevant for any kind of Java programs using XML, e.g. in products like SAP PO,
MIl Workbench, etc.

Java mapping

Securing parsers, schema validation and transformer

Related note about securing against XXE in SAP standard content:
Note 2932473 - Information Disclosure in SAP NetWeaver (XMLToolkit for Java)
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.
Note 3036436 - Potential XXE Vulnerability in SAP Process

Integration (ESR Java Mappings)

Applications might require relaxed rules:

KBA 2879503 - AS Java is not getting started with exit code 2150 - DOCTYPE is disallowed
(Issue during upgrade)

Other applications work fine but show unnecessary log entries:

KBA 2629349 - How to stop the message generated from
org.apache.tomcat.util.digester.Digester in SMP server log

KBA 2440311 - Error message DOCTYPE is disallowed
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-
Note - Clickjacking vulnerability in Runtime Workbench of

SAP Process Integration

The correction of the note enables a specific application of SAP Process Integration to use the
general Clickjacking Protection for JSP on the Application Server Java

Related Notes:

Note - Clickjacking Framing Protection in JAVA
Note 2170590 - Central Whitelist maintenance & activation
Note 2263656 - HTMLB

Note 2290783 - Java Server Pages

Check configuration using Transaction CCDB
Configuration Store: Clickjacking
Configuration Item: ClickjackingProtectionService

Landscape Component Version Store Name Element Status Element Class Element Name Element Value
" Java Instance ( FBJ~JAVA~dcifbj_FBJ_04 ) J2EE ENGIME SERVERCORE 7.50 Clickjacking Initial (Current) Table Row |Clin::kjackingProtectionSewice true I
=F Java Instance ( PO1~JAVA~nced60229921a_P0O1_00) J2EE ENGIME SERVERCORE 7.31 Clickjacking Initial (Current) Table Row ClickjackingProtectionService false

g4 Java Technical System ( PO1~JAVA ) J2EE ENGIMNE SERVERCORE 7.31 Clickjacking Initial (Current) Table Row ClickjackingProtectionService false
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https://launchpad.support.sap.com/#/notes/2286679
https://launchpad.support.sap.com/#/notes/2170590
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Note - Unquoted Search Path in SAPSetup

Application Component BC-FES-INS

INSTALLATION SERVER
—

Browse to a shared network directory or to an empty directory on your hard drive that can be shared.

Setup and Administration of the central Installation Server S

w < Back Verify ‘ CCCCCC |

SAP GUI Packaging and Installation

SAP Frontend Installation Guide
https://help.sap.com/doc/2e5792a2569b403da415080f35f8bbf6/760.05/en-US/sap frontend inst quide.pdf

SAPSetup Guide
https://help.sap.com/doc/1b770fc9e71e4062851ffe7del58007d/9.0.105.0/en-US/SAPSetup Guide.pdf
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.
Note - Update 1 to Security Note 15/6/63: Potential

Information disclosure relating to usernames

This is a secure-by-default story:

Note introduced a switched authorization check for TH_USER_LIST in Oct. 2011

Release 4.6C — 7.20: Off by default but you can activate the new check

Release 7.30: Off by default but you couldn’t activate the new check
This is now solved with Note 3036679

Release 7.31: On by default but you can de-activate the new check

Higher releases: Always on (the switch was removed)

More interesting question: Who is still running systems on 7.307?
End of Mainstream Maintenance: 31.12.2020
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Topics March 2021

Blogs: Java Parameter service/protectedwebmethods
Blogs: RFC Gateway security
Note 3017378 - Possible authentication bypass in SAP HANA LDAP scenarios

Note 3022622 - Code injection vulnerability in SAP Manufacturing Integration and Intelligence
Note 3022422 - Missing Authorization Check in SAP NetWeaver AS JAVA (MigrationService)

How to secure P4 on AS Java

Note 2574394 - Configure Diagnostics Agents with check for Client Certificate

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://launchpad.support.sap.com/#/notes/0003022622
https://launchpad.support.sap.com/#/notes/3022422
https://launchpad.support.sap.com/#/notes/2574394
https://www.dsag.de/veranstaltungen/2021-03/ak-security-vulnerability-management-online-session-diskussion-zu
https://www.asug.com/events/security-patch-day-march-2021

-
Blogs: Java Parameter service/protectedwebmethods

Blogs by Johannes Goerlich:

Go for service/protectedwebmethods = ALL first

Protecting web methods offered by SAP Instance Agent
https://blogs.sap.com/2021/02/22/protecting-web-methods-offered-by-sap-instance-agent

Protecting web methods offered by SAP Host Agent
https://blogs.sap.com/2021/02/22/protecting-web-methods-offered-by-sap-host-agent

Profile Parameters:
service/protectedwebmethods
service/hostname service/http/hostname service/https/hostname
service/http/acl file service/https/acl file

service/admin users service/admin group service/sso admin user <xx>
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https://blogs.sap.com/2021/02/22/protecting-web-methods-offered-by-sap-instance-agent
https://blogs.sap.com/2021/02/22/protecting-web-methods-offered-by-sap-host-agent

.
Blogs: RFC Gateway security

Registered RFC server program

Blogs by Johannes Goerlich: Application server

TAX RFC Gateway ABAP/Java

register TP
consume 3
REGINFO RFC client

RFC Gateway security

Part 1: General questions about the RFC Gateway security

Part 2: reqinfo ACL in detall

Part 3: secinfo ACL in detall Started external RFC Servers

Application server

Any host RFC Gateway ABAP/Java

Part 4: prxyinfo ACL in detall

run
executable SECINEO RFC client

Part 5: ACLs and the RFC Gateway security — e

Part 6: REC Gateway Logging
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https://blogs.sap.com/2021/01/29/rfc-gateway-security-part-3-secinfo-acl/
https://blogs.sap.com/2021/02/01/rfc-gateway-security-part-4-prxyinfo-acl/
https://blogs.sap.com/2021/02/03/rfc-gateway-security-part-5-acls-and-the-rfc-gateway-security/
https://blogs.sap.com/2021/02/05/rfc-gateway-security-part-6-logging/

-
Note 3017378 - Possible authentication bypass in SAP HANA LDAP

scenarios

LDAP Servers used for authentication should not allow unauthenticated authentication

Overview (Dec 2018) Product Can be disabled Disabled by default
Red Hat Directory Server  Yes Yes
penLDAP Yes Yes
Novell eDirectory Yes No
racle/Sun Directory Server Yes Yes
Microsoft AD LDS/ADAM Yes* (Server 2019+) No
Microsoft Active Directory  Yes* (Server 2019+) No

Apache is not affected
https://directory.apache.org/apacheds/advanced-ug/4.1.1.3-unauthenticated-authn.html

LDAP: Disable Unauthenticated Auth, but keep Anonymous Auth (May 2015)
https://community.microfocus.com/t5/eDirectory-User-Discussions/LDAP-Disable-Unauthenticated-Auth-
but-keep-Anonymous-Auth/td-p/2200547

AD, LDS and LDAP unauthenticated binds: A series of unfortunate security events (Jan 2017)
https://blog.lithnet.io/2017/01/ad-lds-and-ldap-unauthenticated-binds.html

Disabling Unauthenticated Binds in Active Directory (Dec 2018)
https://blog.lithnet.io/2018/12/disabling-unauthenticated-binds-in.html
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https://www.novell.com/support/kb/doc.php?id=3449660
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-
Note 3022622 - Code Iinjection vulnerability in SAP Manufacturing

Integration and Intelligence

SAP MIl allows developer users having at least role SAP XMII Developer to create dashboards

(which is a kind of limited development activity).
Such a developer could attack the system by injecting malicious JSP leading e.g. to remote OS code

execution on the server.
Use strict separation between development and production systems

Reduce assignments to role SAP_XMII Developer, SAP XMII Administrator, and
SAP XMII Super Administrator in production systems
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-
Note 3022622 - Code Iinjection vulnerability in SAP Manufacturing

Integration and Intelligence

SAP MIl - Security Guide

Authorizations
https://help.sap.com/viewer/9e5b0e960a9f49828522215c3falde71/15.4/en-US/c1eb0758e9219244e10000000a4450e5.html
Roles SAP_XMII Developer, SAP XMII Administrator, and SAP XMII Super Administrator

Actions for Permissions
https://help.sap.com/viewer/d70c3ac3566b41dd896cd7cecc94el14a/15.4/en-US/4c9768bdc14d60c3e10000000a15822d.html
Actions XMII SSCE_ALL, XMII SSCE_CHANGE, ...

SAP MIl Self Service Composition Environment
,Create dashboards using any SAP MII content (Query Templates, Display Templates, MDO/KPI
Objects, and Resource Files), Ul elements, and tags from Plant Information Catalog.”

“The Source Code tab (html, css, and client-side Javascript) is hidden by default. Only users assigned
with action XMII SSCE_ DEVELOPER can edit the source code.”
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-
Note 3022622 - Code Iinjection vulnerability in SAP Manufacturing

Integration and Intelligence

What else? Here is a sample from the guideline:

Connections (remote calls)
https://help.sap.com/viewer/d70c3ac3566b41dd896cd7cecc94el4a/l5.4/en-US/4c72e07¢ce631469ee10000000a15822d.html

and

MDO Lifecycle (jobs)
https://help.sap.com/viewer/d70c3ac3566b41dd896cd7cecc94el4a/l15.4/en-US/4cc8daa98e9b60c5e10000000a15822d.himl

use the

Credential Store
https://help.sap.com/viewer/d70c3ac3566b41dd896cd7cecc94el4a/15.4/en-US/4c983ef0311160c4e10000000a15822d.html

You can verify role assignments and usage of these technical users with stored credentials.
(There exist a special “Usage” tab.)
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.
Note 3022422 - Missing Authorization Check in SAP NetWeaver AS

JAVA (MigrationService)

Do you need to run a full Support Package update via SUM or is it sufficient just to apply
patches?

,As a final solution, you have to patch your systems with a new version of the J2EE-APPS.SCA,. ...
NOTE: This solution is an offline deployment that requires a restart of your systems.”

Note 2886099 - FAQ for SAP Note 3022422

“3. Is it possible to upgrade J2EE-APPS only or should the whole stack be upgraded?
J2EE-APPS should be applied together with all its dependencies according to "SCA Dependency
Analysis" tool.”

You find the "SCA Dependency Analysis" in the SAP Support Portal when you navigate to the
download page for Java packages.

See Note 1974464 - Information on SCA Dependency Analysis for Java download objects
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Note 3022422 - Missing Authorization Check in SAP NetWeaver AS

JAVA (MigrationService)

https://apps.support.sap.com/sap(bD1lbiZiPTAwWMOQ==)/support/swdc/notes/index.do?cvnr=73554900100200001504&support package=SP015&patch level=000014

J2EE ENGINE APPLICATIONS 7.50 - SP015: Select Files for Download

[l 4dd to Download Basket | ] Maintain Download Basket | [ Select All | [ Desslect All|

File type Instantiation Download Object

[0 sca # 0S independent J2EEAPPS15F 15-80000576.5CA

Title

Info File File Size (KB} Last Changed SCA Dependency

$P15 Patch15 for JZEE ENGINE APPLICATIONS 7.50 [nio 7263 10.03.2021

o

Software Component Version

J2EE ENGINE BASE TABLES 7.50
J2EE ENGINE FACADE 7.50

J2EE ENGINE SERVERCORE 7.50
MESSAGING SYSTEM SERVICE 7.50

Support Package
SP015
SP015
SP015
SP015

Min. Patch Level
000002
000002
000034
000032

The following objects are recommended with minimum patch level due to potential dependencies for the download request:

Download

-
@
&
@

Example for J2EE ENGINE
APPLICATIONS 7.50 SP 15

Several other packages are
required (if installed)
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The following objects are recommended with minimum patch level due to potential dependencies for the download request:

Software Component Version

ESR 7.50

JZEE ENGINE APPLICATIONS 7.50
NwW DEVELOPER STUDIO 7.50

Pl GUI LIERARY 7.50
SOAMONITORS BASIC 7.50

XIADAPTER FRAMEWORK 7.50

XI CONNECTIVITY SE 7.50
XITOOLS 7.50

Support Package
SP015
SP015
SP015
SP015
SPD15
SP015
SP015
SF015

Min. Patch Level
000010
00003
0oo0e
000003
000004
000057
000003
000017

Download

B A& KA K

110


https://launchpad.support.sap.com/#/notes/3022422
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=73554900100200001504&support_package=SP015&patch_level=000014

.
Note 3022422 - Missing Authorization Check in SAP NetWeaver AS

JAVA (MigrationService)

What about the workaround?

The workaround within SAP note 3030298 is sufficiently protecting the system till the next
system restart, but during the next startup of the system the system becomes vulnerable again
for the time until the deployed service is running.

That is why you should apply the permanent solution as per SAP note 3022422 the latest during
the next system restart.

You can use Maintenance Planner to download only the required patches for your system without
generating a stack xml file.

You can also use 'SAP NW Java Support Tool' to calculate dependencies as per KBA 2352717.
see KBA1715441 - Deploy/Undeploy/Force Redeploy EAR/SDA/SCA files on SAP AS JAVA
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How to secure P4 on AS Java

TCP/IP Ports of All SAP Products: htitps://help.sap.com/viewer/ports

. . Internet Demilitarized Zone Intranet
P4 / P4S is only required locally on the Java (bwz) DeployTool | |
server respective in Visual Administrator Web Clnt H shell Admin | [ g A% dava Cluster
/| Adminigtrator
and Dep|0y TOOlS '%’::; _g?‘// Admin Tools User Persistence Store
\ | Application | // AS-Java | AS-ABAP
, Gateway 2, / <
. -
Do not expose P4 and P4S on internet “Wenriten | 0 =" ==
?}N 8 1l ————>  Directory
e l
=
Block or restrict P4 and P4S on network 5 > Database
level between user zone and server zone . o
=
Communication Protocols: E SDl_VI_Se_nier )
- I _—
Lbar SDM GUI ’;ﬁgfm \Q‘P
- HTTP )
. RFC SDM Clients
— JDBC S
|| Web Application Database SAP System
) Backend Systems

Transport Layer Security
https://help.sap.com/viewer/2f8b1599655d4544a3d9c6d1a9b6546b/7.03.28/en-US/46875b4243fadc54e10000000a155106.html
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How to secure P4 on AS Java

TCP/IP Ports of All SAP Products: htitps://help.sap.com/viewer/ports

) . Internet Demilitarized Zone Intranet .
P4/ PAS is only required locally on the Java (owz) - AS Java Cluster
server respective in Visual Administrator Application NetWeaver
d D | T | Clients Administrator
an ep Oy 00lIs ‘9% 1‘3 Admin Tools User Persistence Store
SAP Application |
NetWeaver :TS Gateway 2 ?go (e
. Administrat 1 N
Do not expose P4 and P4S on internet | | CWennen” IN sy
£ —————  Directory
Block or restrict P4 and P4S on network ’ Database
level between user zone and server zone N
= -
I o ‘6
Communication Protocols: ‘% -
\ N 43&
- P4 . .
— Lose ey N
— HTTP N
— RFC e =
JDBC L Webéll?;:'t‘;atw" Database SAP System
(AP, non-SAP) Backend Systems

Transport Layer Security
https://help.sap.com/viewer/2f8b1599655d4544a3d9c6d1a9b6546b/7.5.19/en-US/46875b4243fadc54e€10000000a155106.html
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How to secure P4 on AS Java

KBA 1770585 - How to configure SSL on the AS Java

KBA 2268643 - How to configure the P4S port with Solution Manager 7.2

KBA 2267534 - How to remove the P4 P4S properties in the Java stack of Solution Manager 7.2

Note 2322555 - Connect the Diagnostics Agent to Solution Manager 7.2 using SSL

KBA 2419031 - How to configure the P4S port for the J2ee NetWeaver Application Server

Note 2458281 - Diagnostics Agent P4S via SAProuter

KBA 2511578 - How to configure the P4S in the AS Java 7.0X

Security Note 2574394 - Configure Diagnostics Agents to Check the Solution Manager Server Certificate

Diagnostics Agent Connectivity in Solution Manager 7.2
https://wiki.scn.sap.com/wiki/x/r4htGw

Diagnostics Agent 7.2 Troubleshooting
https://wiki.scn.sap.com/wiki/x/5sviGg
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Note 2574394 - Configure Diagnostics Agents with check for Client

Certificate

Solution Manager Workcenter “SAP Solution Manager Administration”

— Agents Administration

— Agent Admin

Agent Administration

itAgents B Agent Connectivity

Allows a change to be made to the connection mode of the diagnostics agent for the managing sysiem

ol Agent Security (/7] Applications Viewer

Applications Management

The SMD server has multiple nodes, so diagnostics agenis must connect using the message server.

Table Size: |Auto =

Server NamefHost Mame
di sap.corp
Lwdf sap.corp
Lwdf sap.corp
orp
di sap.corp
di sap.corp
di sap.corp
Lwdf sap.corp
widf sap.corp
widf sap.corp
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MS/P4 5L

L

s IS | IS] | S

€| 1% || &

de Application Configuration

i SAP Host Agent

Log Off

=]

&3] Refresh | [Apply for All |[ Reset for All |

MS HTTPS/P4 S5L

SAP Router

Mot configured
Mot configured
Not configured
Mot configurad
Mot configured
Not configured
Mot configurad
Mot configured
Mot configured

Mot configured

QOO OO

Apply
Apply
Apply
Apply
Apply
Apply
Apply
Apply
Apply

Reset
Reset
Reset
Reset
Resel
Reset
Reset
Reset
Reset

Reset
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Note 2622660 - Security updates for the browser control Google

Chromium delivered with SAP Business Client

Note Version SAP Business Client Release | Chromium Stable Release highest CVS? rating of.contained Secur.ity.Note CVSSv3 Base
security corrections Priority score

Version 54 from 09.03.2021 gﬁg gﬁi:gg: g::gm ;:goplﬁﬂ Chromium 88.0.4324.150 | oase Score: 9.6 (Priority Hot News) Low 0.1-3.9
Version 49 from 26.01.2021 gﬁg 23:2:: g::gz: ;:3;'&8 Chromium 87.0.4280.141 | Base Score: 9.6 (Priority Hot News) Medium 4.0-6.9
Version 47 from 22.12.2020 |SAP Business Client 7.0 PL15 |Chromium 87.0.4280.66 2??@?8?5;;;%%?%% I_IIJI??)H/I /A High 7.0-8.9
Version 46 from 10.11.2020 | SAP Business Client 7.0 PL14 | Chromium 86.0.4240.183 | Base Score: 10.0 (Priority Hot News) Hot News | 9.0-10.0
Version 44 from 13.10.2020 |[SAP Business Client 7.0 PL13 |Chromium 85.0.4183.102 E??@ig?ﬁ;i;%%g?g% :I-éo/tcl?l:yvls:)H/A:

Version 42 from 25.08.2020 |[SAP Business Client 7.0 PL12 |Chromium 84.0.4147.105 5??@?5?5;?}%%?%% r‘cgtcl?gyvls:)H/A:

Version 41 from 14.07.2020 |SAP Business Client 7.0 PL11 | Chromium 83.0.4103.97 | Base Score: 9.6 (Priority Hot News)

Version 40 from 28.04.2020 |[SAP Business Client 7.0 PL10 |Chromium 81.0.4044.92 E\??ﬁ/ig%%gi%g?g% T?Q)H/I H/As

Version 39 from 10.03.2020 gﬁﬁ gaz:gg: g::gm g:g Etgz Chromium 80.0.3087.122 | oase Score: 8.8 (Priority High)
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Topics February 2021

Note 2897141 - CVE-2020-1938 'Ghostcat' Tomcat AJP Vulnerability

Note 2992154 - SAML Assertion Signature MD5 Digest Algorithm Vulnerability in SAP HANA
Database

Java Parameter service/protectedwebmethods

Note 3014875 - Reverse Tabnabbing attack in SAP Netweaver AS ABAP, AS Java and SAP UI5
applications on multiple platforms

Note 3014121 - Remote Code Execution vulnerability in SAP Commerce (cloud & on-prem)
SAP GUI for Windows 7.70

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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.
Note 2897141 - CVE-2020-1938 'Ghostcat' Tomcat AJP Vulnerability

This note is not classified as a Security Note, even if it describes a possible security
vulnerability in Component BI-BIP-DEP

SAP BusinessObjects Business Intelligence Platform product does NOT require the use of AJP
connector, so the product itself is not affected by this vulnerability.

However, you could configure AJP on your own depending on their usage like split deployment,
reverse proxy or load balancing.

To fix this vulnerability, upgrade Apache Tomcat to a non-vulnerable version as per Apache Tomcat
documentation. If you don't use AJP and you can't upgrade Tomcat, you can disable AJP connector.

Other applications using Tomcat might be affected / not affected:

Note 2498770 - Tomcat vulnerabilities (CVE-*) NOT impacting SAP BusinessObjects Business
Intelligence Platform Xl 3.1 /4.0 /4.1 /4.2 /4.3

Note 2909840 - Apache Tomcat vulnerability aka GHOSTCAT
Note 2928570 - 'Ghostcat' Apache Tomcat AJP Vulnerability in SAP Liquidity Management for Banking
Note 2941645 - Apache JServ Protocol Vulnerability in SAP Commerce
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-
Note 2992154 - SAML Assertion Signature MD5 Digest Algorithm

Vulnerability in SAP HANA Database

MD5 digest support in SAML assertions has been removed from SAP HANA 2 with the following
revisions:

HANA 2.0 SPS04 revision 48.03
HANA 2.0 SPSO05 revision 53

With SAP HANA 1.0 revision 122.34, you can disable MD5 using a new parameter
saml signature hash types = 'shal,sha256' in global.ini

You can verify whether your SAML Identity Provider (IdP) still uses the MD5 algorithm by
activating the “authentication trace” on “debug” level as described in note 3024481.

SAP HANA: Troubleshooting Problems with User Authentication and SSO
https://help.sap.com/viewer/bed8c14f9f024763b0777aa72b5436f6/2.0.05/en-US/c6ddbbb6d97610148b5ba05d69f58528.html

Remember: After completing troubleshooting, reduce the authentication trace level back to default.
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Java Parameter service/protectedwebmethods

SAP Start Service (sapstartsrv) security
https://wiki.scn.sap.com/wiki/display/SI/SAP+Start+Service+%28sapstartsrv%29+security

sapstartsrv service parameters
https://wiki.scn.sap.com/wiki/display/Sl/sapstartsrv+service+parameters

Protected web methods of sapstartsrv
https://wiki.scn.sap.com/wiki/display/Sl/Protected+web+methods+of+sapstartsrv

Note 927637 - Web service authentication in sapstartsrv as of Release 7.00

Note 2838788 - How to verify if service/protectedwebmethods is recognized by sapstartsrv

Protected web methods
https://blogs.sap.com/2018/10/24/protected-web-methods/
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Java Parameter service/protectedwebmethods

Ju
Default . “HSt £,
SDEFAULT Uis 4

Solman Monitoring
SDEFAULT -ReadlLogFile -ABAPReadSyslog -ListLogFilesError -J2EEGetProcessList2 -J2EEGetProcessList

JAVA NWA System Overview
SDEFAULT -J2EEGetProcessList -PerfRead -MtGetTidByName

SUM
DEFAULT

Other Examples which I’ve seen:

SDEFAULT -ListLogFiles -ReadlogFile -ListLogFilesError -J2EEGetProcessList -J2EEGetThreadList2
-GetVersionInfo —-ParameterValue -PerfRead -MtGetTidByName -getTidsByName
-GetAccessPointList -GetAccessPointList2 -UtilSnglmsgReadRawdata -GWGetConnectionList
-GWGetClientList

SDEFAULT -GetProcessList -J2EEGetProcessList -J2EEGetThreadlList -GetEnvironment -GetStartProfile
-GetInstanceProperties —-GetVersionInfo -ABAPGetWPTable -GetAlertTree

SDEFAULT -ReadlogFile -ListlogFiles -J2EEGetProcesslList -GetVersionInfo -ParameterValue

SDEFAULT -ReadLogFile -ListLogFiles -GetAlertTree -GetCIMObject
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Note 3014875 - Reverse Tabnabbing attack in SAP Netweaver AS
ABAP, AS Java and SAP UI5 applications on multiple platforms

Reverse Tabnabbing vulnerabilities are attacks, where an page linked from the target page uses
the opener browsing context to redirect the target page to a phishing site.

SAP UI5 and Fiori Launchpad
Web Dynpro ABAP

SAP GUI for HTML

Business Server Pages
WebCUIF

Unified Rendering (march 2021)
Web Dynpro Java (March 2021)
HTMLB for Java (March 2021)

AS Java Start Page

© 2021-02 SAP SE. All rights reserved.

Note 3014303

Note 2974582

Note 2973428

Note 2972275

-~

Note 2994289

Note 2978151

Note 2976947

Note 2977001

Note 2965315

(&

Leqgit Page

<a href="example.com" target="_blank">

~

Browser opens
J new tab

Browser
replaces content
of original tab

Ve
Malicios Page
window.opener.location =
"https://phish.example.com”;
-
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https://launchpad.support.sap.com/#/notes/2974582
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https://launchpad.support.sap.com/#/notes/2976947
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Note 3014875 - Reverse Tabnabbing attack in SAP Netweaver AS

ABAP, AS Java and SAP UI5 applications on multiple platforms

Reverse Tabnabbing vulnerabilities are attacks, where an page linked from the target page uses
the opener browsing context to redirect the target page to a phishing site.

SAP UI5 and Fiori Launchpad Note 3014303

Web Dynpro ABAP Note 2974582

SAP GUI for HTML Note 2973428

—

Business Server Pages Note 29/2275

WebCUIF Note 2994289

AS Java Start Page Note 2965315
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Note 3014121 - Remote Code Execution vulnerability in SAP

Commerce (cloud & on-prem)

Note 3020726 - Remote Code Execution vulnerability in
SAP Commerce: FAQ

Q1: Which customers are affected?

All customers who have the SAP Commerce ruleengine

extension installed are very likely affected. Another

precondition is that customers are making use of default SAP Cloud
user accounts and user groups of SAP Commerce, or integration
have custom user accounts or user groups that have

permissions to change or create DroolsRule items.

Q2: Are customers who host SAP Commerce on premise
affected?

Yes.

Q3: Are customers of SAP Commerce Cloud affected?

Yes, customers of SAP Commerce Cloud (both CCv1l and
CCv?2) are affected. They need to take the same measures
as on premise customers, as described in the SAP
Security Note.
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Note 3014121 - Remote Code Execution vulnerability in SAP

Commerce (cloud & on-prem)

SAP Commerce - Installing and Upgrading — System Requirements
https://help.sap.com/viewer/a74589c3a81a4a95bf51d87258c0ab15/2011/en-US/8c6b9a8186691014bd8dd9635cabfaff.html

SAP Commerce Cloud Architecture
https://help.sap.com/viewer/20125f0eca6340dba918bda360e3cdfa/v2011/en-US/8b5588d8866910149d4eb5f99c75b6b4.html

“You manage your SAP Commerce Cloud deployments in the Cloud Portal, which enables you to control and monitor
all aspects of your SAP Commerce Cloud instances. Builds are fully automated. They are packaged as Docker nodes,
orchestrated by Kubernetes, and deployed on Microsoft Azure public cloud infrastructure. You have full control over
build configuration using build manifest files, and can connect your own GitHub repository to pull in any custom code
for your project at build time.”

Infrastructure Considerations for On-Prem SAP Commerce
https://www.sap.com/cxworks/article/432591793/infrastructure considerations for on prem sap commerce

Migrate to SAP Commerce Cloud
https://www.sap.com/cxworks/article/435949091/migrate to sap commerce cloud

Older security notes:

Note 2786035 - Code Injection vulnerabilities in SAP Commerce Cloud
Note 2697573 - Cross-Site Scripting (XSS) vulnerability in SAP Commerce / SAP Hybris
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=
SAP GUI for Windows 7.70

SAP GUI for Windows 7.70
https://help.sap.com/viewer/product/sap gqui for windows/770.00/en-US

What’s New in SAP GUI for Windows
https://help.sap.com/viewer/e8f03h91f99d45f4ae9d90ddf6e44b70/770.00/en-US

Note 2796898 - New and changed features in SAP GUI for Windows 7.70
https://launchpad.support.sap.com/#/notes/2796898

SAP GUI Security Module
https://help.sap.com/viewer/ca5169c2f72448eeb608cd09564ccf90/770.00/en-US

No major updates concerning security features — but a strong opportunity to review existing
security settings:

Check installed version (— slides from 2016-01)
Security Configuration (— slides from 2017-04)
Enable SNC Client Encryption (— slides from 2017-05)
Log unencrypted GUI /RFC (— slides from 2015-07)
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SAP GUI for Windows 7.70 - Chromium Edge for HTML Control

Up to Release 7.60, the SAP GUI HTML control always uses the control for Microsoft Internet
Explorer. As aresult, SAP GUI may launch an Internet Explorer window.

As of Release 7.70, SAP GUI for Windows offers to embed the Microsoft WebView?2 control
(Edge based on Chrome) https://docs.microsoft.com/en-us/microsoft-edge/webview?2

Installation required = SAP GUI Options - SAP Logon
p— Microsoft Edge WebView2 Runtime ‘,c;nda setting ‘ Interaction Design
12.02.2021 N _
v Visual Design ~  Additional Control Services
Theme Settings ] Enable additional control services
L I . . . SAP L . d Font Settings Search Provider: ‘Google v
ocal activation In ogon require Branding

Color Settings

v Interaction Design =
Keyboard Settings Browser Control:  |Edge (based on Chromium)
Internet Explorer

HTML Control

Visualization 1

Visualization 2

(This is not related to the Chromium plugin Notifications
of the SAP Business Client.) [ Control Settings |

Sound Settings
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Topics January 2021

Q&A Notes for Security HotNews

Note 2622660 - Security updates for the browser control Google Chromium delivered with SAP
Business Client

Note 2983367 - Code Injection vulnerability in SAP Business Warehouse (Master Data
Management) and SAP BW4HANA (reloaded)

Note 2986980 - Multiple vulnerabilities in SAP Business Warehouse (Database Interface)
Note 2999854 - Code Injection in SAP Business Warehouse and SAP BW/4HANA

Note 2945581 - Cross-Site Scripting (XSS) vulnerability in SAP CRM WebClient Ul

Note 3001373 - Information Disclosure in Central Order on Cloud Foundry

Note 2911103 - SE16N: Alternative edit mode

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://launchpad.support.sap.com/#/notes/2983367
https://launchpad.support.sap.com/#/notes/2986980
https://launchpad.support.sap.com/#/notes/2999854
https://launchpad.support.sap.com/#/notes/2945581
https://launchpad.support.sap.com/#/notes/3001373
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.
Q&A Notes for Security HotNews

December 2020

Note 2989075 - Missing XML Validation in SAP BusinessObjects Business Intelligence Platform (Crystal Report)

Note 2974774 - Missing Authentication Check In SAP NetWeaver AS JAVA (P2P Cluster Communication)
Note 2997167 - Missing Authentication Check In NW AS Java P2P Cluster Communication - Frequently asked questions and answers

Note 2973735 - Code Injection in SAP AS ABAP and S/4 HANA (DMIS)
Note 2985806 - FAQ for SAP Note 2973735 - Code Injection vulnerability in S/4 HANA

January 2021
Note 2999854 - Code Injection in SAP Business Warehouse and SAP BW/4HANA
Note 3006112 - Q&A for SAP Security Note 2999854

Note 2986980 - Multiple vulnerabilities in SAP Business Warehouse (Database Interface)
Note 3005196 - Q&A for SAP Security Note 2986980

Note 2983367 - Code Injection vulnerability in SAP Business Warehouse (Master Data Management) and SAP BW4HANA
Note 2999167 - Q&A for SAP Security Note 2983367

Note 2979062 - Privilege escalation in SAP NetWeaver Application Server for Java (UDDI Server)
Note 2989299 - Frequently asked questions and answers

Note 2622660 - Security updates for the browser control Google Chromium delivered with SAP Business Client
(Exception, old note which gets updated regularly.)
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Note 2622660 - Security updates for the browser control Google

Chromium delivered with SAP Business Client

Note Version SAP Business Client Release | Chromium Stable Release highest CVS? rating of.contained Secur.ity.Note CVSSv3 Base
security corrections Priority score

Version 47 from 22.12.2020 |SAP Business Client 7.0 PL15 | Chromium 87.0.4280.66 | ase Score: 7.5 (Priority High) Low 0.1-3.9
Version 46 from 10.11.2020 |SAP Business Client 7.0 PL14 |Chromium 86.0.4240.183 E{?Sﬁ/igoﬁP;%gé?“ggyggt E?}A{?/A: Medium 4.0-6.9
Version 44 from 13.10.2020 |SAP Business Client 7.0 PL13 | Chromium 85.0.4183.102 5??@?5?5;?}%%?%% r‘cgtcl?gyvls:)H/A: High 7.0-8.9
Version 42 from 25.08.2020 |SAP Business Client 7.0 PL12 | Chromium 84.0.4147.105 | 3ase Score: 9.6 (Priority Hot News) Hot News | 9.0-10.0
Version 41 from 14.07.2020 |SAP Business Client 7.0 PL11 |Chromium 83.0.4103.97 E??@ig?ﬁ;i;%%g?g% :I-éo/tcl?l:yvls:)H/A:

Version 40 from 28.04.2020 |[SAP Business Client 7.0 PL10 |Chromium 81.0.4044.92 2??@?8?5;?;%%??2% I_IIJI??)H/I ‘H/B

Version 39 from 10.03.2020 gﬁg gﬁi:gg: g::gm ?:g Etgz Chromium 80.0.3087.122 | Base Score: 8.8 (Priority High)

| SHe Busnoss INOSPL2L | Croniym r00s0is |05 S0 B0 Gty g

Version 37 from 28.01.2020 gﬁﬁ gaz:gg: g::gm g:g Etso Chromium 79.0.3945 Base Score: 8.8 (Proy A0+ /a.
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Note 2983367 - Code Injection vulnerability in SAP Business

Warehouse (Master Data Management) and SAP BW4HANA

Q&A Note 2999167

The validity of the correction instructions now covers all relevant SP levels

Support Packages

Software COmpOnent Release from SP to SP Software Component Release Support Package
SAP_BW 700 SAPKW70018 SAPKW70040 SAP_BW 700 SAPKW70041
SAP_BW 701 SAPKW70107 SAPKW70123 701 SAPKWT0124
SAP_BW 702 SAPKW70207 SAPKW70223 702 SAPKWT0224
SAP_BW 730 SAPKW73006 ALL SUPP. PACKAGES 731 SAPKWT3129
SAP_BW 731 SAPKW73107 SAPKW73128 740 SAPKWT4025
SAP_BW 740 SAPKW74002 SAPKW74024 750 SAPK-75020INSAPBW
SAP_BW 750 750 SAPK-75019INSAPBW 751 SAPK-75112INSAPBW
SAP_BW 751 751 SAPK-75111INSAPBW 752 SAPK-75208INSAPBW
SAP_BW 752 752 SAPK-75207INSAPBW 753 SAPK-75306INSAPBW
SAP_BW 753 753 SAPK-75305INSAPBW 754 SAPK-T5404INSAPBW
SAP_BW 754 754 SAPK-75403INSAPBW 755 SAPK-75501INSAPBW
SAP_BW 755 755 755 782 SAPK-78202INSAPBW
DW4CORE 100 100 SAPK-10018INDW4CORE DW4CORE 100 SAPK-10019INDWACORE
DWA4CORE 200 200 SAPK-20006INDW4CORE 200 SAPK-20007INDWA4CORE
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Note 2986980 - Multiple vulnerabilities in SAP Business Warehouse

(Database Interface)

Q&A Note 3005196

Deactivation of critical, obsolete RFC-function RSDL._DB_GET DATA BWS in software component
SAP BW which exists on all ABAP systems.

No test required, just do it

Detection: B, i is)in
. . . . *&% Object FUNC RSDL_DB GET _DATA_ BWS

Inspect Workload Statistics or Security Audit Log or use ETD = ooiccr reoser rem s

to verify that the RFC function is not called = R——————————

Manual workaround with modification: FUNCTION redl db get data bus.

Deactivate the function by yourself 555> START OF DELETION <<<<<

Manual workaround without modification: o ;;;'E;:Gﬁ};;g;j,;].;.'“;H

Check authorizations for authorization object S_RFC for e e

function RSDL_DB_GET DATA BWS as well as for -

function group RSDL o e e
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Note 2999854 - Code Injection in SAP Business Warehouse and SAP

BW/AHANA

Q&A Note 3006112

Normal function RSDRC_ITAB LOGGING gets secured in software component SAP_BW which
exists on all ABAP systems. This function is called by RFC function RSDRI_DF_ TEXT READ

No test required, just do it

Generated report Z RSDRI_DF _TXT *iS -z opject UNC RSDRC_ITAB_LOGGING
only useful for debugging purpose. L gEet R mRRRMESTRACR
*& FUNCTION RSDRC ITAB LOGGING

Detection:
Inspect Workload Statistics or Security

1 = code2-1ine = <1_comp>.

TN .

Audit Log or use ETD to verify that the S L L PR
RFC function respective the report is IF <1_s_component>-type_kind = 'C". _

REPLACE ALL OCCURREMCES OF "'"" IN 1 s code2-line WITH "*'"*' :
not called. £>5>> END OF DELETION <<<<<<

*»»>» START OF INSERTION <<<<<
IF <1 = component>-type kind = cl abap typedescr=>typekind char
OR <1 s component>-type kind = cl_abap_typedescr=>|typekind_5tr*ing|.
1l s code2-line = cl abap dyn prg-rescape quotes( 1 s codel-line ).
*»>>> END OF INSERTION <<<<<<
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.
Note 2945581 - Cross-Site Scripting (XSS) vulnerability in SAP CRM

WebClient Ul

Software component WEBCUIF exists in
various ABAP system types.

Manual instruction to delete a MIME
object before implementation via
SNOTE in the development system

Navigate to path SAP —- BC —- BSP —
SAP and use the search function,
download the file to have a backup until
Following SAP Notes are implemented in this step:
Note Action MNote Version
Implement SAP Note 2545581 6
A2
E. AppStatus  Obj. Ty. Object Message Text
V| O SMIM jquery-3.5.1.min.is New object will be created
V| OCEm SMIM current.min.js New object will be created

© 2021-01 SAP SE. All rights reserved.

ject Navigator

Ly

¥ Edit Object

|£/ MIME Repository
& s Repository Browser

ZF=Repository Information System

|_'q:5‘ P

Name

)% 4 EY

» CIAOC
» [TIWCFGW_WRAPPER
* = WCF_JQUERY
r .
1 1 current.min.js
. ﬂjquew—l.ll.l.min.ja
. | lquuew—l.lz."r.min.js
. ‘quuery-l.l.‘}.min.js
. 1jquery-3.2.1.min.js
» [TIWCF_SAVEDSEARCH
» [T sohbat_slider
» [T1sohbat_desktop
» [ Tlsohbat video
» [TISYSTEM_INFO
» CT1UIS_APC_TEST
» CTIUIS_TEST _APC

Description
ADC

Provides URL for loading jQuery files

Labact ciimmacbad samsinn ~€:0yany (2,2.4.min)
Change...

Display...

Up Ioa-::li Downloadl b

Convert to BSP

Delete...

Properties

Object Directory Entry p (ntamai use)

, ' internal use only)
Other Functions * IBAP Push Channels

UI5_TEST APC
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=
Note 3001373 - Information Disclosure in Central Order on Cloud

Foundry

Central Order service for SAP Customer Experience solutions
Purpose: Consolidate and manage your order-related data in a central cloud-based service.
This service runs in the Cloud Foundry environment.

Manual instruction to recreate binding credentials if you have created them before 04.12.2020.

Online Documentation - Central Order Service Guide — Initial Setup
https://help.sap.com/viewer/d91676a7fa624c31b7b1c526d7787e2f/Beta/en-US/227cf2f493d74fd6a996a88f29c82bee.html

Online Documentation - Central Order Service Guide — Creating Service Keys
https://help.sap.com/viewer/65de2977205¢c403bbc107264b8eccf4b/Cloud/en-US/4514a14ab6424d9f84f1b8650df609ce.html

You can use service keys to generate credentials to communicate directly with a service instance.
The service key contains the URL that you use to call the APIs of the service, the client ID, and the
client secret. Note this information, as you need it in follow-on procedures.

Service keys contain authentication- and authorization-related content and have to be handled
securely.
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Note 2911103 - SE16N: Alternative edit mode

Transaction SE16N does not offer change mode via command &SAP_EDIT anymore.

New transaction SE16N_EMERGENCY can be used instead.

Several required notes with additional manual implemementation steps

The transaction gets locked by default

" [ Favorites
You can unclock it via transaction SM01_CUS 'L SElE-N
7 SE16MN - General Table Display (ABAP)
Authorizations for S TABU DIS/S_TABU NAM * W SE16H - General Table Display (HANA]
* 37 SE16S - General Table and Value Search
with aCthlty 02= Change IS requ”ed * 3 SE165L - Field-Based Table and Value Search
* 3 SE165_CUST - Customizing: Tables and Value Search
Usage get logged, view logs via I SEL6T - Access Search Functions
report RKSE16N CD DISPLAY .j.?'..5.'.5.1.ﬁ'f"'...EW.EE@EHET....‘5.‘?!1?.’.'5‘.'.1%'9'.‘?..5.':'.[':.@*!,

7 SM01_CUS - Local App. Start Lock Maintenance
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Note 2911103 - SE16N: Alternative edit mode

Several required notes, e.q. 2787892, 2848972, 2863410, 2867757, 2879630, 2880334, 2886898,

2905486, 2911103 with additional manual implemementation steps

B

However, on higher releases give SNOTE a try first — depending on the version of SNOTE it can

MNote Version
5 CO-OM tools: Change to text table selection

CO-0OM tools: SE16M: Text tables TO0O and TOO02
SE16NM:
SE16NM:
SE16H:
SE16NM:
SE16H:
SE16NM:
6 SE16N:

2787892
2848972
2863410
2867757
2879630
2880334
2886898
2905486
2911103

BICUR S R S RS R

17
2

Short text

Hiding empty columns

FAQ: Conversion of inputs and outputs
Outer join definition improvement

Display of selection condition

Enhancemnents to join conditions

Change documents for fields of type STRING

Alternative edit mode

Component Proc. Status
Mot Relevant

CO-0OM
CO-0OM
CO-0OM
CO-OM
CO-0OM
CO-OM
CO-0OM
CO-OM
CO-OM

In Process
In Process
In Process
In Process
In Process
In Process
In Process
In Process

perform most or all of the manual steps automatically!

© 2021-01 SAP SE. All rights reserved.

Implementation State

Cannot be implemented

Can be implemented
Can be implemented
Can be implemented
Can be implemented
Can be implemented
Can be implemented
Can be implemented
Can be implemented

+ manual steps
+ manual steps

+ manual steps
+ manual steps
+ manual steps
+ manual steps
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Note 2911103 - SE16N: Alternative edit mode

USRO2: Anzeige der gefundenen Eintrige

Q& B Transaction SE16N EMERGENCY
Search in Table TSRO2 Logon Data (Kernel-Side Use)
Mumber of hits 500
Runtime 0 Maximum no. of hits koo
Insert Column |Eﬁ"@|
(S)/[s2](2) ()@@ L9) [DERIED] &)= =)@ & .|== ][] [ 42 etais] # |
"B | User Name Initial Password Valid from Valid To User Type User group Failed Lo... |Account no | Created On |Logon Logon Initial Password
EMPLOYEE Qooo0oo0oo000000a0 & Dialog 1] ] 17.04.2015  |10,09.2019  12:32:13  00000QO0O0OQOQOQO0O0OQQ00
EVIL 0000000000000000 & Nialon nlon 77.02.2017  [27.02.20M07 0 13:23:38 A000O000O0000000
FRADMIN Q00o0o00000000000
FFALUDITOR 0000000000000000 Display Change Documents
FFCONTROL_ZF  0000000000000000 —_——— — —
- == =
FFCTRL_SVLFG Q000000000000000 |g| |E”i”ﬁ| |E||El |E| |g|
FFDEMO_CHNTLE  0000000000000000 Entries fﬂund . 15 Report RKSE]. 6N CD DISPLAY
FFOEMO_OWHMER 0000000000000000 = | Tabl —— e anr E?Ia t_
able ser Name ate ime | Dt Explanation
EEIE;GNER gggggggggggggggg 20.210.104.182.523,3421430 USRO2 D019687 04.01.2021 19:25:23 - Reset failled logon counter
— == 0000000000000000 20.201.123.131.638,7188900 USRD2 [521842 23.11.2020 14:16:38 -
20.181.010.164.919,5582070 LTDX [329026 10.10.2018 18:49:19 -
e 00000000000000O0D 20.181.010.164.705,7944540 LTDX 329026 18:47:05 -
Sl 0000000000DDO00D 20.171.130.054.709,1643020 ZUSERS 307499 30.11.2017 06:47:09 -
Sl 000000000ODDO00D 20.171.129.070.234, 8127280 ZUSERS 307499 29.11.2017 08:02:34 -
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=
Note 2911103 - SE16N: Alternative edit mode

Related notes / correction notes of component CO-OM

Note 2002588 - CO-OM Tools: Documentation for SE16S, SE16SL, and SE16S CUST

Note 2906317 - SE16N: Access to CDS views

Note 2968176 - SE16H: Improvements for outer joins and having

Note 2978713 - SE16N Selection Screen does not show separators

Note 2985178 - SE1I6N_EMERGENCY: Explanation popup occurs even with no change of data

Note 3007467 - SE16H: Authorization check for execution of Join-Selections
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.
Topics December 2020

Configuration & Security Analytics (CSA) in FocusedRun

Note 2890213 - Missing Authentication Check in SAP Solution Manager (reloaded)
Note 2985866 - Missing Authentication Check in SAP Solution Manager (JAVA stack)

Note 2983204 - Multiple Vulnerabilities in SAP Solution Manager 7.2 (User Experience
Monitoring)

Note 2974330 - Unrestricted File Upload vulnerability in Java (Process Integration Monitoring)

Note 2974774 - Missing Authentication Check In SAP NetWeaver AS JAVA (P2P Cluster
Communication)

Note 2983367 - Code Injection vulnerability in SAP Business Warehouse (Master Data
Management) and SAP BW4HANA

Note 2670851 - Authority check in RSSG_ BROWSER
. : : R dings:
Note 2978768 - Inproper authentication in SAP HANA database DSA%?Z;Q?nsan)

: . ASUG
System Recommendations — Recalculation for some notes SAP Learning HUB
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https://www.asug.com/events/security-patch-day-december-2020

-
SAP Focused Run — Use Cases & High Level Architecture

Advanced Advanced Advanced Advanced Advanced Advanced Advanced Advanced

Integration User Application Configuration System Event & Alert Root Cause Analytics &

Monitoring Monitoring Management Monitoring Management Management Analysis Intelligence
(AIM) (AUM) (AVALY) (ACM) (ASM) (AEM) (ARA) (AVAY)
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Policies for the SAP Security Baseline
Template

Policy Selection

Policy Name Description v Schedule Active Exemptions

[BL 2.2] CRITICAL Authorizations - ABAP Off
[BL2 2] EI"ICF'\*FI-tiDI'I of Network Connections - ABAP Off
Off

ecurity Options Off

gn-0On - ABAP Off

- ABAP Off

BL 2 2] Baseline Policy: PROCESS - ABAP Off
BL 2.2] Protect Production System against changes — ABAP Off
BL 2.2] Protect Production System against changes — ABAP Off
BL 2.2] Information Discl Off
BL2 2] Directory Traversal Protection — ABAP Qff
age Server Security - ABAP Off

Confirm  Cancel




You can select several policies and run
them together against all connected
systems to get a complete cross-system
view.

Policy Selection

Description v Schedule Active Exemptions

[BL 2.2] CRITICAL Authorizations - ABAP Off 0
[BL 2.2] Encryption of Network Connections - ABAP Off 0
Off 0

Sing -On - P

.2] Standard Users - ABAP
[BL 2.2] Baseline Policy: PROCESS - ABAP
[BL 2.2] Protect Production m against changes — ABAP
[BL 2.2] Protect Production System against changes
[BL 2.2] Information Di ure — ABAP
[BL 2.2] Directory Traversal Protection — ABAP
[BL 2.2] Message Server Security - ABAP

Confirm Cancel



SAP Configuration & Security Analytics

Validation
Q_)
*Policy:
fo o) Systems P Check ltems Vd Systems / Checks V4
[BL 2.2] CRITICAL Authorizations - ABAP Select..
[BL 2.2] Encryption of Network Connections - ABAP 0.0% Compliance Compliance Compliance
[BL 2.2] Password Policy - ABAP W No W no H no
[BL 2.2] Standard Users - ABAP W ves W ves MW ves
Validated at 12/16/2020, 3:17:21 PM - 3 hours ago @
100.0%
Systems Systems / Checks
v Compliance Aggregated view per Policy
Checks - ltems: 119 - displayed: 119
b Display Check Filter Area ¥ L
Compliant Policy Check Check Description % Non Compliant # Non Compliant ~ # Compliant Compliance Rule
QO Ne BLZ_PROCESS-A  AUDIT-A_a3p  [p2-STANDARD] Audit Log IP address loggin... 10 0 No: ( NAME = ‘reaullog_peer_address' and NOT (VALUE =17 ) No: no item matches compliant or n...[1]
QO Ne BLZ_PROCESS-A  AUDIT-A_a.4 [p2-STANDARD] Audit Log number of selecti... 8 0 No: ( NAME = "SlotCount’ and not (lpad(VALUE, 4, '0) >= ‘00107 ) [il
Q. Ne BLZ_PROCESS-A  AUDIT-A_bl.1  [p2-STANDARD] Audit Slot for SAP* user exi... 7 0 No: EXIST:( SLOTINDEX like %" and STATUS = "X’ and UNAME = 'SAP&#*") [il
Q. Ne BL2_PROCESS-A  AUDIT-A_b1.3  [p2-STANDARD] Audit Slot for DDIC user ex... 7 0 No: EXIST:( SLOTINDEX like "% and STATUS = "X’ and UNAME = 'DDIC" ) [il
QO Ne BLZ_PROCESS-A  AUDIT-A_bl.5  [p2-STANDARD] Audit Slot for SAPCPIC use... 7 0 No: EXIST:( SLOTINDEX like %" and STATUS = "X’ and UNAME = 'SAPCPIC' ) [il
QO Ne BL2_PROCESS-A  AUDIT-A_b2.1  [p2-STANDARD] Audit Slot for CRITICAL US... 7 0 No: EXIST:( SLOTINDEX like "% and STATUS = "X’ and ( UNAME != 'SAP#* and UNAME != 'DDIC' a... [il
QO No BLZ_PROCESS-A  AUDIT-A_b2.1a  [p2-STANDARD] Audit Slot for SUPPORT or ... 7 0 No: EXIST:( SLOTINDEX like %' and STATUS = "X’ and ( UNAME like "SAPSUPPORT%' or UNAME L... [
QO No BLZ_CHANGE-A_... CHANGE-A_e.? [p3-EXTENDED] Transport Parameter VERS... 1 0 No: ( NAME = "VERS_AT_IMP" and VALUE != 'ALWAYS') [il
O Ne BLZ_CHANGE-A_... CHANGE-A_f [p2-STANDARD] Transport Parameter TLOG... 2 0 No: ( NAME = TLOGOCHECK' and VALUE != TRUE'} [il
O Ne BLZ_CHANGE-A_... CHANGE-A_g.2 [p3-EXTENDED] Transport Parameter TP_V... 2 0 No: ( NAME = TP_VERSION' and VALUE < '380'}) [il
é)

e




C m

3

B %

i«

Walidation

*Policy:

[BL 2.2] CRITICAL Authorizations - ABAP

[BL 2.2] Encryption of Network Connections - ABAP
[BL 2.2] Password Policy - ABAP

[BL 2.2] Standard Users - ABAP

Validated at 12/16/2020, 3:17:21 PM - 3 hours ago @

Systems Checks Systems / Checks

v Compliance

Checks - Items: 13

¢
System D System Type IT Admin Role
FATTMO ABAP Quality Assurance Sy...
FBTTMO ABAP Undefined
FH1ITMO ABAP Undefined
FT4ADM ABAF Production System
FT7TMO ABAP Undefined
HHATMO ABAP Production System
JDETMO ABAP Production System
QM7DLM ABAP Undefined
QPTDLM ABAF Quality Assurance Sy...
QPTSSC ABAP Undefined

Select..

Lifecycle Status

Active
Active
Active
Active
Active
Active
Active
Active
Active

Undefined

SAP Configuration & Security Analytics

Systems & Check ltems Vd Systems / Checks
0.0% Compliance Compliance
W no M ro
W ves 48.4% 5160 W ves

100.09

System Overview

Next

BL2_PROCESS-A BL2_PROCESS-A BL2_PROCESS-A BL2_PROCESS-A BL2_PROCESS-A

BL2_PROCESS-A

BL2_PROCESS-A

V4

Compliance

B No
B ves

Display Check Columns

BL2_PROCESS-A

BLZ2_PROCESS-A

AUDIT-A_a.1 AUDIT-A_a.1p AUDIT-A_a.2p AUDIT-A_a.3p AUDIT-A_a.4 AUDIT-A_a.4p AUDIT-A_a.5p AUDIT-A_b1.1 AUDIT-A_b1.3
o} o] o o]
O O < ol ol O O < ol
D O DO o) O O O
QO o o) O O O o o} O
O o o O O O o o} O
Q. o o) @] @] @] o} < @]




Policy Selection

Policy Name Description v Schedule Active E

SNOTES OF 201707 TO 201712 Off
Y Daily

Daily
Off

Daily

2020-10 Daily

2020-11 Daily

of PatchDay: 2020-12 Daily
of PatchDay: 2020-12 HANA Off
es for PatchDa 020 (ABAP, priority 1 and 2) Off

Confirm Cancel

Policies for Security Notes




SAP Configuration & Security Analytics

Validation
D
*Policy:

fL ) Systems Vi Check Items Vi Systems / Checks Vd
SNotes of PatchDay: 2020-10 Select..
SNotes of PatchDay: 2020-11 0.0% Compliance 8.4% Compliance 13.504 Compliance
SNotes of PatchDay: 2020-12 W no M Mo H No
SMotes of PatchDay: 2020-12 HAMA W ves W ves W ves

Validated at 12/16/2020, 10:04:57 AM - 8 hours ago @

100.0%6 91.6% 86.5%

Systems Checks Systems [ Checks

v Compliance Aggregated view per Policy (PatchDay)

Checks - ltems: 21 - displayed: 21

b Display Check Filter Area T

Compliant Policy Check Check Description = % MNon Compliant # Non Compliant ~ # Compliant Compliance Rule

Q nNo PatchDay_2020_12 0002973735 [p1-CVSS 9.1] Note 0002973735 missing an... 4 0 No: (( ( COMPONENT = 'DMIS' and VERSION ='2011_1_620' and Ipad(SP.4,'0") between '0000" an... [il
O nNo PatchDay_2020_12 0002983367 [p1-CVSS 9.1] Note 0002983367 missing an... 15 0 No: (( ( COMPOMENT = 'DW4CORE' and VERSION = '100' and lpad(SP.4,'0") between '0010" and '0... [i]
O nNo PatchDay_2020_12 0002993132 [p2-CVSS 7.6] Note 0002293132 missing an... 4 0 No: (( ( COMPOMENT = 'DMIS' and VERSION ='2011_1_620' and lpad(SP.4,0") between '0000' an... [il
O No PatchDay_2020_11 0002984627 [p2-CVSS 8.6] Note 0002984627 missing an... 7 0 No: (( ( COMPONENT = 'SAP_BASIS' and VERSION = ‘782" and (Ipad(SP,4,'0")) < '0003' ) or ( COM... [l
O nNo PatchDay_2020_... 0002978768 [p3-CVSS 4.2] Note 0002978768 exists 1 0 No: ( ( (NAME = "VERSION' AND substring(VALUE,0,6) = '1.00.0") OR (NAME = "VERSION’ AND subs.. [i]
O nNo PatchDay_2020_12 0002843016 [p3-CVSS 4.3] Note 0002843016 missing an... 4 3 No: (( ( COMPONENT = 'SAP_UI' and VERSION = 750" and (lpad(SP,4,07) < '0018" ) or ( COMPON... [i
O nNo PatchDay_2020_11 0002944188 [p3-CVSS 4.3] Note 0002944188 missing an... & 0 No: (( ( COMPOMENT = 'S4CORE' and VERSION = "100" and (lpad(SP.4,0")) < '0011' ) or ( COMPO... [il
O No PatchDay_2020_12 0002945581 [p3-CVSS 4.7] Note 0002945581 missing an... 10 0 No: (( ( COMPOMENT = 'S4FND’ and VERSION = '102" and Ipad(SP,4,0’) between '0000" and '0006"... [il
O nNo PatchDay_2020_12 0002996479 [p3-CVSS 5.3] Note 0002296479 missing an... 16 0 No: (( ( COMPOMENT = 'SAP_BASIS' and VERSION = ‘740" and (lpad(SP,4,'0")) < '0026' ) or ( COM... [il
O No PatchDay_2020_11 0002264508 [p3-CVSS 5.4] Note 0002264508 missing an... (N 5 2 2 No: (( ( COMPONENT = 'FI-CA' and VERSION = "600" and lpad(SP,4,0') between ‘0001 and '0027') ...[i]
Q. No PatchDay_2020_11 0002319577 [p3-CVSS 5.4] Note 0002319577 missing an... (I = 2 No: (( ( COMPONENT = 'FI-CA' and VERSION = '600" and (lpad(SP,4,0") < '0029' ) or { COMPONE... [
O nNo PatchDay_2020_12 0002989719 [p3-CVSS 6.3] Note 0002989719 missing an... 4 0 No: (( ( COMPOMENT ='SAP_APPL and VERSION = '600" and |pad(SP.4,0") between '0001" and '0... [il
O nNo PatchDay_2020_11 0002971954 [p3-CVSS 6.5] Note 0002971954 missing an... 13 0 No: (( ( COMPOMENT = 'SAP_BW' and VERSION = ‘731" and (lpad(SP.4,07)) < '0028' ) or ( COMPO... [il
Q. nNo PatchDay_2020_12 0002938650 [p4-CV'SS 3.4] Note 0002938650 missing an... (@I 33 1 2 No: (( ( COMPONENT = 'ST' and VERSION = '720" and (Ipad(SP.4,07) < '0012'))) Yes: {( ( COMPO... [i]
O nNo PatchDay_2020_10 0002429274 Note 0002429274 missing and solution with... (NN s 2 2 No: (( ( COMPONENT = 'S4CORE' and VERSION = "101' and to_integer( REPLACE_REGEXPR( \.'I... [i]
O nNo PatchDay_2020_10 0002606194 Note 0002606194 missing and solution with... (N 5 2 2 No: (( ( COMPONENT = 'S4CRM' and VERSION = "100" and to_integer( REPLACE_REGEXPR( " IN .. [i]
O No PatchDay_2020_10 0002941667 Note 0002941667 missing and solution with... 96 22 1 No: (( ( COMPONENT = 'SAP_BASIS' and VERSION = '700" and to_integer( REPLACE_REGEXPR( \...[H]
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£} Most Visited @ Getting Started & Private Browsing

o Why GitHub? Team Enterprise Explore Marketplace Pricing Sear Signin | Sign up‘

& SAP-samples / frun-csa-policies-best-practices Publication via GitHub

<> Code Issues Pull requests 1 Actions Projects Security Insights

EI:I Dismiss
Join GitHub today

GitHub is home to over 50 million developers working together to host and review code,

manage projects, and build software together.

I—’ master = ¥ 1 branch % 0 tags Go to file + Code - About

Best practices check examples for

g ManfredAch December 2020 sec patch day ABAP and HANA Policy .. decc94e 6 days ago @ 132 commits creating CsA p0|icies in SAP Focused
Run
reuse update license 2 months ago
sample sap-focused-run best-practices
BaselinePolicies/505 Update BL2_MNETCF-Axml 19 days ago :
- sample-code sap-solution-manager
LICENSES update license 2 months ago
[0 Readme
MiscPolicies/ABAPSPStackAge Update age_of_sap_basisxml 6 months ago
MotesPolicies December 2020 sec patch day ABAP and HANA Policy 6 days ago
Releases
Schema Move policy schema 2 years ago
Mo releases published
Scripts Move powershell scripts 2 years ago
. AL A ' n [ A A [ -
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& SAP-samples / frun-csa-policies-best-practices ®Watch | 15 ¥ Star | 8 ¥Fok 10

<> Code lssues Pull requests 1 Actions Projects Security Insights

¥ master ¥ frun-csa-policies-best-practices / NotesPolicies / Go to file

g ManfredAch December 2020 sec patch day ABAP and HANA Policy decc94e 6 days ago @ History

ABAP December 2020 sec patch day ABAP and HANA Policy 6 days ago
HANA December 2020 sec patch day ABAP and HANA Policy 6 days ago
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& SAP-samples / frun-csa-policies-best-practices OWatch 15 | ¢ Star 8 FFork 10
<> Code Issues Pull requests 1 Actions Projects Security Insights

¥ master ~  frun-csa-policies-best-practices / NotesPolicies / ABAP / ABAP_snotes_patchday 2020 / Go to file

g ManfredAch December 2020 sec patch day ABAP and HANA Policy |- deccode 6 days ago ¥ History
[ ABAP_snotes_patchday_2020-01.xml SecMotesPD-01_2019 -- 01_2020 last month
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437 lines (414 sloc) @ 38.1 KB Raw | Blame GJ Z

1 <?xml version="1.8" encoding="utf-8"2>
2 £1--
This FRUN CSA policy contains rules to check the following ABAP Security Notes:

5 [p3-CVWS5 5.3] 9882996479 BC-ABA-LA - [CVE-2828-26835] Cross-5Site Scripting (XS5) wvulnerability in SAP NetWeaver AS AB

5 [pl-CVWSS 9.1] 9882983367 BW-WHM-DBA-MD - [CVE-2828-26838] Code Injection wulnerability in SAP Business Warehouse (Master

7 [p2-CVS5 7.6] 9882993132 CA-DT-CNV - [CVE-2828-26832] Missing Authorization check in SAP NetWeaver AS ABAP and SAP 54

2 [pl-CWSS 9.1] 9982973735 CA-LT-PCL - [CVE-2828-268088] Ceode Injection in SAP AS ABAP and 5/4 HANA (DMIS) .

: [p3-CVWSS 4.3] 9882543816 CA-UIS-DLV - [CVE-2819-8388] Content spoofing wulnerability in UIS HTTP Handler EXampIe for a POIICy

18 + manual activity
11 version 9 "...few minor textual changes in the note...”
12 [p3-CVS5 4.7] 8882945581 CA-WUI-UI - Cross-5ite Scripting (X55) wvulnerability in SAP CRM WebClient UI

13 + manual activity

14 version & "...added prerequisite note 2542223 in the correction instruction.™
15 [p3-CVWSS 6.3] 8882989719 FI-CF-INF - Missing Authorization check in 5/4HANA (Central Finance)
16 [p4-CVSS 3.4] ©882938658 SV-SMG-DIA-APP-TA - [CVE-2828-26836] Open Redirect in SAP Solution Manmager (Trace Analysis)

28 The policy does not check the following Security Motes:

22 [pl-CVS5 18.8] 8882974774 BC-JAS-COR-CLS - [CVE-2828-26829] Miszsing Authentication Check In SAP NetWeaver AS JAVA (P2ZP Clus
23 [p3-CVWSS 5.4] @882971163 BC-JAS-SEC - [CVE-2828-26816] Missing Encryption in SAP MetWeaver AS Jawva (Key Storage Serwic

24 [p3-CVWS5 6.5] ©882974338 BC-NWA-XPI - [CVE-2828-26826] Unrestricted File Upload vulnerability in SAP NetWeaver Applica

25 [pl-CVSS 9.6] ©882989875 BI-RA-CR-VW - [CVE-2828-28831] Missing XML Validation in SAP BusinessObjects Business Intellig

26 [p3-CVWS5 5.4] ©882971188 EPM-DSM-GEN - [CVE-2828-26828] Formula Injection in SAP Disclosure Management

27 [p2-CVS5 8.5] 882983284 SV-SMG-MON-EEM - [CVE-2828-26837] Multiple Vulnerabilities in SAP Solution Manager 7.2 (User Expe
28 [p3-CVWSS 4.2] 8882978768 HAN-DB-SEC - [CVE-2828-26834 ] Improper authentication in SAP HANA database

SAP Security: PatchDay_2828-12
31 Version: eal
32 Date: 89.12.20828

-k

35 <targetsystem desc="SNotes of PatchDay: 2828-12" id="PatchDay_2828-12" multisgl="Yes">»

37 €l-- [p3-CVW55 5.3] BC-ABA-LA 8882996479 - [CVE-2828-26835] Cross-Site Scripting (X55) wvulnerability in SAP NetWeaver AS AB (Version @8e4) -->»
38 <configstore name="ABAP_NOTES">
z <checkitem desc="[p3-CVS5 5.3] Note 8882998479 exists™ id="8882996479" operator="check_note">
48 <compliant>NOTE = '@882996479' and PRSTATUS = 'E'</compliant>
41 <noncompliant/>
42 </checkitem>
43 </configstore>
44 {configstore name="COMP_LEVEL">
45 <checkitem desc="[p3-CVSS 5.3] Note 8882996479 missing and solution with SP available" id="@@882996479" operator="check_note:8882996479">
46 <compliants(
47 ( COMPONENT = 'SAP_BASIS' and VERSION = '74@' and not( (lpad(SP,4,'®')) &lt; '@@26' ) ) <!-- SAP_BASIS 748 SAPKE74826 --> or
45 { COMPOMNENT = 'SAP_BASIS' and VERSION = '758' and not( (lpad(SP,4,'@')) &lt; '@8@28' ) ) <!-- SAP_BASIS 758 SAPK-75828INSAPBASIS --» or
46 ( COMPONENT = 'SAP_BASIS' and VERSION = '751' and not( (lpad(SP,4,'®')) &1t; '@@12' ) ) <!-- SAP_BASIS 751 SAPK-75112INSAPBASIS --» or



WIueller, mendrnk |nendrik.muelleri@zap.camyj 15 signed in

SAP Policy Management

Catalog Paolicy Active Policy

Name: | /Default/PatchDay_2020-12 s Name: | SNotes for PatchDays 2020 (ABAP, priority 1 and 2) [ABAP_SNotes_2020]

Chek = = @ @ L W - Creck 9 3 B 0 m
> 57 [p3-CVSS 5.3] Note 0002996479 exists (0002996479) > §2 [pl-CVSS 9.1] Note 0002983367 missing and solution with SP available (0002983367)
> 57 [p3-CVSS 5.3] Note 0002996479 missing and solution with SP available (0002996479) > ©7 [p1-CVSS 9.1] Note 0002983367 missing and applicable using Correction Instruction (0002983367)
> $7 [p3-CVSS 5.3] Note 0002996479 missing and applicable using Correction Instruction (0002996479) > §7 [p2-CVSS 7.6] Note 0002993132 exists (0002993132)
> 57 [p-CVSS ] Note 0002983367 exists (0002983367) > 57 [p2-CVSS 7.6] Note 0002993132 missing and solution with SP available (0002993132)
> 57 [p1-CVSS 9.1] Note 0002983367 missing and solution with SP available (0002983367) > §7 [p2-CVSS 7.6] Note 0002993132 missing and applicable using Correction Instruction (0002993132)
> 7 [p1-CVSS 9.1] Note 0002983367 missing and applicable using Correction Instruction (0002983367) > §7 [pl-CVSS 9.1] Note 0002973735 exists (0002973735)
> 57 [p2-CVSS 7.6] Note 0002993132 exists (0002993132) > §2 [pl-CVSS 9.1] Note 0002973735 missing and solution with SP available (0002973735)
> 57 [p2-CVSS 7.6] Note 0002993132 missing and solution with SP available (0002993132) > §7 [p1-CVSS 9.1] Note 0002973735 missing and applicable using Correction Instruction (0002973735)
> G7 [p2-CVSS 7.6] Note 0002993132 missing and applicable using Correction Instruction (0002993132) > §7 [p-CVSS] Note 0002983367 exists (0002983367)
> 57 [p1-CVSS 9.1] Note 0002973735 exists (0002973735)
> 57 [p1-CVSS 9.1] Note 0002973735 missing and solution with SP available (0002973735)
> 57 [p1-CVSS 9.1] Note 0002973735 missing and applicable using Correction Instruction (0002973735) L
> 57 [p3-CVSS 4.3] Note 0002843016 exists (0002843016) M a'n ag e Catal Og Of POI ICIeS
> 57 [p3-CVSS 4.3] Note 0002843016 missing and solution with SP available (0002843016) and aCtlve POI ICIeS
> 7 [p3-CVSS 4.3] Note 0002843016 missing and applicable using Correction Instruction (0002843016)
> 57 [p3-CVSS ] Note 0002945581 exists (0002945581)
> 57 [p3-CVSS 4.7] Note 0002945581 missing and solution with SP available (0002945581)
& > 7 [p3-CVSS 4.7] Note 0002945581 missing and applicable using Correction Instruction (0002945581)

> ©7 [p3-CVSS 6.3] Note 0002989719 exists (0002989719)

[le
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168 lines (168 sloc) 10 KB Raw | Blame 0D Z U

<?xml version="1.8" encoding="utf-8"?:
<targetsystem xmlns:xsi="http:/ www.w3.org/2001/]
<1--
-=k
¢!-- CHAMGE-A: Protect Production System again;
<configstore name="GLOBAL">
<checkitem desc="[pl-CRITICAL] Global Modifii
<compliant> {( (NAME = "GLOBAL SETTING'

Upload Catalog Policy

https://github.com/SAP-samples/frun-cs...

Upload policy Cancel




.
Configuration & Security Analytics (CSA) in FocusedRun

FRUN
https://support.sap.com/en/alm/focused-solutions/focused-run-expert-portal.html

Advanced Configuration Monitoring (ACM)

Configuration & Security Analytics (CSA)
https://[support.sap.com/en/alm/focused-solutions/focused-run-expert-portal/configuration-and-security-analytics.html

CSA Best Practices
https://[support.sap.com/en/alm/sap-focused-run/expert-portal/configuration-and-security-analytics/csa-best-practices.html

Github SAP samples
https://qgithub.com/SAP-samples/frun-csa-policies-best-practices

Security Baseline Template Policies
https://qgithub.com/SAP-samples/frun-csa-policies-best-practices/tree/master/BaselinePolicies/SOS/v2.2

Security Notes Policies
https://github.com/SAP-samples/frun-csa-policies-best-practices/tree/master/NotesPolicies
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https://support.sap.com/en/alm/focused-solutions/focused-run-expert-portal/configuration-and-security-analytics.html
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.
Configuration & Security Analytics (CSA) in FocusedRun

FRUN Internet Demo System

Landing Page
https://[support.sap.com/en/alm/sap-focused-run/internet-demo-system.htm|

Demo System
https://frun.almdemo.com/sap/bc/ui2/flp?sap-client=100&sap-lanquage=EN#Shell-home

p-..EL! ¥  Home v aQa A
< Jement |Advanced Configuration Monitoring] Advanced Root Cause Analysis v
Configuration & Configuration & Configuration &

Security Analytics Security Analytics Security Analytics
Policy Management Administration
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https://support.sap.com/en/alm/sap-focused-run/internet-demo-system.html
https://frun.almdemo.com/sap/bc/ui2/flp?sap-client=100&sap-language=EN#Shell-home

.
Note 2890213 - Missing Authentication Check in SAP Solution Manager
Note 2985866 - Missing Authentication Check in SAP Solution Manager

HotNews note (re)-published on 10.11.2020

corr Sctey

These issues are relevant for all customers using SAP Solution Manager 7.2 on Support Package SP11 and
lower. No additional activities are required after applying the patch.

In NetWeaver Administrator go to System Information: Components Info

Find LM-SERVICE and check the version; the format looks like: 1000.7.20.[SP].[Patch].[Creation Date]
What you get on 18.11.2020:

Patches containing this particular correction:

SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720

SP004 000012 |

SPO05 000013

SPO06 000014

SP0O07 000020 ~ March
SPO08 000016

SPO09 000008

SP010 000002 |

SP011 000004 | November

SP04 patch 17
SPO5 patch 18
SPO06 patch 19
SPO7 patch 26
SPO08 patch 24
SPO09 patch 18
SP10 patch 9
SP11 patch 4/5

12.11.2020
06.10.2020
12.11.2020
04.11.2020
04.11.2020
04.11.2020
04.11.2020
22.10.2020 / 04.11.2020

For this component you always install the latest patch of a specific Support Package.

© 2020-12 SAP SE. All rights reserved.
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https://launchpad.support.sap.com/#/notes/2890213
https://launchpad.support.sap.com/#/notes/2985866
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP004&patch_level=000012
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP005&patch_level=000013
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP006&patch_level=000014
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP007&patch_level=000020
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP008&patch_level=000016
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP009&patch_level=000008
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP010&patch_level=000002
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP011&patch_level=000004

.
Note 2983204 - Multiple Vulnerabilities in SAP Solution Manager 7.2

(User Experience Monitoring)

Related note;

Note 2890213 - Missing Authentication Check in SAP Solution Manager (User-Experience Monitoring)

Make sure Single Sign-On Automatic Activity in SAP Solution Manager Configuration has been executed:
Transaction SOLMAN SETUP — Cross Scenario Configuration — Mandatory Configuration

— Infrastructure Preparation — (2) Setup Connectivity — (2.2) Enable Connectivity — Set Up Single Sign-On

Patches containing this particular correction:

SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720

© 2020-12 SAP SE. All rights reserved.

SP0O03 000008
SP004 000017/
SP0O05 000019
SP006 000019
SP0O07 000026
SP0O08 000024
SP0O09 000018
SP010 000009
SP011 000005

Published on

12.11.2020
12.11.2020
19.11.2020
12.11.2020
04.11.2020
04.11.2020
28.10.2020
28.10.2020
04.11.2020
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https://launchpad.support.sap.com/#/notes/0002983204
https://launchpad.support.sap.com/#/notes/2890213
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP003
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP004
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP005
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP006
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP007
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP008
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP009
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP010
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP011

-
Note 2974330 - Unrestricted File Upload vulnerability in Java

(Process Integration Monitoring)

Vulnerability:
Deny of Service (DoS) for Java system in application ,Send test message” of Process Integration Monitoring

Mitigation:
Action NWA SUPERADMIN NWA SENDTESTMSG Is required to call the function. The action is part of most Pl
administrator roles.

Configuration:
NWA — Configuration — Infrastructure — Java System Properties
Select the Applications tab and filter for application tc~1m~itsam~co~ui~nwacompmon~wd

sndTestMessage.monitor.payload.filesize.limit 5 default [MB]
sndTestMessage.monitor.payload.file.extensions txt, xml default
Logs:

If the uploaded file size is larger than the configured filesize limit property or the file extension is not listed in the
allowed extensions property an error occurs in Ul and Developer Traces log:

NWA — Log Viewer (select Developer Traces view)

© 2020-12 SAP SE. All rights reserved. 162


https://launchpad.support.sap.com/#/notes/2974330

-
Note 2974774 - Missing Authentication Check In SAP NetWeaver AS

JAVA (P2P Cluster Communication)

KBA 2997167 - Missing Authentication Check In NW AS Java P2P Cluster Communication -
Frequently asked questions and answers

Question: “Assuming that the network is not isolated: If the MS Access Control List is configured, than
any connect attempt from another server via the join port is blocked. Correct?“

Yes, if the IP or FQDN of the remote client (who wants to make a p2p connection to the join port of
some server node) is not allowed from the MS ACL, then the connection will be refused from the
accepting server node.

Workaround / extended settings:

Configure Message Server ACL to allow P2P connections only from trusted IP addresses
according to this topic: Security Settings for the SAP Message Server.

Make sure that the Join Port, opened by the P2P Server Socket, is protected on network level via
network segmentation, with firewall, or both. Furthermore, the communication between the cluster
elements must be secured via the IPsec protocol suite. For more information about cluster
communication, see: Configuring Cluster Communication Ports.
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https://launchpad.support.sap.com/#/notes/2974774
https://launchpad.support.sap.com/#/notes/2997167
https://help.sap.com/viewer/621bb4e3951b4a8ca633ca7ed1c0aba2/7.5.19/en-US/47c56a6938fb2d65e10000000a42189c.html
https://help.sap.com/viewer/89439979a9c6495ea0ea249a6787d781/7.5.19/en-US/4af374b3f5b93f07e10000000a42189b.html

Note 2974774 - Missing Authentication Check In SAP NetWeaver AS

JAVA (P2P Cluster Communication)

| : Intranet
Internet Demilitarized Zone !
. : (DMZ) Admin Tools
Online Help = | shellAdmin
: Clients using
Technical System Landscape Deploy Controller
1| | || SAP Netweaver API
- : Administrator /
Use an Application Gateway, g 7
. 2o
e.g. the SAP Web Dispatcher 25 AS Java Cluster / —
< O Application
3 / Clients
= = ; (SAP, nor-SAP)
g AS Java User
| ‘% o) Stores
: o J —
w f O DB DB
© | SR 29
<] : = z
; / S LDAP
£ | o AS SAP
E <L ABAP Systems
Ll |
Backend
Server
Central Services
165
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https://launchpad.support.sap.com/#/notes/2974774
https://help.sap.com/viewer/2f8b1599655d4544a3d9c6d1a9b6546b/7.5.19/en-US/41fc5b42ab8d6255e10000000a155106.html

-
Note 2974774 - Missing Authentication Check In SAP NetWeaver AS

JAVA (P2P Cluster Communication)

Online Help
Transport Layer Security

Use an Application Gateway,
e.g. the SAP Web Dispatcher

© 2020-12 SAP SE. All rights reserved.

Internet

Web
Application

Clients

>

s |

Demilitarized Zone

(DMZ)

pplication |}

SAP | A
NetWeaver ﬁ__}, Gateway

Administrator
(NWA)

/| (reverse proxy/

Web filter)

Clients @~ <
using |/
Deploy
Controller
API

Communication Protocols:

P4
LDAP

HTTP
RFC
JDEC

7

I~

HTTP

Intranet

SAP

NetWeaver
Administrator

Admin Tools

AS Java Cluster

User Persistence Store

Server
I

Process

.| AS ABAP
&C

" LDAP LDAP

——— 4 Directory

%\’ Database

=t
. %
< .
- \\\\
. 'IP&
Clients using Deploy \\\\
Controller APT o
\\\\
=S
Web Application Database
L] Clients SAP System
(SAF, non-SAF) Backend Systems
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https://launchpad.support.sap.com/#/notes/2974774
https://help.sap.com/viewer/2f8b1599655d4544a3d9c6d1a9b6546b/7.5.19/en-US/46875b4243fadc54e10000000a155106.html

-
Note 2974774 - Missing Authentication Check In SAP NetWeaver AS

JAVA (P2P Cluster Communication)

Online Help - AS Java Ports — AS Java Server Ports

Internal Port Value s0, s1, s2,..., s15 is the number of the server process
NN is the instance number

Server Join Port For sO = 5NN20; for s1 = 5NN25; for s2 = 5NN30; etc. for s15 = 5NN95
Server Debug Port  For sO = 5NN21; for s1 = 5NN26; for s2 = 5NN31,; etc. for s15 = 5NN96

DSR Infrastructure For sO = 5NIN22: for s1 = 5NN27:; for s2 = 5NN32; etc. for s15 = 5NN97

TCPI/IP Ports of All SAP Products: https://help.sap.com/viewer/ports
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https://launchpad.support.sap.com/#/notes/2974774
https://help.sap.com/viewer/2f8b1599655d4544a3d9c6d1a9b6546b/7.5.19/en-US/a2f9d7fed2adc340ab462ae159d19509.html
https://help.sap.com/viewer/ports

-
Note 2974774 - Missing Authentication Check In SAP NetWeaver AS

JAVA (P2P Cluster Communication)

Online Help - Security Settings for the SAP Message Server

Parameter

ms/acl_file_admin

ms/acl_file_ext

ms/acl_file_extbnd

ms/acl_file_int

ms/server_port_<xx>

© 2020-12 SAP SE. All rights reserved.

Port

Administration port on the message server.
This port is set with parameter ms/admin_port.

External port on the message server, which all clients can use.
This port is set with parameter rdisp/msserv.

Port number under which an external binding program (icmbnd) has to log
on to in order to bind a port.
This port is set with parameter rdisp/extbnd_port.

External port on the message server
This port is set with parameter rdisp/msserv_internal.

This parameter identifies the message server port at which HTTP(S)
requests can arrive.
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https://launchpad.support.sap.com/#/notes/2974774
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-
Note 2983367 - Code Injection vulnerability in SAP Business

Warehouse (Master Data Management) and SAP BW4HANA

Unvalidated input parameter allows

ABAP code injection via
GENERATE SUBROUTINE POOL

Replaced by fixed value in old
systems

Deactivation of obsolete function In
higher support package levels

ég(l/»%;cy

Caution: The validity ranges of the
correction instructions are quite small:
Open aticket if you need the note for a
(quite) old system.
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*§ Correction Inst 00208751258 POO6841263 B*
A g+
*¢ Valid for g+
*¢ Software Component SAP_BW Business Information Warehouse b h
*$ Release 708 SAPKW78838 - SAPKW7884e 5
*$ Release 761 SAPKW78121 SAPKW78123 B*
*$ Release 782 SAPKW78221 SAPKW78223 BT
*$ Release 731 SAPKW73121 SAPKW73128 BT
*$ Release 738 Fm SAPKW730819 §*
:a-.s".-:g ________________________________________________________________ S:-.;."l".-e
B #
*& Object FUNC RSDMD BATCH CALL

*& Object Header FUGR RSDMD

B #
*& FUNCTION RSDMD BATCH CALL

B #

lr —
I_| I_| I_|
I
[=x
=
-
([ T

¥3»33» START OF

USING
I JOBNAME L
I _JOBCOUNT L

DELETION <£<<£<£<£

". APPEND L_T_ABAP.
IKE TETCJOB-JOBNAME '. APPEND L_T_ABAP.
IKE TBTCJOB-JOBCOUNT.'. APPEND L_T_ABAP.

CONCATENATE 'SUBMIT®

I_REPID

INTO L_T_ABAP SEPARATED BY SPACE.

*¥333> END OF DELETION <£<£<£<<<%

*¥33>> START OF INSERTION <<<<<
" CONCATENATE 'SUBMIT' I REPID INTO L T ABAP SEPARATED BY SPACE.
CONCATENATE 'SUBMIT' 'RSDMD DEL_ BACKGROUND' INTO L T ABAP SEPARATED BY SPACE.
*¥33>> END OF INSERTION <<<<<<
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Note 2670851 - Authority check in RSSG  BROWSER

Transaction / report RSSG_BROWSER is a simple table viewer (similar like SE16).
It generates a program based on template RSSG_BROWSER TEMPLATE
Authorizations for S DEVELOP DEBUG 02 and S_TABU DIS /S TABU NAM are required.

Do not use it in production systems!

In addition you should implement
Note 2999035 - Authority check S TABU_DIS in RSSG_BROWSER
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https://launchpad.support.sap.com/#/notes/2999035

-
Note 2978768 - Inproper authentication in SAP HANA database

Search Term: Components (Start with): Components (Exact): Excluded Components (Exact):
Enter search term Q HAN-DB (%) No Restriction No Restriction
Released On (Free): Soft.Comp.: Support Package (Equal): Product:
MMM d, y - MMM d, y No Restriction No Restriction No Restriction
Priority: Category: Release Status: Document Type:
No Restriction ~ No Restriction ~ No Restriction v SAP Security Notes (X) v
32 document(s) found st Secunty Note for the HANA Sort:  ReleasedOn Export List as CSV File
SAP Component Number Version Title database SI nce more than a year Category Priority Released On
HAN-DB-SEC 2978768 8 SAML authentication user name validation flaw in SAP HANA database Program error Correction with medium priority | 08.12.2020
HAN-DB 2829681 3 [CVE-2019-0357] Privilege escalation in SAP HANA database Program error Correction with medium priority | 10.09.2019
HAN-DB 2798243 3 [CVE-2019-0350] Denial of service (DOS) in SAP HANA database Program error Correction with high priority 13.08.2019
HAN-DB 2772376 2 [CVE-2019-0284] XML External Entity vulnerability in SAP HANA sldreg Program error Correction with medium priority | 09.04.2019
HAN-DB-SEC 2704878 3 [CVE-2018-2497] Event not logged in SAP HANA database audit log Program error Correction with low priority 11.12.2018
HAN-DB-SEC 2572940 6 [CVE-2018-2369] Information Disclosure in authentication function of SAP HANA Program error Correction with medium priority | 27.02.2018
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System Recommendations — Recalculation for some notes

Unfortunately due to a bug several non ABAP security notes released on 08.12.2020 have
Incorrect patch level. We have fixed the bug and corrected the data on backbone.

To re-pushing them to customer, we modified the released date of affected notes in backbone
to 10.12.2020. The corrected notes have been recalculated automatically, i.e. if the background
job is scheduled daily basis (no extra action is required).

Number

2971163
2971180
2974330

2974774

2978768
2983204
2989075

System type Title

JAVA Missing Encryption in SAP NetWeaver AS Java (Key Storage Service)

DISCMGMS  Formula Injection in SAP Disclosure Management

JAVA Unrestricted File Upload vulnerability in SAP NetWeaver Application Server for Java (Process
Integration Monitoring)

JAVA Missing Authentication Check In SAP NetWeaver AS JAVA (P2P Cluster Communication)

HANABD Improper authentication in SAP HANA database

JAVA Multiple Vulnerabilities in SAP Solution Manager 7.2 (User Experience Monitoring)

BOBJ Missing XML Validation in SAP BusinessObjects Business Intelligence Platform (Crystal Report)
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https://launchpad.support.sap.com/#/notes/2971163
https://launchpad.support.sap.com/#/notes/2971180
https://launchpad.support.sap.com/#/notes/2974330
https://launchpad.support.sap.com/#/notes/2974774
https://launchpad.support.sap.com/#/notes/2978768
https://launchpad.support.sap.com/#/notes/2983204
https://launchpad.support.sap.com/#/notes/2989075

System Recommendations — Recalculation for some notes

Standard * Hide Advanced Search  Filters (1) m
Technical System: Release Date:
~ dld. MM, yyyy - dd. MM vy Num b er SyS tem ty p e
Note Type: Priority: 2971163 JAVA
Secry ot v | | rrty - 2971180 DISCMGMS
Implementation Status: Processing Status: 2974330 JAVA
~ v
Note Number: Correction Types: M ‘JAVA
2974330 (®) || 2974774 (®) 2078768 & 2983204 ® 2989075 B 2 More ny “orrection Types ~ 2 9 { 8 { 6 8 HANABD
Kernel: Release-Independent: 2983204 JAVA
Kernel ~ Release-Independent h 2 9 8 9 O 7 5 B O BJ
SAP Notes for selected technical systems: 4 U N ¢
Technical System Mote Mumber Mote Version Short text Release Date Application Priority 1D Support Package Implementation Processing Status
Component Status

[CVE-2020-26829] Missing Authentication Check
X3J-JAVA 2974774 14 In SAP NetWeaver AS JAVA (P2P Cluster 12/12/2020 BC-JAS-COR-CLS 1 SPO15 New Undefined
Communication)

[CVE-2020-26837] Multiple Vulnerabilities in SAP
X3J-JAVA 2983204 14 Solution Manager 7.2 (User Experience 12/10/2020 SV-SMG-MON-EEM 2 SPO10 New Undefined
Monitoring)

CVE-2020-26834 ]| thentication i
OHY-HANADB 2978768 8 : JImproper authenticationin |, >, 65620 HAN-DB-SEC 3 New Undefined
SAP HANA database

[CVE-2020-26816] Missing Encryption in SAP
NetWeaver AS Java (Key Storage Service)

X3J-JAVA 2971163 7 12/10/2020 BC-JAS-SEC 3 SPO15 New Undefined
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https://launchpad.support.sap.com/#/notes/2971180
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https://launchpad.support.sap.com/#/notes/2974774
https://launchpad.support.sap.com/#/notes/2978768
https://launchpad.support.sap.com/#/notes/2983204
https://launchpad.support.sap.com/#/notes/2989075

System Recommendations — Recalculation for some notes

How to trigger recalculation:
Use transaction SE16 for table AGSSR KV to delete following entries for field SRKEY:

Data Browser: Table AGSSR_KV: Selection Screen

(& «j# E& [1] Number of Entries

BACKEND SHNOTES 2020 12
CALC_ *$*$2020 12

SRKEY to
Maybe better:
USER_ID
CALC_ *$JAVA$2020 12 —
. Select Single Values ~ Select R SR o
CALC_*$HANADB$2020_12 CREATED_| . Select Single Values | Select Ranges [&| Table Entry | Edit Goto Settings System  Help
CALC *$BOBJ$2020 12 Width of O 0.. Single value @ Create kS @ 'ﬁ ﬂ ‘E‘ ﬂﬁ
- - = | |BACKEND_SHNOTES_2020_12 Change o |
Maximum [ | — = = = . =
AL *$%$2020 12 Display 7 2 AGSSR_KYV Select Entries
|_| [ Create with Template K @'_j R’E T Eﬂ o B |:|
Delete all
Delete Shift+F2
Then copy and re-release job | Tronsport Entes CRUALLE USER 10
SM:SYSTEM RECOMMENDATIONS S . 012016202012
Exit 2020_124$20201201$202012...
CALC_891 WASS$ATC$2020_12 2020_12$20201201$202012...
CALC_A24$ABAP$2020_12 2020_12$20201201$202012..
CALC_A75$JAVA$2020_12 2020_12$20201201$202012..
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Topics November 2020

Note 2952084 - Information Disclosure in SAP Process Integration (PGP Module — Business-to-
Business Add On)

Note 2963592 - Cross-Site Scripting (XSS) vulnerability in SAP NetWeaver (Knowledge
Management)

Note 2971112 - Incorrect Default Permissions in SAP ERP Client for E-Bilanz 1.

Note 2890213 - Missing Authentication Check in SAP Solution Manager
Note 2985866 - Missing Authentication Check in SAP Solution Manager (JAVA stack)

Scenarios for Using the Security Audit Log

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://launchpad.support.sap.com/#/notes/2952084
https://launchpad.support.sap.com/#/notes/2963592
https://launchpad.support.sap.com/#/notes/2971112
https://launchpad.support.sap.com/#/notes/2890213
https://launchpad.support.sap.com/#/notes/2985866
https://www.dsag.de/veranstaltungen/2020-11/ak-security-vulnerability-management-online-session-diskussion-zu
https://www.asug.com/events/security-patch-day-november-2020

Note 2952084 - Information Disclosure in SAP Process Integration

(PGP Module — Business-to-Business Add On)

PGP Secure Store (New)
https://help.sap.com/saphelp nw-secure-connectl03/helpdata/en/da/33e33a47d14419bd51829f3ab53a94/frameset.htm

Maintaining PGP Keys
https://help.sap.com/saphelp nw-secure-connect103/helpdata/en/8b/11483856d04f6b9c7bf378ecd1670c/frameset.htm

SFTP Adapter — Configuring PGP Secure Store

https://blogs.sap.com/2017/10/31/sftp-adapter-configuring-pgp-secure-store/

Use Configuration Store J2EE_COMP_SPLEVEL and search for element PIB2BPGP to show
systemes and installed versions of that component:

Landscape

Fé“ Java Technical System
[ JW5E~JAVA )

l“é" Java Technical System
(PO1~JAVA)

l"é" Java Technical System
( PJ2~JAVA')

Component Version

JZEE ENGINE SERVERCORE
7.50

J2EE ENGINE SERVERCORE
7.31

JZ2EE ENGINE SERVERCORE
7.31

© 2020-11 SAP SE. All rights reserved.

Store Name

J2EE_COMP_SPLEVEL

J2EE_COMP_SPLEVEL

J2EE_COMP_SPLEVEL

Element Status

Initial (Current)

Updated
{Current)

Initial (Current)

Element Class Element Name

Table Row

Table Row

Table Row

[COMPONENT]=PIB2BPGP
[RELEASE]=1.0

[COMPONENT]=PIB2BPGP
[RELEASE]=1.0

[COMPONENT]=PIB2BPGP
[RELEASE]=1.0

Element Value

[EXTRELEASE]=5
[PATCH_LEVEL]=0
[DESCRIPTION]=PGP MODULE

[EXTRELEASE]=4
[PATCH_LEVEL]=3
[DESCRIPTION]=PGP MODULE

[EXTRELEASE]=5

[PATCH_LEVEL]=0
[DESCRIPTION]=PGP MODULE
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https://launchpad.support.sap.com/#/notes/2952084
https://help.sap.com/saphelp_nw-secure-connect103/helpdata/en/da/33e33a47d14419bd51829f3ab53a94/frameset.htm
https://help.sap.com/saphelp_nw-secure-connect103/helpdata/en/8b/11483856d04f6b9c7bf378ecd1670c/frameset.htm
https://blogs.sap.com/2017/10/31/sftp-adapter-configuring-pgp-secure-store/

Note 2952084 - Information Disclosure in SAP Process Integration
(PGP Module — Business-to-Business Add On)

App /SecureStore Module parameter useSecureStore Of

related Communication Components
(PGPEnNcryption and PGPDecryption )

PGP Secure Store Communication Component |CC_Decryption
m| Deszcription
Farameters '| Identiﬂersm
Upload PGP K
ploa i Processing Sequence
*Select File Type: | Zip File (* zip) - | R
I aflw
*Zip File: | || Browse. | T
S — | | Mumber |ru1|:|dule MHarme Type Madule Key
phon: 1 lacalejhsPGPDecryption Local Enterprise Bean DEC
2 localejhsiCallSapAdapter Local Enterprise Bean entry
Uploaded Keys
Remove || Download || Update Keys I Module Configuration
=
0| Key .Narne @IE alw IM B I—I-gal
pubring.gpg Module Key Farameter Mame Farameter Walue
Secnng.opg DEC ownPrivateley secring.opg
DEC partnerFublickey pubring.opg
"pubring.gpg" DEC provcd Crave Private ey e
Key Content netails§ DEC useSecureStore true
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-
Note 2952084 - Information Disclosure in SAP Process Integration

(PGP Module — Business-to-Business Add On)

By default the modules PGPEnNcryption and PGPDecryption access the keys form this location:
usr/sap/<System ID>/<Instance ID>/sec

If you want to store the PGP keys in some other location, use module parameter keyRootPath
and specify the path.

If you do not want to store the PGP keys on a file system, use PGP Secure Store functionality
using module parameter useSecureStore=true

If you import a new PGP key to PGP Secure Store, it will be stored with encryption.
Manual activity is required only for existing PGP keys.

If some unencrypted keys exist, the new button Update Keys iIs enabled.
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Note 2963592 - Cross-Site Scripting (XSS) vulnerability in SAP

NetWeaver (Knowledge Management)

Informational note:

Malicious resource execution in Knowledge
Management cannot be achieved when using HTML
Editor with “Always Use Secure HTML Editor” and
“Allow Only Basic Formatting” enabled.

These settings are enabled by default as of NetWeaver
version 7.11.

Review the configuration in the Portal:

System Administration — System Configuration

— Knowledge Management — Content Management

— Ultilities — Editing — HTML Editing
https://help.sap.com/viewer/96e4ea277c104112bc0237851eecb13e/7.5.19/en-

US/444c¢d511¢c6233f8ee10000000a1553f7.html
(The documentation still claims, that the settings are deactivated by default.)

This is another topic compared with notes 2928635, 2957979 and
KBA 2932212 about "Force Text Download"

© 2020-11 SAP SE. All rights reserved.

Always Use Secure HTML Editor
Allow Only Basic Formatting
Allow Links

Activate Clipboard Buttons
Allow Preview

Allow Indenting

Allow Tables

Allow Bullets and Numbering
Allow Images

Allow Text Size and Font Setting
Allow Color Settings

Caution: The deactivation of editing
functions can affect existing documents.
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https://help.sap.com/viewer/96e4ea277c104112bc0237851eecb13e/7.5.19/en-US/444cd511c6233f8ee10000000a1553f7.html
https://launchpad.support.sap.com/#/notes/2928635
https://launchpad.support.sap.com/#/notes/2957979
https://launchpad.support.sap.com/#/notes/2932212

=
Note 2971112 - Incorrect Default Permissions in SAP ERP Client for

E-Bilanz 1.0

Relevant for German Tax only: http://www.esteuer.de/

The note describes an add-on for Excel

Automatisches Speichern (@ ) [53 @~ _ Buchholz, Frank &

Datei Start Einfligen Zeichnen Seitenlayout Formeln Daten Uberpriifen Ansicht SAP ERP client for E-Bilanz

» B B B8 & & G

Einstellungen Daten- | Validierung Vorschau Direkte  E-Bilanz Uber
Import Ubermittlung Export
Vorbereitung Priifung Ubermittlung Uber

Administration and User Guide (German)
https://help.sap.com/boebilanz10/

Note 2906774 — Installation Guide

© 2020-11 SAP SE. All rights reserved.

Welcome to the Installation Wizard for SAP
ERP Client for E-Bilanz

This Installation Wizard will install SAP ERP Client for
E-Bilanz. To continue, click Next.

We recommend that you read the SAP Release
Note 2906774 before continuing.

&% SAP ERP Client for E-Bilanz Setup =

Sap

Installation for SAP ERP Client for E-Bilanz
Completed

The Installation Wizard has successfully installed SAP
ERP Client for E-Bilanz. Click "Finish” to exit the
wizard.

Related Information

Open Release Note
Open SAP ERP Client for E-Bilanz User Guide

1.0.3.55(1.0 SP03 PL12)

Finish
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http://www.esteuer.de/
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Note 2890213 - Missing Authentication Check in SAP Solution Manager
Note 2985866 - Missing Authentication Check in SAP Solution Manager

HotNews note (re)-published on 10.11.2020

corr Sctey

These issues are relevant for all customers using SAP Solution Manager 7.2 on Support Package SP11 and
lower. No additional activities are required after applying the patch.

In NetWeaver Administrator go to System Information: Components Info

Find LM-SERVICE and check the version; the format looks like: 1000.7.20.[SP].[Patch].[Creation Date]
What you get on 18.11.2020:

Patches containing this particular correction:

SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720
SOLMANDIAG 720

SP004 000012 |

SPO05 000013

SPO06 000014

SP0O07 000020 ~ March
SPO08 000016

SPO09 000008

SP010 000002 |

SP011 000004 | November

SP04 patch 17
SPO5 patch 18
SPO06 patch 19
SPO7 patch 26
SPO08 patch 24
SPO09 patch 18
SP10 patch 9
SP11 patch 4/5

12.11.2020
06.10.2020
12.11.2020
04.11.2020
04.11.2020
04.11.2020
04.11.2020
22.10.2020 / 04.11.2020

For this component you always install the latest patch of a specific Support Package.

© 2020-11 SAP SE. All rights reserved.
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https://launchpad.support.sap.com/#/notes/2890213
https://launchpad.support.sap.com/#/notes/2985866
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP004&patch_level=000012
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP005&patch_level=000013
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP006&patch_level=000014
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP007&patch_level=000020
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP008&patch_level=000016
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP009&patch_level=000008
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP010&patch_level=000002
https://apps.support.sap.com/sap(bD1lbiZjPTAwMQ==)/support/swdc/notes/index.do?cvnr=67838200100200023942&support_package=SP011&patch_level=000004

Note 2890213 - Missing Authentication Check in SAP Solution Manager
Note 2985866 - Missing Authentication Check in SAP Solution Manager

Related notes:

[...]
Note 2898858 - LM-SERVICE 7.20 SP 10 Patch 2 — Solution for Webservice Security

Note 2908684 - LM-SERVICE 7.20 SP 10 Patch 4 — Solution for Missing authentication check
[...]

Note 2898818 - WebService Security
(created in March 2020, not published but listed in patch info)
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Scenarios for Using the Security Audit Log

Transaction RSAU_CONFIG offers
several scenarios how to store events
in files and/or in the database.

See documentation for NW 7.50

What is the purpose of these
variants?

See documentation for
SIAHANA 1909 or S/AHANA 2020
which explain these scenarios

© 2020-11 SAP SE. All rights reserved.

General Parameters
v

Recording Target

Number of Filters per Profile
v
v

Configuration for File System
b

Maximum Size of Audit File
Maximum Size of One Audit
Maximum Size of All Audit F

Configuration for Database
Recording Type

I-Fiuewz:t::rrr;i in Database and File System

Record in File System

Record in Database

Record in Database and File System

MB

Alert Mode (Read and Delete)

Temporary Buffer

Audit Log with Archive Interface
Persistence at external system (API-mode)

Lﬂder‘t Mode (Read and Delete)

185



https://help.sap.com/viewer/280f016edb8049e998237fcbd80558e7/7.5.16/en-US/9751acc340474445ade287ff397706b9.html
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Scenarios for Using the Security Audit Log

Recording Type
Only Logging in the File System (Classic Approach) -

Local system audit approaches with a few events and few requirements for the
protection of personal data during the evaluation of logs

Logging in the File System and Database with Alert Monitoring Alert Mode (Read and Delete)
Local system audit approaches, but adds the ability to display selected events in a
timely fashion as alerts in a central system

Logging in the File System and Database as Temporary Buffer Temporary Buffer
Local system audit approaches, but adds the ability to for administrators to regularly
evaluate large datasets of log data. No archiving possible.

Only Logging in the Database Audit Log with Archive Interface

Recommended for an average number of events and high requirements regarding the
protection of personal data during the evaluation of log data. Archiving object BC SAL

Logging in the Database with External Evaluation and Storage Persistence in ext. System (API)
Global audit approach, where events are moved to a central system for evaluation
and long-term storage.
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Scenarios for Using the Security Audit Log
Example: Logging in the File System and Database with Temporary Buffer

Local system audit approaches, but adds the ability to for administrators to regularly evaluate large datasets of log data

ABAP System

Ad hoc
analysis
User = Eyents == Database IT staff
triggers
events

IT staff and auditors use transaction
RSAU READ LOG to analyze events.

Searching in the database offers File + : ‘ A AUAitOr
significant performance advantages. on local Files Long term
Administrators schedule jobs to regularly Server || on other analysis

purge obsolete data from the buffer table —{ Servers

using report RSAU FILE ADMIN
(= transaction RSAU ADMIN)
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Topics October 2020

SAP Secure By Default for SIAHANA on Premise 2020

Note 2971638 - Hard-coded Credentials in CA Introscope Enterprise Manager
Note 2969828 - OS Command Injection Vulnerability in CA Introscope Enterprise Manager

Note 2941667 - Code Injection Vulnerability in SAP NetWeaver (ABAP) (reloaded)

Note 887164 - BSP Test Applications in Production Systems
Note 2973497 - Multiple Vulnerabilities in SAP 3D Visual Enterprise Viewer

Note 2883638 - Information Disclosure in Supplier Relationship Management

Note 2973100 - Missing Authorization check in Manage Substitutions - Products and Manage
Exclusions - Product

Security Baseline Template 2.1 incl. Configuration Validation Package 2.1-CV-1 DSRA?(E’Q?YISQM

ASUG
SAP Learning HUB

Important Notes for System Recommendations and Configuration Validation
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https://launchpad.support.sap.com/#/notes/2969828
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SAP Secure By Default for SI4AHANA on Premise 2020

Bjoern Brencher, SI4AHANA Security

THE BEST RUN w



.
SAP Secure By Default for S/AHANA on Premise 2020

After installation of an S/4AHANA on-premise system, customers need to invest significant time
and resources to apply various security settings and configurations.

With this project, we aim to switch security settings directly after installation, system copies or
conversions to secure defaults.

This will decrease the effort required by customers to apply security settings and further will
ensure that customer systems have a reasonable security status directly after installation.

© 2020-10 SAP SE. All rights reserved. 191



-
SAP Secure By Default for SI4AHANA on Premise 2020

Products in Scope
S/AHANA on Premise 2020
Products based on S/4HANA Foundation, e.g.
— SAP Focused Run 3.0
— SAP Access Control

Customer Documentation
SAP Note 2926224 is a collection note including attachment
SAP Blog https://blogs.sap.com/2020/10/07/secure-by-default-for-s-4hana-2020/

Status
First shipment done with S/4AHANA on Premise 1909
Additional security topics shipped with S/4HANA on Premise 2020
Further improvements planned with S/AHANA on Premise 2021
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SAP Secure By Default for SI4AHANA on Premise 2020

Profile Parameters are set to secure values for S/4 HANA 2020
17 recommended values
27 parameters default values were changed in the SAP Kernel 7.81

Switchable Authorization Framework (SACF)
Automatic activation of all SACF scenarios to enable additional business authorization checks
(if not already set up by the customer)

Security Audit Log (SAL) (shipped with 1909)
Automatic configuration of the Security Audit Log
(if not already set up by the customer)
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Secure by Default in S/AHANA 2020 (SAP Note 2926224) is shipped for

New installations and system copies

SWPM 2.0 SPO7
Target: S/IAHANA 2020

Conversions
SUM 2.0 SP09
Target: S/IAHANA 2020

Upgrades
No automated changes
Comparison report can be used

© 2020-10 SAP SE. All rights reserved.

KERNEL UPDATE

ERP 6.0

EhP 8
—
—
ENHANCEMENT PACKAGE/" o I
 —

X

ERP 6.0
EhP 0-7 J
—C

—rC

SYSTEM

j— l J CONVERSION INSTALLATION
SYSTEM

— CONVERSION S/4AHANA S/4HANA
20xx 20xx
— f—

—rC / SYSTEM COPY —rC
—_—rc » |—C

——— ———

/ SYSTEM

CONVERSION
UPGRADE

i ™~ Comparison report
S/4HANA

21xx
—rC

—C
—C

| e—

194


https://launchpad.support.sap.com/#/notes/2926224

-
SAP Secure By Default for SI4AHANA on Premise 2020

Difference between recommended values and

kernel defaults

SAP kernel defaults are values stored in the
kernel and will be activated with a kernel upgrade

Recommended values are additionally stored in
kernel binaries and are used by SAP lifecycle
tools (e.g. SWPM, SUM) to set values in new
installations, system copies and conversions

Why are some recommended values not enabled?

Some recommended values are added to the
DEFAULT.PFL as comments (disabled)

Disabled recommended values need to be
enabled after SAP lifecycle tools are finished
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Display Profile Parameter Details

Change Value [

Metadata for Parameter login/password_compliance to current poli
Description

Name login/password_compliance_to_current_policy
Type Integer Interval

Further Selection Criteria Interval [0,1]

Unit

Parameter Group Login

Parameter Description

current password needs to comply with current
password policy

CSN Component

BC-5EC-LGN

System-Wide Parameter

Yes

Dynamic Parameter

Yes

Vector Parameter

Mo

Has Subparameters

Mo

Check Function Exists

Mo

Internal Parameter

Mo

Read-Only Parameter

Mo

Kernel Default

Value of Profile Parameter login/password_compliance_to_current_polic
Expansion Level

Default Profile

Instance Profile

Current Value

Recommended Value

Associated Note

1]
1]
0
1]
1
8

62989

-Drlgm of Current value: Kernel Deraun
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SAP Secure By Default for SI4AHANA on Premise 2020

Support of S/AHANA 2020 upgrade scenario

No automated changes during upgrade

Enhanced comparison report RSPFRECOMMENDED shows actual system values vs recommended
security profile parameters

Show all recommended values
& &9 F & # E TF  HEH

Parameter Name Actual Value Recommended Value Related No
[auth,"checlq’calItransactinn 33 3 515130
auth/object_disabling_active N i 2026224
auth/rfc_authority_check 6 6 2216306
login/password_downwards_compatibility 0 0 1023437
login/show_detailed_errors 0 ] 2001962
rfc/callback_security_method 3 3 2678501
rfc/reject_expired_passwd 0 1 1591259
login/password_hash_algorithm encoding=RFC2307, algorithm=iS5HA-512, iterations=15000, saltsize=256 encoding=RFC2307, algorithm=iS5HA-512, iterations=15000, saltsize=256 2140269
login/disable_cpic 1 1 2026224
login/password_compliance_to_current_policy 0 1 862989
login/password_max_idle_initial 0 7 862989
login/password_max_idle_productive 0 180 862989
icf/set_HTTPonly_flag_on_cookies 0 ] 1277022
icf/reject_expired_passwd 0 1 2579165
system/secure_communication OM ON 2040644
gw/rem_start DISABLED DISABLED 2776748
gw/reg_no_conn_info 255 255 2776748
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Is Secure By Default enough Security?
Secure by default settings cannot and will not cover all aspects of security settings in S/4AHANA systems

SAP highly recommends customers to perform additional reviews and improvements of their security
settings

Where can | find more information on SAP Security?
Use the SAP-provided tools and services (https://support.sap.com/sos). These inform you about gaps in a
cost efficient way.
— EarlyWatch Alert (alert on most critical topics)
— Configuration Validation (check security configurations)
— System Recommendations (display missing security patches)

Review SAP Security Whitepapers (https://support.sap.com/securitywp)
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SAP Secure By Default for SI4AHANA on Premise 2020

Technical View
Secure By Default with S/4HANA on Premise covers Profile Parameters (extended with 2020), Switchable
Authorization Framework (SACF) (new with 2020), Security Audit Log (shipped with 1909)

Supported Scenarios

Settings are automatically applied as part of new installations, system copies and conversions

Tooling is provided to support customers in S/4AHANA upgrade scenarios (as settings are not applied
directly)

Products in Scope
S/IAHANA
Products running on S/4HANA Foundation (e.g. Focused Run)

Implement more Security
Use the SAP provided tools, like EWA, Configuration Validation, System Recommendation
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Contact information

Bjoern Brencher
S/4AHANA Security
E-mail: bjoern.brencher@sap.com
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Note 2971638 - Hard-coded Credentials in CA Introscope Enterprise

Manager

Affected Products:
Third Party add-on delivered as OEM for SAP Solution Manager and SAP Focused Run
https://support.sap.com/en/alm/solution-manager/expert-portal/introscope-enterprise-manager.html|

The important part of the note is to change the default passwords of the users Admin and
Guest. Use SAP Solution Manager, configuration step 4 "Define CA Introscope” in “Infrastructure
Preparation” to set Introscope credentials. This updates the credentials on Introscope side as well as
in the SAP SOIUtion Manager' CA Introscope Enterprise Managers

See Note 2310713/ KBA 2512694 Discover noscope £ ||| Refresh | Advanced tode

| Remove || Unassign agent || User Management |

After that and in addition you can implement the

Host Port Version

patch provided by the note:

dewdf

M |
X

Please enter all information

* dewdf

“The solution is to deploy an additional Enterprise B o [ Femoe
Manager p|UgIn that bIOCkS the passwords for the pre- DE' User Password Retype password Connection User  Permission
defined users Admin and Guest if they still have | Il ovest eeeeee wenene —

Admin eesesss sssssee W read,run_trac

default values.”

OK
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Note 2971638 - Hard-coded Credentials in CA Introscope Enterprise

Manager

Default installation location is /usr/sap/ccms/apmintroscope, but you may have chosen a
different location during installation. This folder is called <EM_HOME> in some of the notes.

Transaction AL11 (viewonly) —» DIR CCMS — apmintroscope — config — users.xml

Directory: /usr/sap/ccms/apmintroscope/config
Name : users.xml

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<principals xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" version="0.3" plainTextPasswords="false" xsi:noNamespaceSchemaLocation="users0.3.xad">
<users>
<user password="cf25f327d28e3476celfb03e3266blfcdlb9b35cf07051625bcd47abd7£fb82fed" name="Admin"/>
<user password="e3b0c44298fclcld%afbfdc8996fb92427ac41e4649b934cad495991b7852b855" name="Guest"/>
</users>
<groups>
<group name="CEM System Administrator" description="CEM System Administrator Group">
<user name="Admin"/>
</group>
<group name="Admin" description="Administrator Group">
<user name="Admin"/>
</group>
<group name="CEM Analyst" description="CEM Analyst Group"/>
<group name="CEM Configuration Administrator" description="CEM Configuration Administrator Group"/>
<group name="CEM Incident Analyst" description="CEM Incident Analyst Group"/>
</groups>
</principals>
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Note 2969828 - OS Command Injection Vulnerability in CA

Introscope Enterprise Manager

Affected Products:

Third Party add-on delivered as OEM for SAP Solution Manager and SAP Focused Run
https://support.sap.com/en/alm/solution-manager/expert-portal/introscope-enterprise-manager.htm|

It might be the case that you run a quite old version even if you have updated the SAP Solution
Manager recently as it's not part of the SUM package. All old versions are assumed to be vulnerable.

On SAP Solution Manager 7.2, instead of installing a patch (if available for the installed version),
you could consider to install to latest version in any case:

Items Available to Download (2) LINUX ON X86_64 64BIT w TL
Selected ltems (0)
. . . Release Change Related
Mame Patch Level File Type File Size Date Date Info
WILYISEMOOP_2-70005226.ZIP 2 ZIP 1340812 KB 09.10.2020  09.10.2020 =

SP 00 PL 2 for WILY INTROSCOPE ENTPR MGR 10.7

WILYISEMOO_1-70005226.ZIP 1 ZIP 1340803 KB  06.10.2020 06.10.2020
SPO0 PL1 for WILY INTROSCOPE ENTPR MGR 10.7

<l
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Note 2969828 - OS Command Injection Vulnerability in CA

Introscope Enterprise Manager

How-to verify the installed version:

a) via the Introscope log file as described in the note

This gives you the exact patch number, e.g. 10.1.0.15 or 10.5.2.113 (vulnerable) or 10.7.0.304 (new)

Transaction AL11 (viewonly) - DIR CCMS — apmintroscope — logs — IntroscopeEnterpriseManager.log

Directory: /usr/sap/ccms/apmintroscope/logs
Name : IntroscopeEnterpriseManager.log

Feb 05, 2017 6:06:58 PM org.springframework.osgi.extender.internal.activator.ContextLoaderListener start

INFO: Starting [org.springframework.osgi.extender] bundle v.[1.2.1]

Feb 05, 2017 6:06:58 PM org.springframework.osgi.extender.internal.support.ExtenderConfiguration <init>

INFO: No custom extender configuration detected; using defaults.

Feb 05, 2017 6:06:58 PM org.springframework.scheduling.timer.TimerTaskExecutor afterPropertiesSet

INFO: Initializing Timer

2/05/17 06:07:01.137 PM UTC [INFO] [main] [Manager] Introscope Enterprise Manager Release (Build 990014)

2/05/17 06:07:01.138 PM UTC [INFO] [main] [Manager] Using Java VM version "Java HotSpot (TM) 64-Bit Server VM 1.8.0 45" from Oracle Corporation
2/05/17 06:07:01.138 PM UTC [INFO] [main] [Manager] Using Introscope installation at: /usr/sap/ccms/apmintroscope/.

2/05/17 06:07:01.139 PM UTC [INFO] [main] [Manager] CA Wily Introscope(R) Version 10.1.0

2/05/17 06:07:01.139 PM UTC [INFO] [main] [Manager] Copyright (c) 2015 CA. All Rights Reserved.

2/05/17 06:07:01.139 PM UTC [INFO] [main] [Manager] Introscope(R) is a registered trademark of CA.

2/05/17 06:07:01.139 PM UTC [INFO] [main] [Manager] Starting Introscope Enterprise Manager...

2/05/17 06:07:01.140 PM UTC [INFO] [main] [Manager] This Enterprise Manager is license free.

2/05/17 06:07:01.249 PM UTC [INFO] [main] [Manager] Found valid license file: /usr/sap/ccms/apmintroscope/./license/SAP.em.lic
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Note 2969828 - OS Command Injection Vulnerability in CA

Introscope Enterprise Manager

How-to verify the installed version:

b) via the software component list of the Java part of the SAP Solution Manager
Caveat: This shows the version of the "agent”, which might differ from the version of the "enterprise manager".

https:// [hostname]:5xx00 — System Information

or

https:// [hostname]:5xx00/nwa  — Configuration Management — Infrastructure — System Information
or

https://[hostname]:5xx00/monitoring/SystemInfo

Notes:

Note 1757810 — How to get the complete list of software components on your NetWeaver Application Server Java
Note 1771843 — How to identify and search the latest patch level for a Netweaver Java Component [VIDEO]

Note 1752501 — Retrieving the Java version information offline

Note 2181113 — Getting the Versions of Deployed Units on AS Java from a Command Prompt
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Note 2969828 - OS Command Injection Vulnerability in CA

Introscope Enterprise Manager

How-to verify the installed version :

c) via application Configuration and Change Database (CCDB).
Caveat: This shows the version of the "agent”, which might differ from the version of the "enterprise manager".

Transaction CCDB — Status — Cross Selection
Filter for Store Name = J2EE_COMP_SPLEVEL
Filter for Element Pattern = WILY*

Result:
Cross-system list of installed Software Component Versions

Element Viewer

Element Value Width: = Unlimited(60) v Height: 5 rows v
View: [Standard View] v Print Version || Export , 'Cl Store Details .{:lu
0] Landscape Component Version Store Name Element Class  Element Name Element Value
l"é" Java Technical System ( FTJ~JAVA ) J2EE ENGINE SERVERCORE 7.50 J2EE_COMP_SPLEVEL  Table Row COMPONENT]=ISAGENT_MIN_J5 [EXTRELEASE]=00
[RELEASE]=10.1 [PATCH_LEVEL]=0
=WILY INTRO AGT MIN J5 VIA SM
l"é“ Java Technical System ( SI7~JAVA') SAP J2EE ENGINE 7.02 J2EE_COMP_SPLEVEL Table Row COMPONENT]=ISAGENT_MIN_J5 [EXTRELEASE]=10
[[RELEASE]=9 PATCH_LEVEL]=2
[DESCRIPTION]=WILY INTRO AGT MIN J5 VIA SM
l“é" Java Technical System { FOJ~JAVA ) J2EE ENGINE SERVERCORE 7.50 J2EE_COMP_SPLEVEL Table Row COMPONENT]=ISAGENT_MIN_J5 [EXTRELEASE]=02
[[RELEASE]=10.5 PATCH_LEVEL]=0

[DESCRIPTION]=WILY INTRO AGT MIN J3 VIA SM
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Note 2969828 - OS Command Injection Vulnerability in CA

Introscope Enterprise Manager

Tipps:

SAP Solution Manager 7.2 SP 11 requires CA Introscope Enterprise Manager 10.7
This version is required to be able to configure the application in
SolMan Setup — Infrastructure Preparation — Step 4 “Define CA Introscope”

Do not forget to update the SAP Management Modules
https://support.sap.com/en/alm/solution-manager/expert-portal/introscope-enterprise-manager.html
— SAP Setup Guide for Introscope 10.7

and Note 1579474 - Management Modules for Introscope delivered by SAP
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Note 2941667 - Code Injection Vulnerability in SAP NetWeaver

(ABAP) (reloaded)

Prerequisite note on 7.40 up to Support Package 8:

Note 1979454 - Missing authorization check in Batch Input Recorder
This note introduces function BDC RECORD AUTH CHECK

222> START OF INSERTION <<<<<

Support PaCkage SAPKB74009 FUNCTION BDC_RECORD_AUTH_CHECK.
Correction instruction for 740 - SAPKB74008 date: begin of spaiinto .

data: end of apgi_info.
data: o_aktivity(4).
data: par_value(5) type c.

Caveat: Depending on the release / installed notes

clear: auth _rc.

E = trus

check onlv gut

you have to set Profile Parameter

call "C SAPGPARAM' 1d NAME- field "bac/shdb/auth check:
de/ shdb/auth check = TRUE —ree id "T‘;!-.LEE' field par_value. - "#EC CI_CCALL
. - . translate par_wvalue to upper case.
to activate the authority check for S_BDC_MONT,  check par Valle eq TRUE-

you can set bdc/shdb/auth check = FALSE to switch off the authority check, or
the authority check is mandatory (Note 2966249 as of SAP_BASIS 7.55).
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Note 887164 - BSP Test Applications in Production Systems

Deactivate test services according to note 887164 Deactivate test services of ABAP Channels (APC):
/sap/bc/bsp/sap/bsp model /sap/bc/apc_test/*
/sap/bc/bsp/sap/htmlb samples /sap/bc/webdynpro/sap/ABAP ONLINE COMMUNITY
/sap/bc/bsp/sap/it00 /sap/bc/apc/sap/abap online community
/sap/bc/bsp/sap/it01

/sap/bc/bsp/sap/it02 Deactivate more test services:
/sap/bc/bsp/sap/it03

/sap/bc/bsp/sap/it04 /sap/bc/echo/redirect
/sap/bc/bsp/sap/it05

/sap/bc/bsp/sap/itmvc?2 /sap/bc/gui/sap/its/test/*
/sap/bc/bsp/sap/itsm

/sap/bc/bsp/sap/sbspext htmlb /sap/bc/kw/skwr
/sap/bc/bsp/sap/sbspext phtmlb

/sap/bc/bsp/sap/sbspext table Note 2948239

/sap/bc/bsp/sap/sbspext xhtmlb
/sap/bc/bsp/sap/system private
/sap/bc/bsp/sap/system public
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Note 2973497 - Multiple Vulnerabilities in SAP 3D Visual Enterprise
Viewer

SAP 3D Visual Enterprise Viewer is a part of the SAP Front-End installation.
More issues solved about some file types (.cgm, .jt, .pdf, .rh)

Solution with VE_VIEWER_COMPLETE 9.0 SP9 patch 3

Previous Note 2960815 - Improper Input Validation in SAP 3D Visual Enterprise Viewer
File types: .omp , .cgm, .dib, .eps, .fbx, .gif, .hdr, .hpg, .hpgl, .plt, .pdf, .pcx, .rh, .rle, .tga

Solution with VE_VIEWER_COMPLETE 9.0 SP9 patch 2
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Note 2883638 - Information Disclosure in Supplier Relationship

Management

“Pre-requisite for this vulnerability is BYPASS OUTB_HANDLER is not set to true in Standard Call
Structure configuration for the particular Catalog In SPRO.”

See:
Define External Web-Services - Parameters and values in the Call Structure

https://wiki.scn.sap.com/wiki/display/SRM/Define+External+Web-Services+-
+Parameters+and+values+in+the+Call+Structure

BYPASS OUTB HANDLER: The Outbound Handler service creates a link called "Back To SRM
Application” on the top of the catalog view. This parameter disables the service, usually for
performance reasons. Adding the Parameter value 'X' turns off the handler.

The SRM-MDM Catalog already has a "back" link rendered by the Search Ul, so set this to avoid
duplicate links.

See SAP Notes 1249846, 1489343, 1405908, 1474056 and 1887020.

See more information and debugging hints about inbound and outbound handler here.
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Note 2973100 - Missing Authorization check in Manage
Substitutions - Products and Manage Exclusions - Product

IF substituteproduct IS MOT INITIAL.

IF substitute data-authorizationgroup IS NOT INITIAL. The eXiSting authorization checks for authorization
N S C R objects M MATE WGR, M MATE MAT, and

ID "ACTVT' FIELD '@3".
M MATE MAR are rearranged in the code.
IF sy-subrc <> ©.
allowed = abap _false.

RETURM.
ENDIF. SN
ENDIF.
IF substitute_data-type begru IS5 NOT INITIAL.
AUTHORITY-CHECK CBJECT "M _MATE_MAR® 1 1
ID "BEGRU' FIELD substitute_data-type_begru NO adJUStmentS Of rOIeS reqUIrEd

*22>3>> END OF DELETION <<<<<<<

SORT authorized products BY product.

LOOP AT unique_products INTO DATA(product_range).
READ TABLE authorized products INTO DATA(authorized product) WITH KEY product = product_range-low BINARY SEARCH.
IF sy-subrc = 8.
AUTHORITY-CHECK CBIECT "M_MATE_MAT'
ID 'BEGRU" FIELD authorized product-authorizationgroup
ID "ACTVT" FIELD '@3'.

IF sy-subrc = @,
DATA(type is authorized) = abap_true.
DATA(group is authorized) = abap_true.

IF authorized product-type begru IS NOT INITIAL.
AUTHORITY-CHECK OBJECT "M_MATE_MAR'
ID "BEGRU' FIELD authorized product-type begru
*>2>2>>» END OF INSERTION <<<<<<
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Security Baseline Template 2.1 incl. ConfVal Package 2.1-CV-1

New version on https://support.sap.com/sos

— SAP CoE Security Services - Security Baseline Template Version 2.1 (with ConfigVVal Package)

Title

_SAP Security Notes Advisory

_Security Notes Webinar

RFC Gateway and Message Server Security

SAP CoE Security Services - Check Configuration & Authorization
SAP CoE Security Services - Overview

SAP CoE Security Services - Secure Operations Map

SAP CoE Security Services - Security Patch Process

SAP CoE Security Services - Security Baseline Template Version
1.9 (including ConfigVal Package version 1.9_CV-5)

SAP CoFE Security Services - Security Baseline Template Version
2.1 (including ConfigVal Package CV-1)
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Type
ZIP
PDF
PDF
PDF
PDF
PDF

PDF

ZIP

ZIP

Changed
2020-09
2020-09
2019-06
2020-01
2020-01
2020-01

2019-07

2018-08

2020-10

ES Target System

Long SID: | +A*

Store Name:

N A4 L aE BB BB Details

Select Target System

SID

o) 1ACHANGE
1ACRITA
1ACRITBE
1ACRITC
1AMSGSRV
1APWDPOL
1ARFCGW
1ASECUPD
1ASTDUSR

Description

Protect Production System against changes (v2.1_CV-1)
Mo use of critical auth. profile SAP_ALL (v2.1_CW-1)

Mo use of critical auth. profile/role SAP_NEW (v2.1 CV-1)
Critical Authorizations (v2.1_CV-1)

Message Server Security (v2.1_CV-1)

Password Policy (v2.1_CWV-1)

RFC Gateway Security (v2.1_CWV-1)

Regular Security Updates (v2.1_CWV-1)

Standard Users (v2.1 _CW-1)
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Security Baseline Template 2.1 incl. ConfVal Package 2.1-CV-1

[Critical] Target System [Standard] Target System

1ACHANGE Protect Production System against changes 2AAUDIT Audit Settings

1ACRITA No use of critical auth. profile SAP_ALL 2ACHANGE  Protect Production System against changes
1ACRITR No use of critical auth. profile/role SAP_NEW 2ACRITD Protection of Password Hashes
1ACRITC Critical Authorizations 2ADISCL Information Disclosure

1AMSGSRV  Message Server Security 2AFILE Directory Traversal Protection
1APWDPOL  Password Policy 2BAMSGSRV  Message Server Security
1ARFCGW RFC Gateway Security 2ANETCF Secure Network Configuration
1ASECUPD Regular Security Updates 2ANETENC  Encryption of Network Connections
1ASTDUSR  Standard Users 2ROBSCNT  Obsolete Clients

1HAUDIT Audit Settings 2APWDPOL Pgsswor_d Policy

1HNETCF  Secure Network Configuration 2RSS0 Single Sign-On

1HPWDPOL ~ Password Policy 2AUSRCTR  User Control of Action

1HSECUPD Regular Security Updates 2HAUDIT Audit Settings

1HTRACES  Critical Data in trace files 2HPWDPOL  Password Policy

1JMSGSRV ~ Message Server Security 2HSTDUSR  Standard Users

1INOTEST  No Testing Functionality in Production 2JDISCL Information Disclosure

1JPWDPOL  Password Policy 2JMSGSRV  Message Server Security
1JSECUPD Regular Security Updates 2JSELFRG  No Self-Registration of Users
1JREFCGW RFC Gateway Security 2JSESS Session Protection
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Security Baseline Template 2.1 incl. ConfVal Package 2.1-CV-1

[Extended] Target System

3ACHANGE
3AFILE
3ANETENC
3APWDPOL
3ARFCGW
3ASCRIPT

3JAUDIT
3JPWDPOL
3JSSO
3JREFCGW

Protect Production System against changes
Directory Traversal Protection

Encryption of Network Connections
Password Policy

RFC Gateway Security

Scripting Protection

Audit Settings
Password Policy
Single Sign-On

RFC Gateway Security

© 2020-10 SAP SE. All rights reserved.

[Notes] Target System

NO510007
N1322944
N2065596
N2288631
N2449757
N2562089
N2562127
N2671160
N2934135

Note 510007 - Setting up SSL on AS ABAP
Note 1322944 - ABAP: HTTP security session
Note 2065596 - Restricting logons to server
Note 2288631 - CommonCryptoLib

Note 2449757 - Add.auth.check in Trusted RFC
Note 2562089 - Directory Traversal vulnerability
Note 2562127 - Support Connection SNC / SSO
Note 2671160 - Missing input validation in CTS
Note 2934135 - LM Configuration Wizard
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.
Important Notes for System Recommendations and Configuration

Validation

Note 2729269 - CCDB: Config store GLOBAL_CHANGE_LOG, COMPONENTS_CHANGE_LOG,

NAMESPACES CHANGE LOG 06.02.2019
Note 2764556 - ST 7.20 CV Dashboard Builder using function DIAGCPL_CV_DSH with database related configuration
stores 05.03.2019

Note 2772002 - Warning in the store CLIENTS _CHANGE_LOG - Extractor not available [EXTR_NOT_FOUND]
24.04.2019
Note 2843018 - ST 7.20 SP07-09 CV exceptions accept _ in extSID 25.09.2019
Note 2870159 - ST 7.20 CV for SysMon - add client information 05.12.2019
Note 2891758 - ST 7.20 SP08/09/10 CV table store * item not found 12.02.2020
Note 2943967 - ST 7.20 SP10/11 Target ABAP_NOTES fill from System Recommendations 03.07.2020
Note 2747922 - SysRec: Corrections for Solution Manager 720 SP08 Fiori Ul 15.09.2020
Note 2854704 - SysRec: Collective Corrections for Solution Manager 720 SP09 Fiori Ul 15.09.2020
Note 2857899 - SysRec: Collective Corrections for Solution Manager 720 SP10 Fiori Ul 15.09.2020
Note 2458890 - SysRec: Support SAP GUI Notes 17.09.2020
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https://launchpad.support.sap.com/#/notes/0002843018
https://launchpad.support.sap.com/#/notes/0002870159
https://launchpad.support.sap.com/#/notes/0002891758
https://launchpad.support.sap.com/#/notes/0002943967
https://launchpad.support.sap.com/#/notes/0002747922
https://launchpad.support.sap.com/#/notes/0002854704
https://launchpad.support.sap.com/#/notes/0002857899
https://launchpad.support.sap.com/#/notes/0002458890

SAP4

September 2020



.
Topics September 2020

Note 2961991 - Improper Access Control in SAP Marketing (Mobile Channel Servlet)

Note 2960815 - Improper Input Validation in SAP 3D Visual Enterprise Viewer
Note 2958563 - Code Injection vulnerability in SAP NetWeaver ABAP

Note 2951325 - Improper Authorization Checks in Banking services from SAP Bank Analyzer
and SAP S/AHANA Financial Products

Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA (LM Configuration Wizard) —
reloaded (Configuration Validation)

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://launchpad.support.sap.com/#/notes/2934135
https://www.dsag.de/veranstaltungen/2020-09/ak-security-vulnerability-management-online-session-diskussion-zu
https://www.asug.com/events/security-patch-day-september-2020

-
Note 2961991 - Improper Access Control in SAP Marketing (Mobile

Channel Servlet)

The Mobile Channel Servlet is an integral part of SAP Hybris Marketing Cloud which you install
on SAP Cloud Platform.

Additional information:

Note 2963056 - FAQ - for SAP Note 2961991 - Improper Access Control in SAP Marketing
(Mobile Channel Servlet)

Workaround:

Note 2962970 - Disable the SAP Cloud Platform Servlet Used by the SAP Marketing Mobile SDK
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-
Note 2961991 - Improper Access Control in SAP Marketing (Mobile

Channel Servlet)

SAP Hybris Marketing Cloud

The note solves a vulnerability in the servlet Campaigns
used to integrate between Mobile Applications ' ,
and the SAP Hybris Marketing Cloud. = » Notification | b Frobase
; SAP_COM_0061
You install this servlet on SAP Cloud Platform. - T
— Customer
See Blog “Mobile Engagement using SAP : Mobile Application
Hybris Marketing” (2017) _ WS =2
https://blogs.sap.com/2017/08/23/mobile- 2 L
engagement-using-sap-hybris-marketing/ Aggregated OFFER Get Offers By Geo Location
g:c"c‘::;g” Recommendation SAP_COM_0021
= i Create Contact ‘
| SAP_COM_0003 / Servlet \ ﬁ
SAP_COM_0004 (Hosted by Customer)
e | o
=3 ik | ICENode SAP_COM_0169
Tipp: The mobile SDK and servlet will be , | tou Encapns
. Interaction Contact
deprecated in future release 2011. \El’-,'aoud Patform )
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https://launchpad.support.sap.com/#/notes/2961991
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-
Note 2961991 - Improper Access Control in SAP Marketing (Mobile

Channel Servlet)

SAP Marketing Cloud

You can use the new Integration Flows instead to —

connect your mobile app with SAP Marketing - ,

CIOUd - s Notification |
This version is not affected by the vulnerability. § - r

Mobile App Integration with Google Firebase I

https://help.sap.com/viewer/fd4e354968fd432db7 L
4bff1992c3alfb/2005.500/en-
US/712C 1edf8&e945df8401286c 84213556 htm | Aggregated

Campaign
Success

Create Contoct

SAP_COM_0207

' ICF Node

Interaction Contact/Interactions

© 2020-09 SAP SE. All rights reserved.

Firebase
SAP_COM_0061

Create Interactions
SAP_COM_0205

CPIiFlows
(Hosted by Customer)

SAP_COM_ofss E %

Inbound Tracking e
Interactions

= |

\;_;,'r EloudPIatform/

Customer
Mobile Application

&

Customer
Mobile Backend
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-
Note 2961991 - Improper Access Control in SAP Marketing (Mobile

Channel Servlet)

The servlet is available on OneDrive. You find the installation and configuration guideline for a
specific release within the zip archive:

Servlet_1709 _SP02

You re-deploy it centrally on SAP Cloud Platform.

Name Date Modified File Size
You just need to re-deploy the servlet as described mobilechannel war 142 MB
in chapter 2.2 “Deploying the .war File”

Servlet_Guide_1709_SP02.pdf 2020-09-07 943 KB

You do not need to touch any configuration.

You can inspect the application URL to learn about the account ID and the app name:
https://mobilechannelab1234567.hana.ondemand.com/mobilechannel/sap/opu/odata/sap/API MKT LOCATION SRV/

Caveat: There is no way to inspect or validate the version of the current installation.
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.
Note 2960815 - Improper Input Validation in SAP 3D Visual

Enterprise Viewer

SAP 3D Visual Enterprise Viewer is a part of the SAP Front-End installation.

The solution is part of SAP 3D Visual Enterprise Author 9.0 FP09 MP2

References:

https://help.sap.com/ve

FRONT-END INSTALLER

M+ SAP 3D Visual Enterprise Viewer
[M + SAP 3D Visual Enterprise Viewer Office Add-in
[O) SAP 3D Visual Enterprise Viewer SDK

https://help.sap.com/viewer/68649624al1bd101496efce73094bb411/9.0.0.9/en-US/bedf68d83eae430f892ed29522bf6744.html

© 2020-09 SAP SE. All rights reserved.
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Note 2958563 - Code Injection vulnerability in SAP NetWeaver ABAP

The correction deactivates an obsolete critical function.

The software component SAP-BW is part of every ABAP system but the vulnerability only exist
for specific databases: ,,Note that the vulnerability is platform specific, that is only ABAP
Servers on DB4 or Sybase are vulnerable.”

Function RSDU_LIST DB TABLE DB4

IF con ref->get dbms( ) <> 'DB4'.
RAISE dbms not supported.
ENDIF.

Function RSDU_LIST DB TABLE SYB

IF sy-dbsys <> 'SYBASE'.
RAISE dbms not supported.
ENDIF.

— You may skip this note on systems running other databases.
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-
Note 2951325 - Improper Authorization Checks in Banking services

from SAP Bank Analyzer and SAP S/AHANA Financial Products

Only relevant for software components FSAPPL 500 and S4FPSL 100

Updated authorization object F_BABR BAS

Manual instruction: It might be required to add allowed activity 01=create in both cases to be

able to maintain authorizations in PFCG.

In any case you should validate roles which you
have created similar to these ones:

SAP_FPS_CUSTOMIZER
SAP _FPS_EXP FINANCIAL ACCTNT
SAP _FPS_EXP FINANCIAL PLANNER
SAP FPS_EXP PLANNER

SAP _FPS_EXP VDM REPORTING

© 2020-09 SAP SE. All rights reserved.

Object F _BABR BAS
Text Smart AFI: Basic Authorizations in Accounting
Class FSBA | Financial Services - Bank Analyzer
e FARTH (& FH9(1)/003 Define Val

= efine Values
Authorization fields (2

] - =

Authorization Field  Short Description | Object  F_BABR_BAS Smart AFL: Basic Authorizations in
/BA1/BRSRC Source System Field name ACTVT Activity
/BA1/LGENT Legal Entity Activities
ACC_SYSTEM Acc.o.untlng System S, Ac... Text
ACTV Activity

¥ 02 Change\

¥/ 03 Display

v| 16 Execute
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-
Note 2948239 - Cross-Site Scripting (XSS) vulnerability in SAP

NetWeaver AS ABAP (BSP Test Application)

In addition to implement the note to secure
the SICF service sbspext table you should

deactivate this and other test applications in
production systems.

© 2021

SAP SE. All rights reserved.

Filter Details
Virtual Host
ServiceName
Description | *TEST*
Lang. English
N Apply f

Virtual Hosts / Services
~ [*] default_host
> D) sap
- 1 be
> % bsp
~ ) sap
« @2 it00
*| | sbspext_table |
~ & echo
* |2 redirect
~ T gui
> T sap
~&its
- T scwm
* %) rfui
+ T test
* 5 mobile
“c)| itsmobile00
2 itsmobile01
* %0 itsmobile02
©
¥

itsmobile03
itsmobile04
v kw
* || skwr

Reset

Service Path

* Reference

b= Fine-Tune

Documentation

VIRTUAL DEFAULT HOST

SAP NAMESPACE; SAP IS OBLIGED NOT TO DELIVER ANY SER'
BASIS TREE (BASIS FUNCTIONS)

BUSINESS SERVER PAGES (BSP) RUNTIME
NAMESPACE SAP

BSP TEST APPLICATION

TEST16

REPEAT OF REQUEST DOCUMENT (ONLY FOR INTERNAL USE)
REDIRECT TEST FOR LOGON

ITS-Based GUI Services

SAP Namespace for ITS-Based GUI Services

ITS Directory

SCWM services

TEST: RFUI

ITS Test Services

Test for Mobile Devices

TEST: ITSmobile, Screens Generated and Modified
TEST: ITSmobile, Screens Generated

TEST: ITSmobile, Screens Generated

TEST: ITSmobile, Screens Generated

TEST: ITSmobile, Screens Generated
KNOWLEDGE WAREHOUSE

SKWR TEST

225


https://launchpad.support.sap.com/#/notes/2948239

.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard) - reloaded (Configuration Validation)

Store List 4%

Cross system verification of installed patches X

Store State
Application ChangeReporting or CCDB in the Al Subaios Type et o Log o
SA P SO I u tl on Man ag er [® J2EE_comP_SPLEVEL |  J2EE-SOFTWARE: SUPPORT-PACKAGE-LEVEL [ v g [+
. . . . . : LANDSCAPE J2EE-SOFTWARE: SYSTEM_LANDSCAPE izl v 5| [+
(Conflguratlon Validation requires a tI’ICk) CTC_MERGED_PROPERTIES  J2EE ENGINE: CTC-PROPERTIES m A =| [+
. . Store Content 4%
CO nfl g u ra'tl O n Sto re . JZEE_COMP_S PLEVEL @ | | Search: History filter %= = History % Searched| | 7% Incl. Dele
Q
Com po N ent LMCTC History § COMPONENT % RELEASE EXTRELEASE PATCH_LEVEL DESCRIPTION
®2 LM-TOOLS 16 0 LIFECYCLE MGMT TOOLS
(® 2 LMCFG 16 0 LM CONFIGURATION
®2 |meTc 16 0 LM CONFIGURATION WIZARD
Element History X
Date Mod. Type § COMPONENT § RELEASE EXTRELEASE PATCH_LEVEL DESCRIPTION
I I I I I I I 2019/10/29 LMCTC 7.50 16 0 LM
Validation is possible in application o Zonom (7 o
1 1 1 1 1 WIZARD
Configuration & Security Analytics (CSA) in FRUN pioois B . i .
23:00:31 CONFIGURATION
WIZARD
(D2 LMNWABASICAPPS 7.50 16 0 LM NWA BASIC APPS
(D2 LMNWABASICCOMP 16 0 LMNWABASICCOMP

© 2020-09 SAP SE. All rights reserved. 226


https://launchpad.support.sap.com/#/notes/2934135

.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard) - reloaded (Configuration Validation)

The Configuration Store J2EE_COMP_SPLEVEL has key fields COMPONENT and RELEASE (few filter
operators, no duplicates allowed) and data fields EXTRELEASE, PATCH_LEVEL, DESCRIPTION (many filter
operators available).

You want to define conditions like these:

Target System : J2ZEECOMP / Store Name : J2EE_ COMP_SPLEVEL

i#, Comparison Store: FAJ/00505... | | /£ Change| Find: C, Find | | Q[ Find Next| Replace with:

B B 2= 5= g0 % % < S @R Qs
Sel. €, COMPONENT €. RELEASE EXTRELEASE PATCH_LEVEL DESCRIPTION
] (=) LMCTC (=)7.50 (=)18 (==)1 ( lgnore )

* [ (=) LMCTC (=)7.50 (=)19 (==)0 ( lgnore )

However, this leads to the error “Duplicate entry”.

» You have to enter distinct values for key fields.
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Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard) - reloaded (Configuration Validation)

We need a trick: The condition has to look different
but still addresses the same configuration items.

Solution: Use aregular expression which includes a
different but irrelevant part.

The regular expression
(something) ?
catches zero or one occurrences of something.

© 2020-09 SAP SE. All rights reserved.

COMPONENT

Regex ) LMCTC(7.10)?
Regex ) LMCTC(7.11)?
Regex ) LMCTC(7.20)?
Regex ) LMCTC(7.30 19)?
Regex ) LMCTC(7.30 20)?
Regex ) LMCTC(7.3021)?
( Regex ) LMCTC(7.3123)?
( Regex ) LMCTC(7.3124)?
( Regex ) LMCTC(7.3125)?
( Regex ) LMCTC(7.31 26)?
(Regex ) LMCTC(7.3127)?
(Regex ) LMCTC(7.3128)?
( Regex ) LMCTC(7.40 18)?
( Regex ) LMCTC(7.40 19)?
( Regex ) LMCTC(7.40 20)?
( Regex ) LMCTC(7.40 21)?
( Regex ) LMCTC(7.40 22)?
( Regex ) LMCTC(7.40 23)?
( Regex ) LMCTC(7.5012)?
( Regex ) LMCTC(7.5013)?
( Regex ) LMCTC(7.50 14)?
( Regex ) LMCTC(7.50 15)?
( Regex ) LMCTC(7.50 16)?
( Regex ) LMCTC(7.5017)?
( Regex ) LMCTC(7.5018)?
( Regex ) LMCTC(7.50 19)?
( Regex ) LMCTC(7.50 20)?

(
(
(
(
(
(

RELEASE
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=
(=

)7.10
)7.11
)7.20
) 7.30
)7.30
)7.30
)7.31
)7.31
)7.31
)7.31
)7.31
)7.31
) 7.40
) 7.40
) 7.40
) 7.40
) 7.40
) 7.40
) 7.50
) 7.50
) 7.50
) 7.50
)7.50
) 7.50
) 7.50
) 7.50
) 7.50

EXTRELEASE
Ignore)
Ignore)

Ignore )
=)19

PATCH_LEVEL
(lgnore)
(lgnore)
(lgnore)
(>=)1
(>=)1
(Ignore)
(>=)1
(>=)1
(>=)1
(>=)1
(>=)0
(lgnore)
(>=)1
(>=)1
(>=)1
(>=)1
(>=)0
(lgnore)
(>=)2
(>=)3
(>=)2
(>=)2
(>=)2
(>=)2
(>=)1
(>=)0

(lgnore)

DESCRIPTION

(lgnore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)
(Ignore)

(lgnore)
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Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard) - reloaded (Configuration Validation)

Result:

=7 Konfigurationgelemente

SAP-Systemkennung

ATS
AGZ
BE4
BEB
BED
BEF
BEH
BQ1
EIB
Faud
FBEJ
FOJ
FTdJ
GEA
JC3
JEV
JWS
M4Q
MNT5
PJ2
PJ4
PO1
u3s
X2

Keonfigurationselement

COMPOMENTLMCTC/RELEASE
COMPOMENT-LMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENT-LMCTC/RELEASE
COMPOMENT-LMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENT:LMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENT-LMCTC/RELEASE
COMPOMENT:LMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENT-LMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENT-LMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENT-LMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENT:LMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
COMPOMENT-LMCTC/RELEASE
COMPOMENTLMCTC/RELEASE
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Wert des Configltems

EXTRELEAS
EXTRELEASE
EXTRELEAS
EXTRELEAS
EXTRELEAS
EXTRELEAS
EXTRELEAS
EXTRELEAS
EXTRELEAS
EXTRELEASE
EXTRELEASE
EXTRELEASE
EXTRELEASE
EXTRELEASE
EXTRELEASE
EXTRELEASE
EXTRELEASE
EXTRELEASE
EXTRELEAS
EXTRELEASE
EXTRELEASE
EXTRELEASE
EXTRELEASE
EXTRELEAS

F3IPATCH_LEVEL
10PATCH_LEVEL
E1PATCH_LEVEL
EOPATCH_LEVEL
EOPATCH_LEVEL
EOPATCH_LEVEL
OPATCH_LEVEL
ETIPATCH_LEVEL
EAIPATCH_LEVEL
18)PATCH_LEVEL
15| PATCH_LEVEL
18| PATCH_LEVEL
18)PATCH_LEVEL
10PATCH_LEVEL
10PATCH_LEVEL
19| PATCH_LEVEL
20 PATCH_LEVEL
21y PATCH_LEVEL
F3IPATCH_LEVEL
21y PATCH_LEVEL
14HPATCH_LEVEL
2Z2\PATCH_LEVEL
20 PATCH_LEVEL

EYPATCH_LEVEL

| FIEE==-= === = T - =T - = === === =1

Konfialid: Datenoper

==EXTRELEASE: 20/lgnocre PATCH_LEVEL.
==EXTRELEASE:20/lgnorePATCH_LEVEL:
==EXTRELEASE: 28/lgnocrePATCH_LEVEL.
==EXTRELEASE 20/lgnorePATCH_LEVEL.:
==EXTRELEASE:20/lgnorePATCH_LEVEL:
==EXTRELEASE: 20/lgnocre PATCH_LEVEL.
==EXTRELEASE:20/lgnorePATCH_LEVEL:
==EXTRELEASE: 28/lgnorePATCH_LEVEL:
==EXTRELEASE: 23/lgnocrePATCH_LEVEL.
=EXTRELEASE:1&/==PATCH_LEVEL:1.
==EXTRELEASE:20/lgnorePATCH_LEVEL:
=EXTRELEASE: 1&/==PATCH_LEVEL:1.
=EXTRELEASE:1&/==PATCH_LEWVEL:1.
==EXTRELEASE: 28/lgnorePATCH_LEVEL:
==EXTRELEASE: 23/lgnocrePATCH_LEVEL.
lgnoreEXTRELEASE fignorePATCH_LEVEL:
==EXTRELEASE:20/lgnorePATCH_LEVEL:
lgnoreEXTRELEASE: fignorePATCH_LEVEL:
==EXTRELEASE: 20/lgnocre PATCH_LEVEL.
==EXTRELEASE: 28/lgnorePATCH_LEVEL:
==EXTRELEASE: 28/lgnorePATCH_LEVEL.:
==EXTRELEASE: 28/lgnocrePATCH_LEVEL.
==EXTRELEASE: 28/lgnorePATCH_LEVEL:
==EXTRELEASE: 23/lgnocrePATCH_LEVEL.

Compliance

Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Mo
Yes
Mo
Yes
Yes
Mo
Mo
Yes
Yes
Yes
Mo
Mo
Mo
Mo
Mo
Mo

Konform

{1=ja, -1=nein,
" “=nicht bewertet)
-1

-1

-1

-1

-1

-1

-1

-1

Support Package too old
Support Package too old
Support Package too old
Support Package too old
Support Package too old
Support Package too old
Support Package too old
Support Package too old
Support Package too old
Patch installed

Patch missing

Patch installed

Patch installed

Support Package too old
Support Package too old
Release not affected

Support Package installed

Release not affected

Support Package too old
Support Package too old
Support Package too old
Support Package too old
Support Package too old
Support Package too old
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.
Topics August 2020

Note 2835979 - Code Injection vulnerability in Service Data Download (reloaded)

Note 2928635 - Cross-Site Scripting (XSS) in SAP NetWeaver (Knowledge Management)
Note 2932212 - Security measures to protect malicious file uploading and opening in KM
Note 2957979 - Q&A for SAP Security Note 2928635

Note 2948106 - FAQ - for SAP Note 2934135 - LM Configuration Wizard

11. How to verify if the vulnerability is mitigated after applying the patch or deactivating the application aliases?

KBA 2953257 - Check implementation of Note 2934135 based on data from SLD

Note 2754546 - Potential information disclosure in Lumira Designer

Note 2921615 - Bl Platform stores SAP BW Authentication Password as clear text

Note 2941667 - Code Injection Vulnerability in SAP NetWeaver (ABAP) Recordings:
Note 2452425 - Collective Note - SAP SSO Certificate Lifecycle Management DSA(ﬁmam

SAP Learning HUB
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-
Note 2835979 - Code Injection vulnerability in Service Data

Download (reloaded)

Solution available since December 2019
HotNews published in May 2020

Proof-of-Concept Exploit published in August 2020
https://www.thereqister.com/2020/08/12/sap netweaver abap bug/
https://sec-consult.com/en/blog/2020/08/code-injection-in-sap-application-server-abap-solution-tools-plugin-st-pi/

Did you have updated the corresponding Support Package of Software Component ST-PI?
(You can update software component ST-PI independently from any other maintenance activities.)
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.
Note 2928635 - Cross-Site Scripting (XSS) in SAP NetWeaver (KM)

Note 2932212 - Security measures to protect KM

Activate the Virus Scanner Service on AS Java
https://help.sap.com/doc/saphelp nw74/7.4.16/en-us/b8/f5af401efd8f2ae10000000a155106/frameset.htm
Example: https://archive.sap.com/documents/docs/DOC-30967

Activate Force Text Download in any case

(This setting is part of “SAP Secure by Default” guidance for latest releases in case of new installations)
Parameters of the WebDAV Protocol incl. Force Text Download

https://help.sap.com/doc/saphelp _nw74/7.4.16/en-us/95/c3744f7143426e8f99c362244e0b55/frameset.htm

In addition you might want to maintain additional filter options:

Malicious Script Filter

https://help.sap.com/doc/saphelp _nw74/7.4.16/en-us/84/4da32a99254685aa62aedf6f132429/frameset.htm

Note: If a malicious script filter is activated for the repository containing the file with executable script, the Force Text
Download parameter is ignored.

File Extension and Size Filter
https://help.sap.com/doc/saphelp nw74/7.4.16/en-us/84/4da32a99254685aa62aedf6f132429/frameset.htm

Note 599425 - Permissions for KM repositories

Older releases are not affected.
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-
What about deactivating WebDAYV instead of securing it?

If you do not use Knowledge Management in the Portal, e.g. if you use the Portal only to
Integrate user interfaces into a central server, you can deactivate WebDAYV as well:

Parameter “Enable WebDAV Server” determines if support of the WebDAV protocol as specified in
RFEC 2518 is enabled. If it is disabled, only http standard methods GET, HEAD, PUT, DELETE, and
OPTIONS calls are processed whereas the WebDAYV specific methods to lock, release, create, copy,
move, or delete resources are blocked.

By default, this parameter is activated.

However, KBA 2957979 states the following:
Q9. Is this vulnerability exploitable if WebDAV has been disabled?
A. Yes, it is. This setting affects the standard Ul. You need to apply the SAP Security Note 2928635.

© 2020-08 SAP SE. All rights reserved. 234


https://tools.ietf.org/html/rfc2518
https://launchpad.support.sap.com/#/notes/2957979
https://launchpad.support.sap.com/#/notes/2928635

-
Note 2948106 - FAQ - for SAP Note 2934135 - LM Configuration

Wizard

11. How to verify if the vulnerability is mitigated after applying the patch or deactivating the application aliases?

Make an http call using method HEAD in command line or in REST clients to
http (s) : //<host>:<port>/CTCWebService/CTCWebServiceBean

Tipps for using command line tool “curl” to submit the call:

Use the option --head (respective the shortcut option —I which is an upper case "i") to trigger a HEAD request. This option
omits possible error conditions which you might get if you would use the http method GET or POST instead.

You may add option --location (respective the shortcut option -1 ) to follow automatically a redirect location provided by
the server together with http response code 307.

You may add option --verbose (respective the shortcut option -v ) to make the operation more talkative.

Example:
curl --head --location http://<host>:<port>/CTCWebService/CTCWebServiceBean/

The response code should be:
401 “Unauthorized" or an authentication pop-up after applying the patch according to SAP Note 2934135
404 “Not Found" after deactivating the application aliases according to SAP Note 2939665

In a SAP Solution Manager system you can use the report provided by KBA 2953257 to run this verification for all Application
Server Java systems which are registered in the Software Lifecycle Directory (SLD).
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-
KBA 2953257 - Check implementation of Note 2934135 based on

data from SLD

The report checks if the software
component LMCTC has as least on of the
patch levels which are listed in

Note 2934135.

In addition you get a list of URLs pointing
to the critical servlet described in that note
and you can test if these URLs are
working (which is critical) or are blocked
(which is secure).
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Check Note 2934135

(& O
System
Software Component
+ Test Service
Service parameters
Service
%) http method HEAD
http method GET
http method POST
http timeout
SSL Client Identity

Extended log

bis &
LMCTC bis =

JCTCWebService/CTCWebServiceBean/

ANONYM
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-
Note 2754546 - Potential information disclosure in Lumira Designer

New feature in Lumira 2.3 from march 2019 with manual settings

Administrator Guide - General Security Recommendations
https://help.sap.com/viewer/b2ab3c5d05314085985c4b78aal7db2d/2.4.0.0/en-US/3ba5253372bc1014ae0faa81b0e91070.html

Disabling Java VM Arguments in SAP Lumira Designer (available as of release 2.3)
https://help.sap.com/viewer/3dbb00422a214e39970963651f8a3094/2.3.0.0/en-US/509293b300c44e7f9cb45af7427ebdcd.html

,YOu can now prevent the use of unsupported security-relevant Java VM arguments in SAP Lumira
Designer centrally on every user's machine by adding a setting to a branch in the Windows registry to
which the users don't have write access.”

[HKEY LOCAL MACHINE\SOFTWARE\JavaSoft\Prefs\com\sap\lumira\designer]
"disable insecure_vm args"="true"

Related note about same setting:
Note 2762504 - Disable predefined user/password authentication for OLAP connections by default
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=
Note 2921615 - Bl Platform stores SAP BW Authentication Password

as clear text

Before you can import roles or publish BW content to the Bl platform, you must provide information
about the SAP Entitlement Systems to which you want to integrate. The Bl platform uses this
Information to connect to the target SAP system when it determines role memberships and
authenticates SAP users.

Connection data for an authentication plugin was stored including user with password in clear
text.

Business Intelligence Platform Administrator Guide — How to add an SAP entitlement system
https://help.sap.com/viewer/DRAFT/2e167338c1b24da9b2a94e68efd79c42/4.3.1/en-US/468134a16e041014910aba7db0e91070.html

To solve this issue:
Update the software

Change the password of this user in the SAP BW and update the connection data in the
CMC of the Bl platform
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.
Note 2941667 - Code Injection Vulnerability in SAP NetWeaver

(ABAP) and ABAP Platform

Transaction SHDB alre
ady ayq;
Allapjg

Transaction Recorder: Recording Overview

["|New recording & & [f [ Process [ '|Session |['|Program | [‘Testdata [']Function module [i]

The batch input recorder report RSBDCREC is changed from local implementation to central API.

Beside various repository checks, the AP| function RPY PROGRAM INSERT requires that user
has authorization S DEVELOP.

The minimal authorization required is S_DEVELOP with parameters OBJTYPE=PROG,
OBJNAME=<name>, and ACTVT=01.

You cannot use this report (or this operation) in production systems anymore
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-
Note 2452425 - Collective Note - SAP SSO Certificate Lifecycle

Management for ABAP

Report SSF_ALERT CERTEXPIRE alerts on expiring certificates (MTE class R3SyslogSecurity)
or AUtoABAP report SSFALRTEXP, see note 5/2035

Check and Warn About Certificates Expiring Soon

Alerts only,
no renewal '@P [4] @Test Warnings :"?‘Lock AutoABAP
Scope of Checks
No. of Days until Expiration 30

Replacement for AutoABAP
+'|Check Certificate List
' |Check the PSEs
+|SSL Servers of All Servers

Create Warnings

Create warnings using Alert Framework (subscription)

Warn (internal communication)
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Note 2452425 - Collective Note - SAP SSO Certificate Lifecycle
Management for ABAP

The configuration of the SLS, ABAP systems and Java Systems is described here:

Configuring Certificate Lifecycle Management based on Secure Login Server (SLS)
https://blogs.sap.com/2020/07/09/configuring-certificate-lifecycle-management/

Renew Certificates

(% [ [1] T Reset Context

SLS Metadata URL https://mo-82d540fa5.mo.sap.corp:50101/SecureloginServer/appser

No. of Days Until Expiration 20

PSE Context TAll v

All

SNC SAPCryptolib
SSL server

SSL client

WS Security
SMIME

SSF
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Topics July 2020

Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA (LM Configuration Wizard)

Note 2774489 - Code Injection vulnerability in ABAP Tests Modules of SAP NetWeaver Process
Integration

Note 2932473 - Information Disclosure in SAP NetWeaver (XMLToolkit for Java)

Note 2923117 - How to address problems with old TLS protocol versions in clients accessing
SAP Cloud Platform NEO (reloaded)

Note 2923799 - Final Shutdown of RFC Connections From Customer Systems to SAP
Note 2928592 - Download digitally signed Notes using HTTP in SAP_BASIS 700 to 731
Note 2934203 - ST-A/P1 01T* SPO1 - 01U SPO0O: SAP backbone connectivity for RTCCTOOL

KBA 2911301 / Note 2946444 - SAP Support Portal - Renew client certificate

Recordings:
Recommended Notes for System Recommendations DSAG éGeC;man)
ASU
SAP Learning HUB
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA
(LM Configuration Wizard)

All Java systems on all releases as of 7.30 are affected - standalone Java as well as the Java
part of dual stack systems.

Be aware that such Java systems often serve as internet facing User Interface systems.

ABAP systems are not affected.

This Java application is used by few SAP Lifecycle procedures only, such as the initial
technical setup, and it is not needed in day-to-day operations.

Related notes:

KBA 2948106 - FAQ - for SAP Note 2934135

Note 2939665 - Disable LM Configuration Wizard

Note 1589525 (describing firewall URL filter rules)

Note 1451753 (describing filtering of administration requests)
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard)

At once: Deactivate on all application servers the aliases CTCWebService ctc/core
ctcprotocol respective application te~lm~ctc~cul~startup app
and validate that service CTCWebService is offline as described in KBA 2939665

: Implement firewall rules for URL blocking as described in note 1589525
or develop filter rules for administrative requests according to note 451753

Short time: Implement the patch for Software Component LMCTC as described in the note.

The patch does not depend on any other component and you can it deploy online (without

downtime or restart) using telnet (see KBA 1715441) or if possible SUM (see Blog and Note 1641062).

Software Download Example:
https://launchpad.support.sap.com/#/softwarecenter/search/LM%2520CONFIGURATION%2520WIZARD%25207.50

Scheduled: This month you find multiple notes about Java, therefore, schedule a combined
update of all Java components. You can take the time for preparation, if you have deactivated
the vulnerability described by this note.
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard)

View current status:

Call the NetWeaver Administrator at http(s)://<host>:<port>/nwa and login with admin user
— QOperations

— Start and Stop (you can cancel any additional logon popup for OS credentials)

— JAVA Applications

— Filter for tc~1lm~ctc~cul~startup app

Start & Stop: Java Applications Restore Default View | @ Back Forwardep History, | Home | Help | LogoOf
Favorites , Related Links , GoTo Support Details Search:
Java Instances || Java Services Java Applications What about ¢
——— What hq Other applicaj
Application List Ppens whe '0n serverg o
: - N you rest rs
Retrieve Status: (On | | | Star Restart | | | More Actions | art of the Server?
r
® Name = Vendor Status
¢ tc~Im~ctc~cul~startup_app -
tc~Im~ctc~cul~startup_app sap.com {> Stopped
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Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA
(LM Configuration Wizard)

View current status (continued):

In the lower part you can view the application aliases which are associated with this application.

These are the aliases which you should deactivate according to Note 2939665

Details about tc~Im~ctc~cul~startup_app
Status Dependencies Modules Fesources Details Aliases

Alias

B
ICTCWebService

/ctcprotocol
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(LM Configuration Wizard)

.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

View current status (continued):

— More Actions (or NWA — Configuration — System Information)
— View Application Component Info and compare it with the patch list of the note

System Information: Components Info Restore Default View | ¢ Back Forward &) History, | Home
Favorites , Relaied Links , GoTo Support Details Search:
System Information Components Info
Software Components
| Export to Spreadsheet |
Vendor Name Version Location
¥
sap.com LMCTC 10004750151 0190620184300 SAPAG
sap.com LMNWABASICAPPS 1000.7.50.15.0.201905051 83500 SAPAG

Development Components of SCALMCTC
Display: | Per selected sofiware component | | Export to Spreadsheet |

Vendor | Name Version Change Mumber | Apply Time Location | Software Type @ Software Component
W

sap.com tc~Im~ctc~cul~interface_sda 7.5015.20190618123015.0000 14 03.02.2020 1718 UTC  SAPAG | library sap.com/LMCTC

sap.com tc~Im~ctc~cul~startup_app 7.5015.201906158123015.0000 14 030220201722 UTC SAPAG application sap.com/LMCTC

sap.com tc~Im~ctc~metamodel_sda 7.5015.20190618123015.0000 14 03.02.2020 1718 UTC  SAPAG | library sap.com/LMCTC
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7.10
7.11
7.20

7.30
7.30
7.30

7.31
7.31
7.31
7.31
7.31
7.31

7.40
7.40
7.40
7.40
7.40
7.40

7.50
7.50
7.50

not affected
not affected
not affected

SP 19 patch 1
SP 20 patch 1
SP 21 patch 0

SP 23 patch 1
SP 24 patch 1
SP 25 patch 1
SP 26 patch 1
SP 27 patch 0
SP 28 patch 0

SP 18 patch 1
SP 19 patch 1
SP 20 patch 1
SP 21 patch 1
SP 22 patch O
SP 23 patch O

SP 12 patch 2
SP 13 patch 3
SP 14 patch 2

|7.50

SP 15 patch 2

7.50
7.50
7.50
7.50
7.50

SP 16 patch 2
SP 17 patch 2
SP 18 patch 1
SP 19 patch O
SP 20 patch O
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard)

Disable Service:

Call the NetWeaver Administrator at http(s)://<host>:<port>/nwa and login with admin user
— Configuration

N |nfrastructure General Aliases Application Aliases
— JAVA HTTP Provider Configuration Active | Application
N Application Aliases " BOBJMenService/default

] CMSRTS/Config1
|:| CTCWebService

o ClassificationService/CS
L

ComponentListService

Scroll down and deactivate

Active | Application

CTCWebService -
ctc/core
ctcprotocol

cteicore
cteidi
ctclesr

W

o

v ctei/sid
D cteprotocol
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard)

Verify deactivation:

Call the Web Service Navigator at
http(s)://<host>:<port>/wsnavigator
and login with admin user

Choose Search Type ,Provider System®
and search for CTCWebService

You should get an error message which indicates
that the service is offline.
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Web Services Navigator

@ Invalid Response Code: (404) Not Found

Servicetest | Test scenario

»— 2 —

Service Operation

Previous || Next i || |Invocation Parameters | | | Invoke

Service Information

Search Service Interfaces

Search Type: WSDL « ) Provider System Logical Destination Service Registry
Search for CTCWebService
Provider System: |Local Java AS -

Found 1 Service Interfaces

Interface Name = Mamespace

CTCWebServiceSi urn:CTCWebServiceSi
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard)

Verify deactivation:
Call the services using a HEAD request and check the http return code: vulnerable ok

http(s)://<host>:<port>/CTCWebService/CTCWebServiceBean 200/ 405 404 / 401
http(s)://<host>:<port>/CTCWebService/CTCWebServiceBean?wsdl 200+xml 404 / 401

0

This XML file does not appear to have any style information associated with it. The document tree is shown below.

<wsdl:definitions xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:tns="urn:CTCWebServicesi"” targetNamespace="urn:CTCWebServicesi">
<wsdl:types>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema” targetiamespace="urn:CTCWebServicesi"” version="1.8">
<xs:element name="CTCManagementException"” type="tns:CTCManagementException"”/>
<xs:element name="RemoteException” type="tns:RemoteException”/>
<xs:element name="cancelExecution"” type="tns:cancelExecution"/>
<xs:element name="cancelExecutionResponse” type="tns:cancelExecutionResponse”/>
<xs:element name="endOfExecution" type="tns:endOfExecution”/>
<xs:element name="endOfExecutionResponse” type="tns:endOfExecutionResponse”/>
<xs:element name="eventsAvailable"” type="tns:eventsaAvailable"/>
<xs:element name="eventsAvailableResponse"” type="tns:eventsAvailableResponse”/>
<xs:element name="execute" type="tns:execute"/>
<xs:element name="executeResponse” type="tns:executeResponse”/>
<xs:element name="executeSynchronious” type="tns:executesynchronious”/>
<xs:element name="executeSynchroniousResponse” type="tns:executeSynchroniousResponse"/>
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard) Alternati,
denns: eo

Disable application:

Call the NetWeaver Administrator at http(s)://<host>:<port>/nwa and login with admin user
— Operations

— Start and Stop (you can cancel any additional logon popup for OS credentials)

— JAVA Applications

— More Actions Start & Stop.' Java Appﬁcatfons Restore Default View |
— Edit Startup Filters

Favorites , Relaied Links , GoTo Support Details

Java Instances | Java Services Java Applications

Application List

Retrieve Status: |(On  ¥| | | Start | Stop || Restart | | | More Actions |
Name View Logs
View Application Component Info
¥ View Application Properties

AdobeDocumentServices

applicationsAdminApp Edit Startup Filters

bi~alv sap.com
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard)

Disable application (continued):

— Filters
— Add

Kernel Services Applications

Inherited Filters
Action
start
stop
stop
start
stop

Local Filters
Save | Add | Remove
Action
[1] No filters present

© 2020-07 SAP SE. All rights reserved.

Wi Environment

Component

all components
application

all components
application

application

Component

Memory VM Parameters System VM Parameters

Vendor Mask
sap.com
sap.com
sap.com

Sap.com

Vendor Mask

eactivat tion ¢
et :

he applicatio,
Additional VM Parameters | Filters

Mame Mask
tc~je~-pdtunneling~app
tc~sec~rbam-*
tc~sec~rbam-ctc~library_ear

loadobserver

Mame Mask

254


https://launchpad.support.sap.com/#/notes/2934135

.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard)

Disable application (continued):

Enter Filter:
Action:
Vendor mask:
Component:

disable
sap.com
application

Component Name mask: tc~1lm~ctc~cul~startup app

Set and Save the Filter

Filters were saved successfully.
In order for the changes to take effect.
restart the cluster

You can stop the
application manually
as well:
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Start & Stop: Java Applications

FEVDFIT.ES‘ Related L nKks , [E74] T'D‘

Support Details

Action: |disable |
WVendor Mask: |sap.com |
Component: |application - |

Component Name Mask: [tc~Im~ctc~cul~startup_app |

| Set | | Cancel

Restore Default View | @ Back Forward &

Application is stopping asynchronously. To see the current state, choose "Refresh” in the status table

Java Instances | Java Services

Java Applications |

Application List

Retrieve Status:[On  v| | | Start |[ Stop || Restart | | [ More Actions , |
F Name = Vendor Status
S tc~Im~ctc~cul~startup_app
tc~Im~ctc~cul-startup_app sap.com <» Stopped
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard) Alternaiye

Ve”fy deaCt|Vat|On Service test | Test scenario pleCatIOn
Call the Web Service Navigator at »— 1 2 .
http(s)://<host>:<port>/wsnavigator senvice - OperEon
and login with admin user
Previous || Next i) | [ Invocation Parameters | |F Invoke T
Choose Search Type ,Provider System® e
and search for CTCWebService
Search Service Interfaces
Search Type: WSsDL « Provider System Logical Destination Service Registry
Search for: CTCWebService
Provider System: |Local Java AS -
If you find the service, then the system might still Found 1 Service Interfaces
be vulnerable (if not patched): nertace Name 2 | Namespace
CTCWebServicesi urn:CTCWebhServiceSi
You should get an error message which indicates Found 0 Service Interfaces
that the service is offline: intertace Name 2 | Namespace
E] Mo web service interfaces found
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard)

£ ._:” D4 System Recommendations - SAP Note Overview v Q A&
Standard * v Hide Advanced Search F|lters{l)
Note Type: Priority:

Security Note & v Priority v

MNote Number:

2934135 ® ¥

SAP Notes for selected technical systems: 4 1 T o
Technical - Application . Support Implementation ~ Processing
System Note Number Note Version Short text Release Date Component Priority Package Status Status

[CVE-2020-6287] Multiple Vulnerabilities
ABZ~JAVA 2934135 11 in SAP NetWeaver AS JAVA (LM 14.07.2020 BC-INS-CTC 1 - HotNews SP0O12 New Undefined
Configuration Wizard)

[CVE-2020-6287] Multiple Vulnerabilities
JC3~JAVA 2934135 11 in SAP NetWeaver AS JAVA (LM 14.07.2020 BC-INS-CTC 1 - HotNews SP0O18 New Undefined
Configuration Wizard)

[CVE-2020-6287] Multiple Vulnerabilities
FAJ_SM~JAVA 2934135 11 in SAP NetWeaver AS JAVA (LM 14.07.2020 BC-INS-CTC 1 - HotNews SP0O18 New Undefined
Configuration Wizard)

https://<host>:<port>/sap/bc/ui2/flp?sap-client=<client>&sap-language=EN#Action-UISMMySAPNotes&/NoteOverview/sapnote=2934135
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.
Note 2934135 - Multiple Vulnerabilities in SAP NetWeaver AS JAVA

(LM Configuration Wizard)

Store List 4%

Cross system verification of installed patches X

Store State

Applicatio n ChangeReporting or CCDB in the Aiss: Subaias v 0|
SA P SO I ution M an ag er |@® J2eE_comp_sPLEVEL |  J2EE-SOFTWARE: SUPPORT-PACKAGE-LEVEL [ v = [+

. . . . . : LANDSCAPE J2EE-SOFTWARE: SYSTEM_LANDSCAPE izg v = [+
(Conflguratlon Validation requires a tI’ICk) CTC_MERGED_PROPERTIES ~ J2EE ENGINE: CTC-PROPERTIES iz A | [+

Store Content

CO nfl g u ra'tl O n Sto re: JZEE_COMP_S PLEVEL @ | | Search: History filter %= = History # Searched %5 Incl. Dele

Q
COm ponent LMCTC History § COMPONENT § RELEASE EXTRELEASE PATCH_LEVEL DESCRIPTION
(® 2 LM-TOOLS 16 0 LIFECYCLE MGMT TOOLS
® 2 LMCFG 16 0 LM CONFIGURATION
® 2] LMcTC 16 0 LM CONFIGURATION WIZARD
Element History X
Date Mod. Type § COMPONENT § RELEASE EXTRELEASE PATCH_LEVEL DESCRIPTION
I I d I I i b | i I I i 20101020 (p |wmetc 7.50 16 0 ILM
Va idation Is pOSSI ein app ication ® 23:00:44 CONFIGURATION
Confi ion & S ' lytics (CSA) i U e
onfiguration ecurity Analytics (CSA) in FRUN pioois B . i .
23:00:31 CONFIGURATION
WIZARD
(D2 LMNWABASICAPPS 750 16 0 LM NWA BASIC APPS
(® 2 LMNWABASICCOMP 16 0 LMNWABASICCOMP
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-
Note 2774489 - Code Injection vulnerability in ABAP Tests Modules

of SAP NetWeaver Process Integration

Easy to implement ABAP correction from July 2019
Did you have solved it in the meantime?

Now you can find an exploit on the internet: Search for CVE-2019-0328
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=
Note 2932473 - Information Disclosure in SAP NetWeaver

(XMLToolkit for Java)

Reported by a customer via secure channel:

https://[support.sap.com/securitynotes

—

Report a Vulnerability

—

Normal incident
Web form

Email to secure@sap.com
Get the public PGP key

SAP creates and process a special “Security incident” (restricted access and supervision)
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.
Note 2923117 - How to address problems with old TLS protocol

versions in clients accessing SAP Cloud Platform NEO

TLS 1.0/ 1.1 Traffic Analysis

As an admin of an SAP Cloud Platform Neo (sub-)account, you can directly access the logs of the traffic reaching

your account using the following applications. It will show you the TLS 1.0/ 1.1 traffic reaching your account for a
selected time range.

https://tlIsusagea62la4188.hana.ondemand.com/

The authentication for the self-service application is using the SAP ID Service, the usual user ID and credentials
as used for the SAP Cloud Platform Cockpit and other admin tools.

w " TLS 1.0 & TLS 1.1 Usage

There is no SAP CP system or application administered by this user with TLS 1.0 or TLS 1.1 traffic. If you still suspect that there is such traffic, you
can request a detailed investigation via a Service Ticket in component BC-NEO-SEC-CPG and with “TLS Migration” in the header
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.
Note 2923117 - How to address problems with old TLS protocol

versions in clients accessing SAP Cloud Platform NEO

TLS 1.0/ 1.1 Traffic Analysis

LOG_SOURCE = ‘CPr — Cloud Platform Integration in general
USER_AGENT = ‘SAP NetWeaver Application Server%’ — NetWeaver Application Server

USER _AGENT = ‘SAP Web Application Server%’ — ABAP Application Server
Sum(“REQUESTS”) < DAYS — Suspected false-positive
Sum(“REQUESTS”) without USER_AGENT > DAYS — Non-Browser Client

USER_AGENT that is no Web Browser — Non-Browser Client

Old Browser/Device —

Recent Browser/Device — Check Network Devices

Many different Browser/Devices —

© 2020-07 SAP SE. All rights reserved. 262


https://launchpad.support.sap.com/#/notes/2923117

.
Note 2923117 - How to address problems with old TLS protocol

versions in clients accessing SAP Cloud Platform NEO

ABAP systems up to and including ABAP 752 (=S4/HANA 1709) require explicit opt-in configuration to
enable TLSv1.2-Support for outgoing TLS-protected communication, see the list of recommended profile
parameters in section 7 of Note 510007

DIR EXECUTABLE S (DIR_INSTANCE) S (DIR_SEP) exe

DIR LIBRARY S (DIR_EXECUTABLE)

SAPCRYPTOLIB S (DIR_LIBRARY) S (DIR_SEP) libsapcrypto. so
sec/libsapsecu $ (SAPCRYPTOLIB)

ssf/ssfapi 1lib $ (SAPCRYPTOLIB)

ssl/ssl 1lib $ (SAPCRYPTOLIB)

ssl/ciphersuites 135:PFS:HIGH: :EC_P256:EC_HIGH
ssl/client ciphersuites 150:PFS:HIGH: :EC_P256:EC_HIGH
icm/HTTPS/client sni enabled TRUE

ssl/client sni enabled TRUE

Please ensure that you are not loading an old Cryptolib from a location other than $ (DIR_EXECUTABLE)
with custom values for profile parameters ss1l/ssl 1lib, ssf/ssfapi 1lib, sec/libsapsecu. see also
section 2 of SAP Note 510007.
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.
Note 2923117 - How to address problems with old TLS protocol

versions in clients accessing SAP Cloud Platform NEO

ABAP systems require a minimum version of CommonCryptoLib 8 which implements TLSv1.2. If your
version of CommonCryptoLib is older than version 8.4.48, then you should upgrade your library.
See also SAP Note 1848999.

You can use transaction STRUST — "Environment” — "Display SSF Version" to display the version of your
CryptoLib. If you are still on ABAP 7.0x or 7.1x, then you need at minimum Kernel 720 patch 88.

Trust Manager: Display

| . “» T

Kernel patches prodl_Jced after mid-2014 mclude [E X3A(1)/001 Information
the most recent version CommonCryptoLib 8 at b [ Syste
the time when this Kernel patch was produced. ¥ C1SNC ¢ SSFLIB Version 1.850.40 ; CommonCryptoLib
See SAP Note 2083594 on Downward Compatible ¥ [ 1SSL s 1| (sAPcRYP
Kernels (DCK) for all Netweaver 7.xx Releases. rCASSLc _ _

. %€ SSL o TOLIB)| Version 8.5.30|(+MT) #Copyright (c) SAP,

»[JSSLc 2011-2019#compiled for linux-gcc-4.3-x86-64#
In case of problems, please open an incident on " % SSL g

BC-NEO-SEC-CPG with “TLS Migration” in header.
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Note 2923799 - Final Shutdown of RFC Connections From Customer Systems to SAP

On Monday November 30, 2020 all RFC communications from customer systems to SAP will
cease permanently and irreversibly. Applications which still might use RFC:

Notes Download

EWA

RTCCTOOL

SAP Solution Manager functions

Transaction STO3N shows the usage of RFC Destinations
Ensure that none of these destinations are still in use;

Function Module | Transactions  User | Remote Destinations | Remote Server ' Local Server

SAPCMP

SAPOSS (S Task type 6] (&) (&[T [R]F[F Y& L] = . (S5 JEL) k)G

SAP-035 RFC Client Statistics:Remote Destinations

SAPNET RTCC RFC Destination . #Cals TExecution Time O Time/Execution T Call Time @ Time/RFC Sent Data (Bytes)

SAP-0SS-LIST-001 |SAPCMP | 99 | 21 | 214,1 | 23|  227,7 | 171.469
SAPOSS 194 12 62,1 84 434,8 111.055
SAP-0SS 113 0 0,0 15 128,7 43.530
SAPNET_RTCC 51 0 0,0 0 0,0 22.899
SAP-0SS-LIST-001 51 0 0,0 0 0,0 22.899
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Note 2928592 - Download digitally signed Notes using HTTP in SAP_BASIS 700 to 731

The note downports for SAP_BASIS 700 to 731 the option to download digitally signed Notes

using HTTP procedure (in addition to existing method to use a central Download Service
system).

You find a new version of the pdf document about “Enabling and Using SNOTE for Digitally
Signed SAP Notes”, too.

Related notes:

Note 2934203 - ST-A/P1 01T* SPO1 - 01U SPO0O: SAP backbone connectivity for RTCCTOOL
Note 2837310 - Connecting Legacy Systems with https to SAP Support Backbone
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.
KBA 2911301 / Note 2946444 - SAP Support Portal connection -

Renew client certificate

You have enabled client certificate  SAP Support Portal connection - Renew client certificate

authentication for technical @ [T TASTRUST W SMS9  [fiiRSRFCCHK  (J)Tech-User [i]KBA 2911301

communication users according t0 | connection to SAP Support Portal

KBA 2805811. * Connect via destination SAP-SUPPORT_PORTAL SSF Application SAPSUP
_Connect via url

You realize that the validity of SSF Application

these client certificates is limited to SSL Client Identity SAPSUP

1 year qnd you \./v-ant to renew e —

these client certificates efficiently. Technical S-user (CN) 50012345678 Valid S-user
Issuer CN=SAP Passport CA G2, O=5AP Trust Community, C=DE
Valid from 2020-07-09 15:03:342

SChedu Ie new report Valid to 2021-07-09 15:03:342

RSUPPORT HUB CERT RENEWAL Days left before expiration 361

as a monthly background job to Days left before renewl 60

= Add root CA certificates
Add intermediate CA certificates

renew the client certificate used
In destinations for the
SAP Support Portal Verbose log
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.
Recommended Notes for System Recommendations

Note 2950184 - SyRec: JAVA Note is missing due to too low support package level
(if this note is required, request access to pilot release)

Note 2938632 - SysRec: Not all prerequisite notes are displayed

Note 2933596 - SysRec:7.2: Note for SAP HANA Database is not presented

Note 2930024 - SysRec: validity of note does not match system status

Note 2913837 - SYSREC: System recommendation reports the already implemented notes

Note 2747922 - SysRec: Collective Corrections for Solution Manager 720 SP08 Fiori Ul
Note 2854704 - SysRec: Collective Corrections for Solution Manager 720 SP09 Fiori Ul
Note 2857899 - SysRec: Collective Corrections for Solution Manager 720 SP10 Fiori Ul
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Topics June 2020

Note 2761608 - RFC Callback rejected: Analysis
Note 2912939 - Server Side Request Forgery vulnerability in SAP NetWeaver AS ABAP
Note 2918924 - Use of Hard-coded Credentials in SAP Commerce and SAP Commerce Datahub

Note 2933282 - Missing Authorization Check in SAP SuccessFactors Recruiting
Note 2541823 - Switchable authorization checks for RFC in SAP CRM (external billing)

Note 2878935 - Cross-Site Scripting (XSS) vulnerability in SAP NetWeaver AS ABAP (BSP Test
Application SBSPEXT _TABLE)

Note 2423576 - SAIS | Generic audit report about system changes

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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-
Note 2761608 - RFC Callback rejected: Analysis

In addition to the Security Audit Log messages DUI, DUJ, DUK Yyou can inspect the workprocess
trace in transaction SM50 to analyze missing RFC callback entries:

L RFC-CALLBACK:: <param> <dest> <func> <cbfunc> result = <r>

<param> Current value of profile parameter rfc/callback security _method (0,1,2,3)

<dest> RFC destination used for original call

<func> Original function called

<cbfunc> Function called back

<r> Result of evaluation (x=allowed, A=allowed but will be rejected with param=3, SPACE=rejected)

Limitation: Currently this option is only valid for SAP_BASIS 7.40 SP 6-21 (via this note)
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.
Note 2912939 - Server Side Request Forgery vulnerability in SAP

NetWeaver AS ABAP

Report RSBDCDAT offers an input field for a Location of the file to be imported or written

physical file name on local or remote Selection of location
server to be imported or written.

File from application server

Logical file name

Or
This is already critical on any operation Physical File Name /tmp/BDC_OBJECT_D019687
system. Data Format TXT
! File from external application server
The note removes these input fields. server Name

File from presentation server
Physical File Name BDC_OBJECT _DO019687
Data Format ASC

Implement the note in any case

Mitigation: The report checks
authorizations for S_BDC_MONI
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=
Note 2918924 - Use of Hard-coded Credentials in SAP Commerce

and SAP Commerce Datahub

Manual instruction for existing installations:

The patch releases ensure that new installations of SAP Commerce will not accept default credentials
anymore. However, they do not remove default credentials from existing installations of SAP
Commerce.

Follow the instructions in the Disabling All Default Passwords for Users guide by making use of the
scripts provided in Note 2922193.

These scripts contain lists about standard users and standard passwords. You must treat them as
publicly known.

Result:

Users included in essential, project, and sample data that previously had default passwords have now
random passwords. Non-administrative users with default passwords are disabled.

The administrator user is not touched, therefore, set the administrator password manually
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-
Note 2933282 - Missing Authorization Check in SAP SuccessFactors

Recruiting

SAP SuccessFactors is a cloud application — no software update required by customer

The note describes mandatory configuration instructions, i.e. an authorization change,
as soon as version SAP SuccessFactors Recruitment Management 2005 release is used:

“Customers have to provide Read/Write permissions for the JobApplicationInterview entity
to the user who is going to access the fields like Resume... This has to be only done while
doing API operations...”
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=
Note 2541823 - Switchable authorization checks for RFC in SAP

CRM (external billing)

SACF Note:

Implementation via SNOTE or via SP update does not improve security because it produces
Inactive software

Analyze if (technical) users would require new authorizations and adjust roles if neccessary

Use transaction SACF to create the productive SACF scenario and to activate the
corresponding authorization check

Caveat: If you plan to implement the note via SNOTE you have to follow the manual instruction,
to upload the scenario definition via the attachment of the note.

Note version 2 from 09.06.2020: The attachment is missing
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.
Note 2878935 - Cross-Site Scripting (XSS) vulnerability in SAP

NetWeaver AS ABAP (BSP Test Application SBSPEXT TABLE)

Do not only implement the note via Maintain service
SNOTE but Verlfy In tra_nsaCtlon SICF Create Host/Service “3 {If 47) |1 =) External Aliases [[ | # |™ System Monitor Active 73
that the BSP test service

. . . Filter Details
SBSPEXT TABLE IS not active either:
— Virtual Host Service Path
ServiceName SBSPEXT TABLE
Description
Lang. English ¥ Ref.Service:
¥ Apply 5 Reset [}9 Fine-Tune
= |
Virtual Hosts / Services Documentation New Sub-El t_ “erence Service
« [['] default_host VIRTUAL DEFAULT HOST ewl HBrElemen
. . - ) . Display Service
Is that the only service which should 2 sap SAP NAMESPACE; SAPIS ¢ 15P1ay =8N
] > @ be BASIS TREE (BASIS FUNC1  Delete Service
get deactivated? & bsp BUSINESS SERVER PAGES  Rename Service
v ) sap NAMESPACE SAP
. ‘|2 sbspext table TEST16
What about the environment? Deactivate Service
Test Service
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.
Note 2878935 - Cross-Site Scripting (XSS) vulnerability in SAP

NetWeaver AS ABAP (BSP Test Application SBSPEXT TABLE)

Use transaction SE84 to view the
properties of service SBSPEXT TABLE

Identify the package SBSPEXT HTMLB
and search again using this package

Ensure that all BSP test applications
are deactivated in SICF:

HTMLB samples
SBSPEXT HTMLB

Repository Info System: Find BSP Applications

Q}{W_Tfjﬂ
dFe Repository Information System
% |4 || [pyList Archive || B3

Objects
* == Repository Information System
» (71 Development Coordination
» [[71 Business Engineering
» [71 ABAP Dictionary
» [T Program Library
» [T Class Library
» [1Web Dynpro
* [~ BSP Library
« [2) BSP Applications
« [£) BSP Extensions

Standard Selections
BSP Application SBSPEXT TABLE =

Short Description

Package 5
Application Componer g

Additional Selections
Author
Last changed by
Changed On g

sbspext:table

BSP Application

HTMLB samples
SBSPEXT HTMLE
sbspext table

Short Description

Test Pages for HTMLE ESP Extension
<htmlb:tableView> Example (Design2002+)
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.
Note 2423576 - SAIS | Generic audit report about system changes

Availability

Transaction / Report
SAIS MONI is available

via Support Package:
SAP_BASIS

7.50 SP 18 (or 19)
7.51 SP 11
7.52 SP 07
7.53 SP 05
7.54 SP 03

Now you can use SNOTE

as well.
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AG Datenzugriff im AK Revision - Treffen/22.03.2017/SAP St. Leon - Rot/W3

10:00

10:45

11:30

12:15

BegriiBung und Vorstellungsrunde
Christoph Kuhn, DSAG

Das vereinfachte Sperren und Léschen personenbezogener Daten in der Business Suite
- Notwendigkeit
- Konzept

- Umsetzung
Volker Lehnert, SAP SE

Datenschutzfunktionen in der Business Suite
- Prozesse und Kontrollen dokumentieren
- Ausfihrung von KontrollmaRnahmen nachweisen

- Unterstltzung fur Verzeichnisse
Volker Lehnert, SAP

Auditfunktionen im AIS
- SAIS: Cockpit als Ersatz flir SECR und rollenbasiertes Audit

|- SAIS_Moni Prototyp fiir ,Was ist passiert” Infosystem (bspw. In der Zugangszeit eines SuperUsers)

- Anderungsbelegarchivierung fiir Berechtigungsvorschlagswerte
- Schaltbare Berechtigungsszenarien im Fokus eines Systemaudit
- Generischer Tabellenzugriff: Neues Datenmodell fiir Berechtigungsgruppen

- Directory File Traversal — Neue Transaktion SFILE mit Audiotorsicht (bspw. Auf Daten, die im Root-Bereich liegen)
Dieter Goedel, SAP
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Note 2423576 - SAIS | Generic audit report about system changes

Selection Screen

Generic Audit Evaluation

® o

Standard Selection
Time Restrictions

Data Sources and Attributes

v Changes to Client and System Settings (All Users)
v Display Entries from Security Audit Log
Events (Audit Message)

From Date/Time 01.04.2020500:00:00 v|Display Entries from System Log
To Dat 16.04.2020 23:59:59
L - Events (System Log)
User ID - v Display Entries for Generic Table Logging

Transaction / Report SAIS MONI collects
events from various sources:
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Table/View

v Display Entries from Business Application Log

BAL Object

v Display Entries of General Change Documents

Object Class

v Display Import Entries (Change and Transport System)
v Display Export Entries (Change and Transport System)
v Display Modified Objects in ABAP Workbench

¥ Display Changed/Created Objects in ABAP Workbench

L

i

i

h

h
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.
Note 2423576 - SAIS | Generic audit report about system changes

Data Sources

Transaction / Report SAIS MONI collects events:
Changes to Client and System Settings (All Users)
Display Entries from Security Audit Log
Display Entries from System Log
Display Entries for Generic Table Logging
Display Entries from Business Application Log
Display Entries of General Change Documents
Display Import Entries (Change and Transport System)
Display Export Entries (Change and Transport System)
Display Modified Objects in ABAP Workbench
Display Changed/Created Objects in ABAP Workbench
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Corresponding standard function:
SE06

RSAU READ LOG

SM21 / RSYSLOG

RSTBHIST / RSVTPROT

SLG1

RSSCD100 / CHANGEDOCU READ
SE03 / RSWBOSSR

SE03 / RSWBOSSR

SE95

SE84
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Note 2423576 - SAIS | Generic audit report about system changes
Example

Generic Audit Evaluation

s e
== s
am o

@) H8

Runtime environment:

Release / System-ID / Client:
Executed at:
Executed by:

Number of Selected Log Entries:

| Selected Period:

Source
BAL

SAL

TABLOG

Date

17.06.2020
17.06.2020
17.06.2020
17.06.2020
17.06.2020
17.06.2020
17.06.2020
17.06.2020
17.06.2020
17.06.2020
17.06.2020
17.06.2020
17.06.2020

Time

09:35:06
10:18:04
10:21:25
10:32:45
10:32:45
09:21:23
09:21:23
09:21:23
09:21:23
09:21:23
09:21:23
09:21:23
09:21:23
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"' Selektionskriterien

754 / EC1 / 001
17.06.2020 / 10:42:56

User

D019687
300

17.06.2020 / 00:00:00 - 17.06.2020 / 23:59:59

Clie
D019687 001
D019687 001
D019687 001
D019687 001
D019687 001
D019687
D019687
D019687
D019687
D019687
D019687
D019687
D019687

Server Instance

EC1
EC1

mo-872c1591.. WDFN
mo-872¢1591 WDFN

mo-872¢15913
mo-872¢15913
mo-872¢15913
mo-872¢15913
mo-872¢15913
mo-872¢15913
mo-872¢15913
mo-872c15913

Termi

TCode
SE38
SE38
SE38
SMODI
SMODI
SNOTE
SNOTE
SNOTE
SNOTE
SNOTE
SNOTE
SNOTE
SNOTE

Program Name Event
NOTE_2423576 SNOT
NOTE_2423576 SNOT
NOTE_2423576 SNOT
SAPMSYST AU4
SAPMSYST AU4

SCWN_NOTE_DOWNLOAD Insert
SCWN_NOTE_DOWNLOAD Insert
SCWN_NOTE_DOWNLOAD Insert
SCWN_NOTE_DOWNLOAD Insert
SCWN_NOTE_DOWNLOAD Insert
SCWN_NOTE_DOWNLOAD Insert
SCWN_NOTE_DOWNLOAD Insert
SCWN_NOTE_DOWNLOAD Insert

Object

Msg.: 000098 | Ext.No.: NOTE_2423576
Msg.: 000089 | Ext.No.: NOTE_2423576
Msg.: 000098 | Ext.No.: NOTE_2423576
Start of transaction SMODI
Start of transaction SMODI

TADIR :
TADIR :
TADIR :
TADIR :
TADIR :
TADIR :
TADIR :
TADIR :

R3TRNOTE0002423576

R3TRCINS002075125941
R3TRCINS002075125941
R3TRCINS002075125941
R3TRCINS002075125941
R3TRCINS002075125941
R3TRCINS002075125941
R3TRCINS002075125941

failed (Rea.
failed (Rea.

0000717035
0000717171
0000717260
0000717281
0000717316
0000717387
0000717388
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Note 2423576 - SAIS | Generic audit report about system changes

Implementation via SNOTE

SNOTE creates several new objects and fails if
you try it in one step:

According to the manual correction instruction
you should implement, activate and execute
report NOTE 2423576 first.

https://launchpad.support.sap.com/#/notes/0002423576/D
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Following SAP Notes are implemented in this step:

Note Action Note Version
Implement SAP Note 2423576 7

) [ [E]F]

E. AppStatus  Obj. Ty.. Object

| o= REPS NOTE 2423576
[oCE CLAS CL SAIS MONI TABLOG

Message Text
New object will be created

New object will be created

[oCcs3 CLAS CL SAIS MONI SYSLOG
— — =—————————————
Transportable Objects | Local objects

: &

New object will be created

D.. Obj. Ty... Object Name
REPS SATIS MONI
REPS  SAIS MONI UNT
REPT SATS MONT

. [= ECi 1 OOI.A ivati
[=4
CINC (1) ctivation errors
CINC .
e Q 9 errors found. Activate anyway?
CPRI Line 8: Type
CPRO "SAIS_MONI_CONFIG" is unknown.
CPUB
BE Activate Show errors *x Cancel
METH

KCMC M M3 JunC o 3O JMC N TR ot o o )

METH CL_SAIS_MONI
CINC  CL SAIS MONI CTS=

;

D0100 LEAVE
New object will be created

:

CINC CL SAIS MONI CTS=

New object will be created

:

CINC CL SAIS MONI SAL==

New object will be created

:

CINC CL SAIS MONI SAL=

New object will be created

I'RI N N N N N N N N N N N N N N N N N N E N ENEN NN ENHES
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Note 2423576 - SAIS | Generic audit report about system changes
Implementation via SNOTE

If you missed that, activate and execute this report NOTE 2423576 in SE38:

Transportable Objects = Local objects

D.. Obj. Ty... Object Name

REPS
REPS
REPS
REPT

NOTE 2423576

SATS MONT
NOTE_2423576 - Note Implementation
@
Stepl Test Run
:Step 2 '1:'3 Update & Activate
Instructions:
Info Show Logs

*» Fvarnta the oiven ctenc ane after tha nthar

NOTE_2423576 - Change Log
5 (%) & Technical Information  [1]
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Date/Time/User Nu... External ID Object text
';_rD 17.06.2020 09:35:06 D019687 98 NOTE_2423576 Note implementation and management
+ [E Problem class Other 83
+ [ Problem class Medium 15
ERISY Sl iR ElERERERENE G A [
E. Type Obj. Object Name Message Text
= Running in Update Mode
O TABL SAIS_MONI_CONFIG Create Table ( language DE )
[ TABL SAIS_MONI_CONFIG Update successful
@ TABL SAIS MONI CONFIG Add field(s) to table
@ TABL SAIS_MONI_CONFIG Field ID will be added
[F1 TABL SAIS_MONI_CONFIG Field ID_TXT will be added
@ TABL SAIS MONI CONFIG Field CLASS will be added

Than restart SNOTE and activate all

remaining objects:

| (= EC1(1)/001 System EC1: Activate Inactive Objects of D019687

Transportable Objects =~ Local objects

D.. Obj. Ty..
REPS
REPT
CINC
CINC
CINC
CINC
CPRI
CPUB
METH
METH
METH
METH
METH
METH
METH
METH
METH
METH
METH

Object Name
SAIS MONI UNT
SAIS MONI

CL SALS MONI

CCAU

CL SALS MONI

CCDEF

CL SALS MONI

CCIMP

CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI
CL SALS MONI

CCMAC

CONVERT TO EXCEPTION
D0100 INIT

D0100 LEAVE

D0O100 PAI
D0100 SHOW SELECTOR
DOUBLECLICK

GET DATA

GET DATA FOR SELE
GET ENVIRONMENT
PROGRESS INDICATOR
SALV SET COLUMNS
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.
Note 2423576 - SAIS | Generic audit report about system changes

Implementation via SNOTE

Run report NOTE 2423576 again!

This step extends some database tables
and adds necessary table content entries
to the transport order.

If you miss that step it might happen that

you do not get any results in transaction
SAIS MONI

© 2020-06 SAP SE. All rights reserved.

NOTE_2423576 - Note Implementation

®

Step 1

I oy
-
I_Step 2 o

Info

Test Run

Update & Activate

NOTE_2423576 - Change Log

& %) &y Technical Information [i ]

Show Logs

[ Date/Time/User

~ @ 17.06.2020 10:21:25 D019687
« [@ Problem class Other
« [@ Problem class Medium

Nu... External ID Object text

98 NOTE_ 2423576  Note implementation and manac
83

15

L=/ JBLFE L) [@o[®o[Ao[@ss|

No update neccessary for field GET_DATA SOURCE_LOG
No update neccessary for field SOURCE_TABLE_TYPE

&l [ E TR EFLIE
E. TypeObj.  Object Name Message Text

= Running in Update Mode
(B TABL SAIS MONI_CONFIG Change Table ( language DE )
Bl TABL SAIS MONI_CONFIG No update necessary

| ©) TABL SAIS_MONI CONFIG Add field(s) to table
(5] TABL SAIS MONI CONFIG No update neccessary for field ID
[F] TABL SAIS MONI_CONFIG No update neccessary for field ID_TXT
[B] TABL SAIS MONI_CONFIG No update neccessary for field CLASS
[F] TABL SAIS MONI_CONFIG No update neccessary for field GET_DATA
[0 TABL SAIS_MONI _CONFIG No update neccessary for field MERGE
[B] TABL SAIS MONI_CONFIG No update neccessary for field NAVIGATION
[F] TABL SAIS_MONI CONFIG No update neccessary for field SOURCE
[@ TABL SAIS_MONI_CONFIG
[F] TABL SAIS MONI_CONFIG
(@ TABL SAIS_MONI_CONFIG Change Table ( language DE )
[F TABL SAIS MONI_CONFIG No update necessary
[ TABL SAIS_MONI_OUT Change Table ( language DE )
B TABL SAIS MONI OUT No update necessary
[F] TABL SAIS MONI_OUT Add field(s) to table
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.
Topics May 2020

Note 2923117 - How to address problems with old TLS protocol versions in clients accessing
SAP Cloud Platform NEO

Note 2917090 - Information Disclosure in SAP Adaptive Server Enterprise (Cockpit)
Note 2917275 - Code injection in SAP Adaptive Server Enterprise (Backup Server)

Note 2835979 - Code Injection vulnerability in Service Data Download

Note 2885244 - Missing Authentication check in SAP Business Objects Business Intelligence
Platform (Live Data Connect)

Note 2734580 - Information Disclosure in SAP ABAP Server

Note 2911801 - Binary planting vulnerability in SAP Business Client

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://launchpad.support.sap.com/#/notes/0002885244
https://launchpad.support.sap.com/#/notes/0002734580
https://launchpad.support.sap.com/#/notes/0002911801
https://www.dsag.de/veranstaltungen/2020-05/ak-security-vulnerability-management-webinar-diskussion-zu-ausgewahlten-sap
https://www.asug.com/events/security-patch-day-may-2020

.
Note 2923117 - How to address problems with old TLS protocol

versions in clients accessing SAP Cloud Platform NEO

As of now (May 2020), SAP Cloud Platform NEO is still supporting TLS version 1.0 and 1.1 in
addition to 1.2 in many regions. The support of TLS 1.0 and 1.1 will be completely stopped by
end of June 2020. After that time, HTTPS clients not capable of using TLS 1.2 or higher will fail
to connect to SAP Cloud Platform NEO.

Browser as a Client

If a user is using a browser to connect to an application, this browser needs to be in a version supporting
TLS 1.2 or higher — all recent versions of the major browsers support this.

SAP NetWeaver AS Java

For an SAP NetWeaver AS Java, make sure TLS 1.2 is configured in the HTTP destination for the outbound
connections to the SAP Cloud Platform NEO endpoint.

Main Note 2417205
Versions up to 7.02: Note 2503155
Versions higher than 7.10: Note 2540433

© 2020-05 SAP SE. All rights reserved. 288


https://launchpad.support.sap.com/#/notes/2923117
https://launchpad.support.sap.com/#/notes/0002417205
https://launchpad.support.sap.com/#/notes/2503155
https://launchpad.support.sap.com/#/notes/2540433

.
Note 2923117 - How to address problems with old TLS protocol

versions in clients accessing SAP Cloud Platform NEO

SAP NetWeaver Process Integration as Client contacting SAP Cloud Platform
TLSv1.2 support in REST adapter: Note 2295870
TLSv1.2 support in Axis adapter: Note 2292139

ABAP Application Server contacting SAP Cloud Platform
All SAP products based on NW ABAP Application Server need at least Kernel 7.20 patch 88
Configuration: Note 510007
SAP ABAP Application Servers in version 6.40 or older cannot support TLS 1.2.

Other Clients including Network Devices

There is a plenty of other technology clients to access the SAP CP, including native clients of customer
applications or clients of Cloud Platform Integration (CPI). These could be customer own or third-party
products. All those need to enable TLS 1.2.

Technical contact
In case of technical problems or question, raise a Service Ticket with “TLS Migration” in header.
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Note 2917090 - Information Disclosure in SAP Adaptive Server Enterprise (Cockpit)
Note 2917275 - Code injection in SAP Adaptive Server Enterprise (Backup Server)

Various notes about SAP ASE with different priorities, affected releases and solutions

— Go for the highest version SAP ASE 16.0 SP 3 PL 8 HF1
SAPASE SAPASE SAPASE SAPASE

15.7 15.7 16.0 16.0
SP141 SP141CE SP2PL9 SP3PLS

HF1 HF1 HF1 HF1
Note 2915585 - Missing validation in SAP Adaptive Server Enterprise (XP Server on Windows) v/ v/ v v/
Note 2916927 - SQL Injection vulnerability in SAP Adaptive Server Enterprise n.a. n.a. v v
Note 2917022 - Information Disclosure in SAP Adaptive Server Enterprise n.a. n.a. n.a. v/
Note 2917090 - Information Disclosure in SAP Adaptive Server Enterprise (Cockpit) n.a. n.a. v v
Note 2917273 - SQL Injection vulnerability in SAP Adaptive Server Enterprise (Web Services) v v v v
Note 2917275 - Code injection in SAP Adaptive Server Enterprise (Backup Server) n.a. n.a. n.a. v
Note 2920548 - Missing authorization check in SAP Adaptive Server Enterprise v v/ v v/
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Note 2917090 - Information Disclosure in SAP Adaptive Server Enterprise (Cockpit)
Note 2917275 - Code injection in SAP Adaptive Server Enterprise (Backup Server)

Note 2917090

Increased criticality:
It’s not about the access to the ASE Cockpit and no ASE database user is related. It’s a
general issue.

Mitigation:
Impacts only Windows platform

Note 2917275

Mitigation:
A potential attacker requires to be the Database Owner (dbo) or a user with dump/load
database privilege.
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-
Note 2835979 - Code Injection vulnerability in Service Data

Download

HotNews

Solution:

“Implement the note. The implementation of the note has no impact to any productive business

process.”

— Simply do it (if not done already)

... but you have to do it in all ABAP systems because the ST-PI plugin is installed in all ABAP
systems which are connected to a SAP Solution Manager

Version Maintenance

2008 1 46C Maintenance ended on 17.03.2014
2008 1 620 Maintenance ended on 17.03.2014
2008 1 640 Maintenance ended on 17.03.2014
2008 1 700 In maintenance until 31.12.2025
2008 1 710 In maintenance until 31.12.2020
740 In maintenance until 31.12.2025
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Solution

Use Correction Instruction of note 2930680 instead.

Correction Instruction

Correction Instruction

Correction Instruction or Support Package 22 SAPKITLRDV
Correction Instruction or Support Package 22 SAPKITLREV
Correction Instruction or Support Package 12 SAPK-74012INSTPI

Publication of SP

02.12.2019
02.12.2019
02.12.2019
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-
Note 2885244 - Missing Authentication check in SAP Business

Objects Business Intelligence Platform (Live Data Connect)

If you are using SAP BOE Live Data Connect 1.0, 2.0., 2.X,, 2.1., 2.2., or 2.3., you need to
upgrade to the latest available version 2.4, which you can get from SAP Software Downloads

Additional manual configuration:

1. Ensure that the authentication mode is set to saml

Activating trusted authentication in SAP BusinessObjects Live Data Connect
https://help.sap.com/viewer/6be6d1fc887046f7a5e5claa52505e86/latest/en-US/52b4494adda340ebb26407a260f5ba72.html

2. Retrieve the “shared secret” from the Central Management Console of your BIP system.

Activating trusted authentication in SAP BusinessObjects Bl Platform
https://help.sap.com/viewer/6be6d1fc887046f7a5e5claa52505e86/latest/en-US/c2fba9beb34f4aabaef6b34f222969bc.himl

3. Use the “shared secret” to set 1de.boe.sharedKey in the Live Data Connect property file

Configuring SAP BusinessObijects Live Data Connect
https://help.sap.com/viewer/6be6d1fc887046f7a5e5claas2505e86/latest/en-US/14b7943431bb4fb08b73b6ef4f43ab88.himl
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=
Note 2734580 - Information Disclosure in SAP ABAP Server

Manual configuration of whitelist is still needed!

Option a) If available (as of 7.40 SP 20, 7.50 SP 12, 7.51 SP 6, 7.52 SP 1)
use Transaction UCON_CHW in client 000 or configure it as “cross-client” (see Note 2189853)

UCON HTTP Whitelist Scenario
https.//help.sap.com/viewer/1ca554ffe 75a4d44a7bb882b5454236f/7.51.10/en-US/919f84fe8a64ce59dc29b76e47078eb.html

Welcome to the new HTTP Whitelist Maintenance

e userinterface. The new features of the [= X3A(2)/000 Setup of HTTP Whitelist Tool for UCON
Maintenance Utility like logging of HTTP calls Activation of non-client specific Whitelist Maintenance is strongly recommended for security reasons
and simulation of whitelist patterns enables the + activate non-client specific Whitelist Maintenance for Context Types 01, 02 and 03 (recommended).
administrator to build better user-specific For technical reasons Whitelist Maintenance of Context Type 04 CORS is always non-client specific.
whitelists. Do you want to activate the new
HTTP Whitelist Maintenance? v activate Clickjacking Protection (Context Type 02) for all clients (recommended)
| Yes No [“]automatically import database entries from the classical whitelist HTTP WHITELIST
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Note 2734580 - Information Disclosure in SAP ABAP Server

HTTP Whitelist Tool for Unified Connectivity (UCON) Change Available Modes:
o4 (s Execute Selection(Whitelist Maintenance) 1. Lo g g | n g

Unified Connectivity Scenario Selection Activate this now to get data!
Scenario HTTP Whitelist Scenario - 2. Simulated Check

Records per Page 10.000

As soon as you have entered
some entries, still insecure!

5. Context Type Description Mode # not cov. by Whitelist # total called URLs )
P 1 Trusted Network Zone Logging - 0 o 3. Active Check
2 ClickJacking Framing Protection Logging -~ 0 0
3 CSS Style Sheet Logging ~ 0 0 Secure mode
4 Cross-origin Resource Sharing  Logging -~ 0 0

4. Monitoring: Check log

Context types:

1

2
3
4

© 2020-05 SAP SE. All rights reserved.

Trusted Network Zone (former entry types 02, 03, 10, 11, 20, 21, 40 and 99)
ClickJacking Framing Protection (former entry type 30)
CSS Style Sheet (former entry type 01)

Cross-origin Resource Sharing (entry type 50 only available with UCON HTTP Whitelist, see Note 2547381)
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=
Note 2734580 - Information Disclosure in SAP ABAP Server

If the UCON HTTP Whitelist is not available in the system (see Note 2573569) or it is not activated yet,
the content of table HTTP WHITELIST is used. If at least one record exists for an entry type, the

check is active for that entry type. Entry type 30 (Clickjacking Framing Protection) is always active.

01 Portal CSS Theme-URL / HTTP Framework to filter for valid URLs (Note 853878)
02 Exit URL for parameter sap-exiturl

03 NWBC runtime

10 WebDynpro Resume URL (Note 2081029)

11  Web Dynpro Redirect URL (Note 2081029)

20 Redirect URL for SSO, parameter sap-mysapred of ICF (Note 612670)

21 Redirect URL for ICF Logoff, parameter redirectURL of ICF (Note 1509851)
30 Clickjacking Framing Protection (Note 2142551)

40  Suite Redirect

99 Redirect (generic)
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=
Note 2734580 - Information Disclosure in SAP ABAP Server

Option b) In client 000 maintain table HTTP_WHITELIST with entry type 21 to enable HTTP
Whitelist Protection

Transaction SE16 for table HTTP WHITELIST Report RS HTTP WHITELIST shows the value help

for the entry type field, too:
(Caution: Ensure to go back to initial screen to copy the entries
into table HTTP WHITELIST)

Table HTTP_WHITELIST Insert Change View "HTTP White List": Details
Reset “% New Entries [[Y F& B3 & [& B
MANDT 000 White List EntryType Redirect URL for ICF Logoff
ENTRY TYPE 21 Sort/Match Seq. 0001
SORT KEY 0001
HTTP White List
PROTOCOL HTTPS Protocol for URL HPPTS
HOST HOST . SAP . CORP Rzl s el HOST.SAP.CORP
PORT —
URL Pattern /NO ACCESS
URL /NO_ACCESS
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-
Note 2911801 - Binary planting vulnerability in SAP Business Client

Client-side configuration and installation of SAP Business Client for Desktop 7.0 together with
SAP GUI for Windows 7.60

Download SAP Business Client from SAP Software Download Center
NWBC700 10-70003080.EXE

Create and distribute system connections (Fiori Launchpad connection, NWBC connection,
SAP logon connection, and SAP shortcut) and client configuration

Create and distribute Security Settings for Browser Controls

J

x |l =~
3 n
J

See:

Note 2714160 - SAP Business Client 7.0: Prerequisites and restrictions
Note 2622660 - Security updates for the browser control Google
Chromium delivered with SAP Business Client

s &%

DQDD@DDG@1}
§
5

https://community.sap.com/topics/business-client — Install and Configure
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-
Note 2911801 - Binary planting vulnerability in SAP Business Client

Implement note 2920217 to enhance System Recommendations to show SAP Business Client
Notes

It simply would show Business Client notes (BC-WD-CLT-BUS) for all ABAP systems.
That's similar like with SAPGUI notes (BC-FES-GUI).

Prerequisite: Ensure to have implemented the latest version of note 2458890

Limitation: System Recommendations cannot check the installed version on clients.
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-
Topics April 2020

Security Notes Statistics
SOS Checks ABAP / HANA / Java

Note 2896682 - Directory Traversal vulnerability in SAP NetWeaver (Knowledge Management)

Note 2863731 - Deserialization of Untrusted Data in SAP Business Objects Business
Intelligence Platform (CrystalReports WebForm Viewer)

Note 2900118 - Code Injection vulnerability in SAP OrientDB 3.0

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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.
Security Notes Statistics

Q: Do you know if there is any general security finding, that is causing this multiple security
patch fixing?

A: SAP got reports about multiple critical security vulnerabilities in the SAP Host Agent and the
SAP Diagnostics Agents and other parts of the SAP Solution Manager which had been fixed
step by step during the past month. Therefore we see notes for these components again and
again.

You could download the list of Security Notes from https://support.sap.com/notes with filter for
“Document Type = SAP Security Notes” to produce a statistics about publication month, however, it
might be a little bit misleading as updated notes only show up when they are published the last time
but not when they have been published initially. Therefore you would see less notes for previous
month than expected.

The Security Notes Advisory on https://support.sap.com/sos shows snapshots from each month. Using
this data we can construct a chart showing updated notes in every month when such a note was
published.
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Security Notes Statistics
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Source: Security Notes Advisory
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https://support.sap.com/sos

SOS Checks ABAP / HANA / Java

Updated versions published on https://support.sap.com/sos

Media Library

Search:

Title Type Changed
Security Optimization Service - ABAP Checks PDF 2020-04
Security Optimization Service - HANA Checks PDF 2020-04
Security Optimization Service - JAVA Checks PDF 2020-04

See
Note 1969700 - SQL Statement Collection for SAP HANA

Note 1999993 - How-To: Interpreting SAP HANA Mini Check Results
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-
Note 2896682 - Directory Traversal vulnerability in SAP NetWeaver

(Knowledge Management)

»allowing an attacker to ..., delete, ... arbitrary files on the remote server.*

—The whole server is at risk, therefore CVSS shows “Scope = Changed” which is the main
driver for a high score and high priority.

CVSS Score: 9.1

Attack Vector (AV): Network (N)
Attack Complexity (AC): Low (L)
Privileges Required (PR): Low (L)
User Interaction (Ul): None (N)
Scope (S): Changed (C)
Confidentiality Impact (C): High (H)
Integrity Impact (1): Low (L)
Availability Impact (A): Low (L)

Mitigation: The issue is about uploading files into the Portal which require authorizations for
Portal Content administration. Therefore you should verify which users are assigned to role
pcd:portal content/administrator/content admin/content admin role
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=
Note 2863731 - Deserialization of Untrusted Data in SAP Business

Objects Business Intelligence Platform (CrystalReports Viewer)

“Do you need to update all clients (with CRYSTAL REPORTS FOR VS 2010) as well as the
server (with SBOP Bl PLATFORM SERVERS)?
What happens if you only update either the clients or the server?”

No, only the server side needs to be updated.
“How can a customer checks if the solution is implemented completely?”
If customer applied the patches linked in the SAP note, it will be implemented completely.

How is encryption established?
Is it necessary to configure something?

Both the encryption and decryption occurs at the server side,
The AES algorithm with random key and IV is applied to encrypt and decrypt the data, no
configuration required.
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Note 2900118 - Code Injection vulnerability in SAP OrientDB 3.0

Open Source Package - used in SAP Hybris (part of Callidus Cloud):
https://orientdb.org/
https://github.com/orientechnologies/orientdb

Server-side test case:
https://github.com/orientechnologies/orientdb/blob/develop/server/src/test/java/com/orientechnologies/orient/server/script/JSScriptServerTest.java

Client-side test case:
https://github.com/orientechnologies/orientdb/blob/develop/core/src/test/java/com/orientechnologies/orient/core/command/script/JSScriptTest.java

See
Note 2895241 - OrientDB: Information needed by Product/Development Support
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Topics March 2020

Note 2890213 - Missing Authentication Check in SAP Solution Manager (User-Experience
Monitoring)

Note 2892570 - Missing XML Validation vulnerability in ABAP Development Tools
Note 2826782 - Denial of service (DOS) in SAP BusinessObjects Mobile (MobileBIService)

Note 2859004 - Cross-Site Request Forgery in SAP Cloud Platform Integration for data services

Note 2871167 - Missing Authorization check in SAP ERP and S/4 HANA (MENA Certificate
Management)

Note 2808169 - SAL | Archiving with BC_SAL / API for alert cockpits

Note 2730525 - ANST: Consuming the Note Search Webservice

Note 2818143 - ANST. SEARCH_NOTES- Implementing SOAP Based Note Search Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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.
Note 2890213 - Missing Authentication Check in SAP Solution

Manager (User-Experience Monitoring)

WSAP NetWeaver Administrator

Personalize , | = Back Forward &p History , | Site Map | Help | Logof
User: Buchholz Frank | Active Profile: Complete List | System: X3J On mo-c81a86caf mo.sap corp, v7.50 | System Time/Date: 03/12/2020 11-14 Al UTC Search: | [[Go]
My Workspace Availability and Performance Operations Configuration Troubleshooting SOA
| Security | Infrastructure | Scenarios | IConnectivity I

&)
e

© 2020

Destinations Views

Applications or services can establish connections to other services. When using connections
of this type. you need to specify the remote service address and the user authentication
information to use for the connection. Many applications use the Destination service for this
purpose.

JCo RFC Provider

The JCo RFC Provider Service processes ABAP to Java requests, and dispatches the calls to
Java applications. Seen from an ABAP system, it provides an RFC destination. Technically, the
service is based on the JCo (SAP Java Connector). To receive calls from ABAP. JCo servers
are started and registered at the gateways of the ABAP systems. The configuration of these
JCo servers is done here.

JCo Semver Configurations

The JCo Server Configurator is the central administrative service for configuring RFC server
instances. RFC servers are used by JCo (SAP Java Connector) applications for listening to
incoming RFC requests and for dispatching them to the respective Java application call
handlers. The JCo server configurations managed by this service are exclusively used by JCo3
applications. This service does not replace the JCo RFC Provider which is based on the
deprecated JCo2 runtime for serving JCo2 applications only.

User-Experience Monitoring

Java HTTP Provider Configuration Views

Virtual Host can act as several different Web sernvers responding to different URLS, but referring
only to a single real |IP address. A user can gain flexibility by providing different configuration
settings for each of the virtual hosts that can be both created and configured. Logon load
balancing increases the efficiency of various workgroups. To improve performance and system
resource consumption, users are distributed across available application servers based on the
requirements of workgroup services and load sensitivity.

I@me Service Administration IViews n

Provides functions for administration and configuration of single Web services and Web service
clients

https://support.sap.com/en/alm/solution-manaqger/expert-portal/user-experience-monitoring.htmi
https://wiki.scn.sap.com/wiki/display/ EEM/Home
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Note 2890213 - Missing Authentication Check in SAP Solution

Manager (User-Experience Monitoring)

It in | - Operation N
Critical, because EemAdmin is powerful: RS
¥
checkRepository
Single Service Administr... Restore Default deleteScript
downloadResource
FE.VUF”.ESJ Related Lil'll(S‘ Go T'D‘ Support Details getAgentConnectionStatus
Service Definitions |  Consumer Proxies getAgentinfo

getAllagentinfo

Search Browse )
getGlobalProperties

- getLogsForExecution
Fin.;j:IEEmA'IjITIII" I Search h}r: WSDL Port T}‘QE M. w
getMatchingAgentinfo
reloadScripts
removeAgeletProperties
Detailz about service definition "EemAdmin™ runscript
General WsDLs Configuration Logs and Traces Classifications setAgeletProperties
e pe— setServerName
Z|P Download
setTempConfig
WS5DL
startScript
F P
hitp:/imo-c&1ad6caf mo.sap.corp:S0300EemAdminService/EemAdmin?wsdl&mode=ws policy stopScript

uploadResource

uploadResourceWithProperties
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.
Note 2890213 - Missing Authentication Check in SAP Solution

Manager (User-Experience Monitoring)

Single Service Administr...  Rresioeperau Wor karo_ und: Man u al activation of o
EemAdmin authentication as a partial fix.
FEWU”T.ESJ Related Lil'll'(SJ Go T'D‘ Support Details
Service Definitions = Consumer Proxies Details about EemAdminBeanPort Service Endpoint
Search Browse Edit || Save || Cancel |
: General Security Web Service Addressing
Fmd;lEemAdmlri I Search by: WSDL Port Type N...

Transport Protocol

e HTTP
Details about service definition "EemAdmin HTTPS
Authentication
Runtime  DesignTime
HTTP Authentication Message Authentication
EemAdmin Endpoints
— —prer DUser ID/Password User ID/Password
_____ X509 Client Certificate
Service Endpoint [C)cogon Ticket SAML Assertion

W —

at3aills

EemAdminBeanPort
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Note 2892570 - Missing XML Validation vulnerability in ABAP

Development Tools

The SAP ABAP in Eclipse client is affected by this vulnerability.

The code execution occurs on the computer where the ABAP Development Tools are installed
and is done with the privileges of the logged on (frontend) user.

The easiest way to get the ABAP Development Tools is to use SAPs update sites described/linked
on https://tools.hana.ondemand.com/#abap.
They host the latest available version of the tools.

Alternatively you can download from the SAP Software Download Center as described in the note.
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Note 2892570 - Missing XML Validation vulnerability in ABAP

Development Tools

Ensure to distribute the package via Eclipse within your organization and that developers configure
their installation to get it automatically:

I preferences O x =
| type filter text | Automatic Updates G- > § ‘ type filter text | Available Software Sites hd v
General Automatically find new updates and notify me General
| ABAP Development ABAP Development | type filter text %
| el Update schedule (last check: 17.03.2020 13:51 Help
v Install/Update pdate schedule (last check: 17.03. L " v Install/Update Name Add..

! (® Look for updates each time ABAP Development Tools is started

Automatic Update Automatic Update + ABAP Development Tools

Available Software (O Look for updates on the following schedule: el B Edit
] Java Once a day Java '
Model Validation Model Valigl I™ Edit Site X
{ > Mylyn ) L5 Mylyn
1 Run/Debug Download options Run/Debug Name: | P\BAP Development Tools |

SAP Java Connector
Semantic File System
Team

Validation

Web Services

XML

(O Search for updates and notify me when they are available
(® Download new updates automatically and notify me when ready to install them

When updates are found
(® Notify me once about updates
(O Remind me about updates every:

30 minutes

| Directly show update wizard

© 2020-03 SAP SE. All rights reserved.

SAP Java Col Location: | http.// updatesite/milestone/bundled |

What do you get using “Help — About™?
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Note 2826782 - Denial of service (DOS) in SAP BusinessODbjects
Mobile (MobileBlService)

Solution: Implement the patch for SBOP Bl PLATFORM SERVERS 4.2 as described in the note

The reference to the deployment guide and to KBA 2824635 show how to configure
MobileBIService in general. This is not related to the vulnerability.
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Note 2871167 - Missing Authorization check in SAP ERP and S/4

HANA (MENA Certificate Management)

The note is about assigning table authorization group FC01 to view FIMENAV_COMPCERT as
described in the manual instruction. The automatic instruction for SNOTE does not change
anything.

What about other tables or views of that component?
You can use transaction STDDAT (or report RDDPRCHK or old report RDDTDDAT BCE) to validate
the settings for all tables and views of package GLO_FIN FI GEN. You will see that more tables

and views are not assigned to table authorization group.
Anyway, If you run a sound authorization concept about S_TABU NAM but to not use

S_TABU DISs at all, then this note is not important.
— Go for utilizing S TABU NAM instead S_TABU DIS
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.
Note 2859004 - Cross-Site Request Forgery in SAP Cloud Platform

Integration for data services

Solved by SAP Cloud Platform, no action required
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...,
Note 2808169 - SAL | Archiving with BC_SAL / API for alert cockpits

RFC function module RSAU_API GET ALERTS

Available as of SAP_BASIS 7.50
Favorable call intervals lie between one and 10 minutes (depending on alert requirements).

The general idea is to read and delete log entries within one step.

Prerequisite: recording target "Record in Database” in Alert Mode and archive connection

Configuration for Database
Recording Type Alert Mode (Read and Delete)

Required authorizations:
S SAL with SAL ACTVT = SHOW ALERT

See report RSAU ALERT DEMO
See FAQ note 2191612 for further information
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.
Note 2730525 - ANST. Consuming the Note Search Webservice

Note 2818143 - ANST: Implementing SOAP Based Note Search

Enable ANST to use the new SAP Backbone connectivity.
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Topics February 2020

Focus Insights: Go for it!
SAP Release and Maintenance Strategy (SAP HANA)

Secure Operations Map
Security Baseline Template 2.0

Note 2887651 - Issues with SameSite cookie handling

Note 2822074 - Missing Authorization check to access BOR object attributes remotely

Note 2880869 - Cross-Site Scripting (XSS) vulnerability in ABAP Online Community Application

Note 2836445 - Unprivileged Access to technical data using SAPOSCOL of SAP Host Agent
Note 2841053 - Denial of Service (DOS) Vulnerability in SAP Host Agent

SAP Support Portal - How to request access to “Display Security Alerts DS";%?O(gg?nS;m
In SAP EarlyWatch Alert Workspace” e

SAP Learning HUB
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Focus Insights: Go for it!

Focused Solutions for SAP Solution Manager
https://[support.sap.com/en/alm/focused-solutions.html

,,As of 2020, the usage rights of SAP Solution Manager include Focused Build and Insights
— at no additional costs! No restriction of users or usage.”

References:

Focused Insight
https://support.sap.com/en/alm/focused-solutions/focused-insights.html

Installation Guide
https://help.sap.com/doc/2a5eebeb6285b465eb7fb4a6e66b8ea2b/230/en-US/FINSIGHTS InstallationGuide.pdf

User Guide — Tactical Dashboard
https://help.sap.com/doc/8a37845658d5409ca853d8999ecaebba/230/en-US/FINSIGHTS TAC Dashboard.pdf
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.
Focus Insights: Go for it!

Focused Insights: Public Online Demo
https://blogs.sap.com/2017/09/18/focused-insights-online-demo/

EX am p I eS < ‘ &y ABAP Monitoring l
. -2 Dialog Response Time Oy i A .. lii: Response Time Composition o~ i oo
Operations Control Center
. . . . 200 600 I
Tactical Dashboard (incl. Security Scenario)
400
100 I I
'O peraulr A X3A Security /A ; - "I I I I I I
50
[£] Security Notes — /\ — I
0 o AEEEEEEE NN,
.. OVerdUe 18:00 00:00 06:00 12:00 18:00 00:00 06:00 12:00

Priority (+Postponed) Total (+Postponed)

Very High 18 (+O) 18 (+O] —s— VHCALS4HCI_S4H VHCALS4HCI2_S4H W cru DB [ wait [l Roll

High 49 (+0) 49 (+0)

® Others

Security Report Total

Number of Unauthorized Users : SAP_ALL Users 44

Number of Non-compliant Security Parameters 19

Open Clients 1
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SAP Release and Maintenance Strategy (SAP HANA)

SAP Release and Maintenance Strategy, February 4, 2020
https://[support.sap.com/content/dam/support/en us/library/ssp/release-upgrade-
maintenance/maintenance-strategy/sap-release-and-maintenance-strateqy-new.pdf

2.3.10.2 Revision strategy

,»OAP plans to provide bug fixes and security patches for every support package stack either
until the next but one support package stack is released or for about one year. Afterwards,
customers must adopt regular more recent support package stack to receive further fixes.”

Q: Is this related to the “24-month-rule” for Security Patches?

No, SAP HANA follows an exceptional rule anyway:
https://[support.sap.com/en/my-support/knowledge-base/security-notes-news.html
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Secure Operations Map

New version on https://support.sap.com/sos

— Secure Operations Map, v3 from January 2020

Organization

Processes

Application

System

Environment

© 2020-02 SAP SE. All rights reserved.

Awareness Security Governance Risk Management

Regulatory Process Data Privacy & Audit &
Compliance Protection Fraud Management

User & Identity Authentication Roles & Custom Code
Management & Single Sign-On Authorizations Security

Security Hardening Secure SAP Code Sec;";ﬁr'\e"lr?:igzrmg
: Operating System . :
Network Security & Database Security AL SRR
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-
Security Baseline Template 2.0

New version on https://support.sap.com/sos

— SAP CoE Security Services - Security Baseline Template Version 2.0 (without ConfigVal Package)

Title
_SAP Security Notes Advisory (for January 2020)

_Security Notes Webinar

RFC Gateway and Message Server Security

SAP CoE Security Services - Check Configuration & Authorization
SAP CoE Security Services - Overview

SAP CoE Security Services - Secure Operations Map

SAP CoE Security Services - Security Patch Process

SAP CoE Security Services - Security Baseline Template Version
1.9 (including ConfigVal Package version 1.9_CV-5)

SAP CoE Security Services - Security Baseline Template Version
2.0 (without ConfigVal Package)

© 2020-02 SAP SE. All rights reserved.

Type

ZIP

PDF

PDF

PDF

PDF

PDF

PDF

ZIP

ZIF

Changed

2020-02

2020-01

2019-06

2020-01

2020-01

2020-01

2019-07

2018-08

2020-02

Currently you find the requirements document but
not yet the corresponding template package for
Configuration Validation

T SAP Security_Baseline _Template (1).zip - RAR 4.x archive, un

MName Size Modified

2

Iﬂ SAP_Security_Baseline_Template_V2.0.docx 313.326 17.02.2020 1817

1** SAP_Security_Baseline_Template_V2.0.pdf 1.120.961 17.02.2020 18:17

1** SAP_Security_Baseline_Template_V2.0_Overview.pdf 214,805 17.02.202017:15
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Note 2887651 - Issues with SameSite cookie handling

Chrome default settings

As of February, 2020, Google Chrome version 80 and higher implements the SameSite=Lax default.

https:/lwww.chromestatus.com/feature/5088147346030592

Google Chrome: [ 82]0.3987.87 (offizieller Build) (64-Bit) (cohort: Stable

chrome://version/ Thstalls only)

Uberarbeitu ng: 449cb163497b706dbf98d389f54e38e85d4c59b43-refs/branch-

heads/3987@{#801}

Betriebssystem: windows 10 05 Version 1909 (Build 18363.592)

chrome://flags/#same-site-by-default-cookies

SameSite by default cookies

Treat cookies that don't specify a SameSite attribute as if they wer

SameSite=Lax|

Sites

must specify SameSite=None in order to enable third-party usage. — Mac, Windows, Linux,

Chrome 0S5, Android

#same-site-by-default-cookies

https:/lwww.chromium.org/updates/same-site/test-debuq
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Default
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Note 2887651 - Issues with SameSite cookie handling
Affected scenarios

Affected scenarios:

Currently, the following products based on the SAP Kernel do not set the SameSite=None attribute:
SAP Application Server ABAP

SAP Application Server Java, incl. SAP Enterprise Portal and SAML Identity Provider based on AS Java
SAP HANA XS Classic

SAP HANA XS Advanced

All scenarios that integrate these products with web services from different registrable domains
within a single browser window are potentially affected.

Examples are scenarios that integrate with SAP Analytics Cloud, Enterprise Portals, SAP CoPilot,
SAP Enable Now Web Assistant or that use Logon using a SAML IdP.

Pure intranet scenarios within a corporate DNS domain (e.g. *.acme.corp) are not affected.

Solution: Ensure to use HTTPS protocol and implement modification rule set on Web Dispatcher.
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Note 2887651 - Issues with SameSite cookie handling
How to verify potential issues: F12 Show Developer Console

Knowledge Base

The SAP Support Knowledge Base Search, found in the SAP ONE Support Launchpad, allows you to
search a variety of repositories; including SAP Notes, SAP Knowledge Base Articles (KBAs), SAP

Community content, and more.
Search

What's the difference between an SAP Note and an SAP Knowledge Base
Article?

SAP Notes:

809% of SAP Notes contain coding corrections
Solve complex technical issues

Most SAP Notes contain the description of the issue from a business perspective as well as the
technical solution

Implementation tool for the coding corrections is available to help customer to implement SAP
Notes

Most SAP Notes are available in German and English

Automatic translation is available from English into Japanese, Chinese (Simplified), Brazilian-
Portuguese, Spanish, French, Italian, Russian and Korean
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x 0]
B ©

)

Network  » Q2 13

Sources

©

Elements Console

top v Filter Default levels ¥

Failed to load resource: ad.doubleclick.net/d..=9084335860249770:1

net: :ERR_BLOCKED_BY_ CLIENT

A cookie associated with a cross-site resource at ht knowledge-base.html:1
tp://www.facebook.com/ was set without the ute. A future
release of Chrome will only deliver cookies with cross-site requests if
they are set with “SameSite=None™ and “Secure’ . You can review cookies in
developer tools under Application>Storage>Cookies and see more details at
https://www.chromestatus.com/feature/5088147346030592 and https://www.chro

mestatus.com/feature/5633521622188032.

A cookie associated with a resource at http://crwdcn knowledge-base.html:1
trl.net/ was set with | SameSite=None’| but without 'Secure’ . A future
release of Chrome will only deliver cookies marked ~SameSite=None™ if they
are also marked “Secure . You can review cookies in developer tools under
Application>Storage>Cookies and see more details at https://www.chromestat
us.com/feature/5633521622188032.

A cookie associated with a cross-site resource at ht knowledge-base.html:1
tp://demdex.net/ was set without theI‘SameSite‘ attribute. A future
release of Chrome will only deliver cookies with cross-site requests if
they are set with “SameSite=None™ and “Secure’ . You can review cookies in
developer tools under Application>Storage>Cookies and see more details at
https://www.chromestatus.com/feature/5088147346030592 and https://www.chro
mestatus.com/feature/5633521622188032.

Failed to load resource: the bep.crwdentrl.net/5/..bc43-bb1326a16229:1
server responded with a status of 483 (Forbidden)
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Note 2822074 - Missing Authorization check for remote access BOR

Summary (as far as | see it):
Wait for the Support Package, then activate the SACF scenarios (see note 2845081 for details).

Workflow BOR object attributes should not be accessed remotely. The functions are remote enabled to allow
asynchronous execution. However, it might be the case that there exist exceptions: Remote access to BOR object

instances is primarily used for Ul integration. Partner products may also use this type of integration and use SAP
connectors for this.

Mitigation: Ensure that no user has authorizations for S_RFC for function group SWOR respective function modules
SWO_INVOKE and SWO_ INVOKE INTERNAL of that group. (However, | do not know if some technical users require
this authorizations.)

An application which needs this kind of information should use the published APIs of the corresponding BOR
object instead.

After the implementation of the note and the activation via SACF framework the objects can't be instantiated
anymore remotely (unless the user has authorizations for authorization object S BOR _RFC respective S_BOR_PRX).

Do not include Workflow BOR objects for authorization object S BOR_ RFC and S BOR _PRX in any role (unless you
know about a specific exception which forces you to add these authorizations).

In upcoming releases it might be the case that this become standard (showing application exception OL-926
“Object does not exist”).
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-
Note 2822074 - Missing Authorization check to access BOR

Correction Instructions + Manual Modifications

Before implementation via SNOTE:
Implement prerequisite note 2844646 (which loads notes 2775698 and 2447731, too). Restart SNOTE
Mandatory: New field REMOTE AUTH CHECK REQUIRED in structure SWOTRTIME

This requires a registration key and you have to ignore the warning that modification of central basis DDIC objects
is forbidden.

Before or after implementation via SNOTE:
Mandatory: Create authorization objects S BOR_ RFC and S_BOR_PRX
Mandatory: Create SACF scenario definitions SWO_REMOTE ACCESS and SWO_PROXY ACCESS
Recommended: New messages 861, 868, 869, and 870 in message class OL

Optional: Adapt the translations of the messages

Mandatory activation for the production system:
Recommended: Do not add authorizations for authorization objects S BOR_RFC and S_BOR_PRX into any roles

Mandatory: Activate SACF scenarios SWO_REMOTE_ACCESS and SWO_PROXY ACCESS

Recommended: Verify successful activation via report SWO_RFC_AUTH CHECK STATE
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Note 2822074 - Missing Authorization check to access BOR

Validity of Correction Instructions + Manual Modifications:

SAP_BASIS
700 SAPKB70029 - SAPKB70037
701 SAPKB70114 - SAPKB70122
702 SAPKB70214 - SAPKB70222
710 SAPKB71017 - SAPKB71024
711 SAPKB71112 - SAPKB71119
730 SAPKB73010 - SAPKB73019
(SP 20 might be incomplete — go for SP 21)
731 SAPKB73108 - SAPKB73125
(SP 26 might be incomplete — go for SP 27)
740 SAPKB74012 - SAPKB74022
(SP 23 might be incomplete — go for SP 24)
750 SAPK-75003INSAPBASIS - SAPK-75016INSAPBASIS
(SP 17 might be incomplete — go for SP 18)
751 To SAPK-75109INSAPBASIS
752 To SAPK-75205INSAPBASIS
753 To SAPK-75303INSAPBASIS
754 w/o Support Packages

© 2020-02 SAP SE. All rights reserved.

Solution via Support Packages:

Caution: you still have to activate the SACF scenarios manually!

SAP_BASIS 700
SAP_BASIS 701
SAP_BASIS 702
SAP_BASIS 710
SAP_BASIS 711
SAP_BASIS 730

SAP_BASIS 731

SAP_BASIS 740

SAP_BASIS 750

SAP_BASIS 751
SAP_BASIS 752
SAP_BASIS 753
SAP_BASIS 754

SAPKB70038
SAPKB70123
SAPKB70223
SAPKB71025
SAPKB71120
SAPKB73021

SAPKB73127

SAPKB74024

SAPK-75018INSAPBASIS

SAPK-75110INSAPBASIS
SAPK-75206INSAPBASIS
SAPK-75304INSAPBASIS
SAPK-75402INSAPBASIS
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Note 2880869 - Cross-Site Scripting (XSS) vulnerability in ABAP
Online Community Application

Multiple corrections partly requiring configuration

Escaping was corrected
Input is validated to prevent from external entity (XXE) issue

The mime content is checked using malware scanner
but only if you are using the Virus Scan Adapter, transactions VSCAN / VSCANPROFILE

and an external Virus Scan Engine
Application ABAP Online Community Application uses virus scan profile /SIHTTP/HTTP UPLOAD

Provider Type ADAPTER (Virus Scan Adapter) o Dialog Structure Virus Scan Profile
Status O ’ L_-Il_‘i:rSL::s e Virus Scan Profile Active
— = [ "ISteps

& Stop _ - 71 Configuration Parameters /SIHTTP/HTTP DOWNLOAD -J'

Supported Parameters « [TIProfile Configuration Paramets /SIHTTP/HTTP_UPLOAD v
» CAMIME-Types /SIWB/KW_UPLOAD CREATE v

Parameters ype |Initial Parameter Value
CUST_ACTIVE_CONTENT [BOOL 1
CUST_CHECK_MIME_TYPE|BOOL 1

© 2020-02 SAP SE. All rights reserved. 334


https://launchpad.support.sap.com/#/notes/2880869

N
Note 2836445 - Unprivileged Access to technical data using SAPOSCOL

Note 2836445 - Unprivileged Access to technical data using SAPOSCOL

HostAgent profile /usr/sap/hostctrl/exe/host profile
Profile parameter ipc/shm permission 1002 =0777

For Linux: The solution is turned on by default.
For Unix: The solution is turned off by default as there might be negative impact to other consumers.
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https://launchpad.support.sap.com/#/notes/2836445
https://launchpad.support.sap.com/#/notes/2836445

N
Note 2841053 - Denial of Service (DOS) Vulnerability in SAP Host Agent

Restrict access to the ports 1128 and 1129 to the datacenter network — but SUM requires it ...
see next slide for potential issues

If you need to expose the SAP Host Agent to untrusted networks, you can disable default
username/password-based authentication and only allow certificate-based authentication.

HostAgent profile /[usr/sap/hostctrl/exe/host profile
respective $ProgramFiles$\SAP\hostctrl\exe\host profile

Profile parameter saphostagent/authentication method =disabled

SSL Configuration for the SAP Host Agent

https://help.sap.com/viewer/6e1636d91ccc458c987094eelfb864ae/HAG CURRENT VERSION/en-US/6aac42c2e742413da050eaecd57f785d.html

Blog: How to configure X.509 client certificate authentication for SAP host agents in LVM
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https://blogs.sap.com/2016/07/15/how-to-configure-x509-client-certificate-authentication-for-sap-host-agents-in-lvm/

N
Note 2841053 - Denial of Service (DOS) Vulnerability in SAP Host Agent

The Software Update Manager (SUM) uses ports 1128 (http) respective 1129 (https), too:

Note 2284028 - SUM SL Common Ul : Troubleshooting problems with the new SUM Ul
Note 1826767 - 'Could not check credentials...Connection refused’' when upgrading HANA using SUM

Therefore it might me necessary to open these ports during maintenance.
Other notes:

Note 2669791 / 2689366 - SAP host agent connectivity with certificate based authentication
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https://launchpad.support.sap.com/#/notes/2841053
https://launchpad.support.sap.com/#/notes/2284028
https://launchpad.support.sap.com/#/notes/1826767
https://launchpad.support.sap.com/#/notes/2669791
https://launchpad.support.sap.com/#/notes/2689366

SAP Support Portal - How to request access

to “Display Security Alerts in SAP EarlyWatch Alert Workspace”

See

SAP Support Portal Release Notes - February 2020

S-users who lack a particular authorization can now request it through a
comfortable self-service. Requests can be made from within the tile catalog
as well as from the list of all your authorizations (e.g. click on you user and
choose menu item 'Authorizations and Functions’).

Then call “Request Authorization”, scroll down and request
“Display Security Alerts in SAP EarlyWatch Alert Workspace”.

Once submitted, a workflow is started:
The requestor can find this request — and previous ones — under “My
Authorizations and Functions” in the user profile area.
For all user administrators, a new action item will be created in the new
“Action Required” section of the User Management application.
They will be notified about this task through launchpad alerts and
notification e-mails. These alerts can be customized in the launchpad’s
Notification Center.
The requestor is informed about the change through launchpad and e-
mail notifications.

© 2020-02 SAP SE. All rights reserved.

i About

What's New?
8 User Profile

8@ Manage Notifications

*

&- My Important Contacts

85 Authorizations and Functions

Authorization Request

A

to request an authorization. This request will be
our company’s user administrators for approval.

ed up the process and help them grant or change

% Change Password on, provide as much information as possible, for

@ Log Out stallation numbers if known

t why you require this authorization, and for which

v

Select Authorization: Display Security Alerts in SAP EarlyWatch ...

I'm part of the Security Audit team.

Submit  Cancel
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.
Topics January 2020

Obsolete Workarounds for System Recommendations

Note 2845401 - Missing Authorization check in Realtech RTCISM 100

Note 2871877 - Multiple security vulnerabilities in SAP EAM, add-on for MRO 4.0 by HCL

Note 2822074 - Missing Authorization check in SAP NetWeaver (ABAP Server)

Note 2863397 - Missing Authorization Check in Automated Note Search Tool (ANST)
Short introduction for ANST

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://launchpad.support.sap.com/#/notes/2845401
https://launchpad.support.sap.com/#/notes/2871877
https://launchpad.support.sap.com/#/notes/2822074
https://launchpad.support.sap.com/#/notes/2863397
https://www.dsag.de/veranstaltungen/2020-01/ak-security-vulnerability-management-webinar-diskussion-zu-ausgewahlten-sapn-12
https://www.asug.com/events/security-patch-day-january-2020

.
Obsolete Workarounds for System Recommendations

Note 2686105 - [OBSOLETE] HTTP error 0 when sending data to SAP via destination SAP-SUPPORT_PORTAL
Note 2833610 - [OBSOLETE] Download large volume of note data from SAP support backbone via web service

If you have used these notes, you should now remove workaround settings
via transaction SM30 DNOC USERCFG_SR
(or in transaction DNO CUSTO4 / table DNOC USERCFG)

Remove following entries/values: Change View "Service Desk Customizing":
SYSREC CALC MODE = VERS 2019 “# & NewEntries [DER|D B [ F
SYSREC DELTA DAYS =1 (ok: 7) Service Desk Customizing
o N _ Name Field Name Seq... Field val.
SYSREC_RFC_CALL - X SYSREC CALC MODE 0 ERS 2019
SYSREC_DELTA_DAY...O H
SYSREC_NOTE_TYPE...O HSLPCA

SYSREC RFC CALL O
SYSREC UNUSED SU.O X
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https://launchpad.support.sap.com/#/notes/2686105
https://launchpad.support.sap.com/#/notes/2833610

.
Note 2845401 - Missing Authorization check in Realtech RTCISM

The note refers to an Add-On of an SAP partner
https://www.realtech.com/

The note points to normal software packages for ABAP (but does not contain automatic
correction instructions for SNOTE):
https://launchpad.support.sap.com/#/softwarecenter/search/RTCISM
https://launchpad.support.sap.com/#/softwarecenter/search/SAPK-10001INRTCISM

SAPK-10001INRTCISM RtCISM 100: SP 1

Software Component: RTCISM
File Type: SAR Component Release: RTCISM 100
SAP NOTES EXTENDED ATTRIBUTES PACKAGE CONDITIONS OBJECT LIST

Pgm ID Object Type Object name

LIMU FUNC /RTC/ICM_CMDB_NOTIFY

LIMU FUNC /(RTC/CM_CMDB_NOTIFY_SERVICE
LIMU FUNC /RTC/ICM_CMDB_PING
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https://www.realtech.com/
https://launchpad.support.sap.com/#/softwarecenter/search/RTCISM
https://launchpad.support.sap.com/#/softwarecenter/search/SAPK-10001INRTCISM

-
Note 2871877 - Multiple security vulnerabilities in SAP EAM, add-on

for MRO 4.0 by HCL for SAP S/AHANA 1809

The note refers to an Add-On of an SAP partner
https://lwww.hcltech.com/sap/sap-hcl-partnership/imro

The note contains transport files.
Import this transport only if you have installed this Add-On in version 4.0:

Software Component: AXONLABS
Transactions: /AXONX/MBX; /AXONX/EBX; /AXONX/IBX; /AXONX/EWI

This security note replaces KBA 2869792 “High priority security issue in the Add-On Product”
which had contained the same transport files.
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-
Note 2822074 - Missing Authorization check in SAP NetWeaver

(ABAP Server)

Manual DDIC and repository object changes required!

You can ignore the side-effect solvina notes, which are not available anyway:
This document is causing side effects

Number Title
2879349 Securing Business Objects against Missing Authorization for FS-PM

2842851 Securing Business Objects against Missing Authorization for AP-MD-BP

A related note describes the SACF Scenarios:
Note 2845081 - Switchable authorization checks SWO_REMOTE_ACCESS and SUCD
SWO PROXY_ACCESS
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https://launchpad.support.sap.com/#/notes/2845081

Note 2863397 - Missing Authorization Check in Automated Note

Search Tool (ANST)

An application that makes it easier to find SAP Correction Notes

SAP Automated Note Search Tool: I'm loving it!

The power of tools - How ANST can help you to solve billing problems yourself!

KBA 1818192 - FAQ: Automated Note Search Tool

ANST is available as of

SAP Basis

© 2020-01 SAP SE. All rights reserved.

700
701
702
731
740

SAPKB70028
SAPKB70113
SAPKB70213
SAPKB73106
all SP

345


https://launchpad.support.sap.com/#/notes/2863397
http://scn.sap.com/community/erp/blog/2013/03/11/a-new-application-that-makes-it-easier-to-find-sap-correction-notes
https://blogs.sap.com/2013/08/30/sap-automated-note-search-tool-im-loving-it/
http://scn.sap.com/community/erp/sd/billing/blog/2013/12/06/the-power-of-tools--how-anst-can-help-you-to-solve-problems-yourself
https://launchpad.support.sap.com/#/notes/1818192

-
Automated Note Search & Customer Code Detection Tool (ANST)

Automated Note Search & Customer Code Detection Tool
:‘;f Il l—_poen trace ﬁDbjectCustomizing ~ Settings ﬁDelete Trace .

Execution Data

& Transaction Program BSP Application
Web Dynpro Application | WD Application Configuration CRM BSP Frame
CRM Webclient CRM UI Frame

Transaction Code SNOTE

Trace Parameters

Transaction ANST
= Report ANST SEARCH_TOOL

Example: search notes for
transaction SNOTE

SAP Automated Note Search and Customer Code Detection Tool

Description
v Save Trace — —— = i
%’ R jf] = ==SAlIEN | Ex GE]N-:-I:E search | | Customer Code E."?lnmwnload Trace IT[Cusl:Dmizing Tables | 1]
_ Application Component Obj ... Obj name
Trace first then choose » [ 1(BC-SRV-QUE)-SAP Query-(1)
relevant application » [[](BC-SRV-SCR)-SAPscript-(5)
components » L8[ J(BC-TWB-TST-CAT)-CATT Computer Aide
" 7/ (BC-UPG-NA)-SAP Note Assistant-(379)
v | basi , O v CPUB CL_CWB_OBJECT MTXT
ou always get some basic entries e 1 METH CL CWB_OBJECT METH WRITE_TO_DB
from tracing within ANST itself. =
g L METH CL CWB_OBJECT METH INITIALIZE

Ignore these parts.

© 2020-01 SAP SE. All rights reserved.
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. Download Note Application Area
®

-
Automated Note Search & Customer Code Detection Tool (ANST)

SAP Automated Note Search and Customer Code Detection Tool

(& (AT

=) E N = T
" Note Numb Status
BC-TWB-TST-ECA

2456260
BC-TWB-TST-P-PM

Not in System
2499300 Not in System
BC-UPG-DTM-TLA 2384136 Not in System
BC-UPG-NA 1935301

g
&
& Not in System
& 2235515  Not in System
Iy 2280101
>
o
'}._-;“
5
4
4
5
4
4
4

Note Title

Result

Improvements for eCATT archiving

IF_TR_CTS_OBJ without constructor
Not in System
2347322

Not in System
2408383 Not in System
2422357 Not in System
2425129 Not in System
2448501 Not in System

2459558

STATS: Records from Remote Instances may be Missing
SNOTE tries to download SAP note 0000000000
Insufficient logging in SNOTE

Correction to indentify the SPDD phase

Note Status of the TCI note is not shown correctly in the subsequent sy
TCI - Enabling System for SAP Note Transport-Based Correction Instruct

TCI - Authorization Check - Handshake of SNOTE with SPAM
Missing XML Validation vulnerability in SAP Note Assistant

Not in System
2499199 Not in System
2557463
BC-UPG-OCS-SPA
( BC-WD-ABA

Not in System
2362521 Not in System
2285553
© 2020-01 SAP SE. All rights reserved.

Supported object type check in snote
Not in System

Transport-Based Correction Instruction (TCI): Displaying TCI Object List

TCI - Remove unecessary Note downloads and exclude unwanted deliv
TCI - Adding SAP Note information in error messages , Status handling

Add-On uninstallation aborts with error "Package type AOP is not suppo
Corrections for unified rendering up to SAP_UI 750/03 Ib
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-
Automated Note Search & Customer Code Detection Tool (ANST)

Preparation for Dynamic Tracing which you need to go for RFC scenarios or Fiori applications:

Note 2286869 - ANST: Trace On/Off error "Dynamic Start and Stop cancelled by user”
You have to implement this note if required and you need the execute the manual activity in any case.

Transaction FILE;

Ensure to have the correct

values for logical path
ANST TRACES GLOBAL

and logical file
ANST TRACES

© 2020-01 SAP SE. All rights reserved.

Change View " Assignment of Physical Paths to Logical Path": Details

5% New Entries [YEA ) LY [3 B

Dialog Structure
- [TJLogical File Path Definition
- /= Assignment of Physical Paths to Logical Path
- [TLogical File Name Definition, Cross-Client
- [T Definition of Variables
- [ Syntax Group Definition
- [T Assignment of Operating System to Syntax Group

Logical path
Name

ANST TRACES_GLOBAL

Syntax group
Physical path

_WINDOWS NT Microsoft Windows NT

<F=ANST_ATRA_NAME>\usr\sap\<SYSID>\<INSTANCE>\data\<FILENAME>

Change View "Logical File Name Definition, Cross-Client": Details

5% NewEntries [EAEY LY [3 5.

Dialog Structure
- [T Logical File Path Definition
- [ Assignment of Physical Paths to Logical Path
- [F= Logical File Name Definition, Cross-Client
- [T Definition of Variables
- [T Syntax Group Definition
- [T Assignment of Operating System to Syntax Group

Log. File
Name
Physical file
Data format
Applicat.area
Logical path

ANST_TRACES

DIR
BC
ANST_ TRACES_ GLOBAL
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-
Automated Note Search & Customer Code Detection Tool (ANST)

Example: Dynamic tracing for System Recommendations Object List — UPL/SCMON integration
Ensure to use the same application server for Fiori and ANST!
Navigate in the Fiori App just before the screen which you want to trace
Activate tracing in ANST
Continue the Fiori App
Stop tracing in ANST

Choose Application Areas to collect objects in scope which might match
(The selected Application Areas are used to collect object name but not as a filter for notes)

Request notes list, sort or filter by Application Area and identify relevant notes

© 2020-01 SAP SE. All rights reserved. 349



-
Automated Note Search & Customer Code Detection Tool (ANST)

Automated Note Search & Customer Code Detection Tool

@ H EOpen trace [T!}Object Customizing » Settings ﬁDelete Trace | @ Trace On/Off

Activate Trace

Execution Data
«  Transaction ) Program ' BSP Application
) Web Dynpro Application ) WD Application Configuration 1 CRM BSP Frame
1 CRM Webclient 1 CRM UI Frame

Transaction Code

Trace Parameters

Description SysRec

[ X3A(1)/001 TRACE Recording for START _STOP_TRACE x
User Name D019687 [m)

Appplication START STOP TRACE

P> Start Recording HIE™
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-
Automated Note Search & Customer Code Detection Tool (ANST)

Automated Note Search & Customer Code Detection Tool
@ Trace On/Off

‘Q;} 1] E" Open trace

//9\ 0 04 ."/. .\". 0 ."/.
"-\f_ / Protokoll Objektliste "-\____ / Vorausgesetzte Hi.. \

/ Himweise zu Neben...

: Objektliste
Transportprogramm-1D Transportobjekityp
LiMuU CINC
Linu CINC
Linu CINC
Linu CINC
LiMU CINC

© 2020-01 SAP SE. All rights reserved.

m Object Customizing

2 Settings

Transportobjekiname

CL SCWN _APP LOG==
===——=———=———==("CDEF
CL_SCWN_APP LOG==

CL_SCWN_APP_LOG==
CL_SCWN_DS_VERIFY
=====—=======CCDEF
CL_SCWN_DS_VERIFY
= ———————FH|lIx

G Delete Trace

Programm-ID {TADIR)

R3TR

R3TR

R3TR

R3TR

R3TR

Objekityp (TADIR)

CLAS

CLAS

CLAS

CLAS

CLAS

Continue
Application

Objekiname (TADIR)

CL_SCWN_APP_LOG

CL_SCWN_APP_LOG

CL_SCWN_APP_LOG

CL_SCWN_DS_VERIFY

CL_SCWN_DS_VERIFY

Anzahl Verwendungen

Keine anwendbaren
Daten vorhanden
Keine anwendbaren
Daten vorhanden
Keine anwendbaren
Daten vorhanden
Keine anwendbaren
Daten vorhanden
Keine anwendbaren
Daten vorhanden
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-
Automated Note Search & Customer Code Detection Tool (ANST)

SAP Automated Note Search and Customer Code Detection Tool

(ST

L

) (P )

F. Download Note Status

( va
®
( 2—,
(£
l'%
T

LiMu
LiMu

Linu

Not in System
Not in System
Not in System
Not in System
Not in System
Not in System
Not in System
Not in System
Not in System

CINC

CINC

CINC

© 2020-01 SAP SE. All rights reserved.

== [ [1]

Filter Results

Note Priority Note Numb |Application Ar hote Title

1134338  AP-PRC-CON
1784753 BC-ABA-LA
1841167 BW-SYS-DB-M
1912764  BW-SYS-DB-S
1930695 BW-WHM-MT
1931455  CRM-ANA-OR
1953830 BW-WHM-MT
1993744  BW-MT
2035288 BC-ABA-LA

CL_SCWN_APP_LOG==
CL_SCWN_DS_VERIFY
=====—=======CCDEF
CL_SCWN_DS_VERIFY
= ———————FH|lIx

VMC buffers are updated before database COMMI
Transparent table DOKTL requires ORDER BY PRI
Automatic index repair in BW process chains
SYB:[ASE Error SQL156]Incorrect syntax near key
Changeover from XML to SQL-based analytic privi
SAP HANA Live Reporting - Implementation for E
Workspace CompositeProviders and HCPRs are n
BW modeling tools: Composite SAP Note for SAP “WN APP LOG
AMDP methods in ZDM upgrade —

name (TADIR)

SWN_APP_LOG

R3TR CLAS CL_SCWN_APP_LOG
R3TR CLAS CL_SCWN_DS VERIFY
R3TR CLAS CL_SCWN_DS_VERIFY

-

Anzahl Verwendungen

Keine anwendbaren
Daten vorhanden
Keine anwendbaren
Daten vorhanden
Keine anwendbaren
Daten vorhanden
Keine anwendbaren
Daten vorhanden
Keine anwendbaren
Daten vorhanden
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Automated Note Search & Customer Code Detection Tool (ANST)

SAP Automated Note Search and Customer Code Detection Tool

|dentify specific
Notes
: F-aL—aruy R LSS 1B I | =1 T
F. Download Note Status Note Priority Note Numb_ Application Area _ Note Title
(& Not in System 2356354 SV-SMG-SR SysRec 7.2: UPL error, see application log
Objektliste £2
Transportprogramm-1D Transportobjekityp Transportobjekiname Programm-ID {TADIR) Objekityp (TADIR) Objekiname (TADIR) Anzahl Verwendungen
CL SCWN_APP_LOG== Keine anwendbaren
Liru CINC e CCDEE R3TR CLAS CL_SCWN_APP_LOG Daten vorhanden
CL_SCWN_APP LOG== Keine anwendbaren
Liru CINC e —————_CCIMP R3TR CLAS CL_SCWN_APP_LOG Daten vorhanden
CL_SCWN_APP LOG== Keine anwendbaren
Liru CINC e CCMAC R3TR CLAS CL_SCWN_APP_LOG Daten vorhanden
CL_SCWN_D3_VERIFY Keine anwendbaren
Liru CINC ——ee————————CCDEF R3TR CLAS CL_SCWN_DS_VERIFY Daten vorhanden
CL_SCWN_DS_VERIFY Keine anwendbaren
Linu CINC e CCIMP R3TR CLAS CL_SCWN_DS_VERIFY Daten vorhanden
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.
Topics December 2019

Customer Connection Program - SAP Identity Management 8.0
Continuous Influence Session - SAP Cloud Identity Access Governance

F4 Authorization check in Value Help

WINTER IS COMING - How to keep Connectivity to Support Backbone
Note 2865869 - Technical Communication User Required to Connect to SAP

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://launchpad.support.sap.com/#/notes/2865869
https://www.dsag.de/dokumente/aufzeichnung-ak-security-vulnerability-management-webinar-diskussion-zu-ausgewahlten-11
https://accounts.sap.com/saml2/idp/sso?sp=https://www.successfactors.eu/learninghub&RelayState=%2Fsf%2Flearning%3FdestUrl%3Dhttps%253a%252f%252fsaplearninghub%252eplateau%252ecom%252flearning%252fuser%252fdeeplink%255fredirect%252ejsp%253flinkId%253dCATALOG%255fSEARCH%2526sbArSel%253d%2526keywords%253dSUP_EBW_0650_1906%2526selKeyWordHeader%253dSUP_EBW_0650_1906%2526catSel%253d%2526srcSel%253dESAC%2526delMthSel%253d%2526ILDateFrm%253d%2526ILDateTo%253d%2526ILBlend%253d%2526ILSchd%253d%2526fromSF%253dY%26company%3Dlearninghub

Customer Connection Program
SAP ldentity Management 8.0

https://blogs.sap.com/2019/12/09/customer-connection-program-for-sap-identity-management-8.0

Customers can submit improvement requests for SAP products in mainstream maintenance. The SAP
team will consider requests with a minimum of 10 supporting customers (by votes).

https://influence.sap.com/sap/ino/#/campaign/2085
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=
Continuous Influence Session

SAP Cloud Identity Access Governance

https://influence.sap.com/sap/ino/#/campaign/1739

Single view / reporting of user's access
Project: SAP Cloud Identity Access Governance

eotest . 238444 e Submitied Provide a single view (tile and report) of a user's access
patedeny Access Analvsis assignments, including risks associated with the access.

% Oct22, 2019 &= Oct22, 2019 150
IPS - Improve Scheduler . . . . .
Project: SAP Cloud dentity Access Govemance Modify the IPS job scheduler so that it gives more options than
o e eauest St Submied just "Run every XX Minutes” and add an option to schedule
% Aug 27,2019 @ Nov 28, 2019 250 IPS Resync JObS

Security improvements in the workflow

Project: SAP Cloud Identity Access Governance The approval workflow consists of three stages: manager,
Reauest D 20244 stts Acnowiedsed — grofijle owner and security, and we are expecting that the

security stage would only happen if there exist a risk.

£ May 3,2019 @3 Oct15,2019 @50

Access request by other employee

Project. SAP Cloud Identity Access Governance Allow employees to open an access request for another user.
Reaves! D 220689 saws Underreier The main idea is to have a option to centralize access
' requests and decrease approval steps.

% Apr 16,2019 @ Oct15,2019 U650
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.
F4 Authorization check in Value Help

Example: Transaction MIRO

Possible Entries for Purchasing Document

@ 1]
Selections for the Purchasing Document
L“““i‘:_‘”g Party iq‘”j” E Authorization Trace: Transaction STAUTHTRACE
upplier 00015
/|DtfRerant Inv. Party Too System Trace for Authorization Checks
Company Code 0001

- oy [ e =

&4 3B " L &ruserBuffer CDSAccessControl = T ¥ 2 T T HH=Eg

Date Date/Time  User Type Applicatio Result of Authorization Check Object Field1 Valuel Field2 Value2
06.12.2019  15:52:58:597 D019687 Transaction MIRO  Authorization check successful S_TCODE TCD MIRO
06.12.2019  15:52:58:597 D019687 Transaction MIRO Authorization check successful M_RECH BUK BUKRS ACTVT 01

06.12.2019 15:52:58:660 D019687 Transaction MIRO Authorization check successful M_RECH BUK BUKRS 0001 ACTVT 01
06.12.2019 15:52:58:661 D019687 Transaction MIRO Authorization check successful F BKPF BUK BUKRS 0001 ACTVT 01
06.12.2019  15:52:58:663 D019687 Transaction MIRO Authorization check successful M_RECH BUK BUKRS 0001 ACTVT 01
06.12.2019 15:52:58:695 D019687 Transaction MIRO Authorization check successful M_RECH_AKZ ACTVT 02

06.12.2019  15:53:30:539 D019687 Transaction MIRO  Authorization check successful F_LFA1 GEN [ACTVT F4]
06.12.2019  15:53:30:543 D019687 Transaction MIRO Authorization check successful F LFA1 GRP KTOKK 0001 ACTVT
06.12.2019  15:53:30:544 D019687 Transaction MIRO Authorization check successful F_ LFA1 GRP KTOKK KRED ACTVT
06.12.2019  15:53:30:545 D019687 Transaction MIRO Authorization check successful F LFA1 GRP KTOKK LIEF ACTVT

2IX

How to grant authorizations for new F4 check?
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F4 Authorization check in Value Help

Note 2682142 - Introduction of activity value 'Value Help' in authorization objects
The attachments show a long list of applications with updated authorization proposals

Note 2792518 - Introduction of activity value 'Value Help' in further authorization objects

» You need to adjust authorization proposals (Su25 and su24) and roles (SU25 and PFCG) to
grant authorization for F4

You can omit this activity temporarily by applying the procedure described in note 2606478.

Important correction note:

Note 2805887 - Enhancement of base class CL_SU2X F4
Valid as of release 7.31

Useful other note:

Note 2567368 - SU2X | Enhancement of report SU2X_UPDATE_S TABU_NAM
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F4 Authorization check in Value Help
Remove F4 from su24 / Create and use role SAP_NEW F4

Note 2606478 - REGENERATE_SAP_NEW | bridging authorizations for input helps
Valid as of release 7.52
Implement note 2805887 before

Step 1: Implement note 2606478 again to get the latest version of F4 authorization data
Currently you see version 5 from 26.06.2019

Step 2: Use report SU24 REVERT F4 to remove F4 values from authorization proposals in SU24
temporality

Step 3: Execute step 2c in transaction SU25 and transport the generated roles to production
You will observe, that you do not get new F4 values in authorization proposals for roles

Step 4: Use report REGENERATE SAP NEW to generate role SAP_NEW _F4 and transport it to the production
system

Step 5: Use transaction SU10 to assign this role SAP_NEW_F4 to all dialog users (directly or via a

reference user)
Yes, in opposite to outdated authorization profile SAP NEW or critical role SAP NEW you can (almost) safely

assign this role SAP NEW F4 to users if you just want to ignore the F4 check.
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WINTER IS COMING - How to keep Connectivity to Support Backbone

System directly connected to SAP

Sending System:

Software Component SAP_BASIS < 700 SAP_BASIS > 700

RFC with RFC with
SIETTEL technical user technical user L3S

Enable https communication
with SAP Note 2837310 n.a. n.a. Yes
or ST-P1 2008 1 * SP22

Implement ST-PI 740 SP09 n.a. n.a. n.a.

Enable https communication
with checklists

n.a. n.a. Yes

Enables sending of SAP EarlyWatch Alert data to

Functionalit .
y SAP, other applications are not covered

Legend: less preferred option workaround for EWA best option
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WINTER IS COMING - How to keep Connectivity to Support Backbone

: _ SAP Solution
Sending System: System directly connected to SAP Manager 7.1

ST 710
>
Software Component SAP_BASIS < 700 SAP_BASIS > 700 SPO1-SP16
Channel MRS iRGTIiL https https

technical user technical user

Enable https communication
with SAP Note 2837310 n.a. n.a. Yes Yes
or ST-P1 2008 1 * SP22

Implement ST-PI 740 SP09 n.a. n.a. n.a. n.a.

Enable https communication
with checklists

n.a. n.a. Yes Yes

Enables sending of SAP EarlyWatch Alert data to SAP,

Functionalit .
y other applications are not covered

Legend: less preferred option workaround for EWA best option
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WINTER IS COMING - How to keep Connectivity to Support Backbone

. . SAP Solution .
Sending System: System directly connected to SAP Manager 7.1 SAP Solution Manager 7.2

ST 710 ST 720 ST 720 ST 720

>
Software Component SAP_BASIS < 700 SAP_BASIS > 700 SPO1-SP16 SPO1-SPO4  SPOS-SPO7 > SPOS

RFC with RFC with

technical user technical user L3S s s https https

Enable https communication
with SAP Note 2837310 n.a. n.a. Yes Yes n.a. n.a. n.a.
or ST-P1 2008 1 * SP22

Implement ST-PI 740 SP09 n.a. n.a. n.a. n.a. Yes Yes _Already
included
Enable https communication N a Ves Yes Yes Voe Vos

with checklists

Enables sending of SAP EarlyWatch Alert data to SAP,

. All
other applications are not covered

Functionality

Legend: less preferred option workaround for EWA best option
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WINTER IS COMING - How to keep Connectivity to Support Backbone

. . SAP Solution .
Sending System: System directly connected to SAP Manager 7.1 SAP Solution Manager 7.2

ST 710 ST 720 ST 720 ST 720

>
Software Component SAP_BASIS < 700 SAP_BASIS > 700 SPO1-SP16 SPO1-SPO4  SPOS-SPO7 > SPOS

https https https https https

Temporary workaround: RFC with technical communication user

Enable https communication
with SAP Note 2837310 n.a. n.a. Yes Yes n.a. n.a. n.a.
or ST-P1 2008 1 * SP22

Implement ST-PI 740 SP09 n.a. n.a. n.a. n.a. Yes Yes _Already
included
Enable https communication N a Ves Yes Yes Voe Vos

with checklists

Enables sending of SAP EarlyWatch Alert data to SAP,

. All
other applications are not covered

Functionality

Legend: less preferred option workaround for EWA best option
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-
Are you ready? Check EWA Alert about SAP Backbone Connectivity

EWA Workspace (Dashboard)
https://launchpad.support.sap.com/#/ewaworkspace

—

EWA Solution Finder (EWA Alerts)
https://launchpad.support.sap.com/#/ewasolutionfinder

The filter settings are compiled into the URL, therefore you can use the URL from the address
bar to show this alert ,,Service Readiness — SAP Backbone Connectivity” for all system for
which the current S-user is authorized:

https://launchpad.support.sap.com/#/ewasolutionfinder/generic/filters/cateqgoryHash=W3si1Y2F0
ZWdvenkiOiJTZXJ2aWNIUmMVhZGIuZXNzliwic3ViY2F0ZWdvenkiOiIJCYWNrYm9uZUNvbm5IY3R
pdml0eSJ9X0%253D%253D
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-
Are you ready? Check EWA Alert about SAP Backbone Connectivity

3 Results

( »-5 A\ ',-I EarlyWatch Alert Solution Finder Knowledge Base v Enter search term
"HTTPS -> SAP" ® Q

Alert Rating: Age:
Enter Alert Rating ... v Enter Age ...

=
d
d

SAP Backbone Connectivity

<> </code> {2} </tr> </tbody> </table> Starting January 1, 2020, the connectivity to SAP will be changed, ...

2 Systems: SM1, ST7

SAP Backbone Connectivity
Starting January 1, 2020, the connectivity to SAP will be changed, for ...

1 System: T42

SAP Backbone Connectivity

<> </code> {2} </tr> </thody> </table> Starting January 1, 2020, the connectivity to SAP will be changed, ...

3 Systems: FA7, FQ7, HS8F

© 2019-12 SAP SE. All rights reserved.

Instead of filtering for an alert category

you can use one of the search strings
(including quotation marks and spaces)

"HTTPS -> SAP"
respective
"RFC -> SAP"

To get the list of systems which send
EWA data via the new webservice
destination respective via RFC.

Destination User Ready for 2020 Date (received)

HTTPS -> SAP [+ 29.10.2019
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Are you ready? Check EWA Alert about SAP Backbone Connectivity

Yes |

( System which sends W

-~ EWA data via SAP
SAP Backbone Connectivity of FA7 t J

Solution Manager

System FA7 is prepared for SAP Support Backbone update sending EWA data on HTTPS through SAP SOLUTION MANAGER 7.2 FA7

Starting January 1, 2020, connectivity to SAP will be changed. For details, see landing page .

The following table shows the latest data transmissions for system FA7:

WebService in use

Latest Service Data for System FA7 Sent to SAP

Date (collected) System Sends EWA? Kernel Kernel ST-PI ST-PI Destination User Ready for 2020 Date (received)

27.11.2019 SAP SOLUTION MANAGER 7.2 FA7 | yes 749 701 [] 740 12 HTTPS -> SAP 27.11.2019
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Note 2865869 - Technical Communication User Required to Connect

to SAP - Anonymous User Login Denied

For a limited period of time your systems can continue to access the SAP Support Backbone with RFC.
To ensure functionality of the RFC destination, replacing the anonymous user with a technical communication user is
the only mandatory action in the system.

RFC to SAP Support Backbone can only be used for the following functionality from January 2020 onwards:
SAP Note Assistant (transaction SNOTE) and EarlyWatch Alert (EWA / transaction SDCCN). This is a restriction especially for

Solution Manager systems: all Solution Manager specific applications are not supported.

Service Data Control Center (SDCC, transaction SDCCN) supports the following functionality with connection to SAP Support
Backbone:

Send session data:
Is used to send service data, especially that of the Earlywatch Alert, to SAP. It is also used for the license measurement data.

Refresh service definitions:
Keeps the service definitions up to date. The service definitions are the list of function modules collected as service data for the EWA (or any
other service) in SDCC.

Service Preparation - Service Recommendation Refresh:
RTCCTOOL connects to SAP Support Backbone for the Service Preparation - Service Recommendation Refresh. It updates the content of

the Service Recommendation (the checklist in RTCCTOOL).

SAP Note Assistant (transaction SNOTE) supports the download and implementation of digitally signed SAP Notes.
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Topics November 2019

Blog: Secure By Default - Ways To Harden Your Systems

System Recommendations — Important Notes

Note 2393937 - VMC Authority Check

Note 2777910 - Unrestricted File Upload vulnerability in AS Java (Web Container)

Note 2839864 - Update 2. OS Command Injection vulnerability in SAP Diagnostics Agent
SAP Support Backbone — SDCCN

Note 2836302 - Automated guided steps for enabling Note Assistant for TCI and Digitally
Signhed SAP Notes

Are you ready? Check EWA Alert about SAP Backbone Connectivity

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://www.dsag.de/dokumente/aufzeichnung-ak-security-vulnerability-management-webinar-diskussion-zu-ausgewahlten-10
https://www.asug.com/events/security-security-patch-day-november-2019
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N
Secure By Default: Ways To Harden Your Systems

Blog from Birger Toedtmann, SAP Consulting
https://blogs.sap.com/2019/10/02/secure-by-default-ways-to-harden-your-systems-at-almost-no-cost/

Use the SAP-provided tools and services, such as EarlyWatch Alert, Security Optimization
Service, Configuration Validation and System Recommendations

Always introduce disruptive security settings with good timing.
The upgrade situation and new installations are very good points in time for this

S/4AHANA 1909 provides an up-to-date “secure by default” design. So in case you are running a
new installation or a conversion (but not in case of an upgrade), nothing has to be done for a variety

of security settings

In case of an upgrade SAP recommends to implement (at least) the same settings as described in
note 2714839 respective note 2713544 “New security settings during conversion to S/4HANA 1909”

Both notes show currently the same checklist:
New Security Settings-SUM20P6 Conversion-to-S4H1909.xlsx
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Secure By Default: Ways To Harden Your Systems

Supported Life Cycle Scenarios oy
with Secure by Default settings —c

—rcC
ENHANCEMENT PACKAV —rcC I
—

ERP 6.0 ERP 6.0 ><
EhP 0-7 KERNEL UPDATE EhP 0-7 «
—rC

—rC

—C < X —C SYSTEM /
—rC p— y CONVERSION INSTALLATION
SYSTEM A

— CONVERSION SIAHANA S/IAHANA
19xx 19xx

—°rC —rC

—rC ( SYSTEM COPY —rC
—rcC _,» |=c

| —
x UPGRADE

S/AHANA

20xx
—rcC

—rC
j—

—

/ SYSTEM

CONVERSION
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Secure By Default: Ways To Harden Your Systems

Note Name Recommended Note Name Recommended
515130 auth/check/calltransaction 3 2794817 ms/http logging 1
- auth/object disabling active N - rdisp/gui auto logout 1H
2216306 auth/rfc_authority check 6 2441606 rdisp/vbdelete 0
2776748 gw/reg no conn info 255 2678501 rfc/callback security method 3
2776748 gw/rem start DISABLED 668256 rfc/ext debugging 0
1277022 icf/set HTTPonly flag on cookies 0 1591259 rfc/reject expired passwd 1
- login/disable cpic 1 2788140 wdisp/add xforwardedfor header TRUE
1023437 login/password_downwards_compatibility O 2838480 Security Audit Log configuration See note 2676384

2788140 icm/HTTP/logging O
2788140 icm/HTTP/logging client O
2788140 icm/security log

2794817 ms/HTTP/logging 0

2140269 login/password hash algorithm

[..] LOGFORMAT=%t %a %ul \"%r\" %s %b %Lms %{Host}i %Swl %w2
[..] LOGFORMAT=%t %a %ul \"%r\" %s %bl %$b %Lms %{Host}i %P
[...] LEVEL=3

[...] LOGFORMAT=%t %a %ul \"%r\" %$s %b %{Host}i

encoding=RFC2307,algorithm=iSSHA-512,iterations=15000,saltsize=256
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.
System Recommendations — Important Notes

Note 2795529 - SysRec: Irrelevant kernel notes are displayed

Note 2825239 - SysRec 7.2: Performance Improvement in SysRec Job in SP08 and SP09

Note 2833610 - SysRec 7.2: Download large volume of note data from SAP support backbone
via web service

Field Name Seq... Field val.
Transaction DNO CUSTO4: SYSREC_CALC MODE 0 VERS_2019
- SYSREC DELTA DAYS 0 7
SYSREC NOTE TYPES 0 HSLPCA
SYSREC RFC CALL 0
SYSREC UNUSED SUBHR 0 X

Note 2780862 - SYSREC7.2: Required notes missing which have been published on the very
last day of a month
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System Recommendations — Important Notes

Note 2747922 - SysRec: Corrections for Solution Manager 720 SP08 Fiori Ul

To upload data you might need a security rule

like this in the SAPGUI;

You might have to run SPAU beforehand if you

already loaded previous versions

The note contains version 1.8.5 which is
newer than a previous version like 1.9.69
(versions renumbered to match SP 8)

Use transaction SE80 for package
UISM AGS SYSREC UI
to view file version. json
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Ursprung: Benutzer

Typ: Date L

Objekt: :E:;’Usersf <user>|Downloads/M ySAPNotes-1.8.5-opt-static-abap/*
Aktion: Zulassen v Zugriffsarten:  Lesen

Properties -~ Layout |

¥ Regel ist aktiv

version.json

[0 Y =S N T S

"application"™ : "MySAPNotes"™,
1|U.':.h.c;-' DI—JI . 1|1 G Lq-;n

ersion™ : .9.69",
"buildNumber"™ : "g8", i
e Old version

11dId™ : 3",

"branch" : "origin/rel-1.9",
"revision"™ : "aab993dcbdl71ef835ba?ed48cbacafs7ldiefodd2",
1IG-' t'-F]'_" - L{Ni]
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System Recommendations — Important Notes

Note 2747922 - SysRec: Corrections for Solution Manager 720 SP08 Fiori Ul (version 1.8.5)
Note 2854704 - SysRec: Corrections for Solution Manager 720 SP09 Fiori Ul (version 1.9.77)

A new feature allows you to show the note version on the Notes List (change setting required):

i TJ, @ Columns

J | Search

All
v | Technical System
~| Note Number
E’ Note Version
~|  Short text
¥ | Release Date
v Application Component
~ | Prority 1D
Priority

v | Support Package
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SAP Notes for selected technical systems: 100

Technical
System
EC1~ABAP

EC1~ABAP

EC1~-ABAP

MNote Number

2724788

2711425

2707024

Note Version

2

4

8

Short text

Various Vulnerabilities in ADOBE PDFPRINT
LIBRARY

[CWVE-2018-2505] Cross-5Site Scripting (X55)
vulnerability in SAP Hybris Commerce
storefronts

[CVE-2018-2500] Information Disclosure in
Mobile Secure Android client

Release Date

06.01.2019

11.12.2018

11.12.2018
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Note 2393937 - VMC Authority Check

The Virtual Machine Container (VMC), i.e. used  Within ABAP you just see empty function stubs
in CRM systems, provides remote-enabled to allow ABAP developers to see the interface:

Java modules (JRFC) which C_an be called like Function Builder: Display CFG_API_GET_CONFIG_INFO
any other RFC enabled functions of external ,. S

P 0@ e 80 GETH @Q Pretty Printer
RFC servers.

Function module CFG_API_GET CONFIG_INFO Active

Attributes | Import | Export @ Changing | Tables @ Exceptions - Source code

RFM CFG_API_GET_FILTERED_CSTICS
RFM CFG_API_GET_PROFILES_OF KB

i EETTENE AT
4 :'sas\/}:gaarz:ndosures |2min?stra;t::n o;} Apl.;lioations = ELIES FUNCTION CFG_API_GET_CONFIG_INFO -
> Type Name
* (W Shared Classes ~ = Activated Applications RFM SPC GET DOCUMENT INFO
« (® Shared Locks ~ % JOSAP/IPC (3) CACHE Main -
* (9 Sessions * it Connections CFG  AP_BASE/ENGINE
* (9 Applications " & Resources RFM CFG_API CREATE_CONFIG
’ _-l Single Activity Trace . E In Sessions CEG AP EFG/ENGINE =
’ _'] JARM » :=1 Obsolete Versions CFG AP_CFG JCACHE
8 Cachm Info ¥ /0SAPVMC_ADMIN (2) ooy crc APT GET CONFIG INFO
* [ 71 Log Administration » &7 Activation Groups ——_— =
» BIIT Compiler » ) Installation RFM CFG_API_GET_INSTANCES
+ (3 brofiing ¢ 13 Corlioiemtion RFM CFG_API_GET CSTIC_GROUPS

ENDFUNCTION.
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Note 2393937 - VMC Authority Check

The Virtual Machine Container (VMC) of an ABAP system is not active by default

Prerequisite to activate the VMC (default: of £):

Profile parameter vimcj/enable = on (or any other of the other ‘active’ values: ENABLE, ACTIVATE)

Check the status in transaction SM52 :

VMC Overview of Server Idcifa7_FA7_00
5 WY =5 BB HEw TEZH

Server Idcifa7_FA7_00 Date: 19.11.2019, Time: 16:54:37

VMC is not active 8 VMs (Minimum/Maximum Number of VMs 8 / 8)

Shared GC Inactive (Young GC / Old GC / Shared GC = 18 / 0 / 0), Full Limit = 60 %
Shared Pool 768 MB

Global Classes 131 MB / 17 % (Used/Allocated 27.839.056 / 136.902.071 Bytes, 20 %)

Global Programs 48MB / 6 % (Used/Allocated 7.348.296 / 50.331.648 Bytes, 15 %)

Global Data 16 MB/ 2% (Used/Allocated 10.808.224 / 17.017.344 Bytes, 64 %)

Global Copy-Only Data 131 MB / 17 % (Used/Allocated 61.720 / 136.933.871 Bytes, 0 %)

Global Admin Data 3MB/ 0% (Used/Allocated 44.392 / 2.789.376 Bytes, 2 %)

Other Global Data 182 KB /0% (Used/Allocated 145.232 / 186.383 Bytes, 78 %)
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B. Nu. Time WP Type Status User Program CPU Memo...
0 04.02.34 Template In Pool 0:00:01.120 68
1 16.54.33 RFC In Pool 0:01:42.570 68

... or even simpler:

Check the status via report
RSVMCRT HEALTH CHECK :

Status of Java Execution Environment

I O The Java component is deactivated I
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-
Note 2393937 - VMC Authority Check

Access to remote enabled functions in external RFC servers is not restricted by authorization
object s RFC (which is a check performed by an ABAP RFC server only).

Exception: the VMC of an ABAP system can run authorization check for s RFc (citation needed)
even if the function is implementd outside of ABAP.

However, you need to activate this setting first. (citation needed)

Related notes:

Note 863354 - Using the "VM container" component

Note 658464 - Security check of IPC (with references to some other notes)
Note 412309 - Authorization profile RFC user for IPC

Related topics:
Note 720523 - IPC security: Maintaining params for SSL secured connections
Note 698181 - IPC security: Maintaining parameters for SNC-RFC connections
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Note 2393937 - VMC Authority Check

* [= Navigation
« (W Shared Closures

EEIEEE

[#[Fx]

Transaction SM53

. (W Shared Classes Administration of Applications Node SAP Value

. f‘ Shared Locks b nEEActivated Applications ~ ~[=engines

» (W Shared Referents 0 enie s Sl ¥  ~[= implementation . -

« (W Sessions b FEI Installation + Iy authorizationCheck false Th e aut h orization ¢ h ec kS

|+ (W Applications I = "1 Configuration + o) authorizationCheckSACF false _

TS Actviy Trace || TE Components * % cache false are not active by default

» [C71JARM » * T opensql false

+ [ 71 Cache Info TE=1PC _ = [= installation

* [ Log Administration et B 5 B i O ‘B ty[:.:e 2

 C1IIT Compiler » (71 AP_BASE/CACHE * = monitor

« (W Profilin - [== AP_BASE/ENGINE * % jarm true . .

- s -[Fv.0 ~ == ConversionEngine YO U can activate th emina

» C1AP_CFG/CACHE * Iy CurrencyConvOverflowCheck true

customer configuration as

described in the note

Administration of Applications Node Customer Value
» EE] Activated Applications * [= engines

» &7 Activation Groups = [= implementation

comamarion . o The SACF setting activates
M D an authorization check for
== IPC = [= installation add|t|0na| au'[hOI’IzatIOI’]
:E iﬁgtfrir;ﬁgég:;i;ﬁations '-é’?nm?;r O bJ eCt I PC b Ut on Iy If yO u
™ AP_BASE/ENGINE B jarm activate it in SACF, too

. Eﬁ? """"""""""""""""""""""""""""""" B

= [== ConversionEngine
= "y CurrencyConvOverflowCheck

» (1VMC_TESTS

(citation needed)
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-
Note 2393937 - VMC Authority Check

Which users require the role containing authorizations for S RFC and IPC?

This is described in the manual activity of the note:

The IPC - SACF scenario for AP Engines cannot be analyzed in transaction SACF, it can be analyzed
with the VMC logs in transaction SM53. In order to see the needed VMC warnings logs, the default

severity needs to be changed from ERROR to WARNING for the
category /Applications/AP/BASE/Core

In order to build a user list, which are using the AP Engines, the VMC logs need to be analyzed.
Check the logs for category /Applications/AP/BASE/Core and extract the users to build the user
lists. This analysis needs to be done on each application server.

Use the user list to update all corresponding roles which are using the AP Engines.
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.
Note 2777910 - Unrestricted File Upload vulnerability in AS Java

(Web Container)

Why do you not see patches for old Support Packages?

It could be the case that the vulnerability was introduced with a specific SP.

However, the reference to the workaround described in related note 1975430 indicates that

this particular security vulnerability exist in all releases.

Support Packages which are older
than 24 month do not necessarily
get (security) patches anymore

However, it seems that there exist
more exceptions

Example for release 7.10 and 7.40:

© 2019-11 SAP SE. All rights reserved.

?:gfr;\,;\;?)rneent ggglfsg;; (PLuabsltIScr;lerI\ged) “Age Patch Published
ENGINEAPI 7.10 SP021 08.08.2016 38 month

ENGINEAPI 7.10 SP022 27.07.2017 27 month

ENGINEAPI 7.10 SP023 10.05.2018 17 month

ENGINEAPI 7.10 SP024 10.05.2019 5 month 000002 20.06.2019
ENGINEAPI 7.10 SP025 Not available yet 000000 Not available yet
ENGINEAPI 7.40 SP016 30.10.2017 24 month

ENGINEAPI 7.40 SP017 30.01.2018 21 month

ENGINEAPI 7.40 SP018 14.08.2018 14 month

ENGINEAPI 7.40 SP0O19 04.01.2019 9 month 000002 pl 6 | 26.08.2019
ENGINEAPI 7.40 SP020 23.07.2019 000001 pl 3 | 26.08.2019
ENGINEAPI 7.40 SP021 Not available yet 000000 Not available yet
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-
Note 2839864 - Update 2: OS Command Injection vulnerability in

SAP Diagnostics Agent

Note 2808158 - OS Command Injection vulnerability in SAP Diagnostics Agent

Note 2823733 - Update 1. OS Command Injection vulnerability in SAP Diagnostics Agent

Note 2839864 - Update 2: OS Command Injection vulnerability in SAP Diagnhostics Agent

By applying the patch the file commands.xml will be cleared of all commands except echo:
<0sCmd exec="echo Hello" param="false" >

As a result, commands for the OS Command Collector have to be added manually to the
commands .xml. For reference the o1d commands.xml is attached to the note.

In case commands need to be added for this purpose, it is strongly recommended to use setting
param="false".

Open question: which commands are required?
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-
Note 2839864 - Update 2: OS Command Injection vulnerability in

SAP Diagnostics Agent

Which commands are required?

. 0SS
The old commands .xml shows various tOpiCS 2. TREX (TREX commands have been removed
which might require commands if you are use transaction TREXADMIN in Solution Manager)

using these scenarios: 3. SAP MDM

4. SAP PPM BY IDS

5. FOCUS ALM

6. SAP BCM SOFTWARE

7. SAP BPC FOR MICROSOFT/NETWEAVER
8. SAP PRICE & MARGIN MANAGEMENT
9. SAP POS

10. SAP ARC&DOC ACCESS BY OT

11. BOBJ ENTERPRISE XI

12. VERTEX

13. WEBSPHERE APPSERVER

14. SAP MFG EXECUTION

15. SBOP DATA SERVICES 4.0

H. Help
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-
Note 2839864 - Update 2: OS Command Injection vulnerability in

SAP Diagnostics Agent

Which commands are required?

Example for topic “1. 0S”

Note 2849096 - MSC: Cannot find command DateTime and CpuStat in command list
Using this note you can replace both commands by still existing echo command.

Instead of implementing and running the report you can use

transaction SE16 for table DMDATTRIBUTE as well:
Table DMDATTRIBUTE Change

report p update os command check. . Setup

update DMDATTRIBUTE MODEL CLASS ST SELBSTDIAGNOSE
set value = 'Echo' VERSNR 1
where model key = 'Setup' ORIECT NO 2z
- ATTRIB NO 2
and model class = 'ST SELBSTDIAGNOSE'
and attrib class = 'param value' ATTRIB CLASS param_value

VALUE

and ( value = 'CpuStat' or value = 'DateTime' ). READONLY
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Support Backbone Connectivity — SDCCN
Note 2837310 - Supporting HTTPS Connections for SDCCN

On ST-P1 2008 1 7xx, Service Data Control Center (SDCC, transaction SDCCN) only supports
RFC connections to SAP Support Backbone. HTTPS connections are not supported. In
particular, Solution Manager 7.1 is not capable to connect to SAP Support Backbone after
January 1st 2020 due to this missing functionality. An SAP Solution Manager system is no more
allowed to communicate with SAP Support Backbone with RFC protocol.

This SAP Note provides the functionality allowing to connect a Solution Manager 7.1 to SAP
Support Backbone using secure https connections for the functionality provided by SDCC.

© 2019-11 SAP SE. All rights reserved. 387


https://launchpad.support.sap.com/#/notes/2837310

Support Backbone Connectivity — SDCCN
Note 2837310 - Supporting HTTPS Connections for SDCCN

SDCC Refresh service definitions:
uses destination SAP-SUPPORT PORTAL
requires ST-PI1 2008 1 700 18 SP14 (or notes 2220413 and 2220414)

requires destination SAP-SUPPORT PORTAL to be active in SDCC destination table
/BDL/RFCDEST. (Without this note 2837310, it must be entered in transaction SE16.)

If there is a main system defined in SDCC destination table, the Refresh service definitions is not
performed against SAP Support Backbone.

keeps the service definitions up to date. The service definitions are the list of function modules
collected as service data for the EWA (or any other service) in SDCC

SDCC Send session data:
uses destination SAP-SUPPORT PARCELBOX
requires this note 2837310 being implemented

IS used to send service data, especially that of the Earlywatch Alert, to SAP (aka direct EWA, which
IS not processed on a Solution Manager). It is also used for the license measurement data.
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Support Backbone Connectivity — SDCCN
Note 2837310 - Supporting HTTPS Connections for SDCCN

Related information:

Note 2740667 - RFC connection SAPOSS to SAP Service & Support backbone will change
(latest) in January 2020

Note 2823658 - EWA Checks for SAP Backbone Connectivity

SAP Support Backbone Connectivity Troubleshooting in Solution Manager 7.2
https://gad5158842f.us?2.hana.ondemand.com/dtp/viewer/#/tree/1423/actions/17822

Checklist for Support Backbone Update For SAP Solution Manager 7.2 SPS 5
https://help.sap.com/doc/20f8ecd5028346a38fac89c2f3052bf6/SP5/en-
US/loiob0605883e376454abce03682db18e39d spsb.pdf
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.
Note 2836302 - Automated guided steps for enabling Note Assistant

for TCl and Digitally Signed SAP Notes

Use new report RCWB_TCI_DIGITSIGN AUTOMATION to enable respective validate SNOTE

Task No. Task Name

Step 1 Download & Implement Pre-requisite Notes
Step 2 Upload TCI Bootstrap Package

Step 3 Implement TCI Bootstrap Package

Step 4 Download & Implement TCI Bootstrap Note
Step 5 Upload TCI Rollback Package

Step 6 Implement TCI Rollback Package

Step 7 Download & Implement TCI Rollback Note

Task Status

[i] No Action Required
[i] No Action Required
[i] No Action Required
[i] No Action Required
[i] No Action Required
[i] No Action Required
[i] No Action Required

Task Status Information
[4] Click for Details
[4] Click for Details
[4] Click for Details
[4] Click for Details
[4] Click for Details
[4] Click for Details
[4] Click for Details

Step 8 Upload TCI package for Digitally Signed Note enablement: SAPK74000SCPSAPBASIS & Completed
Step 9 Download & Implement SAP Note for Digitally Signed Note enablement: 0002576306 & Completed

Step 10 Download & Implement SAP Note: 0002721941
Step 11  SNOTE Configuration for Digitally Signed SAP Note download

Troubleshooting:

Note 2857602 - Report from SAP Note 2836302 is hanging in Step4
— Finish the SPAM queue and make sure that the status is green

© 2019-11 SAP SE. All rights reserved.

& Completed

& Completed (£ Re-configure

Report RCWB_SNOTE AUTOMATE DWNLD PROC

Step Num... Description Action
= [@ Step 1 |Configure Download Procedure for SNOTE

» @ Step 2 |Maintain Procedure Connectivity

rd
% |
« 50 Step 3 |Lock Procedure Configuration in Transport Request | & |
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Are you ready? Check EWA Alert about SAP Backbone Connectivity

EWA Workspace SAP EarlyWatch Alerts
https://launchpad.support.sap.com/#/ewaworkspace  alert Decisive Red Alerts
Workspace
New Alerts (2
3 O SAP HANA: Severe Issue in data backup ope...
| 2 Systems
. . . SAP HANA: No log back heduled
New decisive red alerts —— 3 e

2 of 2 Alerts
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Are you ready? Check EWA Alert about SAP Backbone Connectivity

EWA Workspace

https://launchpad.support.sap.com/#/ewaworkspace S:i?ijer?edmens
Open Alerts (= EWA Solution Finder) NewAlets
Remove ,,Alert Rating“ filter ———— P OPE:
Remove o’ Age“ fl |ter SAP HANA: No log backups are sched;tseitem

Choose ,,Alert Category* o
»Service Readiness — SAP Backbone Connectivity“

Customer: System ID: Database:
Enter Customer Name or Number ... ! Enter System ID ... CH s
Alert Rating: Age: Alert Category:
Decisive Red (30) (X) v New (X) v Enter Alert Category Name ... v
~ S

30 Results | Q | { g |
Alerts -/ Recommendations Descriptions
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Are you ready? Check EWA Alert about SAP Backbone Connectivity

Alert Rating: Age:

Enter Alert Rating ... s Enter Age ...

l Results ! Q | [ g |
Alerts N4 Recommendations Descriptions

SAP Backbone Connectivity (Service Data Quality and Service Readiness)

The Earlywatch Alert data are yet not sent through a channel ready for SAP Support Backbone update on January 1st 2020.

7 Systems: O3Y, OQL, Q43, QE4, QPT, TIE, Y54

Overview about
systems

© 2019-11 SAP SE. All rights reserved.

Alert Category:
v Service Readiness — SAP Backbone Connectivity (1) X) v
(&
X
Service Readiness — SAP Backbone
Connectivity
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Are you ready? Check EWA Alert about SAP Backbone Connectivity

Alert Category:
Service Readiness — SAP Backbone Connectivity (1) 3

Age:
R

9

Alert Rating:
nter Age ...

<
T

Enter Alert Rating ...
A

1 Results o - 'é' ’ ' Q ' ’ ipti .
- Jeseptens System which sends

Alerts \_ / Recommendations \_

EWA data via SAP
Solution Manager

SAP Backbone Connectivity of Q43

is of release 710. To be prepared for SAP Support Backbone update a Solution Manager 7.2 should be used.

Solution Manager 7.1 SNH processing the EWA for system Q43
Starting January 1, 2020, the connectivity to SAP will be changed, for details see this landing page . You must act to be able to still receive SAP EarlyWatch Alert reports and Remote Support Services.

The following table shows the latest data transmissions for system Q43:
Destination User Ready for 2020 Date (received)

Latest Service Data for System Q43 Sent to SAP
Sends EWA?
23.09.2019

System

m
\z/

Date (collected)
RFC -> SAP

yes

23.09.2019 Solution Manager 7.1 SNH
The SAP software release of system Q43 does not allow a fully functional connection to the updated SAP Support Backbone. You can realize the connection to SAP Support Backbone through a Solution Manager 7.2. If not yet

done, perform the managed system setup for system Q43 on this Solution Manager. For SNOTE you additionally need to perform a configuration on system Q43 itself.
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Are you ready? Check EWA Alert about SAP Backbone Connectivity

Alert Category:
Service Readiness — SAP Backbone Connectivity (1) 3

Age:
R

9

Alert Rating:
er Age ...

v =}

Enter Alert Rating ...
A

1 I!',a»--—'-n\\\.l 0 / \ 0
1 Results o Alerts I?I Recommendations IQI Descriptions
System which sends
EWA data directly

SAP Backbone Connectivity of T1E

is not yet prepared for SAP Support Backbone update. This requires a Solution Manager 7.2.

processing the EWA for system T1E

EHP7 FOR SAP ERP 6.0 T1E - the release is not known here
Starting January 1, 2020, the connectivity to SAP will be changed, for details see this landing page . You must act to be able to still receive SAP EarlyWatch Alert reports and Remote Support Services.

The following table shows the latest data transmissions for system T1E:
Latest Service Data for System T1E Sent to SAP
Date (collected) System Sends EWA? Kernel Kernel ST-PI ST-PI Destination User Ready for 2020 Date (received)
EHP7 FOR SAP ERP 6.0 T1E yes 742 300 ® 7408 ® RFC -> SAP ® 23.09.2019

23.09.2019
System T1E can be connected to the updated SAP Support Backbone, but you may find it more feasible to realize the connection through a Solution Manager 7.2. If not yet done, perform the managed system setup for system

T1E on this Solution Manager. For SNOTE you additionally need to perform a configuration on system T1E itself.
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-
Are you ready? Check EWA Alert about SAP Backbone Connectivity

EWA Workspace (Dashboard)
https://launchpad.support.sap.com/#/ewaworkspace

—

EWA Solution Finder (EWA Alerts)
https://launchpad.support.sap.com/#/ewasolutionfinder

The filter settings are compiled into the URL, therefore you can use the URL from the address
bar to show this alert ,,Service Readiness — SAP Backbone Connectivity” for all system for
which the current S-user is authorized:

https://launchpad.support.sap.com/#/ewasolutionfinder/generic/filters/cateqgoryHash=W3si1Y2F0
ZWdvenkiOiJTZXJ2aWNIUmMVhZGIuZXNzliwic3ViY2F0ZWdvenkiOiIJCYWNrYm9uZUNvbm5IY3R
pdml0eSJ9X0%253D%253D
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.
SAP Backbone Connectivity

Get Software
SAP Solution Manager 7.2 SP 8
Kernel (Release 742 patch = 401, Release 745 patch = 400, Release > 745)
ST-P1 AddOn (ST-PI 740 SP10, ST-P1 2008 1 700 SP20, ST-PI1 2008 1 710 SP20, ST-A/P101T* SP01)
Note Assistant, Transaction SNOTE (Notes 2576306 2603877, 2632679, 2721941, 2813264, ...)

Task List for (partly) automated configuration (Note 2827658)

Configure Backbone Connectivity
Create technical S-user on SAP Support Backbone
Update PSE with certificates (CA certificate plus optional client certificate)
Create web service destination
Activate new connection for Note Assistant, transaction SNOTE

Go-live
Check application log if SNOTE loads digitally signed notes via web service connection
Check Workload Statistics if web service connections are used and RFC destinations are not used
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https://apps.support.sap.com/technical-user

SAP Backbone Connectivity

Decisions to Configure Backbone Connectivity

Which systems are in scope?
At least for all development systems (for SNOTE) and all production systems (for EWA) are in scope

Individual webservice connections or central Download Service?
The Download Service allows SNOTE to load notes including TCI packages

How many technical S-users?
1 per system

1 per ‘system group’

1 per customer number

Logon to technical S-users with passwords or with client certificates?
If you go for passwords: Configure systems manually or using (partly) automated task list?

If you go for client certificates: Create them via SAP Passport on SAP Support Portal or generate
them locally?
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Topics October 2019

SAP EarlyWatch Alert Workspace — Security Status

SAP Support Backbone Connectivity — Trusted Certificates

Java: Guest user is not an Administrator

Note 2786151 - Denial of service (DOS) in Kernel (RFC), SAP GUI for Windows and for Java
Note 2828682 - Information Disclosure vulnerability in SAP Landscape Management Enterprise

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://launchpad.support.sap.com/#/notes/2786151
https://launchpad.support.sap.com/#/notes/2828682
https://www.dsag.de/dokumente/aufzeichnung-ak-security-vulnerability-management-webinar-diskussion-zu-ausgewahlten-sap-9
https://www.asug.com/events/security-security-patch-day-october-2019

SAP EarlyWatch Alert Workspace - Security Status

https://launchpad.support.sap.com/#/ewaworkspace

New card Security Status added to the SAP EarlyWatch Alert Workspace:

New Authorization Display Security Alerts in SAP EarlyWatch Alert

Workspace
https://launchpad.support.sap.com/#/user/management Authorizations

Reports

The new authorization is initially assigned to super
administrators only.

Users can receive the authorization from super Service Reports and Feedback
administrators or from user administrators (if they
themselves got the authorization).

Support Desk Evaluation

Display Security Alerts in SAP
EarlyWatch Alert Workspace

My Support Program Report

See Release Notes

Blog: Displaying Security Alerts in the SAP EarlyWatch Alert Workspace

Security Status

45 of 49

Systems with Security Alerts

All Alerts v

Standard Users

Communication

Configuration
| |

Maintenance
IR

Critical Authorizations
| |

Review and Monitoring
./ |

39 Systems

26 Systems

40 Systems

5 Systems

36 Systems

17 Systems
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https://blogs.sap.com/2019/10/01/displaying-security-alerts-in-the-sap-earlywatch-alert-workspace/

-
SAP Support Backbone Connectivity — Required Certificates

Which certificates are required for PSE SAPSUP? _D,J DigiCert Global Root CA

Any of the certificates in a certificate chain can beused. 7 ‘JD'Q'CEWSHMSEME —
------ _,:,;J notesdownloads.sap.com

You can call the URLs in the browser to inspect the certificate chain to
. . _.;J DigiCert Global Root G2
decide which ones you want to add to the PSE [5;] Digicert Global CA G2

Caution: other applications may use additional URLs (see ST03N) -] e —

. _.;;J DigiCert Global Root G2
Recommendation: [l DigiCert Global CA G2

DigiCert SHA2 Secure Server CA =] apps.support.sap.com

DigiCert Global CA G2 _.;J DigiCert Global Root CA

------ _,;.J DigiCert SHAZ Secure Server CA

URL Destinaton ] softwaredownloads.sap.com
https://notesdownloads.sap.com SAP-SUPPORT NOTE DOWNLOAD = J VeriSign
https://documents.support.sap.com  SAP-SUPPORT PARCELBOX i _qj DigiCert Global Root G2
https://apps.support.sap.com/dummy SAP-SUPPORT PORTAL i _.;.J DigiCert Global CA G2
https://softwaredownloads.sap.com [ ] servicepoint.sap.com

https://servicepoint.sap.com
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=
Java: Guest user I1s not an Administrator
No-brainer

User J2EE_GUEST is not an Administrator. Never.

Details of Role Administrator Details of Role Administrator
General Information Assigned Groups Assigned Users Assigned Actions General Information Assigned Groups Assigned Users
Assigned Groups Assigned Users
Search Criteria: |All Data Sources hd Search Recursively Search Criteria: |All Data Sources Se
P...| Name = Description Data Source P...| LogonID Data Source
r%_ SAP_JZ2EE_ADMIN Administration User forthe S...  R3_ROLE_DS & .| cup_app UME Database
& .| D049957 ABAP
No other groups & | deploy_service UME Database
than expected & . sm_coLL_xaJ ABAP

No other r
Use proposed roles and users — Example for XI: OIS e
than expected

UME Roles and Actions (AS Java)
https://help.sap.com/viewer/bd0c15451669484cbc84a54440340179/7.5.16/en-US/61908817bfae4c36a051d95b5a245364.html
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.
Java: Guest user Is not an Administrator
What about other users having role Administrator?

User SM_COLL <sid>is created for

L Note data collection in the managed system.
Administration privileges are only required for the initial set-up of the

Introscope BC| Adapter. If you are solely interested in Introscope Details of Role Administrator

Metrics. you can remove the Java administration privileges. Be aware ([ save ][ Cancel

that some extractors, especially those which are relevant in the context
of RCA, may fail. As a consequence the Configuration Validation
functions may not work properly. Additionally, the trace enabling of E2E

General Information Assigned Groups Assigned Users |

_ ) Assigned Users
IS not possible.

Search Criteria: |All Data Sources ¥ | [1se
P...| Logon ID Data Source
A\ Caution & .| cup_app UME Database
& . D049957 ABAP
The CCDB CTC Extractor and CCDB DB Extractor need SAP_J2EE_ADMIN & | deploy_service UME Database
rights to run. The role SAP_J2EE_ADMIN allows administration rights for & . sM_coLL_xaJ -

the complete Java Stack, including UME (user administration).

Technical User SM_COLL_<sid>
https://help.sap.com/viewer/283e4c6df1d44887a6449094bbfc3775/7.2.09/en-US/85455eb9b44e485eadf22cd9332bd283.html
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.
Note 2786151 - Denial of service (DOS) in Kernel (RFC), SAP GUI for

Windows and for Java

1st version from 10.09.2019 (v12), updated on 24.09.2019 (v13): no change of patches between
these publications

Section “Reason and Prerequisites” gives hints for your risk decision: The potential DOS
attack is only possible if un-encrypted RFC connection is possible (no SNC) and if RFC trace is
raised to trace levels 2 or 3 (default is 1). A successful attack would crash the work process
with core dump instead of triggering a normal short dump.
Corrections:

On servers: RFC library within Kernel

On clients: Embedded RFC library of SAP GUI for Windows and SAP GUI for Java

Both corrections solve the same issue but are not dependent on each other
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-
Note 2828682 - Information Disclosure vulnerability in SAP

Landscape Management Enterprise

Implement SAP Landscape Management 3.0 SP12 Patch 2

Perform the manual correction instruction that are described in this SAP Note. Execute at least
goal 1 to update configuration parameters

Product Page:
www.sap.com/lama

Community Page:
www.sap.com/lama-community

Documentation:
https://help.sap.com/viewer/product/SAP LANDSCAPE MANAGEMENT ENTERPRISE/3.0.12.0/en-US

What’s New:
https://help.sap.com/viewer/98cc0d7alcaad4bf9618f35fae6eb6cb/3.0.12.0/en-US
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Topics September 2019

DSAG - Customer Influence Voting

SAP Support Backbone Connectivity — Download Service
SAP Support Backbone Connectivity — Update of Task List

How to reload Message Server ACL
Notes 2362078, 2624688, 2778519 — Secure System Internal Communication
Note 2813809 - SOS: Release dependent changes of the data collector

Note 2838480 - SAL | Secure By Default (as of SAP_BASIS 7.54)
Note 2676384 - Best practice configuration of the Security Audit Log
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DSAG - Customer Influence Voting

https://influence.sap.com/sap/ino/#/campaign/1107/ideas

Automated password management of technical user accounts
https://influence.sap.com/sap/ino/#/idea/231149

The requested new solution implements a central software component, that is capable to change
passwords of technical users in SAP systems (ABAP, JAVA, Business Objects) either manually
triggered or automatically in a defined schedule (e.g. every n days, every last Saturday of a
month) using a given password policy. It includes the password change in the password store
(ABAP - SUO01, Java - UME , etc.) and in all calling systems (at first SAP systems, but third party
systems are in scope in general).

Authentication of RFC interface users via X.509
https://influence.sap.com/sap/ino/#/idea/233140

RFC communications can be secured using SNC. However, the established security context is a
machine-to-machine one. The individual RFC interface user is not authenticated that way but still
by either password or TrustedRFC methods only. While TrustedRFC is not a viable option for all
cases, using passwords is error-prone and requires a high maintenance effort when policies
demand a frequent password cycling. As a solution, it should be possible to authenticate the
individual, called RFC user on the receiving side via X.509 authentication methods.
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Automated password
management of technical user
accounts

Request 231149
Category

¢ Vote
) 26

Phase: Pre-Collection
Status: New

Authentication of RFC interface
users via X.509

Request 233140
Category

¢’ Vote

5

Phase: Pre-Collection
Status: New
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https://influence.sap.com/sap/ino/#/idea/233140

-
DSAG - Customer Influence Voting

https://influence.sap.com/sap/ino/#/campaign/1107/ideas

Current status of discussion (of course this may change):

Automated password management of technical user accounts
https://influence.sap.com/sap/ino/#/idea/231149

» not planned

Authentication of RFC interface users via X.509
https://influence.sap.com/sap/ino/#/idea/233140

still in scope, as related to ongoing investigation about "RFC over WebSockets* which
would allow authentication and encryption based on TLS with client certificates
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SAP Support Backbone Connectivity — Download Service

The most important use case for the ABAP Download Service is downloading from SAP file
shares connected to the SAP Support Portal and the download of SAP Notes with all their
dependencies and relevant SAP Notes transport-based correction instructions (TCIs).

The Download Service is part of SAP Solution Manager 7.2, however, as it’s a basis component
any ABAP system can be used as download service system. You can connect other systems to
the download service system via RFC.

Documentation - SAP NetWeaver Download Service
https://help.sap.com/viewer/9d6aa238582042678952ab3b4aabcc71/7.5.15/en-
US/7cd5bc1666824b3eba96e8a79dd2055e.html
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SAP Support Backbone Connectivity — Download Service

SAP Support Portal

Get it via Get it via
SNOTE manual
Download

or
Download
Service

Webservice

Cl + TCI

Download Service System

Download Service
Application

SNOTE / SPAM

Cl only

Cl+ TCI

RFC

Other ABAP systems
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SAP Support Backbone Connectivity — Download Service

Required correction notes

Note 2456654 - Adjustment of SAP NetWeaver Download Service for new download locations
Note 2503500 - Proxy configuration for SAP NetWeaver Download Service
with manual implementation activities

» Valid for (=minimal possible version) SAP_BASIS 700 SP 32-34, 701 SP 17-19, 702 SP 17-19,
710 SP 19-22, 711 SP 14-17, 730 SP 13-17, 731 SP 14-20, 740 SP 9-17, 750 up to SP 9,
751 upto SP 3, 752 w/o SP

Note 2554853 - SAP NetWeaver download service for SAP Notes
Note 2618713 - SNOTE: Timeout during download of SAP Notes via SAP Download Service
Note 2681011 - Download Service: Missing method implementation in unit test class

Solved with (= recommended version) SAP_BASIS 700 SP 36, 701 SP 21, 702 SP 21,
710 SP 23, 711 SP 18, 730 SP 19, 731 SP 23, 740 SP 20, 750 SP 11, 751 SP 6, 752 SP 1
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SAP Support Backbone Connectivity — Download Service
Activation

On a Download Service System:

Maintain S-User and execution parameters using transaction SDS_CONFIGURATION
Required roles SAP_BC_SDS CONF ADMIN respective SAP_BC_SDS TASK USER

Install client certificates according note 2620478 using transaction STRUST

Adapt proxy settings (if required)
Configure HTTPS service (if required)
Set up download directory (if required)
Set up SL protocol service (if required)

On other managed systems:

Create RFC Destination pointing to the Download Service System
Required authorizations for remote user see next slide

On all systems:
Configure applications like SNOTE or LMDB to use the Download Service locally or remotely

414
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SAP Support Backbone Connectivity — Download Service

Activation

Required authorizations for remote user in Download Service System
Inspired by role SAP BC SDS TASK USER /authorization trace using transaction STAUTHTRACE

Authorization

) Field 1 Value 1 Field 2 Value 2 Field 3 Value 3

object
SDS_APPLICATION

S_RFC RFC_TYPE FUGR RFC_NAME STC_TM_API ACTVT 16
STC_TM FUNCTIONS

S_RFC RFC_TYPE FUNC RFC_NAME FUNCTI ON_EXI STS ACTVT 16

S BTCH ADM BTCADMIN Y

S_BTCH_JOB JOBACTION RELE JOBGROUP v

S_CTS_ADMI CTS_ADMFCT EPS1

S_DATASET PROGRAM CL SDS * [ACTVT 06, 33, 34 FILENAME /usr/sap/trans/EPS/in/*

S_PROGNAM P_ACTION BTCSUBMIT (P_PROGNAM STC_TM PROCESSOR

S_SDS_MGR ACTVT 03, 16, 23 |SDS_FUNCT DOWNLOAD

S TC ACTVT 03, 16 STC_SCN SAP_BASIS DOWNLOAD SERVICE

© 2019-09 SAP SE. All rights reserved.
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SAP Support Backbone Connectivity — Download Service

Configuration for SNOTE

Use report RCWB_SNOTE DWNLD PROC_CONFIG to configure the RFC Destination:
In the download service system, use NONE
In the managed systems, use the RFC connection pointing to the download service system

Select procedure to download SAP Note
Remote Function Call (RFC)
HTTP Protocol

= Download Service Application
RFC Destination for Download system SDS_REMOTE

If not available yet, you get this report via note 2576306 (complete via TCI) respective
note 2508268 (with manual implementation steps)
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-
SAP Support Backbone Connectivity — Download Service

Configuration for LMDB

Note 2756210 - Configuration of SAP Netweaver Download Service for LMDB Content import
automation
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-
SAP Support Backbone Connectivity — Upd of Task List

Note 2827658 - Automated Configuration of new Support
Backbone Communication - Update 02 (old note 2793641)

Corrected validity for 7.40
Added check for DigiCert High Assurance EV Root CA certificate

Updated task: 'New OSS: Create HTTPS Connections for SAP Services (SM59): in case a
router string is used and the https proxy is active the host will be added to the http proxy
filter list

Updated task: 'Test HTTPS Connections for SAP Services (SM59)': added check for https
proxy filter setting

Added new task 'New OSS: Add hosts to filter in all clients with http proxy enabled (SM59)"
loops over all clients and adjusts the https proxy filter in case the destination uses a router
string and https proxy is active

Update task 'Old OSS: Configuration of SAPOSS Connection (OSS1): Create connection
SAPOSS': task set to optional
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How to reload Message Server ACL

Transaction SMMS — Goto — Security Settings — Access Control — Reload
(Line length is limited in SMMS, enter multiple lines instead of long lines, see note 2383292)

Own programs which calls ABAP function MS_LOAD ACL INFO

OS Command using msmon (use command 'HELP' to find more commands)
echo 'RELOAD ACL INFO' | msmon -mshost <mshost> -msserv <internal-MS-
port> -expert -cmdfile -

Same command using report RSBDCOSO

Example using profile parameter variables:

echo 'RELOAD ACL INFO' | $(DIR;EXECUTABLE)$(DIR;SEP)msmon -mshost
$ (SAPMSHOST) -msserv $ (rdisp/msserv _internal) -expert -cmdfile -
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.
How to reload Message Server ACL

If secure communication is active (profile parameter system/secure communication = ON)
then

Either call the reload command via the external port
or
call msmon as <sidadm> to get access to the secure store
add the option -ss1l secure_ store to request secure communication and

use option pf=<profile> instead of -mshost <mshost> -msserv <internal-MS-port>
to provide the reference to the crypto library

ensure that environment variable SECUDIR is set
SECUDIR=/usr/sap/<sysid>/<instance>/sec

echo 'RELOAD ACL INFO' | msmon pf=<profile> -ssl secure store -expert -cmdfile -
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Notes 2362078, 2624688, 2/7/8519 — Secure System Internal

Communication

SAP recommends to activate Secure System Internal Communication by setting profile
parameter system/secure_communication = ON in default profile DEFAULT.PFL for pure ABAP
based systems according to note 2040644.

Minimum requirement: SAP_BASIS 7.40 SP 8 with Kernel release 742 or higher

Recommended minimal versions according to additional notes 23620/8, 2624688, 2//8519:
SAP_BASIS 7.40 SP 11

Kernel release 749 with patch >= 710
Kernel release 753 with patch >=416
Kernel release 773 with patch >= 121

Kernel release > 773
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.
Note 2813809 - SOS: Release dependent changes of the data

collector

The data collectors within the managed systems of the following checks had to be revised due to
release dependent changes:

Users who are authorized to Call Function Modules for User Admin (0019)

Users who are authorized to Disable Authorization Checks Within Transactions (0102)
Users who are authorized to Maintain Trusted Systems (0240)

Users who are authorized to Maintain Trusting Systems (0268)

Users who are authorized to Activate ICF Services (0655)

Users who are authorized to Delete Payroll Results (0951)

This issue is corrected with release 01U* (Support Package 0) of the ST-A/PI application service tools.
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.
Note 2838480 - SAL | Secure By Default (as of SAP_BASIS 7.54)

Note 2676384 - Best practice configuration of the Security Audit Log

Profile Parameters respective Kernel Parameters:
rsau/enable =1
rsau/user selection =1
rsau/selection_slots =10 (or higher)
rsau/integrity =1 (if available according to note 2033317)

Target: Database (if available)

Filters:

All clients *, user SAP#*: Record all events for user SAP*
The character # serves to mask * as non-wildcard.

All clients *, user <your emergency user IDs>*: Record all events
Client 066, all users *; Record all events

All clients *, all users *: Record all events except events which might produce high volume
AUW, AU5, AUK, CUV, DUR, and EUE. Deactivate these events via "Detailed Display"
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Topics August 2019

Note 2786035 - Code Injection vulnerabilities in SAP Commerce Cloud
Note 2798743 - Missing Authorization check in ABAP Debugger

Note 668256 - Using HTTP/external debugging
Note 668252 - Authorization check for HTTP/external debugging

Note 2286679 - Clickjacking Framing Protection in JAVA
SAP Support Backbone Connectivity — Check usage of destinations

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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Note 2786035 - Code Injection vulnerabilities in SAP Commerce Cloud

Note 2697573 - Cross-Site Scripting (XSS) vulnerability in SAP Commerce / SAP Hybris
Solution:
SAP Hybris Commerce 6.7 or later

Note 2786035 - Code Injection vulnerabilities in SAP Commerce Cloud
Solution (software downloads for SAP Hybris Commerce):

Do not use these versions anymore
because of note 2697573
SAP Hybris Commerce 6.7.0.18 Patch Release
SAP Commerce Cloud Patch Release 1808.13

SAP Commerce Cloud Patch Release 1811.9 ﬁ These links show}

SAP Commerce Cloud Patch Release 1905.1 the patch info

Workaround: Deinstall Virtualjdbc and Mediaconversion extensions if not needed
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.
Note 2798743 - Missing Authorization check in ABAP Debugger

Why is the priority only “high”?

You need authorizations for debug-display in any case (S_DEVELOP with OBJTYPE=DEBUG
and ACTVT=03) which should be considered as critical anyway

The correction is a about a special case while debugging an update task
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.
Note 668256 - Using HTTP/external debugging

Note 668252 - Authorization check for HTTP/external debugging

Debugging of RFC sessions is controlled using the dynamic profile parameter
rfc/ext debugging

0: RFC external debugging is not permitted
1. RFC external debugging is only active for calls from external programs
2. RFC external debugging is only active for calls from ABAP systems

3: RFC external debugging is permitted [default]

Mitigation:
Both users require authorizations for debug-display

Authorization as choosen by parameter abap/authority to catch for debugging
required, e.g. for S DEVELOP with OBJTYPE=DEBUG and ACTVT=90 is required

Decice if you want to allow external debugging in productive systems
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N
Note 2286679 - Clickjacking Framing Protection in JAVA
How to activate Clickjacking Protection

Enabling the Clickjacking Protection Service on Java systems

Log on to SAP NetWeaver Administrator at http://<host>:<port>/nwa.
Navigate to “Configuration — Infrastructure — Java System Properties”

Choose the Applications tab.
Search for an application named tc~1lm~itsam~service~clickjacking and select the

row. )
. Kemel Semvices Applications | VM Environment Memory VM Parameters
Under the Properties tab, select the _—
ClickjackingProtectionService property ¥ Name Vendor
and change its value from false to true. B
Save the configuration and restart AS Java. e —
Pmperties|
Save || Restore Default | | | Modify | | | Show Details |
Mame =z Default Calculated Value Changeable Custom Calculated
jT:

ClickjackingProtectionService false o true
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Note 2286679 - Clickjacking Framing Protection in JAVA
How to check if Clickjacking Protection is active

The new version of the note describes how to check if Clickjacking Protection is active on a
Java server:

URL.: http[s] ://<host>:<port>/sap.com~tc~lm~itsam~servlet~clickjacking/check
Result: {"version" : "1.0","active" : false, "status" : "OFF"}
{"version" : "1.0","active" : true, "origin" : "null","framing" : false}

Several Ul Framework use this feature (see Online Help):
Note 2169860 - Web Dynpro JAVA (WDJ)
Note 2169722 - Enterprise Portal (iViews)
Note 2290783 - Java Server Pages (JSP)
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Note 2286679 - Clickjacking Framing Protection in JAVA
How to check if Clickjacking Protection is active

Application Configuration Validation does not know about this setting:

Transaction CCDB — Cross Selection — Search for values/patterns:
However,

Name = tc~1lm~itsam~service~clickjacking

or

Update A
r
Element Pattern = ClickjackingProtectionService In the mean Pril 2021
anti :
does not show results. Configuration S'trg::, )‘/‘(():u will fing
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SAP Support Backbone Connectivity
Check usage of RFC Destinations

Workload in System FA7

& €3] [T Full Screen On/Off T Save View

Transaction STO3N
shows the usage of

L".-. Expert mode ] Instance TOTAL First record 01.07.2019 . .
= fﬁ'ﬁ;‘;’:f s Period 07/2019 Last record 31.07.2019 RFC Destinations
v @ Total Task type NONE Time period 31 Day(s) -

» 71 Day

:._nj :::::h Function Module = Transactions = User IRemoteD‘zfnatlons l Remote Server = Local Server E nsure th at n O ne Of
S — these destinations

[207/2019 T Task type .| 45| ||| (& F | i = wa3) ) JEE L ()| (L] ITE

ek e J5 0 (5 ) TV P I ) () (L are still in use

- [ 05/2019 = RFC Client Statistics:Remote Destinations

N Aatnnan

— v RFC Destination = # Calls T Execution Time @ Time/Execution T Call Time @ Time/RFC Sent Data (Bytes)
i [SAPCMP l 99 | 21 | 214,1 | 23 2277 | 171.469 Filter for
LT e SAPOSS 194 12 62,1 84 4348 111.055 _ _
TS Aot Seidi SAP-0SS 113 0 0,0 15 128,7 43.530 destinations:
i SAPNET_RTCC 51 0 0,0 0 0,0 22.899
it Raeiing Lsts SAP-0SS-LIST-001 51 0 0,0 0 0,0 22.899 SAPCMP
* (5 Memory Use Statistics SAPOSS
¥ = RFC Profiles
I [] RFC Client Profile SAP-0SS
* |&] RFC Server Profile
« [E) RFC Client Destination Profile SAPNET_RTCC
» [B] RFC Server Destination Profile SAP-0SS-LIST-001

» (71 User and Settlement Statistics
« I Frontend Statistics

» &= Spool Statistics

» A4 Response Time Distribution

« @1 Table Access Statistics
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SAP Support Backbone Connectivity
Check usage of RFC Destinations

Workload in System FA7

= 3] [T]Full Screen On/Off  FgSave View

The details might give
you hints why such

L"n Expert mode .i Instance TOTAL First record 01.07.2019 . .
S fﬁﬁNl‘;r;'f":f e * Period 07/2019 Last record 31.07.2019 RFC destinations are
v Total Task type NONE Time period 31 oays) Still In use:
» [T Day
» [T Week z :
ol M Function Module = Transactions = User Remote Server = Local Server

* [Z] This month

“[8706/2019

A Task type .| 4| =g%
Y &L sl [ L) ) L) )

s - Calls to Target SAPOSS
~ BF Analysis Views Report or Transaction name Job Name User RFC User Local Server  Remote Server  Name of RFC Program
* 5 Workload Overview RSDBA_DBH_SETUP_UPDATE_CHECK SHARIFY  RFC_OCS Idcifa7_FA7 00 pwdf6928 171 01 CL_DBA NOTE DOWNLOAD==== =
» (3 Transaction Profile SAP.OSS RSDBA_DBH_SETUP_UPDATE_CHECK SHARIFY  RFC_OCS Idcifa7_FA7_00 pwdf6929 171 01 CL_DBA NOTE_DOWNLOAD==== ~
. @ Application Statistics SAPNET RTCC RSDBA_DBH_SETUP_UPDATE_CHECK SHARIFY RFC_OCS Idcifa7_FA7_00 pwdf6932_171_01 CL_DBA_NOTE_DOWNLOAD====
* (5) Time Profile = RSDBA_DBH_SETUP_UPDATE_CHECK SHARIFY RFC_OCS Idcifa7_FA7_00 pwdf6926_171 01 CL_ DBA NOTE_DOWNLOAD====
[ Ranking Lists SAP-OSS-LIST-O RSDBA_DBH_SETUP_UPDATE_CHECK SHARIFY RFC_OCS Idcifa7_FA7_00 pwdf6927_171_01 CL_DBA_NOTE_DOWNLOAD====
- Memory Use Statistics RSDBA_DBH_SETUP_UPDATE_CHECK SHARIFY RFC_OCS lIdcifa7_FA7_00 pwdf6931 171 01 CL DBA NOTE_DOWNLOAD====
v = RFC Profiles RSDBA_DBH_SETUP_UPDATE_CHECK SHARIFY RFC_OCS Idcifa7_FA7_00 pwdf6933_171_01 CL_DBA_NOTE_DOWNLOAD====
| @ RFC Client Profile SAPMHTTP HOUSH RFC_OCS Idcifa7_FA7_00 pwdf6930_I71_01 SAPLCRFC
“TETREC Server Profile CL_GPA_AUTO_DEMO==============CP SM_FA7  RFC_OCS ldcifa7_FA7 00 pwdf6933_171 01 /SDF/SAPLCOMUSER_UPDATE = =
. @ RFC Client Destination Profile RSDBA_DBH_SETUP_UPDATE_CHECK SHARIFY RFC_OCS lIdcifa7_FA7_00 CL_DBA _NOTE_DOWNLOAD==== ~
LI L

» [8) RFC Server Destination Profile
» 71 User and Settlement Statistics
. W grontlegd Statistics The first entries refer to note download — Use transaction CWB_ SNOTE_DWNLD_ PROC
* == Spool Statistics
&2 Response Time Distribution =report RCWB_SNOTE DWNLD PROC_CONFIG to adjust the settings of SNOTE
« [@' Table Access Statistics
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SAP Support Backbone Connectivity
Check usage of Webservice

Workload in System FA7

= 3] [T'IFull Screen On/Off T Save View

I.—.T.- Expert mode ,I

= s Workload
» [ Idcifa7_FA7 00
- E Total
» [T Day
» [ Week
* = Month

« |2] This month
[2) 07/2019
«|=) 06/2019

- [2) 05/2019

M Adiandn

=~ BF Analysis Views
* ha Workload Overview
¢ [l Transaction Profile
* [8) Application Statistics
* (D) Time Profile
» [T Ranking Lists
* (8§ Memory Use Statistics
» (71 RFC Profiles
¢ [Tl User and Settlement Statistics
« ¥ Frontend Statistics
= Spool Statistics
* A4 Response Time Distribution
* @) Table Access Statistics
« 85 Load from External Systems
* = Web Statistics

{@ WEB Client Statisticsl
« |=] WFR Cliant Dectinatinn Statistirs
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Instance TOTAL
Period 07/2019
Task type NONE

Host | Transactions = User = URL

(1 Task type |41 V| = = | () F?i
WEB Client Statistics: Host

Protocol Host Name

HTTPS [apps.support.sap.mm
HTTPS documents.support.sap.com

First record
Last record
Time period

Bl J(®) 5 ([ [Li)

(=

Port Calls T.CallTime Executi.

443 29
443 588

01.07.2019
31.07.2019
31 Day(s)

Total Sent

5.334
79.579.634

Transaction STO3N

shows the usage of
Webservices

—

Check that the new
webservices are
used

Filter for host:
*support.sap.com
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Topics July 2019

Note 2808158 - OS Command Injection vulnerability in SAP Diagnostics Agent

Note 2812152 - Update 1 to Security Note 2643447

Note 2774742 - Cross-Site Scripting (XSS) vulnerability in ABAP Server and ABAP Platform
Note 2738791 - Information disclosure in SAP NetWeaver AS Java (Startup Framework)
Security Audit Log as of 7.50

The intermediate Support Backbone Update Guide

Recordings:
DSAG (German)
ASUG
SAP Learning HUB
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https://launchpad.support.sap.com/#/notes/2808158
https://launchpad.support.sap.com/#/notes/2812152
https://launchpad.support.sap.com/#/notes/2774742
https://launchpad.support.sap.com/#/notes/2738791
https://www.dsag.de/veranstaltungen/2019-07/ak-security-vulnerability-management-webinar-diskussion-zu-ausgewahlten-sap
https://accounts.sap.com/saml2/idp/sso?sp=https://www.successfactors.eu/learninghub&RelayState=%2Fsf%2Flearning%3FdestUrl%3Dhttps%253a%252f%252fsaplearninghub%252eplateau%252ecom%252flearning%252fuser%252fdeeplink%255fredirect%252ejsp%253flinkId%253dCATALOG%255fSEARCH%2526sbArSel%253d%2526keywords%253dSUP_EBW_0650_1906%2526selKeyWordHeader%253dSUP_EBW_0650_1906%2526catSel%253d%2526srcSel%253dESAC%2526delMthSel%253d%2526ILDateFrm%253d%2526ILDateTo%253d%2526ILBlend%253d%2526ILSchd%253d%2526fromSF%253dY%26company%3Dlearninghub

-
Note 2808158 - OS Command Injection vulnerability in SAP

Diagnostics Agent

The SAP Diagnostics Agents get patched by a special procedure on the SolMan describe here:

Note 2686969 - Upgrading the LM-SERVICE Patch Level

Do you have additional manual work to do?

“Since the number of allowed control characters has been reduced, it should be checked if all used
commands still work, especially those manually added to the commands.xml.”

— If you do not know what this is about, you most likely do not need to do anything, however, this may

be an opportunity to validate existing set of whitelisted OS commands which can be executed via the
Diagnostics Agent.
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-
Note 2808158 - OS Command Injection vulnerability in SAP

Diagnostics Agent

How-to execute OS commands? 0S Command Console

Root Cause Analysis Workcenter
— OS Command Console

Context

Host: Idai1fht
System: |FBT~ABAP -
Which whitelisted commands are available? Prompt
Group: [ Emvironment - |
SAP Solution Manager Administration Workcenter Gommand:  [Echo ~| (@ Help |
P . Parameters: |Hello World
— Agents Administration | _
. Option: [Simple hd
— Agent Admin
— Choose tab ,Applications Configuration® (T3 Sznd command |

— com.sap.smd.agent.application.remoteos

— Application Resources
— commands . xml Hello world

Result
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- I
Note 2808158 - OS Command Injection vulnerability in SAP

Diagnostics Agent
<4

I |dcifbjwdf.sap.corp

<?xml version="1.0" encoding="UTF-8"?>
- <CmdList xmIns:xsi="http:f/www.w3.org/ 2001 /XMLSchema-instance">
<!-- Summary: 1. 0S 2. TREX (TREX commands have been removed, please use transaction TREXADMIN in Solution Manager) 3. SAP MDM 4.
SAP PPM BY IDS 5. FOCUS ALM 6. SAP BCM SOFTWARE 7. SAP BPC FOR MICROSOFT/NETWEAVER 8. SAP PRICE & MARGIN MANAGEMENT 9.
SAP POS 10. SAP ARCRDOC ACCESS BY OT 11. BOB] ENTERPRISE XI 12. VERTEX 13. WEBSPHERE APPSERVER 14. SAP MFG EXECUTION 15.
SBOP DATA SERVICES 4.0 H. Help >
«<!-- Available variables are: 1. %TS_HOME%:: Installed Technical System installation path 2. %SCV_HOME%: Software Compeonent Version
installation path 3. %INST_HOME®%: Instance path 4. %landscape: <landscape_level>: <landscape_attribute>%: Landscape attribute, e.g. %
landscape:NODE:name%. Available Landscape levels are: TS (Technical System), ITS (Installed Technical System), INST (Instance), MODE
(Mode), SCV (Software Component Version), 5. Y%template: <template_key>%: Template parameter, e.g. %template:${InstallPath}% 6. %
JAVA_HOMEZR: Java installation path 7. %SMD_AGENT_HOME%:: SMD Agent installation path 8. %SMD_AGENT_VERSION%: SMD Agent version
-
<!-- Tips: 1. Do not log secure variable when the command is executed: prefix the variable with "secure:" e.g. %secure:TS_HOME%, %
secure:template: ${InstallPath}%, etc. >
<!--1.05 --=
- =CmdGroup cv_ppms_id="*" name="Network">
- <Cmd name="NetStat" desc="Displays active TCP
- <0sCmd runtime="300" param="true" path="
<Exclude param=""[0-9]*%"/>
<Help ref="help.os.net_stat"/>
</0s5Cmd>
- <0sCmd runtime="300" param="true" path="" exec="netstat" ostype="UNIX">
<Exclude param=""-w$%$"/=>
<Help ref="help.os.net_stat"/>
</0sCmd>
</Cmdz>

© 2019-07 SAP SE. All rights reserved. 439


https://launchpad.support.sap.com/#/notes/2808158
https://launchpad.support.sap.com/#/notes/2839864

- ___________________________________________________________NEN
Note 2812152 - Update 1 to Security Note 2643447

Side effect solving note, which is required if you install respective have installed note 2643447

via SNOTE
Note Case 1 Case 2 Case 3 Case 4 Case 5
2643447 Cannot be Can be implemented | Can be implemented | Completely Completely
implemented implemented implemented
2812152 Cannot be Can be implemented | Cannot be Can be Cannot be
implemented implemented implemented implemented
Conclusion | Nothing to do | Implement note Implement note Implement Nothing to do
2812152 which loads | 2643447 note 2812152
note 2643447 to solve | to solve security to avoid syntax
security vulnerability | vulnerability error

© 2019-07 SAP SE. All rights reserved.
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.
Note 2774742 - Cross-Site Scripting (XSS) vulnerability in ABAP

Server and ABAP Platform

The note implements secure default configuration in SAP BASIS 7.51, 7.52, 7.53
but keeps insecure default in SAP_BASIS 7.00, 7.01, 7.10, 7.11, 7.20, 7.30, 7.31, 7.40, 7.50.

If you are using SAP Content Management (see SICF path /sap/bc/contentserver)

and want to activate secure configuration in old releases you need to execute both manual
activities:

1. The manual pre-implementation about modifying value range of DDIC domain SDOK PFNAM
enables you to maintain the setting (transportable). You can install a Support Package instead.

2. The manual post-implementation about maintaining table SDOKPROF using SE16 describes
how to enter either insecure value inline (afile is displayed directly in the browser) or secure
value attachment (the browser shows a download popup).

As there is no automatic transport, use SE16 to add the entry on a workbench transport
manually. This step is required even if you install a Support Package.
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=
Note 2738791 - Information disclosure in SAP NetWeaver AS Java

(Startup Framework)

T ,‘Jj Frank Bucl

Software Downloads Knowledge Base oF
B \s

Java systems run with parts of the Kernel.
SAP KERNEL 7.53 64-BIT UNICODE (SUPPORT PACKAGES AND PATCHES)

The note refers to ,,SAP java startup / jstart” which is

part of the disp+work package. —
D onca Gt ungatas ot et B4k o LG o s s e
. . . NIX AP Note ¢ 3
Th e C O r reCt I O n d eS C r I b ed by t h e n Ote I S p art Of e ' g ' Items Available to Download (40) LINUX ON X86_64 648IT #DATABASE INDEPEND

Kernel 7.53 patch 410.

You cannot get a whole Kernel with at least this patch
level (currently you find patch 401 for package
SAPEXE . SAR), however, you can use the disp+work

package (dw.sar currently show patch 425).

SAPEXE_401-80002573.SAR

Depending on current setting of parameter
jstart/TRACE you might consider to delete old trace

files /usr/sap/DAA/SMD* /work/dev_jstart*, too.
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.
Security Audit Log as of 7.50

Transaction SM19 vs. RSAU CONFIG

Note 2191612 - FAQ | Use of Security Audit Log as of SAP NetWeaver 7.50

1. Can transactions sM18, sM19, and sM20 still be used in parallel with RSAU_CONFIG,
RSAU READ LOG, and RSAU_ ADMIN?

...we recommend against mixed usage, since the settings for the new functions are not
detectable in the old environment and - particularly in SM18 and SM19 - are ignored or

accidentally overwritten.

Tip: Use transaction SMO01_CUS in 000 clients to lock the "old" applications once you have
switched to the current concept.
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.
Security Audit Log as of 7.50

Important corrections

Configuration:

Note 2663455 - RSAU_CONFIG | Corrections and functional enhancements
(correction for SNOTE respective SP for SAP BASIS 7.50 SP 14, 7.51 SP 8, 7.52 SP 4, 7.53 SP 1)

Note 2743809 - RSAU_CONFIG | Optimization of screen sequence
(correction for SNOTE respective SP for SAP BASIS 7.50 SP 15, 7.51 SP 8, 7.52 SP 4, 7.53 SP 2)

Reporting:

Note 2682603 - RSAU_INFO_SYAG | Incomplete display of active events
(correction for SNOTE respective SP for SAP BASIS 7.50 SP 14, 7.51 SP 8, 7.52 SP 3, 7.53 SP 1)

Note 2682072 - RSAU_READ LOG - error in selection with filter
(correction for SNOTE respective SP for SAP BASIS 7.50 SP 14, 7.51 SP 7, 7.52 SP 3, 7.53 SP 1)
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The intermediate Support Backbone Update Guide
Overview

Connectivity to SAP's Support Backbone
https://support.sap.com/backbone-update

Support Backbone Update Guide (html / pdf)

Digitally Signed SAP Notes
https://support.sap.com/en/my-support/knowledge-base/note-assistant.html

Note 2537133 for FAQs on Digitally Signed SAP Notes

Webinar replay

Click here to view the presentation

Cheat Sheet for enabling SNOTE for Digitally Signed SAP Notes and for TCI

and (among others)

Note 2174416 - Creation and activation of users in the Technical Communication User app
Note 2740667 - RFC connection SAPOSS to SAP Service & Support backbone
Note 2738426 - Automated Configuration of new Support Backbone Communication
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https://support.sap.com/content/dam/support/en_us/library/ssp/my-support/knowledge-base/note-assistant/cheatsheet-for-digsignnotes_snote_tci.pdf
https://launchpad.support.sap.com/#/notes/2174416
https://launchpad.support.sap.com/#/notes/2740667
https://launchpad.support.sap.com/#/notes/2738426

The intermediate Support Backbone Update Guide
Enable SNOTE for Digitally Signed Notes and for https communication

Concerning the Note Assistant, transaction SNOTE, several steps are required:

Get updated software (main part from September 2017) plus some smaller updates
(notes 2603877, 2632679, 2721941, 2813264, ...)

Request technical S-users via User for Support Hub Communication application
and wait for 1 day

(preferred: 1 user per system; acceptable: 1 user per system line DEV-TST-PRD;
not recommended: 1 user per installation or per customer number)

Adjust destinations

Up to release 7.31, replace generic user 0SS_RFC with specific technical S-user in RFC
Destinations SAPOSS, etc. as described in note 2740667

As of release 7.40, adjust RFC Destinations SAPOSS, etc. and create http destinations
SAP-SUPPORT PORTAL, SAP-SUPPORT PARCELBOX, SAP-SUPPORT NOTE DOWNLOAD as
described in note 2827658 (which replace old notes 2793641 and 2738426)
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The intermediate Support Backbone Update Guide
Request Technical Communication User

/ﬁ < :_.,I'I User Management Users v Q Request User
— — — — — *Customer:
322 [ \ 32 \ 33 S N 452 N4 . :
@ Users I\g_il Requested Users I\{g_‘)fl Deleted Users I\g_il Important Contacts I""\_,.f""l Reports and Updates I\g_—'l_lfl Authorization Packa... Technical Users oy
- *Description:
Request Technical Communication User on SAP Support Portal .
Proposed naming: <installation number>_<system id> *Language:
https://launchpad.support.sap.com/#/user/management Jepartment B

— https://launchpad.support.sap.com/#/techuser

Submit  Cancel

User was successfully requested

The new technical user account will be created within one business day

oK
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The intermediate Support Backbone Update Guide
Bonus: Note 2805811 - Enable client certificate authentication for tech. users

SAP Support Portal User Management - Technical Communication User Application

The Technical Communication User application allows you to administer user IDs used in
system-to system connections between your company’s landscape (most commonly in your
SAP Solution Manager) and the SAP Support backbone. This application has now been
enhanced and integrated into the User Management application.

w1 L7 User Management Users v Q
e

« ) 32 8>< 33 ( 8‘*“'*--. 452 &_l )*
Users Requested Users Deleted Users = Important Contacts Reports and Updates . - / Authorization Packa.. Technical Users

Like before, you can request new users and activate them, delete existing ones, or change their
passwords. In addition, if you want to exchange data with the SAP Support infrastructure using
client certificate authentication, you can now generate SAP Passports for technical
communication users (optional). This way you avoid the need to manage passwords.

()
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.
The intermediate Support Backbone Update Guide

(Partly) Automated Configuration of new Support/\&q?wUﬂication

Note 2738426 - Automated Configuration of new Support Backbone Communication
Version 13 from 08.07.2019

For new implementation and update of existing task list:

Please jump directly to “SAP NOTE 2793641 - Automated Configuration of new Support Backbone Communication - Update

and follow instructions to implement SAP Note/TCI.

Note 2793641 - Automated Configuration of new Support Backbone Communication - Update 01
Version 3 from 08.07.2019

Implement the TCI of note 2793641 with transaction SNOTE

Install certificates into transaction STRUST

Execute task list 'New OSS Communication’ via transaction STC01 with adjusted settings
Check destinations using report RSRFCCHK
Switch SNOTE to using https instead of RFC

Verify that you can download digitally singed notes via https

© 2019-07 SAP SE. All rights reserved. 449


https://launchpad.support.sap.com/#/notes/2738426
https://launchpad.support.sap.com/#/notes/2793641
https://launchpad.support.sap.com/#/notes/2793641
https://launchpad.support.sap.com/#/notes/2827658

The intermediate Support Backbone Update Guide
Note 2793641 — (Partly) Automated Configuration

Transaction STCO1 for task list SAP_BASIS CONFIG OSS COMM

Maintain Task List Run SAP_BASIS CONFIG_OSS_COMM_2019071110.
Apaeo BE BRI % a0

Task List SAP BASIS CONFIG 0SS COMM New OSS Connectivity
/Prepara’[ion- Manual Task List Run T) |SAP BASIS CONFIG OSS_COMM 20190711103509931
activity to fmd and ;Ex C. St Log Autom. Phase Comp. Task Description H Pa_ Parameter

" HOMNCO, Verification SECURITY New 0SS: Check CommonCryptolLib <SAPCRYPTOLIB> Version >= 8.4.48 e

download the required @ (O Verification SECURITY New OSS: Check TLS prot. version >= TLSv1.1 w.BEST-OPTION (RZ11) &3

certificates which you [Verification STRUST  New OSS: Check Certificates for SSL Client (STRUST) | s 5
h I d . O L Configuration HTTPS New 0OSS: Create HTTPS Connections for SAP Services (SM59) ‘.-':-.
then upload into T (I Validation HTTPS  New OSS: Test HTTPS Connections for SAP Services (SM59) 3

_ Configuration|0SS1 Old 0SS: Configuration of SAPOSS Connection (0SS1)

v
\_ transaction STRUST ICHCIE"
L T L Configuration New OSS: Restart ICM (SMICM)

Enter user credentials of Technical Communication
User, scroll down and activate all three checkboxes
,Overwrite existing destination”

want to use old RFC destinations
anyway (and you would have to
change the user afterwards as well).

\ Restart ICM, too \

[ This step is useless, as you do not
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The intermediate Support Backbone Update Guide
Note 2793641 — (Partly) Automated Configuration

Transaction STRUST for PSE ,,SSL-Client (Standard)“

You can get these certificates via
note 2620478 - Download Service: Trust anchor certificates required for software downloads

Trust Manager: Display
PR
» ] System PSE SSL client SSL Client (Standar

¥ __15SNC SAPCryptolib

: Own Certificate

¥ __ISSL server Standard
» B SSL client SSL Client (Anonym ~ Subject CN=X3A SSLC DFAULT, OU=10020230702, OU=SAP Web AS, O=SAP Trust Community, C.
+ 3% SSL client BCM =) (Self-Signed)
¥ == SSL client SSL Client (Standar

* [ mo-c81a86caf X3A 01 , _
- SSL client PAYPAL Certificate List
« 3 SSL client SAPGBB Subject
: : fﬂf;— ;Liz”t WSSSE *:Et; Service CN=DigiCert Global Root G2, OU=www.digicert.com, O=DigiCert Inc, C=US
. urity Standar . .. . .
- 3% WS Security Other System En CN=DigiCert Global Root CA, OU=www.digicert.com, O=DigiCert Inc, C=US
« 3 WS Security WS Security Keys CN=VeriSign Class 3 Public Primary Certification Authority - G5, OU="(c) 2006 VeriSign | .
. H SMIME Standard CN=mo-c81a86caf.mo.sap.corp, OU=IINITIAL, OU=SAP Web AS, O=SAP, C=DE -
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The intermediate Support Backbone Update Guide
Note 2793641 — (Partly) Automated Configuration

. L . Co 28
Check adjusted SAP destinations using report RFC Co of
RSRFCCHK (clear field ,Connection Type®) o

Standard Selection

The new destinations got the new settings: RFC destinations *SAP
SAP-SUPPORT NOTE DOWNLOAD L []
SAP-SUPPORT PARCELBOX Connection Test
SAP-SUPPORT PORTAL [Jexecute connection test

Destination SAPOSS still got generic user 0SS_RFC and you have to adjust the other
destinations SAP-0SS, SAP-0SS-LIST-001, and SAPNET RTCC by yourself also:

Connection type RFC Destination Target host User or Alias Password

ABAP Connections SAP-0SS 0SS 1_PUBLIC /H/147.204.2.5/S/sapdp99/H/0ss001 [S0011331137 Password saved
SAP-0SS-LIST-001 0SS 1_PUBLIC /H/147.204.2.5/S/sapdp99/H/oss001 [S0011331137 Password saved
SAPNET_RTCC 0SS EWA /H/147.204.2.5/S/sapdp99/H/oss001 ST14 RTCC Password saved
SAPOSS 0SS EWA /H/147.204.2.5/S/sapdp99/H/0ss001 0SS RFC Password saved

HTTP Connections to External Ser |SAP-SUPPORT_NOTE_DOWNLOAD |notesdownloads.sap.com S0019841862 Password saved
SAP-SUPPORT_PARCELBOX documents.support.sap.com S0019841862 Password saved

HTTP Connections to ABAP System |SAP-SUPPORT_PORTAL apps.support.sap.com S0019841862 Password saved

© 2019-07 SAP SE. All rights reserved. 452


https://launchpad.support.sap.com/#/notes/2793641
https://launchpad.support.sap.com/#/notes/2827658

The intermediate Support Backbone Update Guide
Note 2793641 — (Partly) Automated Configuration

Check adjusted SAP destinations using report RFC Co
RSRFCCHK (clear field ,Connection Type°)

Standard Selection

RFC destinations *GAP*
Connection Type D
. . . Connection Test
The connection test of the destination
+ |Execute connection test
SAP-SUPPORT NOTE DOWNLOAD returns
http code 404 - not found.
Nevertheless, the connection is ok, to download notes
Connection type " RFC Destination " Target host Connection Test Logon Status |
ABAP Connections SAP-0SS 0SS 1_PUBLIC /H/147.204.2.5/5/sapdp99/H/0ss001 o Connection test with logon was successful
SAP-055-LIST-001 0SS 1_PUBLIC /H/147.204.2.5/5/sapdp99/H/0ss001 ' 4 Connection test with logon was successful
SAPNET_RTCC 0SS EWA [H/147.204.2.5/S/sapdp99/H/0ss001 Y Connection test with logon was successful
HTTP Connections to External Ser SAP-SUPPORT_NOTE_DOWNLOAD notesdownloads.sap.com L7} (HTTP: 404 ) Not Found
SAP-SUPPORT_PARCELBOX documents.support.sap.com L 4 (HTTP: 200 )
HTTP Connections to ABAP System SAP-SUPPORT_PORTAL apps.support.sap.com 4 (HTTP: 200 ) OK
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The intermediate Support Backbone Update_-Guide
Note 2721941 - Download of digitally signed note vi o, SAP

You can observe that the automated task list creates RFC Destination
destinations pointing to PSE ,,SSL Client (Standard)®“ = ®men™= >
— this is the reason why it‘s necessary to import the = — -

. ) . Connection Type H |HTTP Connection to ABAP System Description
CA Certlflcates |nt0 thIS PSE. Administration = Technical Settings - Logon & Security = Special Options
You can define the destinations pointing to PSE —
,9SL Client (Anonymous)“, as well (which might be '
a more logical definition because the client
certificate is not used anyway). In this case you have .
. P . . nguage
to import the CA certificates into this PSE. Clent
User 50019841862
PW Status saved
Security Options
Status of Secure Protocol
SSL Certificate DFAULT SSL Client (Standard) ¥ Cert. List

Authorization for Destination
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The intermediate Support Backbone Update Guide
Note 2721941 - Download of digitally signed note vi

Enter the new destinations SAP-SUPPORT PORTAL and SAP-SUPPORT NOTE DOWNLOAD

Defining Procedure for Downloading SAP Note

p—

Select procedure to download SAP Note

Remote Function Call (RFC)

@HTTP Protocol
RFC Destination (H Type) for SAP Support Portal SAP-SUPPORT PORTAL
RFC Destination (G Type) for SAP Note Download SAP-SUPPORT NOTE DOWNLOAD

Download Service Application

Bonus: Transport based Correction Instruction (TCI) packages and prerequisite notes are
downloaded automatically via remote access to Download Service of SAP Solution Manager 7.2
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The intermediate Support Backbone Update Guide

Verification

Use SNOTE to download and install a note, then check the log:

Note Assistant: Note Browser

(T B % gt gtAl

= Note Version Short text

2813264

'Note Log 2813264

Date

11.07.2019
11.07.2019

11.07.2019
11.07.2019
11.07.2019
11.07.2019
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Time
17:18:40
17:18:57

17:19:02
17:19:13
17:19:16
17:19:21

OB £ &% ¥ 9 1

User

D019687
D019687

D019687
D019687
D019687
D019687

1 Note Assistant: Digital Signature verification fails with invalid path error BC-UPG-NA

o e E e e =

Component Proc. Status
In Process

Text Ok Mes
(o)

Digitally signed|SAP Note 0002813264 downloaded in version 0001|using HTTPS

Processor has been changed: new D019687, old

Processing status changed to 'in processing' (version )

User D019687 confirmed that he or she has read the SAP Note text

SAP Note locked in request EC1K951153

Correction instructions 002075125841 00005952760001 completely implemented
SAP Note is fully implemented and activated
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You can use report SCWB_NOTE MONITOR, t0O:

Msg. 158 Note ... downloaded in version ... (using RFC SAPOSS) very old
Msg. 823 Digitally signed SAP Note ... downloaded ... using RFC old
Msg. 824 Digitally signed SAP Note ... d