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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related
document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this
presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided
without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fithess for a
particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP
assumes no responsibility for errors or omissions in this presentation, except if such damages were caused by SAP’s intentional or gross
negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.
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CI/CD tools for SAP BTP ABAP Environment

ATC in SAP BTP ABAP Environment
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CI/CD tools for SAP BTP ABAP Environment
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Piper and SAP BTP ABAP Environment (Steampunk)

Git repository - T
- Jenkins Server Steampunk
j’\ —':):{—— Fipeline ——{51— Services
push | gCTS gCTS | pull vigger

v _automated via Jenkins |

Implementation

DEV system Q system SroredLinmy -
Piper

— Open Scurce

] ?> Check out ABAP Environment Pipeline>
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https://sap.github.io/jenkins-library/pipelines/abapEnvironment/introduction/

ABAP Environment Pipeline - Introduction

Start Init

contains

contain

Clone
Initial Checks Prepare System Repositories

Test Build Integration Tests Confirm Publish End

A4

Building blocks

“abapEnvironmentPipeline”

“Test”

— Pipeline
1 Stages
N Steps

“abapEnvironmentRunATCCheck”
“abapEnvironmentRunAUnitTest”
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AUnit

Features

®» Contains several stages and supports different scenarios
®» Choose a subset of stages for the required use case

®» Scenarios
® Improve the software quality through continuous checks and testing
®» For SAP Partners: Building ABAP Add-ons as a SaaS solution

SAP BTP ABAP Environment Pipeline: Introducing ABAP Unit

Check out:
|§——» CI/CD Tools for SAP BTP ABAP Environment



https://blogs.sap.com/2020/10/22/ci-cd-tools-for-sap-cloud-platform-abap-environment/
https://blogs.sap.com/2022/03/22/sap-btp-abap-environment-pipeline-introducing-abap-unit/

ATC in SAP BTP ABAP Environment
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Remote ATC for custom code analysis of on-premise landscapes

®» CENTRAL ATC SYSTEM executes check logic

®» REMOTE stubs return a model from custom code il Chisek SHEET
® RESULT is analyzed in central system ABAP Test Cockpit (ATC)
®» INTEGRATED in development environment (developer scenario)

®» MOST CUSTOM CODE is supported

(incl. modifications and enhancements)

SUPPRESS false-positive findings with pseudo-comments

ROBUST process for managing exemptions

BASELINE concept to exclude legacy findings

Checked Checked Checked
System A System B System C
(>=7.00) (>=7.00) (>=7.00)

EXTENSIBLE infrastructure for customer specific checks

INTEGRATED in SAP Solution Manager tools Customer Customer Customer
(CCLM, ChaRM, Retrofit)
I Remote Stubs

lé_—' > Check out Remote code analysis with ATC >
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ESSENTIAL for custom code migration
to SAP S/4AHANA and SAP BTP



https://blogs.sap.com/2016/12/12/remote-code-analysis-in-atc-one-central-check-system-for-multiple-systems-on-various-releases/

Move central ATC system to the Cloud

I on premise

Central Check System

SAP BTP

ABAP Test Cockpit (ATC)

RFC

4 )
Y SAP S/4HANA

i i SAP CLOUD

s SAPERP CONNECTOR /—\
ETY  SAP NetWeaver %

| ONPREMISE ) w
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Custom code analysis in SAP BTP ABAP Environment with Custom Code
Migration app

OVERVIEW @ CUSTOM CODE MIGRATION APP
®» Technically based on remote ABAP Test Cockpit (ATC) infrastructure CLOUD ===
®» Automated setup in SAP BTP ABAP Environment (also available as free tier model for SAP BTP) e B AR RO
®» Custom code analysis for classic ATC use cases, SAP S/4HANA and SAP BTP migration R
®» Upload of collected usage data possible |
®» Comprehensive compact and visual filters to customize analysis results view %
®» Detailed analysis of a custom code finding incl. direct navigation to source code |
® Burndown chart - analysis results distribution over time ST SAP SI4HANA
®» Evaluation of custom code for semi-automated adaptation (Quick Fixes in ADT in Eclipse) &I SAP ERP
@ E17 SAP NetWeaver
ON PREMISE
USE CASES SCOPING ANALYSIS BURNDOWN CHART

Create ~ {ob [Flﬂ — ° O J o o o

SAP S/4HANA Migration Project - I--- I = S — N - - —_

SAP BTP Migration Project

Custom Code Analysis Project _
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Custom Code Migration app — Get Started

SAP Discovery Center Mission Use SAP Fiori Custom Code Migration app to analyze yvour ABAP custom code for SAP S/I4AHANA

®» Custom Code Migration app in SAP BTP ABAP Environment
®» Automated setup and configuration with CIAS guided workflow

®» Step-by-step guided custom code analysis

SAP  SAP Discovery Center

@ Home / % Missions v

Overview  ProjectBoard  Resources

PREREQUISITES

Learn the Basics

OPTIONAL

Further Information

Support  Related Missions

TRANSFER USAGE DATA

OPTIONAL

Prerequisites

OPTIONAL

Transfer usage data from productive to
development system

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | Public

Use SAP Fiori Custom Code Migration App to Analyze Your ABAP Custom Code for SAP S/4HANA Readiness

SETUP CUSTOM CODE
MIGRATION APP

Set up CIAS (Cloud Integration
Automation Service)

Set up Custom Code Migration app

@

[ View Your Mission l [ View Demo ] [ More

PERFORM CUSTOM CODE
ANALYSIS

Create a custom code migration
project

Analyze SAP S/4HANA check results

Use filters to view the SAP S/[4HANA
check results

Analyze an SAP S/4HANA finding

Download the SAP S/4HANA analysis
results

ADD USAGE DATA

OPTIONAL

Upload the usage data

OPTIONAL

Define custom code scope for SAP
SI4HANA

OPTIONAL

Create deletion transport

OPTIONAL

Analyze custom code for SAP
S/4HANA

CIAS Workflow for Custom Code Migration app

AP~ Maintenance Planner

@
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Integration Solutions and Scenarios

>

>

>

>

v

Intelligent Enterprise
Reimburse

it to Retire - Travel to

Intelligent Enterprise - Source to Pay - Contract

Intelligent Enterprise - Source to Pay - Guided
Buying

Intelligent Enterprise - Source to Pay - Seurcing

Intelligent Enterprise - Source to Pay - Supplier
Collaboration / Networ

SAP Business Technology Platform ABAP
Environment

Configuring the ABAP Environment to Use
the Custom Code Migration App

SAP BTP, ABAP Environment, and SAP
S/4HANA Cloud: Integration

SAP Cloud Connector

SAP Fiori Cloud for SAP S/4HANA Integration

SAP S/4HANA Cloud Integration

SAP S/4HANA On Premise Integration

Description  Entities

Enter 2 search ter

Configuring ABAP Env to use the Custom Code Migration App

Planned Scenarios

Configuring the ABAP Environment to Use the Custom Code
Migration App

This guide enables you to set up and enable the Custom Code Migration app in a semi-

automated way.

The Custom Code Migration app enables you to:

system to SAP S/4HANA

Analyze custom code for readiness to run in SAP BTP ABAP Environment

Analyze custom code with arbitrary ATC check variants

Identify and remove unused custom code based on your collected usage data

a

11

Analyze custom code that shall be migrated from an existing SAP Business Suite



https://discovery-center.cloud.sap/missiondetail/3362/3539/

Code Vulnerability Analyzer (CVA) in SAP BTP ABAP Environment

Run CVA checks
Create - {5} [ (= |v

SAP S/4HANA Migration Project

®» CVAin SAP BTP ABAP Environment is free
of license fee

®» CVAuse case is available in
Custom Code Migration app

®» Create “Custom Code Analysis Project” and

SAP Cloud Platform Migration Pr{ Security Checks (CVA) project

|Custom Code Analysis Proiectl

Project ~  Advanced Configuration

Project Data

use SLI N_S EC Check Variant Security Checks (CVA) project | [sOnsec | ©©] [ Inremote system ~ | [ sap_com o

CVA analysis results

SAP Analyze Findings v

i) (= I

© Findings by Usage Information @ Findings by Package © Findings by Ref. Object Type

Standard* -~

Findings by Scope Information

M Not in scops 15 W Unknown 15 S| XERCISES 11 [ L
<
[ ZSEC_GUICKFIX_.. 2

Findings viewsy [ e o0 = Hu

Z5EC_EXERCISES
ZSEC_EXERCISES

cks for ABAP (CVA) Missing authority check in ABAP report PROG

cks for ABAP (CVA) Potential directory traversal PROG
25EC_EXERCISES

Check Title
W Fincings
Findings (15) @ ET|
. Piory | Check e e Conct e | Obfecthrse p—
( :heck blog ABAP | est ( :Ockplt in th e 1 . e o AR () oot o 561 fection g ADEC (01L) . E F—
3 ks for ABAP (CVA) AUTHORITY-CHECK for SY-UNAME PROG ZSEC_QUICKFIX_DEMO
. . 1 1 ks for ABAP (CVA) Hard-coded user name PROG ZSEC_DEMO
Cloud — What is already possible s S AL TR s s | P e cuckrn_ceno
1 cks for ABAP (i Potential AP command injection PROG ZSEC_EXERCISES

cks for ABAP (CVA) System function call CALL 'SYSTEM PROG
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https://blogs.sap.com/2020/08/14/abap-test-cockpit-in-the-cloud-what-is-already-possible/

Demo

Code Vulnerability Analyzer (CVA) in the cloud




Configure ATC in SAP BTP ABAP Environment (1)

NEW SAP FIORI APP — ATC Configurator
ABAP TEST COCKPIT CONFIGURATOR < SAP"contorerc- a o o

ABAP Test Cockpit

- : Configurations (4) | Search Q ‘ [Createl Adapt Configurations T, V¥V [=]
» V|eW and malntaln ATC Conflguratlons Contaater Name Check Variant Default Last Changed at
. . = () ZBJ_CONFIG SLIN_SEC 01/20/2021, 15:28:18
®» Create a new configuration based on an ATC check —

. ) MY_CONFIG SAP_CLOUD_PLATFORM_ATC_DEFAULT 01/25/2021, 16:32:24

variant R |
") NEW_CONFIG SAP_CLOUD_PLATFORM_ATC_DEFAULT  +/ 01/27/2021, 10:30:41
COangUI‘e ATC CheCk pnont'es aCCOrdlng to yOUl' needs ) DEFAULT_GENERATED SAP_CLOUD_PLATFORM_ATC_DEFAULT 12/23/2020, 12:44:20

Exclude ATC checks
Configure transport settings

Change ATC check priority Configure transport settings

Transport Settings: Behavior on Release

[ 001 X Q| &
Block for Findings:* Inform for Findings: *
Default Pri- Priori ;
arity ALY | | | Block/Inform on priority 1 and 2
Error (1) Blocki/Inform newer

ure ... Error (1) Error (1) Block/Inform on priority 1

Information (3 , P
Error (1) ) Block/Inform on priority 1 and 2
No Message (0)

Block/Inform on priority 1 and 2 and 3
Error (1) Warning (2)

a 15’_ > Check blog ABAP Test Cockpit in the Cloud — What is already possible
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https://blogs.sap.com/2020/08/14/abap-test-cockpit-in-the-cloud-what-is-already-possible/

Demo

ABAP Test Cockpit Configurator




Configure ATC in SAP BTP ABAP Environment (2)

ATC check variant in ADT

% Check Variant: MY_CHECK_VARIANT

ATC IN ABAP DEVELOPMENT TOOLS IN ECLIPSE
®» Display/Create/Edit an ATC check variant in ADT in Eclipse

Properties

<
OORRDO0R

®» Create custom ATC checks Documentatilon

% Check Variant: MY_CHECK_VARIANT

« Detais

ooogoooao
e

®» Create/approve/transport ATC exemptions

Description

j0O00000[

<
DOREODORE

hoopom

ATC in the cloud - What is
already possible

Learn what is already possible

Check SAP Community for
ABAP Testing and Analysis

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | Public


https://community.sap.com/topics/abap-testing-analysis

Demo

Create and configure ATC check variants




Custom code analysis — Status and Future Outlook

l ATC on-premise @ ATC in SAP BTP

Required system ATC check system (SAP_BASIS >=7.52) SAP BTP, ABAP environment
Application SAPGUI-based Custom Code Migration app
Remote connectivity via RFC via RFC and SAP Cloud Connector
Code Vulnerability Analyzer (CVA) security checks additional license free of license fee

Usage data consideration X v

Always use newest checks X v (upgrade every 3 months)
Findings reported in the prioritized worklist v v

Analysis of findings: source code navigation, documentation v/ v

Robust exemption process v X Planned
Baseline to exclude legacy findings v X Planned
Developer scenario v X Planned

Custom check variants incl. custom checks v v

Transport Management und CHARM integration v X Planned
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Contact information:

Olga Dolinskaja
Product Management of ABAP Platform, SAP
olga.dolinskaja@sap.com
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Follow us
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www.sap.com/contactsap
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No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of
SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty
statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional

warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation,
and SAP SE’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and
functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason
without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or
functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they
should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names
mentioned are the trademarks of their respective companies.

See www.sap.com/trademark for additional trademark information and notices.
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