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Key Outcomes/Objectives

1. Learn about SAP’s new privacy products
2. Learn about how they can support CCPA and GDPR requirements
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Agenda

• General Overview
• SAP Privacy Governance Details
• Data Subject Access Rights Demo 
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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. This presentation is 
not subject to your license agreement or any other service or subscription agreement with SAP. SAP has no obligation to pursue any course of business 
outlined in this document or any related presentation, or to develop or release any functionality mentioned therein. This document, or any related 
presentation and SAP's strategy and possible future developments, products and/or platforms directions and functionality are all subject to change and 
may be changed by SAP at any time for any reason without notice. The information on this document is not a commitment, promise or legal obligation 
to deliver any material, code or functionality. This document is provided without a warranty of any kind, either express or implied, including but not 
limited to, the implied warranties of merchantability, fitness for a particular purpose, or noninfringement. This document is for informational purposes 
and may not be incorporated into a contract. SAP assumes no responsibility for errors or omissions in this document, and shall have no liability for 
damages of any kind including without limitation direct, special, indirect, or consequential damages that may result from the use of this document. This 
limitation shall not apply in cases of intent or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, and they should not be 
relied upon in making purchasing decisions.

NOTE: The information contained in this presentation is for general guidance only and provided on the understanding that SAP is not herein 
engaged in rendering legal advice. As such, it should not be used as a substitute for legal consultation. SAP SE accepts no liability for any 
actions taken as response hereto. It is the customer’s responsibility to adopt measures that the customer deems appropriate to achieve GDPR 
compliance.

Legal Disclaimer
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Looking at particular cases:

British Airways 
Jul 2019

€204.600.000,00 fine

“Insufficient technical and organizational 

measures to ensure information security”

Art. 32 GDPR

Deutsche Wohnen SE
Oct 2019

€14.500.000,00 fine

“Non-compliance with general data 

processing principles”

Art. 5 GDPR, Art. 25 GDPR

Austrian Post
Oct 2019

€18.000.000,00 fine

“Insufficient legal basis for data 

processing”

Art. 5 (1) a) GDPR, Art. 6 GDPR

332.3

81.1

16.1

Fines by type of violation in m€
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Number of fines
Insufficient technical and organizational measures to ensure 
information security

Insufficient legal basis for data processing

Non-compliance with general data processing principles

Insufficient fulfilment of data subjects rights

Insufficient fulfilment of information obligations

Insufficient fulfilment of data breach notification obligations

Insufficient cooperation with supervisory authority

Insufficient data processing agreement

Fines by GDRP violation types
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SAP Analytics Cloud

Record of Processing Activties, 

Data Privacy Impact Assessment, Data 

Subject Rights Request, 

Risk Management & Mitigation Controls 

Automated Data Discovery 

and Inventory 

SAP Privacy 

Management by BigID

Implementation, 

Operationalization, Governance 

& Process

SAP Privacy Governance Dashboards, Analytics and 

Audit Reporting

SAP Cloud Platform

Privacy Governance @
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SAP Privacy Management by 
BigID

Complements SAP S/4HANA and 
SAP Privacy Governance

✓ Find & Inventory all personal data at 
scale

SAP S/4 HANA

SAP Privacy Governance & SAP Privacy Management by BigID
Automated Data Discovery and Inventory

De-Risk
Map & Govern 

Data
Data 

Compliance

Advanced 
PII/PI 

Discovery

✓ Map Data & Flow, enable new analytics ✓ Build & Measure Data Risk KPIs

SAP Privacy 

Governance

invested by SAP.io
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SAP Cloud Platform
Implementation, Operationalization, Governance & 

Process

SAP Cloud Platform can help simplify and accelerate the digital 
transformation to a smart enterprise - delivering five key benefits in the
process

• Seamless integration of existing solutions and hybrid system
landscapes

• Rapid deployment of preconfigured applications and services
• Simple development of native business applications
• Holistic life-cycle management of all interfaces
• Consistent user experience

Privacy Governance
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• Automated Personal Data Discovery

• Structured

• Unstructured

• Semi-Structured

• Personal Data Correlation

• Data Context Awareness

• Record of Processing Activities with SAP Privacy Governance

• Data Inventory

• Data Subject Rights Orchestration with SAP Privacy Governance

• Data Privacy Intelligence and Risk Determination

• Continuous Data Scanning and Compliance

SAP Privacy Management by BigID
Automated Data Discovery and Inventory

Privacy Governance
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SAP Privacy Management by BigID
Overview

invested by SAP.io
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SAP Privacy Governance
Workflow Automation, Standardization and 
Reporting

Key Capabilities:
• Regulations Registry
• Policy Manager
• Record of Processes Activities (ROPA)
• Data Protection Impact Assessments (DPIA)
• Security Business Impact Assessments (SBIA)
• Data Subject Rights Access Requests (DSAR)
• Risk evaluation & mitigation
• Automated Privacy Procedures
• DPP Audit Hub
• Orchestration with BigID

Key Differentiators:
• Integrates seamlessly with existing client systems
• Purpose built solution for regulations such as GDPR and CCPA
• Built-in automated DSR workflows, KPIs/KRIs, 

dashboards/portals
• Built for multiple personas

Privacy Governance
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Key capabilities

Governance and Policies

• Establish a governance framework

• Document regulations and disseminate privacy policies

• Record your personal data processing activities

Assessment and Surveys

• Conduct data protection impact assessments

• Evaluate risks for personal data and flows

• Implement automated privacy procedures

Assurance and Reporting

• Report legal requirement compliance

• Provide risk and controls reporting

• Establish a insight-to-action process

SAP Privacy Governance
Product description

GDPR

Articles 30, 40

for multi-law frameworks

CCPA

CCPA

CCPA

CSSL

CSSL

CSSL

ISO

ISO

ISO
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SAP Privacy Governance
Manage regulations and policies

Integrated into the plan-do-check-act 
(PDCA) cycle

Scope

▪ Set the foundation for proper requirement 

and mitigation action

Key benefits

▪ Auditable connection between requirement, 
policy, and day-to-day risks and controls

▪ Increased compliance and legal defensibility

▪ Establishing the frame for a compliance 
system

▪ Easy access of relevant regulations

▪ Documented deduction of detailed 
requirements

▪ Easy distribution of policies and documented 
acknowledgements

▪ Streamlined policy management lifecycle with 
clear, established responsibilities

▪ Leveraging of e-mail or mobile options to 
make policy distribution and acceptance easier 
and faster

Description Value drivers

Facilitate the setup of a compliance 
system

▪ Document regulations 

▪ Define specific legal requirements 

▪ Distribute policies

▪ Acknowledge policies

Innovations

Relates to article 40 of GDPR
Chapter IV GDPR
Data controller and processor obligations

https://www.privacy-regulation.eu/en/article-30-records-of-processing-activities-GDPR.htm
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SAP Privacy Governance
Manage regulations and policies

Integrated into the plan-do-check-act 
(PDCA) cycle

Scope

▪ Set the foundation for proper requirement 

and mitigation action

Key benefits

▪ Auditable connection between requirement, 
policy, and day-to-day risks and controls

▪ Increased compliance and legal defensibility

▪ Establishing the frame for a compliance 
system

▪ Easy access of relevant regulations

▪ Documented deduction of detailed 
requirements

▪ Easy distribution of policies and documented 
acknowledgements

▪ Streamlined policy management lifecycle with 
clear, established responsibilities

▪ Leveraging of e-mail or mobile options to 
make policy distribution and acceptance easier 
and faster

Value drivers Innovations

Relates to article 40 of GDPR
Chapter IV GDPR
Data controller and processor obligations

https://www.privacy-regulation.eu/en/article-30-records-of-processing-activities-GDPR.htm
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Description

Reduce risk of GDPR noncompliance

▪ Article 30 of GDPR requires a record of 
processing activities (ROPA).

▪ Possibility to interlink SPM by BigID data flow 
ID to connect inductive with deductive record 
information

▪ ROPA is connected to an evaluation 
microservice.
– Data protection officer (DPO) approved 

collection of procedures
– Centrally maintained field collection
– Survey-based information collection in 

business units
– Central monitoring, reporting, and auditing

Relates to article 30 of GDPR
Records of processing activities

Chapter IV GDPR
Data controller and processor obligationsSAP Privacy Governance

Evaluate records of processing and identify risks

https://www.privacy-regulation.eu/en/article-30-records-of-processing-activities-GDPR.htm
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Description

Reduce risk of GDPR noncompliance

▪ Article 35 GDPR requires a data protection 
impact assessment (DPIA) if certain conditions 
are fulfilled.

▪ DPIA is connected to an evaluation 
microservice.
– DPO-approved collection of risks
– Centrally maintained field collection
– Survey-based information collection in 

business units
– Central monitoring, reporting, and auditing

Relates to article 35 of GDPR
Data protection impact 
assessment

Chapter IV GDPR
Data controller and processor obligationsSAP Privacy Governance

Risk-evaluate data protection impact assessments 

https://www.privacy-regulation.eu/en/article-30-records-of-processing-activities-GDPR.htm


18 © 2020 ASUG  Confidential

▪ Automated evaluation of DPIA completeness 
to the contributor

▪ Enablement of integrated early-risk 
assessment for the DPO

▪ Automatically calculated risk levels

▪ Predefined sample content, uploadable and 
changeable

▪ Status management

▪ Support for linking with ROPA records 

Value drivers

Relates to article 35 of GDPR
Data protection impact 
assessment

Chapter IV GDPR
Data controller and processor obligationsSAP Privacy Governance

Risk-evaluate data protection impact assessments 

https://www.privacy-regulation.eu/en/article-30-records-of-processing-activities-GDPR.htm
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SAP Privacy Governance
Risk-evaluate data protection impact assessments 

Timely insight into risk for DPIA

Scope

▪ Show evaluation results in the contributor and 
manager views

Key benefits

▪ Immediate feedback on potential risks with 
explanations and mitigation hints

▪ Support Flexible Risk Assessment

▪ Multiple Sources

▪ Probability Definitions

▪ Impact Definitions

▪ Predefined sample content, uploadable and 
changeable

▪ Status management

Value drivers Innovations

Relates to article 35 of GDPR
Data protection impact 
assessment

Chapter IV GDPR
Data controller and processor obligations

https://www.privacy-regulation.eu/en/article-30-records-of-processing-activities-GDPR.htm
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SAP Privacy Governance
Detect compliance breaches and high risks through automated privacy procedures

Automated breach and risk detection

Scope

▪ Automated alerts cockpit for anomalies

▪ Seamless follow-up using manual 

mitigation procedures

Key benefits

▪ Centralized DPP compliance framework 

using automated control mechanisms

▪ Automated proactive detection of risks and 

issues

▪ Integration to manual mitigation procedure

▪ Support for article 34 of GDPR breach 

notification

Description Value drivers

Reduce risk of GDPR noncompliance

▪ Definition of detection procedures

▪ Mitigation of findings through insight into 

action procedures

Innovations

Future (1H 2020)

https://www.privacy-regulation.eu/en/article-40-codes-of-conduct-GDPR.htm
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SAP Privacy Governance
Detect compliance breaches and high risks through automated procedures

Automated breach and risk detection

Scope

▪ Automated alerts cockpit for anomalies

▪ Seamless follow-up using manual 

mitigation procedures

Key benefits

▪ Centralized DPP compliance framework 

using automated control mechanisms

▪ Automated proactive detection of risks and 

issues

▪ Integration to manual mitigation procedure

▪ Support for Information Lifecycle Mgmt. 

and Audit

Value drivers Innovations

Future (1H 2020)

https://www.privacy-regulation.eu/en/article-40-codes-of-conduct-GDPR.htm
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SAP Privacy Governance
Collect Data Subjects Requests and Automate Rights Execution 

Description

Reduce risk of GDPR noncompliance

▪ Data Subject Rights Self Service

▪ Automated Data Subject Rights Execution

▪ Workflow enablement for Approvals

▪ Integrated scenario with the possibility to 

use SAP CDC as branded frontend and 

SPM by BigID as data detection service

▪ Standalone connection capabilities to SAP 

S/4 and Business Suite

Future (1H 2020)

https://www.privacy-regulation.eu/en/article-40-codes-of-conduct-GDPR.htm
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SAP Cloud Analytics
Dashboards, Analytics & Audit Reporting

• Better fact-based decision making and improved business
performance.

• Best use of data with the integrated organizational planning
features.

• More effective use of analytics with extensibility across devices
and applications. Automatically analyze data, revealing key
influencers and support what-if scenarios and simulations.

• Future-ready with a cloud analytics solution built to handle 
enterprise-level Internet of Things data.

• Simplified financial planning and analysis.
• Easy communication amidst employees in the organization

within Analytics Cloud by adding comments to visualizations, 
replying and liking comments.

• Deliver consistent, accurate insights to the business that is
conveniently accessible in the cloud.

• Faster ROI and higher value from existing investments.
• Embed collaboration tools and analytics directly into your

planning processes, so you never have to switch between
applications again.

Privacy Governance
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SAP Privacy Governance
Customized Analytics through SAP Analytics Cloud



Questions?

25 © 2020 ASUG  Confidential

For questions after this session, contact us at Sandro.Lovisa@sap.com



Thank you.
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Stay connected. Share your SAP experiences anytime, anywhere. 
Join the ASUG conversation on social media: @ASUG365 #ASUG


