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• Definition of “Trade Secret”

• “all forms and types of financial, business, scientific, technical,
economic, or engineering information, including patterns, plans,
compilations, program devices, formulas, designs, prototypes,
methods, techniques, processes, procedures, programs, or codes,
whether tangible or intangible, and whether or how stored,
compiled, or memorialized physically, electronically, graphically,
photographically, or in writing if:

• (A) the owner thereof has taken reasonable measures to keep such
information secret; and

• (B) the information derives independent economic value, actual or
potential, from not being generally known to, and not being readily
ascertainable through proper means by, another person who can
obtain economic value from the disclosure or use of the information.”
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DTSA of 2016
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• A trade secret protection plan should be in writing and reflect
reasonable efforts to safeguard your organization’s trade secrets.

• Mark documents containing your company’s trade secrets as
confidential

• Limit access to confidential documents on Company’s systems.

• Disclose the least amount of information necessary to 3rd parties under
written Confidentiality Agreements.

• Have all Employees sign Confidentiality Agreements specifically
describing categories of trade secrets

• Only provide access to those employees who have a business need.

• Provide training to employees on protecting trade secrets

3

Protecting Trade Secrets
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• If an employee has left for a competitor, either with or
without a restrictive covenant, and that employee had access
to trade secrets, the following steps should be taken
immediately:

• Preserve all equipment used to access the Company’s systems

• Check employee’s emails to ensure that no confidential information
was sent to a competitor or to the employee’s email address.

• If foul play is suspected, conduct a forensic exam of the equipment
to see whether any sensitive data was accessed shortly before
departure.

4

Potential Breach
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• A Forensic Exam Should:

• Report on websites the employee visited recently

• See if the employee downloaded any files and determine which
devices were used

• Track the files the employee accessed right before departing

• Map the movement of confidential files

• Create a report that can be used later in litigation

• Be conducted by a professional who can be a good witness

5

Forensic Exam
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• If it appears that there was access shortly prior to departure, 
even if no proof of downloading/emailing, the following 
steps can be taken:

• Letter to employee reminding them of obligations 

• Ask employee to certify that they do not have possession of, have 
not given and will not give any confidential information to a 
competitor. 

• Letter to new employer advising of former employee’s obligations, 
and warning the new employer of the risk of permitting the new 
employee to disclose.
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Reasonable Suspicion Of Breach
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• Inevitable Disclosure Doctrine

• Permits an employer to enjoin a former
employee from undertaking certain types of
employment if the employee would inevitably
use or disclose the former employer’s
confidential information or trade secrets.

• Common law vs. DTSA
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Inevitable Disclosure
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• Even without seeking injunctive relief, if there is particular concern
that an employee’s new position would necessitate his/her use of
trade secrets, a negotiation can take place with the new employer
and the employee to limit access of the employee to products
regarding which the employee does not possess trade secret
information.

• The employee should always be represented by separate counsel so
that the actual lists can be discussed and developed without risk of
disclosure.

• Once list is agreed upon secure signatures of both employee and
new employer without fully disclosing list.
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Negotiating Protections
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• Determine whether the company is in compliance with its
obligations to that employee.

• Verify whether there is evidence of wrongdoing before the
employee’s departure.

• Identify what can be done to protect the trade secrets from
disclosure and mitigate harm from a breach.

• Identify the trade secrets to be described in a complaint

9

Preparing for Litigation
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• On ex parte application by a trade-secret owner,
may “issue an order providing for the seizure of
property necessary to prevent the propagation or
dissemination of the trade secret that is the
subject of the action.”

• Following issuance of a seizure order, the court
is required to hold a seizure hearing and the
party who obtained the seizure order has the
burden to prove the facts underlying the order.

10

Civil Seizures - DTSA
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• Civil seizure may be ordered only in “extraordinary
circumstances” and requires a showing that:

• an order pursuant to Fed. R. Civ. P. 65 or other equitable
relief would be inadequate;

• an immediate and irreparable injury will occur if seizure
is not ordered;

• harm to the applicant from denial of a seizure order: (1)
outweighs the harm to the person against whom seizure
is ordered; and (2) substantially outweighs the harm to
any third parties by such seizure;
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Civil Seizures - DTSA
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• the applicant is likely to succeed in showing that the person
against whom the order is issued misappropriated or conspired to
misappropriate a trade secret through improper means;

• the person against whom the order will be issued has possession
of the trade secret and any property to be seized;

• the application describes with reasonable particularity the
property to be seized and, to the extent reasonable under the
circumstances, the property’s location;

• the person against whom seizure is ordered would destroy, move,
hide, or otherwise make such property inaccessible to the court if
put on notice; and

• the applicant has not publicized the requested seizure.
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Civil Seizure – DTSA cont.
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Disclosure and Protection 
of Trade Secrets in Discovery

Amy Candido, Wilson Sonsini Goodrich & Rosati



• The UTSA states that “a court shall preserve the secrecy of  an alleged trade secret by
reasonable means, which may include granting protective orders in connection with discovery
proceedings, holding in-camera hearings, sealing the records of the action, and ordering any
person involved in the litigation not to disclose an alleged trade secret without prior court
approval.”  UTSA § 5.

• The DTSA requires that courts “enter such orders and take such other action as may be
necessary and appropriate to preserve the confidentiality of trade secrets, consistent with
the requirements of the Federal Rules of Criminal and Civil Procedure, the Federal Rules of
Evidence, and all other applicable laws.”             18 U.S.C. § 1835(a).

Uniform Trade Secrets Act & Defend Trade Secrets Act

2



• Upon a showing of good cause, a court may “issue an order to protect a party or person 
from annoyance, embarrassment, oppression, or undue burden or expense” in discovery by 
”requiring that a trade secret or other confidential research, development, or commercial 
information not be revealed or be revealed only in a specified way.”  Fed. R. Civ. P. 
26(c)(1)(G).

• Rule 26(c) gives the trial court “broad discretion” to decide when a protective order is 
appropriate and what degree of protection is required.  

Seattle Times Co. v. Rhinehart, 467 U.S. 20, 36 (1984).

• A party seeking to protect its alleged trade secrets, such as limiting who can view or access 
the materials, has the initial burden to show that disclosure might be harmful.  Then, the party 
requesting the information must show that unfettered access is necessary to the action.  
Typically, the court must balance the risk of inadvertent disclosure of the trade secrets to 
competitors against the risk to the other party that protection will prejudice its ability to 
defend the case.

Protective Orders Generally
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• Trade secret owner’s property interest can be destroyed by disclosure

– Need to disclose alleged trade secret and details regarding its proprietary development, protections and
value

• Defendants’ need for information about claims to mount an effective defense

– Likely also need to produce evidence containing its own trade secrets and highly confidential information
concerning the alleged misappropriation

• Public’s constitutional right to access judicial proceedings

Competing Policy Considerations
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• “Most forms of intellectual property have boundaries that are defined before the
commencement of litigation….To be sure, there may be and often are disputes as to scope, 
but the outer bounds are defined in advance so that competitors can tailor their conduct 
accordingly.  Trade secrets are different. There is no requirement of registration and, by 
definition, there is no public knowledge of the trade secret in advance of litigation.  Even the 
defendant is not necessarily on notice of the trade secret before litigation.  This raises the 
possibility that the trade secret owner will tailor the scope of  the trade secret in litigation to 
conform to the litigation strategy.”  

TLS Mgmt. & Mktg. Serv. v. Rodriguez-Toledo, 966 F.3d 46, 51-52 (1st Cir. 2020) (Dyk, J.)

Identification of Trade Secrets in Litigation
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• Temporary Restraining Order  -- e.g., to preserve evidence or require return of downloaded files

• Preliminary Injunction

• Motion for Summary Judgment – court need to assess whether there is a triable issue of fact

• Before or During Discovery

– State statutes, local rules and/or controlling case law may require identification before discovery regarding the
trade secret claim may proceed

– If not, defendants may still try to resist discovery until identification is made

– Absent identification, disputes over document production, written discovery, depositions or third party subpoenas
will arise

Potential Stages When Trade Secrets Must Be Identified
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• In any California UTSA action, “before commencing discovery relating to the trade secret, the
party alleging the misappropriation shall identify the trade secret with reasonable
particularity.”  Cal. Civ. Proc. Code § 2019.210 (enacted in 1985).

• Massachusetts and Puerto Rico have similar statutes.  Mass. GL ch. 93 § 42D(b) (2018); P.R.
Laws Ann. Tit. 10 §4139(a).

• There is a “growing consensus” in favor of, at an early stage, “requiring those plaintiffs
bringing claims of trade secret misappropriation to identify, with reasonable particularity,
the alleged trade secrets at issue.”

A&P Tech., Inc. v. Lariviere, 2017 WL 6606961 (S.D. Ohio Dec. 27, 2017); see also CFGenome, LLC v. Streck, Inc., 2019 WL 
913848 (D. Neb. Feb. 25, 2019); Engelhard Corp. v. Savin Corp., 505 A.2d 30 (Del. 1986); AAR Mfg., Inc. v. Matrix 

Composites, Inc., 98 So.3d 186 (Fla. Dist. Ct. App. 2012)

Law Requiring Identification Before Discovery
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• ”[T]rade secret cases are especially susceptible to pleading chicanery.  Experience has 
shown that it is all too easy for a plaintiff to allege trade secrets with calculated vagueness, 
then use discovery to redefine the trade secrets to be whatever is found in defendant’s files.  
To ensure fair and efficient resolution of disputes, courts have a distinct interest in preventing 
parties from taking a shift-sands approach to trade secret claims.  California has addressed 
this recurring problem statutorily with Section 2019.210 of the California Code of Civil 
Procedure....While by no means a cure-all, Section 2019.210 ultimately aims to fix practical 
problems with trade secret litigation prior to discovery, to the benefit of both the parties and 
the trial court....the undersigned usually applies a procedure akin to Section 2019.210 in 
trade secret cases...in accordance with a district court’s inherent case-management 
authority....In sum, using a trade secret procedure based in part of  Section 2019.210 is an 
important tool in preserving fair and efficient litigation in the district courts.”

Quintara Biosciences, Inc. v. Ruifeng Biztech Inc., No. C-20-04808 (WHA), Response by District Court to Mandamus 
Petition (N.D. Cal. May 27, 2021) (Alsup, J.)

Federal Courts May Require Early Identification
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• Not a determination on the merits or a means to litigate whether the trade secret actually exists

– Brescia v. Angelin, 172 Cal. App. 4th 133, 144 (2009) (noting that plaintiff’s trade secret identification is a
preliminary step before reaching the merits); Advanced Modular Sputtering, Inc. v. Superior Court, 132 Cal.
App.4th 826, 835-36 (2005) (identification does not call for a “miniature trial on the merits”)

• Specificity required must be reasonable under the circumstances – it will depend on the nature of the
trade secrets and the facts of the case

– “’Reasonable particularity’... means that the plaintiff must make some showing that is reasonable, i.e., fair,
proper, just and rational, under all of the circumstances to identify its alleged trade secret in a manner that will
allow the trial court to control the scope of subsequent discovery, protect all parties’ proprietary information,
and allow them a fair opportunity to prepare and present their best case or defense at a trial on the merits.”
Brescia, 172 Cal.App.4th at 146, citing Advanced Modular, 132 Cal.App.4th at 835-36.

• Doubts concerning sufficiency of identification are to be resolved in favor of allowing discovery.  Id.

Identification of Trade Secrets
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• List of specific computer files with reference to specific pages of documents

• Flow chart identifying structural aspects of a computer program

• Compilations of data specifically identifying related text files at issue (vs. earlier too broad
identification of “Plaintiff’s DataSource Database”)

• A “schematic depicting a [billing] database’s structure”

• A formula, setting forth 15 specific ingredients and their percentages and a manufacturing
process for combining and processing them

• Identification of seven discrete aspects of an adjustable, weighted golf club design

• Specification of pricing of products sold to specifically identified customers, profit margins
and production costs on those products, and promotional discounts, pricing concessions,
advertising allowances, terms etc. for those customers

Examples of Sufficient Identification
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• Where asserted trade secret was not entirety of computer program, failing to identify which
portions of computer program were trade secrets at issue.

• Vague or overly broad descriptions, such as a 43 page description of a software package
that did not call out the trade secrets from general information

• Catchall language, such as “including but not limited to,” may be seen as trying to preserve
the right to “spring” additional trade secrets on defendant and thereby failing to provide
fair notice

• Where plaintiff claimed its trade secret was specific dimensions and tolerances of particular
components, failing to disclose those dimensions and tolerances.

• Producing voluminous documents in lieu of identification, but identifying a document may be
ok if the entirety of a document constitutes a trade secret

• Listing 13 elements and saying trade secret is a combination of any 4 or 5 of the elements
was found “fatally unspecific”

Examples of Insufficient Identification
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• “[D]iscovery provides an iterative process where requests between parties lead to a refined
and sufficiently particularized trade secret identification....Refining trade secret identifications 
through discovery makes good sense. The process acknowledges the inherent tension between 
a party’s desire to protect legitimate intellectual property claims and the need for 
intellectual property law to prevent unnecessary obstacles to useful competition.  Other 
courts have recognized that plaintiffs in trade secret actions may have commercially valid 
reasons to avoid being overly specific at the outset in defining their intellectual property.”

Inteliclear, LLC v. ETC Global Holdings, Inc., 978 F.3d 653, 662 (9th Cir. 2020) (finding summary judgment for 
defendant one day after plaintiff provided its trade secret identification was “precipitous, premature and did not 

fairly permit development of the issues for resolution” where no discovery had been conducted)

Amendment of Identification
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• Try to meet and confer and reach an agreement regarding amendment first

• If not, file motion for leave to amend – subject to court’s discretion based on whether party
seeking leave was diligent, whether opposing party will be unduly prejudiced

– More likely to be allowed if plaintiff learned in discovery that defendant misappropriated a trade secret
plaintiff didn’t know was at issue before

– More likely earlier in the case; less likely if amendment will delay trial

Amendment of Identification
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Protection of Trade Secret Disclosures

• Courts generally allow the parties in trade secret litigation to negotiate an appropriate protective 
order to manage the exchange of information in discovery.  

– Does NOT entitle the parties to file under seal or control court proceedings/trial

• Many courts have model protective orders for use in complex cases, such as trade secret litigation.  
See, e.g., N.D. California Model Protective Order for Litigation Involving Patents, Highly Sensitive 
Information and/or Trade Secrets

• Protective orders usually define certain categories of confidential information and trade secrets, who 
may have access to each category and under what conditions.

• Parties often disagree about the appropriate level of access to the asserted trade secrets by certain 
individuals associated with the opposing party, including:

– In-house attorneys

– Expert witnesses

– Employees

14



Protective Order Tiers

• Protective Order should clearly define what information is in each tier and who may have 
access to each tier:

– Confidential

– Highly Confidential – Attorneys’ Eyes Only

– Highly Confidential – Outside Counsel’s Eyes Only

– Highly Confidential – Source Code

• Higher tiers usually require a substantial risk of serious or competitive harm that could not be 
avoided by less restrictive means

• Information that can be designated includes things, documents, deposition testimony, etc.  

15



Access By In-House Attorneys

• “Where parties are represented by outside counsel, courts have little trouble balancing the
harms in protective order disputes, often readily concluding that the outside counsel of a
party’s choice can adequately represent its interests even if in-house counsel is precluded
from viewing confidential information.... ‘Courts have found time and again that requiring a 
party to rely on its competent outside counsel does not create an undue or unnecessary 
burden.’”  

Blackbird Tech. LLC v. Serv. Lighting & Elec. Supplies, Inc., 2016 WL 2904592, at *5 (D. Del. May 18, 2016) (allowing Blackbird’s in-house counsel access to 
Defendant’s information subject to “a prosecution bar and covenant not to sue” Defendants on after-acquired patents)

• Other courts have found that limiting in-house counsel’s access “may create severe obstacles
to a litigating party,” and may prevent in-house counsel from appreciating ”fully the
strengths and weaknesses, such as they are, of their case….” and making proper decisions 
about the litigation.

Philadelphia Gear Corp. v. Power Transmission Servs., Inc., 1991 WL 29957, at *4 (Del. Ch. Mar. 6, 1991); Tanyous v. Banoub, 2010 WL 692615, at *1 (Del. Ch. 
Feb. 19, 2010).
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Access By In-House Attorneys

• Courts generally engage in a two-step analysis to determine whether in-house counsel should be permitted to
access designated materials, and have broad discretion to determine what degree of protection is required:

– (1) whether an unacceptable opportunity for inadvertent disclosure exists, which turns on whether the
attorney is involved in competitive decision-making (i.e., input into pricing, product design; possibly patent
prosecution etc.)

– (2) balance the risk of disclosure against the potential harm to the opposing party from restrictions
imposed on that party’s right to have the benefit of counsel of its choice

• Courts recognize that the in-house lawyer may be put in an ethical predicament of having to refuse to give
legal advice or improperly reveal confidential material.

– “Notwithstanding the rules of professional conduct, the inadvertent use or disclosure of confidential information remains a
major concern.”  Carpenter Tech. Corp. v. Armco, Inc., 132 F.R.D. 24, 27 (E.D. Pa. 1990).

• Procedural safeguards to reduce risk of inadvertent disclosure, such as physical, functional, technical and
geographic isolation from anyone involved with competitive decision-making have led courts to allow disclosure
to in-house counsel in some cases

Sanofi-Aventis U.S. LLC v. Breckenridge Pharm., Inc., 2016 WL 308795, at *5 (D.N.J. Jan. 25, 2016); Affymetrix, Inc. v. Illumina, Inc., 2005 WL 
1801683, at *2 (D. Del. July 28, 2005)
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Access By In-House Attorneys – Best Practices

• Require full disclosure regarding role and responsibilities and signed affidavit agreeing to
be bound by P.O.; consider NDA that extends beyond litigation

• Consider P.O. prohibition on participation in competitive decision-making while litigation is
ongoing, including possible patent prosecution bar

• Limit number of in-house counsel

• Consider procedural safeguards

– Locked doors, cabinets for any hard copy information

– Require password protection and storage on a separate device or network that is inaccessible by others

– Prohibit downloading, printing, copying, or otherwise replicating information

18



Access By Experts

• Most courts require experts and consultants to sign an NDA or an Agreement to prohibit
disclosure of information received under a P.O., but courts differ on whether such materials
can be disclosed to experts who are employed by or consult with competitors of a party.

– Layne Christensen Co. v. Purolite Co., 271 F.R.D. 240, 252 (D. Kan. 2010) (prohibiting disclosure of any AEO to expert or consultant
who consults or is employed by competitor of Defendant);

– Streck, Inc. v. Rsch. & Diagnostic Sys., Inc., 250 F.R.D. 426, 430-33 (D. Neb. 2008) (finding expert who engaged in active consultancy
with direct competitor was entitled to access because risk of inadvertent disclosure was small where expert’s work did not fall within
the topic area covered by the suit)

• Courts consider (1) whether the expert has unique knowledge or the knowledge can be found
in another expert; (2) whether the expert has ongoing relationships with competitors and, if
so, do they concern the subject matter at issue; and              (3) whether the expert is a
testifying or consulting expert

– Symantec Corp. v. Acronis Corp., 2012 WL 3582974, at * (N.D. Cal. Aug. 20, 2012) (finding non-testifying consultant who actively
consultants with Defendant’s competitors in the field of the lawsuit cannot have access to AEO absent a showing he has unique
knowledge which no other experts possess)
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Access By Former Employees

• Mobilitie Mgmt., LLC v. Harkness, 2018 WL 7858685, at *3 (N.D. Ga. July 10, 2018) –
requiring plaintiff to identify alleged trade secret customer list misappropriated by
defendant, but allowing plaintiff to designate list Attorneys’ Eyes Only to ensure trade
secrets will not be exposed to any parties not entitled to receive it, including Defendant
Harkness

• Consider nature of trade secret, extent of former employee’s prior access, was prior access
authorized or unauthorized, former employee’s ability to mount a defense without access,
whether former employee has specialized knowledge not otherwise available

• Consider safeguards limiting risk
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• Designation – documents, deposition testimony, discovery responses, videos

• Inadvertent disclosure and inadvertent failure to designate

• Potential carve-out for information only during a witness’s deposition, if the witness was a 
former employee of the producing party on the date the document was created etc. OR if 
the witness was the author, recipient or custodian of the document

• Consider vendors, court reporters, staff, trial consultants, potentially mock jury consultants and 
mock jurors, etc.

• Consider agreeing to exchange redacted versions of certain AEO documents for client 
review, such as expert reports 

• Address return of information at end of case and/or continuing obligations

• Consider whether to require disclosure and pre-clearance of experts and consultants

Additional Protective Order Considerations
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• Include clear, objective criteria and process for settling disputes, including challenging
confidentiality designations

• Include a requirement for notice and a good faith meet and confer

• Producing party bears the burden of justifying the confidentiality designations.

• If the parties cannot resolve the dispute, the producing/designating party should be required
under the P.O. to file a motion seeking to maintain the designation.

Challenging Confidentiality Designations
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Public’s Right to 
Access and the 

Protection of Trade 
Secrets During 

Litigation



General Principles

• Public has the right to access court records
– Right is integral to our democracy

– Public must have confidence in the administration of justice

– Essential to maintaining the accountability and legitimacy of the judicial system

• Courts have an obligation to keep their records open for public inspection.
– Responsibility of the district court to ensure that sealing documents to which the public

has a First Amendment right is no broader than necessary.

– Court has an independent responsibility to protect the public’s right to access court
records.



Presumption Against Sealing
• Courts had employed two related but distinct presumptions in favor of the 

public’s access to court proceeding and records
– First Amendment/Federal common law.

– Party seeking sealing must demonstrate a need for secrecy that outweighs the 
presumption of access and the values it protects. 

– Court cannot seal its records without reviewing the documents individually and making 
specific rigorous findings on the record that sealing is necessary.

– Applies to all judicial documents (if it would have the tendency to influence a district 
court’s ruling on a motion or in the exercise of its supervisory powers, without regard to 
which way the court ultimately rules on whether the document ultimately in fact 
influences the court’s decision.) e.g., motion for summary judgment. 

• See e.g., Uniloc 2017 LLC v. Apple, 964 F.3d 1351 (9th Cir. 2020)
– Not an abuse of discretion where district court (Alsup, J.) denied plaintiff’s request to 

seal entire documents that included citations to case law and many  matters of public 
record, based on no more than perfunctory assertions that the documents contained 
confidential information.

– Dist. Ct sent a strong message that litigants should submit narrow, well-supported 
sealing requests in the first instance, thereby obviating the need for judicial 
intervention,



Presumption 

• Not absolute – Can only be overcome by a particular and specific
demonstration of fact showing that disclosure would result in an injury
sufficient serious to outweigh the public’s right of access.
– The bare assertion that a document contains trade secrets is usually not sufficient.

– Must Prove that the disclosure of the information will “in fact” cause “a clearly defined
and very serious injury.”

– Must do so for each document it seeks to seal.

• Withholding sealing of thousands of pages without particularized review
was abuse of discretion

• Where documents do contain information that must be kept secret, they
may not be sealed in their entirety if the confidential information may be
redacted instead.

• Court records are not sealed simply because they contain information a
party marked confidential during discovery.



Presumption
• Discovery is very different than from when a document has

been submitted to the court.
– Different considerations apply.

– Subject to public scrutiny.

– A party must make a particular and specific demonstration of fact that
disclosure would result in an injury sufficiently serious to outweigh the public’s
right of access.

• Bare assertion that court records contain information that a party marked
confidential in discovery does not meet this standard.

• Even if material is properly designated as Confidential or Highly Confidential by a
Protective Order governing discovery, that same material might not overcome the
presumption of public access once it becomes a judicial document.



Exceptions

• “Business information that might harm a 
litigant’s competitive standing.”

• “publication of material that could result in 
infringement upon trade secrets has long 
been considered a factor that would 
overcome the strong presumption” of public 
access to court proceedings. (Apple v. Paystar
Corp., 658 F.3d 1150, 1162 (9th Cir. 2011)).



Sixth Amendment

• Right to a public trial – Balance the right with
protecting the secrecy of the information.



Trade Secrets

• Because public disclosure of a trade secret in litigation could 
destroy its value, all information that reveals all or a 
meaningful part of a trade secret, the disclosure of which 
could cause the trade secret owner material competitive or 
economic harm, should presumptively be restricted from 
public disclosure in both filings and open court. Any such 
restrictions, however, should be narrowly tailored to protect 
the trade secret at issue.  The Sedona Conference 
Commentary on Protecting Trade Secrets in Litigation. 



General Considerations
• When a party makes a showing that the litigation involves

information that reveals all or a meaningful part of a trade
secret, that information should be entitled to protections
against disclosure.

• Restrictions are generally left within the discretion of the trial
court.

• Burden is on the moving party but can be rebutted upon a
showing of harm.

• Restrictions must be narrowly tailored (only those portions
necessary to prevent the disclosure of trade secrets).

• Balancing between the public’s right to access to judicial
records and the parties’ legitimate need to protect sensitive
information.

• Court must consider unique facts of each case.



DTSA/UTSA



UTSA

• Courts must “preserve the secrecy of an
alleged trade secret by reasonable means,
which may include granting protective orders
in connection with discovery proceedings,
holding in camera hearings, sealing the
records of the action, and ordering any person
involved in the litigation not to disclose an
alleged trade secret without prior court
approval.” UTSA § 5



Section 1835(a)

• IN GENERAL.—In any prosecution or other proceeding under
this chapter, the court shall enter such orders and take such
other action as may be necessary and appropriate to preserve
the confidentiality of trade secrets, consistent with the
requirements of the Federal Rules of Criminal and Civil
Procedure, the Federal Rules of Evidence, and all other
applicable laws. An interlocutory appeal by the United States
shall lie from a decision or order of a district court authorizing
or directing the disclosure of any trade secret.

https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1484837652-1439925513&term_occur=999&term_src=title:18:part:I:chapter:90:section:1835
https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1484837652-1439925513&term_occur=999&term_src=title:18:part:I:chapter:90:section:1835


Section 1835(b) (DTSA)

• Section 1835 – Also requires that district courts permit the 
trade secret “owner the opportunity in keeping the 
information confidential.”

• Providing such information “shall not constitute a waiver of 
trade secret protection unless the trade secret owner 
expressly consents to such waiver.” 
– Victims have a right to be heard and to better protect their interests.

– Not clear what remedies a victim may have if a court fails to 
adequately consider the interests of the trade secret owner.

– What does ”opportunity” mean?



Examples

• (1) Protective orders for trade secrets

• (2) Interlocutory appeals (See e.g, U.S. v. Hsu, 155 F.3d 189 (3d Cir. 1998)
– Only applies to 1835(a) - Government

• (3) Rule 16(d)(1) – “good cause, deny, restrict or defer discovery or
inspection, or grant other appropriate relief.”

– Use of redacted documents, sealed exhibits, use of courtroom video monitors
or display documents to the court/jury but not to the public, sealing of
courtroom during sentencing phase.

• (4) Use of alternate charges such as attempted theft of trade secrets, since the
government is not required to disclose the trade secret to defendant (Hsu)

• (5) Writ of mandamus (United States v. Ye, 436 F.3d 1117 (9th Cir. 2006).

• (6) No right to a mini-trial



Best Practices

• Victims should work with the government to
ensure that an appropriate protective order is
entered to ensure that the information is
protected during:

(1) the pre-indictment phase; (2) after the
indictment is returned but before trial to restrict
access to the trade secret solely to the defense
attorneys; and (3) during trial to govern the use of
the trade secret during the presentation of the case
in a public forum.



Trial Considerations
• Restrictions on disclosure of a trade secret at trial

should be implemented in a manner that minimizes
any prejudicial effects on the jury of the restrictions.

– Avoid suggesting to the jury that the information is
confidential

– Sealing the courtroom should be a last resort.

– Close of courtroom – reasonably necessary to protect the
trade secrets. (U.S. v. Ye)

• Sealing should be minimized.

• Court should conduct an in camera hearing to
determine the scope of the trade secrets.

– Jury instruction



United States v. Roberts (2010 WL 1010000

(E.D.Tenn. Mar. 17, 2010)

(1) Publishing the information to the jury in a way
that did not allow the public to view it; (2) Monitors
could only be viewed by the jury; (3) Demonstrative
exhibits could only be viewed by the jury; and (4)
giving a special instruction that the jury should
attach no significance to the manner in which the
information was handled/viewed.



Other Methods
– Use of a seamless transition (U.S. v. Alenikov)

– Questioning witnesses at discrete time, e.g., beginning or end of
testimony.

– Calling witnesses out of  order.

– Sealing exhibits.

– Not filing exhibits on the public record.

– Requiring witnesses to sign an NDA

– Restricting public access to the portions of filings that contain trade
secrets.

– Ordering court personnel and jurors not to disclose or use any
information obtained during the trial.

– Judge must be careful not to disclose trade secrets in orders, etc., (give
the parties the opportunity to review)

– Use of code to refer to the trade secrets.



Post-Trial

• Housecanary, Inc. v. Title Source, 622 S.W.3d
254 (Tex. S.Ct. 2021)
– TUTSA’s presumption in favor of protective orders did not

displace presumption under Texas Rule of Civil Procedure,
in cases where court records were sought to be sealed,
such records are open to the general public.

– Trial court abused its discretion by granting motion for
reconsideration and sealing 8 trial exhibits pursuant to the
TUTSA.

– Remand to determine if sealing of trial exhibits was
appropriate.
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