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I. TRADE SECRET MISAPPROPRIATION 
LITIGATION TRENDS 
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OVERVIEW – FEDERAL TRENDS:  

 Approximately 1,400 new cases were filed in federal courts in 
2019, on pace with the number filed in 2018

 Successful federal plaintiffs were awarded more than $45 
million total for their trade secret claims

 On average, plaintiffs bringing trade secret claims were 
awarded about $1.1 million*

*Source: INSIGHT: Trade Secrets 2019 Litigation Roundup and 2020 Trends, Gibson Dunn 
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A. The Defend Trade Secrets Act
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DTSA: KEY LITIGATION TRENDS

 2 Key Provisions:

 Seizure Provision

 Immunity Provision
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THE SEIZURE PROVISION

 Provides for ex parte civil seizures where “necessary to 
prevent the propagation or dissemination of the trade secret 
that is the subject of the action.” 

 Limited to “extraordinary circumstances”

 Supported by affidavit or verified complaint
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IMPACT OF THE SEIZURE PROVISION

 Courts have favored a conservative approach to the seizure 
provision, only implementing it in extraordinary circumstances 

 Instead, federal courts have not hesitated to grant traditional 
injunctive relief based solely on existing state and federal law 
that pre-dates the DTSA

 Frequently, the analysis focuses on traditional application of 
the FRCP’s injunctive relief provision (Fed. R. Civ. P. 65)
 Either ignores the existence of the DTSA claim in the complaint 

or analyzes the dual state-law/DTSA basis for a traditional 
injunction in tandem



13
FEDERAL TRIAL COURTS’ GENERAL APPROACH TO 
SEIZURE REQUESTS

 Extraordinary circumstances: where defendant failed to 
comply or is likely to destroy evidence:
 Mission Capital Advisors LLC v. Romaka, No. 16-civ-5878, 2016 

WL 11517104, at *2-3 (S.D.N.Y. July 29, 2016): 

 Defendant failed to comply with a previously issued TRO; the 
court subsequently agreed to grant a seizure remedy

 Axis Steel Detailing, Inc. v. Prilex Detailing LLC, No. 2:17-CV-
00428-JNP, 2017 WL 8947964, at *2 (D. Utah June 29, 2017): 

 Defendants “had a high level of computer technical 
proficiency, and there had been attempts by the 
defendants in the past to delete information from 
computers, including emails and other data.”
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FEDERAL TRIAL COURTS’ GENERAL APPROACH TO 
SEIZURE REQUESTS CONT’D

 Solar Connect, LLC v. Endicott, No. 2:17-CV-1235, 2018 WL 
2386066, at *2 (D. Utah Apr. 6, 2018)

 In addition to computer and technical proficiency and prior 
attempts to delete information, “Defendants have also shown 
a willingness to provide false and misleading information, 
including false information to conceal their identity [and] . . . . 
a willingness to hide information and move computer files 
rather than comply with requests to cease use of Plaintiff’s 
proprietary materials.”

 Blue Star Land Servs., LLC v. Coleman, No. 17-cv-931, 2017 WL 
11309528, at *1–2 (W.D. Okla. Dec. 8, 2017) 

 After learning of a new project that could be leveraged to 
start a competing company, Defendants misappropriated 
20,000 documents while employed by Plaintiff and attempted 
to use the documents as leverage to demand a majority 
share of Plaintiff’s business 
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TREND: INJUNCTIVE RELIEF INSTEAD OF DTSA SEIZURE 
PROVISION

 OOO Brunswick Rail Mgt. v. Sultanov, 2017 
WL 67119, at *2–3 (N.D. Cal., Jan. 6, 2017)
 Court denied request for seizure where 

Plaintiff failed to show that Rule 65 or other 
forms of equitable relief were inadequate

 Magnesita Refractories Co. v. Mishra, 2017 
WL 365619, at *2 (N.D. Ind. Jan. 25, 2017)
 Court noted that the DTSA’s seizure 

provision did not apply because of the 
existing relief—an ex parte temporary 
restraining order authorizing the seizure of 
the defendant’s personal laptop—was 
sufficient
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THE IMMUNITY PROVISION

 The immunity provision protects individuals from civil or 
criminal liability due to “disclosure of a trade secret” made in 
confidence to report or investigate a suspected violation of the 
law, or filed under seal in a court proceeding or for use in anti-
retaliation lawsuit 

 Has been infrequently used as a defense, and courts have 
resisted dismissing DTSA claims on the basis of the 
whistleblower protections
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THE IMMUNITY PROVISION IN ACTION

 Unum Group v. Loftus, 220 F. Supp. 3d 143, 147 (D. Mass. Dec. 
6, 2016)
 Unum sued its employee under the DTSA.  The employee moved to 

dismiss on the basis of the immunity protection. The Court denied Loftus’ 
motion to dismiss, noting that the former employee had not yet filed a 
whistleblower suit and thus had not validated his professed intent to do so 

 Christian v. Lannet Co., 2018 WL 1532849, at *2–4 (E.D. Penn. 
Mar. 29, 2018)
 First instance in which a federal court dismissed a DTSA claim on the basis 

of immunity

 Defendant-employee retained 22,000 pages of former employer’s 
confidential information following termination to use in subsequent 
discrimination claim. Employer counterclaimed for misappropriation under 
the DTSA

 Court dismissed the DTSA claim, in part, “because the only alleged 
disclosure of trade secrets which took place . . . occurred through a 
production of documents provided to her attorneys in confidence, pursuant 
to federal discovery requirements.” 
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ADDITIONAL DTSA LITIGATION TRENDS

 Numerous courts dismissed cases when plaintiffs failed to 
plead trade secret claims with the requisite level of specificity
 Zoom Imaging Solutions Inc. v. Roe, 2019 WL 5862594, at *3 (E.D. Cal. 

Nov. 8, 2019) – Court dismissed DTSA claim because the plaintiff failed to 
identify many of the items listed in the Complaint

 Courts also continued to require a greater level of particularity 
in pleadings involving technological trade secrets
 AlterG, Inc. v. Boost Treadmills LLC, 2019 WL 4221599, at *6 (N.D. Cal. 

May 20, 2019) – Court explained that “technical matters . . . are more 
complex to begin with and therefore warrant greater specificity.”
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FOIA REQUESTS 

 The Supreme Court also clarified last year that FOIA provides real 
protections for companies providing sensitive or trade secret 
information to government agencies

 In Food Marketing Institute v. Argus Leader Media, 139 S. Ct. 2356 
(2019), a newspaper submitted a FOIA request to the Department of 
Agriculture, seeking information about stores that participate in the 
national food-stamp program

 The Supreme Court held that “where commercial or financial information is 
both customarily and actually treated as private by its owner and provided 
to the government under an assurance of privacy, the information is 
‘confidential’ within the meaning of Exemption 4.”
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B. GENERAL TRENDS
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STATE LEGISLATIVE DEVELOPMENTS

 Seven states enacted or amended statutes limiting the use and 
enforcement of non-compete agreements

 These new laws prohibit employers from enforcing non-compete 
agreements against lower-wage employees
 Washington state’s law is the most restrictive, prohibiting non-

competes for employees earning less than $100,000

 Maine subjects employers to a $5,000 civil penalty for requiring a 
non-compete from employees making less than $49,960
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STATE LEGISLATIVE DEVELOPMENTS CONT’D

 The statutes also impose enhanced notice and consideration 
requirements for non-competes

 Some statutes also limit the duration of non-competes
 In Washington, for example, there is a presumption that any 

provision over 18 months is unenforceable
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STATE LEGISLATIVE DEVELOPMENTS CONT’D

 California courts extended limitations on 
non-competes to non-solicitation 
agreements

 Barker v. Insight Glob., LLC, 2019 WL 
176260, (N.D. Cal. Jan. 11, 2019) – the 
Northern District of California found that 
“California law is properly interpreted...to 
invalidate employee nonsolicitation
provisions.” 

 WeRide Corp. v. Kun Huang, 379 F. Supp. 
3d 834, 852 (N.D. Cal. 2019) – Court 
reaffirmed Barker, and held that the plaintiff 
could not show it was likely to succeed on 
its claim for a breach of a non-solicitation 
clause, because the clause was void
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INTELLECTUAL PROPERTY THEFT AND ESPIONAGE

 2019 saw a continued focus on Chinese threats

 The Trump administration took a hard line to deter intellectual 
property theft and espionage 
 On May 15, 2019, President Trump issued an executive order 

declaring a national emergency against the threat of foreign 
adversaries engaged in economic and industrial espionage 

 Secretary of Commerce subsequently barred U.S. companies from 
selling technology to China-based Huawei Technologies Co. and 
nearly 70 of its affiliates without government approval
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INTELLECTUAL PROPERTY THEFT AND ESPIONAGE

 The DOJ also continued to focus on China, and continued to 
increase enforcement of intellectual property laws against 
individuals with ties to China 

 In the course of targeting threats from China, the DOJ has 
made notable changes to its interpretation of trade secret law
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NOTABLE TRADE SECRET TRIALS

 United States v. O’Rourke, 417 F.Supp.3d 996, (N.D. Ill. Oct. 9, 
2019)
 Former employee of Dura-Bar, an Illinois-based manufacturer, 

sentenced to a year in prison, and fined $100,000, after being 
convicted on seven counts of theft of trade secrets 

 After accepting a job with a rival Chinese firm, and two days prior to 
leaving his former employer, the defendant impermissibly 
downloaded his former employer’s trade secrets and proceeded to 
board a plane to China

 An appeal has been filed in the Seventh Circuit
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NOTABLE TRADE SECRET TRIALS CONT’D

 CarmelCrisp LLC v. Putnam, No. 19-CV-02699 (N.D. Ill. filed 
Apr. 22, 2019).
 Employer sued former employee, one of three people with 

knowledge of its secret popcorn recipe, under the DTSA and Illinois 
Trade Secrets Act 

 Employer asked the court for both preliminary and permanent 
injunctive relief

 Court granted order restricting the employees’ use of the 
employer’s information, and requiring employee to submit devices 
for forensic review 

 Atlas Biologicals, Inc. v. Kutrubes, 2019 WL 4594274 (D. Colo. 
Sept. 23, 2019).
 Defendant and his company ordered to pay over $2 million for theft 

of trade secrets
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SPOTLIGHT ON HUAWEI V. HUANG

 In a highly-anticipated trial in Texas, Huawei Technologies Co. 
brought trade secret and contract claims against a former 
employee and his new startup, and the startup pursued cross-
claims against Huawei for misappropriation of its own trade 
secrets
 The jury found that Huawei misappropriated the defendant’s 

trade secrets and that the former employee was not liable for 
trade secret theft—though the employee had breached a patent 
agreement 

 No damages were awarded to either party
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LOOKING AHEAD 

 Continue to see a rise in trade secret claims in addition to, or 
instead of, patent/intellectual property claims 
 More cases alleging violations in connection with emerging 

technologies

 Courts will continue to require plaintiffs to allege trade secrets 
with particularity 

 Continue to see legislative focus on limiting non-compete and 
potentially non-solicitation agreements
 Additionally, the FTC is currently considering whether and how to 

enact a rule restricting such agreements

 As a result of continuing restrictions on non-competes, 
employers may seek additional forms of relief in trade secret 
misappropriation lawsuits 
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II. EMPLOYER LITIGATION STRATEGIES
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CONTINUING OBLIGATIONS LETTERS

 Consider sending reminder letter to every departing employee 
as a matter of course
 Pros: 

 Former employees are on notice

 Cons: 

 Weakens effectiveness of letters in urgent circumstances

 May cause destruction of evidence
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CEASE-AND-DESIST LETTER

 Can send to former employee and new employer

 May include the following demands:
 Evidence preservation

 Immediate identification and surrender of all stolen material

 Immediate cessation of use of company data and disclosure of 
how such data has been accessed and used; and/or 

 Sworn confirmation that former employee has complied with 
company’s demands
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CEASE-AND-DESIST LETTER CONT’D

 Tailor according to:
 Data at issue

 Strength of evidence

 Consider how much evidence to disclose

 Best prediction of how employee will respond 

 Categorically deny? Come clean?
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EX PARTE SEIZURE ORDERS 

 Specific requirements to invoke seizure provision 
 Equitable relief/injunction would be inadequate (irreparable 

harm)

 Balance of harms favors seizure and likelihood of success on the 
merits

 Target of seizure possesses trade secret and property to be 
seized, which have been described with reasonable particularity

 Target would destroy property if given notice 

 Seizure request has not been publicized 
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EX PARTE SEIZURE ORDERS CONT’D

 Requirements for seizure order
 Findings of fact and conclusions of law

 Narrowest seizure necessary

 Order protecting the seized property from disclosure

 Guidance to law enforcement for seizure

 Require security in case of wrongful seizure
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EX PARTE SEIZURE ORDERS CONT’D

 Potential issues regarding seizure orders 
 Post issuance hearing regarding maintenance, dissolution, or 

modification of order

 Damages action for “wrongful or excessive” seizure 

 Motion for encryption at any time by any party with an interest in 
the seized matter
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PRELIMINARY INJUNCTIONS

 General trend: Injunctive relief instead of DTSA seizure 
provision 

 Potential types of relief:
 Evidence preservation, including no use or disclosure

 “Give back”

 Imaging and inspection of personal computer devices

 Sworn certification

 Enjoining sale and/or release of product

 Restriction of employment
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III. PROACTIVE STEPS FOR PREVENTING 
MISAPPROPRIATION OF TRADE SECRETS BY 
DEPARTING EMPLOYEES
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CONFIDENTIALITY AND NON-DISCLOSURE AGREEMENTS

 Have carefully drafted confidentiality agreements in place to 
protect company trade secrets
 Include clear definitions of trade secrets and confidential 

information 

 Consult state law to determine range of protectable interests

 Have qualified counsel review policies and agreements to 
ensure they contain the language required under the DTSA
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ENCOURAGING CONFIDENTIALITY AMONG EMPLOYEES

 Use onboarding procedures to emphasize the importance of 
confidential information
 Non-Disclosure Agreements: include language stating that the 

employee does not possess and won’t use confidential 
information belonging to third parties 

 Conduct annual (or more frequent) sessions reminding 
employees of confidentiality obligations

 Take reasonable security measures to protect company trade 
secrets
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RELATIONSHIPS WITH THIRD PARTIES

 Closely monitor relationships with vendors and independent 
contractors who may have access to company confidential or 
trade secret information
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EXIT INTERVIEWS

 Require employees to sit for exit interview

 During interview, require employees to certify in writing that 
they have returned all company property and information

 Have a standard checklist for exit interviews to ensure 
consistency
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HIGH RISK EMPLOYEES

 Identify trade secret and confidential information the particular 
employee uses
 Review departing employee’s computer and work activities for 

unusual activity

 Exit Interview and Certification

 Inquire where employee is going and the position they will hold

 Discretely investigate where necessary

 Shut down departing employee’s access to computers

 Send reminder letter informing former employee of her/his 
ongoing obligations

 Consider notifying new employer, but tread carefully to avoid 
accusations of tortious interference

 Forensic imaging (where threat appears significant)
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