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Agenda

1. Overview of the DTSA

2. What impact has the DTSA had on Patents (and vice versa)? What 
are some litigation trends?

3. Which inventions are more suitable for trade secret protection?  
Which inventions are more suitable for patents? 

4. What litigation considerations should counsel bear in mind when 
choosing between trade secrets and patents to protect IP? 
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Overview of the DTSA

What is the Defend Trade Secrets Act? 
Why was the DTSA enacted? 
What did the DTSA accomplish? 
What protections does the DTSA provide? 
How to plead under the DTSA?
How do the DTSA and UTSA intersect? 
How does the DTSA Compare to State Trade Secret Protections?
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What is the Defend Trade Secrets Act? 

 18 USC § 1836
Relatively New Federal Statute –

Adopted in 2016 
Some have called it the “Biggest 

Development in Intellectual 
Property in Years” 
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Why was the DTSA Enacted? 

 To greater protect trade secrets 
 To provide civil relief for victims of trade secret theft where a trade 

secret has been misappropriated
 To provide a unified definition of what constitutes a trade secret
 To assuage the discrepancies between the availability of claims in 

state court for misappropriation of trade secrets 
 To handle misappropriation of trade secrets across multiple states
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What did the DTSA accomplish?  

 Federal regulatory oversight for misappropriation
- Injunctive Relief 

Provided a pathway to federal courts
- Federal private right of action for owners of trade secrets

Extra protection for American businesses’ intellectual property rights
- Specifically benefits nationwide businesses 

More consistent discovery and procedure 
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Pleading Under DTSA: What’s Its Scope? 

How does the Defend Trade Secrets Act Define Trade Secrets? 

- “all forms and types of financial, business, scientific, technical, 
economic, or engineering information, including patterns, plans, 
compilations, program devices, formulas, designs, prototypes, 
methods, techniques, processes, procedures, programs, or codes, 
whether tangible or intangible, and whether or how stored, 
compiled, or memorialized physically, electronically, graphically, 
photographically, or in writing” -
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Pleading Under the DTSA: 

Reasonable 
Measures to 

Keep 
Information 

Secret 

Independent 
Economic 

Value 

Protectable 
Trade Secret

• How to Qualify as a Protectable Trade Secret: 
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Pleading Under DTSA’s Private Right of Action
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Misappropriation Under the DTSA

How does the DTSA Define Misappropriation? 

Acquisition by someone 
who knows the trade 

secret was acquired by 
improper means

Disclosure or use 
without express of 

implied consent
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Damages Under the DTSA 

Actual Losses 

Unjust Enrichment 

Reasonable Royalty*- not the preferred remedy
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Impact of DTSA 

 Increased Litigation
- Trade secret claims are increasingly attractive to plaintiffs 
- No more necessary reliance on state UTSA laws 

Replaced the “patchwork of state trade secrets laws”
- Is it still a patchwork? 

Made trade secrets claims slightly more uniform
Gave protection to “whistleblowers”
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The Intersection of the DTSA and UTSA

DTSA was modeled after the UTSA

DTSA does not preempt state law 

Claims can be made under both the DTSA and state UTSA

Courts often rely on UTSA cases when analyzing DTSA 
claims
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How does the DTSA Compare to State Trade 
Secret Protections?

Similarities 

• The DTSA and UTSA…
o Have nearly identical damages provisions
o Allow for punitive damages 
oProvide for Attorneys’ fees for the prevailing party
oHave substantively identical definitions for “misappropriation”
oHave a three-year statute of limitations   
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How does the DTSA Compare to State Trade 
Secret Protections?

Differences
• The DTSA…
oHas automatic federal jurisdiction
o Covers “continuing misappropriation”
oRequire nexus between trade secrets and interstate or foreign commerce
oDoes not require the pleading of damages
o Has the ex parte seizure remedy
oHas a slightly different definition of “trade secret”
oRequires federal standing 
o Is considered broader, and less specific… 
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Impact of the DTSA on Patents (and Vice Versa)

– Litigation Trends



Rise in Trade Secrets Litigation

Reasons for Rise in Trade Secrets Litigation:

1. DTSA

2. Recent patent litigation decisions

3. Expanding workforce mobility
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DTSA – Rise in Trade Secrets Litigation

 First federal law to create a federal civil cause of action for the 
misappropriation of trade secrets

- Places the original jurisdiction for trade secrets actions in federal district 
courts

- Does not conflict with, replace or preempt state laws
- Provides victims of trade secret misappropriation easier access to federal 

courts
• May be better equipped to handle cross-state and international cases
• May be better equipped to deal with complex technological issues
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DTSA – Rise in Trade Secrets Litigation
 Broad definition of trade secret:

- “all forms and types of financial, business, scientific, technical, economic, or engineering 
information, including patterns, plans, compilations, program devices, formulas, designs, 
prototypes, methods, techniques, processes, procedures, programs, or codes, whether 
tangible or intangible, and whether or how stored, compiled, or memorialized physically, 
electronically, graphically, photographically, or in writing if (A) the owner thereof has taken 
reasonable measures to keep such information secret; and (B) the information derives 
independent economic value, actual or potential, from not being generally known to, and not 
being readily ascertainable through proper means by, another person who can obtain 
economic value from the disclosure or use of the information.”
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DTSA – Rise in Trade Secrets Litigation*

 2010-2015: approx. 1,100 federal trade secrets cases filed per year

~ DTSA enacted in 2016 ~

 2017-2019: approx. 1,400 federal trade secrets cases filed per year

*Stout, Trends in Trade Secret Litigation Report, 2020
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Patent Cases – Rise in Trade Secrets Litigation

 Traditionally, inventors used patents to protect inventions

Recent patent cases have found certain types of previously 
patentable inventions to be invalid

 Inventors and companies may decide to protect innovations as trade 
secrets

 Inventors and companies may turn to federal trade secrets law to help 
them in the event their innovations are used without authorization
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Mayo – Rise in Trade Secrets Litigation
Mayo Collaborative Services v. Prometheus Laboratories, Inc., (U.S. Supreme 

Court, 2012)
 Prometheus’ patent claims were directed to a method of (1) giving a drug to a 

patient, (2) measuring metabolites of that drug, and (3) with a known threshold for 
efficacy in mind, deciding whether to increase or decrease the dosage of the drug

- Mayo argued that these claims were directed to natural laws or natural phenomena, and 
therefore unpatentable

 Court held:
- Correlation between the naturally-produced metabolites and therapeutic efficacy and toxicity 

is unpatentable "natural law"
- "Because methods for making such determinations were well known in the art, this step 

[deciding whether to increase or decrease dosage] simply tells doctors to engage in well-
understood, routine, conventional activity previously engaged in by scientists in the field. Such 
activity is normally not sufficient to transform an unpatentable law of nature into a patent-
eligible application of such a law.“

 Mayo Impact: 
- Many method claims no longer patentable in biotech, medical diagnostics and pharma 

industries
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Myriad – Rise in Trade Secret Litigation
Association for Molecular Pathology v. Myriad Genetics, (U.S. Supreme 

Court, 2013)
Myriad’s patent claims were directed to (1) BRCA1 and 2 genes (breast 

cancer), (2) diagnostic methods to identify these genes, and (3) methods to 
identify drug candidates
 AMP argued 

(1) the isolated genes are unpatentable products of nature, 
(2) the diagnostic method claims are mere thought processes, and 
(3) the drug screening claims merely described the basic processes of doing science

 Court held:
- Merely isolating genes found in nature does not make them patentable
- Drug screening claims are unpatentable ways of doing science

Myriad Impact:
- Gene claims no longer patentable

28



Alice – Rise in Trade Secret Litigation
Alice Corporation Pty Ltd. v. CLS Bank International, (U.S. 

Supreme Court, 2014)
Alice’s patents were directed to financial trading systems

- Claims described how two parties could settle their exchange through a third 
party to reduce “settlement risk”—the risk that one party will perform while the 
other will not

Court found the claims invalid as unpatentable subject matter
- An abstract idea can not be patented just because it is implemented on a 

computer
Alice impact:

- Claims directed to using "a generic computer to perform generic computer 
functions“ are not patentable

- Significant uncertainty over the types of computer claims that are patentable
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Patent Cases – Rise in Trade Secret Litigation

Other notable §101 cases:
- Planet Bingo, LLC v. VKGS, LLC, (Fed. Cir. 2014)

• Fed. Cir. rejected patent claim directed to the concept of running a bingo game on a computer
• “[M]anaging the game of bingo consists solely of mental steps which can be carried out by a 

human using pen and paper and converting that process into a computer program does not 
lead to a patentable invention.”

- CMG Financial Services, Inc. v. Pacific Trust Bank, F.S.B., (C.D. Cal. 2014)
• C.D. Cal. struck down claim directed to a method of linking a mortgage line of credit to a 

checking account 
• Generic computer functions mentioned in the patent were not enough to merit protection

- Tuxis Technologies, LLC v. Amazon.com, Inc., (D. Del. 2015)
• D. Del. invalidated claim directed to the concept of using a computerized system to “upsell” 

customers who buy one product into buying other products that might interest them
• Court said that upselling is as old as commerce itself
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Patent Cases – Shift in Protection
Success rates of §101 motions to dismiss based on patent-ineligible 

subject matter (post- Mayo, Myriad and Alice)*

*Law360, Overlooked Patent Cases: Lessons On Section 101 Motions, September 22, 2020

2016 2017 2018 2019 2020 
(as of 9/20)

E.D. Tex. 56% 47% 17% 29% 0%
D. Del 21% 11% 36% 33% 48%
N.D. Cal. 40% 50% 29% 63% 86%
C.D. Cal 56% 67% 23% 25% 67%
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Patent Cases – Shift in Protection

Mayo, Myriad, Alice and their progeny may illustrate a shift in 
intellectual property protection

- Certain previously patent-eligible inventions are no longer patentable

- High invalidation rate of patents on §101 grounds at the Supreme Court, 
Federal Circuit, federal district courts and the PTAB

- Companies that previously relied on patents may opt to protect their 
innovations via trade secrets 
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Workforce Mobility – Rise in Trade Secrets 
Litigation
Increased workforce mobility:
 Employee turnover due to Great Recession
 Increasingly service-based economy 
 Strategic recruiting by competitors
 Ease of which information can be obtained and copied in an electronic 

environment
Impact:
 Significant influx of cases involving trade secrets and/or confidential information 

related to:
- Computer technology, programing, methods, and source code
- Customer lists 
- Proprietary pricing 
- Supplier relationships 
- Designs/blueprints
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Trade Secrets – Litigation Trends
Most Active District Courts (Trade Secrets Decisions)*

*Stout, Trends in Trade Secret Litigation Report, 2020
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Trade Secrets Damages Awards*

 1990-2019:

- Plaintiffs prevailed in 68% of cases
• 24% for defendant
• 8% mixed ruling

- Damages awarded in 52% of cases

- Damages totaled $3.4 billion

- 5 largest damages awards > $100 million each

*Stout, Trends in Trade Secret Litigation Report, 2020
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Trade Secrets Appeals Trends*

1990-2019:
- 64/2% affirmed

- 13.2% reversed, remanded or vacated

- 15.1% mixed

- 7.5% pending

*Stout, Trends in Trade Secret Litigation Report, 2020
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Trade Secrets Litigation Trends

Takeaways:

- Trade secrets litigation likely will continue to increase

- Companies will continue to protect more innovations as 
trade secrets

- Labor and employment related trade secrets litigation 
likely will continue to increase
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Which innovations are most suitable for trade secrets 
protection?  Which inventions are more suitable for patents?



Choosing Between Trade Secret and Patent

39



What Is a Patent?

A right to exclude others 
from making, using, offering 
for sale, selling, or importing 
the patented invention
Not a right to use the 

invention
Quid pro quo:  Sufficient 

disclosure
20 years from filing date
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What Is a Patent?

An inventor must apply for 
patent rights.  Not like 
copyrights and trademarks 
that are “registered.”
Obtained through ex parte 

examination through the 
U.S. Patent and Trademark 
Office.  This is often a rough 
screening.
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U.S. PATENT OFFICE INVENTOR

Gives rights 
to the inventor

In exchange disclosing 
invention to the public

The Patent Process
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Patentability Requirements

New (to the public)

Useful (minimal 
threshold)

Non-obvious (to a 
person of ordinary skill 

in the art)
43



Patent Scope of Protection
 U.S. patents give protection only 

for:
- Products and processes made, 

used, sold, or offered for sale 
in the United States

- Imports into the United States
 Foreign patents must be obtained 

to get protection for products and 
processes not made, used, 
offered for sale, sold, or imported 
in the United States
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Patent Infringement

Patents cover only those 
products or processes 
described by the claims

An infringing product or 
process must have each 
claim element
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Difficult to Assess

The Federal Circuit Court of Appeals reverses a large 
percentage of district court rulings on claim 
construction.
Most patents can be challenged to some degree or 
designed around.
Companies and inventors often have a flawed 
understanding of the scope and strength of their 
patents.
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Benefits of Patents

Exclude others from using your technology

 Impress potential investors

Prestige

Marketing

Deter others from suing you
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What Is a Trade Secret?
“[A]ll forms and types of financial, 
business, scientific, technical, economic, 
or engineering information, … if—

(A)the owner thereof has taken 
reasonable measures to keep such 
information secret; and
(B)the information derives independent 
economic value, actual or potential, 
from not being generally known to, and 
not being readily ascertainable through 
proper means by, another person who 
can obtain economic value from the 
disclosure or use of the information”

18 U.S.C. § 1839(3).
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Trade Secret Scope of Protection

Protects against misappropriation through:
- Improper means (e.g., theft, espionage, bribery, etc.)
- Disclosure without consent

No protection against:
- Independent invention
- Reverse engineering
- Inadvertent disclosure
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Trade Secrets Differ from Patents

No disclosure to the public
No expiration date
No application or registration needed
No examination by a federal agency
No cost to get or maintain (except costs for keeping 
the information secret)
No protection against independent invention, reverse 
engineering, or inadvertent disclosure
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Patent vs. Trade Secret: Strategies
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Understand the Business Goals

Deterring competitors from copying products or 
methods
Raising capital from investors (e.g., startups)
Building an IP portfolio for sale
Building an IP portfolio to deter suits by competitors
Prestige (e.g., universities, solo inventors)
Conserving cash

52



Understand the Technology at Issue
Will the technology be publicly disclosed when the product or service is 

launched?
 If not:

- How likely is it for a competitor to create the technology on its own?
- How easy will it be for a competitor to reverse engineer the technology?
- How feasible is it for to keep the technology from being publicly disclosed?

Who is likely to copy the technology?
What is the likely scope of patent protection?  (How crowded is the art?)
Where (geographically) is protection needed?
When will the technology reach end-of-life?
 How easy will it be to detect infringement?
 How easy will it be to design around any patent that issues?
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Will a Patent Be Valuable?

Will you likely get 
the patent?

Will the likely 
scope of the patent 

be valuable?

Can you wait two 
years to get 
protection?

Will you be 
hampered by the 

twenty-year term?

Will public 
disclosure hurt 

you?

Can you afford the 
cost?
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Industry Considerations

Life sciences (e.g., pharmaceuticals):  Patents can be critical.

Fast-moving high tech:  Maybe less 
important.

Technology might be obsolete before 
meaningful patent protection can be obtained.
Exclusivity might be less crucial.
Difficult to reverse engineer?
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Other Considerations

Cost to police patent infringement
Barriers to market entry
Ease of reverse engineering
Value of technology.  Do you care if others use the 
technology?
What are your competitors doing?
Is the technology constantly changing?
Copyright protection for software

56



Possible Scenarios

CONSUMER 
PRODUCT

MANUFACTURING 
PROCESS

SOFTWARE 
ALGORITHM

BUSINESS 
METHOD

CHEMICAL 
FORMULATION

PHARMACEUTICAL MEDICAL DEVICE FOOD RECIPE
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Patent Strategies

Start with a provisional patent application (stays confidential unless 
converted to a nonprovisional application)

- Lower cost (can be informal)
- Establishes a priority date without starting the patent term
- Immediately label product or service as “patent pending”
- Be careful with “shovel” provisional applications
- File multiple provisional patent applications?

 File a request for nonpublication (only if foreign patent protection is 
not needed)
Seek patent protection on only some aspects of the product or 

method (but patent specification must meet certain requirements)
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Factors To Consider In Choosing Between Patents And Trade 
Secrets – Litigation Considerations



Proof – Trade Secret Misappropriation

 To succeed on a claim of misappropriation, a trade secret owner must 
prove:

- (1) The existence of a trade secret
• i.e., specific information that has actual or potential economic value 

because it is not generally known to the relevant public or readily 
ascertainable by proper means

• Reasonable measures must be taken to protect trade secrets
• Trade secrets must be identified with specificity early in the case 
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Proof – Trade Secret Misappropriation

 To succeed on a claim of misappropriation, a trade secret owner must 
prove:

- (2) Misappropriation
• Unauthorized use, acquisition, or disclosure
• Misappropriation can be based on circumstantial evidence 

- a showing of unauthorized access and substantial similarity may be 
enough

• Independent development or reverse engineering are not a 
misappropriation
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Proof – Patent Infringement
 To succeed on a claim of patent infringement, a patent owner must 

prove:

- Accused product/process embodies each and every limitation of 
the claimed invention

- Infringement under the doctrine of equivalents may or may not be 
available 

Proof of infringement may require expensive and lengthy discovery 
and/or be difficult to detect or prove (e.g., process or method patent)
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Proof – Patent Infringement

Design-around may be possible
Claim interpretation could play a critical role
Pre-AIA, a prior user who kept invention as a trade secret could 

potentially still be liable for patent infringement  (35 U.S.C. § 273 
(2011)), but not post-AIA

- Under AIA, prior use is a defense.  A prior user must establish commercial use 
of the invention in the U.S. more than a year before the filing date of the 
patent application at issue

- Defense cannot be licensed, assigned, or transferred other than a transfer of 
the entire business

- A “university exception” limits the defense 

63



Injunctions

 Injunctions are available in both trade secret misappropriation and 
patent infringement cases

- 18 U.S.C. § 1836(b)(3)(A)
- 35 U.S.C. § 283

 Injunctions are available in trade secret cases for actual or 
threatened misappropriation.
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Injunctions
PATENT CASE
The several courts having jurisdiction of cases under this title 
may grant injunctions in accordance with the principles of 
equity to prevent the violation of any right secured by patent, 
on such terms as the court deems reasonable.

Source: 35 U.S.C. § 283

TRADE SECRET CASE
In a civil action brought under this subsection with respect to 
the misappropriation of a trade secret, a court may—

(A) grant an injunction—
(i) to prevent any actual or threatened 

misappropriation described in paragraph (1) on such terms 
as the court deems reasonable, provided the order does 
not—

(I) prevent a person from entering into an employment 
relationship, and that conditions placed on such employment 
shall be based on evidence of threatened misappropriation 
and not merely on the information the person knows; or

(II) otherwise conflict with an applicable State law 
prohibiting restraints on the practice of a lawful profession, 
trade, or business;

(ii) if determined appropriate by the court, requiring 
affirmative actions to be taken to protect the trade 
secret; and

(iii) in exceptional circumstances that render an 
injunction inequitable, that conditions future use of the 
trade secret upon payment of a reasonable royalty for no 
longer than the period of time for which such use could have 
been prohibited;
Source: 18 U.S.C. § 1836(b)(3)(A)
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Injunctions
General rules of equity apply to injunctions:

- Likelihood of success on the merits (preliminary injunctions)

- Inadequate remedies at law (permanent injunctions)

- Irreparable harm absent injunctive relief 

- Balance of hardships in favor of movant

- Public interest is not disserved
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Injunctions

 Injunctions are not mandatory, even under DTSA
- Post eBay v. MercExchange (S.Ct. 2006), irreparable harm is not 

presumed in patent cases
- But law generally recognizes that an injunction is the primary form of relief 

for trade secret misappropriation to prevent a trade secret from being 
revealed or disclosed

Recent study (2016-2020) showed that permanent injunctions 
were granted about 74% of the time in trade secret cases when 
there was an adjudication on the merits compared to preliminary 
injunctions which were granted about 50% of the time in trade 
secret cases 
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Damage Remedies
TRADE SECRET CASE
In a civil action brought under this subsection with respect to 
the misappropriation of a trade secret, a court may—

(B) award—

(i)

(I) damages for actual loss caused by the 
misappropriation of the trade secret; and

(II) damages for any unjust enrichment caused by the 
misappropriation of the trade secret that is not addressed in 
computing damages for actual loss; or

(ii) in lieu of damages measured by any other methods, the 
damages caused by the misappropriation measured by 
imposition of liability for a reasonable royalty for the 
misappropriator’s unauthorized disclosure or use of the trade 
secret; 

Source: 18 U.S.C. § 1836(b)(3)(B)

PATENT CASE
Upon finding for the claimant the court shall award the 
claimant damages adequate to compensate for the 
infringement but in no event less than a reasonable 
royalty for the use made of the invention by the 
infringer, together with interest and costs as fixed by the 
court.

When the damages are not found by a jury, the court 
shall assess them. In either event the court may 
increase the damages up to three times the amount 
found or assessed. Increased damages under this 
paragraph shall not apply to provisional rights under 
section 154(d) of this title.

The court may receive expert testimony as an aid to the 
determination of damages or of what royalty would be 
reasonable under the circumstances.

Source: 35 U.S.C. § 284
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Goals vs. Risks

Early injunction and permanent injunction

Damages

Size of patent portfolio and IPR/PGR risk

Size of litigation budget 

Duration of case
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Questions?



Contact Information

Laura M. Burson
lburson@sheppardmullin.com

Bradley C. Graveline
bgraveline@sheppardmullin.com

Darren M. Franklin
dfranklin@sheppardmullin.com

Kathryn Ryan
katryan@sheppardmullin.com
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