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I. DTSA BACKGROUND 

“There are only two categories of companies affected by 

trade-secret theft:  those that know they’ve been 

compromised and those that don’t know yet.”  

 ~ Attorney General Eric Holder, 2013 
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I. DTSA Background 
 History & General Information 

Trade Secret Laws Prior to DTSA 

• Federal:  Economic Espionage Act of 1996 

― Criminal statute 

― No civil cause of action 

• State: 

― State-by-state 

― 48 states enacted some form of Uniform Trade Secrets Act 
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I. DTSA Background 
 History & General Information 

DTSA received nearly unanimous support in the house and senate and was signed 

into law on May 11, 2016 

 

Amends Economic Espionage Act 

• To add civil cause of action 

 

Federal courts have original (but not exclusive) jurisdiction. 

 

Puts trade secrets protections on par with protections for copyright, trademarks, 

patents. 
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I. DTSA Background 
 History & General Information 

• Focus of legislation was on “rogue 

employees,” not international cyber-

espionage. 

 

• But federal uniformity and federal 

jurisdiction may aid international trade 

secret enforcement efforts. 

 

• Provides a powerful new tool to businesses 

seeking to protect their trade secrets. 
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I. DTSA Background 
 Statistics 

More than 360 DTSA claims were filed in the first year after enactment. 

• 343 were filed in federal court originally, 11 were removed to federal court from state 

court, and 14 remained in state court.  

• 85% asserted claims under state trade secret law. 

 

Over the same period, more than 515 complaints with only state law trade secret claims 

were filed—including at least 200 in federal court. 

 

California, Illinois, and New York saw the most trade secret claims. 

• Other popular DTSA jurisdictions include S.D. New York, D. New Jersey, E.D. 

Pennsylvania, D. Massachusetts, M.D. Florida, E.D. Virginia, and N.D. Georgia 
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I. DTSA Background 
 Elements 

 

• Threshold Interstate Commerce Requirement:  trade secret must be “related to a 

product or service used in, or intended for use in, interstate or foreign 

commerce.” 

 

• “Trade secret” defined broadly 

― However, for information to qualify as a trade secret, owner must  

― have “taken reasonable measures to keep [the] information 

secret,” and  

― the information must have “independent economic value . . . 

from not being generally known [or] readily ascertainable 

through proper means[.]” 
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I. DTSA Background 
 Elements 

• Misappropriation 

― Requires that the trade secret be acquired by “improper means,” which can 

include “theft, bribery, misrepresentation, breach or inducement of a breach of 

a duty to maintain secrecy, or espionage through electronic or other means.”  

― Does not include reverse engineering, independent derivation, or any 

other lawful means of acquisition. 

 
• Three-Year Statute of Limitations Period 
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I. DTSA Background 
 Remedies 

Authorizes injunctive relief and monetary damages. 

• Injunctive relief is the default for ongoing harm. 

• Courts may award damages 

― (i) for actual loss caused by the misappropriation of the trade secret;  

― (ii) for any unjust enrichment caused by misappropriation of the trade 

secret that is not addressed in computing damages for actual loss; 

 and  

― (iii) caused by the misappropriation, measured by imposition of liability 

for a reasonable royalty for the misappropriator’s unauthorized 

disclosure or use of the trade secret (in lieu of damages measured by any 

other methods).  
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I. DTSA Background 
 Remedies 

  

• For willful and malicious misappropriation: 

― Exemplary damages (up to twice the amount of actual/reasonable 

royalty damages) 

― Attorney’s fees 

― Attorney’s fees are also available to defendants, but only for bad 

faith misappropriation claims 

 

• Civil Seizure:  Courts can issue ex parte civil seizure orders in 

“extraordinary circumstances.” 
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I. DTSA Background 
 Goals of the DTSA 

Establish Uniform Law of Trade Secret Misappropriation 

• The DTSA was intended to “provide a single, national standard for trade secret 

misappropriation with clear rules and predictability for everyone involved.”1 

 

Provide Access to Federal Courts for Trade Secret Owners  

• Existing state laws NOT preempted or displaced by DTSA.   

― Parallel DTSA and state claims permitted and likely 

― More flexibility for Plaintiffs 

• More and more plaintiffs are electing to pursue trade secrets claims under the DTSA. 

• Debate as to whether federal courts are a better venue for trade secret claims. 

 

 

 

 

 

1.    S. Rep. No. 114-220, at 14 (2016) 
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II. Trends, Interesting Developments, and 
 Significant Issues  

Ex Parte Seizure 

• Controversial Provision 

• Allows trade secret holder to request, without notice to the alleged wrongdoer, that 

a judge order federal law enforcement officials to seize property “when necessary to 

prevent the propagation or dissemination of trade secrets.” 

 

 

 

 

 

 

 

• Treatment by courts 

― reluctance to issue ex parte seizure orders 

― remedy available only under exceptional 

circumstances, such as when alternative relief 

would prove ineffective 

― reliance on Fed. R. Civ. P. 65 (Injunctions and 

Restraining Orders) to authorize seizure of 

property, instead of the DTSA 
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II. Trends, Interesting Developments, and 
 Significant Issues  

Ex Parte Seizure 

 

• Since the DTSA’s enactment, only one court has granted an ex parte seizure 

order 

― Mission Capital Advisors LLC v. Romaka, No. 16-cv-5878 (S.D.N.Y. July 

29, 2016) 

 

• Concerns that the ex parte seizure provision would open the door to abuse by 

purported “trade secret litigation trolls” and increase litigation costs have not 

materialized and may not. 
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II. Trends, Interesting Developments, and 
 Significant Issues  

Ex Parte Seizure 

Next Steps if an ex parte seizure order issues: 

• A hearing must be held within 7 days 

• Applicant must: 

― provide security for payment of damages resulting from wrongful or 

excessive seizure; and 

― prove that facts necessary to support the order are still in effect 

• Expedited discovery may be permitted “to prevent the frustration of the 

purposes” of the hearing. 

 

• Note: The person against whom seizure is ordered may seek damages if he 

believes the provision has been abused. 
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II. Trends, Interesting Developments, and 
 Significant Issues  

Whistleblower Immunity & Notice Requirement  

• Immunity 

― Protects individuals who disclose trade 

secrets in confidence to a government 

official or attorney for the sole purpose of 

“reporting or investigating a suspected 

violation of law,” or in a complaint or other 

document filed under seal in a lawsuit. 

 

 

 

 

• Notice Requirement 

― Affirmative duty on employers to provide employees notice of the 

whistleblower immunity provision in “any contract or agreement with an 

employee that governs the use of a trade secret or other confidential 

information.” 

― Not Retroactive 
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II. Trends, Interesting Developments, and 
 Significant Issues  

Whistleblower Immunity & Notice Requirement  

 

• Immunity provision remains largely untested 

 Unum Group v. Loftus, No. 4:16-CV-40154-TSH, 2016 WL 7115967 (D. 

Mass. Dec. 6, 2016)—only published decision addressing the provision 

 

• Will be a closely followed topic in the DTSA’s second year. 
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II. Trends, Interesting Developments, and 
 Significant Issues  

 

Federal Courts Have Looked to State Law for Guidance 

 

• The DTSA shares similarities with many state variants of the Uniform Trade Secrets Act 

(UTSA), such as definitions of trade secrets, improper use, or misappropriation. 

  

• Courts tasked with de novo interpretation of the DTSA will likely look to cases 

examining state law claims for guidance. 

 

• Variations in state law could lead to varying interpretations of the DTSA, e.g. how much 

specificity a plaintiff must use when identifying trade secrets. 
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II. Trends, Interesting Developments, and 
 Significant Issues  

Pre-Enactment Conduct 

 

• The DTSA applies only to misappropriation occurring “on or after the date of the 

enactment” (May 11, 2016). 

 

• Courts have generally held that the DTSA can apply to misappropriations that started 

before the enactment date if there is continuing misappropriation or use on or after the 

enactment date. 

 

• Courts have dismissed DTSA claims where plaintiffs failed to allege that post-enactment 

use occurred or that new or different information was disclosed after the enactment date. 
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II. Trends, Interesting Developments, and 
 Significant Issues  

Inevitable Disclosure Doctrine: Recent Developments 

 

• DTSA requires that an injunction prohibiting an employee from moving to a competitor 

“be based on evidence of threatened misappropriation and not merely on the information 

the person knows.” 

• A rejection of the inevitable disclosure doctrine? 

 

• Some courts have, however, recognized the inevitable disclosure doctrine in cases 

brought under the DTSA (at least where state trade secret claims were brought as well).  
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II. Trends, Interesting Developments, and 
 Significant Issues  

First DTSA Jury Verdict 

 

On February 24, 2017, a federal jury handed down the first jury verdict under the DTSA. 

 

• Found Defendants liable for misappropriation of trade secrets, among other things, 

and awarded Plaintiffs $2.5 million in damages. 

 

• Post-trial, Defendants argued that verdict should have entered under Pennsylvania 

UTSA, rather than DTSA, claiming no proof that Plaintiffs’ damages resulted from 

conduct on or after May 11, 2016.  

 

• Court rejected this argument, entering judgment against Defendants and awarding 

treble damages on the trade secret claim, for a final award of $5.2 million. 

 

 

23 



III.  Practice Pointers and Lessons 

Practice Tips for Asserting DTSA Claims 

 

 1)  Every element: definitional requirements and interstate commerce 

requirement. 

 

 2)  Dates: show misappropriation or continuing misappropriation on or after 

May 11, 2016. 

 

 3)  Trade secrets: provide sufficient detail to put defense on notice while 

avoiding public disclosure of confidential information; and 

 

 4)  Amendments: if insufficient information is available at the outset, conduct 

targeted discovery and, if appropriate, seek to amend. 
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III.  Practice Pointers and Lessons 

Tips for Crafting an Ex Parte Seizure Order Application  

 

o 1) Describe information to be seized with as much specificity as possible. 

o 2)  Focus on specific facts to establish defendant would evade, avoid, or disobey an 

injunction order, or might destroy, move, or hide misappropriated information.  

o 3)  Affirmatively support each one of the eight statutory requirements for issuance of 

an ex parte seizure order.  

o 4)  Sufficiently allege acts of misappropriation occurring after DTSA’s enactment 

date.  

o 5)  Emphasize why a PI or TRO would be inadequate. 

o 6)  Consider how courts have decided applications for ex parte seizure orders in 

other contexts. 
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III.  Practice Pointers and Lessons 

 

Implementing “Reasonable Measures” to Keep Information Secret 

 

• Trade secrets and other confidential information should be treated as valuable 

and kept in a secure environment and accessed only by those with permission 
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• Employers should have: 

― (1) carefully drafted, thoughtful, written policies and  

― (2) signed agreements that specify the types of 

information that are confidential and how such 

information should be handled 



III.  Practice Pointers and Lessons 

Implementing “Reasonable Measures” to Keep Information Secret 

• Companies should provide their employees with the tools they need to keep their 

proprietary information confidential, including, but not limited to: 

― (i) clear policies, 

― (ii) training,  

― (iii) secure electronic devices, and  

― (iv) appropriate ways to securely interface with the company that meet the 

demands of modern business. 
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III.  Practice Pointers and Lessons 

• Employers should draft a standardized notification clause for inclusion in all 

employment contracts and agreements regarding the use of trade secrets or confidential 

information entered into or modified after the effective date of the DTSA.  

 

• To ensure compliance and avoid challenges, such clauses should include the entirety 

of DTSA’s immunity provisions and the anti-retaliatory lawsuit protections   

― Should also include instructions on how to report suspected violations of law 
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Updating and Revising Employment Agreements and Contracts to Include Notice of 

Whistleblower Immunity Provisions  

 



III.  Practice Pointers and Lessons 

Examples: 

“Pursuant to the Defend Trade Secrets Act of 2016, I understand that: 

 An individual shall not be held criminally or civilly liable under any federal or 

 state trade secret law for the disclosure of a trade secret that: (a) is made (i) in 

 confidence to a federal, state, or local government official, either directly or 

 indirectly, or to any attorney; and (ii)solely for the purpose of reporting or 

 investigating a suspected violation of law, or (b) is made in a complaint or other 

 document filed in a lawsuit or other proceeding if such filing is made under seal.   

 Further, an individual who files a lawsuit for retaliation by an employer for 

 reporting a suspected violation of law may disclose the trade secret to the 

 attorney of the individual and use the trade secret information in the court 

 proceeding, if the individual (a) files any document containing the trade secret 

 under seal, and (b) does not disclose the trade secret except pursuant to court 

 order.  

 An individual may take the following steps to report suspected violations of law: ___." 
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III.  Practice Pointers and Lessons 

Examples: 

“Notwithstanding any other provisions of this Agreement, you may be entitled to immunity 

and protection from retaliation under the Defend Trade Secrets Act of 2016 for disclosing 

a trade secret under certain limited circumstances, as set forth in Company’s [NAME OF 

EMPLOYER'S REPORTING POLICY].” 

 

 

Employers may also want to include some introductory language with the notice: 

 

 “Any employee, contractor, or consultant who is found to have wrongfully 

 misappropriated trade secrets may be liable for, among other things, exemplary 

 damages and attorneys’ fees.” 
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III.  Practice Pointers and Lessons 

Updating and Revising Employment Agreements and Contracts to Include 

Notice of Whistleblower Immunity Provisions  

 

 

 

 

• Once changes to agreements and contracts 

are implemented, new policies should be 

circulated to all employees and made 

available on the company website and/or 

intranet. 
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Thank You 
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