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AGENDA

❖HIPAA Background

❖Business Associate Agreements-Structure and Significance

❖Indemnification – Basics

❖Why is indemnification important?

❖Indemnification alternatives

❖Drafting and negotiating
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BUSINESS ASSOCIATES AFTER HITECH

➢Under the Omnibus Final Rule, the definition of Business Associate

(“BA”) changed

• Expanded to give the Department of Health and Human Services Office for Civil Rights

(OCR) direct oversight authority over business associates and subcontractors (who are also

“business associates”)
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WHO IS REQUIRED TO PROTECT HEALTH INFORMATION?

➢HIPAA

• Covered Entity: health care provider, health plan, or health care clearinghouse (billing

services).

• Business Associate: An individual or entity that provides services or functions on behalf of

the Covered Entity or another business associate that require the entity to create, receive,

maintain, or transmit protected health information (PHI).
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WHAT KIND OF INFORMATION IS PROTECTED?

➢PHI is health information that:

• Directly or indirectly identifies an individual, or

• The contents of which can be used to make a reasonable assumption as to the individual’s

identity.

➢Any of the following, plus health information, constitute PHI:

Names Health plan beneficiary numbers

Addresses Account numbers

Dates Certificates/ license numbers

Phone Numbers Vehicle identifiers and serial numbers

Fax Numbers Device identifiers and serial numbers

E-mail addresses Web URLs

Social Security Numbers IP Addresses

Medical record numbers Biometric identifiers

Full face photographic images Any other unique identifying number, 

characteristic, or code
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BUSINESS ASSOCIATES (DEFINITION)

➢Covered Functions Providers
• A person who, for or on behalf of a covered entity (“CE”), creates, receives, maintains, or

transmits protected health information (“PHI”) for a healthcare-related function or activity
regulated by HIPAA

• The contents of which can be used to make a reasonable assumption as to the
individual’s identity.

➢Providers of Professional Services
• A person who provides professional services to a CE (or other BA) where the provision of

the service involves the disclosure of PHI

• Examples of professional services include legal, actuarial, accounting, consulting, data
aggregation, accreditation, or financial services

➢Maintain or transmit PHI for a CE or BA

➢Subcontractor for a BA 
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BUSINESS ASSOCIATE AGREEMENTS

➢Business Associate Agreement (“BAA”) is required between: 

• CE and each BA

• BA and each of its subcontractors or agents (also BAs)

➢BA liability exists even without a BAA

• “A person or an entity is a business associate if the person or entity meets the definition of

‘‘business associate,’’ even if a covered entity, or business associate with respect to a

subcontractor, fails to enter into the required business associate contract with the person or

entity.” 78 FR 5566, 5575 (Jan. 25, 2013)
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KEY PROHIBITION

➢The BAA may not authorize the BA to use or further disclose PHI in

a manner that would violate the requirements of HIPAA, if done by

the CE

• 45 CFR § 164.504(e)(2)(i)
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REQUIRED PROVISIONS

➢Establish the permitted and required uses and disclosures of PHI by

the BA

• 45 CFR § 164.504(e)(2)(i)

➢Prohibit BA from using or further disclosing PHI other than as

permitted or required by the contract or as required by law

• 45 CFR § 164.504(e)(2)(ii)(A)

➢Require BA to use appropriate safeguards to prevent use or disclosure

of PHI other than as provided for by contract

• 45 CFR § 164.504(e)(2)(ii)(B)
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REQUIRED PROVISIONS

➢Require BA to implement administrative, physical, and technical

safeguards that reasonably and appropriately protect the

confidentiality, integrity, and availability of the electronic PHI that it

creates, receives, maintains, or transmits on behalf of the CE

• 45 CFR § 164.504(e)(2)(ii)(B), see also 45 CFR §§ 164.308, 310, and 312

➢Require BA to ensure that any agent, including a subcontractor, to

whom it provides PHI agrees to implement reasonable and

appropriate safeguards to protect it

• 45 CFR § 164.504(e)(2)(ii)(B), see also 45 CFR 

§ 164.314(a)(2)(i)(B)
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REQUIRED PROVISIONS

➢Require BA to Report to CE (or higher level BA):

• Any security incident of which it becomes aware

• Any use or disclosure of the information not provided for by its contract of which it 

becomes aware

• Any breach of unsecured PHI, including, to the extent possible, identity of each individual 

involved and other information to allow CE to provide notice within 60 days

• 45 CFR § 164.504(e)(2)(ii)(C)

➢Require BA to obtain written assurances that any agents, including a

subcontractor, to whom it provides PHI received from, or created or

received by the BA on behalf of the CE agrees to the same restrictions

and conditions that apply to the BA with respect to such information

• 45 CFR § 164.504(e)(2)(ii)(D)
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REQUIRED PROVISIONS

➢Require BA to make an individual’s PHI available to them upon 

request and in accordance with 45 CFR § 164.524

• 45 CFR § 164.504(e)(2)(ii)(E)

➢Require BA to make available PHI for amendment and incorporate 

amendments to PHI in accordance with 45 CFR

§ 164.526

• 45 CFR § 164.504(e)(2)(ii)(F)

➢Require BA to make available the information required to provide an 

accounting of disclosures in accordance with 45 CFR § 164.528

• 45 CFR § 164.504(e)(2)(ii)(G)
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REQUIRED PROVISIONS

➢To the extent that the BA is to carry out CE’s obligations under the

Privacy Rule (as an agent), require BA to comply with the

requirements of the Privacy Rule

• 45 CFR § 164.504(e)(2)(ii)(H)

➢Require BA to make its internal practices, books, and records relating 

to the use and disclosure of PHI received from, or created or received 

by the BA on behalf of the CE available to the Secretary of HHS for 

purposes of determining the CE's compliance with this subpart

• 45 CFR § 164.504(e)(2)(ii)(I)
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REQUIRED PROVISIONS

➢At termination of the contract, require BA, if feasible, to return or

destroy all PHI received from or created or received by the BA, and

retain no copies of such PHI

• If return or destruction is infeasible, require BA to extend the protections of the contract to

the PHI and limit further uses and disclosures to those purposes that make the return or

destruction infeasible

• 45 CFR § 164.504(e)(2)(ii)(J)

➢Authorize termination if BA has violated a material term of the

contract

• 45 CFR § 164.504(e)(2)(iii)
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PERMITTED PROVISIONS

➢Use PHI if necessary for its proper management and administration or to carry 

out BA’s legal responsibilities

• 45 CFR § 164.504(e)(4)

➢Disclose PHI:

• If the disclosure is required by law, or

• If necessary for its proper management and administration  or to carry out BA’s legal 

responsibilities, so long as the BA:

✓Obtains reasonable assurances that the disclosed PHI will be held confidentially and used

or further disclosed only as required by law or for the purpose for which it was disclosed,

and

✓The person to whom the PHI was disclosed agrees to notify the BA of any breach

• 45 CFR § 164.504(e)(4)

➢Provide data aggregation services relating to the health care operations of the CE

• 45 CFR § 164.504(e)(2)(i)(B)
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PERMITTED PROVISIONS – CONT’D

➢Indemnification

➢Insurance
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WHAT IS A BREACH?

“The acquisition, access, use or disclosure of unsecured PHI, that is not 

permitted under the Privacy Rule and which compromises the security 

or privacy of the PHI.”
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HOW IS A BREACH DETERMINED?

➢ Under HIPAA, an impermissible use or disclosure of unsecured PHI

is presumed to be a breach unless the covered entity or business

associate demonstrates through a risk assessment that there is a low

probability that the PHI has been compromised.

➢ 4 Factor Risk Assessment:

1. The nature and extent of the protected health information involved, including the types of

identifiers and the likelihood of re-identification;

2. The unauthorized person who used the protected health information or to whom the

disclosure was made;

3. Whether the protected health information was actually acquired or viewed; and

4. The extent to which the risk to the protected health information has been mitigated.
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BREACH NOTIFICATION OBLIGATIONS

➢Covered entities are responsible to ensure notification in the event

of a breach.

1. Notification required without unreasonable delay, but in no case later than 60 days after

breach discovery or when the breach should have been known

a) Written notice to affected individuals

b) If more than 500 individuals affected, notice to HHS

2. If more than 500 individuals affected in one state or jurisdiction, additional notice to the

local prominent media outlets

3. Must also report annually to HHS for breaches affecting fewer than 500 individuals (report

must be submitted no later than 60 days after the start of the calendar year following the

year in which the breach occurred.)

4. A business associate must report a breach to the covered entity without unreasonable delay,

and not later than 60 days after discovery, or in accordance with the terms of the applicable

business associate agreement if more stringent.
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ENCRYPTION SAFE HARBOR

➢If PHI is encrypted or otherwise rendered unreadable, unusable or
indecipherable, pursuant to federal guidance, then no breach
notification is required following an impermissible use or disclosure
of the information.

Encryption is the Safe Harbor to the HIPAA Breach Notification Rule. 

“We love encryption, and those who use encryption 

love it, too.  In the event of a breach, using encryption 

assures that that information is unreadable, unusable, 

or undecipherable, which, basically, would qualify that 

entity for the safe harbors under our breach 

notification rule.”

− Leon Rodriguez, Director, Office for Civil Rights
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PENALTIES FOR HIPAA VIOLATIONS

Civil Penalties

$100-$50,000 per violation

Tiered Penalties Based on Culpability

• Unknowing ($100 per violation/ $25K 

max)

• Reasonable Cause ($1K per violation 

/$100 K max) 

• Willful neglect ($10K per 

violation/$250K max)

• Uncorrected willful neglect ($50K per 

violation/$1.5M max)

Criminal 
Penalties

up to $250,000

Imprisonment up to 10 years
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HIPAA CIVIL MONETARY PENALTIES
(45 C.F.R. § 160.404) 2019

Conduct Penalty

Did not know and should not have known of 

violation

• $117 to $58,490 per violation

• Up to $1,754,698 per type per year

• No penalty if correct w/in 30 days 

• OCR may waive or reduce penalty

Violation due to reasonable cause • $1,170 to $58,490 per violation

• Up to $1,754,698 per type per year

• No penalty if correct w/in 30 days

• OCR may waive or reduce penalty

Willful neglect, 

but corrected w/in 30 days

• $11,698 to $58,490 per violation

• Up to $1,754,698 per type per year

• Penalty is mandatory

Willful neglect,

and not corrected w/in 30 days

•At least $58,490 per violation

• Up to $1,754,698 per type per year

• Penalty is mandatory
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WHAT’S NEXT?

➢MORE, MORE, MORE
• Education

• Policies

• Monitoring

• Documentation

• Scrutiny

• Enforcement
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HIPAA LIABILITY FOR BA OR SUBCONTRACTOR

➢CE/upstream BA that knows its BA/subcontractor is in breach of the 

BAA violates the Private Rule unless:

• Reasonable steps to cure the breach or end the violation; and

• If not cured, terminates the contract or arrangement, if feasible.

(45 C.F.R. § 164.504(e)(1)(ii) and (iii))
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HIPAA LIABILITY FOR BA OR SUBCONTRACTOR - CONT’D

➢CE/BA is liable, in accordance with the Federal common law of 

agency, for the acts or omissions of its BA/subcontractor acting with 

the scope of the agency. (45 C.F.R. § 160.402(c)).

➢Test:  right or authority of a CE/upstream BA to control its BA’s 

conduct.
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POTENTIAL EXPOSURE

➢Breach notification expenses

➢Professional fees (e.g., attorneys, IT consultants)

➢Damage to goodwill (unhappy patients, plan participants, clients)

➢Litigation (e.g., class actions)

➢Investigations 

➢Fines/civil monetary penalties

➢Indemnification obligations of indemnitee
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INDEMNIFICATION BASICS

➢“… Business Associate hereby agrees to indemnify, defend and hold 

harmless Covered Entity and its …”

➢Related but separate concepts
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INDEMNIFICATION BASICS – CONT’D

➢Indemnify

• Obligation to reimburse or compensate for loss, claims, damage, expenses

• Triggered by proof of indemnified loss (e.g., judgment, settlement) or by indemnitor’s 

recognition of responsibility
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INDEMNIFICATION BASICS – CONT’D

➢Defend

• Duty to defend from third party claims, actions or suits

• Defense costs

• Triggered by third party claim, action or suit

• Control of defense?

• Procedure
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INDEMNIFICATION BASICS – CONT’D

➢Hold Harmless

• Interpretation varies

• Assume responsibility for risk, losses and damages

• Agree not to sue or impose liability on indemnitee

• Pro-indemnitee

• Effect may be to shift risk from responsible party
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BREACH NOTIFICATION INDEMNIFICATION CONSIDERATIONS

➢Prevalence (Risk v. Reward)

➢Scope of notification obligations

• Notification only?

• Notification + credit monitoring services?

➢Costs

• Attorneys’ fees?

• Forensic fees?

• Other?

➢Comprehensive or comparative obligations

➢Cooperation, separate from cost issues
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BREACH NOTIFICATION INDEMNIFICATION

➢May not be covered by general indemnification provision if it is

written in terms of “breach of the BAA.”

• It is possible to have a Breach (of unsecured PHI) without having a breach of the BAA.
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BREACH OF PHI NON-MONETARY CONSIDERATIONS

➢Cooperation with investigation

➢Authority to direct mitigation
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IMPLIED INDEMNITY

➢Implied indemnity

• State Law

• Black’s Law Dictionary:

− implied contractual indemnity:  “Indemnity that is not expressly provided for by an 
indemnity clause in an agreement but is nevertheless determined to be reasonably 
intended by the parties, based on equitable considerations.”

− implied indemnity: “Indemnity arising from equitable considerations and based on the 
parties' relationship, as when a guarantor pays a debt to a creditor that the principal 
debtor should have paid”
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IMPLIED INDEMNITY

Wells Dairy Inc. v Am. Industrial Refrigeration, Inc., 762 N.W., 463, 
471 (Iowa 2009):

− “an implied contractual duty to indemnify may arise from a contractual relationship that 
lacks an express obligation to indemnify where there are ‘independent duties’ in the 
contract to justify the implication.”
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CVS V PRESS AMERICA

CVS Pharmacy, Inc. v Press America, Inc., 377 F.Supp.3d 359 (S.D. 
NY, March 27, 2019)

• CVS and Caremark (“CVS”; upstream BA) 

• CVS retained Press America (subcontractor BA of CVS) to print and mail letters

• CVS – pharmacy benefits manager (PBM) for prescription drug plans of its clients, 
including IBM (CE)

• CVS/IBM letter of understanding (LOU) 

− PHI security incident performance standards: report (24 hours), root cause analysis (72 hours), corrective 
plan of action (5 business days)

− “penalty” for failure to satisfy performance standards:

o 3% of annual administrative fees/security incident or breach

o $25,000/failure
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CVS V PRESS AMERICA – CONT’D

➢CVS/Press America BAA indemnification:

• “… any breach of the terms of this Agreement, any Breach of Private Information under the 
control of Vendor or its agents or subcontractors that requires notification under the HIPAA 
Rules or state law, or any failure to perform its obligations with respect to Private 
Information …”

➢CVS/Press America Master Services Agr (MSA):

• Indemnity – “… indemnify and hold harmless … due to Vendor’s negligence, willful 
misconduct, or breach of this Agreement or Vendor’s failure to comply with or abide by any 
applicable law…” 

• $15M per claim privacy liability insurance coverage



41

CVS V PRESS AMERICA – CONT’D

➢Press America breach (misdirected mail to 41 individuals)

➢CVS payment to IBM (agreed by CVS/IBM):

• 41 security incidents x $45,000 = $1,845,000

➢NY law

➢Holding:

• The indemnification provision in the MSA captures the payment to IBM 

• But CVS payment of unenforceable penalty was not founded on any legal liability of CVS, 
so Press America was not obligated to reimburse CVS

• No opportunity for input by Press America 

• No reimbursement obligation under BAA & MSA indemnification

• Enforceable contract precludes quasi-contract common law or implied indemnification
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CVS V PRESS AMERICA – CONT’D

➢Lessons

• Potential exposure for upstream liability

− CE to its patients/beneficiaries

− Upstream BA to CE

− BA and Upstream BA exposure for BA/subcontractor’s breach

− Subcontractor to upstream BA for BA’s and CE’s upstream obligations

• Unknown upstream standards and risks

• Risks of settling without informing indemnitor and allowing participation  

• Liquidated damages v penalty

• Indemnification provision is only a piece of the puzzle
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INDEMNIFICATION ALTERNATIVES

➢Indemnify/defend/hold harmless

➢Defer to underlying contract

➢CE-friendly/BA-friendly/neutral

➢Detailed/bare bones

➢Mutual indemnification

➢Will indemnification provide a practical remedy?

➢Insurance

➢Mitigation

• Potential for conflict

➢Liquidated damages 
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NEGOTIATING FACTORS

➢Who is the client – CE, BA, subcontractor BA

➢Relationships

• Roles

• Who controls PHI?

• Services and functions of the BA

➢Business terms, conditions, RFP standards

➢Leverage

➢Level and nature of risk
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NEGOTIATING FACTORS – CONT’D

➢Sophistication and expertise of the parties

➢Objectives

➢Due diligence

➢Battle of the forms – whose BAA?
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NEGOTIATING FACTORS – CONT’D

➢Budget

➢Get what you pay for?

➢Insurance

➢Geography

• International?

• States

➢Fairness
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LET’S BE REAL

➢Who has leverage?
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CE’S PERSPECTIVE

➢CE’s PHI 

➢protect and control the PHI

➢CE caught in the middle 

➢Breach notification obligation

➢Potential damages to CE from mishandling or breach by BA

➢BA should stand behind its responsibilities and compliance
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BA’S PERSPECTIVE

➢Difficulties of managing BAAs with variations

• Policies and procedures

➢Upstream and downstream exposure, variations

• Obligations to CE

• Exposure for subcontractors

➢Limitation of liability

➢Professional and ethical obligations

➢Is BA also a covered entity?
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THE LAWYER AS THE BA

➢What professional responsibilities apply?

➢Could there be an ethical conflict?

➢Are you negotiating with a client over a BAA that you prepared?

➢How much can you negotiate with a client?

➢Can you not indemnify your client?
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CIRCUMSTANCES COVERED

➢“Breach”

• HIPAA breach (might not correlate with fault)

• Of the BAA or underlying contract

➢Violation of law (e.g., HIPAA) on

➢Defend

➢Hold Harmless

➢Indemnitors, indemnitees, third party beneficiaries
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CIRCUMSTANCES COVERED – CONT’D

➢Damages/losses/claims

• 3rd party claims

• 1st party claims (CE v BA)

• What the heck are losses?

➢Attorneys’ fees

• Some states require express provision in order to extend indemnification to attorneys’ fees 

b/w the parties

✓ Monarch Fire Protection District of St. Louis County, Missouri v Freedom Consulting 

& Auditing Services, Inc., 644 F.3d 633 (8th Cir., 2011) 

✓ CVS v Press America
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UNDERLYING CONTRACT

➢ Don’t forget the underlying contract

• Separate indemnification provisions?

• Interplay

• Different risks

− Privacy/security concerns and potential exposure

− Breach costs

• Which provisions control?

• Dispute resolution provisions
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INCORPORATION OF INDEMNIFICATION LIMITATIONS FROM

THE MASTER SERVICES AGREEMENT?

➢Exclusions?

➢Is it meaningful indemnification?

• 6 or 12 months of services fees cap?!
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LIMITATION OF LIABILITY

➢ Cap

• $

• BA’s compensation 

➢ Exclusion

➢ indirect, consequential, special

➢ the indemnitee’s noncompliance, acts and omissions

➢ Comparative/contributory fault

➢ By type of cost

➢ Breach notification out-of-pocket costs

➢ CMPs due to indemnitor’s noncompliance

➢ Professional fees
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LIMITATION OF LIABILITY – CONT’D

➢ Great for the BA/Not great for the CE

➢ Where does breach notification fit?

➢ A single breach can be HUGE!

➢ “It’s not fair” v. “It’s a cost of doing business”

➢ Understanding of business risk

➢ Who should bear the risk? 

➢ Economics – e.g., tight margins,

➢ Leverage
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NOTIFICATION AND DEFENSE

➢ Notification of claims

➢ Participation/control of defense

➢ Reputation/goodwill
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UNILATERAL INDEMNIFICATION

➢ Unilateral indemnification 

• Risk of reciprocal application?

• Prevailing party entitled to award of one-sided attorneys’ fees (some states):

o Cal.Civ.Code § 1717

o Or. Rev. Stat. § 20.096

o Utah Code. Ann. 1953 § 78B-5-826

o Wash. Rev. Code 4.84.330.
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MUTUAL INDEMNIFICATION

➢What’s the point?

➢What’s the risk?

➢What’s the problem?

➢Is it fair?

➢Cross-indemnification confusion
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INSURANCE

➢The “judgment proof” BA problem

➢What type of insurance?

• What’s actually covered?

• What’s excluded?

• What are the policy limits?

• Restricted panel of legal counsel?

➢Including the Covered Entity as a named insured

➢Limits

➢Coordination

➢Potential impact on coverage
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REDUCING RISK THROUGH DUE DILIGENCE

➢Do you know who you’re engaging?

• Did the entity push back on signing a BAA in the first place?

➢Have you audited your BA?

• How extensive?

• How often?
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HOT TOPICS

➢Overly Expansive Definitions

➢Timing for Breach Notification

➢Payment for Breach Notification & Mitigation

➢Indemnity/Limitations on Liability

➢Audit Rights

➢Right to Cure Before Termination

➢Right to Determine if Return/Destruction is Infeasible

➢Notification of Secretary

➢Timing for Access, Amendment, and Accounting

➢Use of the “Cloud”

➢Right to Approve Subcontractors

➢State Law Requirements

➢Encryption
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HOT TOPICS

➢Equitable Relief

➢International Subcontractors

➢Notice Regarding Subpoenas/Legal Action

➢Right to Control Litigation

➢Unilateral Amendment

➢Ownership of PHI

➢Specific IT Requirements

➢Compliance with CE’s Policies/Procedures

➢Minimum Necessary—for CE

➢42 CFR Part 2

➢Gramm-Leach-Bliley Act

➢Red Flag Rules

➢Shenanigans
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Disclaimer

This presentation and related materials are provided for general 

information and do not include a full analysis of the matters presented. 

They should not be construed or relied upon as legal advice or legal 

opinion on any specific facts or circumstances.


