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This presentation is for educational purposes only and does not 
constitute legal, tax, or other professional advice.
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At Brooks Pierce, we help our clients grow globally. As a multi-
disciplined business law firm, we provide innovative, strategic, 
and timely advice to clients seeking to enter or expand in the 
United States or foreign markets.
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International & Cross-Border Practice

Our attorneys are skilled at handling issues involving: 
• Cross-border mergers and acquisitions

• Establishment of U.S. and foreign subsidiaries

• Economic incentives

• Importing and exporting

• Transportation and Ports

• Federal Maritime Commission

• Foreign Corrupt Practices Act



Brooks Pierce has developed an extensive 
network of accounting, trade consulting, 
advisory and legal professionals around 
the globe. We are members of Geneva 
Group International, one of the world's 
leading organizations of law, accounting, 
and consulting firms (www.ggi.com).
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Seyfarth Shaw LLP’s International Corporate and Commercial (ICC) Team

Whether it is a cross-
border acquisition, 
strategic alliance, 
corporate restructure 
or divestment, ICC 
helps organizations 
achieve their global 
growth strategy.

Protecting and 
defending assets is 
important for any 
organization. This is 
particularly so for our 
ICC clients with 
significant IP 
portfolios.

Our ICC team helps 
companies 
successfully and 
proactively navigate 
through an increasing 
maze of corporate 
governance, 
compliance, privacy 
and security laws and 
regulation.

Strategic Business 
Growth

Business 
Protection

Regulatory 
Compliance
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Program Outline

1. Cross-border transactions 

13



Planning Considerations

1. Does the deal make sense? 

2. Who has authority to deal?

3. Where are the hidden risks?
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Does The Deal Make Sense?

• Will it work?

• Does it pass the laugh test?

• Is there sufficient margin to justify the risk?

• Is it tax-driven or based on other technical 
arrangement which may be subject to 
change?

• What are the alternatives?
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Does the Deal Make Sense

• Consider all Costs

• Costs may include, without limitation, product 
costs, licenses and royalties fees, insurance 
costs, freight, import duty, warehousing, 
terminal handling charges, customs brokerage 
fee, bank costs, state or local taxes, 
governmental regulations, and other informal 
or non-tariff barriers

• Sometimes referred to as “landed costs”
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Does the Deal Make Sense?

• Have we identified all intellectual property and licenses 
needed?
– Brands and logos– trademark 

– Creative works– copyright                 

– Inventions– patents

– Secret sauce– trade secrets

– Business terms– non-disclosure provision or agreement
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Does the Deal Make Sense

• Have market and cultural issues been 
considered?

• Have shipping and time delays been 
considered?

• Don’t count on immediate success funding 
ongoing operations
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Who Has Authority To Deal?

• Who are the necessary decision makers?

• Obtain independent confirmation of authority

• What government approvals are required? 
(Local, State/Regional and Federal/National)
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Who Has Authority To Deal?

• What is the process and cost of the 
approvals?

• Can the approvals be obtained by foreign 
company or national or successor owner?
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Where Are The Hidden Risks?

Every deal has them. Find them.

• Risk of product 
quality/performance/service or warranty

• Risk of loss/insurance and transportation-
related issues (Incoterms)

• Risk of payment (letter of credit or 
performance bond)
– Political, legislative or foreign exchange risks.
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Where Are The Hidden Risks?

• Will my patent, copyright or other 
intellectual property and know-how be 
protected?

– NDA’s

• Will the economic climate or market 
change?
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Where Are The Hidden Risks?

• Risk of bad actors or Foreign Corrupt 
Practices Act (15 U.S.C.A. § 78dd-1, et 
seq.) or new EU equivalent laws

• Antitrust issues arising from product 
pricing or price collusion
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To Do

• Research and talk to experienced business 
people, trade associations and experts

• Consider alternatives, insurance, risk sharing 
and other ways to minimize the risk

• Consider a graduated approach with an exit 
strategy; don’t jump head-long into uncharted 
waters

• Avoid Foreign Corrupt Practices Act practices
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Deal Breakers

• Does the deal involve a banned product, country, 
company or individual?

• Check U.S. Bureau of Industry and Security lists:  
www.bis.doc.gov/complianceandenforcment/list
stocheck.htm(“BIS Prohibited Party Lists”), 
consolidated at 
http://export.gov/ecr/eg_main_023148.asp
(“Consolidated Screening List”)

• Have your banker check bank’s flagged 
persons/entity list
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Legal  Considerations / Planning

A. Direct Sales

B. Permanent Establishment

i. Conducting “trade or business”

ii. Excludes:

» Independent agent or broker (not –ee)

» Warehouse

» Facility for preparatory or auxiliary work (not manufacturing)

C. Employees and Contractors
A. Foreign employees

D. Franchise
A. inadvertent?

E. How do we get out/unwind?
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International Tax Considerations

• U.S. income taxation – worldwide income

– Mitigated by credits for taxes paid to foreign 
countries, subject to many important limitations

• Deferral through use of foreign subsidiaries
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International Tax Considerations

• Income tax treaties 

• Withholding obligations applicable to foreign 
vendors for services performed in U.S.

– Get IRS Form W-8 in advance of payment

– IRS Publication 515 lists U.S. tax treaties and 
withholding rates for payments to foreign persons
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International Tax Considerations

• Transfer pricing
– Policy is force allocation of income to respective 

jurisdictions
– Allocates income across affiliates in a controlled 

group
– Does not affect combined income of overall group
– Treats related parties as unrelated
– An IRS priority
– Safe Harbour/De Minimis - NONE in U.S. 
– Transfer pricing is bilateral, must comply in both 

countries 
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International Tax Considerations

• Transfer pricing
– Need Benchmarking analysis report

• Section 6662 Compliant
• Description of business
• Discussion of valuation method selected
• Explanation of comparable data used
• Table of contents to these items
• Arm’s length standard (OECD)
• Best method used = most reliable result
• Quantify the data/range
• Inter-company agreement

– Need written service, lease, license and loan agreements 
between U.S. or foreign parent and subsidiary
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Basic Structures

• Mergers and Acquisitions of existing 
companies or assets

• Establishing a branch office 

• Establishing a subsidiary

• JOINT VENTURE

• Engaging a distributor

• Licensing deal

• Outsourcing
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Mergers

• “Merger of equals” transaction or Acquirer 
takes Target?

– A + B = C

– A + B = A

– A + B = B

• Usually stock/equity deals 

• Management rollover? 
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Acquisitions

• Acquisition of stock/ownership interests 

– Are there holding companies involved? 

– Offshore vehicles (Common jurisdictions: Cayman, BVI, Free zone 
entities)

– Can different classes of shares be issued or not?

• Acquisition of assets

– Identify and analyze what is being bought

– Carve out liabilities and ensure only assets are being conveyed 

• Acqui-hires: Is the purpose of acquisition to bring employees? 
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Branch Office

• Incorporate a branch office or a rep office

• Branch is an extension of parent

• Documentation required to incorporate; 
Authentication/Notarization/Apostille of ownership chain docs is required

• Must reveal ultimate beneficial owners to local authorities? 

• Check local laws and rules/regulations

• Registration costs and recurring filings/costs

• Restrictions as to what branch office can do 

– Advertising

– Marketing

– Selling activities in-country

– Hiring employees/visa issues
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Subsidiary

• Incorporating a wholly owned subsidiary

• Local laws/regulations must be complied with

• What info on ultimate beneficial owners 
needs to be disclosed to regulators

• Are there majority ownership restrictions? Is 
this is a 51%-49% country? 

• Ongoing admin/filing requirements, data 
protection requirements
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Joint Venture

• Commercial undertaking by two or more 
parties to run a business for profit, sharing 
risks with the parties and/or the business 
located in more than one jurisdiction 
– Joint development and joint marketing 

arrangements 

– Area development and franchise relationships 

– Strategic alliances, supply and distribution 
arrangements 
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Joint Venture

• Multiple owners of one corporate vehicle
• Who are the JV parties? 
• The JV corporate vehicle – onshore or offshore? Equity 

allocation and control issues
• Documents governing the JV; Do they need to be filed or 

registered with local authorities
• Shareholders agreements and the like – are they 

enforceable?!
• Operational issues regarding the business; Who makes day-

to-day decisions
• Quality control 
• How to exit the JV if things go belly-up
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Joint Venture - Roadmap

• Identify Objective and KPIs

• Know the Regulatory Requirements 

• Protect IP and Hard Assets

• Have clear and compliant documentation 
that’s enforceable

• Exit Mechanics 
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Joint Venture

• Contractual JV vs. New entity JV

• If new entity, then structure / allocation of responsibilities to be 
clear from outset

• Analyze antitrust/competition issues, tax, foreign investment, and 
other local laws early on and include in definitive documentation 

• Navigate the FDI laws and rules (exchange controls, defense 
matters, sensitive lands, culture, etc.) 

• Flexibility to pivot

• Material needs of the JV for operation, allocate responsibility and 
establish a timeline for achievement of the 

• Granular-level focus: IT, employment, other operational matters
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Joint Venture

• Joint research & development
• Cost sharing
• Mechanism for payment of dividends
• Is profit sharing different from equity holding?
• Who controls IP and other critical assets?

– Upon dissolution, how is IP re-conveyed/divested?

• What happens if one party is unhappy? 
– Exit options: options, ROFR/ROFO, ability to sell to third 

parties
– Valuation issues: Appraised value vs. Book value? Who 

decides in event of dispute? Clear mechanism. 

41



Distributorship Agreements -
Lots of Possible Arrangements

• Export management company/export trading 
company

• Distributor

• Sales agents and brokers

• Piggyback sales
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Distributors

• Clearly define the Principal-Agent relationship

• What is being distributed? To Whom? Where? 
For What Consideration? 

• Ensure Principal is not giving up too much
– IP issues; Licensing

• Avoid commercial agency relationships (“Catholic 
marriage” – No divorce!)

• Delineate the supply chain and manage risk along 
the way
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Licensing 

• Licensor – Licensee relationship

• Limited use 

• Licensing agreements should be sophisticated 
and airtight

• Intellectual property ownership is not being 
changed

• Enforceability and vesting of IP rights

44



Outsourcing

• Outsourcing agreement governs
– Party A contracts Party B to do work for Party A; Party A 

then packages and provides output to Party A’s client

• Clarify communication chain, workstreams and 
delivery dates and standards

• Identify and clarify money flows and payment 
mechanisms

• Liability issues – who takes final responsibility for 
output? Information upon which output is based needs 
to be clear, reliable
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Identify the Commercial 
Arrangement

46

Business Goal Type of Legal Contract

Engage a third party manufacturer / supplier Supply Agreement

Engage a third party licensee Trademark License Agreement

Engage a third party distributor Distribution Agreement

Engage a third party franchisee Franchise Agreement

Engage a third party agent Agency Agreement

Outsource services to a third party Services Agreement

Lease equipment to / from a third party Equipment Lease

Sell products or services directly to 

customers / third parties

Vendor Agreement, Supply Agreement, 

Services Agreement, Purchase and Sale 

Agreement

Engage a third party to provide warehousing 

services

Warehousing Services Agreement



Are Incentives Available?

A.For exporters:  foreign trade shows, trade booths, export 
publications and marketing materials

i. USCS “Gold Key” Service

ii. Credit risk insurance

B. Land and Infrastructure
i. Grants (versus incentive)

ii. Favorable lease and buy-out provisions

C. Tax Credits and Withholdings

D.Cash Incentives

E. Training and Other

F. Competitive Need
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Are other regulatory savings 
available?

A.Foreign Trade Zones

B. Duty Draw-backs

C. IC-DISC?
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Program Outline

2. Key provisions
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Key Terms of Cross-Border 
Agreements

• Is arrangement Exclusive or Non-exclusive?
• What is the Territory(ies)?
• What are the Products and Services?
• Where is the point of delivery and transfer of title? Specify 

INCOTERMS for terms of shipment (EX Works, Delivered Duty 
Paid, Cost Insurance Freight, etc.), consistent with other 
terms of Agreement

• Address inspection and refusal rights
• Who bears cost of marketing?
• What role will parties play in customer complaints, 

returns/warranty and product research and development for 
market?
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• Caution with controlling price for anti-trust and unfair 
competition reasons

• What are the terms for sale (net 45 days, 50% 
prepayment via wire, discretion regarding extension of 
any credit, etc.)  

• Right to amend agreement in certain circumstances?
• Address modification and discontinuance of a product 

and reserve those rights
• Address standard product warranty and limit ability to 

grant warranty or other concessions to customers
• Reserve right to refuse any orders
• Minimum purchase, or sales or inventory 

requirement?
• Protect intellectual property/trademark and 

confidential information
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• Specify insurance requirements

• Specify responsibilities and best practices

• Include audit right

• Include efficient dispute resolution provision - consider 
arbitration and specify which country’s law applies. 

• Specify that all contracts and writings shall be 
furnished and provided in the English language which 
shall prevail over other language versions

• Specify the term, renewal and termination provisions

• Unless expressly desired, disclaim provisions of the UN 
Convention on Contracts for the International Sale of 
Goods (Vienna 1980)(CISG)
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• Address compliance with laws, including export 
laws (require end user statements, no re-export 
or deviation from transport routes/cross-
shipments), Foreign Corrupt Practices Act, no bad 
actors, etc.

• Address express and implied warranties of the 
contracting parties

• Provide clear indemnity and defense obligations

• Address any special administrative or regulatory 
reporting requirements and who pays
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Insurance

• What coverages are needed and who pays?
• Maritime/Transport Hazards 
• Product Loss or Damage
• Products Liability
• Business/Service Interruption
• Data Breach
• IP Infringement Defense Cost and Damages Reimbursement
• Public Liability/CGL Insurance
• Automobile Insurance
• Workers Compensation Insurance
• D&O Insurance
• Rental Insurance
• Health Insurance

– No single payer in U.S.

• Cobra
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Dispute Resolution

• Include good dispute resolution provisions in 
contracts

• Make sure U.S. or other predictable law 
applies

• Keep choice or law and arbitration/forum 
selection clauses SEPARATE

55



Dispute Resolution

• Usually arbitration in convenient location, as U.S. 
Court judgments are not enforceable in any other 
country  

• New York Convention makes arbitral agreements 
and awards enforceable in approximately 128 
countries.  UN Convention on the Recognition 
and Enforcement of Foreign Arbitral Awards, 
done June 10, 1958, 7 I.L.M. 1046 (implemented 
at 9 U.S.C. §§ 201-208 (“New York Convention”)

• List of signatory nations follows 9 U.S.C. § 201
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Dispute Resolution

• In U.S. courts, forum selection clauses are prima 
facie valid and enforceable unless 
“`unreasonable’ under the circumstances”.  M/S 
Bremen v. Zapata Offshore Co., 407 U.S. 1 (1972)

• “Unreasonable” means

– Contravenes strong public policy of the forum in 
which suit is brought; or

– Chosen forum is seriously inconvenient for the trial
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Dispute Resolution

• An “agreement to arbitrate … is, in effect, a  
specialized kind of forum selection clause that 
posits not only the situs of the suit but also 
the procedure to be used in resolving the 
dispute”.  Scherk v. Alberto-Culver, 417 U.S. 
506 (1974) (observing strong policy in favor of 
arbitration, especially in international 
transactions)
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Dispute Resolution

• Statutory claims, including antitrust claims, 
are subject to compulsory arbitration.  
Mitsubishi Motors Corp. v. Soler Chrysler-
Plymouth, 473 U.S. 614 (1985) (in 
international context, where predictability is 
needed, policy reasons that would otherwise 
compel denial of arbitration in a purely 
domestic context do not apply)
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Dispute Resolution

• A poorly drafted arbitration clause is 
frequently worse than no clause at all
– Forum/situs and procedure are inconvenient and 

expensive

– Key parties are not signatories to the clause and 
unavailable

– Key evidence and witnesses are unavailable

– Translation costs are expensive

– Clause or tribunal award are unenforceable
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Dispute Resolution

• Planning is key!  

• Prepare for litigation in national courts when 
considering arbitration
– To compel arbitration

– To issue an injunction, attachment or other 
provisional remedy

– To obtain evidence and compel witnesses to 
testify

– To enforce the award
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Dispute Resolution

• Consider what types of claims are likely?
– Contract
– Tort/Negligence
– Intellectual Property
– Employment

• Consider who the likely parties would be?
– Get all parties in one forum
– Can third-parties or parents and affiliates of parties be 

joined to the proceeding?

• Collectability of Judgment/Enforcement – where are 
the assets and parties?
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Dispute Resolution

• Include waiver of sovereign immunity as to 
tribunal jurisdiction and enforcement of 
award if a party is a foreign government, 
agency or instrumentality

• One arbitrator or three and qualifications?

• Formal tribunal administration or ad hoc?

• Specify the currency of the award

• Reasoned award or not?

63



Program Outline

3. Transaction management
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Transaction Management & 
Compliance Keys Are

• Training

• Adequate personnel and resources

• Processes

• Documentation

• Verification

• Internal controls
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Foreign Bank Account/Information  
Reporting

• Enacted in 2010, the Foreign Account Tax Compliance Act (FATCA) 
is an information reporting regime that is enforced through a 30 
percent gross basis withholding tax on “withholdable payments” 
made to foreign non-compliant entities 

• FATCA is part of an overall U.S. enforcement effort intended to help 
“close the tax gap” by identifying U.S. citizens and U.S. residents 
who beneficially own financial accounts at foreign financial 
institutions (FFIs) or interests in non-financial foreign entities 
(NFFEs) but do not disclose such holdings (or report the associated 
income) on their U.S. tax returns

• U.S. persons and companies with aggregate foreign bank accounts 
over $10,000.00 are required to file annually and timely (no 
extensions) IRS Form TD F 90-22.1
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Information Reporting 
Requirements

• IRS Form 5471 – Information Return of U.S. 
Persons with Respect to Certain Foreign 
Corporations

• IRS Form 8938 – Statement of Foreign 
Financial Assets

• Etc.
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Export License

• Is a U.S. export license required?
– (a) Check the Commerce Department, Bureau of Industry and 

Security’s  Export Administration Regulations (“EAR”) for most 
commercial items on the Commerce Control List (“CCL”, published at 
15 CFR § 774, Supp. 1).

– (b) However, another U.S. agency may have jurisdiction over the 
export of that item type.  For example, the Department of State, along 
with other Defense Department agencies, have jurisdiction over 
defense-related exports (including some intangibles, like software 
code and defense services), for which the Arms Export Control Act 
(“AECA”) 22 U.S.C. § 2778, et seq. and International Traffic in Arms 
(“ITAR”) regulations 22 CFR § 120, et seq. control. The list of ITAR-
controlled items in published at 22 CFR § 121 
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Export License

– (c) Rules of other federal agencies, like FDA, DEA, and DOE control for 
some exports

– (d) US Treasury/OFAC administers regs and Exec. Orders re sanction 
programs (money laundering, human and drug trafficking, conflict 
diamonds, etc.)

• Good resources:  www.export.gov and your local U.S. Export 
Assistance Center
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Export Control Classification 
Number (ECCN)

A key in determining whether an export license is 
needed from the Department of Commerce is 
finding out if the item you intend to export has a 
specific Export Control Classification Number 
(ECCN). ECCNs are five character alpha-numeric 
designations used on the Commerce Control List 
(CCL) to identify dual-use items for export control 
purposes. An ECCN categorizes items based on the 
nature of the product, i.e. type of commodity, 
software, or technology and its respective technical 
parameters.
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Export Control Classification 
Number (ECCN)

An ECCN is different from a Schedule B number, which is 
used by the Bureau of Census to collect trade statistics. It 
is also different from the Harmonized Tariff System 
Nomenclature, which is used to determine import duties.

All ECCNs are listed in the Commerce Control List (CCL) 
(Supplement No. 1 to Part 774 of the EAR), which is 
divided into ten broad categories, and each category is 
further subdivided into five product groups. The first 
character of the ECCN identifies the broader category to 
which it belongs and the second character identifies the 
product group (see example and boxes below).
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 Commerce Control List Categories  
0 = Nuclear materials, facilities and equipment (and 

miscellaneous items) 

1 = Materials, Chemicals, Microorganisms and Toxins  

2 = Materials Processing 

3 = Electronics 

4 = Computers 

5 = Telecommunications and Information Security  

6 = Sensors and Lasers  

7 = Navigation and Avionics 

8 = Marine 

9 = Propulsion Systems, Space Vehicles, and Related 

Equipment 

 

Five Product Groups  
A. Systems, Equipment and 

Components 

B. Test, Inspection and Production 

Equipment 

C. Material 

D. Software 

E. Technology 

If Your Item is Not on the Commerce Control List - EAR99 

If your item falls under the jurisdiction of the U.S. Department of Commerce and is not listed on the 

CCL, it is designated as EAR99. The majority of commercial products are designated EAR99 and 

generally will not require a license to be exported or reexported. However, if you plan to export an 

EAR99 item to an embargoed or sanctioned country, to a party of concern, or in support of 

a prohibited end-use, you may be required to obtain a licensekck 



Export License

• Exports from other countries must comply with export control 
laws of that country and U.S. export control laws

• U.S. laws follow your products wherever they go around the 
world 

• Four “P’s” – Product, Person, Place and Purpose
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When Exporting or Re-exporting 

Products You Must... 

Know Your Customer.  Watch for Red Flags! 

Exporters must comply with “know your customer” and 
“red flag” due diligence requirements at 15 CFR Part 
732 Supp. No. 3  

If potential risks are disclosed, may not proceed until 
compliance risk is resolved

Note: The regulations change frequently. Each 
transaction may have different circumstances that need 
to be addressed 
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Red Flags may include…

• The customer or its address is similar to one of 
the parties found on the Commerce 
Department's [BIS'] list of denied persons

• The customer or purchasing agent is reluctant to 
offer information about the end-use of the item

• The product's capabilities do not fit the buyer's 
line of business, such as an order for 
sophisticated computers for a small bakery

• The item ordered is incompatible with the 
technical level of the country to which it is being 
shipped, such as semiconductor manufacturing 
equipment being shipped to a country that has 
no electronics industry
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• The customer is willing to pay cash for a very 
expensive item when the terms of sale would 
normally call for financing

• The customer has little or no business 
background

• The customer is unfamiliar with the product's 
performance characteristics but still wants the 
product

• Routine installation, training, or maintenance 
services are declined by the customer

• Delivery dates are vague, or deliveries are 
planned for out of the way destinations
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• A freight forwarding firm is listed as the 
product's final destination

• The shipping route is abnormal for the 
product and destination

• Packaging is inconsistent with the stated 
method of shipment or destination

• When questioned, the buyer is evasive and 
especially unclear about whether the 
purchased product is for domestic use, for 
export, or for reexport

77



Always consider the following... 

• Do you really know your customer? 

• Does your international customer know “their” customer? 

• Will your customer “use” or resell your product? 

• What is the end-use of your product? 

• Are you sure your customer/end-user is not on one of the 

restricted end-users / end-uses lists? 

• Who is the exporter/re-exporter of record? 

• Have you obtained the required licenses? 

• Have you determined authorizations or exemptions? 
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• End-user certificates and the use of “destination 
control statements” (items shall not be re-
exported or transferred, etc.) may be required.  
15 CFR 758 and elsewhere in regs

• Such statements are not in themselves 
satisfactory due diligence (but may count 
towards mitigation)
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Fines and Penalties 

• The United States government takes compliance 
with its export laws and regulations very 
seriously. The US government rightfully expects 
the exporting community to partner with it to 
help protect national security. Companies both 
large and small face potentially large fines, civil 
penalties, and possible criminal prosecution if a 
violation of export laws occurs 

• Violations are outlined in Section 764 of the EAR 
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Fines and Penalties 

Penalties can include:

• up to 20 years imprisonment

• fines of up to $1,000,000 upon criminal
conviction

• penalties of up to $250,000 per violation for
administrative offenses

• Note: Those fines and penalties may come in 
addition to a foreign country’s ones 
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U.S. Customs

a. Identify U.S. Schedule B product classification 
number when exporting –
www.census.gov/foreign-trade/schedules/b. 

b.Identify U.S. Harmonized Tariff System (“HTS”) 
code for import –
http://www.usitc.gov/tata/hts/index.htm. 
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U.S. Customs

• Use correct U.S. and foreign classification 
numbers for correct classification and to avoid 
fines or unnecessary customs duties
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Standards and Inspections

• Identify any applicable product standard or 
inspection regulations in the countries of 
export and import

• CE Mark (EU), product specific performance or 
content requirements, etc.
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Best Practices

• Get away from paper and spreadsheets

• Store information on an accessible system or 
web portal

• Store information and classifications in a 
logical fashion by product, part, use, country, 
business unit, etc.
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Best Practices

• Avoid manual documentation processes and 
checking of prohibited party lists to increase 
efficiency and reduce mistakes and false 
positives

• Use software or third party vendors 

• Electronic communications are less likely than 
paper to be lost.  E.g., a license separated 
from export filing results in auto cargo seizure
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Best Practices

• Invite trade partners into web system to 
capture all data related to transaction

• Keep export licenses current and maintain 
procedure to ensure licenses and DDTC
registrations remain current

• Assign adequate people and resources to 
manage compliance
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Data Security – What Is it?

• The security of “personal information” of 
others that businesses own, license, maintain, 
or possess

• All formats – paper, electronic, and cloud
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What Is “Personal Information”?

• A person’s
– Last name

– First name or first initial;

• AND
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What is “personal information”

• AND …

• Social security number

• Date of birth

• Drivers’ license number

• Credit card number

• Any other information to access financial data
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What Laws May Apply?

• Federal Trade Commission

• 47 State Security Breach Statutes

• HIPPA

• Financial Privacy – Banking/Securities

• Consumer Privacy

• GDPR
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Data Security – Check Up

• What kind of personal information do you 
currently collect from consumers?

– Credit card transactions

– Employee information

– Health information

– Personal Data
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Data Security – Check Up

• How do you collect personal information from 
consumers?

– Consumer transactions

– Business-to-business transactions

– Loyalty cards/rewards program

– Customer “sign up” forms

93



Data Security – Check Up

• Do you own or license personal information?

• Do you maintain or possess personal information? 

• What do your contracts say?
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GDPR Compliance
General Data Protection Regulation (EU) 2016/679 (“GDPR”)

• Companies must
– Obtain consent from EU customers for processing 

their personal data for specific purposes

– Make certain disclosures regarding how the 
personal data is processed

– Develop technical and procedural mechanisms to 
respond to EU customers’ data rights

– Take on additional responsibilities, including in 
response to breaches
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GDPR Compliance

• Companies may take these actions to obtain 
consent

– Build mechanisms into their websites to obtain 
consent (e.g., checkboxes at data entry points)

– Maintain records of consent

– Email communications with opt-out language and 
mechanism
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GDPR Compliance

• When EU customers submit personal data, company 
websites should disclose:
– Contact details for data controller
– Purposes and legal basis of data processing
– Recipients or categories of recipients of personal data (if 

applicable)
– Period for which data is stored or, if not possible, criteria used 

to determine storage period
– Existence of customers’ rights (e.g., requests, objections, 

transfers, withdrawal of consent, etc.)
– And more

• Disclosures may appear on updated website privacy policy 
with an announcement on a company’s website
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GDPR Compliance

• Mechanisms must carry out the following requirements in 
response to EU customer rights
– Customer access to personal data 
– Customer correction or supplementation of inaccurate or incomplete 

personal data
– Erasure of personal data
– Restricting of personal data
– Receiving or transferring personal data
– Objecting to processing of personal data
– Not subject customers to decisions based solely on automatically 

collected data (e.g., profiling)

• Note that there are other considerations in response to breaches, 
when new technology is rolled out, policy considerations, etc.
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FOREIGN CORRUPT PRACTICES ACT 
(“FCPA”)
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The Foreign Corrupt Practices Act of 1977, as 
amended, 15 U.S.C. §§ 78dd-1, et seq. (“FCPA”), 
was enacted for the purpose of making it 
unlawful for certain classes of persons and 
entities to make payments to foreign 
government officials to assist in obtaining or 
retaining business – “anti bribery”
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The World Economic Forum estimates that 
corruption increases the cost of doing business 
by up to ten (10%) percent on average
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Amendments in 1998 extended the anti-bribery 
provisions to foreign firms and persons who 
cause, directly or through agents, an act in 
furtherance of such a corrupt payment to take 
place within the territory of the United States
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The FCPA also requires companies whose 
securities are listed in the United States to meet 
its accounting provisions, including internal 
controls. See 15 U.S.C. § 78m
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High Risk Countries?
Diagram © Transparency International 2014
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FCPA Enforcement Statistics



Company Amount Year

Siemens $800 2008

Alstom $772 2014

KBR/Halliburton $579 2009

BAE $400 2010

Total S.A. $398 2013

Alcoa $384 2014

Snamprogetti Netherlands $365 2010

Technip S.A. $338 2010

JGC Corp. $219 2011

Daimler AG $185 2010
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FCPA Provisions

• Anti-bribery provisions.  
– Sec. 30A of the Securities Exchange Act of 1934

• Accounting provisions
– Accurate books and records — Sec. 13(b)(2)(A)

– Internal controls — Sec. 13(b)(2)(B)
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FCPA – Anti-bribery Elements

• You are potentially liable if you are:

– an issuer, domestic concern, or any foreign person in the 
U.S., who

– corruptly

– pays or offers to pay anything of value
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FCPA – Anti-bribery Elements

• . . . to a foreign official, or to any person while knowing that 
all or part of a payment will be offered or paid to a foreign 
official

• for the purpose of influencing the official or to secure any 
improper advantage

• in order to obtain or retain business
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Issuers

• publicly held companies that are traded on a U.S. exchange

• includes foreign companies issuing American Depository 
Shares that are registered and traded on a U.S. exchange
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Domestic Concerns

• Any business that has its principal place of business in the U.S. 
or is organized under the laws of the U.S.

• Includes individuals who are citizens, nationals, or residents 
of the U.S.
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Foreign Person

• Includes natural and legal persons that are not issuers or 
domestic concerns

• Foreign officials themselves are not subject to the FCPA
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Who is a foreign official?

• “any officer or employee of a foreign gov’t or any 
department, agency, or instrumentality thereof, or of a public 
international organization, or any person acting in an official 
capacity for or on behalf of any such gov’t or dept, agency or 
instrumentality.” Sec. 30A(f)(1)(A)
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Who is a foreign official?

• “Agency or instrumentality” includes state-
owned enterprises

• So employees of a state-owned business are 
government officials under the FCPA, even if 
they would not be considered government 
officials under local law 
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Must the benefit be received 
by the foreign official?

• The plain text says “to”

• But gifts to charities and relatives can be 
construed as intended to influence 
government officials
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What does “knowing” mean?

• Originally, “having reason to know” was 
enough

• Since 1988, it encompasses “conscious 
disregard” and “willful blindness,” but not 
negligence

116



What does “knowing” mean?

• Red flags

– country

– industry

– refusal of certification

– ties to the government

– anonymity

– recommendation by 
customer

– lack of ability

– agency is illegal

– statements by agent

– size of payment or 
commission

– method of payment
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Facilitating/Grease Payments

• Exempts payments to a foreign official “the 
purpose of which is to expedite or to secure 
the performance of a routine governmental 
action”. 15 U.S.C. §§ 78dd-1(b), 78dd-2(b)

• E.g., permits, licenses, visas, connecting utility 
service, unloading cargo, etc.
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KEY - the foreign officials' duty being paid to 
facilitate must have been within their normal 
role and authority and non-discretionary
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Industry-wide Sweeps

• Have included:

– Oil services industry

– Pharmaceutical companies

– Financial industry

– Medical devices

• Makes the government less reliant on 
voluntary disclosures
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Third-party Agents

• Often cannot be avoided

• Carry great risk

• Due diligence must be done
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Things you can do

• Don’t bribe foreign government officials

• “Foreign official” is interpreted very broadly

• Conduct a comprehensive risk assessment

• Have compliance codes that people read and 
understand

• Conduct real training
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Things you can do

• Conduct real internal audits

• Conduct due diligence on acquisitions to expose 
liabilities as well as assets

• Review sales agent and vendor contracts and include 
provisions on compliance with anti-corruption laws

• Know who your third-party agents are
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Things you can do

• Have the chief compliance officer report to your 
company’s audit committee or CEO

• Maintain a hotline/process to receive and reward 
tips
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Compliance

For particular FCPA compliance questions, seek 
the advice of counsel and consider using the 
Department of Justice's FCPA Opinion Procedure
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• www.justice.gov/criminal/fraud/fcpa

• www.justice.gov/criminal/fraud/fcpa/guide.pdf
(2012 FCPA Resource Guide)

• www.sec.gov/investor/alerts/fcpa.pdf

Useful Links
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Supply Chain – Legal Issues
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Contract 
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Terms  
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Compliance
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Choice of law, dispute 
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U.S. Customs-Trade Partnership
Against Terrorism
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C-TPAT Program Requirements

• Business Partner Requirements
– must have written and verifiable processes for the screening and 

selection of business partners including foreign consolidators, 
customers, contractors, carriers, and vendors

• Perform background checks on all potential business partners including 
foreign consolidators, customers, contractors, carriers and vendors and 
review financial records from each potential business partner 

– Must ensure that contracted service provider companies who provide 
transportation, cargo handling, and security services commit to C-
TPAT Security Guidelines

• Require each contracted service provider to sign an agreement by which 
they commit to C-TPAT Security Guidelines 

• Must Periodically review the performance of the service providers 
to detect weakness or potential weaknesses in security
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Information Technology Security

– IT integrity must be maintained to protect data 
from unauthorized access or manipulation

– Automated systems must use individually 
assigned accounts that require a periodic change 
of password.  IT security polices, procedures and 
standards must be in place and provided to 
employees in the form of training
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Financial Security

• Global Partner’s financial security also should 
be checked periodically (bank or CPA 
references, confirmation of timely payments 
to vendors, etc.)

• For example, 3PLs whom you pay and they 
pay truckers, freight forwarders, etc.

• Carriers have lien and right to sell cargo
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Contractual Security

• Use appropriate contracts consistently 
(Transportation Agreement, Tariff, Bills of Lading, 
Warehouse Receipt, Commercial Invoice, 
Purchase Agreement or License, Agent or 
Distributor Agreement, etc.)

• Avoids shifting of payment responsibilities and 
liabilities

• Ensures regulatory compliance
• Have professional review periodically, as laws 

and regulations change
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ALWAYS REMEMBER

1. A contract is only as good as the parties to it

2. Notwithstanding No. 1 above, get it in writing

3. Share the risk.  Partner, insurance, etc.  Closer 
and more familiar is less risky – Canada, 
Mexico, etc.

4. Beware of form agreements and blanks; 
understand what the terms are
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ALWAYS REMEMBER

5. Understand what nation’s law will apply 
and what the dispute resolution provisions 
will be

6. Get a copy of your contract

7. Bill timely and regularly. Determine 
beforehand how and when you will be paid

134



ALWAYS REMEMBER

8. Immediately address any questions or 
concerns regarding billing or performance

9. Beware of timelines; respond to all 
communications timely

10. Trust your instincts

11. Associate with successful, honorable 
people and you will be likewise
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QUESTIONS?
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THE END

137


