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What do State Attorneys General do?

• Chief legal officers of the states and territories of the United States.

• Represent and advise all state agencies.

• Blend of lawyer, legislator, law enforcement officer, and politician

State AG Overview
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State AG Overview (cont.)

I. Enabling acts in each state, grant authority to 

State AGs to undertake investigations and 

enforcement actions.

II. Parens patriae authority, inherent authority to 

act on behalf of the state to protect the state’s 

citizens. 

III. Statutory authority in some circumstances (both 

state and federal).  

Sources of State AG Authority 

Multistate Investigations

State AGs historically took a “siloed” approach, but they now frequently collaborate through a 

multistate approach, investigating issues across jurisdictions, using parallel sources of 

enforcement authority.
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2022-23 Trends in State AG Enforcement and Oversight

Spotlight on Active State AGs
California, D.C., Illinois, Massachusetts, New York, 

Pennsylvania, Texas, Vermont

Emerging Technologies
I. Autonomous and electric vehicles

II. Artificial intelligence and machine learning 

(allegedly discriminatory algorithms and facial 

recognition)

Data Privacy
I. Oversight of data breach and ransomware 

attacks

II. Consumer privacy initiatives 

Financial Services
I. Cryptocurrency

II. Higher interest rate lending, including sub-prime 

and usury claims

Recent Noteworthy Enforcement Actions and 

Other Areas of State AG Enforcement Activity
I. False Advertising and Marketing

a. “Dark Patterns”

b. Drip pricing

c. Other deceptive marketing practices

II. Investigations Encompassing Entire Supply Chain

a. Opioids litigation targeted individual 

pharmacies, major retailers, manufacturers, 

distributors, and advertisers.

b. Texas AG issued subpoenas to drug 

manufacturers, wholesalers, and PBMs 

regarding insulin pricing

III. Expanding Reach of Statutory Authority

a. “First-of-its-Kind” actions under UDAP (e.g., 

DC AG Washington Commanders case)

b. Drafting/supporting legislation to expand 

authority (e.g., CO auto-renewal disclosure 

requirements).



15 New AGs on the Block

Arkansas 

Tim Griffin

District of Columbia

Brian Schwalb

Idaho

Raul Labrador
Iowa

Brenna Bird 
Kansas 

Kris Kobach

Maryland 

Anthony Brown 

Massachusetts

Andrea Campbell  
Nebraska

Mike Hilgers   

New Mexico 

Raul Torrez  
Oklahoma

Gentner Drummond    

South Dakota 

Marty Jackley     

Vermont 

Charity Clark      

Arizona 

TBD 

Missouri

Andrew Bailey
Pennsylvania 

TBD 



Coordinated efforts between federal 

regulatory agencies and states:

I. Regulatory agendas often intersect.

II. State AGs work to fill in the gaps and regularly join 

forces with FTC, HHS, SEC, CFPB, and FDA

III. With CFPB authority somewhat curtailed by the Fifth 

Circuit’s Decision in CFSA v. CFPB, state AGs will look to 

fill the regulatory vacuum as they did with respect to the 

FTC after the U.S. Supreme Court decision in AMG Capital 

Management, LLC v. FTC.  The CFPB’s May 2022 

interpretative ruling clarified the State AGs’ concurrent and 

independent authority to enforce federal consumer financial 

laws. 
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State 

Attorneys 
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In sum, companies today face increased risks from regulatory bodies at the federal, state and 

local levels due to several trends, including:

• Federal regulators enlisting state regulators to help broaden their reach and enforce federal policy 

goals.

• State AGs collaborate across borders to investigate a single entity or industry, often forming 

multistate groups that can pool resources and influence policy on a national scale. 

• State AGs currently scrutinizing the financial services, automobile, data privacy, pharma, and 

tobacco/cannabis industries.

• Local governments flexing their regulatory muscle, including through use of local unfair and deceptive 

acts and practices (UDAP) ordinances, false claims ordinances and novel legal theories (e.g., public 

nuisance).

Regulatory Investigations: Emerging Trends
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At the outset of every regulatory investigation, it is important to keep public records concerns in mind.

• Regulators use Civil Investigative Demands (CIDs), subpoenas or informal requests to gather information during 

regulatory investigations to help determine whether the recipient or a third-party has violated the law.

• Regulators may also use a CID or subpoena to gather information about a particular business or industry as a whole.

• The CID or subpoena is legally enforceable and requires companies to provide the requested information, through 

document productions, interviews, or both.

• Inquiries can be extremely broad and invasive. They may require production of voluminous records—including 

sensitive business information—over a short period of time.

• Parties may negotiate and litigate over scope and timing of productions, but CIDs are rarely quashed.

• Businesses facing high-risk state or federal regulatory investigations, or litigation and parallel consumer actions are 

often asked to provide highly confidential information to state and federal regulators

• Private records provided to the state in an enforcement action may be subject to disclosure soon after the relevant 

information is transferred.

Regulatory Investigations Raise Public Records Concerns



Overview of Public
Records Laws
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All fifty states, the District of Columbia, and the federal government have laws providing for 

public access to public records.

• The federal Freedom of Information Act (FOIA) allows the public to request information from federal 

agencies.

• Every state has a FOIA analog.

To determine whether a record is public, generally ask:

• Do the records at issue relate to the public’s business? In some states, any record held by a public 

official is presumptively related to public business.

• Are the records at issue held by a public agency?

Public Records
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State public records laws are typically very broad.

• California. “Any writing containing information relating to the conduct of the public’s business 

prepared, owned, used, or retained by any state or local agency” is a public record. Public may 
access “disclosable public records in the possession of the agency.” Calif. Gov’t Code § 6252(e).

• Florida. “all documents . . . regardless of the physical form, characteristics, or means of 

transmission, made or received pursuant to law or ordinance or in connection with the transaction of 
official business by any agency.” F.S. § 119.011(12).

• Ohio. “Records kept by any public office” (subject to several enumerated exceptions). Ohio Code §
149.43.

• South Carolina. All records “prepared, owned, used, in the possession of, or retained by a public 
body.” S.C. Code § 30-4-20(c).

• Virginia. Writings and recordings “in the possession of a public body or its officers, employees or 
agents in the transaction of public business.” Va. Code § 2.2-3701.

Public Records: Definitions
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“To facilitate public scrutiny of the conduct of public officers, the

statute generally permits public access to writings held by them in

their official capacities, regardless of origin.”

– Supreme Court of Iowa

Howard v. Des Moines Register & Tribune Co., 283 N.W.2d 289, 299 (Iowa 1979)

Public Records
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Private records easily may become public.

Robbins, Geller, Rudman & Dowd LLP v. State of Washington, 179 Wn. App. 711 (Wash. Ct. App. 2014)

• The Washington Attorney General’s Office requested qualifications and quotations from a law firm.

• The law firm provided the requested private records but indicated that certain information was 

proprietary.

• The Washington Court of Appeals held that the information qualified as a public record and ordered 

disclosure.

Seattle Children’s Hospital v. King County, No. 81175-4-I (Wash. Ct. App. 2020) (unpublished)

• State and local health departments were assisting a hospital with an investigation of mold infections. 

The hospital provided them private records as part of the investigation.

• Though private patient information was redacted, the hospital’s private records became subject to 

public disclosure.

Records from Regulatory Investigations: Examples
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Though the public generally has access to public records, there are exemptions.

• If an exemption applies, (1) exempt information redacted or (2) records withheld in their entirety.

• Examples of typical exemptions:

– Trade secrets and sensitive business information

– Privileged materials

– Working papers reflecting deliberative process

– Settlement negotiations

– Public safety information

– Confidential bidding / procurement information (until awarded)

Exemptions Generally
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Depending on the state, “trade secret” may be defined according to . . .

• A definition in the public records law (Connecticut, South Carolina, Texas)

• A definition in the state’s trade secrets protection act (Florida, New Mexico, North Carolina, Virginia)

• A definition from the Restatements of the Law (New Jersey, Missouri, California courts)

Common elements include . . .

• Content. Codes, cost data, customer lists, designs, devices, drawings, formulas, methods, patterns, 

plans, processes, programs, techniques, etc.

• Value. Information derives independent economic value from not being generally known.

• Competitive Advantage. Information provides an advantage over competitors who do not know it.

• Secrecy. Reasonable efforts to maintain secrecy.

Exemptions: Trade Secrets
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In addition to exempting trade secrets, some states provide an exemption for other sensitive 

business information.

• California protects “corporate proprietary information.” Cal. Gov’t Code § 6254.15.

• Colorado protects “confidential commercial [or] financial data . . . furnished by or obtained from any 

person.” Colo. Rev. Stat. § 24-72-204(3)(a)(IV).

• New Jersey protects “proprietary commercial or financial information obtained from any source.” N.J. 

Stat. § 47:1A-1.1(1).

• New York protects information “submitted to an agency by a commercial enterprise or derived from 

information obtained from a commercial enterprise and which if disclosed would cause substantial 

injury to the competitive position of the subject enterprise.” N.Y. Pub. Off. Law § 87(2)(d).

• Texas protects “commercial or financial information for which it is demonstrated based on specific 

factual evidence that disclosure would cause substantial competitive harm to the person from whom 

the information was obtained.” Tex. Gov’t Code § 552.110(c).

Exemptions: Sensitive Business Information
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Understand the state’s definition of “trade secret” or “commercial or financial information.”

Prepare for a fact-specific inquiry: 

• Provide a factual explanation of the significance of the information at issue;

• Explain the importance of its ongoing secrecy; 

• Document the steps taken to protect its secrecy; and

• Prepare to submit sworn affidavit or declaration substantiating confidentiality claim.

Exemptions: Practical Guidance
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A settlement agreement may be subject to disclosure even if it says it must be kept confidential.

• Abbott v. GameTech International, No. 03-06-00257-CV, 2009 Tex. App. LEXIS 4554 (Tex. App. 3d Dist. 

June 17, 2009). A Texas Court of Appeals held that settlement communications with the Texas Lottery 

Commission were subject to disclosure under Texas’s Public Information Act, after the Lottery Commission 

withheld letters discussing settlement terms.

• Citizens Communications Co. v. Department of Attorney General, 931 A.2d 503 (Maine 2007). Settlement 

negotiations records must be disclosed. There is no settlement negotiation privilege, and the attorney-client 

privilege does not apply.

• Register Division of Freedom Newspapers v. Orange County, 205 Cal. Rptr. 92 (Cal. Ct. App. 4th Dist. 

1984). A California Court of Appeal affirmed an order compelling disclosure of settlement records. 

Assurances of confidentiality were “inadequate to transform what was a public record into a private one.”

• State ex rel. Cincinnati Enquirer v. Dupuis, 781 N.E.2d 163 (Ohio 2002). A settlement proposal was subject 

to disclosure despite a trial-preparation exemption, a protective order, a confidentiality clause, professional 

conduct rules, an investigatory work product exemption, and the federal Freedom of Information Act.

Exemptions: Settlement Negotiations
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In some states, settlement negotiations may be protected (though caution is warranted).

• City of Pittsburg v. Silver, 50 A.3d 296, 297 (Pa. Commw. Ct. 2012). Pennsylvania’s Commonwealth 

Court held that an attorney’s records memorializing settlement negotiations should not be disclosed 

based on work product doctrine, attorney-client privilege, and evidentiary rules.

• Connecticut Code § 1-210(b)(4). Exempts records “pertaining to strategy and negotiations with 

respect to pending claims or pending litigation to which the public agency is a party until such 

litigation or claim has been finally adjudicated or otherwise settled.”

Exemptions: Settlement Negotiations
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Even if an exemption appears applicable, there are sometimes exceptions to the exemptions.

California example:

• “Notwithstanding any other provision of law, all air pollution emission data, including those emission 

data which constitute trade secrets . . . are public records.” Cal. Gov’t Code § 6254.7(e).

Texas example:

• “Contracting information is public and must be released unless excepted from disclosure under this 

chapter.”  Tex. Gov’t Code § 552.0222(b)

– “Contracting information” includes executed contracts, overall pricing terms, descriptions of items to be delivered 

with total price for each, contract deadlines, remedies for breach, identity of subcontractors, execution and 

effective dates, contract term

Exemptions: Exceptions



Strategies to Avoid Disclosure 
of Business Records
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Seek protections against public disclosure of sensitive information before producing it through 

Protective Order or Nondisclosure Agreement. Consider proactive measures, not just when being 

investigated, but also when contracting with government entities. Agreement will not protect 

information properly subject to disclosure, but will guard against improper disclosure.

• When contracting with the government, address how confidential documents will be handled in 

non-disclosure agreement, being careful to consider applicable state law.

• When being investigated, the subject of the investigation may need to request issuance of CID or 

subpoena, if initial inquiry was informal, to take advantage of statutory protections.

• Address the manner of identification and designation of confidential information when it is produced 

to the state (e.g., documents marked “Confidential – Subject to Agreement”).

• Avoid giving unnecessary material to the government. 

Proactive Strategies
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• Consider whether to include indemnification provision, in case the state agency has to defend its 

decision to withhold documents.

• Set forth procedures to follow if the state receives a third party’s public-records request for the 

designated information.

– Example: advance notice from the state regarding production of relevant records in response to a third party’s 

request.

– Request assurance that such notice will be given, even if the state has a statutory notice requirement.

• Address distribution to other government entities, including those in other states.

• Address what happens to confidential materials when investigation has ended.

Proactive Strategies (cont.)
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When private information becomes subject to a public records request, advocate against 

disclosure to the relevant state agency.

• Explain to the state agency why the information should not be disclosed. Some states specify formal 

procedures for addressing objects to public records request.

• If the state is persuaded that the information should not be disclosed, the business is more likely to 

succeed if litigation ensues.

• Consider offering to indemnify the public entity for costs associated with legal steps necessary to 

protect information.

Reactive Strategies



26

Prepare to litigate.

• Administrative process may apply (and exhaustion of remedies may be required).

• Requestor may seek a court order requiring production.

• Business may seek a court order preventing disclosure.

• Often public record cases are held on a truncated timeline.

• Even if the state defends the nondisclosure in court, the business should consider whether it wants to 

intervene as well.

• In camera review of documents often will be required.

• Costs and fees may be awarded to requestor who secures release of documents and information.

Reactive Strategies (cont.)



Using Public Records Requests 
as a Tool
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Under appropriate circumstances, businesses and their counsel may wish to consider using the 

state’s public records laws to gather information that may be informative.

Businesses may want to know what information the state has collected about them.

• This could be particularly useful if a business wants to conduct an internal investigation of a particular 

compliance issue.

• Particularly given that CIDs can be issued requesting information from third parties, a business may 

not be aware of all information the regulatory body has about them.

When considering filing a lawsuit against the state or a challenge to agency action, consider 

FOIA requests as an early discovery tool.

Using Public Records Requests
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Business may want to know what information the state has collected about other industry actors.

• Private information often becomes public as a result of regulatory investigations. If a competitor, for instance, has 

disclosed records to a regulatory agency, public records laws could allow a business to review information it may not 

otherwise be able to access.

• Information also becomes public in the contracting context.  Companies may wish to obtain records concerning an 

incumbent contract in preparation for a procurement, for example.  

Pay attention to state requirements concerning records requests.

• State citizenship requirements

• Statement of purpose requirements

• Description of records requirements 

• Payment of costs of production

• Required timeframes 

Using Public Records Requests (cont.)
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• Current Landscape. Evaluate each state’s law. Consider each state AG’s stated priorities and 

current enforcement efforts.

• Compliance. Proactively establish compliance strategies with applicable laws.

• Changes. Monitor and respond to (1) changes within the company and (2) changes to applicable 

law. Ensure the company maintains compliance despite a continuously-evolving regulatory 

landscape.

• Complaints. Track, review, and thoughtfully respond to consumer complaints.

• Public Records. When regulators do request information, consider best practices for maintaining 

privacy (discussed in further detail throughout this presentation).

Regulatory Investigations: Mitigating AG Enforcement Action
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