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 All litigators – and litigants – need to keep websites, file 

sharing, cloud drives, email and social media in mind when 

conducting discovery 

› Especially important in certain areas such as personal injury, 

employment, and family law, but can come up in any type of case 

 Can conduct independent research regarding facts, 

witnesses, parties, judges, attorneys, jurors, public opinion – 

but must do so lawfully and ethically  

 Authentication issues 

› Best way to be able to get information in at trial is to obtain it via 

proper means beforehand 

 Formal discovery  

› From party v. third-party 

Pretrial Considerations 
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 From whom can you get the discovery, 

and how? 

› Self-help 

 Unsolicited third-party help 

› The party/user themselves 

 Formal/informal discovery 

› The sites 

 With user consent/authorization 

 Via subpoena? (Fed. R. Civ. P. 45) 

Discovery of Social Media  
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 How can you physically obtain the discovery? 
› Electronically 

 Social Media sites, such as Facebook, allow download of all of a 
user’s posts for all time (Download Your Information) 

 By third-party, user, or site?  

› Use of e-discovery vendors – see The Sedona Conference, Primer on 

Social Media, at 37-39 (Oct. 2012), available at 

thesedonaconference.org   
 May be especially important for services like SnapChat 
 May also facilitate authentication through collection of metadata 

› Printouts 

› Direct access to site 
 Production of log-in information 

 Given to opposing party or even judge. See, e.g., Barnes v. CUS, 
No. 3:09–cv–00764, 2010 WL 2265668 (M.D. Tenn.  June 3, 2010) 
("judge as friend"). 

Discovery of Social Media  
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 Conduct search on each social networking 
site to determine if party or witness has a 
social media presence. 

 Search engine queries (using, e.g., Google, 
Bing, or DuckDuckGo) can be a simple and 
cost-effective way to uncover information, if 
not otherwise restricted because of an 
individual’s privacy preferences. 

 If the information is not publicly available 
because of privacy settings, more formal 
discovery will be necessary. 

Social Media Research:  

Self-Help 
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 It should go without saying that purloined passwords 

or unauthorized access to materials in an electronic 
account is unlawful.  See, e.g., 18 U.S.C. § 2701.   

 Issue spotting: what if your opponent gave someone 

else access and the third-party shared the information 

with you or your client?  

› Provided that they person is obtaining the information within 

the scope of their (implicit) authorization and not acting on a 

party’s or counsel’s behalf, accessing the information may be 

lawful.  See Ehling v. Monmouth-Ocean Hosp. Serv. Corp., 961 

F. Supp. 2d 659 (D.N.J. 2013) (Co-worker and Facebook 
“friend” who, on his own initiative, relayed employee’s 
questionable post to supervisor, did not violate SCA).   

Hacking an Account Is Illegal and 

Not an Informal Discovery Method 
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 Applicable Model Rules of Professional 
Conduct (attorneys’ own conduct) 
› Rule 4.1(a)  

 "In the course of representing a client a lawyer shall not 
knowingly . . . make a false statement of material fact or 
law to a third person." 

› Rule 4.2  
 "In representing a client, a lawyer shall not communicate 

about the subject of the representation with a person the 
lawyer knows to be represented by another lawyer in the 
matter, unless the lawyer has the consent of the other 
lawyer or is authorized to do so by law or a court order." 

› Rule 8.4  
 "It is professional misconduct for a lawyer to: … (c) 

engage in conduct involving dishonesty, fraud, deceit or 
misrepresentation[.]" 

Social Media Research:   

The Ethics of Self-Help   
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 Applicable Model Rules of Professional 
Conduct (conduct of attorneys’ agents) 
› Rule 5.3(b) 

 "a lawyer having direct supervisory authority over 
the non-lawyer shall make reasonable efforts to 
ensure that the person's conduct is compatible with 
the professional obligations of the lawyer" 

› Rule 8.4  

 "It is professional misconduct for a lawyer to: 

"(a) violate or attempt to violate the Rules of 
Professional Conduct, knowingly assist or induce 
another to do so, or do so through the acts of 
another" 

 

Social Media Research:   

The Ethics of Self-Help  
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 Philadelphia Bar Assoc. Professional Guidance 
Committee Op. No. 2009-02 (March 2009)  
› Question posed: Where a witness’ private social media 

page is only accessible with the witness’ permission (i.e., 
by accepting a "friend" request), may a lawyer direct a 
third party to "friend" the witness in order to access the 
witness’ account, but conceal the affiliation with the 
lawyer and the real purpose behind "friending" the 
witness? 

› Answer: A lawyer may not have a third party 
(assistant/paralegal) attempt  to "friend" witness to 
obtain certain information, without revealing 
connection with attorney. 

 See Mod. R. Prof. Cond. 4.1, 5.3(b), 8.4 

Social Media Research:   

The Ethics of Self-Help  
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 Association of the Bar of the City of N.Y., 
Comm. on Prof’l Ethics, Formal Op. 2010-2  
› Question posed: May a lawyer, either directly or 

through an agent, contact an unrepresented person 
through a social media website and request permission 
to access her web page to obtain information for use in 
litigation? 

› Answer: Attorney/agent does not engage in unethical 
conduct where she "friends" an unrepresented person 
and does so with full disclosure of her identity/agency 
relationship. 
 However, attorney/agent may not "resort to trickery" or 

engage in "affirmatively deceptive behavior" in order to 
gain access to an otherwise private social networking 
page. 

Social Media Research: 

The Ethics of Self-Help 
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 N.Y. State Bar Assoc. Ethics Op. 843 (Sept. 10, 2010) and San 

Diego County Bar Ass’n on Legal Ethics, Op. 2011-2 (2011) 

› Question posed:  May a lawyer view and access the social media pages of 

a party in order to obtain information about that party for use in a lawsuit, if 

the lawyer does not "friend" the party but relies only on public information 

posted by the party that is accessible to all members in the network? 

› Answer: There are no ethical impediments to obtaining information that is 

publicly available on a party’s social media page, even if the person is 

represented by counsel.  

 Lawyer may ethically view and access the social media accounts of a party, 

so long as the party’s profile is publicly available to all members in the 

network. 

 However, a lawyer may not "friend" a represented party. 

 See also N.Y. State Bar Ass’n Social Media Ethics Guidelines No. 4 

(2015) available at www.nysba.org/socialmediaguidelines/ (last 

accessed on Feb. 24, 2017) 

Social Media Research: 

The Ethics of Self-Help 
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 Discovery and use of computerized 

information is now a routine part of litigation 

practice.   

 The Federal Rules of Civil Procedure were 

specifically amended in 2006 to account for 

computerized information, which the rules call 

“Electronically Stored Information” or “ESI.” 

 Stored Communications Act, 18 U.S.C. 

§2701, et seq ("SCA"), also applies to discovery 

of ESI from Third Parties 

Discovery of Electronically Stored 

Information: The Legal Landscape 
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 Fed. R. Civ. P. 26(b)(2) provides 

› “A party need not provide discovery of electronically stored 

information from sources that the party identifies as not 

reasonably accessible because of undue burden or cost. On 

motion to compel discovery or for a protective order, the 

party from whom discovery is sought must show that the 

information is not reasonably accessible because of undue 
burden or cost.  If that showing is made, the court may 

nonetheless order discovery from such sources if the 

requesting party shows good cause, considering the 

limitations of Rule 26(b)(2)(C). The court may specify 

conditions for the discovery.” 

 Fed. R. Civ. P. 26(f) explicitly requires that the parties 

address ESI in their discovery plan.   

 

Federal Rules Provisions 
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 In many cases, discovery requests to parties should 

include: 

› Request for information (pictures, messages, posts) contained 

in social media 

 Include in definitions, in description of electronic media 

 Narrowly-tailored requests for specific information – e.g., "All 

pictures related to . . ." 

› Request username/password, depending on case 

› Request written user consent to obtain from site 

 Some courts effectively restrict interrogatories 

directed to social media information(see e.g., SDNY 
Local Rule 33.3) 

Formal Discovery of Social Media 
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 User v. social media site 

 Employers v. employees 

› Who owns social media (or private email) 

accounts? 

 Eagle v. Morgan, No. 11-4303, 2013 WL 943350 

(E.D. Pa. March 12, 2013) 

 CDM Media USA, Inc. v. Simms, No. No. 14 CV 

91111, 2015 WL 1399050 (N.D. Ill Mar. 25, 2015) 

› Best practices for clients – clear 
policies/agreements with employees 

Possession, Custody & Control 
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› Users 
 Privacy 

 Relevance 

› Sites 
 Stored Communications Act 

 Applies, at least, to email-type communications and 

likely to "private" postings 

 Also likely applies to information stored on cloud 

computing sites made available to the public 

 

Objections to  

Discovery of Social Media  
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 In numerous cases, users have contended that 
their right to privacy bars discovery of social 
media information.  This has generally been 
rejected – there is no expectation of privacy in 
social media information (and it may be 
discoverable anyway).  
› Romano v. Steelcase, Inc., 907 N.Y.S.2d 650, 657 (N.Y. 

Sup. Ct. Suffolk Co. 2010) (user "knew that her 
information may become publicly available, [and] she 
cannot now claim that she had a reasonable 
expectation of privacy"). 

› Guest v. Leis, 255 F.3d 325, 333 (6th Cir. 2001) (users of 
social media "lack a legitimate expectation of privacy 
in . . . materials intended for publication or public 
posting"). 

User Objections: Privacy 
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 Furthermore, content is not protected from discovery 
merely because a user "locks" or marks such content as 
"private."  
› EEOC v. Simply Storage Mgmt., LLC, 270 F.R.D. 430, 434 (S.D. 

Ind. 2010) (although "a requesting party is not entitled to 
access all non-relevant material on a site,  . . . merely locking 
a profile from public access does not prevent discovery 
either"). 

› Romano, 907 N.Y.S.2d at 657 ("plaintiffs who place their 
physical condition in controversy may not shield from 
disclosure material which is necessary to the defense of the 
action"). 

› But see Stonebarger v. Union Pac. Corp., No. 13-cv-2137-JAR-
TJJ, 2014 U.S. Dist. LEXIS 90071, at *11 (D. Kan. July 2, 2014) 
(applying stricter relevance screen to “private” Facebook 
posts than to posts generally available).   

 

User Objections: Privacy 
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 Even if any legitimate expectation of privacy existed, the 
requesting party’s need for the information often outweighs 
any privacy concerns 
› Romano, 907 N.Y.S.2d at 654, 675 ("defendant’s need for access to 

the information outweighed any privacy concerns on the part of the 
plaintiff"). 

 User’s agreement to a social networking site’s terms and 
conditions may constitute a waiver of any such expectation 
› Higgins v. Koch Dev. Corp., No. 3:11-cv-81-RLY-WGH, 2013 U.S. Dist. 

LEXIS 94139, at *8 (S.D. Ind. July 5, 2013) (“[t]his is consistent with 
Facebook's privacy policy, which states that all posting is done at 
one's own risk.”).  

› Lopocaro v. City of New York, 950 N.Y.S.2d 723 (N.Y. Sup. Ct. 2012) 
("[w]hen a person creates a Facebook account, he or she may be 
found to have consented to the possibility that personal information 
might be shared with others, notwithstanding his or her privacy 
settings . . ."). 

User Objections: Privacy 
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 McMillen v. Hummingbird Speedway, Inc., No. 
113-2010, 2010 WL 4403285 (Pa. Com. Pl. Sept. 9, 
2010).   
› Plaintiff sustained injuries that allegedly caused him 

physical impairment and curtailed his activities 

› Plaintiff’s public Facebook page suggested otherwise 

› Defendant moved to compel production of his 
username, password, etc. 

› Plaintiff objected on grounds the information was 
confidential and protected against disclosure 

› Court disagreed, using reasoning articulated in 
Romano, also noting that the terms and conditions of 
the social media sites warn against potential disclosure 

 

User Objections: Privacy 

Example from Case Law 
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 Although the recent trend has been to allow 
extensive discovery of social media content – 
even that marked as "private" on a user’s profile – 
requesting parties are not granted carte blanche 
to rummage aimlessly and at-will through a user’s 
social media accounts.  See Mailhoit v. Home 
Depot U.S.A., Inc., No. 2:11-CV-03896, 2012 WL 
3939063 (C.D. Cal. Sept. 7, 2012). 

 “The fact that [a party] is seeking social 
networking information as opposed to traditional 
discovery materials does not change the Court's 
analysis.” Giacchetto v. Patchogue-Medford 
Union Free Sch. Dist., 293 F.R.D. 112, 114 & n.1 
(E.D.N.Y. 2013) (citations omitted). 

 

 

User Objections: Relevance 
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 See also  
› Tompkins v. Detroit Metro. Airport, 278 F.R.D. 387, 388 (E.D. 

Mich. 2012) (absent  threshold showing that the discovery 
requests are reasonably calculated to lead to the discovery 
of admissible evidence, parties may not "engage in the 
proverbial fishing expedition, in the hope that there might be 
something of relevance in [users’] Facebook account."  

› Simply Storage, 270 F.R.D. at 434 (Content from a social 
networking site must be produced during discovery when it is 
relevant to a claim or defense in the case.).  

› Mackelprang v. Fidelity Nat. Title Agency, Inc., No. 2:06-cv-
00788-JCM-GWF, 2007 WL 119149, at *3 (D. Nev. Jan. 9, 2007) 
(ordering the release of all private messages on a plaintiff’s 
social media accounts would allow defendants to "cast too 
wide a net" for any information that may be relevant and 
discoverable.).  

 

User Objections: Relevance 

www.ndgallilaw.com 26 



 Ye v. Cliff Viessman, Inc., No. 14-cv-01531, 2016 U.S. Dist. LEXIS 28882, at 
*9-10, *13 (N.D. Ill. Mar. 7, 2016).  
› Court denied broad request for social media postings in wrongful death action. 

› “Courts are reluctant to compel all-encompassing social media requests unless they are 
limited in scope to content that is relevant to a claim or defense in the case.” 

› “It is possible to imagine a request more narrowly tailored to relevant content than the 
request at issue here. Perhaps one that is limited to a reasonable period of time and to 
specific content that bears on the issues of liability and damages in this case. But it is not 
the Court's role to tailor or re-write the discovery request for Defendants. “ 

 Rozell v. Ross-Holst, No. 05 Civ. 2936(JGK)JCF, 2006 WL 163143, at *4 
(S.D.N.Y. Jan. 20, 2006). 
› Plaintiff, who alleged sexual harassment and retaliation against her supervisor, claimed 

that supervisor retaliated against her harassment complaints by improperly accessing 
her e-mail account.   

› Defendant requested – and moved to compel – production of all e-mails contained in 
plaintiff’s account.  

› Court did not allow defendants’ discovery request for all of Plaintiff’s email 
communications, and instead ordered Plaintiff to disclose those e-mails that were 
allegedly intercepted, holding that the contents of only those e-mails were probative of 
claims or defenses in the litigation.   

 

User Objections: Relevance 

Examples from Case Law 
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 In some cases, courts have appointed 

special masters to review responding 

party’s social media for relevance before 

distribution to requesting party 

› EEOC v. Original Honeybaked Ham Co., Civil 
Action No. 11-cv-02560-MSK-MEH, 2012 U.S. Dist. 

LEXIS 160285, at *7 (D. Colo. Nov. 7, 2012) 

(appointing special master to review class 

members’ social media before production to 
defendant). 

Who Decides Relevance  
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 “Courts [have] found requests for social media content 
sufficiently tailored when limited to content or communications 
between specific parties about particular subject matter even 
before the recent amendments to the Federal Rules of Civil 
Procedure.” Ye, 2016 U.S. Dist. LEXIS 28882, at *10. 

 Most effective approach to discovery is to serve "properly limited" 
requests that seek production of specific documents that are 
relevant to the claims and defenses of the case.  Mackelprang, 2007 
WL 119149, at *8. 

 Appropriate scope of discovery into user’s claim for emotional 
distress included user’s postings, messages, status updates, wall 
comments, and blog entries that "revealed, referred, or related to 
any emotion, feeling, or mental state," as well as "communications 
that reveal, refer, or relate to events that could reasonably be 
expected to produce a significant emotion, feeling, or mental state." 
Simply Storage, 270 F.R.D. at 436.  

 

Overcoming User Objections: 

Narrowly-Tailored Requests 
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 Relevance of private information can be demonstrated by 

making threshold showing that publicly-available information 

on user’s social media page contradicts or undermines the 

user’s claims or defenses. 

› See, e.g., Thompson v. Autoliv ASP, Inc., No. 2:09–cv–01375–PMP–

VCF, 2012 WL 2342928 *4 (D. Nev. June 20, 2012) (court allowed 

discovery into party’s non-public content where material obtained 

from the party’s public Facebook account negated her 

allegations).  

› See also Tompkins, 278 F.R.D. at 388 ("in order to compel production 

of a private social media account, the party seeking access must 

demonstrate …some credible facts that the account holder posted 

information or photographs that are ‘material and necessary’ in the 

prosecution or defense of the action"). 

Overcoming User Objections: 

Setting Forth a Factual Predicate 
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 However, some courts have criticized using relevance 

of public profile as a threshold because it “can lead to 
results that are both too broad and too narrow.”   

› A party “should not be required to turn over the private 

section of … [a] profile (which … may not contain relevant 

information) merely because the public section undermines 

the[ir] … claims. On the other hand, a [party] should be 
required to review the private section and produce any 

relevant information, regardless of what is reflected in the 

public section.” Giacchetto v. Patchogue-Medford Union 

Free Sch. Dist., 293 F.R.D. 112, 114 & n.1 (E.D.N.Y. 2013) 

(citations omitted). 

Public Postings as Threshold 
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 Zimmerman v. Weiss Markets, Inc., No. CV-09-1535, 2011 WL 

2065410 (Pa. Com. Pl. May 19, 2011). 

› Plaintiff involved in accident filed suit, seeking damages for injuries caused to 

his leg, lost wages, lost future earning capacity, pain and suffering, scarring, 

and embarrassment  

› Review of the public portion of Plaintiff’s social media profiles revealed 

photographs and content posted by Plaintiff that demonstrated otherwise  

› Followed reasoning in McMillen, as well as Romano and others 

› "Based on a review of the publicly accessible portions of [plaintiff’s] 

Facebook and MySpace accounts, there is a reasonable likelihood of 

additional relevant and material information on the non-public portions of 

these sites" 

› Ordered production of usernames, log-in names and passwords and 

prohibiting alterations/deletions of information/posts on the accounts 

Setting Forth a Factual Predicate:  

Example from Case Law 
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 Keller v. Nat’l Farmers Union Prop. & Cas. Co., No. CV 

12–72–M–DLC–JCL, 2013 WL 27731 (D. Mont. Jan. 2, 2013) 

› Plaintiff claimed to have been injured in automobile 

accident, and Defendant denied insurance coverage  

› Defendant sought "full printout" of Plaintiff’s social media 

website pages and pictures  

› Court relied heavily on Romano, Thompson, and McMillen  

› Defendant did not make threshold showing that content of 

Plaintiff’s public postings undermined her claims in the case 

› Absent such showing, Defendant not entitled to delve "carte 

blanche" into the non-public sections of Plaintiff’s social 
networking accounts  

Setting Forth a Factual Predicate: 

examples of what not to do 
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 Caputi v. Topper Realty Corp., No. 14-cv-
2634(JFB)(SIL), 2015 U.S. Dist. LEXIS 24969, at *19 
(E.D.N.Y. Feb. 25, 2015) (rejecting wholesale 
discovery of account, “[d]efendants are 
entitled to a sampling of Plaintiff's Facebook 
activity for the period November 2011 to 
November 2013, limited to any ‘specific 
references to the emotional distress [Plaintiff] 
claims she suffered’ in the Complaint, and any 
‘treatment she received in connection 
[there]with.’” (quoting Giachetto, supra)) 

A second example of  

what not to do 

www.ndgallilaw.com 34 



 Stored Communications Act, 18 U.S.C. § 2701, 
et seq. ("SCA")  
› Contains many provisions – only those regarding 

“voluntary” disclosure by service providers are relevant 
here.  

› Requires that an entity providing electronic 
communication services ("ECS") or remote computing 
services ("RCS") not knowingly divulge to any person or 
entity the contents of a communication that is stored 
by that service or that is carried on that service, 
respectively.  

 Case law reads the act as precluding discovery 
from a non-party service provider that serves the 
public (e.g., an ISP). 

 

Stored Communications Act 
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 “‘electronic communication service’ 
means any service which provides to users 
thereof the ability to send or receive wire or 
electronic communications.” 18 U.S.C. § 
2510(15). 

 “‘remote computing service’ means the 
provision to the public of computer storage 
or processing services by means of an 
electronic communications system.” 18 
U.S.C. § 2711(2). 

ECS and RCS Defined 
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 The Act broad precludes disclosure of 
ECS and RCS, subject to a number of 
exceptions (those exceptions don’t include 
responding to a civil subpoena). 

 As to ECS, the Act provides that “a 
person or entity providing [ECS] to the 
public shall not knowingly divulge to any 
person or entity the contents of a 
communication while in electronic storage 
by that service.” 18 U.S.C. § 2702(a)(1) 

SCA Prohibits “Voluntary” 

Disclosure by Service Providers 
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 As to RCS, that Act provides that  

a person or entity providing [RCS] to the public shall not 
knowingly divulge to any person or entity the contents 
of any communication which is carried or maintained 
on that service –  

(A)on behalf of, and received by means of 
electronic transmission from (or created by means 
of computer processing of communications 
received by means of electronic  transmission 
from), a subscriber or customer of such service; 
[AND] 

(B)solely for the purpose of providing storage or 
computer processing services to such subscriber or 
customer, if the provider is not authorized to access 
the contents of any such communications for 
purposes of providing any services other than 
storage or computer processing 

 

SCA Prohibitions (cont’d) 
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 As the italicized text above suggests 
› The prohibition applies to contents, that is, “any 

information concerning the substance, purport, or 
meaning of that communication” 18 U.S.C. § 
2510(8).  The intent is to distinguish “address” 
information.   

› The prohibitions only apply to providers “to the 
public” –corporate or university accounts (e.g.) are 
not subject to the prohibition. 

› As to RCS, but not ECS, the provider must not be 
authorized to access the materials other than for 
the purpose of providing the service. 

Important Limitations 
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 If, under the TOS, a service provider 

accesses the contents of a user’s online 

materials for the purpose of selecting 

advertisements to show to that user, does 

that mean that the user’s information is no 

longer protected under the SCA? 

Issue Spotting 
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 The Act contains exceptions to the 

prohibition on accessing online materials. 

 The include disclosure to sender, 

recipient, ISP employees, the National 

Center for Missing & Exploited Children, etc.  

18 U.S.C. § 2702(b) & (c) 

 NOT included are subpoenas in civil 

litigation.   

Exceptions to SCA 

Prohibitions on Disclosure 
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 Courts have routinely construed the act to preclude 

discovery of the “contents” of communications in 
response to a civil subpoena of a service provider. See, 

e.g., See Crispin v. Christian Audiegier, Inc., Case NO. 

CV 09-09509, 2010 WL 2293238 (C.D. Ca. May 26, 2010); 

In re Subpoena Duces Tecum to AOL, LLC, 550 F. Supp. 

2d 606, 607 (E.D. Va. 2008) 

 This has been criticized as giving more protection to 

online storage that would be given to physical storage 

of paper records in a storage locker (for instance). 

Jeffrey P. DeSousa, Self-storage Units and Cloud 
Computing, 102 GEORGETOWN L.J. 247 (2013). 

 

No Subpoena of  

Non-Party Providers 

www.ndgallilaw.com 42 



 Courts have found that social networking 

websites are either ECS or RCS providers, or 

both.   

› See, e.g., Glazer v. Fireman’s Fund Ins. Co., No. 

11 Civ. 4374(PGG)(FM), 2012 U.S. Dist. LEXIS 
51658, at *5-6 (S.D.N.Y. Apr. 4, 2012). 

› People v. Harris, 945 N.Y.S.2d 505 (N.Y. Crim. 

Ct., Apr. 20, 2012) (holding that Twitter falls 

within the purview of the SCA).   

Discovery of Social Media: 

Site Objections  
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 Parties may not use a civil subpoena duces 
tecum to obtain a user’s stored communications 
or data directly from service provider 
› See Viacom Int’l, Inc. v. YouTube Inc., 253 F.R.D. 256, 

264 (S.D.N.Y. 2008) (SCA prohibits disclosure of 
information pursuant to civil subpoena because Act 
"contains no exception for disclosure of such 
communications pursuant to civil discovery requests"). 

› See Crispin v. Christian Audiegier, Inc., 717 F. Supp. 2d 
965 (C.D. Cal. 2010) (site not required to produce user’s 
communications in response to subpoena where 
private messages are akin to email and production is, 
thus, barred under SCA). 

Discovery of Social Media: 
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 Facebook instructs parties to obtain substantive, 

content-based information from each other through the 
discovery process and encourages the responding party 

to "produc[e] and authenticat[e] contents of their 

accounts" by using its "Download Your Information" tool. 

› See Facebook: “Information on Civil Subpoenas," available at 

https://www.facebook.com/help/473784375984502 (last 

accessed Feb. 24, 2017).  

 LinkedIn has similar policies and tools. 

› See LinkedIn: “Law Enforcement Guidelines,” available at 

http://help.linkedin.com/ci/fattach/get/6682760/1479502696
/redirect/1/filename/Law_Enforcement_Guidelines_11_15_20

15_9C7C.pdf (last accessed Feb. 24, 2017).  
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 SCA does not apply to the user of the electronic 

communications service him/herself  

› Networking sites may release user’s records with "the lawful consent" 

of the user.  18 U.S.C. § 2702(b)(3) (2013). 

› In re Air Crash New Clarence Center, New York, on February 12, 

2009, Nos. 09–md–2085, 09–CV–961S, 2011 WL 6370189 (W.D.N.Y. 

Dec. 20, 2011) (noting that defendant may request plaintiff’s written 

authorization to obtain content from social media sites). 

 If the user refuses to execute a consent form, the 

requesting party may move to compel execution and seek a 

court order requiring the user to do so.  

› Romano, 907 N.Y.S.2d at 657 (ordering plaintiff to execute 

authorization). 

Discovery of Social Media: 
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 Spoliation 

 Email 

 File Sharing & Cloud Drives 

 Websites 

› the Wayback Machine 

 

Other Discovery Issues 
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 Responding parties are often tempted to, and 

sometimes do, delete or destroy their social 
media accounts.  This is likely to result in sanctions 

if the deleted materials were discoverable.   

 Courts have treated the deletion of (relevant) 
social media as spoliation and have imposed 
sanctions.  See Painter v. Atwood, No. 2:12-cv-
01215-JCM-RJJ, 2014 U.S. Dist. LEXIS 35060, at *17-
18 (D. Nev. Mar. 18, 2014) (imposing adverse 
inference); Gatto v. United Air Lines, Inc., No. 10-
cv-1090-ES-SCM, 2013 U.S. Dist. LEXIS 41909, at *9 
(D.N.J. Mar. 25, 2013) (same).  

Spoliation 

www.ndgallilaw.com 48 



 Facebook accounts may be 
deactivated (while still preserving 
information for later retrieval).  A party who 
denied having a Facebook account when 
his was merely deactivated forfeited all 
objections to its discovery.  See Crowe v. 
Marquette Transp. Co. Gulf-Inland, LLC, No. 
14-1130, 2015 U.S. Dist. LEXIS 9198, at *6 (E.D. 
La. Jan. 20, 2015) (ordering full production 
of 4,000 pages of Facebook history). 

Spoliation (cont’d) 
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 But see Professional Ethics of the Florida Bar Op. 14-1 

(June 25, 2015)  

› “A personal injury lawyer may advise a client pre-litigation to 

change privacy settings on the client’s social media pages so 

that they are not publicly accessible. Provided that there is 

no violation of the rules or substantive law pertaining to the 

preservation and/or spoliation of evidence, the lawyer also 
may advise that a client remove information relevant to the 

foreseeable proceeding from social media pages as long as 

the social media information or data is preserved.”  Available 

at 

www.floridabar.org/tfb/tfbetopin.nsf/SearchView/ETHICS,+OP
INION+14-1?opendocument (last accessed on Feb. 24, 2017)  

Spoliation (cont’d) 
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 Discovery of email is now a routine part of 
litigation.   

 Full discussion of the application of Fed. R. Civ. 
P. 26 (ESI) is outside the scope of this discussion. 

 In light of the prohibition on subpoenaing 
service providers, emails must be obtained either 
from an opposing party or someone who 
otherwise has legal access to the email, e.g. 
› the sender, 

› a recipient,  

› someone to whom the email was properly forwarded, 

 More significant issues are with authentication 
and admissibility 

Discovery of Emails 
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 There is ample case law that developed 

with respect to file sharing services when 

their primary use was the (illegal) 

dissemination of copyrighted materials 

(e.g., movies). 

 The past few years, however, have seen 

the rise of “cloud computing” where 

(among other things) users can use RCS 

services to store and share documents.   

 

File Sharing & Cloud Drives 
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 As to file sharing services, past litigation tended to focus on 
the illicit distribution of copyrighted materials.   

 Courts have readily ordered production of information 
identifying the users of such sites for the purpose of identifying 
defendants (Presumably, a copyright holder is aware that its 
material is being distributed, so there is no cause to examine 
the “contents” of materials on a torrent).  

› See, e.g., Malibu Media, LLC v. Doe, No. C 15-04441 WHA, 2016 U.S. 

Dist. LEXIS 178224, at *8-9 (N.D. Cal. Dec. 23, 2016) (SCA does not 

cover subpoena seeking “posts” to BBS and web searches); Hard 

Drive Prods. v. Does 1 - 1,495, 892 F. Supp. 2d 334 (D.D.C. 2012) 

(compelling ISPs to respond to subpoena to identify subscribers 

based on their IP addresses); Columbia Pictures, Inc. v. Bunnell, 245 

F.R.D. 443, 449 (C.D. Cal. 2007) (“[d]efendants are … not custodians 

of private communications as an Internet Service Provider would be 

of e-mails sent through its servers”).   

The Past: File Sharing “Torrents” 
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 Research has yet to locate case law addressing file 

storage in the “cloud” in civil cases.   

 The definition of RCS – “provision to the public of computer 

storage or processing services by means of an electronic 

communications system” 18 U.S.C. § 2711(2) – seems a precise 

fit for contemporary cloud computing. 

› DropBox was subpoenaed for files stored on its service in a trade 

secrets case.  DropBox objected under the SCA.  The issue, 

however, was not litigated, as the account owner stipulated to 

production.  The Court quashed an accompanying  deposition 

subpoena on DropBox as unduely burdensome, when DropBox had 

supplied a certification of authenticity.  See Intermarine, LLC v. 

Spliethoff Bevrachtingskantoor, B.V, 123 F. Supp. 3d 1215, 1217 (N.D. 

Cal. 2015). 

The Cloudy Present:  

DropBox, Google, OneDrive, Amazon Web Servs. etc. 
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 If a file is posted on a publicly-subscribable 
cloud/share site (e.g., Microsoft OneDrive or 
DropBox), is it within the ambit of the SCA?  
(Presumably) 

 If the file is on a private cloud (i.e., a university’s 
or corporation’s internal cloud) is it covered under 
the SCA?  (Presumably Not) 
 Hypothetical: If XYZ Inc. puts its customer’s 
information on its internal cloud, XYZ Inc. is subject 
to subpoena.  But what if XYZ Inc. uses Amazon 
Web Services for file storage?  The actual host, 
Amazon, is not subject to subpoena while XYZ Inc. 
presumably is.     

Issue Spotting 
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 The same tools and considerations for 

taking discovery of social media sites apply 

with equal force to websites, whether 

publicly accessible, pass-word protected or 

proprietary. 

 There is one additional tool for websites: 

the “Wayback Machine” – a feature of 

archive.org that allows users to access prior 

versions of (publicly accessible) websites. 

Discovery of Websites and  

the “Wayback Machine” 
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 The wayback machine can be used to obtain former 

versions of websites.  Materials retrieved from the Wayback 

Machine are generally supported by expert testimony 

concerning the site and its reliability.   

 See, e.g., Marten Transp., Ltd. v. PlattForm Adver., Inc., No. 

14-2464-JWL, 2016 U.S. Dist. LEXIS 57471 (D. Kan. 2016) (over-

ruling Daubert challenge to use of expert testimony to 

authenticate webpages retrieved from Wayback Machine);  

Khoday v. Symantec Corp., 93 F. Supp. 3d 1067 (D. Minn. 

2015) (expert testimony using Wayback Machine as to former 

state of defendant’s website); Tharpe v. Lawidjaja, 8 F. Supp. 

3d 743 (W.D. Va. 2014) (expert testimony supporting use of 

Wayback Machine in model’s action against photographer 

for misuse of nude photos). 

Selected “Wayback” Caselaw 
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 Federal and state rules of evidence still apply 

 Must demonstrate authenticity 

› Prove it is from/by user – toughest issue 

› Trace searches – lawyer as witness? 

 Must be relevant (FRE 401) 

 Probative value must outweigh danger of unfair 

prejudice  (FRE 403) 

 Must be prepared to overcome hearsay 

objection (not hearsay, admission, present sense 
impression; or use for impeachment only) 

 

Admissibility of Social Media at Trial 
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• Criminal law: Are you on notice of the 

stolen nature of the property? 

• Sony threatened civil liability for use and 

dissemination of IP stolen in N. Korea 

hack 

 

Possession of Stolen Evidence 
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• Lawyer responsible for investigator’s conduct if: 

– Lawyer orders or, with the knowledge of the specific conduct, ratifies the 

conduct involved; or 

– Knows of the conduct at a time when its consequences can be avoided 

or mitigated but fails to take reasonable remedial action. 

• ABA Model Rule 5.3 

– "Whether in a civil or a criminal matter, if the investigator acts as the 

lawyer's ‘alter ego,’ the lawyer is ethically responsible for the 

investigator's conduct.” 

• ABA Formal Opinion 95-396 

 

Acquisition of Stolen/Hacked Evidence 
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• No per se rule barring use of stolen evidence at trial 

– United States v. Payner, 447 U.S. 727, 732 (1980) 

• Stolen evidence will be used in prosecution of Mossack Fonseca principals 

• Still need to ensure admissibility under the traditional rules of evidence 

 

 

Admissibility of Stolen Evidence 
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• “To satisfy the requirement of authenticating or identifying an item of 

evidence, the proponent must produce evidence sufficient to support a 

finding that the item is what the proponent claims it is.” 

– Fed. R. Evid. 901(a) 

 

Authentication 
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• “The appearance, contents, substance, internal patterns, or other 

distinctive characteristics of the item, taken together with all the 

circumstances.” 

– Fed. R. Evid. 901(b)(4) 

 

• “An inscription, sign, tag, or label purporting to have been affixed in the 

course of business and indicating origin, ownership, or control.” 

– Fed. R. Evid. 902(7) 

 

 

 

 

Self-Authentication of Social Media Evidence 
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• Evidence is relevant if: (a) it has any tendency to 

make a fact more or less probable than it would 

be without the evidence; and (b) the fact is of 

consequence in determining the action. 

– Fed. R. Evid. 401 

•  “The court may exclude relevant evidence if its 

probative value is substantially outweighed by a 

danger of one or more of the following: unfair 

prejudice, confusing the issues, misleading the 

jury, undue delay, wasting time, or needlessly 

presenting cumulative evidence.” 

– Fed. R. Evid. 403 

Relevance/Undue Prejudice 
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• Out-of-court statement offered for the truth of the 

matter asserted. 

– Fed. R. Evid. 801 

• Types of social media hearsay: 

– Facebook/Twitter posts; text messages 

– “Tagging” others in a post 

– Photographs NOT hearsay (but require 

authentication) 

• Fed. R. Evid. 801(a) (“Statement” is person’s oral 

assertion or nonverbal conduct) 

 

 

 

 

 

Hearsay 
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• Present sense impression or state of mind (e.g., 

Facebook or Twitter post) 

– Fed. R. Evid. 803(1); 803(3) 

• Party admission (e.g., social media or blog post, 

email, text message) 

– Fed. R. Evid. 801(d)(2) 

• Business record (e.g., email) 

– Fed. R. Evid. 803(6) 

• Past recollection recorded (e.g., email, blog post) 

– Fed. R. Evid. 803(5) 

 

 

 

 

 

Hearsay - Exceptions 
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