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Monitoring v Recording 

▪Monitoring - watching employees in real time
- Productivity

- Attendance

- Theft

- Safety

▪Recording
- Productivity

- Attendance

- Theft

- Safety



Monitoring v Recording 

▪ The two primary areas of the law related to workplace monitoring and 
recording are:

- Electronic Communications Privacy Act of 1986 (ECPA) 

- Patchwork of state common law protections against invasion of 
privacy



Monitoring and Recording in 2022

▪ At the worksite – Video, Audio, Data
- Badge in/out – key card, facial recognition, fingerprint
- Recording time
- Computer log-in/out, browser monitoring, limiting access to certain content
- Email
- Voicemail
- Video
- Eavesdropping

▪ Remote Workforce – Data Collection, Monitoring, and Archiving (recording)
- Log-in and out
- Browser activity
- Keystrokes
- Phones
- Slack, Teams, Skype
- Camera
- Email



Monitoring and Recording in 2022

Monitored workstations, cameras, microphones, and other electronic 
monitoring devices permit employers to oversee virtually every aspect 
of employees’ at-work behavior.

However, just because employers can monitor, does not mean they 
can do so legally.   



Employer’s Rights

▪ It is legal for a company to monitor the use of its own property,
including but not limited to computers, servers, laptops, and cell
phones.

▪ There are limits on monitoring of equipment owned by the employee,
such as a personal cell phone.

▪Employers may monitor employee verbal and written communication
when there is a legitimate business reason for doing so.

▪Employers may expand monitoring if the employee gives consent.



Employees’ Rights

▪Reasonable expectational of privacy

▪ Free speech

▪Engage in concerted activity

▪Record conversations that they believe could result in discipline

▪Collecting evidence of wrongdoing



FEDERAL LAW

▪Electronic Communications Privacy Act of 1986,18 U.S.C. §§ 2510-
20a (ECPA)

- The ECPA generally prohibits
(1) unauthorized and intentional ‘interception’ of wire, oral, and electronic communications

during the transmission phase, and

(2) unauthorized ‘accessing’ of electronically stored wire or electronic communications.”

- Employers need a business reason and limit to even non-personal
communications

- For private employers, the ECPA does not prohibit the secret recording of oral
conversations unless the person making the recording is not a party to the
conversation (i.e., employees can secretly tape conversations with
supervisors)

▪ First and Fourth Amendments - applies to Government Employers



ECPA Exceptions 

▪Business Purpose Exception.
- This allows employers to monitor employees’ electronic and oral

communications if there is an articulated legitimate business purpose.

▪ The Consent Exception
- Employers may monitor employee communications provided employees have

given their consent.

▪Courts have distinguished between monitoring electronic
communications such as email during transmission and viewing e-
mails in storage.

- Viewing emails during transmission is broadly allowed

- Viewing stored e-mail can be considered equivalent to searching an
employee’s private papers and is not routinely allowed under the ECPA.



SCA – Searching Archived Employee Emails 

▪Stored Communications Act (SCA), 18 U.S.C.121 §§ 2701–2712

▪Governs stored communications, including an employee’s search
history, emails, passwords and other information stored on an
employer’s network.

▪ The SCA prohibits an employer from reviewing private
communications stored somewhere other than the employer’s
system, including personal and secure websites, private social media
pages, and personal emails provided by the third party internet or
email providers (i.e., Gmail, Yahoo, etc.)



STATE LAWS

▪Most states and the District of Columbia are “one-party consent”
jurisdictions, which means that one party to a conversation may
legally record the conversation without the other party’s knowledge or
consent.  These states laws and similar to the ECPA.

▪ 11 or 12 states are “two-party consent” states.  In these jurisdictions a
party may not legally record a conversation without the other party’s
knowledge or consent.

▪Common law tortious invasion of privacy.

▪Multi-state communications – which law applies?



Two-Party Consent States 

▪ There are 11 or 12 states with two-party consent laws in place:
- California
- Connecticut – in-person - one party, on the wire/phone - all parties
- Delaware
- Florida
- Illinois
- Maryland
- Massachusetts
- Montana
- Nevada – in-person - one party, on the wire/phone - all parties
- New Hampshire
- Pennsylvania
- Washington



▪Eavesdropping - overhear, record, amplify, or transmit any part of
the private communication of others without the consent of at least
one of the persons engaged in the communication.

- Notice and consent

▪Wiretapping - use of covert means to intercept, monitor, and record
telephone conversations of individuals.

- Impressible

▪ Intercepting Communications - acquisition of the contents of any
wire, electronic, or oral communication through the use of any
electronic, mechanical, or other device.

- Notice and consent

Recording and Monitoring Methods



Productivity 

▪Emails can be monitored based on a number of business principles:
- Encourage productivity

- Discourage illegal activity

- System and data security

▪Workplace monitoring has limits. Employees are allowed reasonable
expectations of privacy in areas such as bathrooms and locker
rooms.

▪California AB 701 created 13 new sections of the Labor Code
regulating the use of quotas by “Warehouse Distributions Centers”

- Quotas and monitoring must be disclosed

- Monitoring use as the basis of discipline or adverse action must be provided
to the employee



Freedom of Speech 

▪Social medial monitoring
- Fake “friending”

- Review sites 

- Company “pages” vs. Employee “pages”

▪ Federal and some state laws generally make it illegal for employers 
to intercept private e-mail by using an employee’s personal log-
on/user ID/password information.  (SCA) 



Workplace Recording Policy Considerations

▪ Written Policy is a Must
- The policy is most valuable, and most defendable, in cases in which sensitive and/or

confidential information is frequently and broadly communicated in the workplace.

- The existence of such a policy likely would not prevent an employee (or former
employee) from using the recording as evidence in an administrative or court
proceeding.

- The existence of the policy may have limited impact given that a would-be recorder:

(i) may not be aware of the policy, or

(ii) may disregard the policy since the plan is to keep the recording secret unless and until it is
needed.

- Taking adverse action against a violator may raise legal issues, as discussed below.



Policy Considerations – Employer Recording 

▪Written policy should state how monitoring will be done, how data will
be stored or destroyed, and rules for acceptable use of email.

▪Employees should be required to sign an acknowledgment that they
have read, understand, and agree to the policy.

▪ Inform employees of the risks to the business from improper use of
technological assets, the company’s email monitoring policy, the limits
on employee privacy in the workplace, and the fact that monitoring
will occur.

▪Only use focused surveillance of an employee’s email activity if a
well-founded suspicion of company policy or legal violation exists.



Policy Considerations – Prohibiting Recording 

▪ Limit the prohibition to what is necessary to achieve the purpose of 
the rule 

▪Avoid a complete ban

▪Allow employees to record with management authorization

▪Allow for recording in certain areas

▪Make clear in which areas recording is prohibited and enforce it 



A wider lens on workplace law
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A wider lens on workplace law

THE NLRA – SOME BASICS  

• The NLRA generally applies to private sector 

employers, the U.S. Postal Service, labor 

organizations, and their employees.



A wider lens on workplace law

THE NLRA – SOME BASICS  

• Basic points regarding National Labor Relations
Board jurisdiction under the NLRA

• Section 9 -- R Cases -- representation matters such
as union election proceedings

• Section 8 -- C Cases – unfair labor practice cases
against employers and/or labor organizations
(“unions”)

• Section 8(d) – Duty to bargain in good faith with
appropriate representative



A wider lens on workplace law

• NLRB jurisdiction under Section 9 of the NLRB for R 
cases is typically commenced with the filing of a 
petition for representation; the petition may lead 
to a representation election to determine if 
employees in a bargaining unit desire 
representation by a labor organization.

• Employers, unions, employees, and/or others may 
campaign or engage in other activities or take 
actions that the NLRB could consider as reasons 
for setting aside and election.

• Parties to election cases may file “Objections” 
based on such activities and/or actions.



A wider lens on workplace law

• NLRB jurisdiction to consider a ULP is commenced by

filing of a ULP charge, which then is subject to an

investigation by a Regional Office and potential filing

of a ULP complaint for a hearing before an

Administrative Law Judge of the NLRB and a

recommended decision and order by the full Board or

a 3-member panel of the Board.

• NLRB orders are not-self-enforced; instead,

enforcement or denial of enforcement is by a federal

court of appeals.

• ULP charges often go hand-in-hand with Objections to

conduct affecting the results of an election.



A wider lens on workplace law

SECTION 7 OF THE NLRA  

• Section 7 of the NLRA provides that employees have the right to 

bargain collectively, organize, form, join, or assist labor 

organizations, and the right to engage in “other concerted 

activities” for the purpose of collective bargaining or other mutual 

aid and protection, or to refrain from such activities.

• Section 7 rights apply to both union-represented employees and 
non-union employees. 



A wider lens on workplace law

ENFORCEMENT OF SECTION 7 RIGHTS, GENERALLY

• Section 8 (a) (1) makes it an unfair labor practice for 
an employer to “interfere with, restrain, or coerce” 
employees in the exercise of these rights.

• Section 8 (a)(5) makes in an unfair labor practice for 
an employer to refuse to bargain in good faith. 

• Section 8 (b)(1) makes it unfair labor practice for a 
labor union to “restrain or coerce” employees in the 
exercise of their Section 7 rights (with some 
exceptions).

• Section 8(b)(3) makes it an unfair labor practice for a 
union to refuse to bargain collectively.



A wider lens on workplace law

PROTECTED CONCERTED ACTIVITY

• Employees’ Section 7 rights are frequently referred to 
as protected concerted activity (sometimes 
abbreviated as “PCA”).

• Protected concerted activity may be union organizing 
and support.

• But it also includes “other concerted activities” 
regarding wages, hours, and other terms and 
conditions of employment, or to refrain from such 
activity.

• Employees have a right to communicate with unions 
and others regarding these subjects.  



A wider lens on workplace law

ELECTRONIC RECORDING AND THE NLRA    

• Electronic recordings of conversations or other 

events (audio, video, or both) can create legal 

issues under the NLRA and/or have implications in 

the general context of labor-management 

relations.

• This can be in labor-management bargaining 

situations or litigation, including labor arbitrations.

• This can be in the context of formal proceedings 

in R cases and C cases.



A wider lens on workplace law

COMMON SCENARIOS FOR RECORDING 

In union organizing campaigns and during contract negotiations, recordings of employer 
statements are sometimes, if not regularly, made and used:

• to disparage the employer, typically in the news media, on social media, or in 
communications to the election or bargaining unit employees;

• as evidence to support allegations of unfair labor practices, for example, using 
recordings of management statements in one-on-one talks or captive audience speeches.

Employees sometimes surreptitiously record disciplinary meetings with management.

Employees sometimes surreptitiously record meetings with union officials. This could be used as 
evidence for claims of breach of the duty of fair representation against a union.

Employers sometimes record picket line or other strike actions or employee and/or union 
statements in investigations and disciplinary meetings.



A wider lens on workplace law

EMPLOYER RECORDING -- BARGAINING

• Duty to bargain with recognized or certified union on 
employer surveillance and recording in workplace –
probably yes unless waived by union.

• Duty to bargain regarding employer use of security video, as 
well as food or other regulated industry-required video, for 
disciplinary purposes – probably yes unless waved by union

• Duty to bargain over employer recording of disciplinary 
meetings – probably yes unless waived by the union

• By decision, NLRB has established a rule that an employer 
cannot insist on recording of labor-management bargaining 
sessions. The NLRB has found that such recording might stifle 
open discussion in bargaining negotiations.

• A union may be subject to the same bargaining rules.



A wider lens on workplace law

EMPLOYER RECORDING – PCA CONDUCT

• Management recording of strike, picketing or other protected concerted 

activity can be useful evidence for an employer. But:

• The NLRB may find that the recording, if witnessed or known by prospective 

voters, is the basis for a valid objection to an election, thus warranting a re-

run election of an election in which “No votes” (against union 

representation) prevailed.  

• The NLRB may find that employer recording chills or has a tendency to chill 

employee activity by suggesting employer retaliation and thus violates 

Section 8 (a)(1) of the NLRA

• The current NLRB legal rule appears to be that an employer lawfully can 

record such activity if it is to document already-witnessed unlawful activity 

such as violence, destruction of property, trespassing, unsafe situations 

(such a traffic obstruction), blocking of access and/or egress, or other 

violations of law.

• Recent 10th Circuit decision: The First Amendment guarantees certain rights 

to film police activities. Is there an analogous application to an employer’s 

or union’s right to record to prepare to defend against NLRB complaints? 



A wider lens on workplace law

EMPLOYER RECORDING – PRACTICAL ISSUES 

• Typically, employer recordings can be useful as evidence in civil, NLRB 
and arbitration proceedings.

• Employer recordings of unlawful conduct may be useful in seeking 
injunctive relief or damages.

• Employer recordings of its agents’ communications may be useful for 
defense purposes. (“Roll the tape” to minimize fact disputes)

• Quality of security and food safety system recordings may be poor, 
sporadic (such as with some multiple view systems, and/or lack 
important audio.

• Parties anticipating or in legal proceedings should be aware of 
litigation hold obligations and automatic over-recording/deletion of 
recordings in security and other camera systems – evidence may be 
lost.

• Spoliation issues may arise and/or adverse inferences may be taken if 
recordings and/or electronic recording devices, like other evidence 
(including documents), are not preserved. 



A wider lens on workplace law

RECORDING BY EMPLOYEES OR LABOR ORGANIZATIONS

• Interpretation of the NLRA as it relates to employee and labor organization 
recording has become a pendulum swinging back and forth with the political 
bent of the NLRB majority.

• Under the current Board majority with the Chair and two members of five total 
being Democrats, parties can expect the Board to give little to no weight to 
NLRB decisions of the recent past when Republicans held the majority.

• A full 180 degrees change is almost certain.  

• Employer workplace rules and policies are clearly at risk across-the-board (no 
pun intended), even if the rules and policies are intended to improve workplace 
harmony and/or productivity.

• Express disclaimers that rules are not intended and will not be applied to PCA 
are typically of little help to employers.

• Unions too may have comparable rules and policies at risk. 

• Most relevant here: No recording rules; no camera rules; no cell phone rules.



A wider lens on workplace law

WHOLE FOODS (2015) 

• Two “no recording of conversations without management permission rules” were in 
issue

• One rule prohibited audio and video recordings without managed approval  or 
consent of all parties to the conversation. A second rule prohibited recording without 
the consent of management in order to eliminate the chilling effect on the expression 
of views when a person is concerned that his or her conversation is being secretly 
recorded.

• Employer asserted that the rules were for a legitimate business reason, fostering 
cooperation and open discussion among employees as a team.

• An ALJ of the NLRB agreed, which itself was a rarity.

• The then-majority Democrat panel found by 2-1 vote that the policy was overbroad 
and interfered with Section 7 rights to make recordings relevant to workplace terms 
and conditions of employment.

• NLRB view: Employees have the right to document and publicize conditions and 
recordings may help.

• NLRB view: Employees have the right to get and preserve evidence to show the NLRB 
or other agencies.

• NLRB view: Management permission is not required for Section 7 activity (recording) 
and requiring it constitutes interference with Section 7 rights. 



A wider lens on workplace law

WHOLE FOODS (2015)

• Employer interest in the rules was outweighed by 
employee Section 7 rights.

• Other employer interests might be treated differently: 
patient privacy, trade secrets, or security. 

• Employer rules had not been tailored to apply only in 
states where surreptitious recordings might be unlawful 
under state law, so the Board rejected the employer’s 
defense on that ground. 

• The NLRB did not reach an issue of preemption of state 
law, which might have conflicted with the NLRA rights.    



A wider lens on workplace law

2016 PRESIDENTIAL ELECTION INTERVENES

• President Trump’s appointments give Republicans 

a majority of seats on the Board.

• The then-Board-majority in Boeing (2017) 

announces a new, three-category standard for 

NLRB analysis of employer rules and policies.

• Current NLRB Chair Lauren McFerran, then sitting 

as a Member, dissents from announcement of 

that standard. 



A wider lens on workplace law

BOEING (2017)

• Applying its new standard, the NLRB majority upheld a generally 

blanket, neutral “no camera” rule that included camera enabled 

devices such as smartphones.

• As part of the majority’s reasoning, the Board accepted the rule 

because it supported Boeing’s security requirements as a federal 

contractor and was arguably necessary to protect confidential 

proprietary information.

• In the majority view, the employer’s interests in having the rule 

outweighed the limited burden on employee Section 7 rights.



A wider lens on workplace law

AT & T Mobility (2021)

• The NLRB majority, still Trump appointments, applying the Boeing

standard, found that that the Employer could lawfully maintain a 

policy prohibiting its workers from recording conversations with co-

workers, managers, and/or third-parties, but it found that the 

policy was applied unlawfully in one situation, threatening adverse 

consequences to a union steward-employee if he did not destroy 

a recording of a termination meeting.

• NLRB Chair McFerran dissented as to the broadly applicable 

policy, contending that mere maintenance of the policy was 

unlawful.



A wider lens on workplace law

ELECTION OF PRESIDENT BIDEN IN 2020 INTERVENES

• In the second half of 2021, President Biden’s 
appointments made Democrats the NLRB 
majority.

• The Trump era majority NLRB standards, including 
the Boeing standard, are on the chopping block 
for reversal.

• Chair McFerran’s dissenting view in AT & T Mobility
will likely be the standard for no camera and no 
recording rules.     



A wider lens on workplace law

“THE DISSENTING VIEW”

• In Chair McFerran’s view, anything that chills or 
reasonably could chill employee exercise of Section 
7 rights is unlawful interference.

• The Board standard should not permit employers to 
maintain rules or policies that reasonably tend to chill 
employee rights under the NLRA.

• The standard should require employers to narrowly 
tailor rules and policies to serve demonstrated, 
legitimate interests.

• The Boeing standard incorrectly serves to preserve 
employer prerogatives, not protect employee rights.



A wider lens on workplace law

THE NOW-CURRENT STANDARD?

• Absent some compelling secrecy interest, 

employees have a right to electronically record 

statements, actions, and other facts in or relating 

to the workplace for use to publicize or prove 

facts as part of protected concerted activity.

• Employer rules, policies, or other actions that 

reasonably chill or could chill employees’ exercise 

of Section 7 rights violate Section 8(a)1).  



A wider lens on workplace law

THE PRACTICAL

• Chair McFadden now has a Board majority Board that can be 
expected to agree with her “dissenting” view.

• The General Counsel of the Board, has announced her intent to 
aggressively pursue ULP cases involving workplace rules and 
policies.

• Employers should expect almost no safe harbor, absent strong 
confidentiality interest, such as national security interests, 
regulatory requirements, patient privacy/HIPAA interests, or 
weighty intellectual property/trade secrets interests.



A wider lens on workplace law

BOTTOM LINE

• The current Board will likely find that a blanket ban on workplace 
recordings, cameras, and/or recording devices is unlawful interference.

• A policy or rule that is narrowly tailored to prohibit the recording only of 
information that the employer has an overriding interest to protect may 
survive current NLRB scrutiny. Precisely how the Board will weigh and 
balance the competing interests is unclear.

• State laws regulating recordings may or may not be relevant to a 
policy or rule’s validity under the NLRA. Rights under the NLRA can 
preempt state law.

• When tested, the Boeing standard generally applicable to many types 
of employer rules and policies likely will not survive under the Biden era 
Board majority led by Chair McFadden. Recording, camera, and 
recording device rules and polices, as well as application of such rule 
and polices, will likely be analyzed under a new standard.   



A wider lens on workplace law

BOTTOM LINE

• The “content” of the rule or policy may violate the
NLRA and/or be the basis of an election objection.

• The “application” of the rule or policy may violate the
NLRA and/or be the basis of an election objection if it is
applied to restrict employee Section 7 rights.

• The “timing” of implementation of even a valid rule or
policy during union activity can be evidence that the
motive for the rule or policy is interference and serve as
the basis for a ULP charge and/or an election
objection.
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