
Ransomware, Cyber Insurance, and the GC’s 
Role: Current Executive Order, Risks Related 
to Payment, FBI Guidance

Today’s faculty features:

1pm Eastern    |    12pm Central   |   11am Mountain    |    10am Pacific

The audio portion of the conference may be accessed via the telephone or by using your computer's 
speakers. Please refer to the instructions emailed to registrants for additional information.  If you 
have any questions, please contact Customer Service at 1-800-926-7926 ext. 1.

WEDNESDAY, SEPTEMBER 28, 2022

Presenting a live 90-minute webinar with interactive Q&A

Shardul Desai, Partner, Holland & Knight LLP, Washington, D.C.

Rachel V. Rose, JD, MBA, Principal, Rachel V. Rose – Attorney at Law, PLLC, Houston, TX

Elizabeth (Beth) Waller, Chair, Cybersecurity and Data Privacy Practice, Woods Rogers PLC,
Richmond & Roanoke, VA



Tips for Optimal Quality

Sound Quality
If you are listening via your computer speakers, please note that the quality 
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For additional information about continuing education, call us at 1-800-926-7926 
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printer icon.
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Tenet Healthcare cyberattack cost 
$100 million
 In a report filed with the Securities and Exchange Commission (SEC), Tenet 

Healthcare reported that a cyberattack the company suffered in April cost 
an estimated $100 million “unfavorable impact” on the organization’s 
second quarter.

 The $100 million financial impact from the “disruptive cyberattack” was 
caused by lost revenues and remediation costs. Tenet reports that the 
cybersecurity incident temporarily disrupted a subset of acute care 
operations, but the hospitals remained operational and continued to 
deliver patient care using established backup processes.

 According to Tenet, the company has insurance coverage and has filed a 
claim “within its policy limits.” As of Q2 2022, the company has recouped $5 
million from its cybersecurity insurance.
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IBM Report – Average cost of a 
healthcare Breach.
 The average healthcare breach now costs $10.1 million, according to IBM 

Security’s annual Cost of a Data Breach Report 2022. 

 The average healthcare breach cost $9.2 million in 2021 and approximately 
$7.2 million in 2020.
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Microsoft – “In any given 60-second 
window, the following malicious activity is 
happening.”
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“A Hospital 
Hit by 

Hackers, a 
Baby in 

Distress: The 
Case of the 
First Alleged 

Ransomware 
Death.”

 WSJ Article (September 30, 2021)
• July 16, 2019 – a woman went to Springhill Medical Center 

to deliver her baby.
• She had no idea that the hospital was in the midst of a 

ransomware attack, which disabled computers on every 
floor for nearly 8 days. 

• The ransomware attack diverted hospital staff’s attention 
away from the normally closely tracked heart rate 
monitors. 

• Attending physician texted the nurse manager that “she 
would have delivered the baby via [c-section] had she 
seen the monitor readout. I need u to help me 
understand why I was not notified [that the fetus was in 
distress].”

• The baby was delivered with its umbilical cord wrapped 
around its neck and died 9 months later due to severe 
brain injuries from the lack of oxygen.

• The hospital denies any wrongdoing; however, if this is 
proven in court, it would be the first death linked to a 
ransomware attack. 

Copyrights - Rachel V. Rose, JD, MBA 2022. 9



Cybersecurity
Terms and Trends
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TRENDS

 An area that continues to emerge is ransomware as a service (RaaS) –
basically the adoption of a Software as a Service model, which is 
subscription-based and “enables affiliates to use already-developed 
ransomware tools to execute ransomware attacks.” In turn, an affiliate pays 
a portion of the recovered ransom to the RaaS provider or the RaaS 
developer, such as Conti, pay the deployers a wage.

 As the U.S. Department of Health and Human Services (HHS) relayed in its 
June 2021 report, the top five ransomware actors providing RaaS impacting 
the global healthcare sector are as follows: (1) Conti RaaS Operator(s); (2) 
Avaddon RaaS Operator(s); (3) REvil/Sodinokibi RaaS Operator(s); (4) 
Mespinoza/Pysa RaaS Operator(s); and (5) RaaS Operator(s). 

Copyrights - Rachel V. Rose, JD, MBA 2022. 
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https://www.hhs.gov/sites/default/files/ransomware-trends-2021.pdf


The ROLE OF NIST & FIPS

 FIPS publications are intended for use by federal government agencies to 
protect non-national security federal information systems. FIPS publications 
do not apply to national security systems (as defined in Title III, Information 
Security, of FISMA). FIPS publications may be adopted and used by non-
federal government organizations and private sector organizations.

 NIST develops FIPS publications when required by statute and/or there are 
compelling federal government requirements for cybersecurity and NIST has 
determined that there are no acceptable voluntary consensus standards 
available.

 NIST works closely with stakeholders in government, industry, academia, and 
other organizations during the FIPS publication development process. The 
development process provides multiple opportunities for stakeholder input. 
FIPS publications become official federal government standards when 
approved by the Secretary of Commerce and announced in the Federal 
Register. FIPS publications are reviewed by NIST at least every 5 years in 
order to determine whether they should remain unchanged, revised, or 
withdrawn.
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GENERAL 
NIST 

FRAMEWORK
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CISA RANSOMWARE GUIDANCE

Copyrights - Rachel V. Rose, JD, MBA 2021. 

Ransomware is a form of malware designed to encrypt files of a 
device, rendering any files and the systems that rely on them 

unusable. Malicious actors then demand ransom in exchange for 
decryption.

CISA “Best Practices”

•Maintain offline back-ups
•Maintain regularly updated “gold images” of critical systems in the 

event that they need to be rebuilt
•Maintain a comprehensive incident response plan

https://www.cisa.gov/sites/default/files/publications/CISA_MS-
ISAC_Ransomware%20Guide_S508C.pdf

https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf


Treasury 
Department –
potential sanction 
risks for facilitating 
ransomware 
payments. 

 October 2020 - The U.S. Department of the 
Treasury’s Office of Foreign Assets Control 
(OFAC) is issuing this advisory to highlight the 
sanctions risks associated with ransomware 
payments related to malicious cyber-
enabled activities. Demand for ransomware 
payments has increased during the COVID-
19 pandemic as cyber actors target online 
systems that U.S. persons rely on to continue 
conducting business. 

 Companies that facilitate ransomware 
payments to cyber actors on behalf of 
victims, including financial institutions, cyber 
insurance firms, and companies involved in 
digital forensics and incident response, not 
only encourage future ransomware 
payment demands but also may risk 
violating OFAC regulations. 
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Treasury Part 
2

 U.S. persons are generally prohibited from engaging in 
transactions, directly or indirectly, with individuals or 
entities (“persons”) on OFAC’s Specially Designated 
Nationals and Blocked Persons List (SDN List), other 
blocked persons, and those covered by 
comprehensive country or region embargoes (e.g., 
Cuba, the Crimea region of Ukraine, Iran, North Korea, 
and Syria).

 Additionally, any transaction that causes a violation 
under IEEPA, including transactions by a non-U.S. 
person which causes a U.S. person to violate any IEEPA-
based sanctions, is also prohibited. U.S. persons, 
wherever located, are also generally prohibited from 
facilitating actions of non-U.S. persons, which could not 
be directly performed by U.S. persons due to U.S. 
sanctions regulations. 

 OFAC may impose civil penalties for sanctions violations 
based on strict liability, meaning that a person subject 
to U.S. jurisdiction may be held civilly liable even if it did 
not know or have reason to know it was engaging in a 
transaction with a person that is prohibited under 
sanctions laws and regulations administered by OFAC. 

Copyrights - Rachel V. Rose, JD, MBA 2021. 



OFAC 
Announcem
ent 
September 
2021

 OFAC may impose civil penalties for sanctions 
violations based on strict liability, meaning that 
a person subject to U.S. jurisdiction may be held 
civilly liable even if such person did not know or 
have reason to know that it was engaging in a 
transaction that was prohibited under sanctions 
laws and regulations administered by OFAC. 

 Under OFAC’s Enforcement Guidelines, the 
existence, nature, and adequacy of a 
sanctions compliance program is a factor that 
OFAC may consider when determining an 
appropriate enforcement response to an 
apparent violation of U.S. sanctions laws or 
regulations. 

 Implement a risk-based compliance program.
 Companies involved in facilitating ransomware 

payments on behalf of victims should also 
consider whether they have regulatory 
obligations under Financial Crimes Enforcement 
Network (FinCEN) regulations.

Copyrights - Rachel V. Rose, JD, MBA 2021. 



HR 7055: Florida’s State Cybersecurity Act 
(“the Cybersecurity Act”) – Amended 2022

 Effective July 1, 2022.
 Some of the changes :
 Establish penalties and fines for individuals who engage in ransomware attacks 

against a governmental entity;
 Define the severity level of a cybersecurity incident and, based on the severity 

level, may require state agencies and local governments to notify the Florida 
Department of Law Enforcement’s Cybersecurity Office and the Cybersecurity 
Operations Center (CSOC) within 12 hours of a ransomware incident or 48 hours 
of other cybersecurity incidents;

 Prohibit the payment of, or compliance with, a ransom demand;
 Require state agencies and local governments to submit after-action reports to 

the Department of Law Enforcement following a cybersecurity or ransomware 
incident;



DOJ Remarks Regarding the civil 
division’s 2021 priorities
 Electronic Health Records – “Providers are increasingly relying on electronic records to 

improve treatment outcomes for patients. While electronic software is intended to reduce 
errors and improve the delivery of care, the transition to a digital format has also 
introduced new opportunities for fraud and abuse.”

 Cybersecurity – “Notably, both of the last two areas – electronic health records and 
telemedicine – reflect the increasing importance of technology to the health care 
system. Our growing reliance on technology is not limited, of course, to the health care 
arena, and thus neither are fraud schemes involving the development and use of 
technology. For example, cybersecurity related fraud may be another area where we 
could see enhanced False Claims Act activity. With the growing threat of cyberattacks, 
federal agencies are relying heavily on robust cybersecurity protections to safeguard our 
vital governmental data and information. To the extent that the government pays for 
systems or services that purport to comply with required cybersecurity standards but fail to 
do so, it is not difficult to imagine a situation where False Claims Act liability may arise.”

https://www.justice.gov/opa/speech/acting-assistant-attorney-general-brian-m-boynton-delivers-
remarks-federal-bar
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STORED COMMUNICATIONS ACT

• Enacted in 1986, the Stored Communications Act, 18 U.S.C. §§ 2701, et seq. (SCA) has a primary purpose that is analogous 
to the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Security Rule - to protect the privacy and 
unauthorized disclosure of stored electronic communications. While HIPAA is specific to protected health information (PHI) 
and the Security Rule is limited to electronic protected health information (ePHI), the SCA extends to stored electronic 
communications.

 As the U.S. Department of Justice explains, “[e]lectronic storage is defined in 18 U.S.C. § 2510(17) as both any temporary, 
intermediate storage of a wire or electronic communication incidental to the electronic transmission thereof and the 
storage of such communication by an electronic communication service for purposes of backup protection of such 
communication.” Like HIPAA, which extends beyond external hackers, so does the SCA.

 In Ehling v. Monmouth-Ocean Hospital Service Corp., No. 2:11-cv-03305 (WJM) (D.N.J. Aug 20, 2013) the District Court for the 
State of New Jersey held that non-public Facebook posts, which are configured to be private are indeed covered under the 
SCA because they are:

 electronic communications;

 transmitted via an electronic communication service;

 in electronic storage; and

 not accessible to the general public.


https://www.physicianspractice.com/view/utilizing-nist-safeguards-to-reduce-liability-under-the-stored-communications-act

https://www.justice.gov/archives/jm/criminal-resource-manual-1061-unlawful-access-stored-communications-18-usc-2701
https://www.physicianspractice.com/view/utilizing-nist-safeguards-to-reduce-liability-under-the-stored-communications-act


FBI and PAYING RANSOM

 First, CISA-FBI Alert (AA21-265A), which was revised on September 23, 2021, specifically 
highlighted Conti and the following ways initial access to networks is gained:



 Spearphishing campaigns using tailored emails that contain malicious attachments 
[T1566.001] or malicious links [T1566.002];

 Malicious Word attachments often contain embedded scripts that can be used to 
download or drop other malware—such as TrickBot and IcedID, and/or Cobalt Strike—to 
assist with lateral movement and later stages of the attack life cycle with the eventual 
goal of deploying Conti ransomware. [1],[2],[3]

 Stolen or weak Remote Desktop Protocol (RDP) credentials [T1078].[4]
 Phone calls;
 Fake software promoted via search engine optimization;
 Other malware distribution networks (e.g., ZLoader); and
 Common vulnerabilities in external assets.

Copyrights - Rachel V. Rose, JD, MBA 2021. 
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https://attack.mitre.org/versions/v9/techniques/T1566/001/
https://attack.mitre.org/versions/v9/techniques/T1566/002/
https://attack.mitre.org/software/S0575/
https://attack.mitre.org/software/S0266/
https://attack.mitre.org/software/S0483/
https://attack.mitre.org/versions/v9/techniques/T1078/
https://www.cisa.gov/sites/default/files/Conti%20Ransomware%20Heathcare%20networks.pdf
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RANSOMWARE IN 2022 







28ROAD AHEAD WITH THREAT ACTORS
2022 Tact ics



THREAT ACTOR COMMUNICATIONS



RANSOMWARE TIMELINE



31 The Incident Response 

Communications with 
TA + Notification Issues
Communicating to learn more about
the data stolen / not to pay.

This bucket also includes law
enforcement / Fusion Center /
managing notice strategy.

The Rebuild / Restore
Buried in the dark waters, this is the
critical piece that often we are
unprepared for.

The “Audience” 
Managing public relations for both 
internal and external stakeholders 

(executive team / media / law 
enforcement).

“Outside Team”
Incident Response Team Actions

Gathering evidence, preserving 
evidence, review of any data 

exfiltration and health of network.



32

Backups Operational 
Majority of the time, the backups (whether onsite / in the cloud / outsourced /
internal) are not functional. It is rare to have a functional backup.

No Backups - All Backups Corrupted / Non-Functioning 

The common issues include: threat actor is able to utilize the same credentials
to access the backup array and is thus able to encrypt the backups as part of
its overall strategy.

In other tragic circumstances, the backups fail due to configuration error that is
not discovered until after the incident.

5%

95%

The (un)likelihood of backups  



COLONIAL PIPELINE

• One leaked password on the dark web coupled 
with VPN without multifactor authentication.  

• Shutdown key conduits delivering fuel from Gulf 
Coast to East Coast

• Decision was made to pay the ransom ($5M)
• Rare bitcoin seizure - $2.3M recovered by 

Justice department in the crypto ransom paid by 
Colonial. 



SOLAR WINDS

• Solar Winds, US tech firm, spread incident to its clients which 
went undetected for months.  

• Early 2020, threat actors planted code in Solar Winds Orion 
software system.  Created a backdoor into client systems.

• Hit US agencies — including parts of the Pentagon, the 
Department of Homeland Security, the State Department, the 
Department of Energy, the National Nuclear Security 
Administration, and the Treasury — were attacked. So were 
private companies, like Microsoft, Cisco, Intel, and, and 
Mandiant (FireEye).  FireEye discovered the incident. 

• Largest breach in recent history.  



CYBER INSURANCE
COVERAGE
CONSIDERATIONS



UNDERWRITING IS INTENSE



COST CENTERS TO CONSIDER



THE PROCESS



THE TRICKS HIDDEN IN THE POLICY



THE TRICKS ON BASE OF $50M TOWER



THE TRICKS HIDDEN IN THE POLICY



THE TRICKS HIDDEN IN THE POLICY
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• Economic Harm 
−$945 Billion Dollars (Center for Strategic & International Studies)
−2021-2022 Supply Chain Crisis 

• National Security Threat 
− Impact on Critical Infrastructure Sector 

• 16 Sectors (Presidential Policy Directive 21)
−Trade Secret Theft & Corporate Death Spiral
− Intelligence Gathering 

Colonial Pipeline & Solar Wind:  Changing Threat Landscape



• Remove Barriers to Threat Information Sharing btw Public/Private

• Improve Software Supply Chain Security 
−Establish security standards and procedures for development & 

testing of software that is sold to Gov’t
−Pilot program for labeling software secure 

• Cyber Safety Review Board 
−First Publish Report (July 14, 2022):  Log4j Vulnerability & Response

• Stronger Cybersecurity Standards in the Federal Government 

Executive Order 14028  - Improving the Nation’s Cybersecurity



• Critical Infrastructure Act 
−Cyber Incident Reporting to CISA 
−Significant protections (FOIA exempt, no waiver, no regulatory action, etc.)
− Information Sharing 

• National Security Memorandum on Improving Cybersecurity for Critical 
Infrastructure Control Systems 

• DOE CyTRICS program 

Critical Infrastructure Response 



• TSA  
−Pipeline Directives 
−Freight Railroad Carriers & 
−Public Transportation/Passenger Rail owners/operators 

• DOD CMMC 2.0
−NIST SP 800-171 

National Security Response



• Cybersecurity Incident Notifications 
−PII is not relevant 
−Short time windows 

• Comprehensive Cybersecurity Programs 
−Written Risk Assessments 
−Cybersecurity policies & procedures 
−Specific Safeguards

• Governance 
−Regulating Corporate Behavior 
−Board oversight of cybersecurity risks  

Growth in Cybersecurity Regulations Recent Regulations in the Financial Sector

• FTC  Standards for Safeguarding Customer 
Information Final Rule

• Computer-Security Incident Notification 
Requirement for Banking Organizations and their 
Bank Service Providers  

• SEC Proposed Rule on Cybersecurity Risk 
Management, Strategy, Governance, and 
Incident Disclosure by Public Companies 

• SEC Cybersecurity Risk Management for 
Investment Advisers, Registered Investment 
Companies, and Business Development 
Companies

• NYDFS pre-proposed amendment to 
Cybersecurity Regulations 



• Every cyber incident notification = regulatory investigation

• SEC’s First American Financial Corporation Case 
−Vulnerability on web application exposed sensitive personal information from 

more than 800 million documents from real estate transactions 
−Allegations:  Deficient disclosure controls and procedures
−Settlement:  Civil monetary penalty of $487,616 

• NYDFS’ Robinhood Crypto, LLC Case
−Relied on parent company’s cybersecurity program, policies, & procedures
−Allegations:  Lacked sufficient detailed required cybersecurity policies
−Allegations:  No risk assessment 
−Settlement: $30,000,000 penalty 

Regulatory Actions 



• Alerts
−US-CERT (CISA)
−FBI Flashes, Private Industry Notifications, & Public Service Announcements
− InfraGard 

• Investigations/Prosecutions 
−FBI or U.S. Secret Service 
−GameOver Zeus 
−Sodinokibi/REvil 

• Financial Recovery 
−Financial Fraud Kill Chain 
−Ransomware and Digital Extortion Task Force

Law Enforcement’s Role



• May 8:  Company paid ~$4.4 million (75 bitcoins) to DarkSide

• Hackers transferred bitcoins to other digital wallets 

• May 13:  Some DarkSide servers and infrastructure seized

• Crypto Tracing (utilizes blockchain public ledgers)

• May 27:  Warrant to seize nearly ~$2.3 million in bitcoin 
−FBI had the password (i.e., private key) to this bitcoin wallet 

Law Enforcement’s Colonial Pipeline Success  



Contact Information

Shardul Desai
Partner
202.469.5210
Shardul.Desai@hklaw.com
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