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Smartphones are Basically 
Big File Cabinets
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Smartphones are basically big file cabinets
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All Smartphones Contain 10 Basic Cabinet Drawers 

1. Contacts

2. Call Records

3. Voice Messages

4. Email and Text Messages

5. Documents

6. Calendar

7. Internet Browsing History

8. Songs, Photographs and Movies

9. WiFi History

10. Social Media (Facebook, Instagram et al)
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By Default, Some Cabinet Drawers are Locked

Apple and Google sell their phones with inaccessible-to-the-end-
user locked drawers as a security measure. Only Google or Apple 
own and have access to the keys that can unlock your phone’s 
locked drawers.

Some end-users choose to remove this security measure by “Jail 
Breaking” or “Rooting” their phones.

Jail Breaking/Rooting is the process of changing all of the locks 
and keys to your phone which will allow one to access all locked 
cabinet drawers.
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Contents of the Locked Drawers

I. Sensitive information such as passwords and credit card 
information.

II. Some categories of deleted information.

III. System files that support the normal usage of the 
smartphone.

“Jailbreaking” or “Rooting” a phone can allow a malicious 
application to access the content of these formerly locked 
drawers!
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Some Deleted Evidence Can Be Recovered 
From The Unlocked Drawers

I. iPhones store incoming and outgoing SMS text and iMessage
messages in a file called SMS.db.  

II. The “SMS.db” file is stored in one of the iPhone’s “unlocked” 
drawers.

I. When an end user “deletes” an iMessage, the “deleted” 
message is not destroyed, but simply made invisible to the 
end user.  Forensic tools can recover these deleted messages 
easily.
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Practice Point

Laptop and desktop computer hard drives do not come from the 
factory with locked and inaccessible to the end user drawers.  
This allows for forensic search and recovery of all possible 
deleted information.

Smartphones come with inaccessible locked drawers as security 
measures to protect the phone owners.  

The amount of evidence, such as some deleted information, that 
can be recovered with forensic tools is more limited with 
smartphones.
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Three Locations From Which Smartphone Evidence 
Can Be Recovered:  The Device Itself, Mobile Backups 

on Personal Computers and Mobile Backups in The 
Cloud
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A Complete Backup of One’s iPhone in iTunes or Apple’s iCloud

iDevices are backed up to Apple’s iCloud storage by default.

iTunes file cabinet drawer locations on computers:

I. Mac: ~/Library/Application Support/MobileSync/Backup/

II. Windows XP: \Documents and Settings\(username)\Application 
Data\Apple Computer\MobileSync\Backup\

III. Windows Vista, Windows 7, Windows 8 & Windows 10:
\Users\(username)\AppData\Roaming\Apple 
Computer\MobileSync\Backup\
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Examples of Evidence Stored in iTunes and iCloud Mobile 
Backups

I. Photos, Contacts, Calendar, Internet Browsing 
History, Notes, Call history, Messages (iMessage and 
carrier SMS or MMS pictures and videos), Voice 
memos, Network settings (saved Wi-Fi hotspots, VPN 
settings, and network preferences), Email account 
passwords, Wi-Fi passwords, and passwords you enter 
into websites and some apps, Map bookmarks, recent 
searches, and the current location displayed in Maps.   

(http://support.apple.com/kb/ht4946)
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Practice Point

Even if your client’s former employee took their personal
iPhone and/or iPad with them when they left to work for a
competitor, if the employee synchronized their personal
iDevice with your client’s computer while working for your
client, you have access to that iDevice; no subpoena required!
Forensic software can recover deleted voice messages as well
as deleted text messages from Mobile Backups.

16



Examples of Smartphone 
File Cabinet 

Drawer Contents
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Photograph Drawer Details
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Call Records Drawer
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Text Message Drawer
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Location Based Evidence 
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Photos and Facebook Message Locations
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Map Queries
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Location Based Evidence War Story

Investigation of client’s former employee’s iPhone revealed 
multiple meetings at opponent’s headquarters in the months 
prior to former employee’s resignation.

Signing into a Wifi network creates a time/date/location stamp 
on a workstation

24



Location Based Evidence Practice Point

Forensic analysis of two apparently unrelated parties’
smartphones and laptop computers could reveal location
based evidence that could establish a relationship does in fact
exist.

Example: Party A’s smartphone connected to the Starbuck’s
WiFi in Party B’s office building on dates both parties were at
the same address.
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My Background
• Shareholder in Litigation Practice Group

• Co-chair, Cyber Security and Data 
Privacy Practice Group

• Complex, high-stakes business litigation in 
state and federal court
• Multi-district litigation
• Class actions 
• Business tort
• Product liability and toxic tort
• Employment 

• Overseen dozens of electronic discovery 
projects, both internally and externally 
hosted, with billions of documents   



Obtaining Mobile Phone Evidence 
Without the Individual Device

• Do you have the individual device?

– Do you have possession, custody or control?

• Individual Client – Device Ownership

• Corporation Client – Device Ownership 
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INDIVIDUAL 
CLIENT–
Device Ownership 



When Client is an Individual

Ownership:

• Plaintiff maintained that she did not have 
possession, custody or control over her cell phone 
records because the bill was in her husband’s name 

• Court held that because she and her husband were 
legally married, she had possession, custody and 
control over the records  

Fox v. Pittsburg State Univ., 
2016 U.S. Dist. LEXIS 2259, *7-8 (D. Kan. Jan. 8, 2016).
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CORPORATION 
CLIENT -
Device Ownership 



When Client is a Corporation

Work phones:  A company controls the text messages 
of its employees on work phones, as well as the emails 
of its employees via company email accounts 

Personal phones:  A company does not possess or 
control the text messages from the personal phones of 
its employees and may not be compelled to disclose 
text messages from employees’ personal phones

In re Pork Antitrust Litigation, No. 18-cv-1776, 2022 U.S. Dist. LEXIS 
60214 (D. Minn. Mar. 31, 2022); Lulumiere v. Willow Springs Care, Inc., 
2017 U.S. Dist. LEXIS 216041, *5-6 (E.D. Wash. Sept. 18, 2017).



Whether Hormel Can be Compelled to Produce 
its Employees’ Text Message Data

Control:  

• Courts are divided on meaning of control.
• Some courts = legal right to obtain the documents.
• Other courts = practical ability to obtain the 

documents. 
• Sedona Conference has criticized the “practical 

ability” test as inherently vague and unevenly 
applied.

• Ordering a party to produce documents that it 
does not have the legal right to obtain will 
oftentimes be futile.  

In re Pork Antitrust Litigation, No. 18-cv-1776, 2022 U.S. Dist. LEXIS 
60214 (D. Minn. Mar. 31, 2022).



Whether Hormel’s BYOD Policy Gives Hormel 
Control Over Text Messages on Personally 

Owned Devices
BYOD Policy:  BYOD policy required employees to use 
their cell phones to conduct business.  Hormel 
controlled all data on those phones through the BYOD 
policy and had the ability to wipe all data on personally 
owned phones.  The policy did not give it authority to 
access, view, image or control the text messages.  

Held:  An employer does not legally control personal 
text messages despite a BYOD policy when the policy 
does not assert employer ownership over the texts and 
the employer cannot legally demand access to the 
texts.
In re Pork Antitrust Litigation, No. 18-cv-1776, 2022 U.S. Dist. LEXIS 
60214 (D. Minn. Mar. 31, 2022).



Whether the Relationship Between Hormel 
and the Custodians Gives Hormel Control Over 

Text Messages on Personal Cell Phones
• Plaintiffs argued Hormel could have asked its 

custodians to give it access to text messages and all 
custodians likely would have agreed.  

• Hormel had previously asked for and received
permission to image (although not inspect) the personal 
cell phones of 5 custodians.  

• Held:  It is one thing to show that a responding party 
may ask for documents in the possession of someone 
with whom it has a relationship, but quite another to 
demand such documents.  

In re Pork Antitrust Litigation, No. 18-cv-1776, 
2022 U.S. Dist. LEXIS 60214 (D. Minn. Mar. 31, 2022).



Whether Subpoenas to
Employees Should be Enforced 

• Custodians had not taken reasonable steps to 
investigate whether unique responsive information 
existed on any custodian’s cell phone.  

• Only one custodian said she never used the personal 
phone for business purposes.  All others simply said 
they didn’t have responsive documents.  

• Records from cell phone provider showed messages
between employees but no content of those messages.

In re Pork Antitrust Litigation, No. 18-cv-1776, 
2022 U.S. Dist. LEXIS 60214 (D. Minn. Mar. 31, 2022).



Whether Subpoenas to
Employees Should be Enforced 

• Held: One employee had demonstrated that she 
observed a clear boundary with respect to the use of 
her personal cell phone.  Thus, subpoena was not 
enforced as to her.  The Court was not satisfied that the 
inquiries made by counsel and the resulting 
representations of the other custodians was sufficient.  

In re Pork Antitrust Litigation, No. 18-cv-1776, 
2022 U.S. Dist. LEXIS 60214 (D. Minn. Mar. 31, 2022).



Whether Subpoenas to
Employees Should be Enforced Because

Information is Available from Other Sources

• Cell phone providers did not record content of the text 
messages only information concerning the 
sender/recipient and date and time.    

In re Pork Antitrust Litigation, No. 18-cv-1776, 
2022 U.S. Dist. LEXIS 60214 (D. Minn. Mar. 31, 2022).



Whether Forensic Imaging and Searching is 
Warranted

• Court lacked information about whether full device 
needed to be imaged, number of anticipated texts to be 
captured, proposed search method, proposed filtering 
or proposed cost.  

• Costs ought to be borne by the requesting party.
• Court considered burden of custodian being without 

phone for a period of time.

In re Pork Antitrust Litigation, No. 18-cv-1776, 
2022 U.S. Dist. LEXIS 60214 (D. Minn. Mar. 31, 2022).



When Client is a Corporation
Work phones:  Company maintained custody and 
control over employee personal mobile devices which 
were company owned 

Personal phones:  A company does not possess or 
control company data present on employee-owned 
personal mobile devices, even when company had a 
policy that all information and emails on employee 
devices remained the sole property of the company

H.J. Heinz Co. v. Starr Surplus Lines Ins. Co., 
2015 U.S. Dist. LEXIS 184222, *12-13 (W.D. Penn. July 28, 2015).



When Client is a Corporation
When personal phone, monthly services are 
reimbursed by company:
(In re Sun Coast Res. Inc.,562 S.W.3d 138 (Tex. Ct. App. 2018))

Cell phones at issue were owned by employees

Employees used their personal cell phones to talk, email and send 
text messages for work-related matters 

Company reimbursed a portion of its employees’ monthly bills for 
their personal cell phones 

In the company’s Employee Handbook, the company retained right 
to access confidential and proprietary company information on 
employees’ personal devices, but the text messages sought were not 
confidential and proprietary



When Client is a Corporation

“As cell phones, smart phones, and similar mobile 
devices are personal property, it follows that the 
owners of such devices generally enjoy the full panoply 
of ‘fundamental’ property rights recognized by Texas 
law. That cluster of rights necessarily includes the right 
to possess, use, or transfer the property, and to 
exclude others.”

Nothing in the at-will employment relationship alters 
an employer’s or an employee’s traditional rights to 
possess their respective property to the exclusion of 
the other



When Client is a Corporation

Partial reimbursement of monthly cell phone bills did 
not, by itself, alter the employment relationship in a 
way that gave the company a right to possesses its 
employees text messages on personal cell phones

Court held the company did not have possession, 
custody or control of the text messages 

In re Sun Coast Res. Inc., 
562 S.W.3d 138 (Tex. Ct. App. 2018)



Does the client have possession, custody or control 
of the cell phone?

• Who paid for the phone?  
• Who pays for the data plan?
• Does the company have a policy that makes all text 

messages company property?
• Does the company have a policy about use of its 

wireless network? 
• Does the employee use text messages or apps for 

business?  

When Client is a Corporation
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Requests for 
Forensic Searches 
When You Don’t 
Have the Mobile 
Device

X



Forensic Searches

• “Civil litigation should not be approached as if 
information systems were crime scenes that justify 
forensic investigation at every opportunity to 
identify and preserve every detail . . . Making 
forensic image backups of computers is only the 
first step of an expensive, complex, and difficult 
process of data analysis that can divert litigation 
into side issues and satellite disputes involving the 
interpretation of potentially ambiguous forensic 
evidence.”  

John B. v. Goetz, 531 F.3d 448 (6th Cir. 2008) (quoting The Sedona Principles:  Best Practices, 
Recommendations & Principles for Addressing Electronic Document Production (2007).



Forensic Searches

• “‘Forensic examinations of computers 
and cell phones are generally 
considered a drastic discovery measure 
because of their intrusive nature.’”  

Aminov v. Berkshire Hathaway Guard Ins. Cos., No. 21-CV-479-DG-SJB, 2022 U.S. Dist. 
LEXIS 48473 (E.D.N.Y. 2022) (quoting Stewart v. First Transit, Inc., Civ. No. 18-3768, 
2019 U.S. Dist. LEXIS 239381 (E.D. Penn. Sept. 3, 2019)).  



Forensic Searches Permitted When:

• A party can show improper conduct on the 
part of the responding party.

• A party can show discrepancies or 
inconsistencies in discovery responses.

• There is reason to believe a litigant has 
tampered with the computer or hidden 
relevant materials.

Aminov v. Berkshire Hathaway Guard Ins. Cos., No. 21-CV-479-DG-SJB, 2022 U.S. Dist. 
LEXIS 48473 (E.D.N.Y. 2022) (quoting Stewart v. First Transit, Inc., Civ. No. 18-3768, 
2019 U.S. Dist. LEXIS 239381 (E.D. Penn. Sept. 3, 2019)).  



Forensic Searches Not Permitted When:

• A request for a forensic search is premised on nothing 
more than mere skepticism that an opposing party has not 
produced all relevant and nonprivileged documents.

• A request for a forensic search is made without specific, 
concrete evidence that a party concealed or intentionally 
destroyed evidence.  

• A request for a forensic search is made on the mere basis 
that a party has not timely responded to discovery.

Gergaway v. United States Bakery, No. 2:19-CV-00417-SAB, 2021 U.S. Dist. LEXIS 248532 
(E.D. Wash. Aug. 24, 2021).



Forensic Searches Not Permitted When:

• The party seeking the forensic examination 
fails to show that it will likely produce the 
material it seeks, if an alternative, less 
invasive means of obtaining the evidence 
exists, or if the motion is not accompanied 
by a proposal for a protocol appropriately 
tailored to protect the privacy concerns of 
the opposing party.

Hardy v. UPS Ground Freight, Inc., No. 3:17-CV-30162-MGM, 2019 U.S. Dist. LEXIS 
121277 (D. Mass. 2019).  



Forensic Searches Not Permitted When:

• Practice Pointer:  Obtain an affidavit 
from an expert about what may be 
uncovered.  

Hardy v. UPS Ground Freight, Inc., No. 3:17-CV-30162-MGM, 2019 U.S. Dist. LEXIS 
121277 (D. Mass. 2019).  



Forensic Searches Not Permitted When:

• In Hardy, the court denied the request for a forensic 
search where the defendant failed to demonstrate 
that deleted text messages could still be recovered.  

• “Courts have required the movant to make at least 
some effort, for example, by way of expert 
testimony or an affidavit, to show that this intrusive 
means of discovery is likely to yield the results 
sought.”

Hardy v. UPS Ground Freight, Inc., No. 3:17-CV-30162-MGM, 2019 U.S. Dist. LEXIS 
121277 (D. Mass. 2019).  



Forensic Searches Not Permitted When:

• Practice Pointer:  Provide the Court 
with a proposed protocol that limits 
access to private or privileged contents 
of the cell phone.

Hardy v. UPS Ground Freight, Inc., No. 3:17-CV-30162-MGM, 2019 U.S. Dist. LEXIS 
121277 (D. Mass. 2019).  



Forensic Searches Not Permitted When:

• In Hardy, the court denied the request for a forensic search 
where the defendant failed to provide a proposed protocol 
that would limit its access to private or privileged contents 
of Plaintiff’s cell phone.

• 11th Circuit reversed a district court order granting the 
plaintiff access to the defendant’s electronic databases 
because a protocol was necessary to restrict a search of a 
party’s electronically stored information. 

Hardy v. UPS Ground Freight, Inc., No. 3:17-CV-30162-MGM, 2019 U.S. Dist. LEXIS 
121277 (D. Mass. 2019); In re Ford Motor Co., 345 F.3d 1315 (11th Cir. 2003).



Overarching Consideration:

• When determining whether to grant a motion to 
compel the forensic imaging of a cell phone or 
other electronic device, courts have considered 
whether the examination will reveal information 
that is relevant to the claims and defenses in the 
pending matter and whether such an examination 
is proportional to the needs of the case given the 
cell phone owner’s compelling privacy interest in 
the contents of his or her cell phone.

Hardy v. UPS Ground Freight, Inc., No. 3:17-CV-30162-MGM, 2019 U.S. Dist. LEXIS 
121277 (D. Mass. 2019).  



Privacy Consideration:

• “Modern cell phones are not just another 
technological convenience.  With all they 
contain and all they may reveal, they hold 
for many Americans ‘the privacies of life.’”  

• Thus, “[t]he utility of permitting a forensic 
examination of personal cell phones must 
be weighed against inherent privacy 
concerns.”

Hardy v. UPS Ground Freight, Inc., No. 3:17-CV-30162-MGM, 2019 U.S. Dist. LEXIS 
121277 (D. Mass. 2019).  



Privacy Consideration:

• “Even if acceptable as a means to 
preserve electronic evidence, compelled 
forensic examination is not appropriate 
in all cases, and courts must consider 
the significant interests implicated by 
forensic imaging before ordering such 
procedures.”  

Gergaway v. United States Bakery, No. 2:19-CV-00417-SAB, 2021 U.S. Dist. LEXIS 248532 
(E.D. Wash. Aug. 24, 2021); John B. v. Goetz, 531 F.3d 448 (6th Cir. 2008).



Alex and Ani, LLC 
v. 

Elite Level Consulting, LLC



• Defendant deleted relevant communications.

• Defendant lost iPad in Brussels airport

• Defendant unsuccessfully attempted to recover 
the communications from GoDaddy.com, which 
hosted his email account.

• Emergency motion to inspect.



Sample Protocol
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THE GDPR 
REQUIREMENTS 



Defining GDPR 
• WHEN - In May of 2018, the European Union introduced a 

new data privacy and security regulations called The General 
Data Protection Regulation (“GDPR”) 

• PURPOSE - To broadly protect personal data of EU citizens 
and provide EU residents with transparency of how their 
personal identifiable information data is being used

• PENALTIES - Up to 4% of an entity’s annual global gross 
revenue – if data subjects’ rights or the “basic principles for 
processing, including conditions for consent” are infringed

Joint Tech. Comm., G.D.P.R. for Courts, JTC Resource Bulletin (Jun. 24, 2022), 
https://www.ncsc.org/__data/assets/pdf_file/0024/18726/2018-09-19-gdpr-for-
us-courts-final.pdf



Personal Data
• Any information relating to an identified or identifiable 

natural person.

– Whenever an individual can be identified, directly or indirectly, by 
reference to an identifier such as a name, an identification number, 
location data, an online identifier or to one or more factors specific to 
the physical, physiological, genetic, mental, economic, cultural or social 
identity of that natural person.  

– Signature blocks (yes, it’s that broad)
– IP addresses 
– Salary information 



GDPR – Rights for Citizens
• Transparency:

– Data policies must be transparent to an average person
– Key information can’t be buried within a prolix

• Consent:
– People must freely give explicit consent for their personal data 

collection
– They must be able to easily withdraw that consent

• Access and Rectification: 
– A person’s right to see data that concerns them and the right to 

have inaccuracies corrected
– Individuals cannot be charged for access to their data, and 

organizations are required to correct inaccuracies

Id.



GDPR – Rights for Citizens
• Erasure – aka the Right to be “Forgotten”: 

– With some exceptions, organizations must delete data that is 
no longer needed, or data that was collected when someone 
was a child, if an individual requests it

– Organizations must also take steps to request the data also 
be deleted by other entities with whom the data was shared

• Object:
– The right to object to the use of personal data and stop it 

from being used, even if it is being used for legitimate, lawful 
“public” tasks

– Data used for the “establishment, exercise or defense of legal 
claims” (court data) is exempt from such objections

Id.



GDPR – Rights for Citizens

• Data Portability:
– The right to move personal data from one service provider to 

another
– Automated Processing The right not to be subjected to an 

automated decision

• Automated Processing: The right not to be subjected 
to an automated decision

Id.
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IDENTIFYING 
GDPR ISSUES 



Issue Spotting – When do EU 
Clients have a GDPR Issue?

• When an EU based organization processes the data of EU residents and 
conducts the processing in the EU 

• When data is processed in connection with an EU based business, even 
if the processing is done within the U.S.  

• When data of a non-EU resident is processed within the EU 

• When a company claims that otherwise discoverable documents cannot 
be produced in litigation because the European GDPR prohibits 
company from doing so 

AnywhereCommerce, Inc. v. Ingenico, Inc.,  No. 19-CV-11457-IT, at *2 n.1 (D. Mass. Aug. 31, 
2020); Giorgi Global Holdings, Inc. v. Smulski,  2020 U.S. Dist. LEXIS 89369, *2



Issue Spotting – When do U.S. 
Companies have a GDPR issue?

• Article 3.2 states that GDPR can apply to organizations that 
are not in the EU if two conditions are met: 

1. Offer goods or services to people in the EU; or
2. Monitor the online behavior of people in the EU

Ben Wolford, Does the GDPR apply to companies outside of the EU?, GDPR. EU ( Jun. 23, 2022), 
https://gdpr.eu/companies-outside-of-europe/



Issue Spotting – Goods and Services to 
People in the EU 

• To determine whether a U.S. organization offers goods and 
services in the EU, regulators in the EU may look to factors such 
as: 
– Does company advertise in the EU
– Does company have online marketing material in European languages
– Does company include pricing in euros

• If the company has taken steps to cater to European customers, 
EU regulators may find that company is subject to the GDPR 
requirements

• If the company does not regularly do business with people in the 
EU and has not taken steps to cater to EU customers, EU 
regulators are likely to determine that the Company is not 
offering goods or services to people in the EU

Id.



Issue Spotting – Monitoring Online 
Behavior in the EU 

• In determining whether U.S. organizations monitor the 
online behavior of people in the EU, regulators in the EU 
are likely to look at:
– whether the organization uses web tools that allow them to 

track cookies or the IP addresses of Europeans who visit their 
website(s)

• This provision could potentially sweep in organizations 
that have minimal contacts with people in the EU; it 
remains to be seen how strictly it will be interpreted and 
how aggressively it will be enforced

Id.
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HOW U.S. COURTS 
HANDLE GDPR



How US Courts Approach GDPR - Comity 

Courts, in determining whether a foreign statute excuses non-compliance 
with discovery, must consider a multi factor balancing test 

• The factors to be considered include: 
1. the importance of the documents or other information requested 

to the litigation; 
2. the degree of specificity of the request; 
3. whether the information originated in the United States; 
4. the availability of alternative means of securing the information; 

and 
5. the extent to which noncompliance would undermine important 

interests of the United States

"[t]he party relying on foreign law has the burden of showing such law 
bars production.”

Societe Nationale Industrielle Aerospatiale v. United States Dist. Court for S. Dist., 
482 U.S. 522, 544 n.28; Giorgi Global Holdings, Inc. v. Smulski, 2020 U.S. Dist. LEXIS 
89369, *3



How US Courts Approach GDPR – Sedona
In addition to the five-factor test for international comity discussed above, 
courts also consider principles from the Sedona Conference—a thought-leading 
organization on law and policy, and on intellectual property rights, data security, 
and privacy—including:

Sedona Principle 1
• Regarding data that is subject to preservation, disclosure, or discovery in a 

U.S. legal proceeding, courts and parties should demonstrate due respect to 
the Data Protection Laws of any foreign sovereign and the interests of any 
person who is subject to or benefits from such laws

Sedona Principle 2
• Where full compliance with both Data Protection Laws and preservation, 

disclosure, and discovery obligations presents a conflict, a party's conduct 
should be judged by a court or data protection authority under a standard of 
good faith and reasonableness

Sedona Principle 3
• Preservation, disclosure and discovery of Protected Data should be limited in 

scope to that which is relevant and necessary to support any party's claim or 
defense in order to minimize conflicts of law and impact on the Data Subject

Sedona Conference Traditional and Rationally-Issued Principles on Discovery Disclosure 
and Data Protection (Transitional Edition, Jan. 2017).



How US Courts Approach GDPR - Redact 

• In Securities and Exchange Commission v. Telegram Group Inc. 
et al, the Southern District of New York ordered defendants 
to produce relevant bank records but allowed defendants 
to make redactions that were necessary under foreign 
privacy laws if they also produced a log explaining the 
redactions

• The court allowed these redactions under foreign privacy 
laws, in addition to the bank records being protected by a 
confidentiality order

Securities and Exchange Commission v. Telegram Group Inc. et al., 1:19-CV-09439, ECF No. 67 
(S.D.N.Y Jan. 13, 2020).



How US Courts Approach GDPR - Compromise 
• In Behrens v. Arconic, survivors and the estates of those who died in an 

England apartment fire filed a product liability action against building 
material supplier Arconic, among others

• The Eastern District of Pennsylvania appointed a French law expert to 
prepare a report on how French law conflicted with U.S. discovery as a 
result the court ordered parties to comply with the Hague Evidence 
Convention during discovery

• Both parties agreed, in accordance with Hague Convention, to appoint a 
special master as a commissioner to review discovery documents for 
consistency with French law under the court's order defining what was 
relevant and responsive

• This compromise ensured that all relevant information was produced 
but was done so in a way to not violate privacy laws

Behrens v. Arconic, Inc., 487 F. Supp. 3d 283, 300–01 (E.D. Pa. 2020)



How US Courts Approach GDPR–
Unredacted 

• In In re Mercedes-Benz Emissions Litig., the District of New Jersey ordered 
Daimler to produce unredacted documents that contained personal 
data of current and past employees

• The court reasoned that producing this information under the “Highly 
Confidential” designation of a protective order was sufficient to protect 
the personal information of Daimler's current and former employees

• AnywhereCommerce, Inc. v. Ingenico, Inc. explained that U.S. courts should 
assume a conflict between U.S. law and foreign law in its international 
comity analysis, despite the argument that a litigation exception exists in 
the GDPR

• However, the AnywhereCommerce court still compelled production of 
unredacted information, finding that, even if a conflict existed, the 
international comity analysis allowed for documents to be produced 
without redaction in the U.S. in that case

AnywhereCommerce, Inc. v. Ingenico, Inc.,  No. 19-CV-11457-IT, at *2 n.1 (D. Mass. Aug. 
31, 2020); In In re Mercedes-Benz Emissions Litig.,  No. 16-CV-881 (KM) (ESK), at *8 
(D.N.J. Jan. 30, 2020)
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Overview re Subpoenas for Cell Phone Records
• The Stored Communications Act (SCA), 28 U.S.C. Section 22701 – 2712, generally 

prohibits certain technology providers (electronic communication service 
providers (ECS)) from disclosing certain electronic service information in 
response to subpoenas in civil cases.

• Cellular phone providers and email service providers have been held to be 
providers of ECS.

• The SCA draws a distinction between the “content” of electronic 
communications, and “non-content.” 

• “Non-content” is much easier to obtain than “content,” and “non-content” may 
well be all that you need for your case.

• The SCA does not prohibit subpoenas to senders or receivers of electronic 
communications, or to other non-providers of electronic communication 
services.
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Overview of the SCA and Cell Phone Records

Importantly, courts have decided that the following categories of information 
are “non-content”: 

A. Identity of the subscriber

B. Date and time of communications

C. Originating and receiving telephone numbers for a specified date 
range

D. Cell cite location information

E. IP addresses

5



Overview of the SCA and Cell Phone Records

The SCA provides certain exceptions that allow disclosure of the 
content of communications, including as follows:

a.  A provider may divulge the contents of a communication: 

i.  to an addressee or intended recipient of such communication or an 
agent of such addressee or intended recipient; 

ii.  with the lawful consent of the originator, or an addressee or 
intended recipient of such communication, or the subscriber in the case of 
remote computing service; 

iii.  to a person employed or authorized, or whose facilities are used to 
forward such communication to its destination; 
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Overview of the SCA and Cell Phone Records
iv.  as may be necessarily incident to the rendition of the service, or to 

the protection of the rights or property of the provider of that service; 

v.  to the National Center for Missing and Exploited Children, in 
connection with a report submitted thereto under 18 U.S.C. §2258A; 

vi. to a law enforcement agency – if the contents: 

a.  were inadvertently obtained by the service provider; and 

b.  appear to pertain to the commission of a crime; and

vii.  to a governmental entity, if the provider, in good faith, believes 
that an emergency involving danger of death or serious physical injury to any 
person requires disclosure without delay of communications relating to the 
emergency.
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Overview of the SCA and Cell Phone Records
The SCA also provides for the disclosure of customer records (i.e., non-

content). 

A provider may divulge a record or other information pertaining to a subscriber 
to, or customer of, such service (not including the contents of communications):

a.  with the lawful consent of the customer or subscriber; 

b.  as may be necessarily incident to the rendition of the service, or to the 
protection of the rights or property of the provider of that service; 

c.  to a governmental entity, if the provider, in good faith, believes that an 
emergency involving danger of death or serious physical injury to any person requires 
disclosure without delay of information relating to the emergency; 

d.  to the National Center for Missing and Exploited Children, in connection 
with a report submitted thereto under 18 U.S.C. §2258A; and

e.  to any person other than a governmental entity. 
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Overview of the SCA and Cell Phone Records
The SCA also creates an exception for “lawful consent,” as follows:

The following may each give consent for either the ECS or RCS 
(remote computing service) provider to divulge the contents of the 
communication: 

a.  Originator; 

b.  Addressee; 

c.  Intended recipient; or 

d.  Subscriber to the RCS holding the communication. 

Whether a person or entity has actually given “lawful consent” can 
sometimes become a somewhat complicated factual analysis for the court, 
especially if there is reliance on “implied”. 
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Potentially Avoiding the SCA
In addition to relying upon the exceptions to the SCA prohibitions on 

disclosures, in certain circumstances parties may be able to avoid the SCA 
limitations through Rule 34 requests for production of documents.

Flagg v. City of Detroit, 252 F.R.D. 346 (E.D. Mich. 2008):  

• Plaintiff issued broad subpoenas seeking the disclosure of (1) all text 
messages sent or received by 34 named individuals during time periods 
spanning over five years, and (2) all text messages sent or received by 
any City official or employee during a four-hour time period in the early 
morning hours of April 30, 2003, the date that Plaintiff’s mother was 
killed. 

• Defendants moved to preclude discovery of the electronic 
communications, arguing that the SCA prevented Plaintiff from 
obtaining in civil discovery any text messages that remained in the 
provider’s possession as a result of its role as the City’s service provider. 
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Potentially Avoiding the SCA (Con’t.)
• The court held that under Rule 34(a), a party may request the 

production of documents that are “in the responding party’s 
possession, custody, or control.” The items that may be sought under 
the Rule include ”electronically stored information,”Fed. R. Civ. P. 
34(a)(1), which plainly encompasses both electronic communications 
and archived copies of such communications that are preserved in 
electronic form, citing Fed. R. Civ. P. 34, Advisory Committee Note to 
2006 Amendments.” Id. at 352 (citing Zubulake v. UBS Warburg LLC, 217 
F.R.D. 309, 317 & nn. 36-38 (S.D.N.Y. 2003)). 

• Ultimately, the court ordered Plaintiff to reformulate his third-party 
subpoena as a Rule 34 request for production of documents to the 
Defendants. 

11



Potentially Avoiding the SCA (Con’t.)
• The court rejected Defendants’ argument that the SCA prevents all 

production of electronic communications in civil litigation. 

• The court found that relevant communications were discoverable 
under Rule 26(b)(1), and found that Plaintiff was entitled to obtain 
copies of those communications. 

• The court appeared to avoid the direct issue of discoverability of civil 
subpoenas under the SCA, stating that “[i]n analyzing this contention, 
the Court initially proceeds under the premise that the plaintiff has 
sought the production of SkyTel text messages under a Rule 34 
document request directed at the Defendant City, rather than a third-
party subpoena directed at SkyTel.”

• The court concluded that the relevant communications were  
discoverable. 
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Potentially Avoiding the SCA (Con’t.)
Pursuant to the teachings of Flagg, in some circumstances – or in 

some courts -- electronic communications may be better obtained through 
requests for production of documents to a party to the litigation, rather than a 
subpoena to a service provider, in order to avoid issues with the SCA. 

Other courts have held or noted similar propositions:

McNeil v. Glasco, No. 7:20-CV-00133-BO, at *4 (E.D.N.C. Mar. 29, 2021):

In a tractor trailer accident case, the non-content of cell phone 
records were ordered to be produced by T-Mobile, because the information was 
deemed relevant as to whether the driver of the tractor trailer was talking on 
his cell phone (or texted) while driving, either on the day of the accident or 
regularly while driving.
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Potentially Avoiding the SCA (Con’t.)

The court also questioned whether the Rule 45 subpoena to T-Mobile 
was necessary, and reminded the parties that the Federal Rules require a party 
responding to a document request to do more than just produce documents 
that are readily accessible to it, but instead to produce responsive documents in 
the responding party's possession, custody, or control. 

“The requirement that a party must produce responsive documents 
within its control means that sometimes the responding party will need to 
obtain documents from third parties to comply with its discovery obligations.”
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Practice Pointers For Issuing Subpoenas

TIMELINESS: 

Many cell phone carriers do not maintain either content or cell phone 
records for long periods of time, and thus it is critical to issue a subpoena at the 
beginning of a case, or as soon thereafter as possible.
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Practice Pointers for Issuing Subpoenas (Con’t.)
PRESERVATION/SPOLIATION LETTERS: 

Even before filing a lawsuit, counsel should send the opposing party 
(or its attorney) a formal letter demanding that the party preserve all relevant 
evidence, including text messages, emails, voice mails, and all other relevant 
records. 

Failure of a party to comply with that request may result in a negative 
inference (spoliation) instruction to the jury at trial, if the records are not 
preserved. 

Such preservation/spoliation letters may also be sent to third  parties 
that possess relevant information, such as cell phone providers.
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Practice Pointers for Issuing Subpoenas (Con’t.)
DRAFT THE SUBPOENA TO BE SPECIFIC, AND AS NARROW AS POSSIBLE 
– BUT STILL ASK FOR WHAT YOU REALLY NEED:

Subpoenas need to be as specific as possible, especially when sent to 
bureaucratic entities like cell phone providers.

• Specificity is also critical if you are ultimately required to litigate the 
subpoena with a Judge.

• To achieve this result, issue your initial interrogatories as soon as the 
rules in your court allow, and be sure to request all telephone 
numbers, email accounts, social media accounts, and all related 
account numbers from the opposing party, including the name of all 
of the cell phone carriers during the relevant times – make sure to 
include all business and personal phones or other devices.

• Similarly, your requests for production of documents need to be 
issued as soon as you are permitted to do so, and they should also 
request all monthly cell phone records (including bills from the cell 
phone provider) that cover the relevant time frame. 
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Practice Pointers for Issuing Subpoenas (Con’t.)
ENSURE THE EFFECTIVENESS – AND EFFICIENCY -- OF THE 
SUBPOENA: 

• There are obviously strict requirements for proper service of 
subpoenas.

• These requirements vary by state, and you should research the 
requirements for the jurisdiction where your suit is filed. 

• Many electronic service providers (such as Verizon) will agree to waive 
formal service of a subpoena, and instead accept them as e-mails or 
fax transmissions. 

• You should confirm the policies and procedures for your target carrier 
to determine what type of service is required by that carrier. 

• This practice can save you (and your client) time and money – and 
makes you look good!
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Litigating Motions to Compel re Subpoenas – Most 
Persuasive Arguments For (and Against) Production

Counsel must be prepared to address objections to subpoenas for emails, text 
messages and other content, as well as non-content, such as call logs, subscriber 
information, etc. 

Typically, your Judge is going to focus on one of more of the following factors in 
deciding these issues:

• How relevant to the case is the information sought?

• Is the production of the information proportionate to the needs of the case 
(see Rule 26 factors re determining proportionality)? 

• How burdensome is production of the information sought, and should fee 
shifting be considered?

• Can the information sought be more easily obtained through other 
means/sources?

• Does the requested information relate to a failure of the opponent to 
provide previously requested discovery?  

• What privacy issues need to be taken into consideration in balancing the 
competing positions of the parties?  
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Examples of Winning Motions to Compel Cell Phone 
Records

1. Car/truck accident cases:

Amoah v. Mckinney, Civil Action No. 4:14-40181-TSH (D. Mass. Apr. 27, 
2016): (“it goes without saying that the question of whether plaintiff was using 
his cell at the time of the accident is "relevant to [defendants'] defense and 
proportional to the needs of the case”).

2. Cases alleging discovery failures/non-production of cell phone 
information:

Hunters Run Gun Club, LLC v. Baker, Civil Action No. 17-176-SDD-EWD 
(M.D. La. Feb. 7, 2019)(Plaintiff obtained cell phone records that refuted 
Defendant’s assertion that he did not posses certain cell phone evidence; court 
ordered Defendant to sign an authorization for release of additional cell phone 
records).
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Examples of Winning Motions to Compel Cell Phone 
Records (Con’t.)

Employment/Labor Law Cases:

Quintana v. Claire's Boutiques, Inc., No. 5:13-cv-00368-PSG (N.D. Cal. 
July 9, 2014)(cell phone records establishing that Plaintiff engaged in personal 
activities while on the clock and/or had the opportunity to take meal and rest 
breaks are relevant to this California labor law litigation).

Privacy Considerations Rejected:

Siemers v. BNSF Railway Co., No. 8:17-cv-360 (D. Neb. Apr. 8, 2019): 
(court held that Plaintiff’s telephone records were discoverable pursuant to 
Rule 26, and that the asserted privacy considerations for either Plaintiff or 
third-parties were “minimal to non-existent,” since the records did not contain 
the substance of any communication).
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Executive Summary

In sum:

• Subpoenas for cell phone records from cell phone companies –
especially as to “non-content” – can be successful in appropriate cases, 
even under the provisions of the Stored Communications Act.

• In certain circumstances, the SCA may be avoided entirely by requiring 
your opponent to obtain the cell phone records itself, rather than 
requiring a subpoena to the cell phone company, since the requested 
information is within the opponent’s “custody and control.”

• Care – and attention to detail -- must be taken to ensure that subpoenas 
for cell phone records are properly drafted (specific and narrow) and 
served.

• Counsel needs to understand the most persuasive arguments for (and 
against) the production of cell phone records, including as to both 
“content” and “non-content.”
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QUESTIONS?

?
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Discussion Topics

I. Authenticity

A. FRE 901

II. Potential Objections

A. Hearsay

B. Rule 403

C. Best Evidence Rule

D. Others?

III. Self-Authenticating Evidence

A. New FRE Rule 902(14)

B. Notice Requirement

C. Chain of Custody Evidence/Witnesses No Longer Necessary?

IV. Use of Expert Witnesses  

V. Examples of Trial Exhibits 
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Authenticity

• Authenticity Is the First Hurdle to Clear

• FRE 901(a):
− The proponent must produce evidence sufficient to 

support a finding that the item is what the proponent 
claims it to be.

• Free 901(b):

− Examples: 

• Testimony of a witness with knowledge

• Comparison by an expert witness

• Distinctive characteristics and the like 

• Evidence about a telephone conversation

• Evidence about a process or system
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Potential Objections 

A.Hearsay

B. FRE 403 – Prejudicial v. Probative Value

C.Best Evidence Rule

D.Others?
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Self-Authenticating Evidence

A.FRE Rule 902(14)- Effective December 1, 
2017:

• Certified Data Copied from an Electronic 
Device, Storage Medium, or File. Data copied 
from an electronic device . . . if authenticated 
by a process of digital identification, as shown 
by a certification of a qualified person that 
complies with the certification requirements of 
Rule 902(11) or (12). 

• The proponent also must meet the notice 
requirements of Rule 902(11).
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Self-Authenticating Evidence (Con’t.)

B. Notice Requirement – From FRE 902(11):

• Before the trial or hearing, the 
proponent must give an adverse party 
reasonable written notice of the intent 
to offer the record — and must make 
the record and certification available 
for inspection — so that the party has a 
fair opportunity to challenge them.
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Self-Authenticating Evidence (Con’t.)

Are Chain of Custody Evidence/Witnesses 
No Longer Necessary?
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Use of Expert Witnesses

• FRE 901(b)(3) - Authentication:

− The following are examples of 
evidence that satisfies the 
authentication requirement:

− (3) Comparison by an Expert 
Witness. A comparison with an 
authenticated specimen by an expert 
witness.
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Use of Expert Witnesses (Con’t.)

• Certificate Per FRE 902(14):

− “ . . . as shown by a certification 
of a qualified person that 
complies with the certification 
requirements of Rule 902(11) or 
(12).”
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Use of Expert Witnesses (Con’t.)

Evidence Regarding Hashing/Chain of 
Evidence?
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Use of Expert Witnesses (Con’t.)

Other Uses of Expert Witnesses to Admit 
Cell Phone Data?
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Trial Exhibit - Email
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Trial Exhibit – Email (Con’t.)
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Trial Exhibit – Email (Con’t.)
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Thanks Vladamir, I have spoken to Robert and he stated as follows: 
“In the immortal words of Ronald Reagan. – ‘Stay the Course’ and 
‘Damn the Torpedoes’.”

abctech.com

abctech.com

abctech.com

abctech.com
11:30 AM

11:45 AM



Trial Exhibit – Email (Con’t.)
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Should we let the world know that the CEO of MicroTech has 
been accused of sexual abuse?

Thanks Vladamir, I have spoken to Robert and he stated as follows: 
“In the immortal words of Ronald Regan. – ‘Stay the Course’ and 
‘Damn the Torpedoes’.”

Should we let the world know that the CEO of MicroTech has 
been accused of sexual abuse?

11:50 AM

11:45 AM

abctech.com

abctech.com

abctech.com

abctech.com



Trial Exhibit – Facebook Post  - ABCTech Co.
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Trial Exhibit – Instagram Post
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Trial Exhibit – Twitter Post 
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Trial Exhibit – Twitter Post (Con’t.)
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Trial Exhibit – Cell Site Analysis

CASE# 50-MM-110931

TARGET# 561-574-8987

Date Range: 2/21/2009-2/22/2009

Time Range: 1:00 PM (2/21/2009) to 3:00 PM (2/22/2009)
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QUESTIONS?
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