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FEATURE COMMENT: Achieving Cyber-
Fitness In 2017: Part 1—Planning For 
Compliance 

It is a new year, which means New Year’s resolutions 
for roughly 50 percent of Americans. Most vow to lose 
weight or save more money. For many Government 
contractors, however, the focus in 2017 is cybersecu-
rity in general, and specifically compliance with the 
Department of Defense’s final rule for safeguarding 
covered defense information before the December 
31 deadline. See 81 Fed. Reg. 72986 (effective Oct. 
21, 2016).

Under Defense Federal Acquisition Regulation 
Supplement 252.204-7012, defense contractors 
that process, store or transmit “covered defense 
information” (CDI) must meet more than 100 secu-
rity requirements specified by National Institute of 
Standards and Technology (NIST) Special Publica-
tion (SP) 800-171, Protecting Controlled Unclassified 
Information in Nonfederal Information Systems and 
Organizations. 

Although the deadline is nearly a year away, 
compliance cannot be achieved overnight, or even 
in a few months for that matter. To put this in per-
spective, experts estimate a defense contractor with 
600 employees should anticipate that a third-party 
compliance audit of its information systems and 
data will take three to six months, and this does not 
include the time needed to correct any deficiencies 
identified during the audit. 

Although the DFARS rule is the primary cyberse-
curity concern for many contractors, they may need to 
address other cybersecurity rules in 2017, depending 
on the specific contracts and the types of information 
with which a contractor deals. For example, a con-

tractor selling medical devices to the Department of 
Veterans Affairs may fall under different safeguard-
ing and reporting requirements than a contractor 
providing cloud services for an educational agency or 
a state university. The former scenario likely impli-
cates health-care data, which is heavily regulated at 
both the federal and state level; the latter scenario 
could implicate the privacy protections for children 
under the Children’s Online Privacy Protection Act, 
or students’ personally identifiable information under 
the Family Educational Rights and Privacy Act. In 
both cases, a contractor might have to answer to more 
than one enforcement agency for compliance failures. 
Thus, navigating the labyrinth of regulations can be 
overwhelming, and a wrong step may result in severe 
consequences, including termination or, potentially, 
False Claims Act allegations. 

Preparing, implementing and maintaining a 
comprehensive cybersecurity plan that identifies 
and tracks the location of contractor systems and 
data is key to preventing undesirable consequences. 
Contractors that become familiar with the appli-
cable cybersecurity requirements, develop a robust 
cybersecurity program, and regularly exercise and 
test their cybersecurity controls are better posi-
tioned to take advantage of safe harbor provisions 
and avoid common compliance pitfalls. 

This Feature Comment is the first in a multi-part 
series dedicated to Government contractor “cyber-
fitness.” The series will focus on the DFARS and FAR 
cybersecurity requirements (as well as other cybersecu-
rity regulations and standards that may apply to Gov-
ernment contractors), providing guidance and insight 
to assist contractors in understanding the regulations 
and developing a path to compliance by December 
31. In addition to parsing the regulations, articles in 
this series will explore the systems and data covered 
by the regulations; the role of third-party auditors in 
achieving and maintaining compliance; cybersecurity 
considerations when negotiating subcontracts, team-
ing agreements and joint ventures; reporting require-
ments; and developing an effective cyber-incident 
response plan. Most importantly, this series is intended 
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to serve as a practical tool for contractors by not only de-
mystifying the regulations, but also by highlighting best 
practices gathered from discussions with security audit 
experts and Government insiders. 

DFARS and FAR Requirements for Safe-
guarding Information—As noted above, DOD 
contractors are to implement NIST SP 800-171, which 
includes 14 “families” of security controls, no later 
than December 31. However, they are encouraged 
to achieve compliance “as soon as practical.” DFARS 
252.204-7012. 

Early assessment and compliance is advisable, as 
agencies increasingly will focus on cybersecurity in 
issuing solicitations and awards. As of now, contrac-
tors must provide the DOD chief information officer 
with “a list of the security requirements that the 
contractor is not implementing at the time of award” 
within 30 days after contact award. DFARS 252.204-
7012. A contractor that can demonstrate compliance 
before the end of the year may have an advantage, 
particularly because the final rule “does not preclude 
a requiring activity from specifically stating in the 
solicitation that compliance with the NIST SP 800-
171 will be used as an evaluation factor in the source 
se[le]ction process.” 81 Fed. Reg. 72990. Thus, contrac-
tor cyber-fitness may be key to award decisions made 
in the near future.

It is generally advisable to start any analysis at 
the beginning, so here is a review of the basic defini-
tional constructs that govern under the regulations.

DFARS: The DOD regulations require that con-
tractors provide “adequate security on all covered 
contractor information systems.” DFARS 252.204-
7012(b) (cloud computing service providers have 
their own security requirements at DFARS 252.239-
7010). Covered contractor information systems are 
defined by the fact that they house or touch “cov-
ered defense information.” DFARS 252.204-7012(a)  
(“ ‘Covered contractor information system’ means 
an unclassified information system that is owned, or 
operated by or for, a contractor and that processes, 
stores, or transmits covered defense information.”). 

Prior to implementation of the final DFARS rule, 
the Government received comments seeking clarifi-
cation on the definition of CDI, with several contrac-
tors hoping this information could be limited to that 
specifically designated by the Government under a 
contract. The drafters of the final rule acknowledged 
the “affirmative requirement for Government to 
mark or otherwise identify in the contract all covered 

defense information ... while recognizing the shared 
obligation of the contractor to recognize and protect 
covered defense information that the contractor is 
developing during contract performance.” 81 Fed. 
Reg. 72988. Thus, although contractors may rely on 
their customer to identify CDI, they also must remain 
vigilant and proactive when it comes to safeguarding 
CDI.

The definition of CDI in the final rule reads:
Covered defense information means unclassified 
controlled technical information or other infor-
mation (as described in the Controlled Unclas-
sified Information (CUI) Registry at http://www.
archives.gov/cui/registry/category-list.html) that 
requires safeguarding or dissemination controls 
pursuant to and consistent with law, regulations, 
and Government-wide policies, and is—
(1) Marked or otherwise identified in the con-
tract, task order or delivery order and provided to 
the contractor by or on behalf of DoD in support 
of the performance of the contract; or
(2) Collected, developed, received, transmitted, 
used or stored by or on behalf of the contractor 
in support of the performance of the contract.

DFARS 252.204-7009 (81 Fed. Reg. 72998). 
The definition is broad, and its two-part test 

leaves considerable room for confusion, disagreement 
and recrimination. Part 1 of this test refers the con-
tractor to the existing CUI Registry. However, the CUI 
Registry is rather generic and provides little guidance 
with respect to specific documents. 

This problem is mooted if the first alternative for 
part 2 of the test—i.e., customer markings—is satis-
fied. Those markings put the contractor on notice with 
respect to the status of the information. Absent those 
markings, however, the contractor is left with the ge-
neric CUI Registry descriptions, which the contractor 
must then evaluate against all information “[c]ollected, 
developed, received, transmitted, used, or stored by or 
on behalf of the contractor in support of the perfor-
mance of the contract.” Thus, while contractors would 
be wise to conduct a thorough company-wide review of 
their data and systems at the outset, focusing on their 
DOD contract materials to identify and segregate all 
systems that may house or share CDI, there is ample 
room for uncertainty about which information is CDI. 
Contractors will likely err on the side of caution; if not, 
it would be prudent to document contemporaneously 
the rationale for treating information as other than 
CDI. 



Vol. 59, No. 4 / February 1, 2017 

3© 2017 Thomson Reuters

¶ 25

FAR: Under the FAR, contractors must protect 
information systems that process, store or transmit 
“Federal contract information” (FCI). FAR 52.204-
21(b)(1). FCI is

information, not intended for public release, that 
is provided by or generated for the Government 
under a contract to develop or deliver a product 
or service to the Government, but not including 
information provided by the Government to the 
public (such as on public websites) or simple 
transactional information, such as necessary to 
process payments. 

Id. 
This definition is extraordinarily broad. It in-

cludes any information used in the performance of 
a contract that originated from or will be provided 
to the Government, apart from information that is 
public or is “simple transactional information.” Con-
tractors should ensure that any system that stores 
or shares FCI is identified and adequate security 
controls are in place. 

These systems are subject to 15 standards—relat-
ing to six of the 14 security control families in NIST SP 
800-171. See FAR 52.204-21(b)(1)(i)–(xv); NIST SP 800-
171 at 9–14. The rule relating to safeguarding systems 
with FCI has been in process for more than four years. 
So presumably contractors with FCI already have taken 
steps to implement security controls in accordance with 
the FAR, which should make compliance with all NIST 
SP 800-171 security controls under the DFARS regula-
tions less onerous.

NIST SP 800-171: NIST SP 800-171 addresses re-
quirements for properly protecting CUI, which includes 
CDI, on nonfederal information systems. NIST SP 800-
171 contains more than 100 security requirements, of 
which 30 are “basic” requirements and 79 are “derived” 
requirements. It is based on the following security re-
quirements that were implemented to protect federal 
information and information systems:

• Federal Information Processing Standards 
(FIPS) 200, Minimum Security Requirements 
for Federal Information and Information Sys-
tems; and 

• NIST SP 800-53, Security and Privacy Controls 
for Federal Information Systems and Organi-
zations.

The “basic” requirements in NIST SP 800-171, 
summarized below, originated from FIPS 200, which 
includes “high-level and fundamental security re-
quirements for federal information and information 

systems,” while the “derived” requirements are based 
on the security controls in NIST SP 800-53. See NIST 
SP 800-171 at 6. Although there are similarities be-
tween NIST SP 800-171 and NIST SP 800-53, NIST 
SP 800-171 is tailored to nonfederal contractor sys-
tems and does not include NIST SP 800-53’s uniquely 
federal controls.

Fourteen Families of Security Requirements: 
The security requirements in NIST SP 800-171 are 
grouped into 14 families. Under the DFARS final rule, 
defense contractors must comply with the require-
ments in each of the 14 families delineated below. 
Under the FAR, contractors must safeguard FCI 
based on six of the families. See Table 1 below. The 
families identified with a star (*) below are likely to 
be the most time-consuming for contractors to imple-
ment and may pose the most risk if not thoroughly 
addressed. 

DFARS Requirements: 
1. Access Control: Information system access, 

including permissions to conduct transactions, 
must be limited to authorized users. [Require-
ments: two basic, 20 derived.] Contractors 
housing FCI under FAR 52.204-21 are subject 
to two basic requirements and two derived 
requirements in this family. See Table 1 below.

2. *Awareness and Training: Managers and 
users must be made aware of the security risks 
associated with their activities (e.g., bypass-
ing the network firewall). Personnel must be 
trained on their respective information secu-
rity-related duties and responsibilities (e.g., 
reporting an insider threat). [Requirements: 
two basic, one derived.]
• Practitioner’s Note: Make no mistake, 

awareness and training controls can be 
time-consuming to implement and main-
tain—employees require initial training 
and periodic refresher training; training 
requirements vary depending on roles and 
responsibilities; and training programs 
must mature in a manner consistent 
with technology and the cyber-threat 
environment. Organizations with com-
prehensive training programs are best 
situated to mitigate exposure in the event 
of a breach. This is because data breaches 
resulting from human factors can cause 
massive damage—regardless of whether 
the cause is intentional or malicious. Most 
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organizations are cognizant of the threat 
posed by malicious insiders, but the more 
persistent threat is non-malicious employ-
ee actions. Have you ever sent a document 
to your personal e-mail account because 
your company’s virtual private network 
was too slow? Did you later download the 
document onto your work computer? If 
so, you represent the majority of employ-
ees—90 percent to be exact—who violate 
their organization’s information security 
safeguards. Although seemingly innocent, 
nearly half of all internal cybersecurity 
failures are attributed to this type of be-
havior. See SC Magazine UK – News, 
Nov. 2, 2016, available at https://www.
scmagazineuk.com/90-of-employees-
violate-data-breach-prevention-policies/
article/570413/. Unsurprisingly, secu-
rity executives view human behavior as 
their greatest vulnerability. (The Nuix, 
2016 Defending Data Report finds that 
97 percent of security executives agreed 
that human behavior was their greatest 
vulnerability.) Understanding this reality 
and building a robust training program 
are important steps in achieving true 
cyber-fitness. 

3. Audit and Accountability: Information sys-
tem audit records must be created and retained 
to enable the monitoring, analysis, investiga-
tion and reporting of unlawful, unauthorized or 
inappropriate activity. Additionally, contractors 
must trace user activity to hold individuals ac-
countable for violating system security policies. 
[Requirements: two basic, seven derived.]

4. Configuration Management: Baseline con-
figurations and inventories of organizational 
information systems (including hardware, 
software, firmware and documentation) must 
be maintained. Security configuration settings 
for information technology products employed 
in organizational information systems must be 
established and enforced. [Requirements: two 
basic, seven derived.]

5. Identification and Authentication: Contrac-
tors must identify information system users, 
processes acting on behalf of users or devices, 
and authenticate the identities of those users, 
processes and devices as a prerequisite for ac-

cess to information systems. [Requirements: two 
basic, nine derived.] Contractors housing FCI 
under FAR 52.204-21 are subject to two basic 
requirements in this family. See Table 1 below.

6. Incident Response: Contractors must estab-
lish an operational incident-handling capabil-
ity for their systems that includes adequate 
preparation, detection, analysis, containment, 
recovery and user response activities. They also 
must establish a procedure for documenting 
and reporting incidents to appropriate officials 
or authorities. [Requirements: two basic, one 
derived.]

7. Maintenance: Contractors must perform 
maintenance on their systems and provide 
effective controls on the tools, techniques, 
mechanisms and personnel used to conduct 
maintenance. [Requirements: two basic, four 
derived.]

8. Media Protection: Contractors must protect 
information system media, both paper and 
digital, and limit access to media. Such media 
must be sanitized or destroyed before disposal 
or release for reuse. [Requirements: three basic, 
six derived.] Contractors housing FCI under FAR 
52.204-21 are subject to one basic requirement in 
this family. See Table 1 below.
• Practitioner’s Note: Proper disposal of infor-

mation may implicate privacy statutes or 
other federal requirements, depending on 
the data. For example, the “Disposal Rule,” 
promulgated in 2005 under the Fair and 
Accurate Credit Transactions Act, requires 
any company collecting consumer informa-
tion for a business purpose to dispose of that 
information in a way that prevents unau-
thorized access and misuse of the data. See 
16 CFR § 682. 

9. Personnel Security: Contractors must screen 
individuals (including third-party service pro-
viders) before they are given access to informa-
tion systems. Data must be protected during 
and after personnel actions such as termina-
tions and transfers. [Requirements: two basic, 
zero derived.]

10. *Physical Protection: Contractors must 
limit physical access to information systems, 
equipment and the respective operating en-
vironments to authorized individuals, as well 
as protect and monitor physical facilities and 
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support infrastructure for information sys-
tems. [Requirements: two basic, four derived.] 
Contractors housing FCI under FAR 52.204-21 
are subject to one basic requirement and one 
derived requirement in this family. See Table 
1 below.
• Practitioner’s Note: Microsoft offers a 

simple, albeit brutal, statement on the 
significance of physical security: “With-
out physical security, no other security 
measures can be considered effective.” See 
Tom Caddy, Physical Security 101, NIST 
CMVP Physical Security Conference at 3 
(Sept. 15, 2005). Assuming this is correct, 
contractors who have spared no expense 
to implement state-of-the-art technology 
controls, but whose employees work from 
multiple geographic locations, are at 
an inherent disadvantage for enforcing 
safeguards for CUI under this control. 
Thus, this family of requirements may 
pose greater challenges to contractors 
that have employees in multiple locations 
than to others with employees working 
exclusively on-site with DOD. 

11. Risk Assessment: Contractors must pe-
riodically assess the risk to organizational 
operations (including mission, functions, im-
age or reputation), organizational assets and 
individuals resulting from the operation of 
organizational information systems and the 
associated processing, storage or transmission 
of organizational information. [Requirements: 
one basic, two derived.]

12. *Security Assessment: Contractors must pe-
riodically assess and monitor security controls 
for effectiveness, as well as implement plans 
to correct deficiencies and reduce or eliminate 
vulnerabilities. [Requirements: three basic, 
zero derived.]
• Practitioner’s Note: Technology used for 

security often is not the problem, rather 
it is the human element. For example, a 
new virus protection software or firewall 
patch may be released, but only a privi-
leged user, i.e., the system administrator, 
can implement the update across the 
network. Security assessments also pose 
problems because there may be a judg-
ment bias when an organization assesses 

its own system vulnerabilities or controls. 
Third-party audits most objectively and 
accurately assess security, but IT and 
security teams may dislike third parties 
peeking behind the curtain and critiquing 
their work. Although contractors do not 
want to wait to be hacked to find out the 
effectiveness of their security controls (or 
lack thereof), they can get stuck between 
an archetypal rock and a hard place if a 
begrudging IT team is unwilling to let in 
third-party auditors. 

13. System and Communications Protection: 
Contractors must monitor, control and protect 
organizational communications (i.e., informa-
tion transmitted or received by organizational 
information systems) at the external boundar-
ies and key internal boundaries of the informa-
tion systems. They must employ architectural 
designs, software development techniques, and 
systems engineering principles that promote 
effective information security within organi-
zational information systems. [Requirements: 
two basic, 14 derived.] Contractors housing 
FCI under FAR 52.204-21 are subject to one 
basic requirement and one derived require-
ment in this family. See Table 1 below.

14. System and Information Integrity: Contrac-
tors must identify, report and correct flaws in 
a timely manner. Protection against malicious 
code must be in place at appropriate locations. 
Contractors must monitor information system 
security alerts and advisories, and take ap-
propriate actions in response. [Requirements: 
three basic, four derived.] Contractors housing 
FCI under FAR 52.204-21 are subject to two 
basic requirements and two derived require-
ments in this family. See Table 1 below.

As mentioned above, the mandatory requirements 
for contractors processing, storing or collecting FCI 
under FAR 52.204-21, 15 in all, overlap with six of the 
control families in NIST SP 800-171. Table 1 below 
illustrates this overlap.

Roadmap to Compliance—The following 
guidelines are designed to assist contractors in com-
plying with the DFARS safeguarding and reporting 
requirements by December 31. Contractors already 
implementing security controls in accordance with 
the FAR rule for FCI have a head start, but may con-
sider conducting a company-wide review to bolster all 

¶ 25
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Table 1—NIST SP 800-171 and FAR 52.204-21
NIST SP 800-171 FAR 52.204-21

3.1 ACCESS CONTROL  

Basic 3.1.1

Limit information system access to authorized 
users, processes acting on behalf of authorized 
users or devices (including other information 
systems).

FAR 52.204-21(b)(1)
(i) 

Basic 3.1.2
Limit information system access to transac-
tions and functions that authorized users are 
permitted to execute.

FAR 52.204-21(b)(1)
(ii) 

Derived 3.1.20 Verify and control connections to and use of 
external information systems.

FAR 52.204-21(b)(1)
(iii) 

Derived 3.1.22 Control information posted or processed on 
publicly accessible information systems.

FAR 52.204-21(b)(1)
(iv) 

 3.5 IDENTIFICATION AND  
AUTHENTICATION  

Basic 3.5.1 Identify information system users, processes 
acting on behalf of users, and devices.

FAR 52.204-21(b)(1)
(v) 

Basic 3.5.2
Authenticate the identities of those users, pro-
cesses or devices as a prerequisite to allowing 
access to organizational information systems.

FAR 52.204-21(b)(1)
(vi) 

 3.8 MEDIA PROTECTION  

Basic 3.8.3
Sanitize or destroy information system media 
containing CUI before disposal or release for 
reuse.

FAR 52.204-21(b)(1)
(vii) 

 3.10 PHYSICAL PROTECTION  

Basic 3.10.1

Limit physical access to organizational infor-
mation systems, equipment and the respective 
operating environments to authorized indi-
viduals.

FAR 52.204-21(b)(1)
(viii) 

Derived 3.10.3 Escort visitors and monitor visitor activity.

FAR 52.204-21(b)(1)
(ix) (also, maintain 
audit logs of physical 
access; and control 
and manage physical 
access devices)
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Table 1—NIST SP 800-171 and FAR 52.204-21
NIST SP 800-171 FAR 52.204-21

 3.13 SYSTEM AND COMMUNICATIONS  
PROTECTION  

Basic 3.13.1

Monitor, control and protect organizational 
communications (i.e., information transmit-
ted or received by organizational information 
systems) at the external boundaries and key 
internal boundaries of the information sys-
tems.

FAR 52.204-21(b)(1)
(x) 

Derived 3.13.5
Implement subnetworks for publicly accessible 
system components that are physically or logi-
cally separated from internal networks.

FAR 52.204-21(b)(1)
(xi) 

 3.14 SYSTEM AND INFORMATION  
INTEGRITY  

Basic 3.14.1 Identify, report and correct information and 
information system flaws in a timely manner.

FAR 52.204-21(b)(1)
(xii) 

Basic 3.14.2
Provide protection from malicious code at 
appropriate locations within organizational 
information systems.

FAR 52.204-21(b)(1)
(xiii) 

Derived 3.14.4 Update malicious code protection mechanisms 
when new releases are available.

FAR 52.204-21(b)(1)
(xiv) 

Derived 3.14.5
Perform periodic scans of the information system and 
real-time scans of files from external sources as files 
are downloaded, opened or executed.

FAR 52.204-21(b)(1)
(xv) 

security controls (if not done previously). Similarly, 
vigilant defense contractors that have tracked and 
implemented interim versions of the DFARS rule 
should be well equipped for compliance by the end 
of the year. 

It should be noted that the drafters of the DFARS 
final rule hoped that NIST SP 800-171, which is tai-
lored for contractor information systems, would “en-
able[] contractors to use systems they already have 
in place with some modification instead of building a 
new system.” 81 Fed. Reg. 72997. 

Although the following tips are not one-size-fits-
all or a substitute for professional representation, you 
should consider the following when assessing your 
path to cyber-fitness in 2017. 

Establish a Compliance Team: To start, contractors 
should identify an individual or team that will be re-
sponsible for cybersecurity compliance and accountable 
to management. The team should hold a kick-off meet-
ing to (1) introduce team members, (2) assign roles and 
responsibilities, (3) discuss identified or perceived gaps, 

and (4) develop a plan and schedule for demonstrating 
compliance by December 31. 

Data Mapping and Security Domains: Con-
tractors should inventory and examine all of their 
systems and data. Third-party auditors recommend 
a data-focused approach rather than a systems ap-
proach because many contractor systems house mul-
tiple types of data. Additionally, contractors should 
think about how their systems are connected, i.e., 
which systems have access to data on other systems, 
even if the systems do not actively share data. While 
this may seem daunting, a thorough review at the 
beginning of the compliance process will allow for a 
complete solution and should minimize downstream 
issues resulting from certain systems being ignored 
in an assessment. Contractors may be able to isolate 
CDI or FCI—physically, logically or a hybrid of the 
two—into a specific security domain apart from other 
operations and assets, which would allow the contrac-
tor to avoid implementing strict security controls on 
all of its systems. 
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Schedule: Plan and schedule implementation 
activities after (1) conducting a gap analysis, (2) es-
timating how long it will take to address noncompli-
ances, (3) identifying dependencies and (4) mapping 
the critical path. The timeline for implementing NIST 
SP 800-171 will be different for every organization 
depending on the size of the organization and the 
gaps. For example, awareness and training may not 
take long if the contractor already has a compre-
hensive training program. In contrast, this may be 
time-consuming for an organization that needs to 
implement training for several hundred employees 
who are geographically dispersed. Contractors should 
consider whether they will use a third-party auditor 
to achieve compliance. If so, the auditor’s availability 
and timeline for completing the audit must be fac-
tored into the schedule. For example, it is estimated 
that auditing a domestic company with 600 employees 
and 30 servers generally takes between three to six 
months. Obviously, this time frame will change ac-
cording to the number of employees and information 
systems that need to be audited. (Note: If your orga-
nization’s cybersecurity health is uncertain, consider 
whether legal counsel will hire pre-audit auditors to 
assess your vulnerability, e.g., to ensure a hacker is 
not already accessing your system. Hiring the auditor 
through legal counsel should allow the initial assess-
ment to remain privileged.) 

Documentation: Track compliance in a matrix 
that aligns each NIST requirement with an expla-
nation of how the company meets the requirement 
or plans to achieve compliance. This matrix may be 
initially drafted as part of the gap assessment, but 
it should be maintained and continuously updated 
as statuses change. It may be accessed later to de-
termine the status of compliance and as evidence of 
compliance if questions arise. 

Regular Reassessment: As noted above, cyberse-
curity and compliance must be viewed as ongoing pro-
cesses involving periodic assessments of company data 
and systems. A written plan outlining regular actions 
to review and address cybersecurity issues is essential. 
Contractors should keep in mind that CDI includes 
information listed in the CUI Registry, which is subject 
to change. Thus, contractors should stay abreast of new 
information that may be classified as CUI, and thus 
falls within the safeguarding requirement. Further, 
new technology and receipt of additional contracts will 
affect the adequacy of contractor compliance.

Conclusion—Contractor cyber-fitness and timely 
compliance with DFARS regulations are certainly 
achievable with appropriate planning. Willingness to 
take a holistic approach to understanding systems and 
data subject to, or potentially subject to, cybersecurity 
requirements along with a comprehensive cybersecurity 
plan will enable contractor success this year and for 
many years to come.

F
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FEATURE COMMENT: Achieving Cyber-
Fitness In 2017: Part 2—Looking 
Beyond The FAR And DFARS—
Other Safeguarding And Reporting 
Requirements 

In Part 1, we discussed the cybersecurity require-
ments applicable to federal contract information 
under Federal Acquisition Regulation 52.204-21(b)
(1) and covered defense information (CDI) under De-
fense FAR Supplement 252.204-7012, which requires 
contractor compliance by December 31. See 59 GC 
¶ 25. In Part 2, we examine other safeguarding and 
reporting requirements for unclassified information, 
including agency-specific regulations, of which Gov-
ernment contractors should be aware. Many of these 
requirements have been in place for years, and your 
company may already have plans and processes for 
compliance. However, it is worth reexamining these 
requirements and considering the data and systems 
they affect, as well as how security may be improved 
when planning for compliance with the DFARS rule 
by December 31. 

Agency-Specific Regulations—There is a 
vast web of agency-specific regulations related to 
cybersecurity to which contractors may be subject. 
Obviously, contractors should review in detail their 
contracts to understand agency-specific require-
ments and coordinate with their customers regard-
ing cybersecurity expectations. 

As outlined below, many agencies have securi-
ty requirements in place for protecting unclassified 
technology resources that may require contractors 
to produce an information technology “security 
plan,” provide security training, and maintain 

procedures for detecting and reporting security 
incidents. Below we summarize a few such agency-
specific regulations.

Department of State (DOS): DOS Acquisition 
Regulation (DOSAR) § 652.239-71—This clause 
notes that contractor failure to comply could result 
in contract termination. 48 CFR 652.239-71(m). 

Applicability—The regulation applies “to all or 
any part of the contract that includes information 
technology resources or services in which the Con-
tractor has physical or electronic access to DOS’s 
information that directly supports the mission of 
DOS.” Id. at (a).

• Note: The regulation includes a mandatory 
flow-down provision requiring the contractor 
to incorporate the substance of the clause 
in all subcontracts that meet the conditions 
included in paragraph (a) of the clause. Id. at 
(k).

IT Security Plan—The contractor must submit 
for acceptance by the contracting officer and the 
CO’s representative an IT security plan within 30 
days after contract award. Id. at (c). The plan must 
comply with the Federal Information Security 
Management Act, the E-Government Act, Office of 
Management and Budget Circular A-130, National 
Institute of Standards and Technology Standard 
Publication 800-37, and certain sections of the 
DOS Foreign Affairs Manual and Foreign Affairs 
Handbook. Id. at (b).  

• Practitioner’s Note: The plan, as accepted, 
is to be incorporated into the contract as a 
compliance document. Id. at (c). Thus, there 
could be a risk of “implied certification” False 
Claims Act liability for invoices submitted in 
the face of a “knowing” failure to follow the 
IT security plan. 

Accreditation—The contractor shall, within six 
months after contract award, submit for acceptance 
by the CO proof of IT security accreditation in ac-
cordance with NIST SP 800–37. The accreditation is 
to be incorporated into the contract as a compliance 
document. Id. at (d).

Vol. 59, No. 7 February 22, 2017

The GovernmenT 
ConTraCTor®

Information and Analysis on Legal Aspects of Procurement



 The Government Contractor ®

2 © 2017 Thomson Reuters

¶ 43

Verification—The contractor must submit annu-
ally to the CO verification of the continuing validity 
of the IT security plan. Id. at (e).

Privacy Act Notification—The contractor is to 
display a notice on all DOS systems containing Pri-
vacy Act information that is visible prior to allowing 
anyone to access the system. Id. at (g). (See below for 
more detail on the Privacy Act.)

Training—Contractor employees must receive an-
nual IT security training in accordance with OMB Cir-
cular A-130, FISMA and NIST requirements. Id. at (i).

Department of Homeland Security (DHS):  DHS 
Acquisition Regulation (HSAR) § 3052.204-70

Applicability—This regulation applies to con-
tracts that include “information technology resources 
or services for which the contractor must have 
physical or electronic access to sensitive information 
contained in DHS unclassified systems that directly 
support the agency’s mission.” 48 CFR 3052.204-70(a).

IT Security Plan—The contractor shall submit 
an IT security plan within a certain number of days 
to be specified by the agency. The plan must be in 
compliance with FISMA, the Computer Security Act, 
the Government Information Security Reform Act 
and OMB Circular A-130. The plan is to be approved 
by the CO and incorporated into the contract as a 
compliance document. Id. at (b). See the practitioner’s 
note above regarding potential FCA liability arising 
out of this requirement. 

Accreditation—The contractor shall submit proof of 
IT security accreditation based on the criteria of DHS 
Sensitive System Policy Publication 4300A (or a re-
placement publication) within six months after contract 
award for approval by the CO. Id. at (d). 

DHS proposed rules published on January 19 
would expand security and privacy requirements 
for contractors. The proposed rules include new re-
quirements for (1) handling controlled unclassified 
information (CUI) and related incident reporting 
(see HSAR Case 2015-001); (2) IT security aware-
ness training for all contractor and subcontractor 
employees with access to DHS or contractor systems 
“capable of collecting, processing, storing or trans-
mitting [CUI]” (see HSAR Case 2015-002); and (3) a 
standardized HSAR regulation for training on privacy 
and the handling of personally identifiable informa-
tion (PII) (see HSAR Case 2015-003). Comments on 
the proposed rules are due by March 20.

General Services Administration (GSA): Gen-
eral Services Acqusition Manual § 552.239-71—This 

clause is similar to the DOS regulation and provides, 
similarly, that a failure on the part of the contractor 
to comply could result in contract termination. 48 
CFR 552.239-71(n).

Applicability—The regulation applies “to all or 
any part of the contract that includes information 
technology resources or services in which the Con-
tractor has physical or electronic access to GSA’s in-
formation that directly supports the mission of GSA, 
as indicated by GSA.” Id. at (a).

• Note: The regulation includes a mandatory 
flow-down provision requiring the contractor 
to incorporate the substance of the clause in all 
subcontracts that meet the conditions included 
in paragraph (a) of the clause. Id. at (l).

IT Security Plan—Within 30 days after contract 
award, the contractor shall submit an IT security plan 
for acceptance by the CO and COR. Id. at (c). The plan 
must comply with FISMA, the E-Government Act and 
GSA policies, including the “CIO IT Security Proce-
dural Guide 09-48, Security Language for Information 
Technology Acquisitions Efforts.” Id. at (b). It is to be 
incorporated into the contract as a compliance docu-
ment. Id. at (c).  

Authorization—The contractor shall submit proof 
of IT security authorization in accordance with NIST 
SP 800-37 within six months after contract award 
for acceptance by the CO. The accreditation is to be 
incorporated into the contract as a compliance docu-
ment. Id. at (e).

Verification—The contractor must submit to the 
CO an annual verification regarding the continuing 
validity of the IT security plan. Id. at (f).

Privacy Act Notification—The contractor is to 
display a notice on all GSA systems containing Pri-
vacy Act information that is visible prior to allowing 
anyone to access the system. Id. at (h).

Training—Contractor employees must receive 
annual IT security training in accordance with OMB 
Circular A-130, FISMA and NIST requirements. Id. 
at (j).

Department of Veterans Affairs (VA): The VA’s cyber-
security clause, VA Acquisition Regulation 852.273-75, 
was suspended in 2012. VA Handbook 6500.6, Contract 
Security, is to be used in lieu of the suspended clause. 
VA Handbook 6500.6 provides the following:

Applicability—This guidance applies to contrac-
tor systems that store, generate, transmit or exchange 
VA sensitive information in a contractor-developed 
and -maintained system.
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Accreditation—Contractor systems are to be 
certified and accredited in compliance with VA policy 
(pursuant to the checklist provided in Appendix A 
to VA Handbook 6500.6) and VA Handbook 6500.3, 
Certification and Accreditation of VA Information 
Systems. 

Training—Contractors are to complete security 
and privacy training as outlined in Appendix C of the 
VA Handbook.

The above agency-specific rules are only a hand-
ful of many. For any contractor systems that touch 
unclassified Government information, contractors 
should ensure the appropriate safeguards are in place 
in accordance with their contracts and other agency-
specific requirements.

Data-Specific Requirements—CUI—National 
Archives and Records Administration (NARA) Rule 
Regarding CUI: The FAR final rule discussed in Part 
1, FAR 52.204-21, provides “basic” requirements for 
safeguarding federal contract information. These 
basic requirements encompass 15 standards relating 
to six of the 14 security control families in NIST SP 
800-171. The DFARS rule covered in Part 1 requires 
compliance with the standards in all 14 NIST SP 
800-171 security control families by December 31. 
As discussed in Part 1, the definition of CDI under 
the DFARS final rule is tied to the CUI Registry. See 
DFARS 252.204-7009 (81 Fed. Reg. 72998). 

NARA enacted a final rule, effective Nov. 14, 2016, 
setting forth requirements for “Federal executive 
branch agencies that handle CUI and all organiza-
tions (sources) that handle, possess, use, share, or 
receive CUI—or which operate, use, or have access 
to Federal information and information systems on 
behalf of an agency.” 81 Fed. Reg. 63324. (The final 
rule notes that “[a]gencies and their contractors 
should already be complying with the authorities 
governing CUI.” The rule merely “gathers a majority 
of CUI under one set of consistent requirements … 
and standardizes how agencies comply throughout 
the executive branch.” Id. at 63327–63328.) 

The rule contemplates situations in which a 
contractor uses or stores information “on behalf of” 
an agency, in which case NIST 800-53 will apply, as 
well as situations such as those discussed in Part 
1, in which a contractor is “not using or operating 
an information system or maintaining or collecting 
federal information ‘on behalf of ’ an agency.” Id. at 
63330. Where the contractor is not acting on behalf 
of an agency, synonymous with the DFARS rule, the 

NARA final rule states agencies are to “prescribe the 
requirements of NIST SP 800-171 in agreements 
to protect the confidentiality of the CUI, unless the 
agreement establishes higher security requirements.” 
Id. Under this rule, agencies are to “extend the con-
trols for handling CUI to contractors by means of 
contract provisions.” Id. at 63332. 

The rule makes it clear that agencies still are free 
to promulgate agency-specific policies regarding CUI. 
Id. at 63326. Thus, not only are contractors required 
to implement by December 31 the security controls 
in NIST SP 800-171 under the DFARS final rule for 
safeguarding information, but contractors that have 
access to CUI or may handle CUI under a contract 
with any executive agency also will be expected to 
understand and implement the security controls at 
NIST SP 800-171. See Part 1, 59 GC ¶ 25. The NARA 
final rule promises a “new FAR case on CUI” that is in 
the process of being drafted. 81 Fed. Reg. 63332 (“[T]
he CUI EA is developing a Federal Acquisition Regula-
tion (FAR) case through the normal FAR process, for 
agencies to use in contracts, which will further reduce 
chances of overreach.” Id. at 63328).

Comments discussed in the NARA final rule 
address contractors’ responsibilities to identify 
CUI even when not properly marked by an agency, 
which could shed light on how such situations will 
be handled under the DFARS final rule. The NARA 
final rule states,

If a contractor receives improperly marked CUI 
from an agency, the contractor is not responsible 
for having marked the CUI improperly, but the 
contractor could be responsible for knowing the 
types of CUI it receives from the agency pursu-
ant to the contract, and for knowing which CUI 
Registry category the information falls into, the 
handling requirements for that type of CUI, and 
so forth. As a result, the contractor could, in some 
cases, also be held responsible for properly han-
dling the CUI even if it is not marked properly 
when they receive it.

The NARA rule essentially makes the contrac-
tor potentially responsible for agency negligence or 
misfeasance. This approach seems on its face to be 
unfair and unreasonable, not only for this reason, but 
also because it deprives contractors of predictability 
of outcome in this critical area. To put it bluntly, how 
are contractors to categorize information when the 
Government—the generator and transmitter of the 
information—is unable to do so? 
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Data-Specific Requirements—PII—The Pri-
vacy Act: The Privacy Act, 5 USCA § 552a, regulates 
the collection, maintenance, use and dissemination 
of personal information by federal executive branch 
agencies and certain contractors. It applies to all 
contracts “for the operation by or on behalf of the 
agency of a system of records to accomplish an agency 
function.” 5 USCA § 552a(m)(1) (emphasis added). 
It also applies to contracts under the supervision, 
control or oversight of the agency, and to contracts 
that require compliance with the Privacy Act. See 
Shannon v. Gen. Elec. Co., 812 F. Supp. 308, 313, 315 
n.5 (N.D.N.Y. 1993) (“no dispute” that the contractor 
is an “agency” subject to requirements of Privacy Act 
where, pursuant to contract, it operated Department 
of Energy-owned lab under DOE supervision, con-
trol and oversight, and whereby terms of contract it 
agreed to comply with Privacy Act). 

Contract language signaling that the Privacy Act 
applies to a contract may read as follows:

The Contractor is bound by Section (m) of the 
Privacy Act, 5 U.S.C. Sec. 552a(m), and as such is 
considered under the act to be an employee of the 
agency. Accordingly, the Contractor and any of its 
employees are subject to the criminal penalties of 
the Privacy Act, 5 U.S.C. Sec.552a(i).

Where applicable, contractors are restricted from 
disclosing PII to unauthorized persons or accessing 
PII on unauthorized devices. Contractors violating the 
Act may be subject to criminal penalties.

PII is information that contains a unique identi-
fier (e.g., a name or Social Security number) or infor-
mation that can be used to distinguish or trace an 
individual’s identity, either alone or when combined 
with other personal or identifying information. Other 
examples may include a driver’s license number or 
identification card number, date of birth, home ad-
dress, e-mail address, and financial account numbers. 

Because the definition of PII is not anchored 
to any single category of information or technology, 
contractors must do a case-by-case assessment of the 
specific risk that an individual may be identifiable 
from the information. NIST provides the following 
illustration: “[A] list containing only credit scores 
without any additional information concerning the 
individuals to whom they relate does not provide suf-
ficient information to distinguish a specific individual. 
… [I]f the list of credit scores were to be supplemented 
with information, such as age, address, and gender, 
it is probable that this additional information would 

render the individuals identifiable.” See NIST SP 
800-122, Guide to Protecting the Confidentiality of 
Personally Identifiable Information (PII), at 2-1, n.18 
(April 2010). 

Note that definitions for “personal information” 
differ among states. In certain states, login cre-
dentials such as usernames, e-mail addresses and 
passwords are considered personal information. See 
Cal. Civ. Code § 1798.82; Fla. Stat. Ann. § 501.171; 
815 Ill. Comp. Stat. 530/1 to 40; Neb. Rev. Stat. §§ 87-
802 to 804; N.D. Cent. Code §§ 51-30-01 to 07; Nev. 
Rev. Stat. Ann. §§ 603a.010, .220; R.I. Gen. Laws §§ 
11-49.3-3 to 5; Wyo. Stat. Ann. §§ 40-12-501 to 502. 
Additionally, biometric data (e.g., fingerprint, retina 
or iris “measurements”), see, e.g., 815 Ill. Comp. Stat. 
530/5, or “[i]nformation or data collected through 
the use or operation of an automated license plate 
recognition system,” may be “personal information.” 
See Cal. Civ. Code §§ 1798.29, 1798.90.5.

Privacy Training Rule (FAR Case 2010–013): Ef-
fective January 19, a final rule requires all contrac-
tors and subcontractors with “access to a system of 
records on individuals or [who] handle PII”—regard-
less of contract type or value—to train employees 
on the Privacy Act requirements and penalties for 
violations, including,

• handling and safeguarding of PII;
• authorized use of PII and a system of records;
• prohibited use of unauthorized equipment to 

create, collect, use, process, store, maintain, dis-
seminate, disclose, dispose or otherwise access 
PII;

• prohibited use of a system of records or unau-
thorized disclosure, access, handling or use of 
PII; and

• incident response procedures for suspected or 
confirmed breaches of a system of records or 
unauthorized disclosure, access, handling or 
use of PII.

FAR 52.239-1, Privacy or Security Safeguards (the 
“Privacy Act clause”): FAR 52.239-1 implements the 
Privacy Act, 5 USCA § 552a, and requires that cer-
tain contractors that process, store, or maintain PII 
on behalf of the Government report breaches of PII 
to the Government. The reporting requirement, how-
ever, is limited to contracts “which require security 
of information technology, and/or are for the design, 
development, or operation of a system of records using 
commercial information technology services or sup-
port services.” See FAR 39.106 (while nothing in the 
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plain language of FAR 52.239-1 prohibits it from be-
ing incorporated in non-IT contracts, there is no case 
law or legislative history to suggest that the Govern-
ment will apply FAR 52.239-1 to a non-IT contract). 

“The term ‘system of records’ means a group of 
any records under the control of any agency from 
which information is retrieved by the name of the 
individual or by some identifying number, symbol, 
or other identifying particular assigned to the in-
dividual.” 5 USCA § 552a(a)(5). Note the regulation 
does not apply where the contract merely involves 
records. See Koch v. Schapiro, 777 F. Supp. 2d 86, 91 
(D.D.C. 2011) (concluding that “a contract to investi-
gate complaints of discrimination by employees of the 
agency on behalf of the [agency’s equal employment 
opportunity] Office” is “not a contract for the design 
or development of a system of records,” and is not the 
type of contract covered by FAR pt. 24, Protection of 
Privacy and Freedom of Information). Where FAR 
52.239-1 applies, contractors must “immediately” 
notify the Government if (1) “new or unanticipated 
threats or hazards are discovered,” or (2) “existing 
safeguards have ceased to function.” 

Additional notification requirements for PII such 
as those below also may apply:

GSA Information Breach Notification Policy (GSA 
Order, CIO 2100.1J (Dec. 22, 2015))—Contractors 
must report all incidents involving known or suspect-
ed breaches of PII within one hour of discovering the 
incident. Reports should be made to the contractor’s 
information systems security officer (ISSO) and the 
Office of the Senior Agency Information Security Offi-
cer (OSAISO). Where the ISSO cannot be reached, the 
information system security manager and OSAISO 
should be contacted.

State Breach Notification Statutes—If PII is com-
promised, 47 states, the District of Columbia, Guam, 
Puerto Rico and the Virgin Islands require companies 
to notify consumers and possibly credit reporting 
agencies, state regulators, and attorneys general, but 
the requirements vary widely. (Alabama, New Mexico 
and South Dakota do not require this.) In addition to 
the definition of “personal information,” state laws 
may differ on (1) applicability (e.g., businesses, infor-
mation brokers, Government entities); (2) who must 
be notified (e.g., consumers, credit reporting agencies, 
state attorneys general); and (3) when the notification 
requirement is triggered. State “safe harbors” relat-
ing to notification requirements for encrypted data 
also are inconsistent. For example, Virginia defines 

encryption as “the use of an algorithmic process to 
transform data into a form in which there is a low 
probability of assigning meaning without use of a con-
fidential process or key.” Va. Code Ann. § 18.2-186.6. 
This is the same standard used in the Health Insur-
ance Portability and Accountability Act security rule. 
45 CFR 164.304. In contrast, Rhode Island specifies 
that the “algorithmic process” for encryption must be 
128-bit or higher and indecipherable “without use of 
a confidential process or key.” R.I. Gen. Laws § 11-
49.3-3(a)(2). 

• California has one of the broadest consumer-
protection statutes. Not only does California 
require notice to any affected resident, but, 
in January 2017, California amended its stat-
ute to require anyone conducting business 
in California to disclose both actual and sus-
pected breaches. See Cal. Civ. Code § 1798.29(a) 
(agency requirement), § 1798.82(a) (person or 
business).

• Practitioner’s Note: Contractors should identify 
breach notification requirements before an 
incident occurs. The statutes and regulations 
often provide specific content and formatting 
requirements for notifications (e.g., head-
ings, font size). Instead of identifying these 
details mid-crisis, contractors should prepare 
templates for each state’s requirements. An 
incident response plan should outline the 
applicable state laws, including the required 
content for notices and any agency reporting 
requirements. Because the laws are constantly 
changing, the contractor’s incident response 
plan also should identify the frequency with 
which applicable state statutes and notification 
requirements will be reevaluated. The notice 
templates should be updated accordingly. 

The Family Educational Rights and Privacy Act 
(FERPA): FERPA prohibits the unauthorized disclo-
sure of students’ PII. 20 USCA § 1232g; 34 CFR Pt. 
99. Contractors that receive federal funding through 
the Department of Education or maintain, transmit 
or store students’ information on behalf of an educa-
tional agency are subject to FERPA. 

Data-Specific Requirements: Health Infor-
mation and Medical Devices—HIPAA Security 
Rule: 45 CFR pt. 160 and subpts. A and C of pt. 164. 
Under the HIPAA security rule, covered entities and 
business associates receiving, creating, maintaining, 
or transmitting electronic protected health informa-

¶ 43
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tion (PHI) are required to implement administrative, 
physical and technical safeguards to prevent the un-
authorized use, disclosure, integrity and availability 
of the data. The security rule establishes minimum 
security requirements, but emphasizes that security 
measures must be “reasonable” based on an initial 
and ongoing risk assessment. 

PHI includes individually identifiable health in-
formation relating to (a) an individual’s past, present 
or future physical or mental health or condition; (b) 
the provision of healthcare to an individual; or (c) the 
past, present or future payment for the provision of 
healthcare to an individual. 

Contractors offering medical services or medi-
cal devices to the Government will be subject to the 
HIPAA security rule. HIPAA language in a VA con-
tract for medical services might appear as follows:

The Contractor personnel herein agree to take 
all reasonable precautions to safeguard pa-
tient information from unauthorized access or 
modification, in both electronic and hard-copy 
formats. This includes not only electronic secu-
rity measures such as “strong” user passwords 
on computer systems, but also physical barriers 
to prevent unauthorized use of computer work-
stations; that hard copy Veteran Residents files 
are in secured lockable areas, that files are in 
lockable cabinets, that the cabinets can in fact 
be locked (i.e., keys are available, and the locking 
mechanisms work properly). This precaution also 
includes the proper transfer of Veteran Resident 
information via electronic means, such as faxing 
or system-to-system transmission.

Health Information Technology for Economic and 
Clinical Health (HITECH) Act: 42 USCA § 17921—
This law applies to entities with access to unsecured 
PHI. Entities that have experienced a data breach 
must notify affected individuals as well as the De-
partment of Health and Human Services. Notification 
generally must be provided to individuals within 
60 days of discovery of the breach. See 42 USCA § 
17932(d)(1). HHS must be notified immediately if a 
breach affects more than 500 people, and the media 
must be notified if 500 or more affected individuals 
are within the same state or jurisdiction (42 USCA 
§ 17932(e)(2)–(3)). Breaches affecting fewer than 500 
people are to be logged and reported to HHS annually 
(42 USCA § 17932(e)(3)). Failure to comply with no-
tification requirements subjects contractors to HHS, 
Office for Civil Rights (OCR)’s compliance authority 

and state attorneys general who may bring suit on 
behalf of their residents to enforce the HITECH Act. 
See 42 USCA § 1320d-5(d). 

Medical Device Reporting (MDR) Regulation: 21 
CFR Pt. 803. Medical devices, which now may include 
mobile apps, are regulated by the Food and Drug Ad-
ministration. The FDA approves medical devices only 
if there is “a reasonable assurance that the benefits 
to patients outweigh the risks.” The MDR regulation 
contains mandatory requirements for manufacturers, 
importers, and device user facilities to report certain 
device-related adverse events as well as product prob-
lems. See 21 CFR Pt. 803.

Data-Specific Requirements—Customer 
Data—Publicly traded contractors subject to Secu-
rities and Exchange Commission jurisdiction must 
safeguard customer data and disclose to investors 
any “material” cybersecurity risk or incident. See CF 
Disclosure Guidance: Topic No. 2, Cybersecurity (Oct. 
13, 2011); Securities Act Rule 408; Exchange Act Rule 
12b-20; Exchange Act Rule 14a-9. Information is “ma-
terial” where “there is a substantial likelihood that a 
reasonable investor would consider it important in 
making an investment decision or if the information 
would significantly alter the total mix of information 
made available.” CF Disclosure Guidance: Topic No. 
2, Cybersecurity n.3. 

Conclusion—There are myriad cybersecurity-
related laws and regulations that contractors should 
monitor and understand. We have summarized just a 
sampling of the requirements that may apply to contrac-
tors, and so this is not to be viewed as exhaustive or as a 
substitute for seeking professional representation spe-
cific to your situation. This year, as plans are solidified 
for compliance with the DFARS rule for safeguarding 
CDI by December 31, contractors should take the oppor-
tunity to review their systems and data as well as their 
contracts to facilitate better security in accordance with 
agency-specific requirements and other data-specific 
rules. Plans and procedures for monitoring contractor 
systems and acknowledgement of applicable reporting 
requirements should be part of this process. 

F
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FEATURE COMMENT: Achieving 
Cyber-Fitness In 2017: Part 3—Proving 
Compliance And The Role Of Third-Party 
Auditors

The Department of Defense final rule for safeguarding 
covered defense information requires contractors to 
implement the security controls in National Institute 
of Standards and Technology Special Publication (SP) 
800-171 by December 31. See 81 Fed. Reg. 72986 (Oct. 
21, 2016); Chierichella, Bourne and Biancuzzo, Feature 
Comment, “Achieving Cyber-Fitness In 2017: Part 1—
Planning For Compliance,” 59 GC ¶ 25. In enacting the 
final rule, the drafters created “[n]o new oversight para-
digm” or certification requirement. 81 Fed. Reg. 72990. 
More recently, in response to questions from industry on 
compliance with NIST SP 800-171, DOD stated,

The rule does not require “certification” of any 
kind, either by DoD or any other firm professing 
to provide compliance, assessment, or certifica-
tion services for DoD or Federal contractors. Nor 
will DoD give any credence to 3rd party assess-
ments or certifications—by signing the contract, 
the contractor agrees to comply with the terms of 
the contract. It is up to the contractor to determine 
that their systems meet the requirements.
Some companies with limited cybersecurity 
expertise may choose to seek outside assistance 
in determining how best to meet and implement 
the NIST SP 800-171 requirements in their com-
pany. But, once the company has implemented the 
requirements, there is no need to have a separate 
entity assess or certify that the company is compli-
ant with NIST SP 800-171.

DOD FAQs Regarding Network Penetration Report-
ing and Contracting for Cloud Services (DFARS Case 
2013-D018), Defense Federal Acquisition Regulation 
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Supplement subpt. 204.73 and Procedures, Guid-
ance and Information subpt. 204.73, and DFARS 
subpt. 239.76 and PGI subpt. 239.76 (Jan. 27, 2017), 
available at http://www.acq.osd.mil/dpap/pdi/
docs/FAQs_Network_Penetration_Reporting_and_
Contracting_for_Cloud_Services_(01-27-2017).pdf 
(emphasis added). 

Thus, DOD expects the contractor to demonstrate 
compliance and, without any Government audit and 
approval of the contractor’s systems, and without 
any “safe harbor” arising out of prophylactic third-
party audits, DOD will serve as judge and jury on the 
sufficiency of contractor safeguards. So, how should 
contractors assess and demonstrate their compliance 
with NIST SP 800-171? This part of our series focuses 
on best practices and strategies for demonstrating 
compliance and reducing potential liability or lost 
business should a cyber incident occur.

Proving Compliance—First, check the DOD 
solicitation—it may be your lucky day! In industry 
guidance, DOD stated that agencies may include in 
sections L and M of a solicitation “what constitutes 
acceptable/unacceptable compliance with NIST SP 
800-171” or “how offeror compliance with NIST SP 
800-171 will be evaluated.” DOD FAQs, supra at A21. 

Thus, in some cases the path to NIST SP 800-171 
compliance may be spelled out. Solicitation guidance, 
however, may arrive too late to be of general utility 
in framing a compliance plan and, in the end, it will 
be strictly applicable only to the contract that results 
from that solicitation. If your customer has not ad-
dressed compliance in the solicitation, the next best 
option is to focus on other compliance regimes.  

Note: Revision 1 of NIST SP 800-171 provides 
that a companion publication likely to be published 
this year “will provide assessment procedures to help 
organizations determine compliance to the security 
requirements.”  NIST SP 800-171 (Rev. 1) at n. 10.  

Lessons Learned from Other Compliance 
Regimes—As discussed in Part 2 of our series, 
contractors may be subject to various cybersecurity 
requirements depending on their agency customers 
and the data with which they work. See Chierichel-
la, Jehl, Bourne and Biancuzzo, Feature Comment, 
“Achieving Cyber-Fitness In 2017: Part 2—Looking 
Beyond The FAR And DFARS—Other Safeguarding 
And Reporting Requirements,” 59 GC ¶ 43. NIST SP 
800-171 is not significantly different from any other 
compliance regime—it is a checklist of minimum 
security requirements. 

Drafters of the DFARS final rule made it clear 
that compliance with NIST SP 800-171 does not 
preempt other cybersecurity requirements (or vice 
versa). See 81 Fed. Reg. 72987. “DFARS 204.7300(b) 
states that the rule ‘does not abrogate any other 
requirements regarding contractor physical, person-
nel, information, technical, or general administrative 
security operations governing the protection of unclas-
sified information.’” Although contractors must be 
mindful of other security obligations, and recognize 
that compliance with one regime does not necessarily 
guarantee compliance with others, they still can—and 
should—leverage documentation and agency guid-
ance under other compliance regimes to support their 
response to the requirements of NIST SP 800-171. 

FISMA/FedRAMP: The Federal Information 
Security Management Act (FISMA) requires federal 
agencies to implement programs to provide security 
for information and information systems. Organiza-
tions under contract to process, store or transmit 
Government data must comply with the minimum 
security requirements in Federal Information Pro-
cessing Standards Publication 200 as well as appro-
priate security controls in NIST SP 800-53 (see Part 
1, supra, discussing the interrelationships between 
NIST SP 171-800, FIPS 200 and NIST SP 800-53). 

FISMA also applies to cloud service providers 
(CSPs). The Federal Risk and Authorization Man-
agement Program (FedRAMP) provides a standard 
process for ensuring the security of CSPs for use by 
the Government. The process and resources for se-
curing Government authorization to operate under 
FedRAMP are well defined, and include (1) a readi-
ness assessment phase; (2) an initial authorization 
phase, which involves creating a system security plan 
(SSP), a security assessment plan, a security assess-
ment report, a plan of action and milestones; and (3) a 
continuous monitoring phase. See www.fedramp.gov/
resources/templates-2016/. Resources and a security 
assessment framework are available for both low and 
moderate impact level systems, which are subject to 
different control levels under NIST SP 800-53. 

Independent assessors, including third-party 
assessment organizations (organizations vetted 
and approved to conduct FedRAMP assessments of 
CSPs), are an integral part of this process. A CSP is 
required to create a security assessment plan with 
an independent assessor describing the assets to be 
reviewed and the methodology for the assessment, 
including testing. Following the security assess-
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ment, the independent assessor is required to pro-
vide a final security assessment report that includes

•  a system overview,
•  description of tests performed,
•  identification of system vulnerabilities,
•  a risk analysis,
•  recommended corrective actions,
•  identification of known risks, and
•  an authorization recommendation.
The CSP then develops a plan of action and 

milestones with planned dates as well as a point 
of contact responsible for each weakness identi-
fied. The CSP may receive provisional authority to 
operate from the Joint Authorization Board (JAB), 
which consists of the chief information officers from 
the Department of Homeland Security, General 
Services Administration and DOD, or an individual 
agency may provide its own authority to operate. A 
provisional authority to operate from JAB indicates 
the CSP has met FedRAMP requirements and may 
be used Government-wide; individual agencies may 
grant authority to operate on the basis of the provi-
sional authority to operate from JAB. 

Under DFARS clause 252.239-7010, Cloud Com-
puting Services, CSPs must comply with the Cloud 
Computing Security Requirements Guide, with which 
many companies already may comply. A contractor 
using an external CSP to store or transmit covered 
defense information must ensure that the CSP meets 
security requirements equivalent to those established 
by the Government for the FedRAMP “moderate” 
baseline at the time award. DFARS clause 252.204-
7012(b)(2)(ii)(D); see 81 Fed. Reg. 72994. 

As discussed more fully below, in taking steps to 
prove compliance under the DFARS rule, contrac-
tors might hire an accredited FedRAMP third-party 
assessment organization with demonstrated techni-
cal experience with NIST SP 800-53 assessments. 
Because NIST SP 800-171 is a subset of the NIST 
SP 800-53 security controls, an audit conducted by 
a third-party assessment organization should face 
less resistance from the Government. 

HIPAA/HITECH: The Health Information Tech-
nology for Economic and Clinical Health  Act requires 
the Department of Health and Human Services, 
Office for Civil Rights (OCR) to audit covered entity 
and business associate compliance with the Health 
Insurance Portability and Accountability Act (HIPAA)  
privacy, security and breach notification rules. Cur-
rently in Phase 2, the HIPAA audit program has 

matured considerably from the 2011 pilot program, 
and provides a useful resource for proving compliance. 

The HIPAA audit process is document-intensive, 
and is intended to ensure that covered entities and 
business associates (a) have appropriate written 
policies and (b) follow them. During the audit pro-
cess, OCR sends an initial request asking entities to 
identify and provide applicable policies, procedures 
and evidence of HIPAA implementation, or an ex-
planation for any deficiency. 

Generally, the documents requested include 
privacy policy and procedure manuals, workforce 
training documentation, incident response plans 
(including breach response) and risk analyses, 
as well as associated documented risk mitigation 
plans. The final audit report results in one of four 
findings: (1) no major compliance gaps are found 
and a compliance action plan is presented; (2) sig-
nificant issues are found and the report proposes a 
remediation plan; (3) a serious deficiency is found 
and the OCR conducts further review; or (4) willful 
neglect is found and an OCR enforcement action 
may be brought, resulting in fines or penalties. 

Contractors demonstrating compliance with the 
DFARS rule can use the HIPAA audit process as a 
guide to best practices, especially where a NIST SP 
800-171 control is vaguely worded or DOD balks at 
the contractor’s proof of compliance. A third-party 
auditor experienced with HIPAA can help identify 
corollary controls; alternatively, contractors looking 
to “go it alone” can cross reference the requirements 
using Appendix D of NIST SP 800-171 and the OCR 
HIPAA Security Rule Crosswalk, available at www.
hhs.gov/sites/default/files/nist-csf-to-hipaa-security-
rule-crosswalk-02-22-2016-final.pdf. 

Where a contractor maintains a clear file of all 
plans, procedures and compliance documentation 
for each security control (or a documented rationale 
explaining why a control is not applicable or why an 
alternate control is sufficient), a Government reviewer 
should be more likely to find that the contractor has 
taken reasonable steps to protect and secure data, and 
the legal and business consequences of any breach 
should be less severe. Furthermore, contractors 
already proving compliance under HIPAA may be 
able to repurpose much of the documentation if it is 
tailored to specific controlled unclassified information 
(CUI) under NIST SP 800-171.

Contractor Documentation—Proving com-
pliance requires a solid trail of documentation dem-
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onstrating the contractor’s understanding of, and 
efforts to implement, each of the security controls 
outlined in NIST SP 800-171. (Table 1 at the end of 
this article lists NIST SP 171-800 security controls 
warranting specific documentation.) 

SSP: NIST SP 800-171 requires contractors to 
develop, document and periodically update their 
SSP. Although there is “no prescribed format or 
specified level of detail” required, the SSP must at 
a minimum “describe system boundaries, system 
environments of operation, how security require-
ments are implemented, and the relationships with 
or connections to other systems.” NIST SP 800-171 
(Rev. 1), 3.12.4, n. 26 (Dec. 20, 2016). 

Aside from the 14 control families listed in NIST 
SP 171-800, other items to address in the SSP are:

•  Governance: There should be a designated 
individual or group charged with overseeing 
data security. A charter should establish the 
individual or group’s authority, outline ob-
jectives, and provide procedures for change 
control and obtaining approvals. 

•  Supply Chain Management: In addition 
to the flowdown requirements under the 
DFARS clause, supply chain risks should be 
addressed in the policies and procedures. For 
example, incident response should be tested 
with key subcontractors. 

•  Incident Reporting: There should be docu-
mented escalation processes for complaints 
and incidents to get the right attention at 
the right levels in the organization. Training 
should include incident reporting as well.

•  Insider Threats: Insider threat training is 
required under NIST SP 800-171, 3.2 (distinct 
from the more specific insider threat require-
ments for cleared contractors under the Na-
tional Industrial Security Program Operating 
Manual). Policies should address how insider 
threat indicators are monitored, identified, 
handled and communicated internally. 

•  Monitoring: At least 11 security controls in 
NIST SP 800-171 expressly require moni-
toring activities. However, contractors also 
should monitor high-risk areas, focusing 
on risks that can have the greatest impact, 
and leverage risk assessments across differ-
ent compliance areas if there are common 
controls. Contractors should document as-
sumptions and define metrics that provide 

visibility into the program’s effectiveness, 
including early indicators of security risks 
and compliance issues. Metrics should be 
reassessed periodically.

In developing their plans, contractors should con-
sider the NIST cybersecurity framework, available at 
www.nist.gov/cyberframework/draft-version-11. This 
voluntary framework provides guidance on managing 
cybersecurity risk. More importantly, the framework 
allows organizations to demonstrate compliance with 
the CUI security requirements in the context of their 
established information security programs. NIST SP 
800-171 notes:

Organizations that have implemented or plan to 
implement the NIST Framework for Improving 
Critical Infrastructure Cybersecurity can find in 
Appendix D of this publication, a direct mapping 
of the Controlled Unclassified Information (CUI) 
security requirements to the security controls in 
NIST Special Publication 800-53 and ISO/IEC 
27001. Once identified, those controls can be lo-
cated in the specific categories and subcategories 
associated with Cybersecurity Framework core 
functions: Identify, Protect, Detect, Respond, and 
Recover. The security control mapping informa-
tion can be useful to organizations that wish 
to demonstrate compliance to the CUI security 
requirements in the context of their established 
information security programs, when such pro-
grams have been built around the NIST or ISO/
IEC security controls. 

NIST 800-171 at vii; Appendix D at D-1; see Cyber-
security Framework Draft Version 1.1, available 
at www.nist.gov/cyberframework/draft-version-11 
(note: Comments on the proposed updates in ver-
sion 1.1 are due by April 10 and should be sent to 
cyberframework@nist.gov). 

Compliance Matrix/Plan of Action: As discussed 
in Part 1, supra, a compliance matrix is a useful tool 
for tracking what has been done and what is being 
done for each security control. The matrix should 
address how the controls are implemented by the 
contractor, e.g., “What mechanisms does the com-
pany employ to ensure requirement [XX] is properly 
implemented and sustained?” A thorough compli-
ance matrix can help guide the contractor through 
the compliance process, and is an accessible tool to 
provide to the Government if questions about the 
contractor’s compliance arise. For security controls 
or mitigation actions not yet implemented, NIST 
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SP 800-171 provides that contractors should create 
plans of action. NIST SP 800-171, 3.12.2.  

•  Plan of Action and Milestones—Contractors 
may look to the plan of action and milestones 
developed under FedRAMP or other Govern-
ment programs for guidance in drafting a 
solid compliance matrix. These plans of ac-
tion and milestones are likely to be familiar 
to many Government customers and, thus, 
more likely to be accepted as evidence of a 
viable compliance approach. See, e.g., DSS 
Job Aid: POA&M, available at www.dss.mil/
documents/rmf/Plan_of_Action_and_Mile-
stones_POAM_Job_Aid.pdf.

Security Assessment Report/Report of Compli-
ance: Contractors can benefit from creating a com-
prehensive report on the methodology employed for 
determining security compliance. As noted above, 
under FedRAMP, the report should include consid-
eration of risks and contractor vulnerabilities as 
well as corrective action plans. If a third-party audi-
tor is used, a report of compliance from the auditor 
(even if not required or given “credence” by DOD) 
adds to the contractor’s compliance arsenal and can 
bolster credibility if there are any security issues. 
If a DOD contractor feels a control is inapplicable, 
or an adequate alternate exists, the contractor may 
provide a written explanation, which will be pre-
sented to the DOD CIO and adjudicated.

The rule allows for the contractor to identify 
situations in which a required control might 
not be necessary or for an alternative to a 
required control. In such cases, the contractor 
should provide a written explanation in their 
proposal describing the reasons why a control 
is not required or adequate security is pro-
vided by an alternative control and protective 
measure. The contracting officer will refer the 
proposed variance to the DoD CIO for resolu-
tion. The DoD Chief Information Officer (CIO) 
is responsible for ensuring consistent adjudica-
tion of proposed non-applicable or alternative 
security measures. 

See DOD FAQs at A18, A19. There is no guarantee an 
alternate will be approved, however, and the proposal 
could be deemed noncompliant for failure to meet 
requirements and be ineligible for contract award. 
Documentation and a clear rationale for contractor 
assessments (whether demonstrating compliance or 
asserting a certain control does not apply) are key. 

Contractors should be proactive and include this infor-
mation in their compliance matrices and compliance 
reports, and should inform the customer as soon as 
possible to allow for resolution of any issues.

Third-Party Audits—Although DOD will not 
require a third-party assessment or certification 
under the DFARS rule, and will not regard such 
an assessment or certification as determinative, 
engaging a third party to assess and audit your sys-
tems can be beneficial, particularly where it leads 
to an independent finding that your systems have 
adequate security controls, and your processes and 
plans are sufficient. 

An auditor can review the contractor’s current 
level of compliance, provide a gap analysis, assist 
in generating solutions and provide documentation 
confirming contractor compliance. A third-party au-
ditor also may be able to facilitate use of penetration 
testers—individuals who will attempt to gain access 
to your systems to test whether appropriate security 
controls are in place prior to beginning an audit. (For 
movie fans among you, think of Robert Redford’s team 
in Sneakers.) Contractors may also consider licensing 
third-party tools that will set systems within a specific 
compliance framework for testing.

•  Practitioner’s Note: If you choose to bring 
in penetration testers, these individuals 
should not be the same team you hire for the 
audit. To preserve the final report’s integrity, 
there needs to be an arms-length distance 
from the final audit team. Additionally, 
consider having outside counsel retain the 
penetration testers so that their findings may 
be protected as attorney work product. 

Because third-party audits are typically longer 
than a self-assessment, it is important to determine 
as soon as possible whether your company will use a 
third-party auditor. As noted in Part 1 of this series, 
experts estimate that an assessment could take 
between three to six months for a contractor with 
600 employees and 30 servers (located within the 
contiguous U.S.). However, timing can be negotiated 
depending on how many resources the auditor can 
bring to bear during the requisite time period, and 
how much the contractor is willing to pay.

Pre-Audit Considerations—Before beginning an 
audit (either a self-assessment or a third-party audit), 
the contractor should conduct a thorough review to 
define the applicable contractor systems and security 
standards for the audit, and a security assessment 
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plan should be created. As noted above, contractors 
may be subject to more than just the security controls 
in NIST SP 800-171 under the DFARS rule, and 2017 
is a good time to ensure the sufficiency of controls 
and compliance under all applicable regimes. Also, it 
is important to review applicable contracts to ensure 
customers do not specify additional controls. 

Even where the contractor identifies the systems 
to be audited, the contractor should review this find-
ing with the auditor. According to Christopher Pogue, 
a veteran third-party auditor and chief information 
security officer (CISO) at Nuix, an international cy-
bersecurity software company, “nine times out of ten 
the contractor is unclear about which systems actu-
ally house data that should be included.”

What should contractors look for when hiring a 
third-party auditor? Neither the regulation nor the 
NIST standard specifies a standard for auditors. 
In fact, DOD’s frequently asked questions make it 
clear that the agency is taking a hands-off approach 
in this regard. According to Pogue, “The most im-
portant considerations are who will have ‘fingers 
on the keyboard’ during the audit, and what is that 
person’s experience?” 

Aside from having an information technology de-
gree (or the equivalent), it is recommended that audi-
tors have between three to five certifications, such as 
Certified Information Systems Security Professional, 
GIAC Security Essentials Certification (entry-level 
certification), Certified Information Systems Auditor, 
and  Certified Ethical Hacker (pen-testing techniques 
and technologies). Finally, the terms of the third-party 
auditor agreement should include data protection 
clauses, a nondisclosure agreement, and terms that 
clearly define the scope of the audit (with potential 
room for expansion if the auditor determines that 
additional scope is necessary).

The Audit—Although each audit is unique, be-
low are common steps in an audit that contractors 
should anticipate. 

1. The audit leader (or audit mediator) will meet 
with you to discuss goals, explain the audit 
process and identify how long it should take.

2. The audit team will ask a series of ques-
tions about the nature of your business, the 
computer systems, data dispensation and the 
business processes. These questions help the 
team determine whether all areas of your 
network have been appropriately included 
within the scope of the audit.

3. The team will audit your system against spe-
cific controls. The team will ask you to show it 
specific aspects of your system and processes, 
which requires the appropriate personnel 
within your organization to be available and 
responsive to facilitate the audit. Note: Your 
team should be prepared to explain if there are 
“compensating controls” in place (i.e., alternate 
but equally effective controls).

4. The audit team will compile a report on its 
findings (sometimes known as a report of 
compliance) that establishes what systems 
were audited and that the systems were 
compliant as of the date of the assessment. 

5. If there are any noncompliances or deficien-
cies identified, you should communicate a 
date by which you will get the issue fixed so 
that the final report can reflect that you are 
compliant. The auditor will reassess and is-
sue the final report. 

If shortcomings are too complex to correct before 
the audit is complete, the contractor’s CISO should 
document these items in a compliance matrix—or 
plan of action—and develop a roadmap for achiev-
ing compliance. The matrix provides critical docu-
mentation if an issue ever emerges later regarding 
whether the contractor took reasonable steps to 
remedy deficiencies in a timely manner. 

Post-Audit Considerations—After the audit is 
complete and the final report is on file, congratula-
tions—time to “Netflix and chill” with a few of those 
Oscar-winning movies you missed, right? WRONG! 
“Security is not a destination, it’s the beginning,” 
explains Nuix’s Pogue. He cautions clients:

The problem inherent to any compliance regime 
is that people assume that if every box is checked, 
they are secure. However, you cannot check-box 
your way to security. You have an enemy that is 
proactive—spending between 1-5 hours per week 
improving their craft—and you need to match 
their enthusiasm. This requires preemptively 
“threat hunting” and “proactive forensics.”

Nuix’s “The Black Report 2017: Decoding the 
Minds of Hackers” identifies a few alarming statis-
tics in this regard. Of the penetration testers and 
hackers interviewed: 

•  88 percent could compromise a target in less 
than 12 hours, and 81 percent said they could 
identify and exfiltrate your data in less than 
12 hours.
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•  50 percent changed their attack methodolo-
gies with every target.

•  64 percent said their biggest frustration was 
that organizations did not fix the things they 
knew were broken. 

An effective compliance program is required to 
ensure not only that you currently satisfy the secu-
rity requirements, but that you continue to satisfy 
them. While DOD currently has no intention of 
auditing contractors for compliance, that may not 
always be the case. 

For example, HHS has only recently implement-
ed audits for HIPAA compliance. Contractors who 
implement robust compliance plans should be less 
likely to see their proposals deemed noncompliant 

with cybersecurity requirements, or their contracts 
terminated for lack of adequate security. Documen-
tation identifying compliance with contractor con-
trols, including a report from a third-party auditor, 
can prove to be useful evidence in the face of any 
Government inquiries. 

Conclusion—The age-old adage that you 
should not put off until tomorrow what you can 
do today was never truer. Like a healthy lifestyle, 
cybersecurity is not a destination—it is a journey. 
Some days you meet all of your goals, other days 
you uncover an area that needs improvement. Or-
ganizations must understand and embrace the fact 
that cybersecurity is not a static process—it encom-
passes prevention and continuous improvement. 

1

Table 1: NIST SP 800-171 (Rev. 1): Security Controls Warranting Specific Documentation 

Control 
Family 

Security Control 
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Basic 3.3.1 
Create, protect, and retain system audit records to the extent needed to enable the 
monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or 
inappropriate system activity. 

Derived 3.3.5 Correlate audit review, analysis, and reporting processes for investigation and response 
to indications of inappropriate, suspicious, or unusual activity. 

Derived 3.3.6 Provide audit reduction and report generation to support on-demand analysis and 
reporting. 
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 Basic 3.4.1 
Establish and maintain baseline configurations and inventories of organizational systems 
(including hardware, software, firmware, and documentation) throughout the respective 
system development life cycles. 

Basic 3.4.2 Establish and enforce security configuration settings for information technology products 
employed in organizational systems. 

Derived 3.4.3 Track, review, approve/disapprove, and audit changes to organizational systems. 

Derived 3.4.5 Define, document, approve, and enforce physical and logical access restrictions associated 
with changes to organizational systems. 
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Basic 

 
3.6.2 

 
Track, document, and report incidents to appropriate officials and/or authorities both 
internal and external to the organization. 

S
E

C
U

R
IT

Y
 

A
S

S
E

S
S

M
E

N
T

 

Basic 3.12.2 
Develop and implement plans of action designed to correct deficiencies and reduce or 
eliminate vulnerabilities in organizational systems. 

Basic 3.12.4 
Develop, document, and periodically update system security plans that describe system 
boundaries, system environments of operation, how security requirements are 
implemented, and the relationships with or connections to other systems. 
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Basic 3.14.1 

Identify, report, and correct information and system flaws in a timely manner. 
 
Note: This is the only documentation requirement that correlates to one of the 15 “basic” 
requirements for safeguarding Federal contract information under FAR 52.204-21. 
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GovernmenT ConTraCTor by John Chierichella, 
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cybersecurity for the company. He also oversees 
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cident Response, Penetration Testing, Malware 
Reverse Engineering, and other security-relat-
ed projects for external customers. 
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DOD Acquisition Workforce Fund Needs 
Clarity, Faces Future Shortfalls, GAO 
Finds

The Department of Defense’s ability to execute acqui-
sition workforce hiring and other initiatives using a 
dedicated fund have been hindered by funding delays 
in recent years, the Government Accountability Office 

recently reported. As a result, a “large amount of un-
used funds” have been carried over from year to year, 
GAO found. But recent DOD measures—with help 
from Congress—have eased the delays and improved 
the timeliness of the funding process.

Congress created the Defense Acquisition Work-
force Development Fund (DAWDF), 10 USCA § 
1705, through the National Defense Authorization 
Act for Fiscal Year 2008, P.L. 110-181. See 49 GC 
¶ 476. DAWDF established a dedicated source of 
funding to help DOD recruit and train members of 
the defense acquisition workforce, which “is respon-
sible for effectively awarding and administering 
contracts totaling more than $250 billion annually.” 
According to GAO, “Congress has specified in stat-
ute the level of DAWDF funding for a given fiscal 
year and has adjusted that level several times.” 
Since 2008, DOD has obligated more than $3.5 bil-
lion to meet its objectives.

DOD Actions on DAWDF—In 2012, GAO 
reported that uncertainty about the availability 
of funds has limited DAWDF’s ability to help ad-
dress gaps in the DOD acquisition workforce, and 
recommended establishing metrics to track the 
fund’s use. See 54 GC ¶ 203. DOD agreed and has 
since established four metrics to track the defense 
acquisition workforce, including the size and the 
education levels of its workforce, GAO found.

Additionally, DOD took several actions in the 
past year “to improve its management and over-
sight of DAWDF, including issuing an updated 
acquisition workforce strategic plan and DAWDF 
operating guidance,” GAO said. “DOD’s August 2016 
DAWDF guidance required components to submit 
annual and 5-year spending plans and formalized 
the requirement to hold a midyear review to assess 
DAWDF execution and discuss best practices,” GAO 
noted. Nonetheless, “additional opportunities exist 
to better align DOD’s strategic plan and DAWDF 
spending plans, improve consistency in how com-
ponents are using the fund to pay for personnel to 
help manage the fund, and improve the quality of 
data on how the fund is being used.”

For example, DOD’s October 2016 strategic plan 
indicates a move from rebuilding the acquisition 
workforce to improving its capabilities, and includes 
four goals and related priorities to that end. But the 
strategic plan lacks “time frames, metrics, or projected 
budgetary requirements,” and does not “clearly priori-
tize DAWDF funding toward achieving them.”
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FEATURE COMMENT: Achieving Cyber-
Fitness In 2017: Part 4—Subcontracts, 
Joint Ventures And Teaming Agreements 

Our “Cyber-Fitness” series thus far has focused on 
a contractor’s individual obligations and best prac-
tices for compliance with the Federal Acquisition 
Regulation and Defense FAR Supplement cyber-
security rules. But cybersecurity is not an insular 
discipline, disconnected from the relationships that 
contractors have with third parties. The acts and 
omissions of third parties can compromise informa-
tion furnished to them as members of a contractor’s 
supply chain, and those same third parties can also 
compromise the contractor’s systems. 

Thus, contractors must be mindful of the cy-
bersecurity capabilities of subcontractors, joint-
venture partners and teammates. Indeed, some of 
the most high-profile data breaches in recent years 
have been linked to data security vulnerabilities in 
the supply chain and third-party vendors. While it 
remains to be seen exactly how and in what situa-
tions a contractor may be liable for the actions or 
inactions of other contractors in the cybersecurity 
realm, contractors would be unwise to assume that 
third-party cybersecurity issues are not their issues 
as well. 

To the contrary, Department of Defense guid-
ance suggests that contractors will be responsible, 
at least in some instances, for the noncompliance 
of their subcontractors and cloud service providers 
(CSPs). Thus, basic knowledge of the capabilities 
and vulnerabilities of subcontractors, partners 
and teammates, as well as an understanding of 
each party’s cybersecurity obligations under their 
contracts with each other, are vital. Obtaining that 

knowledge about suppliers and partners may be 
more easily said than done, but cybersecurity due 
diligence should not be ignored.

This installment in our series summarizes the 
cybersecurity regulatory flow-down requirements, 
as well as issues relevant to entering into a joint 
venture or teaming agreement.

Flow-Down Provisions—Both the FAR and 
DFARS rules include a flow-down requirement. 
FAR 52.204(c) states,

Subcontracts. The Contractor shall include the 
substance of this clause, including this para-
graph (c), in subcontracts under this contract 
(including subcontracts for the acquisition of 
commercial items, other than commercially 
available off-the-shelf items [COTS]), in which 
the subcontractor may have Federal contract 
information residing in or transiting through 
its information system.

Emphasis added. This is a broad mandate that sub-
contractors will be subject to the same rules as their 
prime contractors whenever the subcontractor will 
handle federal contract information (FCI). 

Note that this clause exempts subcontracts for 
COTS items from the flow-down requirement. This 
exemption may be more a testament to the efficacy 
of the COTS lobby than to any other factor. 

Query: What justification is there for distin-
guishing between COTS suppliers and suppliers of 
FAR pt. 12 “commercial items”? Frankly, a COTS 
supplier that has FCI “residing in or transiting 
through its information system” is just as vulner-
able to cyber attack as any other contractor, per-
haps more so. 

If the rationale for this exemption is the as-
sumption that COTS suppliers are not likely to 
have such information in their systems, the exemp-
tion is unnecessary to the extent that the assump-
tion is correct, because the flow-down is required 
only if FCI resides in or transits through the sys-
tem. However, if the assumption is not invariably 
correct, the FAR rule leaves a gaping hole in the 
supply chain’s cybersecurity defenses.  
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DFARS 252.204-7012(m) provides as follows:
Subcontracts. The Contractor shall—
(1) Include this clause, including this paragraph 
(m), in subcontracts, or similar contractual in-
struments, for operationally critical support, or 
for which subcontract performance will involve 
covered defense information, including subcon-
tracts for commercial items, without alteration, 
except to identify the parties. The Contractor 
shall determine if the information required for 
subcontractor performance retains its identity 
as covered defense information and will require 
protection under this clause, and, if necessary, 
consult with the Contracting Officer; and
(2) Require subcontractors to—
(i) Notify the prime Contractor (or next higher-
tier subcontractor) when submitting a request to 
vary from a [National Institute of Standards and 
Technology, Special Publication (SP)] 800-171 
security requirement to the Contracting Officer, 
in accordance with paragraph (b)(2)(ii)(B) of this 
clause; and
(ii) Provide the incident report number, automati-
cally assigned by DoD, to the prime Contractor 
(or next higher-tier subcontractor) as soon as 
practicable, when reporting a cyber incident to 
DoD as required in paragraph (c) of this clause.

The DFARS clause requires flow-down if a sub-
contractor will handle covered defense information 
(CDI) or if a subcontract is for “operationally critical 
support” (defined as “supplies or services designated 
by the government as critical for airlift, sealift, inter-
modal transportation services, or logistical support 
that is essential to the mobilization, deployment, or 
sustainment of the Armed Forces in a contingency 
operation”). DOD’s answers to industry questions 
clarify that the contractor “should” consult with the 
CO to determine whether the subcontract will involve 
CDI and will require flow-down of the clause. See 
DOD FAQs Regarding Network Penetration Report-
ing and Contracting for Cloud Services (DFARS Case 
2013-D018), DFARS subpt. 204.73 and Procedures, 
Guidance and Information subpt. 204.73, and DFARS 
subpt. 239.76 and PGI subpt. 239.76, FAQ No. 5 (Jan. 
27, 2017), available at www.acq.osd.mil/dpap/pdi/
docs/FAQs_Network_Penetration_Reporting_and_
Contracting_for_Cloud_Services_(01-27-2017).pdf. 

DOD also clarified that the clause is not required in 
contracts solely for COTS items, but it did not address 
specifically the applicability to subcontracts involving 

only COTS items. See DOD FAQs, supra at No. 3; 81 
Fed. Reg. 72987 (prescriptions at DFARS 204-7304 for 
use of DFARS clause exclude COTS contracts). Thus, 
it is possible the clause would be required to be flowed 
down to a subcontractor providing only COTS items if 
the prime contract is not solely for COTS items. 

Again, the wisdom of this COTS exemption 
generally is open to question. Note that DOD will 
hold an Industry Information Day on June 23 that 
will include a briefing and will address questions to 
further clarify the DFARS requirements. See 82 Fed. 
Reg. 16577 (Apr. 5, 2017).

There may be situations in which both the FAR 
and DFARS clauses will be included in a solicitation 
or contract because the effort involves both FCI and 
CDI. In such cases, a contractor will need to examine 
its subcontract effort to determine whether both, one 
or neither of the clauses should be flowed down. See 
FAQs, No. 7 (“Most solicitations/contracts that include 
CDI will also include non-CDI Federal contract infor-
mation ... it is likely that non-CDI Federal contract 
information will be flowed down to a subcontractor 
even when CDI is not, and as such, the FAR clause 
will flow down”). 

With regard to CSPs, the DFARS clause is to be 
flowed down if a CSP will act as a subcontractor. See 
FAQs, No. 57. Where a CSP will not act as a subcon-
tractor, but will be used “to store, process or transmit 
any covered defense information for the contract,” it 
must comply with the Federal Risk and Authorization 
Management Program (FedRAMP) moderate baseline 
(per DFARS 252.204-7012(b)(2)(ii)(D)). 

Subcontractor Reporting Requirements—
Neither the FAR nor the DFARS clause requires a 
subcontractor to notify the prime contractor imme-
diately of the occurrence of a cyber incident or of the 
details surrounding an incident. The DFARS clause 
requires merely that a subcontractor provide the in-
cident report number associated with a cyber incident 
to the prime contractor “as soon as practicable” after 
reporting the incident to DOD. 

It is unclear what a prime contractor’s role will 
be if a subcontractor experiences a cyber incident. 
Under the existing regulation, the prime may be given 
essentially no information regarding the breach and, 
thus, may be concerned that its information was com-
promised. Further, the prime contractor’s hands will 
be tied if the Government expects the prime to enforce 
compliance or respond to a subcontractor incident for 
which it has inadequate information.
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The DFARS clause includes a requirement that the 
contractor notify DOD within 30 days after contract 
award of security controls not implemented at the time of 
award. DFARS 252.204-7012(b)(2)(ii)(A). This provision is 
flowed down to subcontractors because the DFARS clause 
must be flowed down “without alteration.” 

However, there is no requirement that the subcon-
tractor notify the prime contractor of any noncompli-
ance. Per subsection (m), a subcontractor must notify 
the prime contractor (or next higher-tier contractor) 
only of requests to the CO to vary from NIST SP 800-
171 requirements. A subcontractor is not required to 
provide to the prime contractor the documentation 
regarding the variance that it provided to the Govern-
ment. To ensure that prime contractors are not blind 
to information that could prove to be important to 
them and to the security of their information, prime 
contractors and subcontractors should have a clear 
contractual agreement, notwithstanding the language 
of DFARS 252.204-7012(m), regarding what informa-
tion will be shared by the subcontractor, and when it 
will be shared.

Subcontractor Compliance and Supply 
Chain Risk—Contractors may have more responsi-
bility than they realize when it comes to subcontrac-
tor compliance with cybersecurity requirements. In 
fact, DOD has suggested that prime contractors will 
be responsible for ensuring subcontractors’ compli-
ance with the requirements. For example, require-
ments flowed down “should be enforced by the prime 
contractor as a result of compliance with these terms.” 
FAQs, No. 5. 

Similarly, as noted above, if a contractor uses a 
CSP subject to the FedRAMP moderate baseline per 
DFARS 252.204-7012(b)(2)(ii)(D), “the flow-down 
provision in 252.204-7012 does not apply ..., [but] 
the prime contractor is responsible to ensure that 
the CSP meets the requirements [for the FedRAMP 
moderate baseline].” See FAQs, No. 57. Thus, it ap-
pears DOD will hold contractors accountable for the 
FedRAMP compliance of their CSPs as well as for 
subcontractor compliance with other cybersecurity 
requirements.

Prime contractors and subcontractors should 
address, prior to contract formation and in their 
contract documents, any cybersecurity requirements 
above and beyond those flowed down through the 
FAR and DFARS clauses. Depending on the arrange-
ment, including the size, experience and reputation 
for compliance of the supplier, contractors may feel 

comfortable relying on the existing FAR and DFARS 
provisions. Smaller, less-experienced suppliers may 
warrant a more hands-on approach. 

It may well be that the market in this respect is 
highly reactive, i.e., if the Government evidences a 
propensity to punish contractors for the noncompli-
ance of their subcontractors, an aggressive approach 
may become standard on the part of prime contrac-
tors and higher-tier subcontractors. Examples of 
additional steps that prime contractors might take 
to enhance their confidence in subcontractor cyber-
security compliance include:

• certification of compliance with security con-
trols (e.g., NIST SP 800-171) provided through 
a third-party auditor or through self-certifica-
tion,

• reports by a subcontractor to the prime contrac-
tor regarding a cyber incident within a defined 
time frame,

• cybersecurity insurance—to provide protec-
tion against cyber incident losses and to cover 
third-party claims, and

• a subcontractor indemnity.
The above examples obviously are not an exhaustive 
list of the mechanisms available to increase a prime 
contractor’s confidence in a supplier’s cybersecurity 
compliance, to mitigate the risk of noncompliance, or to 
demonstrate to the Government the contractor’s good 
faith, reasonable (i.e., not reckless or indifferent) ap-
proach to “down the chain” cybersecurity compliance. 

In addition to ensuring subcontractor compliance 
with the FAR and DFARS provisions, prime contrac-
tors have an obligation in some instances to mitigate 
supply chain risk in the provision of supplies and 
services to the Government. DFARS 252.239-7018, 
Supply Chain Risk, is to be included in all contracts 
for information technology involving a national se-
curity system. See DFARS 239.7306. Supply chain 
risk, as used in DFARS 252.239-7018, means “the 
risk that an adversary may sabotage, maliciously 
introduce unwanted function, or otherwise subvert 
the design, integrity, manufacturing, production, 
distribution, installation, operation, or maintenance 
of a national security system (as that term is defined 
at 44 U.S.C. 3542(b)) so as to surveil, deny, disrupt, 
or otherwise degrade the function, use, or operation 
of such system.” 

The clause is not specific as to the actions a prime 
contractor must take to mitigate supply chain risk, 
but, if a contractor flows down all of the cybersecurity 
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requirements pursuant to FAR 52.204-21 and DFARS 
252.204-7012, it is unclear what more reasonably 
could be expected in this regard (where the FAR 
clause mandates implementation of 15 security con-
trols in NIST SP 800-171 and the DFARS clause re-
quires compliance with all NIST SP 800-171 controls). 

Beyond the FAR and DFARS flow-down require-
ments, which are extensive, contractors may wish to 
refer to NIST SP 800-161, Supply Chain Risk Man-
agement Practices for Federal Information Systems 
and Organizations. This publication includes an over-
lay of supply chain risk management controls that 
may be implemented in conjunction with the security 
control families in NIST SP 800-53 and, by extension, 
NIST SP 800-171. 

Providing further incentive for contractors to 
address supply chain risk is the president’s recent 
executive order on cybersecurity, which includes a 
provision focusing on review of the supply chain for 
the defense industrial base, suggesting this area is 
likely to be more highly scrutinized in the near future. 
See Executive Order 13800.

Considerations for Joint Venture or Team-
ing Agreements—Before entering into a joint 
venture or teaming agreement, contractors should 
consider the cyber-fitness of any potential partner to 
assess risk, assess the value of the prospective busi-
ness relationship, and facilitate more productive ne-
gotiations. Many companies, understandably, will re-
sist any meaningful review on the cybersecurity front 
on the theory that it will involve an unwarranted and 
unnecessary intrusion into a proprietary domain. The 
larger the partner, the more likely this resistance 
will be encountered. Many contractors will take the 
position that flow-down requirements, certificates of 
compliance or indemnities are adequate protection 
for the other members of the business relationship.

Where the parties are amenable to sharing in-
formation regarding their cybersecurity capabilities, 
they may wish to review jointly the means by which 
each party complies or plans to comply with the ap-

plicable security controls in NIST SP 800-171. This 
could include discussion regarding data storage and 
security, as well as policies and procedures for data re-
covery and reporting. Such collaboration may improve 
the cybersecurity capabilities of both contractors if 
new methods for achieving cyber-fitness are shared. 

Conclusion—Companies inhabit an interdepen-
dent and interactive world, and with that interaction 
comes risk. That risk is no more challenging than 
in the area of cybersecurity in which the technology 
evolves rapidly and the ingenuity of the malefactors 
seems to expand exponentially. The FAR and DFARS 
impose a variety of cybersecurity and supply chain 
security requirements on prime contractors and 
subcontractors, and it appears that DOD will expect 
contractors to oversee and enforce subcontractor 
compliance with these requirements. 

With the scope of a contractor’s liability for sup-
ply chain risks uncertain at this juncture, vigilance, 
diligence and attention should be the watchwords 
of the day. It may not be enough simply to rely on a 
boilerplate form that flows down the FAR and DFARS 
clauses, and assume that you have met your obliga-
tion or that you have adequately mitigated your risks. 

F
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Townsend Bourne and Melinda Biancuzzo. Mr. 
Chierichella is a partner in the Washington, D.C. 
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FEATURE COMMENT: Achieving Cyber-
Fitness In 2017: Part 5—Cyber Incident 
Reporting And Response

As discussed in parts 1–4 of this series, the Defense 
Federal Acquisition Regulation Supplement cyber-
security clause, Safeguarding Covered Defense In-
formation and Cyber Incident Reporting, mandates 
contractor compliance with the security controls 
in National Institute of Standards and Technology 
Special Publication (SP) 800-171 by December 31. 
DFARS 252.204-7012. 

Thus far, we have focused on best practices 
for achieving compliance with the NIST security 
controls and other related laws and regulations, 
as well as considerations related to supplier and 
subcontractor compliance, to ensure proper safe-
guarding of covered defense information (CDI) and 
other data. This Feature Comment will focus on the 
second stated purpose of the DFARS cybersecurity 
clause—prescribing the reporting requirements 
for contractors that experience a cyber incident. 
(In this series, we have compared the DFARS re-
quirements to those in the FAR provision for “basic 
safeguarding” of information systems. Note the 
FAR provision does not contain a discrete reporting 
requirement. FAR 52.204-21.) 

Collecting information on cyber incidents is an 
important aspect of the Government’s approach to 
monitoring and containing cyber threats. This is 
most obviously evidenced by the relatively recent 
execution of the Cybersecurity Information Sharing 
Act (CISA), which encourages voluntary disclosure 
of “cyber threat indicators” and “defensive mea-
sures” by private-sector organizations in exchange 
for certain protections. See P.L. 114-113. 

Contractors should be aware of their obliga-
tions under the DFARS reporting requirements, 
including exactly when and what data must be 
shared with the Government, as well as collateral 
issues such as the consequences for a contractor 
and its data once the required information is 
shared with Uncle Sam. In this Feature Com-
ment, we explore these issues, as well as practi-
cal considerations for a robust cyber incident 
response plan.

• Note: The Department Defense held an Indus-
try Information Day on June 23, during which 
it provided a four-hour presentation outlin-
ing important cybersecurity regulations and 
information relating to broader cybersecurity 
concerns. DOD clarified that “compliance” with 
DFARS 252.204-7012 by December 31 will be 
viewed as contractor completion of (1) a system 
security plan (SSP) and (2) a plan of action and 
milestones (POA&M). This is a departure from 
previous readings of the provision, which inter-
preted “compliance” to mean demonstration of 
implementation of all NIST SP 800-171 secu-
rity controls, or sufficient alternative controls. 
Although the clarification from DOD allows 
more leeway for contractors, DOD left open 
the possibility that failure to have the controls 
fully implemented could be considered in agency 
evaluation and source selection decisions, and 
thus could lead to negative source selection con-
sequences for contractors that have not achieved 
full implementation by year end. Slides from the 
DOD industry day presentation are available at 
dodcio.defense.gov/Portals/0/Documents/Pub-
lic%20Meeting%20-%20Jun%2023%202017%20
Final.pdf?ver=2017-06-25-022504-940. A video 
from the industry day is available at dodcio.
defense.gov/IID/videoid/544122/#DVIDSVide
oPlayer90061. 

The DFARS “Rapid Reporting” Require-
ment—DFARS 252.204-7012 includes a require-
ment that contractors must “rapidly” report cyber 
incidents to DOD. DFARS 252.204-7012(c). A “cyber 
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incident” is defined as “action[] taken through the 
use of computer networks that result[s] in a compro-
mise or an actual or potentially adverse effect on an 
information system and/or the information residing 
therein.” DFARS 252.204-7012(a); see DOD Industry 
Day, slide 65 (June 23, 2017). The DFARS provision 
states,

When the Contractor discovers a cyber incident 
that affects a covered contractor information 
system or the covered defense information 
residing therein, or that affects the contrac-
tor’s ability to perform the requirements of the 
contract that are designated as operationally 
critical support and identified in the contract, 
the Contractor shall— 
(i) Conduct a review for evidence of compro-
mise of covered defense information, including, 
but not limited to, identifying compromised 
computers, servers, specific data, and user ac-
counts. This review shall also include analyz-
ing covered contractor information system(s) 
that were part of the cyber incident, as well 
as other information systems on the Contrac-
tor’s network(s), that may have been accessed 
as a result of the incident in order to identify 
compromised covered defense information, or 
that affect the Contractor’s ability to provide 
operationally critical support; and 
(ii) Rapidly report cyber incidents to DoD at 
http://dibnet.dod.mil. 

DFARS 252.204-7012(c) (emphasis added).
“Compromise,” as used in the DFARS provi-

sion, is defined as “disclosure of information to 
unauthorized persons, or a violation of the security 
policy of a system, in which unauthorized inten-
tional or unintentional disclosure, modification, 
destruction, or loss of an object, or the copying 
of information to unauthorized media may have 
occurred.” DFARS 252.204-7012(a). Thus, contrac-
tors should  monitor information systems and CDI 
for abnormal activity that may indicate the occur-
rence of a cyber incident. Contractors must review 
systems and hardware affected by a cyber incident 
to discern the extent of the CDI compromise, and 
must report the cyber incident to DOD. Per the 
regulation, “ ‘[r]apidly report’ means within 72 
hours of discovery of any cyber incident.” DFARS 
252.204-7012(a).

A key issue that may become a source of 
contention between contractors and the Govern-

ment is identifying when “discovery” occurs for 
purposes of triggering the 72-hour reporting 
requirement. A former Government insider to 
whom we spoke advocated the institutional use 
of a “confirmed incident,” as defined by a clear or-
ganizational process, as an appropriate reporting 
“trigger.” This approach would allow contractors 
to investigate anomalous activity as part of their 
normal monitoring processes, and prevent over-
loading DOD with reports of inconsequential is-
sues. As discussed below, a defined cyber incident 
response plan with a clear process for assessing 
possible “confirmed incidents” would provide 
internal consistency and proof of a responsible 
process when dealing with possible critics of the 
timing of a contractor’s reports. 

Cyber Incident Reporting—To report a cyber 
incident, a contractor must have a DOD-approved 
medium assurance certificate. DFARS 252.204-
7012(c)(3) (stating that information on obtaining 
a medium assurance certification is available at 
http://iase.disa.mil/pki/eca/Pages/index.aspx). A 
contractor’s cyber incident report shall contain as 
many of the following elements as possible:

• company name and point of contact information;
• Data Universal Numbering System (DUNS) 

number;
• contract number(s) or other type of agreement 

affected or potentially affected;
• Contract or other type of agreement clearance 

level;
• Government program manager point of contact 

(address, position, telephone, e-mail);
• facility clearance level (unclassified, confiden-

tial, secret, top secret, not applicable);
• facility Commercial and Government entity 

code;
• incident location CAGE code;
• location(s) of compromise;
• date incident discovered;
• incident/compromise narrative;
• type of compromise (unauthorized access, un-

authorized release, unknown, not applicable);
• description of technique or method used in 

cyber incident;
• incident outcome (successful compromise, failed 

attempt, unknown);
• impact to CDI;
• impact on ability to provide operationally criti-

cal support;
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• DOD programs, platforms or systems involved; 
and

• any additional information relevant to the in-
cident.

See DOD Industry Day, slide 68 (June 23, 2017); 
DFARS 252.204-7012(c)(2) (citing dibnet.dod.mil). 
Contractors are to report cyber incidents through 
the DOD defense industrial base (DIB) website. See 
DFARS 252.204-7012(c). 

• Note: The DFARS provision does not include a 
requirement for a subcontractor to provide much 
information regarding cyber incidents to higher-
tier subcontractors or the prime contractor. It 
requires only that the subcontractor provide 
the next higher-tier contractor with the incident 
report number assigned by DOD to the subcon-
tractor’s incident “as soon as practicable.” DFARS 
252.204-7012(m)(2)(ii); see DFARS 204.7302(b). 
This is an area a prime contractor may consider 
raising with the subcontractor. Prime contractors 
may consider attempting to obtain subcontractor 
commitments to report certain cyber incident 
information within a prescribed period. Many 
subcontractors will likely be resistant to pro-
posed reporting obligations that exceed those 
specifically required by regulation. Those who 
are resistant will nonetheless want to be sure 
that the reporting triggers are well defined, that 
the reporting period is adequate, and that their 
information is protected. 

If malicious software is discovered during review of 
a cyber incident, the contractor must supplement the cy-
ber incident report with information about the malicious 
software (malware) and provide it to the “DoD Cyber 
Crime Center (DC3) in accordance with instructions 
provided by DC3 or the Contracting Officer.” DFARS 
252.204-7012(d). The contractor must use the malware 
submission form (at https://dcise.cert.org/icf/), indicate 
the cyber incident report number, and select the mal-
ware to upload and submit. DOD Industry Day, slide 70 
(June 23, 2017).

After it receives a cyber incident report, DOD will 
respond as follows: 

(1) DC3 will send the report to the COs identified 
on the incident collection format (ICF) via en-
crypted e-mail, and the COs will provide the 
ICF to the requiring activities;

(2) DC3 will analyze the report to identify 
cyber threat vectors and adversary trends; 
and 

(3) DC3 will contact the reporting company if the 
report is incomplete (e.g., no contract numbers, 
no CO listed). 

See DOD Industry Day, slide 67 (June 23, 2017). 
Preservation of Media and Damage Assess-

ment—For at least 90 days after reporting a cyber 
incident, contractors should “preserve and protect 
images of all known affected information systems” 
and  “all relevant monitoring/packet capture data” 
discovered during the review. DFARS 252.204-
7012(e). The stated purpose of this requirement 
is “to allow DoD to request the media or decline 
interest.” Id. 

DOD may request the preserved media to con-
duct a “damage assessment” of the incident. DFARS 
252.204-7012(g); see DFARS 204.7302(b)(1)(iii). It 
also may request access to additional information 
or equipment to conduct a forensic analysis. DFARS 
252.204-7012(f); see DFARS 204.7302(b)(1)(iii). The 
purpose of DOD’s damage assessment is to:

• determine the impact of compromised informa-
tion on U.S. military capability underpinned by 
the technology;

• consider how the compromised information 
may enable an adversary to counter, defeat, or 
reverse engineer U.S. capabilities; and

• focus on the compromised intellectual property 
impacted by the cyber incident—not on the 
compromise mechanism.

See DOD Industry Day, slide 72 (June 23, 2017). 
The consequences to the contractor after DIB 

receives notification of a cyber incident and/or 
following a damage assessment are unclear. In ac-
cordance with the “policy” set forth in the DFARS, 
“A cyber incident that is reported by a contractor or 
subcontractor shall not, by itself, be interpreted as 
evidence that the contractor or subcontractor has 
failed to provide adequate security on their covered 
contractor information systems, or has otherwise 
failed to meet the requirements of [DFARS 252.204-
7012].” DFARS 204.7302(d). This is seemingly good 
news for contractors, and seems fair given the 
well-accepted principle nowadays that “there are 
only two types of companies—those that have been 
hacked and those that don’t know they have been 
hacked.” 

However, the provision adds that COs will con-
sider cyber incidents  “in the context of an overall 
assessment of a contractor’s compliance with [DFARS 
252.204-7012].” Id. Thus, depending on the severity of 
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the incident, a cyber incident may lead to a finding of 
noncompliance or a negative Contractor Performance 
Assessment Reporting System evaluation, notwith-
standing the diligent implementation of reasonable 
security controls. As explained below, documentation 
evidencing prompt adherence to a robust response 
plan following a cyber incident can demonstrate to 
the CO the reasonableness of the contractor’s exist-
ing policies and controls for purposes of establishing 
compliance and providing confidence in continued 
performance. 

Protection and Nondisclosure of Cyber Inci-
dent Information—The DFARS states that the Gov-
ernment is to protect from unauthorized disclosure 
“contractor attributional/proprietary information” 
provided by a contractor following a cyber incident. 
DFARS 252.204-7012(h); see DFARS 204.7302(c). 
“Contractor attributional/proprietary information” 
is defined as 

information that identifies the contractor(s), 
whether directly or indirectly, by the grouping 
of information that can be traced back to the 
contractor(s) (e.g., program description, facility 
locations), personally identifiable information, 
as well as trade secrets, commercial or financial 
information, or other commercially sensitive in-
formation that is not customarily shared outside 
of the company. 

DFARS 252.204-7012(a). Contractors should 
therefore ensure that information provided to 
the Government includes clear, appropriate leg-
ends. However, the DFARS provision identifies 
circumstances in which the Government may 
use and release such data, including release to 
“entities with missions that may be affected by 
such information.” DFARS 252.204-7012(i)–(j). 
What happens once the information is released 
is not clear, although one might assume that the 
receiving entities should be similarly obligated to 
protect the information.

DOD may also authorize release of contrac-
tor information to support services contractors 
assisting the Government with forensic analysis, 
damage assessment or other activities related to 
safeguarding CDI or reviewing cyber incidents. 
See DFARS 252.204-7012(i)(5). These contractors 
are subject to strict nondisclosure requirements 
for information “obtained from a third party’s 
reporting of a cyber incident” pursuant to DFARS 
252.204-7009, Limitations on the Use or Disclo-

sure of Third-Party Contractor Reported Cyber 
Incident Information. 

A support services contractor must protect the 
information and use it only to assist the Govern-
ment under a contract related to safeguarding 
CDI or cyber incident reporting. DFARS 252.204-
7009(b)(1)–(2). Further, it must execute employee 
nondisclosure agreements to which the contractor 
that provided the information is a third-party 
beneficiary. DFARS 252.204-7009(b)(3)–(4). The 
DFARS provision provides severe penalties, in-
cluding criminal and civil actions by the U.S., as 
well as “appropriate remedies” for the contractor 
that provided the information, if support services 
contractors violate the use and nondisclosure 
provision. DFARS 252.204-7009(b)(5). The clause 
is to be flowed down to subcontractors providing 
similar Government support services. DFARS 
252.204-7009(c).

Cyber Incident Response Plan—The contrac-
tor’s system security plan should include procedures 
for monitoring and responding to a data breach or 
cyber incident. When a potential cyber incident is de-
tected, the contractor should attempt first to identify 
and isolate the affected systems and devices in order 
to minimize further damage. The plan should include 
a process to identify the responsible individuals and 
steps to be taken to determine what constitutes a 
“cyber incident” for DOD reporting purposes. Malware 
should be identified and, if appropriate, sent to DOD 
as noted above. 

After the immediate threat is contained and 
reported, the contractor should  examine the cyber 
incident and use it to inform future security practices. 
It should identify other systems or devices with simi-
lar vulnerabilities, and modify its security plan and 
controls to facilitate enhanced protections. Obviously, 
the source of the problem must be investigated. If the 
cyber incident results from an employee’s uninten-
tional action, more rigorous training and potential 
employee sanctions should be considered. The con-
tractor also should document steps taken to review 
and correct a problem following a cyber incident. This 
documentation may come into play later to support 
the reasonableness of the contractor’s actions and 
to provide proof of contractor fitness to continue to 
perform under contracts requiring security control 
compliance.

• Note: NIST SP 800-171 includes the following 
security requirements relating to identification, 
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documentation and reporting of cyber incidents. 
See Table 1 above.

Conclusion—If past is prologue (and it often 
is), there is little doubt that even with appropriate 
security controls in place, a contractor will experi-
ence at some point a cyber attack or other cyber 
incident. A sound and comprehensive response plan 
created with a thorough understanding of the report-
ing requirements will allow a contractor to minimize 
the informational damage associated with a cyber 
incident, and limit other negative consequences. The 
reasonableness of the contractor’s actions once a cyber 
incident is detected, demonstrated through detailed 
documentation that can be provided to the Govern-
ment, will no doubt be examined to determine the 
capabilities of the contractor, its past performance, 
and its continuing eligibility to receive future work. 
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Table 1: NIST SP 800-171 Security Requirements Relating to  
Identification, Documentation, and Reporting of Cyber Incidents

3.3 Audit and Accountability

3.3.1
Create, protect, and retain system audit records to the extent needed to enable the 
monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or 
inappropriate system activity.

3.3.5 Correlate audit review, analysis, and reporting processes for investigation and response 
to indications of inappropriate, suspicious, or unusual activity.

3.3.6 Provide audit reduction and report generation to support on-demand analysis and 
reporting.

3.6 Incident Response

3.6.2 Track, document, and report incidents to appropriate officials and/or authorities both 
internal and external to the organization.

3.14 System and Information Integrity

3.14.1 Identify, report, and correct information and system flaws in a timely manner.
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FEATURE COMMENT: Achieving Cyber-
Fitness In 2017: Part 6—Potential 
Liabilities And Putting It All Together

We are just days away from the December 31 dead-
line for implementation of the security controls in 
National Institute of Standards and Technology 
Special Publication (SP) 800-171 pursuant to the 
provisions of Defense Federal Acquisition Regula-
tion Supplement (DFARS) 252.204-7012. It seems 
like just yesterday we first discussed the clause in 
Part 1 of the series, “Achieving Cyber-Fitness In 
2017: Part 1—Planning For Compliance,” 59 GC  
¶ 25, in which we examined the DFARS require-
ments related to safeguarding covered defense 
information (CDI) and the FAR clause relating to 
federal contract information (FAR 52.204-21). 

Over the course of the year, we examined other 
laws and regulations regarding data protection 
and breach response, including those specific to 
particular agencies, and recommended a compre-
hensive data-focused approach to maintaining and 
securing sensitive information. See “Achieving 
Cyber-Fitness In 2017: Part 2—Looking Beyond 
The FAR And DFARS—Other Safeguarding And 
Reporting Requirements,” 59 GC ¶  43. We further 
reviewed best practices for achieving compliance 
with data security provisions and the role of third-
party auditors during the process, as well as con-
siderations relevant to working with third parties, 
including subcontractors, teammates and joint 
venture partners. See “Achieving Cyber-Fitness In 
2017: Part 3—Proving Compliance And The Role 
Of Third-Party Auditors,” 59 GC ¶  87;“Achiev-
ing Cyber-Fitness In 2017: Part 4—Subcontracts, 
Joint Ventures And Teaming Agreements,” 59 GC 

¶ 177. Finally, we reviewed in detail the cyber in-
cident notification and response requirements of 
the DFARS clause. See “Achieving Cyber-Fitness 
In 2017: Part 5—Cyber Incident Reporting And 
Response,” 59 GC ¶  275. 

In this final installment of our series, we ad-
dress developments in the law relating to cyberse-
curity and the DFARS clause, including what the 
Department of Defense now is saying regarding 
compliance, and we explore some of the potential 
liabilities and consequences associated with non-
compliance and breach—and how to avoid them. 

System Security Plans and Plans of Ac-
tion—During its June 23 Industry Day and in 
subsequent programs, DOD officials clarified that 
“compliance” with DFARS 252.204-7012 by the 
December 31 deadline means that a contractor has 
completed its system security plan (SSP) (required 
by NIST SP 800-171 Security Control 3.12.4) and 
plans of action for security controls not yet imple-
mented (required by NIST SP 800-171 Security 
Control 3.12.2). Plans of action are to describe:

•	 how	and	when	any	unimplemented	security	
requirements will be met;

•	 how	any	planned	mitigations	will	be	imple-
mented; and 

•	 how	and	when	contractors	will	correct	defi-
ciencies and reduce or eliminate vulnerabili-
ties in the systems.

DOD Guidance on Implementation of DFARS 
Clause 252.204-7012 (Sept. 21, 2017) at 3, 
available at www.acq.osd.mil/dpap/policy/
policyvault/USA002829-17-DPAP.pdf; see DOD 
Industry Day Slides at 61, available at dodcio.
defense.gov/Portals/0/Documents/Public%20
Meeting%20-%20Jun%2023%202017%20Final.
pdf?ver=2017-06-25-022504-940. There is no sub-
mission requirement and no formal mechanism 
by which DOD plans to check SSPs and plans 
of action by the deadline (or afterwards, for that 
matter). Thus, contractors need not worry about 
turning into a pumpkin at the stroke of midnight 
on Jan. 1, 2018. 
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DOD has stated that it is up to the contractor 
to ensure it has implemented the security controls 
set forth in NIST SP 800-171 (as well as any other 
information system security measures deemed neces-
sary by the contractor to provide CDI security). While 
the fact that Government agents are not likely to be 
knocking down doors at the start of the year provides 
some level of comfort, there are potentially serious 
consequences for contractors that do not have plans 
in place, or have not fully implemented the required 
security controls, by January 1—both in terms of get-
ting new work and maintaining work under existing 
contracts.

Proposals and Source Selection Decisions—
As discussed in Part 5 of this series, a contractor’s 
progress toward implementation of the NIST SP 
800-171 security controls may be considered in agency 
evaluation and source selection decisions. Pursuant 
to NIST SP 800-171, a contractor’s SSP and plans 
of action may be integral to an agency’s decision to 
contract with an organization for use of a nonfederal 
system to house controlled unclassified information 
(CUI). DOD Guidance at 4 (“Federal agencies may 
consider the contractor’s system security plan and 
plans of action as critical inputs to an overall risk 
management decision to process, store, or transmit 
CUI on a system hosted by a nonfederal organization, 
and whether or not it is advisable to pursue an agree-
ment or contract with the nonfederal organization”). 

Thus, an agency may decide to include solicitation 
terms that require contractors to include elements 
of their SSPs in their technical proposals, which 
then will be evaluated and considered as part of the 
ultimate source selection decision. DOD provided 
examples regarding how an agency might use SSPs 
and plans of action in source selection:

•	 Requiring	that	proposals	(i)	identify	any	NIST	
SP 800-171 security requirements not imple-
mented at the time award and (ii) include as-
sociated plans of action for implementation;

•	 Providing	 in	 the	solicitation	that	all	 security	
requirements in NIST SP 800-171 must be 
implemented at the time of award; or

•	 Stating	in	the	solicitation	that	the	contractor’s	
approach to providing adequate security will 
be evaluated in the source selection process. 

See DOD Guidance at 4–5. Thus, a contractor that 
is further along the path to compliance, or that can 
demonstrate full implementation of the controls, 
stands a much lower chance of a negative evaluation 

in the above-referenced areas, and possibly a better 
chance of receiving an award. In some cases, a lack of 
full compliance may render a proposal ineligible for 
award if such noncompliance represents a failure to 
meet clear solicitation terms. 

If a contractor believes that a security control is 
not applicable, or an alternative control can satisfy 
the requirement, it can raise the issue with DOD for 
a formal decision, which DOD says can be made “typi-
cally within five business days.” DFARS 252.204-7008. 
DOD explained,

[T]he offeror must provide a written explanation 
in their proposal describing the reasons why a 
security requirement is not applicable, or how 
alternative, but equally effective, security mea-
sures can compensate for the inability to satisfy 
a particular requirement. The contracting of-
ficer will refer the proposed variance to the DoD 
[chief information officer] for adjudication. The 
DoD CIO is responsible for ensuring consistent 
adjudication of proposed non-applicable or alter-
native security measures. If the DoD CIO needs 
additional information, a request is made to the 
contracting officer. Responses are then returned 
to the contracting officer who, in turn, advises 
the contractor of the decision. The timeframe for 
response by the DoD CIO is typically within five 
business days. The basis for determining if an al-
ternative to a security requirement is acceptable 
is whether the alternative is equally effective; the 
basis for determining a security requirement is 
“not applicable” is whether the basis or condition 
for the requirement is absent. While the scope of 
this rule does not provide for the CIO evaluation 
to impact the award decision, there is nothing 
that precludes an activity from drafting the so-
licitation to provide for this.

81 Fed. Reg. 72986, 72990; see DOD FAQs Nos. 
18–20 (available at dodprocurementtoolbox.com/
faqs/cybersecurity). Thus, the clause contemplates 
some relief for contractors in situations where the 
full array of NIST SP 800-171 security controls may 
be overly onerous, but the process that ensues—after 
proposals are due—seems to ensure that a contractor 
might well be labeled a “problem child.” If an agency 
seeks the path of least resistance, the “problem 
child” can easily be determined to be less capable 
than offerors that promise to provide security in 
accordance with the stated controls. At a minimum, 
an awardee offering a “less-capable” set of security 
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controls would make an inviting target for disap-
pointed competitors offering “full compliance.” Thus, 
it may be best for contractors to view this option as 
a last resort reserved for requirements that clearly 
are not applicable or can be alternatively satisfied. 
DFARS 252.204-7012(b)(2)(ii)(B) provides a process 
by which a contractor may request a variance from 
the DOD CIO if circumstances change after award. 
See DOD FAQs No. 19.

Bid Protests—So far, the Government Account-
ability Office has largely stayed out of cybersecurity 
disputes and allowed agencies to determine what lev-
el of security is adequate at the evaluation stage. Last 
year, GAO denied two protests in which disappointed 
offerors asserted that an awardee should not have 
been awarded a contract because it lacked sufficient 
cybersecurity capabilities. Discover Techs. LLC, Comp. 
Gen. Dec. B-412773 et al., 2016 CPD ¶ 142; 58 GC  
¶ 207; Booz Allen Hamilton, Inc., Comp. Gen. Dec. 
B-412744 et al., 2016 CPD ¶ 151 (note these deci-
sions do not relate specifically to compliance under 
the DFARS provisions for safeguarding information, 
but are informative for the way in which they treat 
cybersecurity compliance issues).

In Discovery Technologies LLC, the protester chal-
lenged the awardee’s ability to meet the requirements 
of the Federal Information Security Modernization 
Act (FISMA) under a solicitation that listed FISMA 
as a law with which the contractor must comply. GAO 
focused on the solicitation’s use of the word “contrac-
tor,” rather than “offeror,” and decided this language 
supported a determination that FISMA compliance 
was not required at the time of contract award, but 
was a matter of contract administration to be ad-
dressed by the agency after award (when the “offeror” 
became the “contractor”). Further, the solicitation 
did not specifically require that offerors demonstrate 
compliance with FISMA in their offers.

Similarly, in Booz Allen Hamilton, GAO denied a 
protest in which the protester challenged an award 
based on its view that the awardee lacked adequate 
cybersecurity experience. GAO found that the agency 
properly evaluated the awardee’s experience in 
this area and reasonably assessed a weakness for 
the awardee’s cybersecurity experience, but did not 
document a “significant weakness” or disqualify the 
awardee.

More recently, GAO denied a protest and upheld 
an agency’s award decision in a case in which the 
protester asserted that the agency improperly cred-

ited the awardee with a “strength” for its proposed 
cybersecurity approach. GAO found that the awardee 
properly was given a strength for proposing to incor-
porate the voluntary NIST cybersecurity framework 
(discussed in Part 3 of this series) in addition to the 
minimum cybersecurity baseline capabilities required 
by the solicitation. IPKeys Techs., LLC, Comp. Gen. 
Dec. B-414890 et al., 2017 CPD ¶ 311. Thus, as noted 
above, contractors that can demonstrate full imple-
mentation of NIST requirements as well as other 
voluntary measures to achieve cyber-fitness stand 
to benefit in agency evaluation and award decisions.

Other Potential Consequences—In addition 
to being unfavorably evaluated and potentially not 
selected for award due to insufficient implementation 
of cybersecurity capabilities, contractors performing 
under contracts with cybersecurity requirements may 
face consequences if issues occur during performance. 
Depending on specific contract provisions, an agency 
could determine that a contractor is in breach of a 
contract and terminate for default based on failure 
to comply with required provisions, including DFARS 
252.204-7012. 

Additionally, contractors that do not implement 
required security controls or properly safeguard 
sensitive data may be subject to suspension or de-
barment. Pursuant to FAR 9.406-2, a contractor may 
be debarred for “[v]iolation of the terms of a Govern-
ment contract or subcontract so serious as to justify 
debarment, such as (A) Willful failure to perform in 
accordance with the terms of one or more contracts; 
or (B) A history of failure to perform, or of unsatis-
factory performance of, one or more contracts.” FAR 
9.406-2(b)(1). Although this penalty is severe, it may 
be warranted if the contractor fails to safeguard 
highly sensitive information or knowingly misrep-
resents compliance with cybersecurity requirements. 

Poor contractor security practices may be noted in 
a contractor performance assessment report (CPAR), 
which becomes part of the contractor’s “permanent re-
cord” and may adversely affect its ability to get future 
work. In addition, a record of unsatisfactory cyberse-
curity practices could, in an extreme circumstance, 
lead to a finding that the contractor is not responsible 
and, thus, not fit to perform a certain contract.

Finally, it remains to be seen how cybersecurity 
requirements will be treated under the False Claims 
Act, which can impose hefty penalties for contractors 
that submit claims for payment after erroneously certi-
fying compliance with certain requirements. 31 USCA 
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§§ 3729–3733. DOD has made clear that a contractor’s 
signature on a contract represents an agreement to 
comply with all cybersecurity provisions in that con-
tract, including, where applicable, DFARS 252.204-
7012. See DOD FAQs No. 25. Further, a contractor’s 
SSP or other cybersecurity commitments may be part 
of the technical proposal that is incorporated into the 
contract, rendering it binding on the contractor and 
presenting potential liability under the FCA if willfully, 
recklessly or indifferently ignored. 

As we have stressed throughout this series, a 
contractor’s best defense against potential liability 
is a comprehensive, organized and well-documented 
approach to cybersecurity. This includes a keen un-
derstanding of each contract and the requirements 
imposed by applicable cybersecurity provisions, as 
well as clear procedures to be followed in the event 
of a cyber incident. 

Conclusion—At this point, contractors should 
be close to full implementation of the myriad security 
controls set forth in NIST SP 800-171, in accordance 
with DFARS 252.204-7012. DOD understands that 
implementation of the requirements and the poten-
tial consequences for noncompliance seem daunting, 
and has provided resources to assist contractors. 
These resources include (1) DOD’s “Procurement 
Toolbox,” available at dodprocurementtoolbox.com, 
with various materials, including FAQs relating to the 
DFARS clauses (with updated FAQs “coming soon”); 
and (2) a free cybersecurity evaluation tool (CSET) 
developed by DHS’ Industrial Control Systems Cyber 
Emergency Response Team (ICS-CERT), available  
at ics-cert.us-cert.gov/Downloading-and-Installing-
CSET. In addition, NIST recently published (1) NIST 
Handbook 162, a “Self-Assessment Handbook For 
Assessing NIST SP 800-171 Security Requirements 
in Response to DFARS Cybersecurity Requirements” 
for “U.S. manufacturer[s] who supply products within 
supply chains for the DOD” (available at nvlpubs.nist.
gov/nistpubs/hb/2017/NIST.HB.162.pdf) and (2) its 
draft version of NIST SP 800-171A, which is meant 
to “help organizations develop assessment plans 
and conduct efficient, effective, and cost-effective 
assessments of the security requirements in Special 
Publication 800-171” (available at csrc.nist.gov/pub-
lications/detail/sp/800-171a/draft). 

Although compliance with the NIST publication, 
demonstrated through an SSP and plans of action, 
should help to prevent breaches or adverse agency ac-
tion, remember—compliance does not equal security. 

The DFARS clause recognizes this in its mandate that 
contractors implement “other information systems se-
curity measures,” above and beyond NIST SP 800-171, 
that are reasonably necessary to provide adequate 
security. But this sentiment is not limited to protect-
ing CDI under the DFARS provisions—contractors 
should know their data and understand applicable 
requirements, including data-specific and agency-
specific regulations that may not be spelled out in a 
contract, as well as additional protections that can 
provide added security. 

Do not think that just because you currently do 
not contract with DOD, you are in the clear. As dis-
cussed in Part 2 of this series, the National Archives 
and Records Administration’s rule relating to CUI re-
quires executive agencies to include NIST SP 800-171 
compliance in contracts involving CUI in a nonfederal 
system. This rule promised a FAR case that will make 
compliance with NIST SP 800-171 a requirement in 
all civilian agency contracts in which CUI is housed in 
nonfederal systems. So it is likely all contractors will 
very soon be subject to the NIST SP 800-171 security 
controls for contracts that involve CUI.

Achieving cyber-fitness does not admit of a “one-
size-fits-all” solution. It is an ongoing process that 
requires planned, periodic assessments, and updates 
to stay abreast of evolving cyber threats. We hope this 
series has provided helpful, practical guidance to assist 
contractors in achieving cyber-fitness, and has raised 
awareness regarding the numerous regulations and ob-
ligations contractors need to address in implementing 
effective measures to safeguard sensitive data and to 
prevent, to the greatest extent possible, the devastat-
ing consequences that can result from a cyber attack. 

F
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in the Washington, D.C. office of Sheppard, Mul-
lin, Richter & Hampton, a member of the firm’s 
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of the firm’s Aerospace and Defense Industry 
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Mullin’s Washington, D.C. office and a member of 
the Government Contracts, Investigations, and 
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IMPORTANT
TAKEAWAYS FROM
DHS’S PROPOSED RULE ON CONTROLLED
UNCLASSIFIED INFORMATION
By: Tina Reynolds

The Department of Homeland Security (DHS) has now

officially entered the government data security fray with its

own proposed rule (HSAR Case 2015-001; 82 FR 6429; Jan.

19, 2017) for safeguarding Controlled Unclassified

Information (CUI).

We have previously commented on the National Archives and Record Administration’s Final Rule on

CUI, the Department of Defense’s rules on Controlled Defense Information, and the morass of federal

data security rules generally.

The DHS’s CUI rule adds yet another layer of complexity, as federal contractors and subcontractors are

now faced with the prospect of having to comply with different rules for different agencies.  This notion

runs counter to the intent of Executive Order 13556 (75 FR 68675; Nov. 4, 2010), which sought to

standardize the treatment of CUI across government.

Below are some observations about the DHS’s proposed rule:

Handling of CUI. Requirements for the handling of CUI are described only very generally in the
proposed rule and new DHS FAR Supplement clause (3052.204-7X, Safeguarding of Controlled
Unclassified Information).  Contractors are to provide “adequate security” to protect CUI.  “Adequate
security” is defined as appropriate security given the risk of disclosure.  For further guidance,
contractors are referred to a DHS website that will contain a section titled “Security and Training
Requirements for Contractors.”  The policies and procedures found on the website are incorporated by
reference into contracts and subcontracts via the new clause.  The DHS seems to expect these policies
and procedures will change over time, as the applicable requirements for any given contract are those
“in effect at the time of contract award.”

Definition of CUI. CUI is defined in the proposed rule as any unclassified information created or
possessed by the government or by a contractor “that a law, regulation, or Government-wide policy
requires or permits an agency to handle using safeguarding or dissemination controls.”  The proposed
rule then specifies 12 categories and subcategories as examples of DHS-related CUI, including Chemical-

Homeland Security Agreement Information, Homeland Security Enforcement Information, Information

January 23, 2017 - Compliance, Cybersecurity & Data
Privacy, Federal Procurement



          Important Takeaways from DHS's Proposed Rule on Controlled Unclassified Information | Government Contracts Insights

http://govcon.mofo.com/cybersecurity-and-data-privacy/important-takeaways-from-dhss-proposed-rule-on-controlled-unclassified-information/ 2/2

Systems Vulnerability Information (ISVI), Personally Identifiable Information (PII), and Sensitive PII
(SPII).

Authority to Operate. For those contractors seeking to operate DHS information systems, the proposed
rule sets forth the process by which companies may obtain the requisite security authorization to do so. 
Notably, the process requires comprehensive testing and evaluation, an independent third-party
assessment, a security review, regular reporting, and continuous monitoring.

Incident Reporting. Both contractors and subcontractors must report known or suspected data breach
or compromise incidents.  For those incidents (or possible incidents) involving PII and/or SPII, a report
must be made to the DHS within one hour of discovery.  All other incidents must be reported
within eight hours.  Contractors who have incidents involving PII and/or SPII are also required to notify
affected individuals and, where appropriate, to provide credit-monitoring services.

Mandatory Flowdown. The proposed HSAR clause 3052.204-7X must be included in all contracts and
subcontracts, at any tier, that will (1) have access to CUI, (2) collect or maintain CUI on an agency’s
behalf, or (3) operate a Federal information system or contractor information system that collects,
processes, stores, or transmits CUI.

Broader Context. This DHS proposed rule is part of a broader initiative within the DHS concerning IT
security generally.  Consistent with this approach, the DHS issued additional proposed rules
simultaneously with the CUI rule to address IT security awareness training (HSAR Case 2015-002) and
Privacy Act training (HSAR Case 2015-003).

Comments on the proposed rule are due on or before March 20, 2017.  We will continue to provide

updates as comments are received and the rule is finalized.
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NARA ISSUES FINAL
RULE ON
CONTROLLED UNCLASSIFIED INFORMATION
By: Tina Reynolds

A year and four months after its proposed rule, and nearly six

years after the Executive Order that called for the

standardization of handling requirements for Controlled

Unclassified Information (CUI), the National Archives and

Record Administration (NARA) issued its final rule on CUI

last week (81 FR 63324, September 14, 2016).

The final rule is the outgrowth of Executive Order 13556, Controlled Unclassified Information, 75 FR

68675 (November 4, 2010).  This Executive Order gave NARA the authority to “establish an open and

uniform program for managing [unclassified] information that requires safeguarding or dissemination

controls” to replace the ad hoc, patchwork approach used by federal agencies in the absence of uniform

guidance.  NARA issued a proposed rule on May 5, 2015 (80 FR 26501).  We addressed the proposed

rule and the maze of regulations relating to the safeguarding of non-classified government information

in a previous article.

With this final rule, NARA seeks to clarify and make uniform the treatment of CUI across the federal

government.  In addition to specifying requirements within the final rule itself, NARA is also

establishing and maintaining a CUI Registry, which will be the central repository for all guidance,

policy, instructions, and information pertaining to CUI.

While the final rule directly applies only to federal agencies, the requirements indirectly extend to

government contractors and grantees by virtue of the directive that agencies include the CUI

protection requirements in all federal agreements that may involve CUI.  A pending FAR case and

anticipated forthcoming regulation will further implement this directive for federal contractors.

In accepting and rejecting comments on the proposed rule for purposes of the final rule, NARA

recognized the tension between the dual federal government goals of protecting and sharing

information.  NARA’s revisions were designed “to more clearly explain how the different levels of CUI

interact, the basis for CUI controls, what levels of controls agencies may impose,” as well as to

establish rules pertaining to agency agreements, and marking, destruction, and dissemination of CUI.

After this final rule, information provided by or developed for the government falls into one of four

categories, as described below:

September 20, 2016 - Compliance, Cybersecurity & Data
Privacy
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Classified Information: This refers to information required by Executive Order 13526, “Classified
National Security Information,” or predecessor or successor orders, or the Atomic Energy Act of 1954, to
be marked with a classification designation to protect it from unauthorized disclosure.

CUI Basic: CUI is information created or possessed by or for the government for which a law, regulation,
or policy requires or permits safeguarding or dissemination controls.  CUI Basic is the subset of CUI for
which no particular controls are specified.  This final rule provides uniform handling controls to be used
for CUI Basic, which requires protection at no less than a “moderate” confidentiality standard under the
Federal Information Systems Modernization Act (FISMA), 44 U.S.C. 3541, et seq.  CUI Basic documents
can be marked simply as “CUI” or “Controlled.”

CUI Specified: CUI Specified is that subset of CUI for which applicable law, regulation, or policy
provides specific handling controls that differ from the controls that apply to CUI Basic.  Under the final
rule, the specified controls are to continue to be used for this subset of CUI and the markings prescribed
for these particular categories of information should continue to be used.  Examples of CUI Specified
information are information that is export controlled or source selection information.

Uncontrolled Unclassified Information: All remaining information that is neither classified nor CUI. 
Although not controlled or classified, this information must still be handled as required by FISMA.

The final rule incorporates by reference various Federal Information Processing Standards (FIPS) and

National Institute of Standards and Technology (NIST) Special Publications (SP), namely:

FIPS Publication 199, Standards for Security Categorization of Federal Information and Information
Systems;
FIPS Publication 200, Minimum Security Requirements for Federal Information and Information
Systems;
NIST SP 800-53, Security and Privacy Controls for Federal Information Systems and Organizations;
NIST SP 800-88, Guidelines for Media Sanitation; and
NIST SP 800-171, Protecting Controlled Unclassified Information in Nonfederal Systems and
Organizations.

These standards must be applied to systems that involve CUI in conjunction with the framework

established by FISMA.

The final rule is effective November 14, 2016.  It is not known when the proposed companion FAR

clause will be released.  Until that time, agencies will need to address CUI handling requirements in

contracts and grants through use of their own language.

Although the final rule specifies that agencies must include in agreements directions to comply with

the final rule and the CUI Registry when handling CUI, the absence of uniform agreement language at
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this point in time may create the same sort of confusion and inconsistency that the final rule is

designed to address.  We will carefully monitor release of the proposed FAR rule and any comments

thereto in order to provide the most current information to our client federal contractors.
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SO YOU’RE FINALLY
COMPLIANT WITH THE DFARS AND NIST
REQUIREMENTS, BUT ARE YOUR SUBCONTRACTORS?
By: Tina Reynolds

As the December 31 deadline for implementation of the NIST

special publication 800-171 requirements called for by

DFARS 252.204-7012 (“the DFARS cyber clause”) quickly

approaches, most DoD prime contractors have taken steps to

verify their IT systems’ compliance status and have developed

plans of action to address any cybersecurity gaps.  Having

satisfied their own security obligations, these companies are now asking whether their subcontractors

are in compliance and precisely what their obligations are to ensure subcontractor compliance.  Below

we offer some tips for assuring subcontractor compliance with IT security obligations.[1]

First, the DFARS cyber clause must be flowed down to all suppliers or subcontractors that will store,

process and/or generate Covered Defense Information (“CDI”) as part of contract performance.  CDI is

defined as follows:

Covered defense information means unclassified controlled technical information or other

information, as described in the Controlled Unclassified Information (CUI) Registry

at http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or

dissemination controls pursuant to and consistent with law, regulations, and Governmentwide

policies, and is –

(1) Marked or otherwise identified in the contract, task order, or delivery order and provided

to the contractor by or on behalf of DoD in support of the performance of the contract; or

(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the

contractor in support of the performance of the contract.

Controlled technical information means technical information with military or space

application that is subject to controls on the access, use, reproduction, modification,

performance, display, release, disclosure, or dissemination. Controlled technical

information would meet the criteria, if disseminated, for distribution statements B through F

using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical

October 31, 2017 - Cybersecurity & Data Privacy



So You're Finally Compliant with the DFARS and NIST Requirements, but Are Your Subcontractors? | Government Contracts Insights

Documents. The term does not include information that is lawfully publicly available without

restrictions.

DFARS 252.204-7012.  If a subcontractor or supplier will not have access to CDI as part of its role on

the contract, then it will not need to comply with the DFARS cyber clause.  If you conclude that a

subcontractor will not access or generate CDI, however, be alert for any changed circumstances that

may alter this status.

Second, where a subcontractor or supplier would otherwise have access to or create CDI, one way to

ensure compliance with the DFARS cyber clause is to insist that all subcontractor work be performed

solely on your own (fully compliant) IT systems.  This could take place at your facilities or on site with

the government client.  If you are using this method to ensure IT security compliance, be careful to

restrict transfer of files and information via email or external device.  If a subcontractor employee

downloads information to a thumb drive or emails work to himself to complete back at the office or at

home, you have evaded the IT security protections in place.

Third, where limiting a subcontractor’s or supplier’s work to your prime contractor systems is

impractical or impossible, the company must take steps to ensure compliance.  These steps should go

beyond mere flow down of the 252.204-7012 clause in subcontract documents and include one or more

of the following:

Detailed communication with subcontractors of the specific requirements of the DFARS cyber clause,
including the need to:

by December 2017 fully implement the requirements outlined in the clause and NIST 800-171
report areas of non-compliance to the DoD CIOs office within 30 days after contract award
report cyber incidents to the DoD CIO within 72 hours
flow down the DFARS cyber clause needs to all lower-tier suppliers/subcontractors storing,
processing and/or generating Covered Defense Information.

A requirement that the subcontractor provide evidence of its NIST 800-171 assessment and proof that it
has developed a system security plan and plan of action and milestones to resolve any gaps.
An offer to assist the subcontractor in complying with the DFARS cyber clause.
A requirement for a certification by the subcontractor that it is in full compliance with the DFARS cyber
clause.

Which of these measures are most appropriate will depend in large part on the nature of the

subcontractor’s role on the prime contract, as well as the nature of the CDI that subcontractor will

store, process or generate.  Subcontractors that do not take their IT security obligations seriously, or

that seem wholly unfamiliar with the DFARS or NIST requirements, should be carefully evaluated. 

The inclusion of a non-compliant subcontractor or supplier on your prime contract effort could

become a serious liability in the event of a data breach or other IT security compromise.
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As a prime contractor, you are ultimately liable for the actions (or inactions) of your subcontractors. 

The DFARS cyber rules are a stark reminder of that reality.

[1] These tips apply equally to cloud service providers subject to the security requirements specified in

the clause DFARS 252.239-7010, Cloud Computing Services.
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TOP FIVE
GOVERNMENT CONTRACTOR CYBERSECURITY
CONSIDERATIONS FOR 2018
By: Tina Reynolds

Cybersecurity was a major issue for government contractors

last year, and remains a hot button topic for 2018.  Below we

outline the most prominent considerations for the new year:

1. DFAR compliance

The hottest cyber topic last year remains front and center.  As of January 1, 2018, all Department of

Defense (DoD) contractors that store, process, or transmit covered defense information (CDI) are

subject to DFAR 252.204-7012.  The DFAR clause requires that contractors have implemented the

NIST special publication 800-171 standards.  DoD has confirmed that this implementation means, at

the very least, that the contractor has performed an assessment of its current security protocols versus

the NIST 800-171 standards, has documented that analysis in a system security plan (SSP), and has a

plan of actions and milestones (POAM) to address any gaps.

Prime contractors must also flow down the DFAR cybersecurity requirements to subcontractors, and

may need to take additional steps to verify subcontractor compliance.  See “So You’re Finally

Compliant with the DFAR and NIST Requirements, But Are Your Subcontractors?”

Contractors and subcontractors that are not in compliance face potentially serious consequences, both

in terms of getting new awards and continuing performance of current contracts.

2. Cybersecurity as an evaluation criteria

NIST SP 800-171 Rev. 1 notes that agencies may request SSPs and POAMs from contractors. 

Moreover, these SSPs and POAMs, and/or a company’s cybersecurity protections generally, may be

considered by procuring agencies in evaluating proposals for contracts that require the processing,

storing, or transmission of CDI or, for non-DoD agencies, controlled unclassified information (CUI).

In the recent decision Syneren Tech. Corp., B-41508, B-415058.2, Nov. 16, 2017, the Government

Accountability Office (GAO) upheld the Navy’s determination that an offer was technically

unacceptable because it failed to meet various DoD and Navy cybersecurity requirements referenced in

the RFP.  In the coming year, we expect to see more agencies explicitly incorporating cybersecurity

requirements into solicitations, as both minimum requirements and evaluation criteria.  Offerors that

January 25, 2018 - Cybersecurity & Data Privacy, Defense
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fail to demonstrate full compliance may be disqualified as technically unacceptable or be downgraded

for evaluation purposes.

Effective cybersecurity compliance can also work to a contractor’s benefit.  For example, in IP Keys
Tech., B-414890, B-414890.2, October 4, 2017, the GAO found that the agency reasonably assigned the

awardee’s proposal a strength for exceeding the minimum cybersecurity criteria.

3. Expansion of federal contractor cybersecurity obligations beyond DoD

At present, the Federal Acquisition Regulation (FAR) includes a basic safeguarding clause, FAR

52.204-21, which incorporates only 15 of the NIST 800-171 requirements.  Several agencies include

contract-specific cyber clauses in select contracts, but none has a universal clause akin to the DFAR

cybersecurity clause.  This is about to change.

First, the National Archives and Records Administration (NARA) rule on CUI requires agencies to

include NIST 800-171 protections in contracts involving CUI.  The NARA rule is to be implemented

through a new FAR case charged with developing a clause to extend the NIST cybersecurity

requirements to contractors.

In the interim, individual agencies are taking their own steps to strengthen cybersecurity protections. 

Just last week for example, GSA announced that it is developing proposed GSA FAR supplement

(GSAR) clauses that will impose NIST-based controls on contractors with access to unclassified GSA

information as well as cyber incident reporting requirements akin to the DFAR network penetration

requirements.  See 83 FR 9, January 12, 2018.  The Department of Homeland Security also has

proposed cybersecurity regulations for DHS contractors.  See 82 FR 6429, January 19, 2017.  These go

beyond the DFAR rule to require third-party system security authentication in certain instances.

4. Cybersecurity audits

DoD has indicated that it expects future Defense Contract Management Agency (DCMA) business

system audits to include the following:

Verification that the contractor has an SSP;
Verification that, prior to October 2017, the contractor submitted to the DoD Chief Information Officer
(CIO), within 30 days of any contract award, a list/notification of the security requirements that the
contractor had not yet implemented; and
If needed, verification of any necessary External Certificate Authority (ECA) or public key infrastructure
(PKI) certificate.
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If DCMA detects any cybersecurity concerns, they are to be escalated to the relevant DoD program

offices and the DoD CIO.

5. State and local cybersecurity requirements

Like the federal government, states and localities are increasingly imposing cybersecurity

requirements on their contractors.  The New York Department of Financial Services, for example,

developed a cybersecurity regulation (available at 23 NYCRR Part 500) that garnered widespread

attention.  The regulation, which was the first state effort to regulate cybersecurity of financial services

firms, went into effect in March 2017.  Numerous other states have enacted cybersecurity breach

notification laws.
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