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CFIUS Overview

 CFIUS is a U.S. government inter-agency committee that reviews 

certain foreign investment for national security concerns.

 Historically:

– Limited only to transactions that could result in “control” of a “U.S. business” by a 

foreign person.

– Primarily a voluntary process.

 Now, under the Foreign Investment Risk Review Modernization Act 

(FIRRMA):

– Expanded jurisdiction to review other types of transactions, including real estate.

– Creates a fast-track “declaration” process and makes certain declarations 

mandatory.
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Expansion of CFIUS “Covered Transactions”

1. EXISTING: “covered control transaction” = transaction which could 

result in control of a U.S. business by a foreign person

2. NEW: “covered investment” = certain non-passive, non-controlling 

investments in certain U.S. businesses by a non-excepted investor

3. NEW: “covered real estate transaction” = purchase or lease by, or 

concession to, a non-excepted investor of certain real estate in 

sensitive areas

In addition, any changes in a foreign person’s governance rights that could result in a transaction of the type in (1) or (2), and any 

transaction structured to evade CFIUS, would be considered a “covered transaction.”
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The Excepted Investor

 Certain foreign persons will be exempt from the expansion of 

CFIUS’s jurisdiction to “covered investment” and/or “covered real 

estate transactions” if they qualify as an “excepted investor.”

 To be an “excepted investor,” the foreign person must be connected 

in specified ways to an “excepted foreign state.”

 Extent of “excepted investors” currently unknown, because CFIUS 

has not yet published lists of “excepted foreign states.”  But the 

criteria to be an “excepted investor” appear to be highly restrictive.
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To be an “excepted investor,” the foreign person must fall into one of three categories:

 A foreign national who is exclusively a national of one or more excepted foreign states.

 A foreign government of an excepted foreign state.

 A foreign entity that meets each of the following five criteria with respect to itself and each of its parents:

1. Organized under the laws of an excepted foreign state or in the United States.

2. Principal place of business in an excepted foreign state or the United States.

3. Each member and observer to its board of directors is either a U.S. national or a foreign national who is exclusively a national of one or more 

excepted foreign states.

4. Any foreign person that individually, or as part of a group of foreign persons, holds five percent or more of voting interest, economic interest, profit 

interest, or asset interest upon dissolution or that could otherwise control such entity must be (a) a foreign national who is exclusively a national of 

one or more excepted foreign states, (b) a foreign government of an excepted foreign state, or (c) a foreign entity organized under the laws of an 

excepted foreign state and that has its principal place of business in an excepted foreign state or the United States.

5. The “minimum excepted ownership” of such entity – defined as a majority of its voting, profit, and asset–upon-dissolution interest for an entity 

publicly traded on an exchange in an excepted foreign state or the United States; and at least 90 percent of its voting, profit, and asset–upon-

dissolution interest for any other entity – must be held, individually or in the aggregate, by persons each of whom either is not a foreign person or 

qualifies as (a), (b), or (c) in criterion (4) above.

Even if an investor meets all of the above criteria, it may still not qualify as an excepted investor if it has 

engaged in certain conduct.  Also, an excepted investor may retroactively lose that status if, at any time during 

the three-year period after completion of a transaction, it fails to meet some of the required qualifications.

The Excepted Investor
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Covered Investment – NEW (effective by February 2020)

“covered investment” = certain non-passive, non-controlling investments in 

certain U.S. businesses by a non-excepted investor

o Nature of U.S. business – must be a “TID U.S. business”

o produces, designs, tests, manufactures, fabricates, or develops one or more “critical technologies”;

o involved in certain specified ways with certain “critical infrastructure”; or

o maintains or collects, directly or indirectly, “sensitive personal data” of U.S. citizens

o Nature of investment – must afford the foreign person:

o member/observer of the board of the TID U.S. business;

o access to “material non-public technical information” in the possession of the TID U.S. business; or

o involvement, other than through voting of shares, in substantive decision-making of the TID U.S. 

business regarding critical technologies, critical infrastructure, or sensitive personal data
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Critical Technologies

 4 existing categories:

– Defense articles/services included on the United States Munitions List

– Items on the Commerce Control List that are controlled pursuant to multilateral regimes or for reasons relating to 

regional stability or surreptitious listening

– Nuclear facilities, equipment, materials, software, technology covered by 10 CFR Part 810 or Part 110

– Select Agents and Toxins

 Plus new category: “emerging and foundational technologies”

– Will be identified and controlled for export under a new inter-agency process, coordinated by the Commerce 

Department, under Section 1758 of the Export Control Reform Act of 2018

– Representative general categories of “emerging technologies” proposed by the Commerce Department for public 

comment – but no specific emerging or foundational technologies have yet been controlled for export:

▪ Biotech ▪ AI and machine learning ▪ Position, navigation, and timing technology              ▪ Advanced materials

▪ Robotics ▪ Microprocessor technology ▪ Advanced computing technology ▪ Additive manufacturing

▪ Hypersonics ▪ Data analytics technology ▪ Quantum information and sensing technology ▪ Logistics tech                

▪ Brain-computer interfaces ▪ Advanced surveillance technologies
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 Subset of “critical infrastructure” most relevant to U.S. national security

 Listed in a detailed appendix to the proposed FIRRMA regulations

 28 types, generally within the following areas:

– telecoms: certain internet protocol networks, telecommunications and information services, internet exchange points, submarine cable systems and related facilities 

(including certain data centers);

– power: certain systems for the generation, transmission, distribution, or storage of electric energy comprising the bulk-power system, industrial control systems 

utilized therefor, and certain electric storage resources physically connected to the bulk-power system;

– oil and gas: certain refineries, crude oil storage facilities, liquid natural gas (LNG) import or export terminals, natural gas underground storage facilities or LNG peak-

shaving facilities, interstate oil and natural gas pipelines, and industrial control systems therefor; 

– water: certain public water systems and treatment works, and industrial control systems therefor;

– finance: certain systemically important financial market utilities, securities and options exchanges, and core processing services providers; and

– defense industrial base: fiber optic cables that directly serve certain military installations; facilities that provide electric power generation, transmission, distribution, 

or storage directly to or located on certain military installations and industrial control systems therefor; public water systems or treatment works directly serving certain 

military installations and industrial control systems therefor; interstate oil pipelines that directly serve the strategic petroleum reserve; rail lines and associated 

connector lines designated as part of the Department of Defense’s (DOD) Strategic Rail Corridor Network; satellites or satell ite systems providing services directly to 

DOD and its components; facilities in the United States that manufacture certain specialty metals, covered materials, chemical weapons antidotes, and carbon, alloy, 

and armor steel plate; and – other than commercially available off-the-shelf items – certain industrial resources manufactured or operated for a Major Defense 

Acquisition Program, Major System, or “DX” priority-rated contract or order, or funded by the Title III program, Industrial Base Fund, Rapid Innovation Fund, 

Manufacturing Technology Program, Defense Logistics Agency (DLA) Warstopper Program, or a DLA Surge and Sustainment contract.

 5 specified functions:  own, operate, supply, service or manufacture

 A TID US business is one that performs at least one of the functions assigned to the corresponding type of covered 

investment critical infrastructure.

Covered Investment Critical Infrastructure
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 Genetic Information – regardless of the amount or the population on

whom it was collected

 Identifiable Data – 10 categories, certain populations

– Categories: (1) data that could be used to determine an individual’s financial distress or hardship; (2) data in a 

consumer report (with certain exceptions); (3) data included in health or other types of insurance applications; 

(4) data relating to the physical, mental, or psychological health of an individual; (5) non-public electronic 

communications (email, text, chat, etc.) between users of the U.S. business’s products or services if facilitating 

third-party user communications is a primary purpose of such products or services; (6) geolocation data; (7) 

biometric enrollment data; (8) data used to generate a state or federal government ID card; (9) data concerning 

U.S. government personnel security clearance status, or (10) data contained in the application for a personnel 

security clearance or for employment in a position of public trust; and

– Populations: the U.S. business (a) targets or tailors products or services to U.S. executive branch agencies or 

military departments with intelligence, national security, or homeland security responsibilities, or to personnel 

and contractors thereof; (b) had such data on greater than one million individuals at any point over the 

preceding 12 months; or (c) has a demonstrated business objective to maintain or collect such data on greater 

than one million individuals and such data is an integrated part of the U.S. business’s products or services.

Sensitive Personal Data
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Covered Real Estate Transactions – NEW 
(effective by February 2020)

“covered real estate transaction” = purchase or lease by, or concession to, a 

non-excepted investor of certain real estate in sensitive areas

Sensitive areas (listed in appendix to proposed FIRRMA regulations):

1. certain airports and maritime ports

2. within one mile of 132 military installations

3. within 100 miles of 32 military testing/training installations

4. within 24 counties in Wyoming, Nebraska, Montana, North Dakota, and Colorado associated with 

missile fields; and

5. within 23 offshore military operating areas (up to 12 nautical miles seaward of the U.S. coastline)
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Property Rights

 Nature of the investment must afford the foreign person three of the following four “property rights”

– physically access the real estate;

– exclude others from physical access to the real estate;

– improve or develop the real estate; or

– attach fixed or immovable structures or objects to the real estate.

 Excluded:

– real estate in an “urbanized area” or “urban cluster,” unless within the covered airports/maritime ports or within one mile of 

the 164 listed military installations;

– all single housing units;

– leases and concessions at the covered airports/maritime ports used only as a retail trade, accommodation, or food 

service;

– commercial office space within a multi-tenant commercial office building, but only if the foreign person and its affiliates (i) 

do not, in the aggregate, exceed 10 percent of the total square footage and (ii) do not represent more than 10 percent of 

the total number of tenants;

– certain lands owned by certain Alaska Native entities or held in trust by the United States for American Indians, Indian 

tribes, Alaska Natives, and Alaska Native entities. 
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1. Substantial Foreign Government Interest (effective by February 2020)

A short-form declaration, or a full notice in lieu of a declaration, must be submitted at least 30 days prior to the 

completion date of any covered control transaction or covered investment that results in:

 a “substantial interest” (defined as a voting interest, direct or indirect, of 25 percent or more) in a TID U.S. 

business

 by a foreign person in which a foreign government has a “substantial interest” (defined as a voting interest, direct 

or indirect, of 49 percent or more). 

2. Critical Technology – currently in effect through the Pilot Program

CFIUS may also require declarations for any covered transaction involving an investment in a U.S. business involved in 

critical technology.  Currently, this is being implemented through CFIUS’s Pilot Program.  CFIUS is considering whether 

to continue requiring mandatory filings for critical technology transactions beyond the Pilot Program’s expiration in 

February 2020.

Two Categories of Mandatory Filings
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Investment Fund Exemption from 
Mandatory Filings

❑ FIRRMA clarifies that a foreign person’s membership as a limited partner on an investment fund’s 

advisory board/other committees is not, in itself, a covered transaction.

❑ In addition, an investment by an investment fund is exempt from the mandatory filing requirements 

of the Pilot Program and, in the future, for substantial foreign government interest, if:

– the fund is managed exclusively by a general partner, a managing member, or equivalent;

– that general partner, managing member, or equivalent is not a foreign person; and

– if any foreign person has membership as a limited partner on an advisory board or committee of 

the fund:

• the advisory board or committee does not have the ability to approve, disapprove, or 

otherwise control (a) investment decisions of the investment fund or (b) decisions made by 

the general partner, managing member, or equivalent related to entities in which the 

investment fund is invested; and

• the foreign person does not otherwise have the ability to control the investment fund.
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Other Changes to CFIUS

 Potential filing fees (lesser of $300,000 and 1% of 

transaction value; does not apply to declarations)

 More resources for, and attention to, mitigation 

monitoring

 More robust non-notified process

 Allied engagement

101398974 v1
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CFIUS MITIGATION POST-FIRRMA

Copyright © 2019 Accenture. All rights reserved.

1

2
CFIUS mitigation impacts and potential costs  of compliance need to be a consideration 
throughout the M&A process – during due diligence, negotiation, and when planning for 

post-close compliance

It is highly unlikely that significant M&A transactions will sail quietly through 
CFIUS review -- clients will likely need to engage outside counsel to work 
through CFIUS concerns

Given recent trends – increased (1) CFIUS concern over foreign influence 
and access to data, (2) codification of mitigation agreements, and (3) 
resources for compliance monitoring, clients will likely be dealing with 
business-impacting mitigation agreements, requiring the advisory support of 
a business & technology partner

In an environment of increased scrutiny, companies need to take a broader view of 
potential issues and mitigation measures to satisfy CFIUS review

1 CFIUS Mitigation Overview
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End-to-End Corporate Implications Common Impacts

MITIGATION BUSINESS IMPACTS
Broad mitigation requirements can impact all functions across a companies value 
chain, extending to interactions with external vendors and partners

1. Data sovereignty and citizenship 

requirements create financial and 

change management challenges 

to offshored work

2. Risk reviews and flow-through 

provisions that impact vendors 

and supply chain are often costly 

and difficult to implement

3. Companies struggle to track 

Customer Data across a multitude 

of internal IT and business 

systems and applications and to 

external services and partners

4. Domestic storage of other 

quarantining sensitive personal 

data or technology may impact 

valuation, ability to integrate 

systems and  synergy targets

Copyright © 2019 Accenture. All rights reserved.

• Companies should leverage an end-to-end corporate 

deconstruction framework (example above) to assess 

potential mitigation impacts across the enterprise

• This approach allows companies to identify the function-

by-function implications, compliance gaps and estimate 

total cost of compliance

1 CFIUS Mitigation Overview
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MITIGATION TECHNOLOGY IMPACTS
Complex technology landscapes due to M&A or other activities have made 
compliance tougher, resulting in substantial mitigation impacts

• Companies with a history of frequent M&A often 

have highly complicated and duplicative technology 

environments

• In strategic deals, both the buyers and target 

technology landscape needs to be assessed and 

considered

Common Impacts

1. Customer hierarchies were not 

historically built with privacy or federal 

regulation in mind, so upgrading 

architectures or compliance regimes can 

be substantial 

2. Multiple integrations due to legacy M&A 

activities can severely hamper efforts to 

comply as patchwork systems bear an 

immense level of mitigation complexity

3. Many companies have built business 

models that rely on data monetization; 

using sensitive customer data for such 

purposes may run counter to the 

protections required by CFIUS

4. Compliance audits place an additional 

burden on the CIO and CISO, both in 

terms of establishing and enforcing 

compliance, but also in proving it

M&A Often Results in Tech Complexity 

1 CFIUS Mitigation Overview
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Protections Related to the 

Storage and Access to 

Sensitive Personal Data

US Citizenship Requirements, 

Related to US Government 

Customer Data

Screening and/or 

Approval for 

Technology Vendors

Limitations on 

Foreign Investor 

Access

Physical and 

Cybersecurity Protections of 

Critical Infrastructure

Governance Requirements, 

including Security Director(s) 

and Reporting

Copyright © 2019 Accenture. All rights reserved.

COMMON MITIGATION REQUIREMENTS
To mitigate the perceived risks of foreign investment, CFIUS will impose operational 
conditions which may be verified through third party audits

CFIUS often also requires a regular third party audit to measure and test compliance with 
the types of mitigation requirements outlined above.

2 Mitigation Requirements
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DATA REQUIREMENTS INCREASE 
COMPLEXITY & COST

Third Party 

Audit

Requirement

$

Data

Mitigation 

Requirements
Sensitive Personal 

Data and/or USG 

Customer Data

$$

M&A Driven 

Complexity
Global Operating 

Models & Complex 

Tech Stack 

$$

Complex & 

Costly 

Mitigation

$$$$$

CFIUS requirements for sensitive personal data, US Government customer data, and 
audits often cause challenges for acquisitive companies

Technology and process-related compliance complexity increases significantly 
requiring significant engagement with the CIO & COO early on in the deal 

process

2 Mitigation Requirements
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SENSITIVE PERSONAL DATA
The capabilities, processes and technology needed to comply with CFIUS mitigations 
on sensitive personal data often already exist but require careful tailoring to meet the 
need

3 Managing Mitigations
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Sensitive Personal Data, as outlined in FIRRMA and the proposed 

regulations (as well as recent mitigation requirements) has parallels with 

existing privacy regulations and common internal programs:

EU’s General Data 

Protection 

Regulations (GDPR)

California 

Consumer 

Privacy Act

Internal Company 

Privacy Policies 

and Programs

Deal & Mitigation Implications

Pre-Deal Post-Deal

• Understand company and/or target’s IT maturity as 

related to common data privacy requirements:

• Master Data Management

• Data Governance

• Access Controls (and extent of foreign access)

• Propose and craft mitigation agreements based on 

existing capabilities to lessen implementation burden

• Dissect final requirement and clearly outline 

commonalities and differences between existing 

regulations and company programs 

• Often times the more stringent audit requirement 

of NSAs will drive programmatic differences

• Leverage existing privacy programs to quickly: 

• Mobilize internal resources

• Define and implement auditable controls

CCPA



Data 

Protection & 

Privacy 

Framework
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TECH-ENABLED DATA PROTECTION 

Data

Management

Data

Privacy

Business 

Objectives
Data

Use

Data 

Integrity

Data

Security

Comprehensive customer data protection programs span six dimensions that are 
enabled by technology and achieve business-related objectives

Considerations

1. Engage the CIO and a 

technology partner that has 

successfully built CFIUS 

compliance programs and 

architectures before

2. Build a robust compliance 

regime founded in technology 

that is purpose-built to support 

requirements 

3. Enforce traceability between 

CFIUS requirements and 

business objectives that 

accounts for varying aspects 

of Data Protection & Privacy

3 Managing Mitigations
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DATA MITIGATION EXAMPLE
Each mitigation requirement creates a set of employee, business process and 
technology gaps that must be closed to achieve compliance

People

Process

Technology

• Limit Foreign Investor access

• Place data protection champions 

throughout the org to support 

compliance efforts

• Rebuild processes focused around 

data sale or transfer

• Reframe activities to protect new 

classes of data

Sensitive Personal Data
Example requirement: Sensitive Personal Data 

must be stored within the U.S. and Access to 

Foreign investor restricted
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• Implement comprehensive data 

protection programs that include 

data management, governance, 

traceability, and lineage

Complying with sensitive personal data protection requirements is likely to increase costs
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Resources outside the 

US can be utilized to 

fulfill business 

functions (e.g. Finance, 

HR, Procurement) in 

circumstances where 

access to sensitive 

personal data is 

minimized for non-US 

citizens

Sensitive 

Personal 

Data Storage

White List 

Data

In House 

Resources

External Call 

Center

External IT 

Service Provider
Offshore 

Resources

3 Managing Mitigations



Tech, Infrastructure & Data
Develop a strong operational understanding 
of how key TID assets (e.g. Sensitive 
Personal Data, Emerging Tech IP) are used 
throughout the covered business.

Don’t Reinvent the Wheel
Propose and deploy proven compliance 
models that will assuage government 
concerns.

Manage Financial Impact
Financially score mitigation impacts in 
preparation for negotiation to ensure 
alignment.

LEADING PRACTICES

Use Existing Capabilities 
Leverage processes & technology for 
existing or ongoing work related to similar 
privacy legislation (e.g. GDPR, CCPA, etc.) 
to jump start mitigations.

Win the Audit
As new requirements on data & tech 
combine within increased USG mitigation 
resources, focusing on auditability of controls 
is critical.

Executive Leadership
CFIUS Compliance must be a priority at the 
C-suite level to ensure proper design & 
implementation. 

In light of the new FIRRMA regulations, impacted business leaders and their counsel 
need to consider mitigation implications from the outset of a potentially covered deal
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4 Leading Practices

Pre-Deal Post-Deal

Copyright © 2019 Accenture. All rights reserved.



Copyright © 2019 Accenture. All rights reserved.

QUESTIONS?
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