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Tips for Optimal Quality

Sound Quality

If you are listening via your computer speakers, please note that the quality 

of your sound will vary depending on the speed and quality of your internet 

connection.

If the sound quality is not satisfactory, you may listen via the phone: dial 

1-866-961-8499 and enter your PIN when prompted. Otherwise, please 

send us a chat or e-mail sound@straffordpub.com immediately so we can address 

the problem.

If you dialed in and have any difficulties during the call, press *0 for assistance.

Viewing Quality

To maximize your screen, press the F11 key on your keyboard. To exit full screen, 

press the F11 key again.
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participation in this webinar by completing and submitting the Attendance 
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that you will receive immediately following the program.

For additional information about continuing education, call us at 1-800-926-7926 

ext. 2.
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Agenda

• Outsourcing Overview

• The Outsourcing Process

• Managing Corruption and Trade Risk (Margaret Cassidy)

• The Role of In-House Counsel

• Personal Information, Data Security and Liability



THE OUTSOURCING PROCESS
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What We Hope to Accomplish Today

• What we hope to accomplish today:

• Help you visualize what an outsourcing agreement looks like

• Describe the typical process for concluding a successful 

negotiation 

• Identify the key issues unique to outsourcing transactions

• Identify and mitigate the risks of working internationally 

(Margaret Cassidy)

• Describe typical liability constructs for these agreements in the 

context of personal information and data security
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The Outsourcing Model

• Outsourcing is the transfer of internal business 

processes and capabilities to an external service 

provider

• The basic commercial proposition is that the service 

provider will do:

• What the customer currently does 

• At the same or a better level of performance

• For the same or a lower price

• After outsourcing the customer typically has little or no 

retained capability to accomplish outsourced activities
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Customer Expectations

• Outsourcing is usually about financial results

• Financial savings including decreasing corporate overhead and 

expenses

• Scale services to fluctuating demand

• Unambiguous and predictable pricing

• Predictable consequences of change

• Responsive to changing business needs (scalability, 

requirements, corporate events)
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Customer Expectations (Cont’d)

• Shift risks from the customer to the service provider:

• Performance/delivery risks

• Pricing risks

• Legal risks

• Ability rely on service provider’s scale and expertise:

• Management skills (especially project management)

• Capabilities and experience

• Trained personnel
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The Outsourcing Paradox

• A successful outsourcing requires trust, understanding 

and alignment, yet the interests of the customer and 

the service provider are not naturally aligned.

• A successful outsourcing must strive to be a 

partnership, yet the nature of the transaction can 

produce complex agreements, lengthy deal cycles 

and adversarial negotiations.
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Compliance Conundrum

• You can transfer the work, day-to day management 
control and some risks to the services provider,

• But not ultimate responsibility for compliance

• So –

• How do you align the interests of your service provider with 
yours so that the services provider is incentivized to ensure 
that you are compliant?

• What obligations can you impose on your services provider?  

• What are the consequences of doing that?

• What are the financial consequences that a services provider 
will absorb?

• What will those cost you?



THE OUTSOURCING PROCESS
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Proceed Carefully

• This transaction is VERY different

• Outsourcing services are NOT commodity services

• No “product” at the end of the process

• Long-term relationship

• Exiting or reversing any outsourcing decision is always difficult, 

expensive and time consuming

• No natural leverage once the contract is signed
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Alternatives and Flexibility

• Competitive procurement

• Sole-source

• Hybrid approach

• Remain open to alternatives:

• Including not outsourcing

• Even in sole source situations
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Basic Steps

1. Develop a realistic and flexible schedule 

A. Customers usually need more time than service providers

B. Do not compromise the process to save time — this is a 
false economy

2. Develop and submit to several service providers an 
RFP that:

A. Specifies your company’s requirements; and

B. Requests the service providers to submit a proposal that 
meets those requirements

3. Evaluate the service providers’ proposals

A. Conduct Q&A

B. Facilitate the service providers’ presentations

C. Take as much time as you need at this stage
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Basic Steps (Cont’d)

4. Develop a business case

5. Establish teams and understand the level of effort 

needed to complete the transaction

A. Subject matter experts

B. Financial resources

C. Human resources

D. Legal

6. Identify your objectives, WRITE THEM DOWN and 

USE THEM
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Basic Steps (Cont’d)

7. Define detailed requirements with respect to 

services, service levels, pricing and key business 

terms

8. Further evaluate and down-select to finalists

A. Convert the negotiated term sheet to final contract 

documents

B. Conduct final negotiations

9. Complete negotiations and execute the agreement
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Benefits of Competition

• Customer education and learning

• Exposure to alternative technical and commercial 

solutions

• Identification of scope / price mismatches

• More flexible terms and conditions; better approach to 

handling change

• Less contentious negotiations

• Shorter transaction times

• Lower price?



HOW TO CONDUCT A 
SUCCESSFUL OUTSOURCING PROCESS
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Internal Alignment

• Senior management involvement and buy-in are 

critical 

• Address internal tensions sooner rather than later

• Avoid and prevent:

• Inconsistent messages (internal and to service provider)

• Divide and conquer negotiating 

• End-runs to senior management

• Making commitments that compromise the overall process
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Organization and Communication

• Establish roles and responsibilities for team members

• Organize regular meetings and coordinate activities 

closely

• Constantly communicate among team members and 

between teams

• Have a single point of contact with the service 

provider

• Keep the staff that may be outsourced regularly 

updated 

• Avoid public announcements until the deal is done
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Set a Realistic Schedule

• Develop the right “infrastructure”

• Modeling tools

• Performance measures

• Relationship management capabilities

• Customers usually need more time than service 

providers

• Understand the tasks, then set the schedule
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Timing

• Artificial or unrealistic deadlines limit your flexibility

• There are no simple rules of thumb

• Depends on the condition of the organization

• Culture

• Corporate courage

• Do not compromise the process to save time — this is 

a false economy
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Leverage

• Customer’s natural leverage is front-loaded (sales 

cycle)

• Once the deal is signed, natural leverage shifts to the 

service provider 

• Use your natural up-front leverage wisely to build 

leverage into the agreement for the duration of the 

term

• BECAUSE
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Leverage (Cont’d)

• On day 1 after cutover, you have:

• No employees

• No equipment

• No direct control

• No experience

• All you have is a contract!



ROLE OF IN-HOUSE COUNSEL
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Defining the Role

• Outsourcing deals are very time-intensive for lawyers 
and may be full time for in-house counsel

• Coordinate with other in-house counsel (e.g., HR, 
privacy) as well as other key disciplines (e.g., finance, 
tax, HR, communications) 

• Engage and oversee outside counsel:

• Cost control and oversight 

• Helping outside counsel understand your company’s 
organization and environment 

• Helping them navigate through your own culture and political 
structure 
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Defining the Role (Cont’d)

• Specific goal in an outsourcing:  To learn and 

understand about what makes these transactions 

different from other deals and to effectively use that 

understanding and knowledge

• Getting educated at the same time that your client needs to be 

educated

• Being a team member

• Ensuring that the company’s (as opposed to 

individual) interests are addressed



TAKE AWAYS
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Before Negotiations…

• Assess whether the company lends itself to 

outsourcing

• Set realistic goals

• Obtain buy-in from senior management, IT service 

units and internal customers 

• Understand key aspects of outsourcing, especially 

pricing
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Before Negotiations… (Cont’d)

• Assemble as much information as possible about your 

environment (e.g., budgets, performance levels, 

assets, people)

• Do not measure too many service levels
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Before Negotiations…

• Assemble the right negotiation team 

• Have at least one person with on-going responsibility for 

managing the agreement on the negotiation team

• Engage appropriate consultants/resources with 

necessary expertise

• Anticipate and understand amount of time and 

resources needed to negotiate a complex deal 

• Failure to do so almost always advantages the service provider
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During Negotiations…

• Show strong leadership by senior management

• Empower your negotiation team

• Encourage senior management to control the service 

providers’ access to them outside of the negotiation 

channels

• Follow a disciplined acquisition process

• Openly bid and keep bidding open long enough 

• Keep competition open as long as possible
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During Negotiations… (Cont’d)

• Do NOT grant exclusive rights to the service provider

• Control the process and timelines

• Hold service provider to timelines and deliverables 

during negotiations 
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During Negotiations…

• Address all aspects of the relationship

• Define scope with precision

• Do not evaluate and negotiate piecemeal

• Do not delay due diligence

• Put a contingency plan in place 

• Important to have the ability to “walk-away” and to convince the 

service provider you mean it 

• Competition helps (including “in-sourcing”)
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During Negotiations… (Cont’d)

• Select a service provider with the values and rapport 

needed to maintain and enhance an effective 

relationship over time

• Address all substantial issues before the agreement is 

signed

• Do not allow re-openers
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After Negotiations…

• Assemble and empower the right implementation and 

management team

• Have the team that will manage the service provider in place 

early, with necessary processes and procedures fully 

developed and ready to go 

• Provide appropriate knowledge transfer and ongoing 

education for hand-off (and to new employees hired to 

oversee the service provider) 
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After Negotiations… (Cont’d)

• Anticipate resources needed to implement and 

oversee service provider post execution and migration 

• Consider whether the internal organization will have the 

knowledge and stature to properly manage the service provider 
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Factors Contributing to Post-Transition Problems

• Lack of alignment between the service provider and 

customer goals and objectives

• “Too good” a deal on either side

• Customer inability to maintain surrogates for 

competition post implementation 

• Unwillingness to hold the service provider accountable 

to the provisions of the agreement
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Control and Governance

• Control and Governance

• Implement a robust measurement, reporting and meeting 

timetable

• Do not unnecessarily limit your audit rights 

• Audit as often as needed

• Do not fail to consider taking all service level credits earned

• You can always give back the money in exchange for something 

else



Ethics & Compliance Clauses, Reps, 
Warranties, Certifications and 

Audits 



➢Brazil:

New anti-corruption law took effect January 2014

➢Mexico:
National Anti-Corruption System took effect July 2017

➢Korea:

New anti-corruption legislation took effect September 2016

➢ France:

Sapin II – compliance program requirements took effect June 1, 
2017

Governments Aggressively Investigating & 
Prosecuting Corruption 
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U.S. FCPA Guidance on Handling Third Parties 
A Resource Guide to the US Foreign Corrupt Practices Act, pages 60-61

• Mandate to manage third parties -

• Guidance is not binding 

• Expected to update third party due diligence regularly

• Exercise audit rights as needed

• Obtain annual compliance certifications

• Assure commitment to ethical and legal conduct

• Control quality of third parties – are they performing for what 

you paid?
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Risks for Failing to Manage Third Parties

• Corporate criminal liability
• Individual liability for corporate actors (Yates Memo)
• Civil liability
• Shareholder action
• Unhappy employees – whistleblowers
• Disrupt business operations
• Regulatory/Administrative sanctions
• Financial risks
• Reputational risks
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Third Party 
Due Diligence 



Tiered Due Diligence – Include in Agreements

• Application: Financial statements, corporate records, leader resumes, capability
statement, photos of operations, personal, professional, financial relationships

• Records Search: Court filings, sanctions search, politically exposed person
search, media

• Phone Interviews: Question the application and the records
• In Person Interviews: Question the application, commitment to compliance

with law
• Investigation: Business need for relationship, red flags identified
• References: Other clients, bankers, lawyers, accountants, DOS reports

US DEPARTMENT OF STATE DOING BUSINESS ABROAD
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Assess Need for Clauses and Certifications Based on Risk -

• Is there a business imperative to outsource or to use a third party?

• What will the entity be doing for your business?

• Where does the entity do business?

• What are the industry standards for the entity?

• Are your competitors using similar third parties?

• How much due diligence has been executed on the entity?

• What is the entity’s and its leadership’s reputation for integrity, competency?

• How closely will your organization interact with the third party?

• Are there legally required ethics and compliance flow downs?

• What laws will apply to the relationship?

• What is the anticipated length of your relationship?

• What are the entities business relationships?

• What is their client profile? Who do they serve?

• What controls does your business have in place to monitor third parties?
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Due Diligence – Not One & Done

• Is performance satisfactory?

• Is performance consistent with the contract?

• Is the entity or its leaders under investigation, involved in litigation,

or defending against regulatory sanctions?

• Are invoices accurate and properly supported?

• Does the business still need the third party?

• Have there been audits as detailed in the contract?

• Has the entity provided any reps, certs, warranties, disclosures as

required in the contract?
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MANAGING ETHICS & COMPLIANCE 
RISKS WITH CONTRACTS



Example of Overly Broad Clauses

1. “Contractor agrees to adhere to the highest standards of ethical 
competence and integrity in performing this Contract”

2. “Contractor shall disclose any conflict of interest or potential 
conflict of interest that may exist.”

3. “No gratuities, in the form of entertainment, gifts, favors or any 
items of value were offered or given by Contractor, or any agent 
or representative of  Contractor, to any officer, official, agent, 
employee or family member of any government or state owned 
enterprise.”
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Should You Seek Disclosures and 
Certifications? 

• Due diligence may provide more accurate and detailed information

than contractual disclosures

• What precisely are you seeking to be disclosed?

• Is there a legal requirement for certifications or disclosures?

• What precisely will you ask them to disclose or certify to?

• Should you consider required ethics and compliance training rather

than ethics & compliance clause?

• How regularly do you want disclosures or certifications?

• How will you manage the compliance with the required disclosures

and certifications?

53



Should You Agree to  Disclosures and 
Certifications? 

• Disclosure of sensitive business operations and procedures
• Disclosure of ongoing internal or government investigations
• Disclosure of confidential settlements settlements
• Contract terms that expand legal definitions
• Contractual obligations that disproportionally impact one 

party 
• Overly broad audits by business partners
• Excessive compliance costs – human capital and actual cost
• No method to execute such broad due diligence
• No mechanism to comply with ongoing obligations
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Should You Seek Audit Rights? 

• What risk will audit rights mitigate?

• Who will conduct the audit?

• What is the scope of the audit?

• How often will you audit? Regularly or as needed?

• What can trigger an audit?

• What will you do with any audit findings?

• Is there a government right to audit that must be flowed

down?
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Should You Agree to be Audited? 

• Audit right is often not tailored to the particular contract
• Time and place of the audit is not specified
• Scope and purpose of audit is not defined
• Party to execute the audit is not agreed
• Audit process is not defined
• Audit is not required by law
• May be inconsistent with international laws and regulations
• Ownership or disclosure of the findings are not clearly 

defined
• Ramifications of any “findings” are not clearly defined
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PERSONAL INFORMATION, DATA SECURITY 
AND LIABILITY
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Privacy and Data Protection - Generally

• Implementing privacy protection in an outsourcing 

agreement

• Compliance with law obligations

• Which legal standard?

• Confidentiality provisions

• Specific requirements re protecting PII and other 

customer data

• Security breaches

• Investigation

• Remediation

• Responsibility
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Privacy and Data Protection – Generally (Cont’d)

• Notification

• Legally required notification

• Related costs

• Customer communications

• Public relations

• Legal and accounting costs

• Credit reporting services

• Liability limits
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Data Security Obligations

• Confidentiality Obligations

• Limits on Use of Customer Data

• Compliance with Customer security policies

• Segregation of customer data

• Encryption

• Security Breach

• Service Provider obligations

• Investigate and remediate

• Cooperate

• Prevent recurrence
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Compliance With Law Obligations

• “Service Provider’s shall perform the Services in 

accordance with the Service Provider Laws and the 

Customer Compliance Directives such that Customer 

will not violate any of the Service Provider Laws or 

Customer Laws, respectively, as a result of the acts or 

omissions of Service Provider.”

• “Service Provider will promptly implement such 

Changes to the Services as may be necessary to 

correct any non-compliance with Service Provider 

Laws or Customer Compliance Directives.”



62

Compliance With Law Obligations (Cont’d)

• “If such non-compliance is caused by Service 
Provider’s failure to comply with Service Provider 
Laws or Customer Compliance Directives, such 
Changes shall be a Non-chargeable Change.  
Otherwise, the Charges for such Changes, if any, shall 
be determined in accordance with the Change 
Procedures.”

• “Service Provider shall be responsible for fines and/or 
penalties imposed on Service Provider or Customer 
resulting from Service Provider’s failure to comply with 
Service Provider Laws or Customer Compliance 
Directives.”
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Compliance With Law Obligations (Cont’d)

• “Data Protection.  Without diminishing Service 

Provider’s obligations in this Section 12:”

• “Each Party shall at all times comply with its obligations under 

all Laws in relation to data protection, safeguarding, privacy or 

the interception, recording or monitoring of communications 

(“Data Protection Laws”) in connection with the Services.”
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Reimbursement of Notification Related Costs

• Reimbursement of Notification Related Costs (i.e., 
Customer’s internal and external costs associated with 
addressing and responding to the Security Breach, 
including:)

• preparation and mailing or other transmission of legally required 
notifications;

• preparation and mailing or other transmission of such other 
communications to customers, agents or others as Customer 
deems reasonably appropriate;

• establishment of a call center or other communications 
procedures in response to such Security Breach (e.g., customer 
service FAQs, talking points and training);

• public relations and other similar crisis management services;
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Reimbursement of Notification Related Costs (Cont’d)

• legal and accounting fees and expenses associated with 

Customer’s investigation of and response to such event;

• costs for commercially reasonable credit reporting services that 

are associated with legally required notifications or are 

advisable under the circumstances; and

• court costs, reasonable fees and expenses of attorneys, 

accountants and other experts and all other reasonable fees 

and expenses of litigation or other proceedings.
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Service Provider Indemnification

• Fines and penalties in respect of Service Provider’s 

failure to obtain, maintain or comply with the 

approvals, licenses, consents, permits or 

authorizations required to be obtained, maintained or 

complied with by Service Provider pursuant to the 

Agreement

• A breach by Service Provider of Service Provider’s 

obligation to comply with Laws under the Agreement

• Any breach by Service Provider of Service Provider’s 

confidentiality, customer data use and security breach 

obligations under the Agreement



67

Service Provider Indemnification (Cont’d)

• Acts or omissions of Service Provider, its 

Subcontractors or any Service Provider Personnel 

other than in accordance with the terms hereof, which 

cause loss or disclosure of Customer Data, including 

all Notification Related Costs arising out of or in 

connection therewith
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Liability

• General Intent:

• A party is liable to other for any actual damages suffered or 

incurred by the other party’s failure to perform its obligations in the 

manner required by the Agreement

• Each party shall have a duty to mitigate damages for which the 

other party is responsible

• Common Service Provider-requested Limits on Liabilities:

• Limits on Liability Amount:  Not to exceed 12 month’s worth of 

charges

• Limits on Liability Type:  Not liable for consequential damages
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Liability (Cont’d)

• Common Carve-outs:  The limits on liabilities do not apply to 
damages attributable to or occasioned by:

• A party’s willful misconduct or gross negligence

• A party’s breach of its confidentiality obligations

• Government fines and penalties levied against Customer in respect of 
Service Provider’s breach of its compliance with Laws obligations 
under the Agreement

• A party’s violation of law

• Losses that are the subject of indemnification

• Carve outs do not apply to “speculative” damages (lost revenues, lost 
profits and reputational harm)

• Separate and Stretch Caps

• Covers all liability regarding personal information and/or data breach 
and/or data security


