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Tips for Optimal Quality

Sound Quality
If you are listening via your computer speakers, please note that the quality 
of your sound will vary depending on the speed and quality of your internet 
connection.

If the sound quality is not satisfactory, you may listen via the phone: dial 
1-877-447-0294 and enter your Conference ID and PIN when prompted. 
Otherwise, please send us a chat or e-mail sound@straffordpub.com immediately 
so we can address the problem.

If you dialed in and have any difficulties during the call, press *0 for assistance.

Viewing Quality
To maximize your screen, press the ‘Full Screen’ symbol located on the bottom 
right of the slides. To exit full screen, press the Esc button.
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Continuing Education Credits

In order for us to process your continuing education credit, you must confirm your 
participation in this webinar by completing and submitting the Attendance 
Affirmation/Evaluation after the webinar. 

A link to the Attendance Affirmation/Evaluation will be in the thank you email 
that you will receive immediately following the program.

For additional information about continuing education, call us at 1-800-926-7926 
ext. 2.
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Program Materials

If you have not printed the conference materials for this program, please 
complete the following steps:

• Click on the link to the PDF of the slides for today’s program, which is located 
to the right of the slides, just above the Q&A box.

• The PDF will open a separate tab/window.  Print the slides by clicking on the 
printer icon.

FOR LIVE EVENT ONLY



MANAGING IP WHILE 
USING OPEN SOURCE: 

COPYRIGHT AND 
PATENT LICENSING 



Your Presenters

PAMELA CHESTEK
Chestek Legal

ADAM MISHCON
Sencha, Inc.

LEON SCHWARTZ
GTC Law Group

6



RISKS AND BENEFITS 
OF OPEN SOURCE

7



INTRO
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Open Source Software 101

What is 
Software?
• Source code
• Object code
• Set of instructions
• APIs, data, 

specifications

What is Open Source 
Software (OSS)?
• Free software, but “free” as in “free 

speech,” not as in “free beer”
• Grants access to source code
• Allows unrestricted distribution
• Permits creation of derivative works 

and modification
• Enforces integrity of author’s source 

code; attribution
• No discrimination against persons, 

groups or fields of endeavor
• Not the same as public domain
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Open Source and Your Code
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Open Source Software Licensing

Basic Rule

Without a license, all rights 
reserved by author; cannot use 

software

Public domain versus publicly 
available

Code dedicated to the public 
domain is free to use without 

restriction

Code made available to the public 
is not necessarily dedicated to the 

public domain

Need “magic language”

Code-sharing sites

Developers often assume code 
found on internet is free to use

Licenses can be hard to 
locate/decipher

Often must jump through hoops 
to approve

Perhaps easier to use the ideas 
and concepts, but not actual code
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Open Source Software Licensing Spectrum
Many Variations
• ~100 licenses recognized by the Open Source Initiative
• Countless others, some written by developers (e.g. Beerware License, Chicken 

Dance License, and JSON License - Use For Good, Not Evil)

Permissive

• MIT License
• BSD License
• Apache License v1.1
• W3C Software Notice and 

License
• Open Symphony License

Less 
Permissive

• Apache License v 2.0

Less 
Restrictive

• Mozilla Public License 
(MPL)

• Common Public License 
(CPL)

• Eclipse Public License 
(EPL)

• Common Development 
and Distribution License 
(CDDL)

• IBM Public License (IPL)
• Microsoft Public License 

(MS-PL)

Restrictive

• GNU General Public
License (GPL)

• GNU Lesser General 
Public License (LGPL)

• GNU Affero General 
Public License (AGPL)

• Creative Commons 
Attribution Non-
Commercial Share-Alike 
License

More 
Permissive

More 
Restrictive
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RISKS
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Risks of Open Source Software
• Licensing and compliance risk

• Breach = automatic termination (in most cases)
• No materiality (notice attribution and non-compliance)
• Copyright infringement

• ‘Viral’ infection of proprietary code (if used improperly)
• Automatic patent license grants
• Defensive patent termination clauses
• Combination of components under incompatible licenses
• Large contributor base increases potential for problematic contribution

• Security vulnerability risk
• No single person / entity is responsible
• Known vulnerabilities may be exploited

• Business, development and operational risk
• Dependence on code from:

• Competitor / hostile party
• Abandoned project

• Support?
• Version-to-version breakage

• Recent enforcement and litigation
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BENEFITS
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Benefits of Open Source Software

The price is 
right

Collaborative 
development 

may ease 
some of your 
development 

costs and 
improve your 

product

Copyleft 
software 
keeps all 

players on a 
level playing 

field

If your 
business 

model is not 
selling 

software, you 
can rely 

heavily on 
open source 

software

All licenses 
have a 

compliance 
burden – the 
difference is 

that your 
business may 
be configured 
for only one 

type, 
financial
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Monetizing of Open Source
•Support & Services (e.g., Linux)

•Synergistic Products & Ancillary Services
• Freemium Model
• Permissive (limited features)

•Commercial (full features)

•Dual-license Model
• Choice of restrictive license (GPL) or Commercial license
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LITIGATION ISSUES 
INVOLVING OPEN 

SOURCE
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Artifex Software v. Siemens Product Lifecycle 
Management Software, Inc.

Case number 4:19-cv-05764, in the US District Court for the Northern District of California, filed Sept. 13, 2019

Summary of facts and claims

• Artifex owns Ghostscript (reads PDFs and other formats), which is dual licensed 
(currently AGPL and commercial)

• Siemens is alleged to have incorporated the AGPL (and/or earlier GPL) version of 
Ghostscript into Solid Edge (design, simulation, manufacturing, and other 
development software)

• Siemens is alleged to have included a reference to the AGPL-licensed Ghostscript in its 
README file for Solid Edge

• Siemens is alleged not to have made “accompanying” source code available, violating 
the AGPL/GPL

• Artifex claims breach of contract (GPL v2/v3, AGPL) and copyright infringement
• Damages are unspecified, but Artifex has requested permanent injunctive relief, and 

compensatory, statutory, and exemplary damages and accounting of all gains
• Siemens has not yet (as of early 2020) provided an answer to the complaint
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Artifex Software v. Siemens Product Lifecycle 
Management Software, Inc.

Interesting notes

• Artifex appears to have been alerted to this use by a Solid Edge user who 
logged a bug through Artifex’s Bugzilla bug-tracking system

• Artifex appears to place meaning and weight on how the user interacts with 
Ghostscript through Solid Edge:

• Users do not interact with Ghostscript directly, only interacting through Solid 
Edge

• Users are not separately notified about the use of Ghostscript (other than the 
README file)

• Users cannot opt out of the use of Ghostscript
• It is unclear from the initial complaint whether Artifex is arguing a breach 

because Siemens failed to provide corresponding source code for Ghostscript
or for the whole Solid Edge product, but it appears that Siemens has 
provided notice and attribution of Ghostscript and the source code for 
Ghostscript itself
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Ubiquiti v. Cambium
Case number 1:18-cv-05369, in the US District Court for the Northern District of Illinois, filed Aug. 7, 2018

Summary of facts and claims

• Ubiquiti and Cambium are direct competitors in the wireless networking 
industry

• Ubiquiti sells several products under “M Series” branding
• Cambium sells a software solution, Elevate, which can be used with third-

party hardware (including M Series products)
• Elevate replaces the original firmware on M Series products

• Ubiquiti alleged that Cambium used Ubiquiti’s firmware as the starting 
point for Elevate, in violation of Ubiquiti’s Terms of Use and Firmware 
License Agreement

• Ubiquiti alleges breach of contract, copyright infringement, DMCA 
violation, CFAA violation, unfair competition, misappropriation, and RICO 
violation, among others

• Damages are unspecified, but include actual, exemplary, statutory, and 
treble, and request an accounting of all gains
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Ubiquiti v. Cambium

Interesting notes
• No open source-related claims made by Ubiquiti
• Ubiquiti’s Firmware License Agreement references open source code

Summary of Cambium’s defenses from First Amended Answer dated 
Dec. 26, 2019 (open source–related only)

• Lack of standing
• Cambium argues that of 16,000+ files and 1.4 million lines of code, Ubiquiti authored only 

portions of 18 files and that the minor modifications are not copyrightable
• Also raises Ubiquiti’s own license that states that the OSS is licensed directly from original 

copyright holders (and not Ubiquiti)
• Laches / waiver / estoppel

• There was a two-year delay between the alleged violations and this cause of action
• Doctrine of release

• Cambium argues that the GPL supersedes Ubiquiti’s license terms for the firmware
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Ubiquiti v. Cambium

Summary of defenses (continued)

• Unclean hands / breach of the GPL
• Ubiquiti is in breach of the GPL because through this lawsuit it attempts to 

impose conditions on GPL-licensed code
• Good faith / bar based on promissory estoppel

• Since Ubiquiti lists such a large amount of GPL-licensed code that makes part of 
the firmware, Cambium acted in good faith, thinking that all the code was GPL-
licensed

• Bar or unenforceability based on GPL
• Cambium argues that Ubiquiti’s firmware is governed by the GPL

• Invalidity of contract
• Cambium argues that because it is impossible to determine which portions of 

the firmware are subject to the GPL (using the materials provided by Ubiquiti at 
time of contract), the contract is invalid, indefinite, or unconscionable
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Ubiquiti v. Cambium

Reaction from the open source community

• Software Freedom Conservancy notes that it is following this case
• Companies using GPL as a weapon is different from SFC-style 

enforcement
• Neither company complies with the GPL

• Have not provided source in response to SFC requests (after 30 
days)

• Ubiquiti was already known to SFC through complaints
• Cambium became known because of the suit
• SFC has opened enforcement actions (nonlitigation) against both
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So what does this mean?

Litigation continues 
the trend of 
corporations 

“weaponizing” the 
GPL• Open source governance bodies are getting uneasy

• Very different from open source advocates looking to 
ensure open source remains open

• Lots of money at stake

Still unlikely 
to get to a 

decision
• One bad decision can 

upset the whole 
ecosystem

More 
important 

than ever to 
know what’s 
in your code

• Is there litigation history 
behind it?
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BALANCING OPEN 
SOURCE AND 

PROPRIETARY CODE
managing and appropriately 

protecting the IP in software that uses 
open source
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Balancing Open Source and 
Proprietary Code

Don’t reach conclusions based 
on general categorization like 

“open source,” “copyleft,” “weak 
copyleft” or “permissive”

Example: GNU GPLv2 with the 
Classpath Exception, “the copyright 

holders of this library give you 
permission to link this library with 

independent modules to produce an 
executable, regardless of the license 
terms of these independent modules 

…”

Combining copyleft software 
and proprietary code requires 
thoughtful architecting and a 

solid understanding of the 
particular license’s requirements
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PRACTICAL 
IMPLICATIONS

what do I need to do?
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Designate Open Source 
Program Office (OSPO) 

Implement and follow an Open 
Source Software Policy
• Inbound
• Outbound

Review your use of open 
source software
• Create bill of materials
• Create notice and attribution files

Contribute to the open source 
community
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Open Source Software Policies
• For internal use of open source software

• For distribution of open source software

• For code written by independent contractors for the company

• For company-sponsored contributions to third party projects

• For company-sponsored release of its own open source projects

• For ownership of employee contributions to third party projects

• For due diligence on target software
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Inbound Open Source Software Policy
• What is it?

• High-level guidelines for use of Open Source Software
• Processes for review of Open Source Software
• Consider privilege

• How is it created?
• Best when collaborative effort, not edict from mountaintop
• Identify stakeholders and highly-opinionated influencers (key people)
• Draft policy and solicit input
• Listen to the stakeholders’ feedback

• When should it be written?
• Ideally after initial review, when you know your risk tolerance
• As soon as possible, so less remediation will be required in the future

• What does it cover?
• Broad, but not so broad as to capture “irrelevant” software

• What makes a good one?
• Brevity; avoid overly complicated policies and covering every “corner case”
• Balancing act between strict compliance and practicality

• Ironclad policies that don’t work in the real world won’t be followed
• Living document
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Typical Review Process Phases

• Open source and
commercial software

• Embedded in or used 
to develop your 
products

• Developer-identified 
and via code scan / 
tooling

Identify

• Review usage / 
compatibility analysis

• Assess compliance and 
business impact

• Consider:
• Internal use, 

Distribution, Hosting, 
Modification, 
Linking, Use as a 
code generator

Analyze

• Create a remediation 
plan
• Code remediation
• Legal remediation

• Notice and attribution 
files

• Transactions: allocate 
risk through contract 
terms

Remediate
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Practical implications
• The compliance infrastructure for open source software has a significant 

administrative burden

• Customers require a comprehensive list of what your software distribution 
contains

• Must comply with open source license terms – such as copyright attribution.

• Your baseline assumption can no longer be that retaining exclusive rights is 
beneficial per se; rather, consider the full range of pros and cons

• For outbound projects, consider foregoing a Contributor License or 
Assignment Agreement
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OpenChain Specification
• What is it?

• Specification that identifies the key requirements of a good open source compliance 
program (soon to be ISO)

• Certification that allows companies to show conformance
• Educational materials that help companies learn more about open source compliance
• Community to help answer questions and provide insight
• A project from the Linux Foundation with many industry leaders as members and 

partners

• What it isn’t
• A ready-to-implement process for your organization
• A guide that determines which licenses are acceptable
• One-size-fits-all doesn’t work well for anyone
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OpenChain and the Future
• Open source is growing up and going as mainstream as you can get

• Expect even more rapid adoption and growth

• Expect more diligence requests and more compliance

• Expect to be asked to show that your processes conform to the OpenChain
spec

• Expect it to be easier to perform diligence, leveraging others’ work

• Join the effort and make the OpenChain project better!
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PROTECTION OF IP
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COPYRIGHT 
PROTECTION FOR 

OPEN SOURCE
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Copyright protection for open source 
– authorship and licensing

The working assumption is that every contributor is an author

There may be a grant of rights via a Contributor License 
Agreement, a Contributor Assignment Agreement or the 
“Developer Certificate of Origin,” https://developercertificate.org/

In the absence of a formal CLA or DCO, the assumption is that there is 
an implied license where inbound = outbound
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Copyright protection for open source 
– enforcement

The software can be and is registered, which means 
someone has standing to enforce the license

The licenses are unequivocally enforceable

The types of damages available is unexplored
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PATENT PROTECTION 
FOR OPEN SOURCE

40



Patent protection for open source

Patents are highly unpopular 
in the open source 

community

BUT
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OPEN SOURCE 
LICENSE 

COMPATIBILITY 
ISSUES
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Open source license compatibility 
issues

License “incompatibility” 
arises when software with 

different licenses is combined 
and one cannot comply with 
both licenses simultaneously

It’s largely a GNU $GPL problem
• Example: Eclipse License v1 has a choice of 

law provision for New York. The GPLv2 says 
that (1) all software must be licensed under 
a GPL license and (2) one cannot add 
restrictions to software licensed under the 
GPL
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EXPRESS AND 
IMPLIED LICENSES
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Express and implied license
• Open source licenses are … unusual 

• Some are expressed using formal grant language and some are not:

BSD: “Redistribution and use in source and binary forms, with or without 
modification, are permitted provided that the following conditions are met …”

Apache: “each Contributor hereby grants to You a perpetual, worldwide, non-
exclusive, no-charge, royalty-free, irrevocable copyright license …”

45



PATENT LICENSE 
GRANTS
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Patent license grants
• A great deal of discussion, and some dissention, about patent license grants

• Is the following express, implied or no grant at all? 

“Permission is hereby granted … to deal in the Software without restriction, 
including without limitation the rights to use, copy, modify, merge, publish, 
distribute, sublicense, and/or sell copies of the Software …”

• Is there a patent grant in:

“You may copy and distribute … You may modify ...”*
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Patent license grants
• The express patent grants can differ in scope:

• How broad is the grant, e.g., “necessarily infringed” versus “embodied”?
• Does it include after-acquired patents?
• Is the grant for the entire body of software at the time of the contribution or just the 

contributor’s contribution?

• Some licenses have “defensive termination”
• If you bring a patent infringement suit, your patent licenses from other contributors 

terminate
• The termination may require notice or it may be automatic
• The copyright license might terminate too
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Defensive Patent Termination Clauses
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PATENT NON-
ASSERTION CLAUSES
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Patent non-assertion
• Red Hat “Patent Promise”

To the extent a party makes, uses, sells, offers to sell, imports, or otherwise 
transfers Covered FOSS, Red Hat agrees not to use such actions as a basis for 
enforcing its patents against the party ("Our Promise"), subject to the limitations 
herein.

• The Open Invention Network

“The OIN license agreement provides a cross-license between OIN licensees for the 
technology defined as the Linux System and also grants OIN licensees a royalty-
free license to all OIN owned patents and applications.”
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Questions?

PAMELA CHESTEK
pamela@chesteklegal.com
Twitter: @pchestek
LinkedIn: 
linkedin.com/in/pchestek/

ADAM MISHCON
adam@sencha.com

Twitter: @techfunded
LinkedIn: 

linkedin.com/in/amishcon/

LEON SCHWARTZ
lschwartz@gtclawgroup.com

Twitter: @engineeratlaw
LinkedIn: 

linkedin.com/in/leon-schwartz
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