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Striking the Right Balance in Release of 
Records Held by Government 

Transparency 
Accountability 

 

Privacy 
Candor 
Security  

Investigations 
 

v. 

“a democracy requires accountability  
and 

accountability requires transparency 1 

In enacting FOIA,  
 
“Congress sought ‘to reach a workable 
balance between the right of the public to 
know and the need of the Government to 
keep information in confidence to the 
extent necessary ... ’” 2 

1 Presidential Memorandum for Heads of Executive Departments and Agencies Concerning the Freedom of 
Information Act, 74 Fed. Reg. 4683 (Jan. 21, 2009). 

2 John Doe Agency v. John Doe Corp., 493 U.S. 146, 152 (1989), quoting H.R. Rep. No. 1497, 89thCongress, 
2d Session, 6 (1966). 
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Striking the Right Balance in Release of 
Records Held by Government 

Tension acute in law enforcement video records 
 
E.g., Rataj v. City of Romulus, 306 Mich. App. 735 (2014) 
 

Plaintiff, looking for pattern of police abuse, sought release of custodial video 
of police assault on handcuffed prisoner and unredacted incident report. 
 
Prisoner requests police not release reports and video of incident where officer 
struck him for spitting on and shouting racial slurs at officer. 
 
Trial court denied records request:  The fact that citizen was arrested is 
“intimate, embarrassing, private and confidential detail.” 
 
Appeals Court reversed: “Notwithstanding the personal and embarrassing 
information that is apparently depicted on the videorecording, we conclude 
that the video would shed light on the operations of the [police department] 
and, in particular, its treatment of those arrested and detained by its officers.”   

 
See American Civil Liberties Union, A Model Act for Regulating the Use of 
Wearable Body Cameras by Law Enforcement (March 2015), 
https://www.aclu.org/other/police-body-mounted-cameras-right-
policies-place-win-all 

7 



Striking the Right Balance in Release of 
Records Held by Government 

It’s Not So Easy to Segregate Personally Identifiable Information 
 
E.g., Champa v. Weston Public Schools, 473 Mass. 86 (2015) 
 

Public school refused to release settlement agreements related to special 
education students, claiming exemption for personally identifiable information 
under Family Educational Rights and Privacy Act (FERPA). 
 
Trial Court allowed records request subject to redaction of students’ names 
and disabilities. 
 
Supreme Judicial Court overruled in part, instructing school release records 
after redacting information that may identify an individual not only from 
public’s viewpoint, but also by those familiar with individual.  Such private 
information may include student’s family, disability, progress, needs, special 
program and services, school placement and other information that would 
indirectly identify the student.   
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Protecting Exempt Material 

• Presumption that records are public 

• “in the face of doubt, openness prevails” 12 

• Enumerated exemptions narrowly construed 

• Claim exemptions per state law with specificity 

• Custodial index of exemptions claimed 13 

• Release reasonably segregable, non-exempt portions of 
partially exempt record 

• Redact exempt material 

12  Presidential Memorandum, 74 Fed. Reg. 4683. 

13 See Vaughn v. Rosen, 484 F.2d 820 (1973). 

Striking the Right Balance in Release of 
Records Held by Government 
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Attorney Client Privilege? 

• Most states recognize attorney-client privilege protects records in public custody per 
statute or case law, but not all. 

• DeRosa v. City of New Bedford, 471 Mass. 446 (2016) (recognizing attorney 
work product as exempt). 

• Suffolk Const. Co., Inc. v. Division of Capital Asset Management, 449 Mass. 
444 (2007) (recognizing attorney-client privilege). 

• City of Colorado Springs v. White, 967 P.2d 1042 (Colorado, 1998) (same). 

• State ex rel. Thomas v. Ohio State University, 71 Ohio St. 3d 245 (1994) 
(same). 

• But see, City of N. Miami v. Miami Herald Pub. Co., 468 So. 2d 218 (Fla. 1985) 
(declining to recognize attorney-client privilege to protect records from 
disclosure, but according temporary protection to records during pendency of 
litigation). 

 

Striking the Right Balance in Release of 
Records Held by Government 
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I. Balancing Transparency v. Privacy 

 

The policy and practical challenges of “private” 

electronic communications being subject to a public 

records act. 

• Privacy considerations of officials and employees 

and how to accommodate them 

• The right to address public officials and the 

deliberative process 

• The burden of capturing, retaining, locating, 

reviewing and producing these records 

 
11 



Sources of Privacy Rights  

• 1st Am. right to petition the government and the deliberation 
exemption 

 

• 4th Am. (City of Ontario v. Quon (2010) 560 U.S. 746, 762-763, 
529 F.3d 892. 445 F.Supp.2d 1116 [text messages on agency 
pager of public employee properly searched].) 

 

• Search of electronic devices, itself, intrudes on privacy. (Riley v. 
California (2014) 134 S.Ct. 2473)  

 

• Government employees have limited privacy rights. (Aguirre v. 
SEC, 551 F. Supp. 2d 33, 54 (D.D.C. 2008) ("Correspondence 
does not become personal solely because it identifies government 
employees.") 
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Sources of Privacy Rights Within FOIA, 

Itself  

 

• Exemption 6: Information that, if disclosed, would 
invade another individual's personal privacy. "personnel 
and medical files and similar files" when the disclosure 
of such information "would constitute a clearly 
unwarranted invasion of personal privacy."3 

 

• Exemption 7(C): information compiled for law 
enforcement purposes, protects personal information 
when disclosure "could reasonably be expected to 
constitute an unwarranted invasion of personal privacy." 
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Sources of Privacy Rights Within FOIA, 

Itself  

 

What is a “similar file” under Exemption 6? 

 

In United States Department of State v. Washington Post 
Co., 456 U.S. 595 (1982), the United States Supreme Court 
held that Congress intended the term "similar files" to be 
interpreted broadly, rather than narrowly. The Court stated 
that the protection of an individual's privacy "surely was 
not intended to turn upon the label of the file which 
contains the damaging information." Rather, the Court 
made clear that all information that "applies to a particular 
individual" meets the threshold requirement for Exemption 
6 protection. 
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Sources of Privacy Rights Within FOIA, 

Itself  

But, government employees enjoy only limited protection.  

 

The threshold of Exemption 6 has been found not to be met 
when the information pertains to federal government 
employees, but is not personal in nature. (Aguirre v. SEC, 
551 F. Supp. 2d 33, 54 (D.D.C. 2008) ("Correspondence 
does not become personal solely because it identifies 
government employees."); Leadership Conference on Civil 
Rights v. Gonzales, 404 F. Supp. 2d 246, 257 (D.D.C. 2005) 
(finding that the names and work telephone numbers of 
Justice Department paralegals do not meet the threshold for 
Exemption 6 on the basis that information is not "similar to 
a 'personnel' or 'medical' file") 
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Sources of Privacy Rights Within the PRA, 

Itself  

 
 

 

In order to determine whether Exemption 6 protects against disclosure, an 
agency should engage in the following two lines of inquiry: 

 

First, determine whether the information at issue is contained in a 
personnel, medical, or "similar" file covered by Exemption 6; and, 

 

Two, determine whether disclosure "would constitute a clearly 
unwarranted invasion of personal privacy" by balancing the privacy 
interest that would be compromised by disclosure against any public 
interest in the requested information.  

 

See Multi Ag Media LLC v. USDA, 515 F.3d 1224, 1228 (D.C. Cir. 2008); 
News-Press v. DHS, 489 F.3d 1173, 1196-97 (11th Cir. 2007). 
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Sources of Privacy Rights Within FOIA, 

Itself  
 

"‘Under Exemption 6, the presumption in 
favor of disclosure is as strong as can be found 
anywhere in the Act.” (Multi Ag, 515 F.3d at 
1227 (quoting Nat'l Ass'n of Home Builders v. 
Norton, 309 F.3d 26, 32 (D.C. Cir. 2002)); see 
also Consumers' Checkbook Ctr. for the Study 
of Servs. v. HHS, 554 F.3d 1046, 1057 (D.C. 
Cir. 2009) (stating that FOIA's "presumption 
favoring disclosure . . . is at its zenith under 
Exemption 6”) 
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Establishing and Balancing Privacy Rights 

 

1) the individual must possess a legally 

protected privacy interest;  

2) the expectation of privacy must be 

objectively reasonable; and  

3) the invasion of privacy complained of must 

be serious in both its nature and scope.  
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Establishing and Balancing Privacy Rights 

 

The relevant inquiry regarding the assessment of privacy interests at issue is 

whether public access to the information at issue would violate a viable privacy 

interest of the subject of such information. See Schell v. HHS, 843 F.2d 933, 938 

(6th Cir. 1988); Ripskis v. HUD, 746 F.2d 1, 3 (D.C. Cir. 1984.) 

 

The privacy interest inherent in Exemption 6 "belongs to the individual, not the 

agency holding the information." (DOJ v. Reporters Comm. for Freedom of the 

Press, 489 U.S. 749, 763-65 (1989) (emphasizing that privacy interest belongs to 

individual, not agency holding information pertaining to individual) 

 

 

The Reporters Committee decision governs all privacy-protection decision- making 

under the FOIA, and the Supreme Court stressed that "both the common law and 

the literal understandings of privacy encompass the individual's control of 

information concerning his or her person."  
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Establishing and Balancing Privacy Rights 

Once it has been established that information meets the 
threshold requirement of Exemption 6, the focus of the 
inquiry turns to whether disclosure of the records at 
issue "would constitute a clearly unwarranted invasion 
of personal privacy.“ 

 

This requires a balancing of the public's right to 
disclosure against the individual's right to privacy. 

See Dep't of the Air Force v. Rose, 425 U.S. 352, 372 
(1976); Berger v. IRS, 288 F. App'x 829, 832 (3d Cir. 
2008) 
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Establishing and Balancing Privacy Rights 

First, it must be ascertained whether a 
protectable privacy interest exists that would 
be threatened by disclosure. (Multi Ag, 515 
F.3d at 1229 ("The balancing analysis for 
FOIA Exemption 6 requires that we first 
determine whether disclosure of the files 
'would compromise a substantial, as opposed 
to de minimis, privacy interest[.]''' (quoting 
Nat'l Ass'n of Retired Fed. Employees v. 
Horner, 879 F.2d 873, 874 (D.C. Cir. 1989). 
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Establishing and Balancing Privacy Rights 

If a privacy interest is found to exist, the public interest 

in disclosure, if any, must be weighed against the 

privacy interest in nondisclosure. 

 

(See Associated Press v. DOD, 554 F.3d 274, 291 (2d 

Cir. 2009) ("'Only where a privacy interest is implicated 

does the public interest for which the information will 

serve become relevant and require a balancing of the 

competing interests.'" (quoting FLRA v. VA, 958 F.2d 

503, 509 (2d Cir. 1992))); 
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Establishing and Balancing Privacy Rights 

Once it has been determined that a substantial 

privacy interest is threatened by a requested 

disclosure, the second step in the balancing 

process comes into play; this stage of the 

analysis requires an assessment of the public 

interest in disclosure. The burden of 

establishing that disclosure would serve the 

public interest is on the requester. 
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Establishing and Balancing Privacy Rights 

In DOJ v. Reporters Committee for Freedom of 
the Press, 489 U.S. 749 (1989),the Supreme 
Court limited the concept of public interest under 
the FOIA to the "core purpose" for which 
Congress enacted it: To "shed[] light on an 
agency's performance of its statutory duties." 
Information that does not directly reveal the 
operations or activities of the government, "falls 
outside the ambit of the public interest that the 
FOIA was enacted to serve." 
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Establishing and Balancing Privacy Rights 

Balancing: The two competing interests must be weighed 
against one another in order to determine whether 
disclosure would constitute a clearly unwarranted invasion 
of personal privacy. DOD v. FLRA, 510 U.S. 487, 495 
(1994). 

 

If the privacy interests against disclosure are greater than 
the public interests in disclosure, the information may be 
properly withheld; alternatively, if the balance 

is in favor of disclosure the information should be released. 
Dep't of the Air Force v. Rose, 502 U.S. at 177 (noting that 
"unless the invasion of privacy is 'clearly unwarranted,’ the 
public interest in disclosure must prevail"). 

25 



A Delicate Balance 
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A Delicate Balance 

So, what was the issue? 

In a lawsuit filed in 2016, the hospital district 
alleged that district CEO was romantically 
involved with the district’s outside counsel and 
had helped him over-bill the agency that 
provides health programs to more than 25,000 
people. As evidence, the suit cited voice mail 
messages that the lawyer left on Rozanski's 
district-issued cellphone 
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A Delicate Balance 

It is "the public's business to know how public money is spent, and 
within that context, the communications between Rozanski and 
Ferguson shed light on the appropriateness of the expenditures, and 
if wrongful, how to ensure it doesn't happen in the future," the  
judge wrote. 

 

Rozanski could not have expected that various voice mails and 
emails would be private because she signed waivers for use of the 
district-issued devices containing the messages, Judge Baio wrote. 

 

And even if she did think so, "the right to privacy is outweighed by 
the public right to access to information related to a significant 
public issue," the judge said. 
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Accommodating Privacy Interests in Private 

Devices and Accounts 

FOIA applies to official information held in private email accounts (and 
other media formats) when held on behalf of the public authority. 
(Competitive Enterprise Institute v. Office of Science and Technology 
Policy, 827 F.3d 145 (D.C. Cir. 2016) (California, Texas and Washington in 
accord).  

 

So,  

 

• Can a public agency require and obtain direct access to private 
devices/servers? Probably not.  

 

• Can a public agency compel production of communications on private 
devices from an official or employee? Probably not. 

 

• But, certainly, a court can, and the court will be the ultimate arbiter of 
what is private and what is to be made public. 
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In City of San Jose v. Superior Court, decided 

March 2, 2017, the California Supreme Court, 

while holding that communications which 

otherwise qualify as “public records” held on a 

private device or account are subject to 

disclosure under the state’s public records act, 

held intrusive searches of employee private 

devices and accounts are not authorized or 

permitted under the act. 

Accommodating Privacy Interests in Private 

Devices and Accounts 
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An agency is required only to undertake only actions 
“reasonably calculated to locate responsive documents.” 

 

“As to requests seeking public records held in employees’ 
nongovernmental accounts, an agency’s first step should be 
communicate the request to the employees in question.” 

 

“The agency may then reasonably rely on these employees 
to search their own personal files, accounts, and devices for 
responsive material.” 

 

So long as employees are properly trained. 

 

 

Accommodating Privacy Interests in Private 

Devices and Accounts 
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An obligation of officials and employees to disclose when required 
was assumed by the court. 

 

The court proposed an mechanism for employees who elect to 
withhold a document---provide an affidavit providing the agency 
and a reviewing court “a sufficient factual basis upon which to 
determine whether contested items were agency records or personal 
materials. 

 

Practice under FOIA and Washington State Law 

 

The court noted that any personal information contained within 
communications otherwise disclosable under the Act could be 
redacted or excised.  

 

Accommodating Privacy Interests in Private 

Devices and Accounts 
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Best Records Management Practices:  
Be Prepared for Record Requests 
 

• Be familiar with records statute and regulations 3 

• Appoint and train local records liaison staff 4 

• Be discriminating in what records are created or received 

• Be familiar with records retention requirements 

• Dispose of records beyond applicable retention period 

• Organize records storage and inventory procedures 

• Segregate and safeguard records with personal or sensitive 
security information 

3 All fifty states have enacted public records laws.  Although there is considerable variation in the statutes, 
these materials focus on common themes and elements of state law. Similar provisions are frequently found 
in the Federal Freedom of Information Act (FOIA), and state courts often look to federal case law to interpret 
cognate state provisions. 

4 See, e.g., Freedom of Information Act (FOIA), 5 U.S.C. § 552(j)(k)(l) (requiring Chief FOIA Officers and 
Public Liaisons). 
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Best Records Management Practices: 
Be Prepared for Record Requests 

 
• Post to website commonly requested records5  

• Involve technology support staff 

• Ensure dialogue between legal and IT advisors to integrate legal requirements 
with technical capacities 

• Prepare guidelines to facilitate requests 6 

• Consider software to track requests and responses 

• Dates received and responses due 

• Response templates 

• Fees estimated and collected or waived 

• Persons Responsible 

5 See, e.g., Freedom of Information Act (FOIA), 5 U.S.C. § 552(a)(2) (requiring proactive disclosure of 
common agency documents). 

6 See, e.g., FOIA, 5 U.S.C. § 552 (g) (requiring agencies to prepare guidelines to aid FOIA requesters). 
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Best Records Management Practices: 
Common Requirements for Response 

• Does Request “reasonably describe” records sought? 

• Request clarification  

• Ask requester to modify scope of request 

• No requirement to create records not in existence 7 

• But, is extraction of segregable electronic data creation of record? 

• Provide estimate of fees 

• Collect estimated fees in advance 8 or waive fees 

• Comply with time deadlines for response 

• Request extension of time 

7 See, e.g., American Civil Liberties Union v. Arizona Dept. of Public Safety, 240 Ariz. 142 (2016). 

8 See, e.g., Arabo v. Michigan Gaming Control Bd., 310 Mich. App. 370 (2015). 
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Best Records Management Practices: 
Common Requirements for Response 

 
 

• Good faith search for records, using methods reasonably expected to 
produce records 9 

• Notify of appeal rights 

• Administrative 

• Judicial 

9 Several Federal  Circuit Courts have addressed the adequacy of agencies’ records searches in recent 
years: See,  e.g., Agolli v. Office of Inspector General, U.S. Dept. of Justice, 2016 WL 6238495 (DC 
Circuit, 2016); DeBacco v. U.S. Army, 795 F.3d 178 (DC Circuit 2015); Kohake v. Dept. of Treasury, 630 
Fed. Appx. 583 (6th Cir. 2015); Rubman v. U.S. Citizenship & Immigration Service (7th Cir. 2015); Russell 
v. U.S. Dept. of State, 651 Fed. Appx. 667 (Ninth Cir. 2016).  A similar standard is often applied in state 
courts.  See, e.g., Tolbert v. Office of Emergency Management Communications, 2015 Il. App. (1st) 
131618-U (2015). 
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Best Records Management Practices: 
 Electronic Records 

• Acquire/design recordkeeping databases to facilitate public records 
access 

• easy labeling and classification of electronic records 

• easy redaction of exempt material 

• automatic generation of custodial indices of emails (to/from/date/topic) 

• Retention/production of records from personal accounts and devices 

• Distribute public email accounts to volunteer board/commission members 

• Train employees and volunteers on public records requirements 

• Require all public records received/created on personal account/devices be 
forwarded to public accounts 

• Employees/Board members responsible for segregating personal records 
from public records 10  

10 See, e.g., City of San Jose v. Superior Court, 2 Cal. 5th 608 (Cal. 2017); Nissen v. Pierce County,  
183 Wash. 2d 863 (Wash. 2015) 
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Best Records Management Practices: 
 Electronic Records 

 

• Collaborate with IT to search for and compile electronic records 
in response to request 

• disclose to and seek agreement from requester on search terms 

• foster dialogue between IT and legal advisors 

• Produce electronic records in electronic format 

• machine readable 

• searchable 

• if feasible, provide in format as requested 
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Best Records Management Practices: 
 Electronic Records 

 

 

• Social media and text messages 

• impermanence of messages 

• retention strategy 

• save messages to public repository  

• or prohibit use 

• social media site archiving tool 

• avoid violations of open meeting laws 

• avoid serial communication through email or text messages 

• avoid texting during public meetings 
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(1) Assignment of the responsibility to develop and implement a 
program for the management of all records created, received, 
maintained, used, or stored on electronic media;  

(2)  Establishment of formal procedures that address records 
management requirements, including recordkeeping 
requirements and disposition;  

(3) Method, controls or mechanisms for addressing electronic 
records that are exempt from disclosure under G. L. c. 4, § 
7(26), or any other applicable statute;  

(4) Establishment of procedures that will reasonably ensure that 
the provisions of these Guidelines are applied to electronic 
records that are created or maintained by contractors or other 
agents;  

 

 

11 See Section 3 (“Records, Custodian Responsibilities”) of Electronic Records Management Guidelines.  These 
Guidelines are jointly issued by the Massachusetts Supervisor of Records, the Records Conservation Board 
and the Information Technology Division under the authority of the Massachusetts G.L. c. 66, § 1;  
G.L. c. 30, § 110G, § 17, and can be found at:  
http://www/sec/state/ma.us/arc/arcpdf/Electronic_Records_Guidelines.pdf. 

Minimum Elements of Electronic Management 
Program 11 
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Minimum Elements of Electronic Management 
Program (continued) 

 

(4) Establishment of procedures that require departing public 
entity officials, employees, and other agents return or destroy, 
as appropriate, all portable storage media or any other device 
capable of storing data in said individual’s possession that may 
contain the public entity’s electronic records; 

(5) Preventative controls to ensure that no public entity electronic 
records are copied or transferred by or on behalf of the 
departing individual or agent without supervisory review to 
make certain that such copying or transfer will not violate 
records retention, confidentiality or security requirements and 
ensures compliance with G. L. c. 66, § 14;  Establishment of 
formal procedures that address records management 
requirements, including recordkeeping requirements and 
disposition;  

(6) Validation that new electronic information systems or 
enhancements to existing systems support established 
Electronic Records Management Program requirements and 
associated Procedures; 
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(8) Integration and alignment of the management of electronic 
records with other records and information resources 
management programs of the public entity and of any over-
arching authority’s programs;  

(9) Compliance with all policies, procedures, and standards such 
as those issued by the Supervisor of Records; the Records 
Conservation Board; and, with respect to the Executive 
Department, those issued by ITD as Policies, Standards and 
Procedures; or other offices empowered to regulate electronic 
records as well as any other applicable laws or statutes;  

(10) Review of electronic information systems for conformance to 
established agency procedures, standards, and policies as part 
of a periodic review, which should include an assessment of 
whether the records have been properly identified and 
described, and whether the schedule descriptions and retention 
periods reflect the current informational content and use. 

Minimum Elements of Electronic Management 
Program (continued) 
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II. Developing and Maintaining Policies and 

Procedures—Best Practices 

Challenges 

 

The relationship between email management and freedom 
of information can be complicated at the state level. Open 
records laws rarely specify email retention requirements 
and public records acts, governing disclosure, are not 
congruent with official records laws regarding retention and 
destruction. 

 

Absent clear email retention and management policies that 
address both official and personal accounts, state public 
record records laws can be undermined with respect to 
these records. 
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Setting Policy 

 

• Set standards for communications on private 
devices---”Reduce the likelihood of records 
being held on private devices” 

 

• Require employee training as to what can 
constitute and what is a “public record” 

 

• Prohibit use of private devices for agency 
business and require use of  agency accounts 
and devices 
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• Provide agency owned devices to officials and 
principal employees 

 

• Require all agency related communications on 
private devices be cc’ed to agency server (claw 
back prior communications) 

 

• Have officials and employees sign an 
agreement that their devices are subject to 
agency review and disclosure 

 

 

 
Setting Policy 
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• Set and enforce clear agency standards 

consistent with state law for email and social 

media records retention & destruction on both 

agency and private servers. 

 

• Set policies and specify in consultant 

agreements requirements for retention and 

disclosure of “public records” in consultant’s 

possession (agency constructive possession)  

 
Setting Policy 
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• Refusal to disclose will result in advice to 
requestor to seek judicial enforcement 

 

• Refuse to defend an employee or official in 
court in absence of good faith effort to comply 

 

• Establish defensible policy and processes re: 
the agency’s inquiry of employees to obtain 
records---affidavit/certification process & 
enforcement/discipline 

 
 

 
Setting Policy 
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III. Impact of Evolving Technology on “public 

record” disclosure—email, social media 
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Use of Private Email Accounts by 

Government Employees 

 

In a survey of 412 high-level government 

employees conducted by Atlantic Media's 

Government Executive Media Group, one-

third of the employees admitted they use their 

private email account for government business 

at least sometimes. 
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Recently enacted federal regulations and 

legislation control government employees' 

obligations to preserve email in personal 

accounts. In 2009, the National Archives and 

Records Administration issued revised 

regulations, requiring that agencies ensure 

federal records sent or received on an 

employee's personal email account are 

preserved. 

Use of Private Email Accounts by 

Government Employees 

50 



 

Since 2009,  directives issued by the President, 

NARA, and the OMB, as well as the 

Presidential and Federal Records Act 

Amendments of 2014  now prohibit use of 

personal email accounts for public business 

unless messages are transferred to the 

government's system within 20 days. 

Use of Private Email Accounts by 

Government Employees 
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Evolving Technology & “Public Record” 

Disclosure 

City of San Jose (California Supreme Court): 

“This case concerns how laws, originally 

designed to cover paper documents, apply to 

evolving methods of electronic 

communication. It requires recognition that, in 

today’s environment, not all employment-

related activity occurs during a conventional 

workday, or in an employer-maintained 

workplace.”  
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What is a “Public Record” 

 

“any writing containing information relating to 

the conduct of the public's business prepared, 

owned, used, or retained by any state or local 

agency.” (Cal. Gov. Code, § 6252, subd. (e).) 
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Determining When a Communication on a 

Private Device or Account is a “Public Record” 

• A. Content:  Does the content of a communication on a 
private device or account relate in a substantive way to the 
conduct of the agency’s business?  Whether it is sufficiently 
related to the public business will not always be clear.  For 
example, depending on the context, an email to a spouse 
complaining ‘my coworker is an idiot’ would likely not be a 
public record.  Conversely, an email to a superior reporting 
the coworker’s mismanagement of an agency project might 
well be.  

 

 

• B. Context/Purpose:  Why was the communication written?  
Was it written to conduct the agency’s business or further the 
agency’s interest?   
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C. Audience: To whom was the communication sent?  Was it 
sent to an agency employee, official, resident, consultant, 
agency stakeholder, etc.?  Or was the communication sent to a 
friend or family member?   

 

D. Scope of Employment :  Was the communication written in 
the individual’s capacity as an agency official or employee 
representing the agency?  Or was the email written as a 
private individual? 

 

As you can see, each record will have to be reviewed on a 
case-by-case basis to determine whether it is a personal or 
private record.  

 

Determining When a Communication on a 

Private Device or Account is a “Public Record” 
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Is this a Public Record? 

TO: AuntDot@gmail.com 

FROM: PublicEmployee@gmail.com 

 

Looking forward to your visit at Spring Break. 
Hope your cancer treatment goes well. Just 
crazy here at the office. We don’t hire enough 
clerks and I can never catch up with my work. 
Aaaaaah!  

Love, PE 
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Is this a Public Record? 

TO: FellowEmployee@gmail.com  
FROM: PublicEmployee@gmail.com 

 
Came into work today and learned you were out 
ill. Sorry to hear that. Sinuses again or did Bill 
keep you out late last night? Hee-hee. This will be 
a terrible day. We don’t hire enough clerks as it 
is, can’t possibly process all the Form 700s 
already, and with you out, it only makes things 
worse. Aaaaaah! Get well REAL SOON!!! 
PE 
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Personal Electronic Communications: Some 

Practical Examples 
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Is this a Public Record? 

TO: BossLady@gmail.com  
FROM: PublicEmployee@gmail.com 

 
Gayle, Driving into work after dropping my oldest 
kid off at the psychologist’s office. I don’t how 
much longer I can handle the work load. The 
department doesn’t hire enough clerks. We can’t 
process the From 700s in a timely fashion and I 
am afraid our status reports are not accurate. 
What can you do? 
PE 
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IV. Dealing with Requests 

The predicament of not knowing what is being requested and what the 
agency has to produce 

 

Must a request that seeks public records held in employees’ 
nongovernmental devices: 

 

1. So specify that source  

 

& 

 

2. Name or identify the officials or employees from whom records are 
sought 

 

In order to trigger the agency’s obligation to communicate the request to its 
employees? 
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Responding to the Request 

• Who will review and decide what to disclose, redact or withhold? 
Employee-Official/Custodial officer./Agency Counsel 

 

• Is there a right for the official or employee to object to disclosure? How 
and where is that to be done? Policy/Affidavit/Court 

 

• Without clear email retention and management policies that address 
both official and personal accounts, state public access laws can be 
effectively nullified with respect to these records. Who will review and 
decide what to disclose, redact or withhold? Custodial officer. 

 

• Is there a right for the official or employee to object to disclosure? How 
and where is that to be done? Policy/Affidavit/Court 
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