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OVERVIEW
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• The statute - 17 USC section 1202 

• What is Metadata and CMI?

• Prior 17 USC section 1202 Cases

• Victor Elias Photography v. Ice Portal

• Background

• District Court Proceedings

• 11th Circuit Decision

• Additional Section 1202/CMI Cases 

• Take-Away Points for Practitioners



CMI Protection: Statutory Basis

• 17 U.S.C. 1202 – part of the DMCA

• Alteration, removal, or placing of false CMI (such as author, 

title, terms & conditions) can lead to serious penalties

• Definitions are broad, but there is a stringent intent 

requirement

• In short: don’t mess with watermarks, metadata, credits, etc. 

(either adding, modifying, or deleting)

7



CMI Protection: Statutory Basis

(a)False Copyright Management Information.—No person shall knowingly and with the intent to 
induce, enable, facilitate, or conceal infringement—

(1)provide copyright management information that is false, or

(2)distribute or import for distribution copyright management information that is 
false.

(b)Removal or Alteration of Copyright Management Information.—No person shall, without the 
authority of the copyright owner or the law—

(1)intentionally remove or alter any copyright management information,

(2)distribute or import for distribution copyright management information knowing 
that the copyright management information has been removed or altered without 
authority of the copyright owner or the law, or

(3)distribute, import for distribution, or publicly perform works, copies of works, or 
phonorecords, knowing that copyright management information has been removed 

or altered without authority of the copyright owner or the law,

knowing, or, with respect to civil remedies under section 1203, having reasonable grounds to 
know, that it will induce, enable, facilitate, or conceal an infringement of any right under this 
title. 
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CMI Protection: Statutory Definitions

(c)DEFINITION.—As used in this section, the term “copyright management information” means any of the following 

information conveyed in connection with copies or phonorecords of a work or performances or displays of a work, 

including in digital form, except that such term does not include any personally identifying information about a user of 

a work or of a copy, phonorecord, performance, or display of a work:

(1)The title and other information identifying the work, including the information set forth on a notice of copyright.

(2)The name of, and other identifying information about, the author of a work.

(3)The name of, and other identifying information about, the copyright owner of the work, including the information set 

forth in a notice of copyright.

(4)With the exception of public performances of works by radio and television broadcast stations, the name of, and 

other identifying information about, a performer whose performance is fixed in a work other than an audiovisual work.

(5)With the exception of public performances of works by radio and television broadcast stations, in the case of an 

audiovisual work, the name of, and other identifying information about, a writer, performer, or director who is credited 

in the audiovisual work.

(6)Terms and conditions for use of the work.

(7)Identifying numbers or symbols referring to such information or links to such information.

(8)Such other information as the Register of Copyrights may prescribe by regulation, except that the Register of 

Copyrights may not require the provision of any information concerning the user of a copyrighted work.
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CMI Protection: Remedies

• Claims of removal or alteration of CMI have increased in 

popularity in recent years

• Up to $25,000 per work statutory damages

• Another source of damages and leverage via statutory 

damages
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CMI Protection: Legislative History

• 17 U.S.C. 1202 was originally meant to as an adjunct to 

piracy (hence, violations must be in furtherance of 

infringement)

• A new “Section 1202” to the Copyright Act is required by both WIPO Treaties to ensure the integrity of the electronic 

marketplace by preventing fraud and misinformation. The section prohibits intentionally providing false copyright 

management information, such as the title of a work or the name of its author, with the intent to induce, enable, facilitate 

or conceal infringement. It also prohibits the deliberate deleting or altering copyright management information. This 

section will operate to protect consumers from misinformation as well as authors and copyright owners from interference 

with the private licensing process.  H.R. REP. 105-551, 10-11

11



A Primer on Metadata
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• Metadata is set of data that 
describes and provides 
information about other data.

• Metadata embedded in a 
photograph can include 
information about:

• CMI (name and copyright 
associated with the 
photographer)

• Shutter speed

• Camera make and model

• Geolocation Data

• Etc.



A Primer on Metadata
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Metadata can be 

extracted from other 

creative works.

• Most music files 

include album art and 

metadata that media 

player applications 

use to display details 

like song name, artist 

name, or genre.

• Audio file metadata, 

like photography 

metadata, can be 

manipulated using 

local applications (like 

Windows 10 Groove) 

or third-party 

software.



A Primer on Metadata
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• Metadata can be scrubbed accidentally or purposefully without 

authorization.

• Accidental scrubbing often occurs in the following contexts:

• Using an application that renders a new file type (e.g., JPEG →

PNG).

• Purposeful scrubbing general follows a different pattern. Usually, 

users who intend to remove metadata from a creative work will do so 

using a third-party software or application (like Linux) designed or 

developed to strip information. 

• Sometimes, however, metadata is deleted with authorization:

• Using an end-to-end encrypted messaging service (e.g. Signal, which 

scrubs all the metadata of all photographs sent between users).

• Before sharing confidential or sensitive files, whether photographic or 

.docx. 



Section 1202 Litigation

Kanongataa v. Coed Media Group, LLC
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Section 1202 Litigation

Kanongataa v. Coed Media Group, LLC

• Plaintiff live-streamed his wife giving birth (supposedly by 

accident)

• Media reported on it; he sued everyone

• Coed Media Group used a single screen capture from the video

• Plaintiff represented by Richard Liebowitz

• Included a 1202(b) claim 

• CMG argued no 1202 claim where there is fair use

• In any event, failure to plausibly plead the requisite elements
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Section 1202 Litigation

Kanongataa v. Coed Media Group, LLC

• Pleading was all on “information and belief” and mere recitation of the elements

• Plaintiff never even said the video contains CMI, let alone identified the type of CMI or 

explained how it was removed.

• Even assuming there was CMI, plaintiff pleaded himself out of the intent element:

• Exh. A to the Complaint showed that the CMG article credited the screen capture to 

“Facebook” and provided a link to plaintiff’s page for viewers to access the video at 

the source.

• Posting showed plaintiff’s alias and specifically associated the video with that alias

• No plausible claim that CMG had any intent to hide or encourage infringement

• In opposition to MTD, plaintiff even admitted CMG hadn’t altered the screen shot.
• See, e.g., Kelly v. Arriba Soft Corp., 77 F. Supp. 2d 1116, 1121-22 (C.D. Cal. 1999) (dismissing 

§ 1202(b) claim for lack of intent where “defendants’ materials linked back to the plaintiff’s 

source material”). 
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Section 1202 Litigation

Kanongataa v. Coed Media Group, LLC

• Case dismissed at the oral argument on the parties’ MTDs

• Court adopts CMG’s arguments as stated in the papers

• Ruling mostly was on fair use and de minimis use

• Unfortunately, no written opinion

• Fees awarded to defendants
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Section 1202 Litigation

Grecco v. Age Fotostock America, Inc.

• Photographer sued stock agency for alleged infringement of photos of characters from 

90s TV shows.

• Included claim under 1202(b) for allegedly removing attribution and CMI that originally 

appeared in the photos.

• Court granted Age’s MSJ, dismissing the entire case, including the CMI claims.

• Note: photo libraries that uploaded the pictures to the Age website included metadata, but 

it did not show any restricted countries.

This Photo by Unknown Author is licensed under CC BY-

SA-NC

19
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Section 1202 Litigation

Grecco v. Age Fotostock America, Inc.

• Grecco alleged removal or alteration of CMI and distribution of works with missing or 

altered CMI.

• There was not even evidence that the photos contained CMI to begin with when obtained 

from Age’s contributors.

• The court referenced Mango v. Buzzfeed, Inc. and the “double-scienter” requirement.

• Grecco failed to satisfy the intention prong of 1202(b)(1) or the knowledge prong of 

1202(b)(3).

• “Even assuming the Photographs had originally had CMI, nothing in the evidentiary 

record indicates that [defendants] either intentionally removed the CMI or had reason to 

know that the CMI had been improperly removed.”
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Section 1202 Litigation

Grecco v. Age Fotostock America, Inc.

• Grecco also accused Age of deleting metadata when it removed the photos from its 

system in response to a pre-litigation demand and argued for an adverse inference.

• But Age did produce the metadata and only deleted the photos from its database, rather 

than permanently deleting the image files themselves.

• Court finds no spoliation – Age appropriately responded to Grecco’s takedown notice.

• Absent an adverse inference, there was no other evidence to show what CMI the photos 

contained when obtained by Age.
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Background: Victor Elias
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• Victor Elias is a professional 

photographer specializing in hotel and 

resort photography throughout the 

United States, Mexico, and the 

Caribbean.

• Between 2013 and 2017, Elias 

extended broad licenses to Starwood 

Hotels & Resorts Worldwide, Inc. and 

Wyndham Hotels & Resorts, allowing 

them to use his photographs to 

promote their properties in unlimited 

quantities, for an unlimited time, and 

in any format.

• He did not include restrictions on 

how the photographs’ CMI could be 

manipulated or removed.



Background: Victor Elias, Con’t
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• Elias claims metadata (CMI), 

noted to the right, was 

inserted into the image files 

he sent to Starwood and 

Wyndham. 

• Notably, the hotels were 

licensed to market their 

properties using Elias’s 

photographs on third-party 

travel booking websites 

(OTAs). 



Background: Shiji 
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Of note:

Ice Portal (the 

named defendant) 

is a Shiji Group 

brand. 

• Shiji acts as an intermediary between hotel 

chains and OTAs by gathering copies of 

photographs from hotels and offering them 

to OTAs.

• From 2013 to 2018, Shiji housed 

approximately 1.5 million different hotel 

images in its system.

• During the relevant time periods, the hotels 

contracted with Shiji to make images for 

thousands of their properties available to 

OTAs. 

• Elias took 220 of the more than 9,400 

images that Shiji processed for Wyndham 

and Starwood.



Background: Shiji, Con’t
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From 2013 to 2018:

• Shiji’s software downloaded copies of image files from Wyndham 
and Starwood’s servers and stored them its own.

• Each image provided to Shiji came with a separate spreadsheet file 
containing information about the image that would be displayed on 
the OTA websites (e.g., room type, caption). 

• After receiving the image files, Shiji’s software converted the files 
into JPEGs, making copies of the photos in various sizes. 

• JPEG formatting optimized the image files for faster display on OTA 
websites; however, it sometimes erased the metadata on the 
image file. 

• The JPEG copies of the photographs were saved on Shiji’s server, 
along with the accompanying spreadsheet file, and made available 
to OTAs.



District Court Proceedings
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Posture:

• Elias LLC’s complaint alleged that Shiji violated two sections 

of the DMCA by scrubbing the CMI from Elias LLC’s 

copyrighted photos.

• Elias primarily relied on a prior non-binding arbitration order 

to allege Shiji’s knowledge. The arbitration panel, however, 

had dismissed the DMCA claim against Shiji on multiple 

grounds.

• After discovery, Shiji moved for summary judgment.

• Elias LLC sought partial summary judgment. 

Ruling:

• The district court ruled in favor of Shiji, finding that Elias 

LLC could not satisfy the “second scienter requirement” of 

1202(b). 



District Court Proceedings
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• Relying on Stevens v. Corelogic, Inc., 899 F.3d 666 (9th Cir. 2018), the 

district court held that Elias LLC could not satisfy the second scienter 

requirement because it had not established that Shiji “knew or had reason 

to know that its actions would induce, enable, facilitate, or conceal 

infringement” and had failed to present any evidence “demonstrating 

that [Shiji] was aware or had reasonable grounds to be aware of the 

probable future impact of its actions.”

• The court explained that Elias LLC failed to make its showing for two 

reasons:

1. Elias LLC had not shown that Shiji’s removal of CMI “is the reason, or even 

the likely reason, for the infringing use of the images [Mr. Elias] has found 

on the internet.” 

2. Elias LLC had not shown that Shiji was aware that searching for terms 

embedded in “extended attributes” was a method used by copyright holders 

to find infringement on the internet. 



District Court Proceedings
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• The district court also dismissed Elias LLC’s argument 

that a prior arbitration gave Shiji the requisite 

awareness because:

1. Elias LLC failed to show that “mere familiarity” with the 

DMCA gave Shiji reason to know that removal of CMI from 

the photos it copied would induce, enable, facilitate, or 

conceal infringement; and 

2. The arbitration panel ruled in Shiji’s favor, finding that the 

other party “had not shown that Shiji’s removal of CMI would 

result in infringement.”

• The district court entered summary judgment in Shiji’s 

favor. 



Court of Appeals for the Eleventh Circuit 
Affirms Summary Judgment for Shiji
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• The appeals court affirmed the Florida district court.

• It reasoned that the district court correctly granted summary 

judgment to Shiji because Elias LLC did not show an essential 

element of its claim: namely, that Shiji knew, or had reasonable 

grounds to know, that its actions would induce, enable, facilitate, or 

conceal a copyright infringement.



Court of Appeals for the Eleventh Circuit Affirms 
Summary Judgment for Shiji
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Outcome 

refresher: Court 

finds Shiji did not 

know, or did not 

have reasonable 

grounds to know, 

that its actions 

would induce, 

enable, facilitate, or 

conceal a copyright 

infringement.

Plaintiff-Appellant argues:

• Shiji violated two sections of the DMCA (17 

U.S.C. §§ 1202(a) and 1202(b)) – by stripping 

copyright management information (CMI) from 

Elias LLC’s copyrighted photos.

• Note: 1202(a) claim was dropped on appeal.

• Shiji was aware of or had reasonable grounds 

to be aware of the probable future impact of its 

actions.

Defendant-Appellee responds:

• Shiji did not know it removed metadata/CMI 

from photos and, even if it had known, merely 

removing metadata does not meet the “scintilla 

of  evidence” standard required for Plaintiff to 

prevail.



Court of Appeals for the Eleventh Circuit 
Affirms Summary Judgment for Shiji
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• Affirming the district court, the Eleventh Circuit found that 

Shiji’s removal of embedded CMI in hotel photographs is 

insufficient to meet the double scienter requirement of §

1202(b).

• Specifically, the court relayed that merely removing CMI in 

a manner that exposes creators to undetectable 

infringement is insufficient to meet the DMCA’s double 

scienter requirement. 

• The court rejected Elias’s suggestion: A standard by which a 

defendant that non-consensually and knowingly removes 

CMI can be held liable if the defendant knows, or has 

reasonable grounds to know, that its actions “make 

infringement generally possible or easier to accomplish.”



Double Scienter Requirement
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• Section 1202(b) requires proof that the 
defendant knew, or had reasonable 
grounds to know, that its conduct will (to 
a certain degree of likelihood or certainty) 
induce, enable, facilitate, or conceal an 
infringement.

• According to the court, “the statute does 
not state that a violation occurs if a 
defendant knows, or has reason to know, 
that its actions ‘may’ or ‘might’ enable 
infringement.”

• Rather, “[T]he defendant must have 
actual knowledge that CMI ‘has been 
removed or altered without authority of 
the copyright owner or the law,’ as well 
as actual or constructive knowledge that 
such distribution ‘will induce, enable, 
facilitate, or conceal an infringement.’”



Precedent Cases
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Case Significance

Mango v. BuzzFeed, Inc., 970 

F.3d 167, 170–71 (2d Cir. 2020)

Second Circuit decision instructing that, to establish a violation of 

Section 1202(b)(3), a plaintiff must prove four elements, including 

““knowing or . . . having reasonable grounds to know” that such 

distribution “will induce, enable, facilitate, or conceal an 

infringement.”

Stevens v. Corelogic, Inc., 899 

F.3d 666 (9th Cir. 2018)

Ninth Circuit decision explaining that both Section 1202(b)(1) and 

(3) “require the defendant to possess the mental state of 

knowing, or having a reasonable basis to know, that his actions 

will induce, enable, facilitate, or conceal infringement”.

Compulife Software Inc. v. 

Newman, No. 18-12004 (11th 

Cir. 2020)*

Judgment vacated and remanded for new findings of fact and 

conclusions of law. Concerns infringement of computerized 

software and “byte”-level replication.

Peter Murphy v. Millennium 

Radio Grp, 650 F.3d 295 (3d Cir. 

2011)*

Third Circuit decision stating that Section 1202(b) applied to all 

CMI, not merely CMI in technological systems.

*Not cited by court; referenced by Plaintiff-Appellant at oral argument.



Additional Cases
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Gordon v. Nextel Comm. And Mullen Advert, 345 F.3d 922 (6th 
Cir. 2003)

• Refusing to grant summary judgment based on 
Plaintiff’s failure to show Defendants’ actual 
knowledge of the removal of the copyright 
management information.

• Emphasizes actual knowledge element of 1202(b)(3). 
• Tracks general issues in Victor Elias in that Plaintiff 

failed to introduce sufficient evidence that the 
copyright notice was removed with the requisite 
intent.



Additional Cases
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Textile Secrets Intl., Inc. v. Ya-Ya Brand Inc., 524 F. Supp. 2d 
1184 (C.D. Cal. 2007)

• Discusses the meaning and scope of “copyright 
management information”, ultimately finding that 
Section 1202 does not “apply to circumstances that have 
no relation to the Internet, electronic commerce, 
automated copyright protections or management 
systems, public registers, or other technological 
measures or processes as contemplated in the DMCA as 
a whole.”



Additional Cases
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GC2 Inc. v. Int'l Game Tech. PLC, Int'l Game Tech. (Igt), 
Doubledown Interactive LLC, 255 F. Supp. 3d 812 (N.D. Ill. 
2017)
• Holding that a bottom-of-page link to Defendant's TOU agreement 

was not false CMI, because courts "have generally required more than 
a boilerplate terms of use notice near a copyrighted work in order to 
find a party liable for distributing false CMI.“

• Finding that no defendant possessed the requisite mens rea for 
liability under Section 1202(b).

• Plaintiff failed to prove that Defendants “intentionally removed 
the alleged CMI or distributed it knowing it had been removed 
and had knowledge, or reason to know it would induce, enable, 
facilitate or conceal an infringement” (emphasis in original).



Additional Cases
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Falkner v. Gen. Motors LLC, 393 F. Supp. 3d 927 (C.D. Cal. 2018)
• Granting General Motors summary judgment on Plaintiff’s DMCA 

claim, which was based on the photographer’s decision not to include 
a portion of a mural depicting Plaintiff’s pseudonym in the picture. 

• Determining that Section 1202(b) always requires removal or 
alteration of copyright management information in order to apply. 

• “Thus, if there was no removal or alteration of copyright management 
information, the Section 1202(b) claim must fail—regardless of [a 
defendant's] mental state.”

• Holding that Defendant’s framing of the photograph to exclude the 
signature did not satisfy this requirement, dismissing the DMCA claim.



Take-Away Points for Practitioners
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• Defensively – if you are a licensee or sublicensee:

• Obtain the contractual right to alter or remove CMI, 

including for authorized sublicensees to do so

• If you don’t have that right, include attribution 

information when and where possible

• Offensively – if you are the licensor:

• Consider whether there is a reasonable likelihood 

of showing that the removal of CMI might induce, 

enable, facilitate, or conceal copyright infringement

• If not, do not assert a section 1202 claim  

• If so, be sure to direct discovery requests to that point



Questions?  Contact us:
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• Scott J. Sholder (he/him)

Partner, Co-Chair Litigation Practice Group

Cowan DeBaets Abrahams & Sheppard LLP

41 Madison Avenue, 38th Floor

New York, New York 10010

212-974-7474

ssholder@cdas.com

• Mark Wittow (he/him)

Partner, K&L Gates LLP

925 Fourth Ave., Suite 2900

Seattle, WA 98104

206.370.8399 

mark.wittow@klgates.com

• Thanks to Nicole.Buckley@klgates.com for her assistance in 

preparing these materials

mailto:ssholder@cdas.com
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