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Supply Chain Risks: A Complex Global System

Source: marinetraffic.com
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• Looking at the big picture helps illustrate how events in one part of the world can 
impact supply chain concerns in the U.S. 

• The supply chain for shipment of goods and services is a complex global system.

• 189,000 Vessels tracked in 24 hrs by Marine Traffic.

• Ocean carrier shipping practices can impact business operations in a wide range 
of sectors of the U.S. economy, notably commodities and agriculture as well as a 
variety of consumer goods.

• Extensive intermodal transport in the U.S.
likewise plays into the system, 
moving goods from “ship to shelf”

Supply Chain Risks: A Complex Global System

Source: Freerangestock.com (Jack Moreh)
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• Global disruptions – principally attributable to COVID-19 since March 2020 –
have created a cascade of supply chain impacts:

• High demand for goods and services

• Labor shortages and quarantine disruptions 

• Crew change difficulties and illness reducing vessel or terminal services  

• Port congestion 

• Rising freight rates 

• Rising demand for chartered ships 

• Unprecedented profits for some container lines 

• Legal and regulatory scrutiny and calls for reform

• Intersecting Risks (Cybersecurity) and Solutions (Data Initiatives; Blockchain; AI)

Supply Chain Disruptions: A Perfect Storm?
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The Legal Framework: Cargo Damage Claims

• COGSA – 46 U.S.C. § 30701 note

• Applies “tackle to tackle” to all contracts of carriage to or from ports of the 
United States in foreign trade covered by a bill of lading or other document 
of title.

• Often contractually extended under through bills of lading to cover the 
period before loading and after discharge in which delivery occurs when 
the goods arrive at the designated inland delivery point.

• Residual coverage of the Harter Act during the period prior to loading and 
after discharge of cargo to inland carrier until proper delivery is made 
absent contractual modification.

• Legal remedies (commercial negotiation, maritime arbitration)
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The Legal Framework: Antitrust and Competition

• Intensifying government scrutiny in this area

• Executive Order 14036 (July 9, 2021) (“Promoting Competition in  the 
American Economy”)

• “The Chair of the Federal Maritime Commission is encouraged to work 
with the rest of the Commission to: (i) vigorously enforce the 
prohibition of unjust and unreasonable practices in the context of 
detention and demurrage pursuant to the Shipping Act, as clarified [by 
FMC Docket No. 19-5 and 46 CFR 545.5.]”

• FMC-DOJ Interagency MOU (July 12, 2021) – Provides for:
• Information sharing relevant to the competitive conditions in the U.S.-

international ocean liner shipping industry, including terminal services 
provided to ocean liners, and 

• Agencies to confer at least annually to discuss and review enforcement 
and regulatory matters.
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Cybersecurity: An Intersecting Global Enterprise-
Level Risk

Cybersecurity industry players estimate global cybersecurity costs at USD $6 Trillion
per year as of 2021, including:

• Damage and destruction of data; stolen money; lost productivity
• Theft of intellectual property or personal and financial data
• Embezzlement and fraud (e.g., ransom payments)
• Post-attack disruption to the normal course of business
• Costs of forensic investigation
• Restoration and deletion of hacked data and systems
• Reputational harm

Source: https://cybersecurityventures.com/cybercrime-damage-costs-10-trillion-by-2025/

https://cybersecurityventures.com/cybercrime-damage-costs-10-trillion-by-2025/
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• Vulnerable operational systems could include, but are not limited to:

– Bridge systems;

– Cargo handling and management systems;

– Propulsion and machinery management and power control systems;

– Access control systems;

– Passenger servicing and management systems;

– Passenger facing public networks;

– Administrative and crew welfare systems; and

– Communication systems

Vulnerable Systems



Page 9

– Threat actors have increasingly demanded “ransom” payments in conjunction with 
cyberattacks, including ransomware.  Ransom requests have become increasingly 
sophisticated.

– Typical Ransom Payment Life Cycle:
• Cyber Attack 
• Demand for Ransom 
• Victim Assesses Pros/Cons of Payment 
• Payment Made

– Cryptocurrency: Ransom payments are almost exclusively made via 
cryptocurrencies, including Bitcoin.

– Insurance Claim: If the Victim has a cyber insurance policy, the insurer will be 
involved at some point in the payment chain, either by reimbursing the Victim’s 
payment or otherwise remitting payment themselves or through an intermediary.

Cyberattacks and “Ransom” Payments
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• Blockchain – Trustless certification and going paperless

• Smart contracts – Including data analysis to identify and manage legal risks (e.g., 

choice of law, indemnification and liability standards)

• AI Initiatives – Use of machine learning or other AI algorithms to analyze and 

improve fleet optimization, vessel scheduling or fuel efficiency.

Supply Chain Management Technology
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Causes of Supply Chain Disruptions

COVID-19
• Supply & Demand
• Global congestion
• Carrier equipment utilization, deployment, and 

ownership
• Labor issues
• Lack of coordination/communication between 

carriers/ports/shippers/truckers/rail carriers/warehouses
© 2022 Grove, Jaskiewicz, and Cobert LLP2



Supply Chain Disruption Causes
Old & New

Source:  New York Times
How the Supply Chain 
Crisis Unfolded
December 5, 2021

https://www.nytimes.com/in
teractive/2021/12/05/busine
ss/economy/supply-
chain.html
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A Snapshot of Global Supply Chain Disruptions

Global Supply Chain Pressure Index Ocean Freight Rates

Source:  Gianluca Benigno, Julian di Giovanni, Jan J. J. Groen, and Adam I. Noble, “A New Barometer of Global Supply Chain Pressures” Federal Reserve Bank of New York Liberty Street Economics, January 4, 2022, 
https://libertystreeteconomics.newyorkfed.org/2022/01/a-new-barometer-of-global-supply-chain-pressures/.
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Practical Results of Supply Chain Disruptions

Just-In-Time
Is becoming
Just-In-Case

© 2022 Grove, Jaskiewicz, and Cobert LLP5



Regulation of Containerized Ocean Shipping

Shipping Act – 46 U.S.C. §§ 40101-41309
 Grants an antitrust immunity to certain ocean common 

carrier and marine terminal joint activities
 Regulated tariffs and service contracts
 Regulates common carrier and marine terminal practices
 Administered by the Federal Maritime Commission

© 2022 Grove, Jaskiewicz, and Cobert LLP6



Purposes of the Shipping Act

 Establish a nondiscriminatory regulatory process for 
common carriage of goods by water in the foreign 
commerce of the United States with a minimum of 
government intervention and regulatory costs.

 Provide an efficient and economic transportation system in 
the ocean commerce of the United States that is, insofar as 
possible, in harmony with, and responsive to, international 
shipping practices.

© 2022 Grove, Jaskiewicz, and Cobert LLP7



Purposes of the Shipping Act

 Encourage the development of an economically sound and 
efficient fleet of liner vessels of the United States capable of 
meeting national security needs; and

 Promote the growth and development of United States 
exports through competitive and efficient ocean 
transportation and by placing a greater reliance on the 
marketplace.

46 U.S.C. § 40101
© 2022 Grove, Jaskiewicz, and Cobert LLP8



Competition in Containerized Ocean Shipping

Current Industry Competition Structure

9 major ocean carriers
3 shipping alliances
80 percent of the market; up to 90 percent in some trades

© 2022 Grove, Jaskiewicz, and Cobert LLP9



International Contracting U.S. Trades

• Ocean Common Carrier or NVOCC Tariff Services
• Ocean Service Contracts
• NVOCC Service Arrangements (NSAs)
• NVOCC Negotiated Rate Arrangements (NRAs)
• International Intermediary Contracts (3PLs/4PLs/5PLs)

© 2022 Grove, Jaskiewicz, and Cobert LLP10



Contracting Alternatives

• Vessel charters
• Air cargo
• Route through Canada or Mexico

© 2022 Grove, Jaskiewicz, and Cobert LLP11



Essential Terms of Service Contracts and NSAs
1. Origin & destination ports or geographic areas (trade lanes)
2. Commodities
3. Minimum quantity commitment (MQC)
4. Service commitments.
5. Line-haul rate
6. Liquidated damages for non-performance (if any)
7. Duration, including Effective Date & Expiration Date
8. Parties and Affiliates
9. All other provisions of the contract. 

© 2022 Grove, Jaskiewicz, and Cobert LLP12



Key Supply Chain Disruption Issues
in Contracting for International Container Shipping

• Rate stability and predictability
• Carrier service commitments
• Minimum Quantity Commitments (MQC)
• Rolled cargo
• Equipment availability
• Deviations and delays
• Detention and demurrage

© 2022 Grove, Jaskiewicz, and Cobert LLP13



Contracting for Supply Chain Disruptions

• Negotiate early depending on the trade lane
• Volume is king
• Rates are key
• MQCs
• Consider multi-year contracts
• Consider index rates

© 2022 Grove, Jaskiewicz, and Cobert LLP14



Responsibility for Supply Chain Disruptions
Avoiding Detention and demurrage
Supply chain chokeholds
• Port terminals
• Trucking
• Chassis availability
• Warehouse availability
• Tariffs, surcharges, and government charges
• Port-to-port or through intermodal

© 2022 Grove, Jaskiewicz, and Cobert LLP15



Blockchain and Cybersecurity Issues

Cybersecurity issues 
• Ransomware and service disruptions

Blockchain is not an immediate fix to the current supply 
chain situation
• Blockchain provisions are increasingly being included in 

international supply chain contracts and will eventually be 
an integrated part of the end-to-end logistics service.

© 2022 Grove, Jaskiewicz, and Cobert LLP16



Enforcing Ocean Contracts
46 U.S.C. Sec. 40502(f)
• Exclusive remedy for a breach of a service contract is an 

action in an appropriate court
• Unless the parties agree otherwise
• Choice of Law and Choice of Forum Clauses

Shipping Act Prohibitions:
• 46 U.S.C. § 41102(c).  Practices in Handling Property
• 46 U.S.C. § 41104.    Common Carrier Prohibitions.

© 2022 Grove, Jaskiewicz, and Cobert LLP17



Enforcing Ocean Contracts
MCS Industries, Inc. v. COSCO Shipping Lines Co., LTD. 
and MSC Mediterranean Shipping Company, SA; FMC 
Docket No. 21-05
• Reparations action for alleged violations of the Shipping 

Act
• Alleges refusals to deal and refusals to perform service 

contracts in East Asia trades
• COSCO has settled.
• MSC has moved to dismiss for failure to state a claim.

© 2022 Grove, Jaskiewicz, and Cobert LLP18
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Current State of Supply Chain Crisis

© 2021  /  Confidential  /  Slide  2

• Port congestion across the country continues to remain high

o Down somewhat from peak levels in the beginning of January

• Following slides show the number of vessels waiting/approaching 
various US ports as of February 2, 2022

o Data is from IHS Markit’s Maritime Intelligence Risk Suite product



US West Coast congestion can be measured by the count of 
anchored/drifting/berthed laden ships destined for declared 
destination ports
Filtering for containerships with speeds 0-2 knots shows 89 waiting vessels, with most destined for LA/LB port complex. The immense 
traffic volume has caused a sprawling-out pattern well beyond the formal anchorage zones as vessels wait their turn to berth.

*Data as of Feb 1st 2022 – IHS Markit: Maritime & Trade



US Gulf Coast congestion similarly concentrated for Houston, although 
on a much smaller scale, and confined in a traditional pattern in the 
established anchorage
Analyzing last ports of call shows few arriving from the Far East, despite Houston’s public efforts to attract these vessels to avoid LA/LB 
congestion. Using Houston as an alternative involves a longer voyage and Panama Canal transit.



US East Coast congestion mostly concentrated in Charleston and 
Norfolk now, although other ports like Savannah were similarly 
congested a few weeks ago.
Total waiting along the entire Eastern Seaboard still less than those waiting for the LA/LB complex alone.



Addressing the Supply Chain Crisis

• Continuing supply chain issues

o Port congestion

o Chassis shortages

o Driver shortages

• Notable increase in 2021 of regulatory actions to address a range 
of issues impacting the supply chain

• Departure from the deregulatory environment of the last 
administration

• Conflicting views on what solutions should take priority and how 
to remedy these issues given the complexity of the supply chain

© 2022  /  Confidential  /  Slide  6



White House Initiatives

© 2022  /  Confidential  /  Slide  7

 Executive Order 14017

o 100-day reviews of U.S. supply chain vulnerabilities 

o “Whole-of-government approach to assessing vulnerabilities in, and 
strengthening the resilience of, critical supply chains.”

o Final report, published on June 8, 2021, outlined means to address 
vulnerabilities for critical  product supply chains:

 supporting domestic production, 

 securing end-to-end domestic supply chains, 

 investing in sustainable domestic and international productions, 

 partnering with industry allies, etc.

 Supply Chain Task Force – Commerce, Transportation, and 
Agriculture



White House Initiatives (cont’d)

© 2022  /  Confidential  /  Slide  8

• Creation of the Port Envoy Position

• Outreach to stakeholders to identify potential issues and remedies  

o November 29, 2021 roundtable with leading retailers on overcoming supply chain 
challenges and meeting holiday consumer demands

• Truck Action Plan



Legislative Initiatives – Funding Infrastructure and 
Reforming Laws to Match Current Climates

© 2022  /  Confidential  /  Slide  9

• Bipartisan Infrastructure Investment and Jobs Act

o Signed into law on November 15, 2021

o $450 million in annual funding for the Port Infrastructure Development Program 
to improve port facilities.

• Ocean Shipping Reform Act of 2021

o Passed by House on December 8, 2021

o Legislation would provide FMC with new, expanded authorities by introducing 
a set of new prohibited acts 

o Senate companion bill is likely to be introduced at any time

o Draft discussion bill is not as aggressive as the House-passed version



Other Regulatory Developments – Understanding Causes 
for Supply Chain Disruption and Best Practices

© 2022  /  Confidential  /  Slide  10

• Federal Maritime Commission

o Maritime Transportation Data Initiative

o VOCC Audit Program

o Advanced Notice of Proposed Rulemaking – Detention and Demurrage

o Efforts to Improve Container Returns

o Policy Statements on Complaints Process

o Outreach to Industry



Other Regulatory Developments – Understanding Causes 
for Supply Chain Disruption and Best Practices (cont’d)

© 2022  /  Confidential  /  Slide  11

• Federal Trade Commission

o FTC Act Section 6(b) study on supply chain disruptions

o 9 large retailers, wholesalers, and consumer goods suppliers ordered to provide 
detailed information on the causes behind ongoing supply chain disruptions and the 
impact on consumers and U.S. competitiveness

• DOT and USDA

o Letter to ocean carriers – equal treatment to imports and exports



Case Study – West Coast Port Congestion

© 2022  /  Confidential  /  Slide  12

In October 2021, the number of container ships waiting to berth at the Ports of Los Angeles and 
Long Beach reached a record high. The port congestion drew concerns from the public as the 
holiday season approached. The White House coordinated with stakeholders to alleviate port 
congestion.

1. The Ports of Los Angeles and Long Beach expanded to 24/7 operations.

2. The International Longshore and Warehouse Union’s members worked extra shifts.

3. Companies such as Walmart, UPS, and more committed to expanding hours to move more cargo 
off the docks.

Further, the Ports of Los Angeles and Long Beach announced a new container dwelling fee.

 Assessment date deferred multiple times



Further Actions

© 2022  /  Confidential  /  Slide  13

• Near-Term

o Flexibility in port grants

o Creating pop-up container yards in Georgia and North Carolina to alleviate congestion at the 
Port of Savannah

• Long-Term

o Modernize ports and marine highways

o Port infrastructure grants

o Additional freight investments

 DOT to create guidance on how States may use grants and loans and best practices for freight 
planning purposes

o Establishing new data standards for goods movement



Looking to the Future of Supply Chain Regulatory 
Actions

© 2022  /  Confidential  /  Slide  14

• Effectiveness of various new measures?

• Enforcement?

• Supply chain issues require coordination, resources, 

and time 

o Continued effort on long-term changes if near-term relief is 
seen?



Elizabeth Lowe

eklowe@Venable.com
202.344.4213

Questions?
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