
Insurance Coverage for Fraudulent Email

Schemes: Strategies From Insured 

and Insurer Perspectives
Recent Developments After American Tool and Medidata Solutions

Today’s faculty features:

1pm Eastern    |    12pm Central   |   11am Mountain    |    10am Pacific

The audio portion of the conference may be accessed via the telephone or by using your computer's 

speakers. Please refer to the instructions emailed to registrants for additional information.  If you 

have any questions, please contact Customer Service at 1-800-926-7926 ext. 1.

WEDNESDAY, JULY 10, 2019

Presenting a live 90-minute webinar with interactive Q&A

Laura J. Grabouski, Partner, Tully Rinckey, Austin, TX

Ken D. Kronstadt, Attorney, Venable, Los Angeles



Tips for Optimal Quality

Sound Quality

If you are listening via your computer speakers, please note that the quality 

of your sound will vary depending on the speed and quality of your internet 

connection.

If the sound quality is not satisfactory, you may listen via the phone: dial 

1-866-927-5568 and enter your PIN when prompted. Otherwise, please 

send us a chat or e-mail sound@straffordpub.com immediately so we can address 

the problem.

If you dialed in and have any difficulties during the call, press *0 for assistance.

Viewing Quality

To maximize your screen, press the F11 key on your keyboard. To exit full screen, 

press the F11 key again.
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Continuing Education Credits

In order for us to process your continuing education credit, you must confirm your 

participation in this webinar by completing and submitting the Attendance 

Affirmation/Evaluation after the webinar. 

A link to the Attendance Affirmation/Evaluation will be in the thank you email 

that you will receive immediately following the program.

For additional information about continuing education, call us at 1-800-926-7926 

ext. 2.
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Program Materials

If you have not printed the conference materials for this program, please 

complete the following steps:

• Click on the ^ symbol next to “Conference Materials” in the middle of the left-

hand column on your screen.  

• Click on the tab labeled “Handouts” that appears, and there you will see a 

PDF of the slides for today's program.  

• Double click on the PDF and a separate page will open.  

• Print the slides by clicking on the printer icon.
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What is social engineering 
fraud (“SEF”)?

• Refers broadly to scams used by 
criminals to deceive victims into giving 
out confidential information or funds

• Often accomplished by deceiving a 
company employee into sending money 
or confidential information based on 
fraudulent information provided to the 
employee in a written or verbal 
communication such as an email, fax, 
letter or phone call  
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▪ Phishing: using fraudulent emails or 
texts, or copycat websites to get someone to 
share valuable personal information such 
as account numbers, Social Security 
numbers or passwords

▪ Spear phishing: a targeted form of 
phishing in which fraudulent emails target 
specific organizations or individuals to gain 
access to confidential information

▪ Vishing: the practice of eliciting 
information or attempting to influence 
action via the telephone  

SEF comes in many forms
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▪ Pretexting: another targeted form of fraud where fraudsters create a scenario to trick a targeted 
victim into sharing personal information such as account number or password

▪ Baiting: offering an enticing object (e.g., free music/movie downloads) to trick targeted victims into 
surrendering login credentials, or leaving an infected storage device to be picked up and plugged into 
a computer

▪ CEO/Manager fraud: fraudsters gather publicly available information to find out details about 
key executives, then impersonate one such executive to coerce employees into transferring funds to a 
designated bank account or transferring data, often through business email compromise (BEC)

SEF comes in many forms 
(Cont’d)
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Consequences of SEF

• In 2017, SEF accounted for 9% of all reported data breach incidents

• In 2018, the FBI’s Internet Crime Complaint Center (IC3) estimated that 
business lost over $1.2 billion to BEC 

• Trend Micro recorded a 46% increase from Q1-Q3 of 2017 to Q1-Q3 of 
2018

Sources: Beazley, Trend Micro
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Consequences of SEF (Cont’d)

• SEF is employed not just to steal money, but also to steal 
data/information.

• $148 average cost per stolen record in 2016.

Sources: Ponemon Institute 2018 Cost of Data Breach Study

9



Apache Corp. v. Great Am. Ins. Co., No. 15-20499, 662 F. App’x 
252, 2016 U.S. LEXIS 18748 (5th Cir. 2016) (applying Tex. law)

❑ Scheme involved email but started with a phone call from a 
purported vendor, Petrofac, requesting an account change.

❑Apache instructed the “vendor” that a change request would 
not be honored without a formal request on letterhead.  The 
imposter created a fake domain similar to the real domain 
name and sent an email confirming the change; an attached 
letter on Petrofac letterhead referenced both the old and new 
account numbers with instructions to use the new account. 

Early Decisions
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Policy’s "Computer Fraud" provision stated:

We will pay for loss of, and loss from damage to,

money, securities and other property resulting

directly from the use of any computer to

fraudulently cause a transfer of that property from

inside the premises or banking premises:

a. to a person (other than a messenger) outside

those premises; or

b. to a place outside those premises.

Apache Corp.
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❑Although Apache a victim of “criminal fraud”, loss caused by “flawed 
follow up investigation.” 

❑ Decision predated more recent decisions construing “computer 
fraud” provisions in non-hacking email fraud schemes.

❑ According to the Court, the email was merely an incidental part of 
the scheme.

❑ Court’s concern was if interpreting computer-fraud provision 
expansively in any case where an email communication was part of a 
fraudulent scheme, it would convert the computer-fraud provision to 
one for “general fraud.”  Id. at *17 

Apache Corp.
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❑ Pestmaster Services, Inc. v. Travelers Casualty & 
Surety Co. of America, 656 F. App’x. 332, 333 (9th 
Cir. 2016)

❑ Authorized payroll vendor who had been granted access to 
the insured’s bank account diverted funds intended for tax 
liabilities. 

❑ Gist: “Computer fraud” requires more than mere fact that a 
computer was involved in a fraudulent transaction. 

Pestmaster
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❑ American Tooling Ctr., Inc. v. Travelers Cas. & Sur. 
Co., No. 17-2014, 2018 F. App’x 0138P, 2018 U.S. 
App. LEXIS 19208 (6th Cir. July 13, 2018) (applying 
Mich. law)

❑ ATC subcontracted certain work to Chinese vendor 
who invoiced via email.

❑ Scheme began when email from ATC’s Treasurer 
intercepted by unknown third party.

Recent Decisions, to the 
Contrary
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❑ Third party impersonated vendor in fake emails, 
requesting wire transfers.

❑ Erroneous payments by ATC to fraudster totaled 
$834,000.

❑ ATC made a claim under its business insurance policy 
subpart for computer crime, which included 
“computer fraud.” 

❑ District court ruled for Travelers; 6th Circuit reversed 
holding that ATC suffered a “direct loss” “directly 
caused” by “computer fraud” as required by the policy.  
Id. at *5.

ATC 
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❑ Direct loss:

• Imagine Alex owes Blair five dollars. Alex reaches into
her purse and pulls out a five-dollar bills. As she is
about to hand Blair the money, Casey runs by and
snatches the bill from Alex’s fingers. Travelers’ theory
would have us say that Casey caused no direct loss to
Alex because Alex owed that money to Blair and was
preparing to hand him the five-dollar bill. This
interpretation defies common sense.

Id. at *10.

ATC 
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❑ Computer or human error?

Distinguishing Pestmaster, where “everything that occurred 
using the computer was legitimate and the fraudulent conduct 
occurred without the use of a computer. . .  In contrast, here the 
impersonator sent ATC fraudulent emails using a computer and 
these emails fraudulently caused ATC to transfer the money to 
the impersonator.”  Id. at *12. 

❑ Policy did not state that the computer had to “cause any 
computer to do anything,” and Court declined to impose 
unstated limitation that would require hacking and similar 
behaviors.  Id. at *13. 

❑ “Point of no return” (directly caused).

ATC 
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Medidata Solutions, Inc. v. Fed. Ins. Co., 729 
Fed. App’x 117 (2d Cir. 2018)

• Computer Fraud Coverage provision, which protected against the “direct loss of Money, 
Securities or Property sustained by an Organization resulting from Computer Fraud 
committed by a Third Party.”

• “Computer Fraud”: unlawful taking of the fraudulently induced transfer of Money, 
Securities or Property resulting from a Computer Violation.

• “Computer Violation”: the fraudulent (a) entry of Data into a Computer System; and (b) 
change to Data elements or program logic of a Computer System.

• “Computer System”: computer and all input, output, processing, storage, off-line media 
library and communication facilities connected to such computer.

• Funds Transfer Fraud Coverage provision, which protected against “direct loss of Money or 
Securities sustained by an Organization resulting from Funds Transfer Fraud committed by a 
Third Party.” 
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Coverage Under Crime Policies Going 
Forward (circa March 2018)
• A slight variance in policy language can drastically affect coverage.  Compare Apache (loss 

“resulting directly from” computer fraud) with Medidata (“direct” loss resulting from) [This is 
always the case.]

• Most courts have held that where coverage depends on loss being “directly” caused by 
computer fraud, intervening steps/events between the fraud and the loss may negate coverage.  
[Most?]

• As of now, no cases have relied on Medidata’s holding to find coverage and two cases have 
declined to follow Medidata (including American Tooling).  [Medidata affirmed by 2nd Circuit 
July 6, 2018; American Tooling reversed and remanded July 21, 2018.]

• Remember that Principle Solutions found coverage, but it relied in part on the trial court’s 
ruling in Apache which was later reversed.  [Less relevant in light of Medidata and American 
Tooling]  

• Some insurers have begun to offer endorsements specifically providing coverage for SEF 
claims.

• Sublimits

• May not cover all SEF risks

• May be subject to additional exclusions
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Coverage Under Crime Policies Going 
Forward (Cont’d)
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Coverage Under Crime Policies Going 
Forward (Cont’d)
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Coverage Under Crime Policies Going 
Forward (Cont’d)
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Coverage Under Crime Policies Going 
Forward (Cont’d)
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Coverage Under Crime Policies Going 
Forward (Cont’d)
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❑ Compare coverage under Cyber Policies

❑ Combining first party & liability coverage

❑ Designed to offer more comprehensive coverage

Strategies/Practical 
Considerations 
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❑ Limited litigation to date

❑ What has been litigated? 

❑ E.g., breach of contract exclusion in data breach 
case involving payment card industry (PCI) 
assessments.  See P.F. Chang’s China Bistro, Inc. v.  
Fed. Ins. Co., 2016 U.S. Dist. LEXIS 70749, 2016 WL 
3055111 (D. AZ 2016). 

Cyber Coverage Litigation
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❑ See also Spec's Family Partners, Ltd. v. Hanover Ins. 
Co., 739 Fed. Appx. 233 (5th Cir. 2018) (PCI charges 
under D& O Coverage).

❑ Cyber policies offered today may provide coverage for 
PCI assessments/penalties.

❑ Plus other coverages, e.g., email fraud, subject to 
sublimit.

Limited litigation, forms 
changing
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❑ Marketplace is dynamic and competitive.

❑ As threats and coverage needs changing, insurers are 
responding.

❑ Examples of offerings.

Coverage is swiftly evolving
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❑ The specific type of policy at issue is significant.

❑ See, e.g., Travelers Prop. Cas. Co. of Am. v. Fed. 
Recovery Servs., 103 F. Supp. 3d 1297, 2015 U.S. Dist. 
LEXIS 62185 (D. Ut. 2015)

❑ “Cyber liability coverage forms” provided errors & 
omissions liability coverage. Insured, an electronic 
data processor, allegedly intentionally refused to 
return customers’ billing information.  Held: no error, 
omission or negligent act that would trigger duty to 
defend.

Is the policy a true cyber policy?
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Protecting Against SEF

• On an individual level, remain vigilant and take time to consider any 
messages you did not expect:

• Whenever possible, call old contacts or numbers to verify new information  

• Don’t open attachments or links from, reply or send money to, or provide financial or 
personal identifying information to unknown senders or callers
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Protecting Against SEF (Cont’d)
• On a corporate level:

• Work with professionals to design and disseminate a policy regarding best 
practices and procedures, then follow it  

• Provide periodic training, and particularized training for key personnel (e.g., 
employees who often interact with those outside the company or who have 
escalated rights), with periodic training refreshing

• Consider visible external email notifications

• Conduct periodic intrusion tests to identify vulnerabilities

• Keep software up to date

• Always verify any requested changes by contacting the company directly, using 
previously known contact information, and document the steps taken to verify

• Require that multiple people approve financial transactions

• Have a point of contact at your bank who is familiar with your company’s transfer 
destinations who can detect any suspicious requests
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