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Non-Competes and Trade Secrets in 

American Business 

• The Department of Treasury has 

reported that 37% of all U.S. employee 

have a non-compete agreement or have 

had one in the past.  

• $5 Trillion = Value of Trade Secrets to 

American Business 

• $160 - $480 Billion = Cost of Trade 

Secret Theft  

– 79% in finance, marketing, and sales 

– 56% of perpetrators did not believe 

they did anything criminal 
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Hiring A Competitor’s Employees 

• Best practices for employers 

during the hiring process and 

employment relationship. 

• Defending claims brought by 

the competitor. 
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Risks of Hiring a Competitor’s Employees 

• Non-compete agreements 

• Non-solicitation agreements 

• Non-disclosure agreements 

• Trade secrets 

• Duties of loyalty 
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Non-Compete Agreements 

• Prevent employee from working for a competitor performing 
certain job functions. 

• Illegal in some states, restricted in others. 

– California generally outlaws under Cal. Bus. & Prof. Code 
16600. 

– Colorado permits only for management or to protect trade 
secrets under Colo. Rev. Stat. section 8-2-113. 

• Scope generally must be limited in time, place, and manner of 
activities. 

• Some states prohibit enforcement if an employee is terminated.   

– Post v. Merrill Lynch, Pierce, Fenner & Smith, 397 N.E. 2d 
358 (N.Y. 1979) (restrictive covenant per se unenforceable in 
the case of an employee terminated without cause). 
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Non-Solicitation Agreements 

• Prevent employee from contacting 

customers or employees for a 

period of time. 

• Some states draw distinctions 

between “active” and “passive” 

solicitation. 

– Atmel Corp. v. Vitesse 

Semiconductor Corp., 30 P.3d 

789, 794 (Colo. App. 2001).  

– Phoenix Capital, Inc. v. Dowell, 

176 P.3d 835, 844 (Colo. App. 

2007).   
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Non-Disclosure Agreements 

• Protect information and 

documents from the prior 

employer, including electronic 

information in emails and contact 

lists. 

• Often separately require return of 

information. 

• Protect confidential, proprietary, 

and trade secret information. 
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Trade Secrets 

• Protect the past employer from use, disclosure, or reliance 

upon its information and documents. 

– Uniform Trade Secrets Act (Colo. Rev. Stat. § 7-74-101 

et seq.; Del. Code Title 6, § 2001 et seq.) 

– Defend Trade Secrets Act (18 U.S.C. § 1836 et seq.) 

• More than just the “secret formula for Coke.” 

• Does not require use or commercial implementation of the 

information. 
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Duties of Loyalty 

• Requires employees to remain 

loyal to employers during the term 

of employment 

– Includes post-employment 

activities for high-level 

employees based on 

information or opportunities 

learned during employment 

– Includes a duty of 

confidentiality in some states 

like California 
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Trigger Points When Hiring a Competitor’s 

Employees 

• Competitiveness of positions 

• Contractual limitations 

• State law  

• Relationship with competitor 
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Competitiveness of Positions 

• Confidential information in past 

job 

• Criticality of candidate to key 

customer relationships 

• Amount of investment in 

candidate by past employer (e.g., 

training, signing bonuses, equity 

grants, stock options) 

• Modification of job responsibilities 
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Contractual Limitations 

• Candidate must check all possible agreements 

– Employment agreements; 

– Codes of conduct, employee handbooks, and the like; 

– Severance agreements; 

– Retention agreements;  

– Purchase and sale agreements; and 

– Incentive compensation plans like deferred 

compensation plans or stock related agreements. 
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State (and Federal) Law 

• Blue pencil 

• Inevitable disclosure 

• Statutes 

• Anti-poach agreements 
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Relationship with Competitor 

• Repeated hiring from the same competitor. 

• Repeated hiring from the same department, division, or 

location of a competitor. 

• Hiring that follows a large customer movement. 

• Hiring of a high-profile individual;  

• A hiring decision that is likely to impact a sensitive product, 

marketing, or business initiative of the competitor; or 

• A litigious competitor. 
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Best Practices When Considering Hiring a 

Competitor’s Employee 

• Advertise widely and interview 

multiple candidates. 

• Analyze the similarity of positions 

and potential for inevitable 

disclosure. 

• Analyze the value of information to 

which candidate may have been 

exposed. 

• Analyze the restrictions and risks in 

contracts. 
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Best Practices When Considering Hiring a 

Competitor’s Employee 

• Keep the candidate responsible for obligations to the past 
employer. 

– Encourage candidate to seek his or her own legal 
advice. 

– Avoid providing any advice about obligations or 
enforceability. 

– Make offer contingent on understanding that candidate 
legally permitted to perform job and has taken 
reasonable precautions before leaving. 

– Consider verification agreement that employee certifies 
he or she is under no restriction, has no information, and 
will not use or disclose any information without 
permission from the prior employer. 
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Best Practices During the Interview Process 

• Instruct interviewers to question about skills, not business or people 
that could be moved 

– Evidence that the hiring company made it clear during initial 
interviews with the candidate that it did not want any confidential 
information can be relied upon by a court as evidence of the 
absence of any genuine threat of misappropriation.  See FMC Corp. 
v. Cyprus Foote Mineral Co., 899 F. Supp. 1477, 1480–81 
(W.D.N.C. 1995).  

• Instruct candidate on cautionary steps 

– Don’t schedule meetings or interviews during working hours with 
current employer. 

– Don’t ask to disclose any information about the current job that 
could be confidential or trade secret (i.e., current accounts, things 
he or she is working on) 

– Advise not to take or send any materials from current employer. 

– Stress need to keep performing current job to the best of his or her 
ability. 
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Best Practices When Making Offers 

• Make offer contingent on the ability to perform within the confines of 
any agreement, and consider indemnification. 

• Word the offer around any contractual restrictions. 

• Instruct the candidate to promptly notify the current employer and 
disclose fully the new position and the new employer.  

• Instruct the candidate to return all information or seek permission for 
anything that is not returned (i.e., things the candidate believes are 
personal property). 

• Instruct the candidate to cooperate with requests of the current 
employer to access information. 

• Instruct the candidate to cooperate in transferring responsibilities and 
information to successor. 

• Instruct the candidate to coordinate announcements with employer and 
your company 

• Stress the need for independent legal advice on any contractual 
restrictions. 

 



© Littler Presentation | 2018 Proprietary and Confidential 23 

Best Practices When the Employee Starts 

Work 

• Keep the dialogue open with the past employer and consider possible 
job modifications. 

– Consider asking the past employer to waive any contractual 
restrictions. 

• Control announcements about the new employee’s transition. 

• Have a plan for inquiries by customers and other employees of the 
competitor. 

– Tell the new employee to direct others to HR and not describe job 
opportunities or offer to provide any reference. 

• Tell the new employee to work with the competitor while still employed 
by it when new inquiries arise. 

– If restricted, tell employee not to reach out unless contacted directly. 

– If not restricted, stress need to find contact information from public 
source and NOT any information developed at past employer. 
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Best Practices to Avoid Allegations of 

Misappropriation 

• Screen what the new employee brings to workplace. 

– Instruct the employee not to bring anything from the past 
employer, and not to connect any devices without your 
review. 

– Have a screening protocol from IT about anything 
plugged in to the new computer (even if personal). 

– Consider reviewing personal devices used for your 
business (i.e., iPhone or personal laptop). 

– For period after hire, 60 or 90 days, have IT periodically 
check the new employee’s computer to ensure no 
unauthorized downloading. 

– Have management or HR check in and ensure no 
pressure to violate. 
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Best Practices: An Ounce of Prevention 

• Waiver from the past employer? 

• Can you contact the past employer? 

• Seek declaratory judgment on enforceability? 
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Preempting and Defending Claims 

• Declaratory judgment actions 

• Most common claims against 

former employees and new 

employers 

• Defenses to the most common 

claims 
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Claims Against Former Employees 

• Breach of Contract 

• Breach of the Duty of Good Faith and Fair Dealing 

• Breach of the Duty of Loyalty 

• Fraud (and related claims for non-disclosure or concealment) 

• Negligent Misrepresentation 

• Misappropriation of Trade Secrets   

• Conversion or Civil Theft 

• Violation of the Computer Fraud and Abuse Act (18 U.S.C. § 
1030) 

• Replevin 

• Intentional Interference with Contract or Prospective Business 
Advantage 

• Civil Conspiracy or RICO Violations 

• Unjust Enrichment  
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Claims Against the New Employer 

• Misappropriation of Trade 

Secrets 

• Intentional Interference with 

Contracts or Prospective 

Business Advantage 

• Aiding and Abetting 

• Civil Conspiracy 

• Negligent Hiring 

• Negligent Supervision 

• Vicarious Liability 

• Unjust Enrichment  
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Defenses to Contract-Based Claims 

• Breach of Contract 

– Unenforceable restraint of trade 

– Overly broad in scope 

– Lack of consideration 

– Preemption by Uniform Trade Secrets Act 

– Unconscionability 

– Choice of law concerns 

• Breach of the Duty of Good Faith and Fair Dealing 

– Lack of any underlying contract 

– Lack of any outstanding performance obligations 

 



© Littler Presentation | 2018 Proprietary and Confidential 30 

Defenses to Trade Secrets Claims 

• Misappropriation of Trade Secrets 

– Lack of secrecy or public knowledge 

– Lack of adequate protection 

– Lack of any improper conduct 
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Defenses to Loyalty Claims 

• Duty of loyalty 

– No breach in “preparing to compete” 

– Conduct after duty expired 
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Defenses to Theft-Based Claims 

• Conversion & Civil Theft 

– Lack of use 

– Preemption by Uniform Trade Secrets Act 

– Lack of intent 

– No deprivation of ongoing use 
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Defenses to Interference Claims 

• Intentional Interference with Contract 

– Lack of intent 

– Lack of a valid contract 

– Lack of any improper conduct 

• Intentional Interference with Prospective Business 

Advantage 

– Lack of intent 

– Lack of any improper conduct 

– Lack of viable prospect (i.e., lack of sufficiently concrete 

expectancy of relationship) 

– Contract rendering prospect moot 
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Defenses to Claims Involving Alleged 

Dishonesty 

• Fraud 

– Truth 

– Lack of intent to deceive 

– Lack of damages 

• Non-disclosure or concealment 

– Fraud defenses plus lack of duty to disclose 

• Negligent Misrepresentation 

– In states that recognize, lack of duty to disclose or lack 

of business relationship  
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Defenses to CFAA Claims 

• No unauthorized access 

• Lack of intent 

• Lack of destruction or 

damage 

• Lack of jurisdiction because 

no damages above 

$5,000.00 in one year under 

18 U.S.C. 1030(a)(4) 
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Defenses to Conspiracy Claims 

• Civil Conspiracy 

– Lack of separate actors to conspire 

– Lack of intent to conspire 

– Lack of any predicate act 

• Civil RICO 

– Lack of an “enterprise” under 18 U.S.C. 1961(4) and 1962 

– Lack of separate “persons” under 18 U.S.C. 1961(3) and 
1962 

– Lack of any predicate act under 18 U.S.C. 1961(1) and 1962 
for “racketeering activity” 

– Lack of a “pattern” of “racketeering activity” under 18 U.S.C. 
1961(5) and 1962 

–  Lack of any interstate activity 
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Defenses to Derivative Claims 

• Aiding and Abetting 

– Lack of knowledge 

– Lack of intent 

– Lack of underlying violation 

• Vicarious Liability 

– Outside the scope of employment 

– In some states, lack of knowledge or knowledge the 

employer should have had 
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Defenses to Unjust Enrichment 

• Contract covering the same subject matter 

• Lack of improper conduct 

• Lack of damages or “enrichment” 
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Counterclaims 

• Commercial Disparagement of Company 

• Defamation of Individuals 

• Intentional Interference with Contract or Prospective 
Business Advantage 

• Abuse of Process 

• Antitrust Violations 

• Fraud 

• Any employment claims the employee may have against 
the past employer (i.e., unpaid wages, discrimination, or 
unfair labor practices under Section 7 of the NLRA) 

• Interference with lawful off-duty activities in states 
protecting such conduct 
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Early Resolution and Settlement 

• Voluntary Return and Engagement of 

Forensic Consultant 

• No-Hire Provision (and Antitrust 

Implications) 

• Benching period 



Questions 

This information provided by Littler is not a substitute for experienced legal counsel and does not provide legal advice or attempt to address the numerous factual issues 

that inevitably arise in any employment-related dispute. Although this information attempts to cover some major recent developments, it is not all-inclusive, and the 

current status of any decision or principle of law should be verified by counsel. 
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Thank You 

This information provided by Littler is not a substitute for experienced legal counsel and does not provide legal advice or attempt to address the numerous factual issues 

that inevitably arise in any employment-related dispute. Although this information attempts to cover some major recent developments, it is not all-inclusive, and the 

current status of any decision or principle of law should be verified by counsel. 
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