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Overview

• HIPAA basics and the right of access

• OCR right of access enforcement

• Common scenarios in which liability may arise

• Intersection with the interoperability rule

• Applicable state law

• Record retention

• Best practices
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HIPAA Basics
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HIPAA Overview

U.S. Department of Health and Human Services, Office for Civil Rights (OCR)

• Health Insurance Portability and Accountability Act of 1996 and Health Information Technology for Economic and 

Clinical Health Act of 2009 (together with their implementing rules, “HIPAA”)

• HIPAA creates a patchwork of policies addressing privacy, security, and breach notification, among other issues 

HIPAA is no longer new—so regulators expect compliance

• Implemented through rules generally taking effect in 2003 (privacy), 2005 (security), 2009 (breach notification), and 

2013 (omnibus)

The very first civil monetary penalty assessed by OCR was based on an access violation

• In February 2011, OCR imposed a $4.3 million penalty against Cignet Health based upon Cignet’s failure to provide 

access to the medical records of 41 patients and insufficient cooperation with OCR’s investigation

Enforcement has continued during the pandemic—and has focused on compliance with access requirements

8



Who Must Contend with HIPAA?

Covered Entities

• HIPAA applies to Covered Entities (CE)—health plans, certain health care providers, and health care clearinghouses

Business Associates

• HIPAA Business Associates (BA) provide services, for or on behalf of covered entities, which involve HIPAA-protected 

information

• Must enter into a “Business Associate Agreement” and comply directly with much of HIPAA

• Business associates may only use HIPAA-protected health information for the purposes for which it was disclosed to 

the business associate and otherwise in accordance with the terms of the agreement and applicable law

Both covered entities and business associates have obligations relating to HIPAA access rights
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What information is covered by HIPAA?

HIPAA mandates special protections for “protected health information” (PHI)

PHI generally includes any information (including demographic information), whether oral or written, that: 

• Is created or received by a health care provider (such as a hospital), health plan, employer, or health care 

clearinghouse;

• Relates to the past, present, or future physical or mental health or condition of an individual; the provision of health care

to an individual; or the past, present, or future payment for the provision of health care to an individual; and

• That identifies the individual, or with respect to which there is a reasonable basis to believe the information can be used 

to identify the individual

The nature and scope of information that is restricted under HIPAA can be very broad, and few exceptions apply.  

HIPAA access rights apply to a subset of PHI called the Designated Record Set.
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HIPAA Privacy Rule

The HIPAA Privacy Rule governs collection, use, and disclosure of PHI

General edict:

• A covered entity may not use or disclose PHI without authorization, unless that use or disclosure is otherwise permitted 

or required by HIPAA

Required uses and disclosures include:

• To an individual (or personal representative – “PR”) exercising his or her individual rights of access, 

amendment, or accounting

• To HHS for compliance 

Permitted uses and disclosures include, within limits:

• For treatment, payment, or health care operations (TPO)

• “Limited data set” pursuant to Data Use Agreement and for research, public health, or health care operations

• Public health purposes

• “Required by law”

• Law enforcement

• Pursuant to legally compliant authorization 
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Designated Record Set 

The HIPAA Privacy Rule defines a Designated Record Set as:

(1) A group of records maintained by or for a covered entity that is:

(i) The medical records and billing records about individuals maintained by or for a covered health care 

provider;

(ii) The enrollment, payment, claims adjudication, and case or medical management record systems 

maintained by or for a health plan; or

(iii) Used, in whole or in part, by or for the covered entity to make decisions about individuals.

(2) For purposes of this paragraph, the term record means any item, collection, or grouping of information that includes 

protected health information and is maintained, collected, used, or disseminated by or for a covered entity.
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HIPAA Security Rule

Core goals of the HIPAA Security Rule

• Ensure the confidentiality, integrity, and availability of electronic PHI (ePHI) created, received, maintained, or 

transmitted by covered entities and business associates

• Protect against reasonably anticipated threats and hazards to the security or integrity of ePHI

• Protect against reasonably anticipated HIPAA Privacy Rule violations

Basic foundation for compliance

• Assessment and management of risk

• Reasonable and appropriate written policies and procedures 

• Development and implementation of administrative, physical, and technical safeguards 

HIPAA standards and implementation specifications 

• Addressable (A) versus Required (R)

• Not a one-size-fits-all approach

Maintenance required

Organizational requirements

• Business Associate Agreements
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HIPAA Breach Notification Rule

HIPAA Breach Notification Rule has been in effect since 2009, was modified in 2013, and may 

apply atop U.S. state breach notification laws

A “breach” is the unauthorized acquisition, access, use, or disclosure of unsecured PHI in a manner not 

permitted by the HIPAA Privacy Rule which compromises the security or privacy of that information, subject to 

limited exceptions

• Risk assessment involving four-factor test to determine if there is a low probability that the PHI has been compromised:

– Nature of the PHI

– Entity receiving the PHI 

– Whether the PHI was actually acquired or viewed

– Extent to which risk to the PHI has been mitigated

Covered entities are responsible for ensuring the issuance of:

• Reports to individuals whose PHI was subject to a breach in a timely manner, and at the least no more than 60 days 

after the discovery of the breach

• Reports to HHS within 60 days if the breach affected more than 500 individuals, or annually if the breach affected 500 or 

fewer individuals

• Reports to the media within 60 days of discovering a breach if a breach affected more than 500 individuals in any one 

state or jurisdiction
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HIPAA’s Right of Access
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What is the Privacy Rule Access Requirement?

• HIPAA Privacy Rule requires that a covered entity afford a patient, or the patient’s PR, access to inspect or 

obtain a copy of the patient’s PHI

– Fundamental patient right under HIPAA

– Information contained in designated record set 

– Paper or electronic

• Limited exceptions

− Psychotherapy notes

− Information compiled in anticipation of litigation

• Covered entities may deny access requests under certain circumstances

− Certain research scenarios

− If reasonably likely to endanger the life or safety of the requesting individual or another person
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What is the Privacy Rule Access Requirement? (cont’d)

Access Timing

• Must act on access request no later than 30 days after receipt 

• If not able to provide/deny access within 30 days:

− may extend its response time for up to 30 days

− must notify the individual of the reasons for the delay and the expected date on which it will act on the request  

Fees

• May charge a reasonable, cost-based fee

• State law may specify precise amounts or place additional limitations on fees

Business Associates

• While the access rule is applicable to the covered entities who create and receive PHI, a covered entity may engage a 

vendor to assist with the provision of access
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Third Party Directive and Ciox Health Decision

Third Party Directive

• Within the individual right of access under HIPAA, individuals are permitted to request access and “direct” their PHI to a 

third party (the “third party directive”)

Ciox Health Decision

• On January 23, 2020, the Federal District Court of the District of Columbia issued the Ciox Health, LLC v. Azar decision

− Invalidated a provision in the 2013 HIPAA Omnibus Rule regarding the format for the transmittal of PHI for third 

party directives

− Declared unlawful OCR’s 2016 guidance, which extended to third parties, such as insurers and law firms, the 

“patient rate” limits on charges for copies of PHI

Ciox Health and the Third Party Directive

• Court found that OCR exceeded its authority in its Omnibus Rule in modifying the HIPAA Privacy Rule to:

– Require providers to deliver an individual’s PHI to third parties under the right of access/third party directive 

regardless as to whether the PHI is contained within an electronic health record (EHR); and

– Obligate providers to make PHI available in the format requested by the individual

• Court also found that OCR could not require covered entities to limit the charges for copies of PHI provided to third 

parties by a patient’s third party directive
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Impact of Ciox
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Changes Pending
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OCR’s Right of Access
Initiative Enforcement
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What is the Initiative?

Announced in 2019, allows OCR to emphasize the right of a 

patient or a patient’s PR to receive medical records in a timely 

manner without being inappropriately charged

• Access is a fundamental patient right under HIPAA

• OCR: past concerns with failure to provide timely access, not 

providing access, or overcharging
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Right of Access Enforcement Summary

Over the past two years, OCR kept its promise to “vigorously enforce” patients’ rights to promptly receive copies 

of their medical records without being overcharged

27 enforcement actions under the Initiative 

• Some of the Right of Access enforcement resulted in relatively minor financial settlements

• Some resulted in financial settlements (or CMPs) at or exceeding $100,000

• CAPs for all of the settlements
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Enforcement by the Numbers

Date Settlement Amount/CMP

September 2019 $85,000

December 2019 $85,000

September 2020 $70,000

October 2020 $160,000

October 2020 $100,000

January 2021 $200,000

February 2021 $75,000

February 2021 $70,000

September 2021 $80,000

November 2021 $100,000

November 2021 $160,000
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Enforcement Trends

Organizations of all types and sizes are struggling with the HIPAA right of access requirement

• Patient access to PHI is one of the compliance issues alleged most frequently in complaints to OCR

• The Initiative’s enforcement actions highlight that challenges complying with the right of access requirement are not 

unique to small providers or certain types of clinical entities

− OCR entered into settlements with a single-clinician practice, an affiliated covered entity (ACE) comprised of 30 

hospitals and additional clinical facilities, and many organizations in between

− Settlements with a nonprofit that provides health care to those living with HIV/AIDS, cosmetic plastic surgery 

practice, many other types of health care providers

When handling access request scenarios that involve partial access denials, covered entities should comply with 

both the requirements for the provision of access and the requirements for denial of access

• HIPAA requires a covered entity to provide all of the requested PHI in response to an access request, unless it has a 

legal basis to deny access to certain information

• Responding to an OCR investigation that it failed to provide a patient with a copy of her medical record, a behavioral 

health practice defended its access denial, responding that the patient’s records contained psychotherapy notes

− While HIPAA does not require a covered entity to provide access to psychotherapy notes, it does require access to 

the remainder of the medical record, and it does require a practice to provide the individual with an explanation of 

the reason for the partial denial
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Enforcement Trends (cont’d)

Many Initiative enforcement actions involved patients requesting their records from the provider more than one 

time

• Covered entities failed to respond to the first request, and some failed to respond to repeated requests

• A few of the enforcement efforts addressed scenarios where a patient complained to OCR more than one time 

regarding the same information request

Entities being investigated by OCR should jump at the chance to resolve a compliance issue through technical 

assistance

• A major theme present in the Initiative’s enforcement actions is that OCR often reached out to the entity and provided 

technical assistance.  In several instances, the entity did not, or did not fully, implement the guidance from OCR

− Following a patient complaint, OCR reached out to a psychiatric practice to provide technical assistance on how to 

comply with the right of access requirement.  The next month, OCR received a second complaint from the patient, 

who had not received her records.  At this point, OCR initiated an investigation, determined that there was a 

potential HIPAA violation, and entered into a settlement with the practice

− In another enforcement action, a practice only responded to OCR’s investigation after multiple forms of outreach to 

the practice over a five-month period

− One practice failed to provide OCR with requested information and was assessed a CMP
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Enforcement Trends (cont’d)

Manner of access is important

• Entities should take care to fulfill an access request in the form and format requested by the patient/personal 

representative, to the extent feasible

– If not readily producible in form/format requested, must provide as a readable hard copy or in another form and 

format agreed upon between the covered entity and individual

– A few enforcement actions highlighted the failure to provide electronic access 

Ensure compliant fees for the provision of access

• HIPAA and many state laws place limits on the fees that may be charged for access to medical records

– In one enforcement action, OCR highlighted that the practice was charging a flat fee for access

– As part of the CAP, the practice is required to revise its policies to provide for a reasonable, cost-based fee
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Enforcement Trends (cont’d)

Avoid placing hurdles on patients requesting access

• Covered entities should make a patient’s ability to request access as simple as possible

• Adding requirements to the access request process may be in violation of HIPAA and may be viewed as information 

blocking

– In one of the recent enforcement actions, in its enforcement summary, OCR cited the practice’s requirement that the 

patient complete an access request form in the practice’s office

– A covered entity is permitted to require that an individual request access in writing (must inform)

– Also permitted to require the use of a specified form

– However, the more burdensome the process, the stronger the likelihood that it will be deemed to be 

noncompliant
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Common Scenarios in Which 
Liability May Arise
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Requests from Non-Patients

Covered entities should take special care when analyzing access requests from personal representatives

• Many of the Initiative’s enforcement actions concern access requests from personal representatives, often a parent 

requesting their child’s records 

• Identity verification permitted

– Must be reasonable

– Must not delay access to PHI

• Given the variety of state laws at play governing health care services that a minor may consent to on their own, as well 

as the challenges of sorting through custodial arrangements and whether a person is legally permitted to receive 

information as a minor’s personal representative, HIPAA covered entities need to take care when disclosing records of 

minors

– New York: A parent or legal guardian of a minor may access the minor’s records when the parent or guardian 

consented to the care and treatment described in the record or when the care was provided without consent in an 

emergency resulting from an accidental injury or the unexpected onset of serious illness

– Illinois: A married minor, a pregnant minor, or a minor who is a parent with parental rights over their child may 

consent to their own treatment and must authorize their parent/guardian’s access to the minor’s PHI
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Requests for PHI of Deceased Patients

Covered entities should take special care when analyzing access requests for PHI of deceased patients

• Under HIPAA, a deceased patient’s personal representative has the right to access the patient’s PHI

• An executor, administrator, or other person with authority under state law to act on behalf of the deceased patient or the 

patient’s estate qualifies as a personal representative

• State law is an important consideration with these requests:

– Minnesota: The surviving spouse and parents of a deceased individual all have the same rights as the patient to 

access the patient’s medical records.  An executor or estate administrator also has an access right.

– Texas: Consent for release of medical records must be in writing and signed by a personal representative of the 

deceased patient. An authorized representative will have legal documents, Letters Testamentary (when there is a 

will), Letters of Administration (when no will is found to exist), or an Affidavit of Personal Representative, describing 

his or her authority.
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Ciox Decision

The Privacy Rule’s right of access applies to electronic PHI (ePHI) held in an electronic health record system 

requested by the individual and directed to a third party

• A number of the Initiative’s enforcement actions addressed access requests from individuals directing the covered entity 

to send PHI to a third party, such as the individual’s attorney

• HIPAA, as limited by the decision in Ciox Health, LLC v. Azar, requires that, if the individual directs a covered entity to 

send a copy of ePHI directly to another person, designated in writing by the individual, the covered entity must provide 

the copy to the individual

• If the information is maintained electronically and if an electronic copy is requested, the PHI must be provided 

electronically, so long as it is readily producible in that format
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Is it access or is it snooping?

Covered entities should review their policies and procedures on access with an eye towards clarifying that 

snooping in patient records is not permissible

• Snooping in patient records is not permitted under HIPAA

– 45 C.F.R. § 164.502(a) provides: “A covered entity or business associate may not use or disclose protected health 

information, except as permitted or required by this subpart or by subpart C of part 160 of this subchapter.”

• In some cases, the line between access and snooping can seem blurred

• Policies and procedures must be followed even when the patient is related to the provider viewing the records

• HHS OCR has been active on this issue

– UCLA Health System entered into a settlement agreement and CAP in 2011 stemming from snooping allegations

– Press release:  “Covered entities need to realize that HIPAA privacy protections are real and OCR vigorously 

enforces those protections. Entities will be held accountable for employees who access protected health 

information to satisfy their own personal curiosity.”
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Intersection with the 
Interoperability and Information 
Blocking Rule
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What is information blocking?

(a) Information blocking means a practice that—

(1) Except as required by law or covered by an exception, is likely to interfere with access, exchange, or use of 

electronic health information; and 

(2) If conducted by a health information technology developer, health information network or health information 

exchange, such developer, network or exchange knows, or should know, that such practice is likely to interfere with, 

access, exchange, or use of EHI; or 

(3) If conducted by a health care provider, such provider knows that such practice is unreasonable and is likely to 

interfere with the access, exchange, or use of EHI

(b) Until October 6, 2022, EHI for purposes of paragraph (a) of this section is limited to the EHI identified by the data 

elements represented in the USCDI standard adopted in § 170.213

45 C.F.R. § 171.103
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What information is in scope?

Electronic Health Information (EHI):  

• EHI includes all individually identifiable health information transmitted or maintained in electronic form that would be 

included in a designated record set under HIPAA, regardless of whether the records are used or maintained by or for a 

covered entity, with certain exceptions

United States Core Data for Interoperability (USCDI):

• Standardized set of health data classes and constituent data elements for nationwide, interoperable health information 

exchange (the data elements that must be included, like health concerns, allergies, immunizations, labs, and care team 

members) 
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Information Blocking Covered “Actors”
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Information Blocking Meets HIPAA

“[W]e do not require the disclosure of EHI in any way that would not already be permitted under the 

HIPAA Privacy Rule (or other Federal or State law). However, if an actor is permitted to provide access, 

exchange, or use of EHI under the HIPAA Privacy Rule (or any other law), then the information blocking 

provision would require that the actor provide that access, exchange, or use of EHI so long as the 

actor is not prohibited from do so (assuming that no exception is available to the actor).”

21st Century Cures Act: Interoperability, Information Blocking, and the ONC Health IT Certification Program, 85 Fed. Reg. 

25,642, 25,811 (May 1, 2020).
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Worlds collide?
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Exceptions

• Preventing Harm Exception

• Privacy Exception

• Security Exception

• Infeasibility Exception

• Health IT Performance Exception

• Content and Manner Exception

• Fees Exception

• Licensing Exception

45 C.F.R. Part 171, Subparts B and C; see also ONC, Information Blocking Exceptions available at

https://www.healthit.gov/cures/sites/default/files/cures/2020-03/InformationBlockingExceptions.pdf 
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Privacy Exception

Privacy Exception: It will not be information blocking if an actor does not fulfill a request to access, 

exchange, or use EHI in order to protect an individual’s privacy, provided certain conditions are met
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Federal Enforcers in the Mix

OIG has primary authority to investigate information blocking claims, but will coordinate with 

other agencies to avoid duplicative penalties
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Deference to OCR 

The information blocking reporting form (https://inquiry.healthit.gov/support/plugins/servlet/desk/portal/6)

instructs those who believe an actor committed a HIPAA Privacy Rule violation to report the incident to 

OCR rather than to ONC
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State Law
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Health Data Specially Protected Under State Law

States have a variety of laws in place to protect certain types of health information

• Typically protects drug/alcohol abuse treatment information, mental health information, and information on genetic 

testing, HIV/AIDS or sexually transmitted diseases

• Illinois: records of therapists (psychiatrists, physicians, psychologists, social workers, nurses, etc.) and agencies that 

provide mental health services shall be confidential and only disclosed as permitted by law

– Permits certain parties (patient, parent, guardian, POA, etc.) access to the information

– Adds additional restrictions on the content of a patient authorization (e.g., does not permit reference to a class of 

persons who may receive the information; requires specification of a specific person or agency)
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State Medical Record Access Requirements 

States also have laws in place that govern access to, or copies of, medical records

• Many of these laws are more stringent than HIPAA

• California

• Any adult, minor authorized by law to consent to treatment, or authorized representative may inspect medical records 

upon written request and payment of reasonable costs 

– A provider must allow physical inspection of the records within five working days after receipt of the written request

– A provide must transmit copies of records within 15 working days after receiving the written request

• Nebraska

– Record requests must be in writing  

– Providers are required to allow patients to inspect their records within 10 days and to provide copies within 30 days
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State Medical Record Fee Requirements 

States also prescribe or limit fees that may be charged for copies of medical records

• Illinois

– May charge persons requesting medical records the reasonable expenses incurred in connection with copying the 

records, not to exceed a set charge for processing the request, as well as the actual postage or shipping cost (if 

applicable)

– May charge a specified copying fee for paper copies, which is higher for copies made from microfiche or microfilm. 

Providers are permitted to charge half of the specified paper copy rates for electronic records, which includes the 

cost of a CD, DVD, or other storage media. 

– May charge the reasonable cost of duplicating “information that cannot routinely be copied or duplicated on a 

standard commercial photocopy machine,” including x-rays or pictures

• New York

– Required to provide access to medical records and copies, if requested, to “qualified persons,” which include the 

patient or the patient’s guardian, the executors and administrators of estates, estate distributes (if the deceased dies 

intestate), and an attorney representing a qualified person who has a POA authorizing the attorney to request 

medical records

– Permitted to charge reasonable fees for inspection and copying, which may not exceed the costs incurred, subject 

to a specified reasonable page charge for paper copies.  Qualified persons may not be denied access solely 

because of inability to pay.  
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Record Retention
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HIPAA and Record Retention

While HIPAA specifies that documentation like HIPAA policies and procedures must be retained for 6 years, 

HIPAA does not mandate that medical records be retained for any particular period of time—state law controls
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Record Retention Requirements

• Provider-specific
• e.g., physician, hospital, pharmacy

• Data-centric
• e.g., immunization records, family 

planning records, STD-related 
records 

• Patient-specific
• e.g., records of sexual assault 

victim, records of minors

State law on 
retention of 

medical 
records may 

include 
requirements 

that are:
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Record Retention Requirements

Other sources of record retention requirements should be considered, such as professional association ethical 

codes.  For example, the AMA Code of Medical Ethics Opinion 3.3.1 provides:
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Best Practices Related to HIPAA 
Right of Access Compliance
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Best Practices

Ensure that you have compliant policies regarding the provision of 

access

• One OCR enforcement action resulted from not only an improper denial 

of access, but also the fact that the clinical practice did not have 

compliant access policies

• Another cited a policy to charge a flat fee for medical record copies, 

regardless of the size of the record request

Provision of access process

• Covered entities should have a clear process in place to respond to 

access requests in a compliant manner

− Identify who receives the requests, who is involved in processing, 

who is involved in analyzing a denial or partial denial

− Clearly identify (internally and externally) who handles patient 

complaints surrounding access
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Best Practices (cont’d)

Training

• Only as compliant as your weakest link

• Training should not be a broad overview of HIPAA; instruct 

workforce on how to comply with access requirement and other 

elements of their duties

• Ensure that you are documenting this training 

• If you have a vendor involved in the provision of access, ensure that 

you conduct proper diligence and training, as necessary

Get ahead of the issue, to the extent possible

• Provision of access issues happen.  Problems start when they are 

not addressed in a timely manner.  

• Put in place a process to bring privacy officer in early 

• If investigated, try to resolve the issue with the patient as soon as 

feasible, and provide OCR with a prompt, detailed response

– Cooperate and communicate how your organization is 

maintaining compliance
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Best Practices (cont’d)

If an access issue is identified, address the issue, but also 

consider state of HIPAA compliance program

• OCR is going to “look under the hood”; investigations triggered by an 

access complaint will not necessarily be limited solely to the conduct 

that gives rise to the complaint

• Steps you can take now, before an issue arises, to confirm proper 

HIPAA compliance:

− Review and update (as necessary) policies

− Ensure that you have an up-to-date security risk analysis 

• Confirm that you can easily provide documentation of compliance 

efforts
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Best Practices (cont’d)

If your organization is the subject of an OCR investigation, cooperate

• Probably the most basic guidance that we can provide!

• Several instances in the enforcement actions of OCR providing an organization with technical assistance as to how to 

comply with the access requirement, how to rectify a patient complaint, and the organization failed to do so

• Tell your story to OCR

• Take advantage of any technical assistance offered by OCR
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Thank You!

Valerie Breslin Montague, CIPP/US

Partner, Health Care Group

Chicago

T: 312.977.4485
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