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Agenda

1. Overview and status of the rulemaking

2. Individual right of access, including identity verification

3. Care coordination and case management—including the minimum necessary 
exception and disclosures to community-based entities that are not health care 
providers

4. Criteria for permissibly using and disclosing PHI – good faith belief, risk of harm 
standard

5. Notice of privacy practices

6. Disclosures for telecommunications relay services, Armed Forces, and other 
changes
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Overview and Status of Rulemaking



4

On your mark …

2018 - HHS launches 

“Regulatory Sprint to 

Coordinated Care.”
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When the boss speaks …
“But current interpretations of a number of federal laws stand in the way of health 
care providers, especially physicians, reaching these kind of sensible, cost saving 
arrangements. That’s why HHS is beginning to [a] comprehensive review of 
regulations that impede the ability of doctors, hospitals, and payers [to] coordinate in 
delivering better care at a lower cost. … Coming up under Eric Hargan, there will be 
the Anti-Kickback statute, HIPAA, and a federal privacy law, 42 C.F.R. part 2. 
Following the requests for information, we will take regulatory action to reform these 
rules. As it happens, current interpretations of the two privacy laws I mentioned are 
not just impeding value-based arrangements in health care, they can get in the way of 
communities and families coming together to combat our country’s crisis of opioid 
addiction, another of President Trump’s issues.”
- Alex Azar, Secretary of HHS, July 26, 2018, remarks to the Heritage Foundation
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Get set …

Dec. 12, 2018:

OCR issues request for 

information.
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OCR Issues Proposed Rule (Jan. 21, 2021)
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OCR Extends Comment Period (Mar. 9, 2021)
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Slow and steady …
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Current Status of Final Rule
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Proposals Related to Individual Access Rights
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Express Right to Take Notes, Videos, and Photos

 The NPRM proposes to specify that individuals may take notes, videos, and photos 
to capture PHI in a designated record set as part of the right to inspect PHI in person

 Covered entities would be permitted to establish some guardrails, 
such as refusing to allow individuals to connect personal devices 
(such as flash drives) to IT systems

 OCR specifically solicited comment on:

 Whether it should impose limitations on this right to prevent workflow 
disruptions

 Whether covered entities should be permitted to provide copies of PHI in 
lieu of in-person inspection when necessary to protect public health and 
safety
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Shorter Timeframe for Providing PHI Access

 The NPRM proposes to shorten the timeframe in which covered entities are required to 
respond to access requests under HIPAA from 30 calendar days to 15 calendar days

 Possibility of one 15-calendar-day extension if the covered entity has a policy for 
prioritizing urgent or other high-priority access requests

 Time spent discussing scope, format, or other access logistics will not extend the 15-
day deadline

 Covered entities still need to comply with any other federal 
or state laws requiring the provision of access in less than 15 days
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Prohibition on Creating Barriers to Access
 Proposal to prohibit imposing “unreasonable measures” on individuals exercising their 

access rights that create barriers or unreasonably delay access

 Examples of unreasonable measures may include:

 Using a request form that solicits extensive information that is not necessary to fulfill the 
request

 Requiring the individual to submit a written request only in paper form, only in person, or only 
through an online portal

 Add an express prohibition on imposing unreasonable identify verification measures on 
an individual seeking to exercise individual rights, such as:

 Requiring individuals to obtain notarization of requests for access
 Requiring individuals to provide proof of identify in person when a more convenient 

method for remote verification is practicable
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• Pre-2009: Privacy Rule did not address individuals directing their right-of-

access copies to third parties.

• 2009: HITECH Act provided patients a right to have e-copy of electronic health 

record (EHR) forwarded to a third party.

• 2013: HIPAA Omnibus Rule utilizes general HIPAA authority to provide 

individuals with a right to have any form of any designated record set 

information forwarded to a third party.

Third Party Directives
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• 2020: Ciox Health v. Azar limits individuals’ right to direct a copy of designated 
record set to third party to e-copy of EHR (consistent with HITECH Act), 
invalidating regulations to the extent they exceed this scope.

• 2021:  Proposed rule would limit third party directives to e-copy of EHR 
information, consistent with HITECH Act and Ciox Health v. Azar.

• If individual requests that a hard copy and/or non-EHR information go to 
a third party, then an authorization would be required.

• While HIPAA does not require disclosure to a third party pursuant to an 
authorization, Information Blocking Rule may do so.

• “HIPAA rate” would not apply. State rate and Information Blocking Rule 
Fee Exception would apply.

Third Party Directives
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The NPRM proposes that an individual has a right to have the covered entity transmit a 

copy of the designated record set information to the individual’s “personal health 

application.”

• Covered entity is required to do so “if a copy is readily producible to or through such 

application.”

• OCR is treating transmission to a personal health application as transmission to the 

individual, rather than to a third party. Accordingly, this extends beyond the EHR.

Personal Health Applications



18

The NPRM proposes that an individual can direct (orally or in writing) a HIPAA-covered 

health care provider or plan to request access to PHI from another HIPAA-covered 

health care provider on the individual’s behalf.

For example:

• Patient receives services from Hospital A.

• Patient goes to Hospital B.

• Patient can orally direct Hospital B to request the patient’s records from Hospital A.

Right to Have Covered Entity Request Access
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• NPRM proposes that a covered entity must post a fee schedule on its website:
• Fees for copies to the patient;
• Fees for third party directives; and
• Fees for copies pursuant to an authorization.

• The fee schedule must include:
• All types of access available free of charge; and
• Standard fees for each readily producible form of access (e.g., paper vs. 

electronic).

• The covered entity must provide a fee estimate and/or breakdown of charges (e.g., 
labor, supplies, and postage).

Posting of Fees
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Care Coordination and Case Management
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Three Major CC/CM Changes

Amending the Definition of Health Care Operations To Clarify 
the Scope of CC/CM(45 CFR 160.103)

Creating an Exception to the Minimum Necessary Standard for 
Disclosures for Individual-Level CC/CM (45 CFR 164.502(b)(2))

Disclosing PHI to Social Services Agencies and Community 
Based Organizations To Facilitate CC/CM
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Amending the Definition of Health Care Operations 
To Clarify the Scope of CC/CM (45 CFR 160.103)

Quick Background:
 HIPAA permits the use and disclosure of PHI for a variety of purposes without 

an individual’s authorization.
 Common examples: treatment, payment, and health care operations (TPO)

CEs can use and disclose PHI 
for their own TPO purposes.

CEs can disclose PHI for 
treatment activities of a health 
care provider (not a health plan).

CEs can also disclose PHI for certain
health care operations (HCOs) 
purposes of another CE but only if 
each entity has or had a relationship 
with the individual.
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 The Problem – Punctuation:
 Treatment includes: “the provision, coordination, or 

management of health care.”
 HCOs include: “...population-based activities relating 

to improving health or reducing health care costs,
protocol development, case management and care 
coordination, contacting of health care providers and 
patients with information about treatment 
alternatives; and related functions that do not include 
treatment;”
 Longstanding CE concern – Since health plans generally 

do not have “treatment” activities, can PHI be disclosed to 
a health plan for its own individual-level CC/CM?

Amending the Definition of Health Care Operations 
To Clarify the Scope of CC/CM (45 CFR 160.103)
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 The Proposed Change – Punctuation!
 “. . . population-based activities relating to improving health or reducing 

health care costs; protocol development; case management and care 
coordination; contacting of health care providers and patients with 
information about treatment alternatives; and related functions that do not 
include treatment.”

 Most commenters on this change were supportive, but some believed 
health plans should not be permitted to conduct individual-level CC/CM 
without individuals’ authorization.

Amending the Definition of Health Care Operations 
To Clarify the Scope of CC/CM (45 CFR 160.103)
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Creating an Exception to the Minimum Necessary 
Standard for Disclosures for Individual-Level CC/CM 
(45 CFR 164.502(b)(2))

 All uses and disclosures for HCOs are also subject 
to minimum necessary (MN) standard.
 Proposed Change: new exception for CC/CM 

disclosures at the individual level.
MN standard would not apply to (among others):
 Disclosures to or requests by a health care provider for 

treatment, including for care coordination and case 
management activities with respect to an individual.

 Disclosures to or requests by a health plan for care 
coordination and case management activities with 
respect to an individual.
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Creating an Exception to the Minimum Necessary 
Standard for Disclosures for Individual-Level CC/CM 
(45 CFR 164.502(b)(2))
Would not change MN standard for other purposes:
 Disclosures of PHI for health care operations other than individual-level 

CC/CM; 
 Disclosures of PHI for CC/CM to most entities other than health care 

providers and health plans, such as social services agencies or transitional 
supportive housing authorities; 
 Uses of PHI for CC/CM, whether as part of treatment or health care 

operations; and 
 Uses, requests, and disclosures of PHI for other purposes, including all 

population-based activities, when applicable.
 Included requests for comments on a number of issues, including 

whether to extend the exception to population-based efforts.
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Disclosing PHI to Social Services Agencies and 
Community Based Organizations To Facilitate CC/CM

Proposed Change: 

“A covered entity may disclose an individual's protected health 
information to a social services agency, community-based organization, 
home and community based services provider, or similar third party that 
provides health or human services to specific individuals for individual-
level care coordination and case management activities (whether such 
activities constitute treatment or health care operations as those terms 
are defined in § 164.501) with respect to that individual.”

Note - HHS already believes these disclosures are permitted 
but that “many” CEs are requiring authorizations.
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Disclosing PHI to Social Services Agencies and 
Community Based Organizations To Facilitate CC/CM

 For what?  
 health or human services (e.g., health-related 

social services or other supportive services—e.g., 
food or sheltered housing needed to address 
health risks)
 at the individual-level

 To whom? 
 social services agency, community-based 

organization, home and community based 
services provider
 or “similar third party”

Not a carve-out from BAA, if applicable.
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Disclosing PHI to Social Services Agencies and 
Community Based Organizations To Facilitate CC/CM

Sample of comments received on proposed 
rule:

 Will not cover all individuals and entities 
supporting CC/CM.
 Excludes population-based efforts.
 Recipients may not be CEs and PHI may no 

longer be subject to HIPAA-like protections.
 Concerns about sensitive data, such as 

substance use disorder treatment data.
 “Similar third party” too ambiguous and broad?
 Concerns about potential abuses of exception.
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Criteria for Permissible Use and Disclosure of PHI
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Sometimes Good Faith Is Good Enough

 Currently, HIPAA permits covered entities to make certain uses and disclosures of PHI 
based on the exercise of “professional judgment”  

 Largely to encourage covered entities to share PHI with family members and caregivers, 
the NPRM proposes replacing the “professional judgment” standard with a “good faith” 
standard for certain determinations 

 Adds a presumption of compliance with the “good faith” standard, unless there is 
evidence the covered entity acted in bad faith

“Professional 
Judgment” “Good Faith”
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Multiple HIPAA Provisions Impacted
 The shift to the good faith standard would impact multiple HIPAA provisions: 

 Provision of Access to Parent/Guardian - § 164.502(g)(3)(ii)(C)
 Facility Directories - § 164.510(a)(3)(i)(B) 
 Sharing with Those Involved in the Individual’s Care - §§ 164.510(b)(2)(iii) and 

164.510(b)(3) 
 Verifying Requestor’s Identity - § 164.514(h)(2)(iv) 
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Use and Disclosure of PHI to Avert Threats to Health 
or Safety
 Currently, HIPAA permits covered entities to make certain uses and disclosures of PHI 

upon a good faith belief that the use or disclosure “is necessary to prevent or lessen a 
serious and imminent threat to the health or safety of a person or the public,” if the 
recipient is “reasonably able to prevent or lessen the threat”

 The NPRM proposes to replace the “serious and imminent” standard with a “serious 
and reasonably foreseeable” standard to allow covered entities to use or disclose PHI 
without having to determine whether the threatened harm is imminent
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Notice of Privacy Practices
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The Good

Removal of the requirement for direct 

treatment providers to obtain 

acknowledgment of receipt of notice of 

privacy practices.

Save some trees!
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• Would require the notice to include a right to discuss the notice with a contact 

person.

• May provide information about ways to have PHI go to a 3rd party if not a valid 

third party directive (e.g., obtain the copy yourself and send to 3rd party or use 

an authorization).

The Bad? (Not particularly bad)



37

The Ugly

THIS NOTICE DESCRIBES HOW MEDICAL
INFORMATION ABOUT YOU MAY BE USED
AND DISCLOSED AND HOW YOU CAN GET
ACCESS TO THIS INFORMATION. PLEASE

REVIEW IT CAREFULLY.

THIS NOTICE DESCRIBES HOW MEDICAL
INFORMATION ABOUT YOU MAY BE USED
AND DISCLOSED AND HOW YOU CAN GET
ACCESS TO THIS INFORMATION. PLEASE

REVIEW IT CAREFULLY.

NOTICE OF PRIVACY PRACTICES OF [NAME OF COVERED ENTITY, 
AFFILIATED COVERED ENTITIES, OR ORGANIZED HEALTH CARE 
ARRANGEMENT, AS APPLICABLE] 
THIS NOTICE DESCRIBES:
• HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED
• YOUR RIGHTS WITH RESPECT TO YOUR MEDICAL INFORMATION
• HOW TO EXERCISE YOUR RIGHT TO GET COPIES OF YOUR RECORDS AT 

LIMITED COST OR, IN SOME CASES, FREE OF CHARGE
• HOW TO FILE A COMPLAINT CONCERNING A VIOLATION OF THE PRIVACY, 

OR SECURITY OF YOUR MEDICAL INFORMATION, OR OF YOUR RIGHTS 
CONCERNING YOUR INFORMATION, INCLUDING YOUR RIGHT TO INSPECT 
OR GET COPIES OF YOUR RECORDS UNDER HIPAA.

YOU HAVE A RIGHT TO A COPY OF THIS NOTICE (IN PAPER OR ELECTRONIC 
FORM) AND TO DISCUSS IT WITH [ENTER NAME OR TITLE AT [PHONE AND 
EMAIL] IF YOU HAVE ANY QUESTIONS.
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Miscellaneous Changes
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Uniformed Services Personnel
 Expand existing public policy exception allowing covered entities to use and disclose PHI 

of Armed Forces members for mission requirements or veteran eligibility purposes to 
reach all uniformed services (rather than be limited to the Armed Services)

 This is important because it would expand the scope to include the U.S. Public Health 
Service (USPHS) Commissioned Corps and the National Oceanic and Atmospheric 
Administration (NOAA) Commissioned Corps
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Telecommunications Relay Service (TRS)
 The NPRM proposes to clarify the scope of the exception under which covered entities 

and their business associates may disclose PHI to TRS providers to conduct covered 
functions without a business associate agreement 

 Add a public policy exception for disclosures to TRS (45 C.F.R. § 164.512(m)) 

 Update the definition of “business associate” (45 C.F.R. § 160.103) to expressly exclude 
TRS providers 

 Help ensure that workforce members (like hospital staff) and individuals who are deaf, 
hard of hearing, or deaf-blind, or who have a speech disability, would be able to 
communicate easily using TRS for care coordination and other purposes
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Questions?



Contact Information

Adam H. Greene

adamgreene@dwt.com

David E. Kopans

dkopans@jonesday.com

Jo-Ellyn Sakowitz Klein

jsklein@akingump.com
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