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Polling Question

 Have you been involved in a transaction subject to 

CFIUS review?

– Yes 

– No
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Polling Question

 Have you been involved in a transaction where CFIUS 

issues were considered (even if a filing was not ultimately 

made)?

– Yes 

– No
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Committee on Foreign 
Investment in the United 
States (CFIUS) Overview
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CFIUS Overview
 The Committee on Foreign Investment in the United States (“CFIUS”) is a US government inter-

agency committee that reviews certain foreign investment and real estate transactions for 

national security concerns

 CFIUS operates pursuant to section 721 of the Defense Production Act of 1950, codified at 50 

U.S.C. § 4565, which was most recently amended in 2018 by the Foreign Investment Risk 

Review Modernization Act (“FIRRMA”)

 The CFIUS regulations enacting FIRRMA’s provisions became effective in February 2020 and 

reflect certain notable changes, including

– Expanded CFIUS jurisdiction

– CFIUS filings are mandatory in certain cases (though still mostly voluntary)

– Declarations offer a short-form, expedited filing option

– Increased resources for CFIUS, including with respect to monitoring and enforcement
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CFIUS Jurisdiction
❑ “Covered control transaction”: a transaction that could result in control of a US business by a foreign 

person

– “Control” is the power, direct or indirect, whether or not exercised, to determine, direct, or decide 

important matters of an entity

❑ “Covered investment”: certain non-passive, non-controlling investments in certain US businesses by a 

foreign person

– Nature of US business: must be a “TID US business”

• produces, designs, tests, manufactures, fabricates, or develops one or more “critical 

technologies”;

• involved in certain specified ways with certain “critical infrastructure”; or

• maintains or collects, directly or indirectly, “sensitive personal data” of US citizens
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CFIUS Jurisdiction

❑ Covered Investment (continued)

- Nature of investment: must afford the foreign person:

• member/observer on the board of the TID US business;

• access to “material non-public technical information” in the possession of the TID US 

business; or

• involvement in substantive decision-making of the TID US business regarding critical 

technologies, critical infrastructure, or sensitive personal data

❑ Certain real estate transactions, transactions structured to evade CFIUS, and changes in rights that 

could result in a covered control transaction or covered investment



Polling Question

 Does your organization handle (non-employee) personal 

data?

– Yes 

– No
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Mandatory Filing Requirements

 A declaration (or notice) must be filed at least 30 days before completing two categories 

of transactions involving TID US businesses:

– Substantial Government Interest: Acquisition of 25% or more of the voting interests 

by a foreign person in which a foreign government owns, directly or indirectly, at least 

a 49% interest

– Critical Technologies: Target produces, designs, tests, manufactures, fabricates, or 

develops one or more “critical technologies” that are subject to export authorizations 

with respect to the foreign investor or its substantial owners

 Certain exceptions may apply
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Case Study #1

 A foreign software company seeks to acquire a US 

software developer.  Is a CFIUS filing required?

– What facts would be useful?

– What would the likely outcome be? 

 What if the foreign investor was acquiring 12% with a 

board seat and no other governance rights?
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Case Study #2

 A startup company has developed a drone and software 

that inspects electrical transmission lines to identify 

needed repairs before serious issues develop.  In some 

instances the drone can make the identified repairs while 

on site. The startup is running short on cash and needs 5 

million dollars to meet payroll and other commitments in 

two weeks.  A Chinese-based VC is willing to make the 

investment.

– Can they take the money? 
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Polling Question

 According to CFIUS’s most recent annual report, which 

country ranks first in notified transactions?

– China

– UK

– Canada

– Japan

– France
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White & Case CFIUS FIRRMA Tool

❑ The White & Case CFIUS FIRRMA Tool 

provides an online, step-by-step analysis of 

a contemplated transaction in order to 

assist users in determining whether the 

transaction could be subject to CFIUS's 

jurisdiction and if mandatory filing 

requirements would apply

❑ Go to https://www.whitecase.com/cfius-

firrma-tool
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CFIUS Filing and Review 
Process
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CFIUS Process & Timing – Declaration

 Parties may notify CFIUS of a transaction via a declaration, which is 

a short-form filing

 30-day assessment period once CFIUS accepts the declaration 

 Parties must respond to follow-up questions within two business 

days

 At the end of 30 days, CFIUS may take one of four actions:

– Clear the transaction

– Advise the parties it cannot conclude action based on the declaration, but not 

request they file a joint voluntary notice (commonly referred to as the “shrug”)

– Request the parties submit a joint voluntary notice regarding the transaction

– Initiate a review
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CFIUS Process & Timing – Notice

❑ Initial review lasts 45 days after CFIUS accepts a notice filed by the parties

❑ Investigation of up to 45 days if CFIUS determines that it needs additional time to complete its 

assessment (potential for 15 additional days in extraordinary circumstances)

❑ Parties must respond to follow-up questions within three business days

❑ CFIUS may seek to mitigate any national security risk posed by a transaction that is not adequately 

addressed by other provisions of law

❑ If CFIUS determines that a transaction poses national security risks that cannot be resolved by mitigation, 

it will refer the transaction to the President, unless the parties choose to abandon the transaction

❑ The President may suspend or prohibit the transaction, and has 15 days to make his decision; presidential decisions are 

rare

❑ Typical process, including pre-filing stage, takes  3-5 months

Prefiling
45-Day

Initial Review

45-60 Day

Investigation (if 

needed)

15-Day

Presidential 

Review (if needed)



CFIUS National Security 
Analysis



POLLING QUESTION

 Do you believe your organization has a national security 

nexus?

– Yes 

– No
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National Security:  The CFIUS 
Perspective

 National security risk is a function of the interaction between threat and 

vulnerability, and the potential consequences of that interaction for US 

national security

– Threat: whether a foreign person has the capability or intention to exploit or cause harm

– Vulnerability: whether the nature of the US business, or its relationship to a weakness or shortcoming in a 

system, entity or structure, creates susceptibility to impairment of US national security

▪ Availability of supply – to the US government, defense industrial base

▪ Integrity of supply – e.g., susceptibility to sabotage, espionage, supply chain tampering

▪ Sensitive/critical infrastructure

▪ Sensitive/critical technology

▪ Data – that the US business collects (e.g., large amounts of sensitive data on US citizens (PII/PHI)) or to 

which it has access (e.g., classified information, sensitive information of its clients/customers or end-users)

▪ Proximity – to ports or sensitive US government installations



CFIUS Executive Order, September 
2022

 On September 15, 2023, President Biden signed an Executive Order (the "EO") 

identifying national security risks that the Committee on Foreign Investment in 

the United States ("CFIUS" or the "Committee") must consider when reviewing 

covered transactions. The EO focuses on five areas: 

– Supply chain resilience 

– Impact on US technological leadership

– Assessment of aggregate investment trends in industries

– Cybersecurity risks

– Sensitive data
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https://www.whitehouse.gov/briefing-room/presidential-actions/2022/09/15/executive-order-on-ensuring-robust-consideration-of-evolving-national-security-risks-by-the-committee-on-foreign-investment-in-the-united-states/


Examples of Issues Relevant to 
National Security
Buyer Side Considerations

 Country(ies) involved

 CFIUS history

 Ties to countries of concern (including companies from those countries)

 Compliance history

Target Side Considerations

 Target business focus (e.g., semiconductors, leading-edge technology, critical 

infrastructure, energy)

 US Government nexus (e.g., US Government contractor or subcontractor, 

funding)

 Access to data or other sensitive information

 Physical location
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CFIUS Penalties and New 
Enforcement Guidelines



CFIUS Penalties

 Pursuant to the CFIUS regulations, a person may be 

liable for a civil penalty up to $250,000 or the value of 

the transaction, whichever is greater, for: 

– Failing to submit a mandatory filing 

– Violating a CFIUS mitigation agreement or condition

 Penalties of up to $250,000 per violation may be issued 

for material misstatements or omissions
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CFIUS Penalty Guidelines
 On October 20, 2022, the US Department of the Treasury, as Chair of the Committee on Foreign 

Investment in the United States (CFIUS), released the first-ever CFIUS Enforcement and Penalty 

Guidelines (“Guidelines”)

 The Guidelines identify three categories of acts or omissions that may constitute a 

violation:

– Failure to timely notify CFIUS of a transaction triggering a mandatory filing;

– Conduct that is prohibited by or otherwise fails to comply with CFIUS mitigation requirements; and

– Material misstatements or omissions in information filed with CFIUS (including in informal consultations), as well as false 

or materially incomplete certifications submitted in connection with CFIUS filings or mitigation.

 Categories of aggravating and mitigating factors:

- Accountability and future compliance

- Harm

- Negligence, awareness, and intent

- Persistence and timing

- Response and remediation

- Sophistication and record of compliance
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https://home.treasury.gov/policy-issues/international/the-committee-on-foreign-investment-in-the-united-states-cfius/cfius-enforcement-and-penalty-guidelines


Evaluating National Security 
Impact on Investments
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Key Considerations 

 CFIUS issues should be considered for any foreign 

investment where the target is, or has, a US business

 Key preliminary issues to consider:

– Does CFIUS have jurisdiction to review the transaction?

• CFIUS’s general jurisdiction

• Expanded jurisdiction for covered investments involving TID US businesses

– If CFIUS has jurisdiction, is notification mandatory?

– If a filing is not mandatory, should a voluntary notice be made?

– Should a filing be made via a declaration or notice?
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Voluntary Filing Considerations

 Does the proposed transaction potentially raise national security 

considerations, such that a voluntary filing is warranted?

 “National Security” is undefined and can be broad

– CFIUS issues can arise in an array of industry areas

– FIRRMA identifies some key areas of national security concern—critical 

technology, critical infrastructure, sensitive personal data, proximity to 

sensitive locations

– External factors can also change the national security landscape, e.g., 

COVID-19 raises the national security relevance of certain healthcare-related 

issues, including supply chain security for medical equipment and 

pharmaceuticals

 Do other factors warrant filing?
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Key Strategic Considerations

 Crucial to assess CFIUS issues early in the deal process, for 

example:

– Would a CFIUS filing be required?

– If not required, is a voluntary CFIUS filing warranted?

– What potential national security concerns are identified in due 

diligence?

– How should CFIUS risk be allocated between the parties?

 Strategic considerations for structuring transactions

 Mitigation considerations
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Pre-Deal Investigations Are Vital

 Understand the risk around potential partners

 Internet research may not be enough

 Need to know realities of government investment 

 Deep understanding of supply chain required

 Understand technology, data, and information controlled

 Understand relationships
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Evolving Risk Landscape

 More resources for proactive investigations by CFIUS

 More CFIUS resources for overseeing mitigation 

agreements (CFIUS Monitoring Agencies/CMAs)

 More requests to file

 Be cognizant of data, technology, and geography

 Supply chain can be a significant risk

 Deal size does not matter
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CFIUS Mitigation Considerations

 Anticipate national security concerns that could lead to mitigation

 Multinational deals can involve multiple mitigation agreements

 Stress test compliance programs

 Consider operational costs of mitigation

 Independent boards/members frequently required – pick well

 Increased Cyber Security often required – multiple standards: pick 

the appropriate one

 Evaluate mitigation from competition, customer perspective



What Can Mitigation Look Like?

 Independent auditor, monitor

 Increased cyber and physical security

 Limitations on hiring

 Limitations on contracting and markets

 Limitation or ban on integration

 Independent corporate organization, management and 

control
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CFIUS Is Not Alone: 

Global FDI



National Security and Investments

 Foreign Direct Investment (“FDI”) reviews are proliferating 

globally—deals can often be reviewed by multiple countries

 Over the past several years, countries with established 

regimes have been bolstering them and other countries have 

been developing and implementing FDI review regimes

 National security is typically undefined and flexible concept

– In some countries, economic security is national security

 Global FDI has emerged as a critical global regulatory 

consideration in M&A that needs to be considered in all cross-

border transactions
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Foreign Direct Investment Regimes 
North America



Foreign Direct Investment Regimes 
Europe / Middle East



Foreign Direct Investment Regimes 
Asia Pacific
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Case Study #3

 A Netherlands-based software company that provides SaaS 

products supporting cloud operations globally including in the 

United States  

 It has no government contracts and is focused on the 

commercial sector

 The company acquires a small Israeli software firm that has 

nascent operations in the United States 

 No filing with CFIUS is made

 Months after the closing the company receives an email from 

CFIUS asking them about the transaction



Foreign ownership, control or 
influence (FOCI)
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Related Regulatory Processes – FOCI

 Foreign ownership, control or influence (“FOCI”) mitigation required 

for transactions involving foreign investment in or acquisition of a US 

company holding a facility security clearance and performing on 

classified contracts

 Parallel process with CFIUS review

 The form of FOCI mitigation varies depending on the nature and 

extent of the FOCI involved

– Majority ownership: Special Security Agreement or Proxy Agreement

– Minority ownership: Security Control Agreement or FOCI Board Resolution

 FOCI mitigation can be standalone or in addition to CFIUS mitigation



Team Telecom
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Related Regulatory Processes –
Team Telecom 

 National security and law enforcement review of applications for Federal Communications 

Commission (“FCC”) licenses that meet certain thresholds of foreign ownership or control

 Executive Order in April 2020 (Executive Order on Establishing the Committee for the Assessment of Foreign 

Participation in the United States Telecommunications Services Sector – The White House (archives.gov)) formalized the 

long-standing Team Telecom process, establishing the Committee for the Assessment of Foreign 

Participation in the United States Telecommunications Services Sector (commonly referred to as 

Team Telecom)

 The FCC’s practice with Team Telecom has been to refer for review (i) international section 214 

and submarine cable landing license applications (including assignment or transfer of control of 

such licenses) where an applicant has 10%+ direct or indirect foreign ownership, and (ii) petitions 

seeking authority to exceed Communications Act Section 310(b) foreign ownership limits for 

broadcast, common carrier wireless, and satellite earth station licensees

 Team Telecom was previously an ad hoc process, but the Executive Order establishes an official 

structure, timeline, scope of authority, and review process

 Mitigation often required to address national security and law enforcement concerns

https://trumpwhitehouse.archives.gov/presidential-actions/executive-order-establishing-committee-assessment-foreign-participation-united-states-telecommunications-services-sector/


POLLING QUESTION

 Do you believe your organization has a nexus to national 

security?

– Yes 

– No
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Looking Forward ….
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CFIUS Key Issues & Trends

 Continued high scrutiny of Chinese investment and investment by foreign 

acquirers connected to China, particularly in sensitive areas

 Impacts of CFIUS EO

 CFIUS filings increased by 39% from 2020 to 2021

 In 2021, CFIUS cleared 73% of short form declarations and requested a 

notice in 18% of cases

 CFIUS has continued its efficiency in reviewing cases despite the increased 

case load, but deals requiring mitigation have taken longer

 More deals were withdrawn in 2021, but fewer deals were stopped by CFIUS

 Non-notified transactions remain a focus
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Case Study #4

 A Singapore company is in negotiations to sell a US subsidiary that 

produces windows for commercial buildings, including blast resistant 

windows for sensitive structures including US embassies

 The US subsidiary is subject to a National Security Agreement

 The Singapore company begins negotiations with a global 

construction company headquartered in Switzerland with significant 

business and subsidiaries in the United States  

 Because of the global pandemic, the Swiss company receives a loan 

from the Swiss government giving the Swiss government board seats 

and expanded voting rights that puts the company in a strong 

financial position to make the acquisition
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Case Study #5

 A US robot manufacturer is in negotiations with a 

Chinese investment firm to provide capital necessary to 

expand its offering and production of robots that sterilize 

hospital facilities

 The robot company is primarily commercial in nature, but 

the company does have government contracts to produce 

items subject to the ITAR

 Across the parking lot is another company that does 

development of drone technology for the US government
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