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Tips for Optimal Quality

Sound Quality

If you are listening via your computer speakers, please note that the quality 

of your sound will vary depending on the speed and quality of your internet 

connection.

If the sound quality is not satisfactory, you may listen via the phone: dial 

1-877-447-0294 and enter your Conference ID and PIN when prompted. 

Otherwise, please send us a chat or e-mail sound@straffordpub.com immediately 

so we can address the problem.

If you dialed in and have any difficulties during the call, press *0 for assistance.

Viewing Quality

To maximize your screen, press the ‘Full Screen’ symbol located on the bottom 

right of the slides. To exit full screen, press the Esc button.

FOR LIVE EVENT ONLY



Continuing Education Credits

In order for us to process your continuing education credit, you must confirm your 

participation in this webinar by completing and submitting the Attendance 

Affirmation/Evaluation after the webinar. 

A link to the Attendance Affirmation/Evaluation will be in the thank you email 

that you will receive immediately following the program.

For additional information about continuing education, call us at 1-800-926-7926 

ext. 2.

FOR LIVE EVENT ONLY



Program Materials

If you have not printed the conference materials for this program, please 

complete the following steps:

• Click on the link to the PDF of the slides for today’s program, which is located 

to the right of the slides, just above the Q&A box.

• The PDF will open a separate tab/window.  Print the slides by clicking on the 

printer icon.

FOR LIVE EVENT ONLY



RECORDS & DATA IN THE REMOTE 
WORK ENVIRONMENT

 Information Governance
 Potential Information & Record Risks
 Identifying and Reducing Risks



Why is Information Governance 
Important?

• Security of proprietary & trade secret information
• Protection of sensitive third-party information
• Regulatory requirements
• Business efficiency
• Contractual obligations
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Why is Information Governance 
Important?

• Record retention and disposition
• Duty to preserve

• litigation 
• government investigation

• Demonstrate Good Faith and Reasonableness
• Reputation and goodwill
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Potential Risks to Data and 
Information

1. Use of personal devices & internet connections
2. Duplication or migration of data to new locations
3. New forms of technology

• Video conferencing 
• Channel-based messaging
• Ephemeral messaging
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Steps for Identifying Data and 
Information Risks

 Evaluate existing information 
governance policies

 Map data systems and
storage locations

 Survey employees on their information 
use and record retention practices

 Audit employee compliance
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Mitigating Data & Information Risks

Revise policies where appropriate
 Implement an information governance and record 

retention training program
Attempt to locate or retrieve misplaced/lost 

information
Document circumstances of any permanently lost or 

compromised information
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Mitigating Data & Information Risks

Engage outside records management professional
Demonstrate reasonableness and good faith in the 

handling of sensitive data and the company’s 
business records
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QUESTIONS? 

Brandi Doniere, Partner, Brouse McDowell  
bdoniere@brouse.com



GC’s Role in Remote Work Issues: 
Automation of Legal Drafting & 
Internal Culture of Idea Sharing

GD’s Role in Remote Work Issues: Legal Drafting & Idea 
Sharing



Automation of Legal Drafting

•Contract Management System

•Adopting an Automation 
Strategy



Automation of Legal Drafting: Contract 
Management System

• Consider the specific needs of your company
• Is the business contract heavy?
• Do the business folks handle contracts beyond executing them?
• Does everyone need to access the contracts?
• Do you need renewal reminders/alerts?
• Do you need amendment or SOW tracking?

• Interview contract management system vendors
• Filter and explore potential vendors
• Clearly explain the business and ask questions
• Include pertinent business folks (IT, Senior Leadership, etc.) in evaluation 

process



Automation of Legal Drafting: Contract 
Management System

• Selecting a contract management system
• Does it serve only the legal department?
• Does it integrate with the business system overall?
• Is it easily updateable?
• Does it meet your needs?

• Integrating contract management system
• Work closely with your IT team
• Roll it out to senior leadership
• Utilize senior leadership to roll it out to the other business folks



Automation of Legal Drafting: Adopting an 
Automation Strategy

•Examine contracts utilized in the 
business
•What are the contracts used most frequently?
•What contracts can you push out with limited risk 

if legal doesn’t review them?
•What contracts can you push out and feel 

comfortable with business folks modifying?



Automation of Legal Drafting: Adopting an 
Automation Strategy
•Determine contracts that can be automated
• NDAs, Templates that won’t be negotiated, Settlement 

Agreements, Demand Letters
• Create system where automated contracts can be 

accessed

•Create clear policies and guidance
• Circulate or attach guidance on completing the contract
• Provide an avenue for questions to be submitted to the 

legal team



Fostering an Internal Culture of 
Idea Sharing

•Collaborate, Communicate, and 
Connect

•Confirming Employee Satisfaction



Fostering an Internal Culture of Idea Sharing: 
Collaborate, Communicate and Connect

•Collaborate
•Learn and take full advantage of the 
communication systems used in the 
business (Teams, Slack, Google Messaging, 
etc.)
•Utilize document sharing functions



Fostering an Internal Culture of Idea Sharing: 
Collaborate, Communicate and Connect

•Communicate
•Utilize chat functions
•Utilize the video calling functions
•Set guidelines for expectations of video calls 
(e.g., camera status, attire, etc.)
•Coordinate timing of company-wide 
messaging



Fostering an Internal Culture of Idea Sharing: 
Collaborate, Communicate and Connect

•Connect
•Maintain regular 1:1 meetings with set 

agendas with team members
•Try to create fun virtual meetings with team 

members (e.g., happy hours, scavenger hunts, 
etc.)
•Discuss areas of personal interest to team 

members (e.g., social justice projects, sports, 
current events)



Fostering an Internal Culture of Idea Sharing: 
Confirming Employee Satisfaction

•Confirming Employee Satisfaction
•Regular 1:1 meetings
•Ask pointed questions of employees
•Allow employees to ask questions
•Encourage employees to be genuine in their 
statements



Any Questions?



Contact Information

Adwoa Awotwi
aawotwi@locumtenens.com



CYBER INSURANCE 
COVERAGE: Staying On The 

Cutting Edge Of Coverage 
Disputes In An Evolving 

Landscape

Amanda Leffler
aleffler@brouse.com



Remote Workplaces Create 
Increased Risks

Frequency and severity of cyber attacks 
expected to increase.

Wider target and increased access points 
for bad actors.

Challenges in maintaining levels of 
cyber security in remote environment.

Increase in demand for cyber insurance.
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Overview of Cybercrimes

Cyber-attacks are crimes in which the computer 
system is the target.  Cyber-attacks consist of computer viruses 
(including worms and Trojan horses), denial of service attacks, and 
electronic vandalism or sabotage. 

Cyber theft comprises crimes in which a computer is used to steal 
money or other things of value.  Cyber theft includes embezzlement, 
fraud, theft of intellectual property, and theft of personal or financial 
data. 

Other computer security incidents encompass spyware, adware, 
hacking, phishing, spoofing, pinging, port scanning, and theft of other 
information, regardless of whether the breach was successful.



Cybercrime is Evolving

 Evolving targets: Information theft is most 
expensive, but data is not the sole target.  Core systems 
like industrial controls are being attacked.

 Evolving impact: Data is no longer only stolen, it is 
also being destroyed or changed, attacking data 
integrity.

 Evolving techniques:  Increased phishing and 
malicious insider attacks—using humans as the weakest 
link.  Nation-states’ attacks on business changes the 
nature of recovery, as insurers try to classify such 
attacks as an act of war.

Ninth Annual Cost of Cybercrime Study, Ponemon Institute 
LLC (2019)
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Shifting the Risk of Cybercrime
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•Traditional Crime Coverage Policies, 
CGL, D&O, E&O

•Computer or Cyber Endorsements

•Cyber Risk / Privacy / Media Liability 
Policies (No Standard Form)



Cyber Coverage Options:
First-Party

 Forensic Investigation
 Remediation Costs (Network / Software)
 Theft and Fraud
 Data Loss and Restoration
 Breach Response and Notification Costs
 Extortion
 Business Interruption/Contingent BI
 Legal Costs re. Evaluation of Liability/Regulatory Obligations
 Public Relations Costs
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Cyber Coverage Options:
Third-Party

 Damages asserted by third-parties associated with 
cyber attacks.

 Fines and penalties imposed by governmental 
entities.

 Defense costs – may include both civil actions and 
regulatory proceedings. 

 Investigatory costs associated with responding to 
governmental inquiry or subpoena.

 Defense can be in addition to or within limits of 
policy.
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Cyber Coverage
Checklist

 When is coverage triggered (occurrence or claims-
made)?

 What types of acts and whose acts are covered?

 What types of information is covered?

 Are cyber incidents caused by vendors covered?

 When must you give notice of an incident?

 What type of defense is provided for claims?

8



Cyber Coverage
Checklist, cont’d

 Make sure your broker knows of all remote/hybrid 
changes to your workforce.

 Does the policy require minimum security requirements?
 Are you compliant in a remote environment?

 Do you need to disclose or update applications?  Modify renewal 
applications?

 What devices and networks are covered?
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Minimum Required Security Exclusion

Columbia Casualty Co. v. Cottage Health System, 
No. 2:15-cv-03432 (C.D.Ca.)

 Underlying Complaint:  Confidential medical records of 32,500 of 
Cottage Hospitals’ patients were disclosed on the internet. 

 Why? Because they stored medical records on a system that was fully 
accessible to the internet but failed to install encryption or take other 
security measure to protect PII from being available on the internet.

 Application: “Risk Control Self Assessment”

 Do you check for security patches to your systems at least weekly and 
implement them within 30 days? YES

 Do you replace factory default settings to ensure your information 
security systems are securely configured? YES
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Does the Policy Cover 
this Act:  Terrorism

 NotPetya Ransomware attack, originating in Ukraine in June 2017.  

 Malware spread beyond targets in Ukraine to Merck, Mondelez, FedEx, 
and others.

 Claims on first party policies.  Insurers for Merck and Mondelez denied 
claims based on war exclusions.  Zurich’s: “for hostile or warlike action in 
time of peace or war, including action in hindering, combating or 
defending against an actual, impending or expected attack by any: (i) 
government or sovereign power; (ii) military, naval, or air force; or (iii) 
agent or authority of any party specified in i or ii above.”

 Suits in Illinois and New Jersey trial courts related to these denials.

 Mitigate the Risk:  Not all policies include it; negotiate for removal; 
modify/limit to active warfare; get it in writing (even if extrinsic evidence).
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Social Engineering / BEC Schemes

 A subset of cyber-related crimes that is increasing 
in frequency and complexity.  How do they do it?
 Spoofed emails very closely mimic a legitimate email request.
 The amount of the fraudulent wire transfer request is business-specific.

Therefore, the dollar amounts requested are similar to normal business
transaction amounts so as to not raise doubt.

 Fraudulent emails received have coincided with business travel dates
for executives whose emails were spoofed.

 Recent cases: 
 Medidata Solutions, Inc. v. Federal Insurance Co. (2d Cir.)  
 Am. Tooling Ctr., Inc. v. Travelers Cas. & Sur. Co. of America (6th 

Cir.)
 Apache Corp. v. Great American Ins. Co. (5th Cir.)
 Taylor & Lieberman v. Federal Ins. Co. (9th Cir.)
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Claims and Coverage Placement Tips

Procure Stand-Alone Endorsements or Cyber Policies

Carefully Review Risks and WFH Impact with Broker

Confirm Necessary Coverages / Modify Exclusions

Ensure Company Cyber Policies Updated and Align with Policy

Ensure Familiarity With Notice of Incident Requirements

Utilize Insurer’s Tools for Minimizing Loss 
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Questions?
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