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Introductions
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Agenda

— Refresher on international data transfers under the GDPR
— What are the New SCCs? Why do they matter?
— New features of New SCCs
— Schrems II
— Challenges of New SCCs
— Documentation requirements
— Practical application and implementation of New SCCs
— What about UK? 
— Closing remarks and Resources
— Questions?



8

Brief background on GDPR

— EU GDPR transfer restrictions – the default position: Chapter V GDPR
• Adequacy decisions
• Appropriate safeguards
• Binding corporate rules
• Derogations for specific situations

— The “Old SCCs”
• Bipartite agreements: No means for additional parties to join directly
• Data exporter had to be established in EEA: Old SCCs not available for non-EEA exporters 

subject to GDPR
• Practical problems: From EEA and US client perspectives
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What are the New SCCs? 
Why do they matter?
— Address shortcomings of the Old SCCs

• Accommodate multilateral data transfers, and transfers from processors-to-processors and processors-to-controllers
• Update SCCs for GDPR (the Old SCCs were pre-GDPR) 
• React to the Schrems II judgment (including transfer risk assessment (TRA) requirements).

— December 27, 2022: Deadline for Old SCCs to be re-papered

— Contain a range of new obligations

— Integrate Art 28 GDPR requirements for data processing agreements
• To (sub-)processors outside territorial scope: Separate data agreements not required



10

New features of New SCCs

— Modular approach: Combinations of clauses catering to a wider range of transfer scenarios
• C2C, C2P, P2P, P2C
• In addition to general clauses that apply in call cases

— Docking clause: Additional data exporters / importers accede throughout life cycle of contract
• Helpful for large-scale intra-group / extra-group data transfers

— No express limitation as to location of data exporter: Available to any data exporter subject to GDPR
But: Old SCCs unavailable to data exporters established outside EEA but still subject to GDPR (Art 3(2))
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New features of New SCCs (cont’d)

— Compliance with Schrems II decision:
• Obligation on data exporters and importers to cooperate in assessing the risk of data transfer
• Obligation on data exporter to consider level of protection of personal data in country outside EEA
• Obligation on data importer to notify exporter of inability to comply with New SCCs
• Warranty: No reason to believe data importer’s laws / practices prevent compliance with New SCCs

— Choice of governing law and jurisdiction clause: Varies by transfer scenario
• Other than P2C transfers, parties must choose the law of an EU member state which enforces 

third party rights
• For C2P and P2P transfers, fallback is the law of the exporter’s EU member state
• For P2C transfers, any governing law allowed as long as third party rights enforceable
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Schrems II

— New SCCs and compliance with Schrems II decision:
• A controversial issue surrounding the New SCCs was how they would deal with the requirements 

of Schrems II
• New SCCs move towards a more risk-based approach when making local law assessment
• What is the “likelihood” that public authorities would in fact access the exported personal data? 
• Greater emphasis on ensuring that practical experience is “corroborated and not contradicted by publicly 

available… information on the absence of requests in the same sector 
and/or the application of the law in practice, such as case law and reports by independent oversight bodies”. 

• Emphasis on supporting evidence when relying on practical experience – reflects stricter position.
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Challenges of New SCCs

— Technically New SCCs cannot be used where data importer is subject to GDPR
• Notion of “international transfer” – applicability of Chapter V
• A new set of ‘lighter-touch’ SCCs will be issued by the European Commission
• In the interim, practical approach is to use the new SCCs also for transfers where data importer is subject to 

GDPR?

— Greater diligence required in assessing risk of data transfer
• Factors to consider guided by SCCs: e.g., laws / practices of country, practical experience with 

public authorities
• Transfer Impact Assessment to be documented and made available to DPA
• UK ‘Transfer Risk Assessment’ guidance and ‘Transfer Risk Assessment’ tool recently published. ICO approach is 

more business-friendly: if only low risk data is being transferred, then no need to carry out a detailed assessment!

— What effective measures data exporters / importers have to put in place to ensure equivalent level of 
protection for personal data?
• EDPB Recommendations / ICO guidance: Non-exhaustive list
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Documentation requirements –
Details of transfers

LIST OF PARTIES 
TO THE SCCS — This could be multiple parties per the “docking clause” concept

DESCRIPTION OF 
THE TRANSFERS:

— Categories of data subjects 
— Categories of personal data (including sensitive data and relevant restrictions/safeguards)
— Frequency of Transfer 
— Purpose(s) of the transfer and further processing
— Data retention periods
— Transfers to (sub)-processors - the subject matter, nature and duration of the processing

IDENTITY OF THE 
COMPETENT 
SUPERVISORY 
AUTHORITY FOR 
EACH PARTY TO 
THE SCCS. 

— Exporter in EU = Data Supervisory Authority of that jurisdiction
— EU representative = Data Supervisory Authority of that jurisdiction
— No EU Rep = Data Supervisory Authority of data subjects 
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Documentation requirements –
Details of cybersecurity

Requires that a detailed 
description of the technical 
and organisational measures 

implemented is set out for each 
of the modules; not generic

There are 17 suggested 
categories of requirements 
e.g., pseudonymisation and 

encryption to events logging, 
data quality and 
certifications. 

Many contracts do not 
currently contain detailed 

security provisions; become 
highly negotiated?
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Practical application of New SCCs – business as usual

Identify your EEA/UK personal data flows
• Think employees, customers, suppliers, affiliates/intragroup

Engage across departments 
• Think IT, Legal, Procurement, Privacy, C-Suite/GC, Internal 

Business/Contract Owners

Identify relevant contracts with customers, suppliers and 
affiliates/intragroup
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Practical application of New SCCs – business as usual

Assess whether those personal data flows should occur under SCCs, 
BCRs or a “derogation”

Determine whether (and how) you are able to comply with the 
(rigorous) obligations under the new SCCs

Conduct Transfer Impact Assessments

Assess the laws of the third country

Consider and adopt technical, organisational measures, i.e. 
“supplementary measures”
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Practical application of New SCCs – business as usual

Perform appropriate “transfer diligence” on customers and suppliers in 
connection with any data transfers. Also consider intragroup 
arrangements.

Agree, where appropriate, new SCCs with customers, suppliers and 
affiliates. Also consider intragroup arrangements.

Re-negotiate companion commercial agreements, if necessary 
(including, where appropriate, any limits of liability and indemnities)
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Practical application of New SCCs

— IT service providers

— Intra-group data transfers

— M&A

— Litigation
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Practical application of New SCCs –
Cross-border M&A (cont’d)
Which SCC module applies? Some examples:

Party A Party B SCC Module
Seller / target (Controller) Buyer (Controller) Module 1 – C2C transfers

Seller / target (Controller) Data Room Provider 
(Processer)

Module 2 – C2P transfers

Data Room Provider (Processor) Data Room Provider’s 
Vendors (Sub-Processor)

Module 3 – P2P transfers

Data Room Provider (Processor) Buyer (Controller) Module 4 – P2C transfers



21

What about the UK post-Brexit?

21 March 2022 – Parliamentary approval:

— International data transfer agreement (IDTA)
• Replaces Old SCCs (for transfers from the UK to third country)

• Tables to set out information on exporter/importer/transfer

• Set of mandatory clauses

• Certain additional extra protection clauses and optional commercial clauses

— UK Addendum to the EU’s New SCCs
• UK Addendum amends the EU’s New SCCs to work in the context of UK data transfers

• Practical compliance solution for companies transferring from EEA and UK
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What about the UK post-Brexit? (cont’d)

— Timelines
• IDTA or Addendum must be used after 21 September 2022

• Contracts concluded before 21 September 2022 must be re-papered until 21 March 2024

— Transfer Risk Assessment (TRA)
• IDTA states that a TRA must be completed

• TRA accompanied by guidance and decision trees

• Final guidance issued in November 2022

• Neither SMEs nor Large Businesses need to carry out an assessment if they are transferring low risk data (i.e., data that is “unlikely to cause more 
than inconsequential financial harm, physical harm, mental harm or distress)

• SMEs: are not required to carry out a detailed assessment (unless a high volume of high-risk data is transferred)

• Large businesses: 
• can carry out a simplified assessment if the personal data they are transferring are:

• low or moderate risk data (irrespective of volume); or 

• high risk but low volume of personal data

• should carry out a detailed assessment (potentially with professional help) if they are transferring high risk data

• should carry out a detailed investigation (potentially with professional help) if they are transferring a high-volume high-risk data

• More business friendly: for low-risk data no detailed assessment needed.=

• Practical issue: ICO approach is optional and companies can follow the EDPB approach. Given significant differences between the two 
approaches, where there is EU nexus in addition to UK nexus, in practice, it may be more practical to follow the EDPB approach.=

• However: the ICO approach seems easier to meet in many instances, so some companies could choose to follow it even where EU nexus exists 
(particularly for low-risk data, in order to ensure legal certainty at least for the data subject to the UK GDPR)
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What about the UK post-Brexit? (cont’d)
- Practical steps
— Scenario 1: Old SCCs in place – data transferred from UK only (not EEA)

• Keep Old SCCs - No need to enter into EU New SCCs
• Enter the IDTA or the UK Addendum before 21 March 2024 (provided the contract was concluded before 21 

September 2022 and the processing operations remain unchanged following 21 September 2022)

— Scenario 2: Old SCCs in place – data transferred from UK and EEA
• Enter into EU New SCCs with UK Addendum prior to 27 December 2022 
• Alternatively, could enter into EU New SCCs for EEA transfers and UK IDTA for UK transfers, but more 

cumbersome

— Scenario 3: No Old SCCs in place – data transferred from UK only (not EEA)
• Enter into UK IDTA

— Scenario 4: No Old SCCs in place – data transferred from UK and EEA
• Most practical option is likely to be entering into New EU SCCs plus UK Addendum.
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Closing remarks

— Assess which of your data transfers are covered by SCCs, which jurisdictions are implicated, and how 
best to replace your Old SCCs with the appropriate New SCCs.

— Prioritise transfers with high volume / high risk data
— Where SCCs form part of other contracts, assess how the New SCCs interact with the existing 

provisions of the contract, such as indemnities, risk allocation and limitations of liability.
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Resources

— European Commission Standard Contractual Clauses (SCCs) https://ec.europa.eu/info/law/law-topic/data-
protection/international-dimension-data-protection/standard-contractual-clauses-scc_en

— European Commission Q&A on SCCs
https://ec.europa.eu/info/sites/default/files/questions_answers_on_sccs_en.pdf

— EDPB adopts final version of Recommendations on supplementary measures, letter to EU Institutions on the 
privacy and data protection aspects of a possible digital euro, and designates three EDPB Members to the ETIAS 
Fundamental Rights Guidance Board https://edpb.europa.eu/news/news/2021/edpb-adopts-final-version-
recommendations-supplementary-measures-letter-eu_en

— EDPB Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679 https://edpb.europa.eu/our-work-
tools/our-documents/guidelines/guidelines-22018-derogations-article-49-under-regulation_en

— EDPB Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU 
level of protection of personal data https://edpb.europa.eu/our-work-tools/our-
documents/recommendations/recommendations-012020-measures-supplement-transfer_en

— New Standard Contractual Clauses for Data Transfers under the GDPR – New Changes, New Questions? 
https://www.clearygottlieb.com/-/media/files/alert-memos-2021/the-new-commission-sccs-for-data-transfers-under-
gdpr-more-questions-than-answers.pdf

— ICO International Data Transfer Agreement and Guidance https://ico.org.uk/for-organisations/guide-to-data-
protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/

— TRA Guidance and TRA Tool https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/transfer-risk-assessments/

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://ec.europa.eu/info/sites/default/files/questions_answers_on_sccs_en.pdf
https://edpb.europa.eu/news/news/2021/edpb-adopts-final-version-recommendations-supplementary-measures-letter-eu_en
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-22018-derogations-article-49-under-regulation_en
https://edpb.europa.eu/our-work-tools/our-documents/recommendations/recommendations-012020-measures-supplement-transfer_en
https://www.clearygottlieb.com/-/media/files/alert-memos-2021/the-new-commission-sccs-for-data-transfers-under-gdpr-more-questions-than-answers.pdf
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/
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Questions?
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