
WHO TO CONTACT DURING THE LIVE PROGRAM

For Additional Registrations:
-Call Strafford Customer Service 1-800-926-7926 x1 (or 404-881-1141 x1)

For Assistance During the Live Program:
-On the web, use the Chat function to send a message

If you get disconnected during the program, you can simply log in using your original instructions and PIN.

IMPORTANT INFORMATION FOR THE LIVE PROGRAM

This program is approved for 2 CPE credit hours. To earn credit you must:

• Participate in the program on your own computer connection (no sharing) – if you need to 
register additional people, please call customer service at 1-800-926-7926 ext. 1 (or 404-881-1141 
ext. 1).  Strafford accepts American Express, Visa, MasterCard, Discover.

• Listen on-line via your computer speakers.

• Respond to five prompts during the program plus a single verification code.  

• To earn full credit, you must remain connected for the entire program.
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Tips for Optimal Quality FOR LIVE PROGRAM ONLY

Sound Quality
When listening via your computer speakers, please note that the quality 
of your sound will vary depending on the speed and quality of your internet 
connection.

If the sound quality is not satisfactory, please e-mail sound@straffordpub.com
immediately so we can address the problem.

mailto:sound@straffordpub.com


Recording our programs is not permitted. However, today's participants can order 
a recorded version of this event at a special attendee price. Please call Customer 
Service at 800-926-7926 ext.1 or visit Strafford’s website at www.straffordpub.com.
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Notice

ANY TAX ADVICE IN THIS COMMUNICATION IS NOT INTENDED OR WRITTEN BY THE SPEAKERS’ FIRMS TO BE 
USED, AND CANNOT BE USED, BY A CLIENT OR ANY OTHER PERSON OR ENTITY FOR THE PURPOSE OF (i) 
AVOIDING PENALTIES THAT MAY BE IMPOSED ON ANY TAXPAYER OR (ii) PROMOTING, MARKETING OR 
RECOMMENDING TO ANOTHER PARTY ANY MATTERS ADDRESSED HEREIN. 

You (and your employees, representatives, or agents) may disclose to any and all persons, without limitation, the tax 
treatment or tax structure, or both, of any transaction described in the associated materials we provide to you, 
including, but not limited to, any tax opinions, memoranda, or other tax analyses contained in those materials.

The information contained herein is of a general nature and based on authorities that are subject to change.  
Applicability of the information to specific situations should be determined through consultation with your tax adviser.
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Introduction

• We will focus on the tax issues and the law surrounding 
the planning for digital assets that financial (and legal) 
professionals should consider when assisting clients with 
their planning for the conservation and disposition of 
these assets as part of their general estate plan. 

• Therefore the presentation will focus only on digital asset 
planning as it relates to individuals and not business and 
non-business entities. 



Definition of a Digital Asset

• For purposes of this presentation the term "digital 
asset" is defined to be any account, document, 
information, record, photo that is accessible primarily by 
an individual’s access via electronic device (which 
includes tablets, smart phones, PC computers, 
Chromebooks, Mac Computers) to the Internet. 





Caveat Regarding the Digital Asset Environment

• The digital asset arena is a dynamic and growing area of our 
economy. Technological entrepreneurs are adding new 
platforms to the digital asset world and change their legal 
policies with regard to the same on an ongoing basis.

• The law has not yet caught up to the digital asset revolution.
• Therefore, much of what is discussed in this outline might be 

and will eventually be obsolete (especially as it relates to 
some of the social media assets in this presentation).

• Be sure to continually read and stay informed. 



THE LEGAL ENVIRONMENT



Federal Laws

• Electronic Communications Privacy Act ("ECPA"):  found at 18 U.S.C. §2701 et. 
seq. (also known as the Stored Communications Act). The ECPA contains two prongs 
relevant to our discussion.

– Criminalization: The ECPA makes it a crime for anyone to intentionally access 
without authorization a facility through which an electronic communication service 
is provided as well as to intentionally exceed an authorization to access the 
facility. 

– Prohibition: The ECPA prohibits an electronic communication service or a remote 
computing service from knowingly divulging the contents of a communication that 
is stored by or carried or maintained on that service unless disclosure is made to 
an addressee or intended recipient of such communication or an agent of such 
addressee or intended recipient or with the lawful consent of the originator or an 
addressee or intended recipient of such communication or the subscriber in the 
case of remote computing service. 



Federal Laws

• Computer Fraud and Abuse Act ("CFAA"): found at 18 U.S.C. §1030. This Act 
protects against anyone who "intentionally" accesses a computer without 
authorization or exceeds access and imposes criminal liability on the violator.

– The U.S. Department of Justice takes the position that it supports a criminal charge when anyone "exceeds 
authorized access" by violating the access rules set forth the provider's terms of service agreement. There is 
no exception for fiduciary access.

• Question: Thus if a third person (with access to an individual user's log in credentials 
and password) accesses the individual user's account without obtaining advance 
permission from the provider as required under the provider's terms of service 
agreement - is there a violation of the CFAA? 

• Question: Does a former employee's access of his/her former employer's computer 
system constitute a violation of the CFAA? 

• See United States v. Nosal  in which the 9th Circuit US Court of Appeals said "yes."
• But see United States v. Valle  (the "Cannibal Cop" Case) in which the 2nd Circuit US 

Court of Appeals said "no."
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State Laws

• Many states have enacted statutes that 
criminalize unauthorized third party access to a 
person’s digital assets. 

• Just about all states have enacted the Uniform 
Fiduciary Access To Digital Assets ("RUFADAA") 
which enable certain third parties, if authorized 
by the user, to have access to an individual's 
digital assets. 



Terms of Service Agreements (“TOSA”)

• Many states have enacted statutes that 
criminalize unauthorized third party access to a 
person’s digital assets. 

• Just about all states have enacted the Uniform 
Fiduciary Access To Digital Assets ("RUFADAA") 
which enable certain third parties, if authorized 
by the user, to have access to an individual's 
digital assets. 



Terms of Service Agreements (“TOSA”)

• Whenever an individual registers to use an online service 
or to create online account (or even the use of an app), 
he or she must generally check a box which signifies that 
the user is aware of and agrees to the terms of service 
that govern the use of the website or service. 

• Generally almost no one reads these agreements before 
checking the box, and no one is quite aware of exactly 
what they are agreeing to.



Terms of Service Agreements (“TOSA”)

Common Traps Include:
• Automatic termination of the account upon the death of the individual account holder 

(see Yahoo and LinkedIn for examples of this result).
• All property (e.g. photos) transferred to the provider website become the property of 

the provider and may be used by the provider for whatever purposes it may deem 
proper.

• The records or files (e.g. ITunes music) are non-transferrable at the account holder’s 
death and thus all individual rights terminate at his or her death. 

• Third parties (such as Personal Representatives of Estates, Agents under Durable 
Powers of Attorney, Conservators/Guardians) may not access the account.

• Legal disputes may only be resolved in a particular forum that may not be convenient 
to the account holder.



The Revised Uniform Fiduciary Access To 
Digital Assets Act ("RUFADAA") 

History:
• The first iteration of this Act (the Uniform Fiduciary Access to Digital Assets Act or 

"UFADAA") was promulgated by the Uniform Commissioners in 2012. It was met with 
opposition by a coalition of internet based businesses and privacy advocates (the 
"Coalition") who opposed certain provisions. Notwithstanding the opposition, in 2014 
Delaware enacted a law regarding digital asset privacy that is substantially similar but 
not identical to the originally promulgated UFADAA. 

• The Coalition offered its own version of model legislation with regard to digital assets, 
which is more limited that the UFADAA and in 2015 Virginia enacted this model 
legislation.



The Revised Uniform Fiduciary Access To 
Digital Assets Act ("RUFADAA") 

History:
• In 2015 the National Commission on Uniform Laws passed the RUFDAA which provides:

(a) Better coordination with federal privacy laws;
(b) A better definition of the rights and duties of all parties (fiduciaries, internet service 
providers and digital asset custodians)
(c) A mechanism to give legal effect to an account holder’s instructions for the disposition of 
digital assets.  

• To date, the RUFADAA has been very well received by various US jurisdictions. As of February 1, 
2020, the act has been enacted in almost every US jurisdiction with following exceptions:

(a) RUFDAA Legislation Introduced (4 States): KY, MA, OK, PA.
(b) DE has its own law based on the UFADAA (prior version of RUFADAA)
(c) CA has its own special digital asset act.
(d) LA currently has no statutory law addressing fiduciary access to digital assets. 



The Revised Uniform Fiduciary Access To 
Digital Assets Act ("RUFADAA") 

Brief Overview of Key Provisions:
Copy of the RUFADAA may be found and downloaded at www.uniformlaws.org.
The Act is divided into 21 sections. 
• Section 2 is the definitional section of the Act. 
• Section 2 (10) defines a "digital asset" to be "an electronic record of which an individual has a 

right or interest." The comments to the Act states that the following is included in the definition: 
Information that is stored on a user’s computer and other digital devices;
Content uploaded onto websites; and, Rights in digital property.
Paragraph (c) is somewhat open ended so that implies that items such as 
bitcoins should be included in the definition.  

• Section 2(8) defines a "Custodian" to be a person  that carries, maintains, processes, retrieves or 
stores a digital asset of a user."

• Section 2(26) defines a "user" to be a person that has an account with a custodian.



The Revised Uniform Fiduciary Access To 
Digital Assets Act ("RUFADAA") 

Brief Overview of Key Provisions:
Section 3 governs applicability scope of the Act and the fiduciaries who have access to an 
individual’s digital assets. Under Section 3(a), the term "fiduciary" includes the following 
parties:
• An Agent or Attorney-In-Fact acting under a durable power of attorney executed 

before, on, or after the effective date of the Act;
• A Personal Representative (whether under a Will or intestacy) acting for a decedent 

who died before, on or after the effective date of the Act;
• A Court Appointed Conservator (or Guardian) appointed before, on or after the 

effective date of the Act; and,
• A Trustee acting under a trust created before, on, or after the effective date of the Act. 



The Revised Uniform Fiduciary Access To 
Digital Assets Act ("RUFADAA") 

Brief Overview of Key Provisions:
Section 3(c) of the RUFADAA expressly states that the Act does not apply to the digital asset of an 
employer used by an employee in the ordinary course of the employer’s business.
• Comment #1: This would signify that a fiduciary would not have access to an employee’s company 

issued laptop computer or smart phone. 
• Comment #2: What about employers who have a policy in place that allows an employee to "bring 

your own device" with regard to smartphones? Employers will need to consider either issuing the 
employee an employer dedicated smartphone (that is truly the property of the employer; or using a 
phone application ("app") that will enable the employer to delete all employer related data upon 
termination of employment. 

• Comment #3: Thus, those of us who are employed by third parties would be advised to be careful 
about what we store on employer issued phones and computers and ensure that we have our own 
separate electronic devices in place (which most of us do anyway). 



ESTATE PLANNING FOR DIGITAL ASSETS

• The key law is the Uniform Fiduciary Access To 
Digital Assets Act (Revised) often referred to by 
its acronym: RUFADAA

• The RUFADAA has been adopted in almost all of
the US States (CA and DE have their own 
versions; LA and OK have not enacted). MA 
introduced the Act in 2022.



Key Definitions In The Act

• Digital Asset= electronic record in which an individual 
has a right or interest

• User= individual who has original and current access to 
the digital asset

• Custodian= Third Party Provider of the Digital Asset
• Terms of Service Agreement (“TOSA”)= which is the 

agreement that defines a User’s right to use/access or 
own the digital asset



Key Definitions (cont.)

• Fiduciary = Executor, Trustee, Attorney-In-Fact under a
Durable Power of Attorney, court appointed Guardian.
– Note that in NJ “Conservators” are excluded from this

definition even though RUFADAA includes them.

• Catalogue of Communications= information that
identifies each person with whom the User had an
electronic communication (includes the date, e-address
of person).



Key Definitions (cont.)

• Online Tool= electronic service provided by a Custodian 
that allows the User, in an agreement distinct from the 
TOSA, to provide for the disclosure or nondisclosure of 
Digital Assets to a third person.

• Only two Custodians currently offer the Online Tool 
option
– Facebook
– Google
– Apple



Some Limitations

• The Act does not apply to employer provided digital
assets (e.g. your work email address)

• The Act does not confer or convey ownership rights over
the Digital Asset. That depends upon the TOSA. The Act
only focuses on management.

• The Act does not confer on the Fiduciary greater rights to
the Digital Asset than the User had (it might even be less
rights).



Some Limitations (cont.)

• Please note that the Act does not grant the Fiduciary 
ownership rights to the underlying assets (e.g. on line bank or 
brokerage account).

• Please also note that the Act does not impact Federal Law:
• Electronic Communications Privacy Act (“Stored 

Communications Act”)18 U.S.C. §2701 et. seq. 
• Computer Fraud and Abuse Act. 18 U.S.C. §1030
• HIPAA (Health Insurance Portability and Accountability Act of 

1986) Pub. L. 104-191





BASICS OF THE ACT

• Key Point: The User has the ultimate decision control over 
whether a Fiduciary may access the User’s Digital Assets 
(exception possible for court order)

• The User may decide that the Fiduciary:
– May have access to all Digital Assets
– May not have access to any Digital Assets
– May have access to certain digital assets (“cherry picking”)

This will probably play out in future judicial decisions.



Order of Priority as To Access/Non-Disclosure

• First Priority: The Online Tool

• Second Priority: Specific Authorization in 
Estate Planning Documents

• Third Priority: TOSA



Planning For Digital Assets

• Client Inventory (Lifetime)
– Critical for the Client To Create
– Keeping Current is The Challenge

• Password or Electronic Password System (Lifetime)
– Manual
– Use of Commercial Vendors such OnePassword and Dashlane

• Authorization Language in Durable Power of Attorney



Planning (cont.)

• Post Mortem Planning
– Ascertain whether the Client wants to grant access 
– If yes- is access to be granted to all digital assets or just 

some of Digital Assets
• If all assets- then Client’s Last Will and Testament 

(“LW&T”) should contain authorization to Executor
• If some of the assets- then perhaps specification of 

which assets should be accessible
• If none of the assets- then perhaps a direction in the 

LW&T should be included



Estate Planning (cont.)

• Currently, Custodians are not allowing Trustees of Trusts 
to become the titled User for Digital Assets
– Why? Perhaps it impedes the Custodian’s licensing business 

model (e.g. ITunes and Kindle only granting Users a license to 
use the digital assets are concerned about the license that never 
expires.

• Perhaps this changes in the future.



Estate Planning (cont.)

• There are also commercial services that vault a User’s list of 
Digital Assets Passwords for use by an Executor.
– Directive Communications System, Inc. (“DCS”)
– Estate Map
– Asset Lock
– My Wonderful Life
– SecureSafe

• Please keep Personal Digital Assets Away From Work 
Environment.



Taxation Issues



General Taxation
• With exception of financial accounts, most 

digital assets have minimal financial value.
– Social Media Digital Assets value will 

generally dissipate after death of User
– Digital assets that are part of a business entity 

may have value that will be included in 
valuation of taxpayer’s business interest



Cryptocurrency
• Defined: a digital (virtual) currency

designed to work as a medium of
exchange through a computer network
(blockchain) that is not reliant on any
central authority (such as a government or
bank) to uphold or maintain it.

• Examples: Bitcoin, Ether, Dogecoin, 



Cryptocurrency (Cont.)
• Two Key IRS Pronouncements on 

Cryptocurrency (“Virtual Currency”)
– IRS Notice 2014-21(4/14/2014)

• Classifies cryptocurrency as “property” and not 
cash for income tax purposes.

• Using cryptocurrency to purchase goods and 
services is treated as a disposition of property 
triggering either ordinary or capital gain



IRS Notice 2014-21 (cont.)
• Taxpayers receiving cryptocurrency in 

exchange for goods and services to third 
parties must recognize taxable income.
– Income is the FMV of the cryptocurrency on 

the date that blockchain transfer is made.
• If self-employed the taxpayer will need to 

pay self-employment tax. 



IRS Notice 2014-21 (cont.)
• The following events will not trigger 

adverse income tax consequences for 
cryptocurrency:
– Purchase of cryptocurrency with cash
– Receipt of cryptocurrency via intervivos or 

testamentary transfer.
• IRC Section 1014 and 1015 basis rules will apply



REV. RUL. 2019-24
• Covers the recognition of income in the 

event of a “Hard Fork” (creation of new 
cryptocurrency on a new distributed ledger 
in addition to the cryptocurrency on the 
legacy distributed ledger)

• Results in potential income inclusion if 
taxpayer has access to new currency. 



Nonfungible Tokens (“NFT’S”)
• What is an NFT?

– A unit of data, stored on a digital ledger 
(blockchain) which can be sold or traded.

– NFT can be associated with a particular digital 
or physical asset such as images, art, music 
and video.

• There is no legal basis for enforcement of 
right to the asset



NFT (cont.)
• There is no question that an NFT is 

considered to be “property” for income tax 
purposes

• The biggest issue we confront is how to 
value the same
– Cryptocurrency has continuous 24 hour a day 

trading
– Not So For NFT’s 



CONCLUSION
• Digital Assets will continue to proliferate in 

the years ahead
• Property and Tax Law are still evolving to 

catch up:
– RUFADAA is an excellent start (but does not 

cover cryptocurrencies)
– Tax Law is a work in process. 



I. Richard Ploss
IRPloss@pbnlaw.com
973.889.4087
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