
 

ESI Discovery in Federal Criminal Cases:  

Leveraging the New JETWG Recommendations 

Today’s faculty features: 

 

1pm Eastern    |    12pm Central   |   11am Mountain    |    10am Pacific 

The audio portion of the conference may be accessed via the telephone or by using your computer's 

speakers. Please refer to the instructions emailed to registrants for additional information.  If you 

have any questions, please contact Customer Service at 1-800-926-7926 ext. 10. 

THURSDAY, APRIL 26, 2012 

Presenting a live 90-minute webinar with interactive Q&A 

Andrew T. Wise, Member, Miller & Chevalier, Washington, D.C. 

Laura Billings, Counsel, Miller & Chevalier, Washington, D.C. 



Conference Materials 

If you have not printed the conference materials for this program, please 

complete the following steps: 

• Click on the + sign next to “Conference Materials” in the middle of the left-

hand column on your screen.   

• Click on the tab labeled “Handouts” that appears, and there you will see a 

PDF of the slides for today's program.   

• Double click on the PDF and a separate page will open.   

• Print the slides by clicking on the printer icon. 

 



Continuing Education Credits 

For CLE purposes, please let us know how many people are listening at your 

location by completing each of the following steps:  

• In the chat box, type (1) your company name and (2) the number of 

attendees at your location 

• Click the SEND button beside the box 

FOR LIVE EVENT ONLY 



Tips for Optimal Quality 

Sound Quality 

If you are listening via your computer speakers, please note that the quality of 

your sound will vary depending on the speed and quality of your internet 

connection. 

 

If the sound quality is not satisfactory and you are listening via your computer 

speakers, you may listen via the phone: dial 1-866-961-9091 and enter your  

PIN -when prompted. Otherwise, please send us a chat or e-mail 

sound@straffordpub.com immediately so we can address the problem. 

 

If you dialed in and have any difficulties during the call, press *0 for assistance. 

 

Viewing Quality 

To maximize your screen, press the F11 key on your keyboard. To exit full screen,  

press the F11 key again. 
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History of JETWG and ESI  

• History of the Joint Electronic Technology Working Group 
(JETWG) 

 2007 recommendations 

• Make-up of the JETWG 

• The Sedona conference and the development of ESI issues 
in the civil context 

• Recent developments regarding ESI in criminal cases 
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Why ESI is Different than Paper 

• ESI v. paper in our daily lives 

• Volume 

• Dynamic nature of ESI 

• Destruction is relative 

• Changeability and transferability 

• Not always tangible or visible 

• More components and formats 

 



8 

Overview of the New Protocol 

• The recent release: Recommendations for ESI Discovery in 
Federal Criminal Cases 

 In progress since 2009 

• Audience 

• Authors 

 Who was and was not included? 
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Protocol’s Four Parts 

• Principles 

 Expectations of the criminal bar 

• Recommendations 

 Overarching guidelines for managing ESI discovery 

• Strategies and Commentary 

 Organic 

 Varies according to case circumstances 

 Will evolve with technology and test-drives 

• Checklist 

 Roadmap for ESI management 
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Protocol Lingo 

• Critical terms referenced in the Protocol 

 Electronically Stored Information: what it includes other than 
emails and computer documents 

 Extracted text 

 Forensic images 

 Load files 

 Metadata 

 Native files 

 Optical Character Recognition 

 Parent-child relationships 

 PDFs, TIFFs, and other file format terminology  
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Protocol Themes 

• Establishes ESI baseline 

• Importance of attorney education on ESI issues 

 Implications for Judge’s expectations for counsel 

 Use of technical experts 

• Focus on the reduction of costs and burdens 

 Standardizing ESI formats 

 Processing and format conversion issues 

• Duty to meet and confer 

 The “linchpin” of the Protocol 

• Cooperation between the parties 
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Noteworthy Aspects of the Protocol 

• “Volume of ESI … may make it impossible to personally review 
every potentially discoverable item” 

 Implications for “predictive coding” and “conceptual searches” 

 Accepting government’s interpretation of “hot docs” 

 Interaction with Brady and Rule 16 obligations 

• Where a party processes data, the processing should be 
produced along with the data 

 Implications for work product and strategic decisions 

 Implications on internal investigations where criminal prosecutions 
may follow 

• Significant role of technical experts 

 In-house, court-provided, and outside vendors 
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What the Protocol Doesn’t Provide 

• ESI education 

• Claims or rights 

• Pre-indictment ESI guidance 

• Rules/enforcement 

• Best practices for ESI confidentiality and security 
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What the Protocol Doesn’t Address 

• Choice of ESI  

 IM communications v. email; IPAD notes v. paper notes 

• ESI and preservation obligations 

 Drafts and preliminary versions 

 Voicemail, email, and text messages 

 Historic metadata 

• ESI recovery obligations 

 From servers and back-up tapes 

 Deleted files 

• Admissibility of ESI 
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Winners and Losers 

• Government 

 Training provided  

 Clear guidelines for ESI delivery and processing with the 
expectation of judicial buy-in 

 Possibility of using software to satisfy discovery obligations 

• Defense 

 Public defenders, CJA, and private bar affected differently by 
requirement to learn ESI issues 

 Use of software better suited to government’s productions 
than to preparing defense 

 Costs of outside experts, vendors 
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Implications for Criminal Trial Attorneys 

• ESI education requirement 

 Redefines standard of “experienced” trial attorney 

 New component of training junior lawyers 

 Lawyers are duty-bound to continuously learn 

 A new ethics requirement? 

• Ineffective assistance claims 

• Prosecutorial misconduct claims 

• Defense must be proactive 
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Implications for the White Collar Bar 

• Might rarely be in post-indictment posture 

• Unofficial ESI protocol for pre-indictment cases 

 Document delivery requirements in government subpoenas 

 Established need for ESI education to collect, review, and 
produce documents 

 Meet and confer existing element of pre-indictment cases 
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Next Steps 

• A confidentiality and security protocol for ESI 

 ESI contains personal information, trade secrets, national 
security information 

 Review of ESI may occur in web-based platforms 

• ESI protocol for pre-indictment 

 Including white collar bar in the development stages 

• ESI education guidelines 
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Hypothetical: U.S. v. Smith 

• Smith, the CEO of Company X, is indicted on charges of 
securities fraud and obstruction of justice 

• The securities fraud count alleges that Smith knowingly 
made false statements in Company X’s SEC filings about 
bribes paid by a Company X European subsidiary 

• The obstruction count alleges that Smith lied to SEC 
investigators and lawyers hired by Company X to conduct 
an internal investigation 

• Smith is held without bond pending trial as a flight risk 
given his ownership of property and frequent travel to 
France 
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Pre-Indictment investigation 

• At the first hearing, the AUSA advises the Court of the following 
facts regarding the investigation: 
 One year ago, an anonymous Company X employee called the 

Company’s ethics hotline and reported Company X’s European 
subsidiary was paying bribes to government officials 

 Company X immediately retained Law Firm to conduct an internal 
investigation and made a disclosure to the DOJ and SEC 

 Over the next six months, Law Firm collected and reviewed 
documents and interviewed company employees 

 That document collection was coordinated by Company X’s legal 
department and involved the collection of documents from 
Company X’s US-based server and European servers 

 Company X also collected data from employees’ handheld devices 
and retrieved paper documents from file cabinets at Company sites 
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Pre-Indictment investigation, con’t 

• While Law Firm’s investigation was on-going, DOJ convened a grand jury and the DOJ 
and SEC jointly interviewed three dozen company employees 

• DOJ issued broadly-worded grand jury subpoena to Company X seeking documents and 
other evidence related to Company’s X’s European subsidiary, Company X’s relevant 10-
K filing, and anything reflecting Smith’s knowledge of the underlying bribery issues and 
the falsity of the 10-K filings 

• Smith was interviewed by Law Firm and denied any knowledge of the alleged bribery 
scheme; he was later interviewed by the SEC three months later repeated his denials 

• The government claims that Smith’s denials are contradicted by his own emails, 
handwritten notes made on PowerPoint slide decks prepared by Company X compliance 
officers, voicemails, accounts of Company X employees as provided to the SEC, DOJ, and 
Law Firm 

• In its initial discovery production, DOJ provides Company’s X’s 10-K with the statement 
denying any known FCPA issues, Smith’s emails from Company X’s servers, the slide 
decks with Smith’s handwritten notes, the whistleblower’s call, the transcript of Smith’s 
SEC interview, and the Law Firm memorandum of Smith’s interview 
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Questions 

For additional information, please contact 

 
Andrew Wise 

202.626.5818 

awise@milchev.com  

 

Laura Billings 

202.626.5807 

lbillings@milchev.com 
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