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What is Off-Duty Misconduct?

• Is off-duty “misconduct” a risk to 
your business, or is it none of your 
business?

How do we identify what is off-
duty misconduct vs. protected 
activity.

• The answer is not always clear.
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What is Off-Duty Misconduct?

Disney World student employee 
fired after tweeting break room 
sign addressing on-site alligators
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What is Off-Duty Misconduct?
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What is Off-Duty Misconduct?

National brokerage firm employee fired over purchase of Trump 
hats
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Today’s Town Crier

Methods to disseminate information quickly:

• Blogs

• Texting

• Twitter

• Social networking 

• Digital cameras

• YouTube
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“From the standpoint of young people, there’s no real distinction 
between online life and offline life.  It’s just life.”

John Palfrey, Harvard University law professor

Co-Director of the Berkman Center for Internet and Society

This Photo by Unknown Author is licensed under CC BY-SA
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What Governs Off-Duty Misconduct?

• Employment Contracts: 
Employment contracts may 
regulate off-duty conduct.

University of Arkansas fired its football coach for not disclosing 
“inappropriate relationship” with female employee. Employment 
contract gave university the right to suspend or fire coach for 
conduct that “negatively or adversely affects the reputation of 
the (university’s) athletics programs in any way.”
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What Governs Off-Duty Misconduct?

Employment agreements may 
also state that “a violation of a 
criminal law,” or “a conviction of 
a felony involving honesty, 
death, morals, or drugs” is 
grounds for dismissal.

13



What Governs Off-Duty Misconduct?

• Collective bargaining agreements may also provide 
grounds for regulating employee’s off-duty conduct.

 Proforma language of public employment contract 
prohibits discipline unless “just cause” for such 
discipline exists.

may also expand on the “just cause” requirement by 
setting forth specific examples of misconduct –
including off-duty misconduct.

• More often, “regulation” is contained in employer’s 
policies. e.g. the handbook
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Are There Limitations on Regulating Off-duty 
Conduct?

• The common use of a “just cause” standard allows considerable 
leeway in interpretation by outside arbitrator.

• In viewing off-duty misconduct cases, arbitrators tend to use 
these factors to determine “just cause:”

1. Did employer give employee forewarning of possible or 
probable disciplinary conduct? (In the alternative, is this 
rule, regulation, or standard any employee should know?)

2. Was employer’s rule or managerial order reasonably related 
to:

a) The orderly, efficient, and safe operation of employer’s 
business; and

b) The performance that employer might properly expect 
of employee?
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Are There Limitations on Conduct That May Be 
Regulated? (cont’d)

3. Did employer, before disciplining employee, 
make effort to discover whether employee 
did, in fact, violate or disobey rule or 
management order?

4. Was employer’s investigation conducted 
fairly and objectively?

5. Did the final decision maker obtain 
substantial evidence or proof that employee 
was “guilty as charged?”
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Are There Limitations on Conduct That May Be 
Regulated? (cont’d)

6. Has employer applied its rules, orders, and 
penalties even-handedly and without 
discrimination to all employees?

7. Was degree of discipline administered in 
particular case reasonably related to:

a) The seriousness of employee’s proven 
offense;

b) The employee’s in his/her service with 
employer?
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Are There Limitations on Conduct That May Be 
Regulated? (cont’d)

• In off-duty misconduct matters, focus is on:

 Factor 1 – Whether a rule was in place; and

 Factor 2 – Whether the rule was reasonably related to:

a) The orderly, efficient, and safe operation of the 
employer’s business; and

b) The performance that the employer might properly 
expect of the employee

• Typically, arbitrator will first look at whether employer can 
demonstrate connection between conduct and potential 
or actual damage to company’s reputation and/or 
problems of interrelationship with other employees. 
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Arbitrator’s Test

The National Academy of Arbitrator’s four-prong test requires 
employer to establish one of the following:

a) The misconduct involves harm or threats to supervisors, 
co-workers, customers, or others with actual or potential 
business relationship with employer;

b) The misconduct could seriously damage employer’s public 
image;

c) The misconduct reasonably makes it difficult or impossible for 
co-workers, customers, or others with actual or potential 
business relationship with t employer to deal with employee; or

d) The employee makes off-duty public attacks on employer, 
supervisors, or employer’s product.
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Arbitration Rulings

Examples where discipline for off-duty conduct was upheld:

 Termination for placing private part in fellow employee’s hand 
during an off-duty birthday celebration at the local bowling alley.

 Termination for lying about off-duty conduct noted above.

 Termination for off-duty DUI when employee required to have 
commercial driver’s license.

 Termination reduced to 30-hour suspension for domestic 
violence.

 Termination for conviction of controlled substance possession 
and failure to advise employer of prior conviction.
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Arbitration Rulings (cont’d)

Examples of where discipline for off-duty conduct was upheld:

 Termination upheld for corrections officer convicted of five 
charges of breaking into ex-girlfriend’s apartment and failure to 
notify employer.

 Termination of public employee for off-duty use of cocaine.

 Termination of plumber for DUI and open bottle resulting in 
employer’s insurance prohibiting employee from driving 
employer vehicle.

 Termination of child mental health worker arrested for domestic 
assault and later DUI arrest.
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Can a Public Employer Discipline Employee for 
Internet Postings?

The First Amendment protects citizens, 
including public employees, from state or 
government action. Any action by a public 
employee triggers the protections afforded 
under the Constitution.

Depending on the content, public employee’s 
posts have greater protections than those of a 
private employee.
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Ceballos v. Garcetti (2006) 547 U.S. 410

In Ceballos, the Supreme Court stated that when a “public 
employee speaks pursuant to employment responsibilities,” a 
heightened scrutiny standard under the First Amendment is 
inappropriate.
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Impact of Ceballos

“When public employees make statements pursuant to their 
official duties, the employees are not speaking as citizens for First 
Amendment purposes, and the Constitution does not insulate 
their communications from employer discipline.”
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Ceballos’ Considerations

• Where do you draw the line 
between a private person and 
their official functions?

• Can you be disciplined for 
blogging or posting your vacation 
photos on your own computer?

• Are bloggers journalists?
• Do the posts become part of the 

public record?
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When are employees just griping, and when is their conduct 
protected speech?
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“You are going to serve … hot dogs!”

• Employee at BMW dealership took mocking photos of 
co-workers during an event and posted them, along with 
comments, on Facebook.

• Also took picture of a BMW crashed into a pond.
• Lawfully terminated.
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The Disgruntled Bartender

• Employee and fellow bartender had 
conversation about how tip-sharing policy 
“sucked.”

• Employee posted on Facebook:  “Hadn’t had a 
raise in five years;” “Doing waitresses’ work 
without tips;” “Customers are ‘rednecks,’ I 
hope they choke on glass as they drive home 
drunk.”

• Lawfully terminated.
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The “Taxing” Employees

• Employees discovered they owed state income 
taxes because their income tax had not been 
properly withheld and brought it to the 
employer’s attention.

• Former employee posted a “short-hand 
expletive” on Facebook complaining about 
issue. Another employee “liked” it. Another 
employee called owner “such an a**hole.”

• Employer threatened to sue employees for 
their comments.

• Employees unlawfully terminated.
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The Cyber-Bullies

• One co-worker posted complaints 
about another co-worker on 
Facebook.

• Four other co-workers joined in and 
complained about the same co-
worker.

• Employees unlawfully terminated.
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Hispanics United of Buffalo Inc. & Carlos Ortiz

• Employee, L. Cruz-Moore, told co-worker, M. Cole-Rivera, that she 
planned to tell management that employees were not doing enough 
to help victims of domestic violence who used the nonprofit’s 
services.

• Cole-Rivera posted on her Facebook page: “Lydia Cruz, a coworker 
feels that we don’t help our clients enough at [Hispanics United]. I 
about had it! My fellow coworkers how do u feel?”

• Four off-duty co-workers responded, objecting to assertion that 
their work performance was substandard.

• Cruz-Moore complained to management about the Facebook 
exchange. 

• Cole-Rivera and the other four employees were terminated for 
bullying and harassment.

• Terminations were unlawful.
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Social Networking - Misconduct

Example: Harassment 
Concerns

“I’ve been working with these two girls every day for four years 
and every day I want to have crazy sex with at least one of them. I 
want them to [expletive deleted] me and [expletive deleted]. … 
How do I keep my urges in check?”

Posted by “Adamhum”
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Remember - Harassment

Federal and state laws require 
employers to take action to 
prevent or eliminate harassment.

An employer can be liable for an 
employee’s behavior if it has actual 
or constructive knowledge.
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Falmouth Firefighters Union v. Town of Falmouth (Mass SC)

• City published email policy stating it maintained ability to 
access any messages on or transmitted over its email system.

• Firefighter’s email account was reviewed in sexual harassment 
investigation. 

• Court found firefighter “did not have a reasonable expectation 
of privacy in the emails he voluntarily sent over the Town’s 
email system absent any assurances that such 
communications were private or confidential.”

• Majority Rule despite strong language in states’ privacy acts

No Expectation of Privacy in Emails?
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City of Ontario v. Jeff Quon

Question presented to CA Supreme Court:

Does a police officer have reasonable 
expectation of privacy in text messages 
transmitted on his city-issued pager? 

Do third parties sending text messages to the 
police officer’s pager have a similar expectation 
of privacy in the messages sent?

Does it extend to off-duty conduct?  
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Impact of City of Ontario

• Court’s comments regarding employer policies 
shaping privacy expectations demonstrate 
importance of establishing and regularly 
disseminating broad policies that place 
employees on notice that communications may 
be accessed by employer. 

• If an employer is required to review employee 
communications, those investigations should be 
initiated based upon legitimate business reason 
and be appropriately limited in scope.
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NLRB Cases on Discipline for Social 
Media Posts

©2016 Seyfarth Shaw LLP. All rights reserved. Private and Confidential
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National Labor Relations Act (NLRA)

• Section 7 of the NLRA states in relevant part:
• Employees shall have the right to self-organization, to form, join, or 

assist labor organizations, to bargain collectively through 
representatives of their own choosing, and to engage in other 
concerted activities for the purpose of collective bargaining or 
other mutual aid or protection, and shall also have the right to 
refrain from any or all such activities.

• Section 8(a) of the NLRA states in relevant part:
• It shall be an unfair labor practice for an employer . . . to interfere 

with, restrain, or coerce employees in the exercise of the rights 
guaranteed in section 7.

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Protected Concerted Activity

Definition of Concerted Activity:

Raising issues and concerns about terms and conditions of 
employment that affect at least two workers.

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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“Concerted” Activity

• “Concerted” 

• Actual concert by two or more employees

• Individual employee attempting to initiate or induce group action, 
even when attempt is rebuffed

• Individual pursuing “logical outgrowth” of previously expressed group 
concerns

• Individual disciplined to prevent employee protected concerted 
activity (“preemptive strike”)

• Personal gripes not concerted

• Need expression of shared concerns, not just sympathy or 
general dissatisfaction

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Protected Concerted Activity

But not all concerted activity is protected . . .

Concerted activity can lose the protection of the 
NLRA in certain situations.

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Unprotected Activity

• Conduct directed toward co-workers or supervisors is 
insubordinate or even threatening (Atlantic Steel).

• Appeal to third parties must make clear that comments are 
in the context of a labor dispute (Jefferson).

• Appeals to third parties become unprotected when:

• Conduct is so disloyal, reckless, or maliciously untrue as to lose the 
NLRA’s protection.

• Disparagement of the employer’s products or services may justify 
loss of the NLRA’s protection

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Decisions Regarding
Protected Social Media Posts

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Karl Knauz Motors, Inc., 358 NLRB No. 164 
(September 28, 2012)

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Triple Play v. NLRB,
629 F. Appx. 33 (2d Cir. 2015)

• Two employees of sports bar criticized their employer on 
Facebook.

• A former employee posted:
“Maybe someone should do the owners of Triple Play a favor and 
buy it from them.  They can’t even do the tax paperwork 
correctly!!!  Now I OWE them money . . .  Wtf!!!!”

• A current employee “liked” the post.

• A second current employee added in response to a subsequent 
comment by the initial poster accusing one of Triple Play’s owners 
of criminal conduct: 
“I owe too.  Such an asshole.” 

• The sports bar terminated both employees.

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Triple Play v. NLRB (2d Cir. 2015)
cont’d

• In 2014, the NLRB found that the terminations were 
unlawful because the employees were engaged in 
protected (work-related) discussions under the NLRA.

• In 2015, the 2d Circuit affirmed the NLRB’s decision.

• Wages, including the tax treatment of earnings, are directly 
related to the employment relationship.

• Employees were engaged in concerted activity: 

• Two other employees were involved in the Facebook 
discussion.

• Facebook discussion was part of a sequence of events, all of 
which concerned the employees’ complaints about the tax 
treatment of their earnings.

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Pier Sixty, LLC, 362 NLRB No. 59
(December 14, 2015)

• During a pending organization campaign, a manager and an 
employee of a New York-based catering company providing 
full-service event planning for private functions got into a 
conflict.

• As the manager attempted to direct a group of employees at 
an event, the employee claimed the manager told them to 
“stop chit-chatting” and later used a harsh tone of voice, 
ordering them to “spread out” and “move!”

• In response, the employee posted on Facebook:
“Bob is such a NASTY MOTHER F*CKER don’t know how to 
talk to people!!!!!! F*ck his mother and his entire f*cking 
family!!!! What a LOSER!!!! Vote for the UNION!!!!!!”

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Pier Sixty, LLC, 362 NLRB No. 59
(December 14, 2015)  cont’d

• The NLRB found in favor of the employee. 

• The employee’s Facebook post was a protected exercise of 
“concerted activity” rights; and 

• The employee’s specific conduct was not sufficiently egregious, 
serious or violent to lose its protected character under NLRB 
precedent.

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Takeaways

• Before taking disciplinary action based on an employee’s 
social media postings, consider:

• Does the employee’s complaint involve protected substance?

• Does the employee’s complaint involve concerted action or is it just 
an individual gripe?

• Could the employee’s complaint evolve into concerted action by 
other employees?

©2016 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Social Media Privacy in the Workplace

©2019 Seyfarth Shaw LLP. All rights reserved. Private and Confidential
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Social Media Protection
Under Federal Law 

• No federal law prohibiting employers from requesting personal 
social media login information from applicants and employees. 

• The Stored Communications Act prohibits employers from 
intentionally accessing such information “without authorization.”

• Where an employee gives his/her employer personal login 
information upon request, the employer can argue that SCA does 
not apply because they were “authorized” to log onto the 
account.

©2019 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential

51



Which States Have
Social Media Legislation?

1. Arkansas

2. California

3. Colorado

4. Connecticut

5. Delaware

6. Illinois

7. Louisiana

8. Maine 

9. Maryland

10. Michigan

11. Montana

12. Nebraska

13. Nevada

14. New Hampshire

15. New Jersey

16. New Mexico

17. Oklahoma 

18. Oregon

19. Rhode Island

20. Tennessee

21. Utah

22. Virginia

23. Washington

24. Wisconsin

©2019 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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What’s Prohibited and
What are the Teeth

Federal Law:  No access without employee authorization.

a) This includes where an employer gains access to the employee’s account through the account of 
another person who can see the account (i.e. a coworker).  

State Law: Rules Differ by State.  However, most state laws require:

a) No asking, insisting on ‘personal’ account access;

b) No requesting username and password

c) No requiring the adding of employer reps to accounts

d) No ‘shoulder surfing’

e) No retaliation for invoking statutory rights or for an employee’s refusal to provide access

Consequences (vary from state to state)

a) Heavy states (i.e. Oregon):  lawsuits, penalties, attorneys fees, reinstatement, back pay.

b) Light states (i.e. New Jersey):  complaints to DOL, which may investigate and impose nominal 
penalties.

c) California:  fines up to $1,000 for first violation, up to $5000 for subsequent violations; complaints 
to Dept. of Labor

©2019 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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What’s Permitted

• Mandatory access to ‘non-personal’ and/or ‘employer’ 
accounts

• Accounts opened at employer’s request

• Used for employer business

• Suspected workplace misconduct investigations

• Reasonable belief of misappropriation or data theft

• Co-worker harassment via SN account

• Employer device and systems monitoring

• Search for and use of publicly-available account info

©2019 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Creating a Social Media Policy/Agreement

• Proper use

• Integrate existing policies – e.g., electronic equipment and systems use, 
confidentiality, code of conduct, harassment

• No use during work hours or while using company provided equipment 

• Only seek to regulate social media activity impacting the company

• No expectation of privacy in social media activities using company 
equipment or systems

• Must follow the company’s conduct standards and its policies

• Should not defame anyone or damage their reputation

• No disclosure of confidential information

• Failure to abide by the guidelines may subject them to discipline 
as well as legal action by the company or others

©2019 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Tips

Compliance
Review the social media privacy laws in the states in which 
you operate and ensure compliance. 

Platforms
Keep up with social media platforms as they develop and 
understand how they’re used by your employees.

Investigate Public Material First
Gather what information is publicly available to avoid privacy 
claims.

©2019 Seyfarth Shaw LLP. All rights reserved. 
Private and Confidential
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Best Practices, Policies, and Insurance
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Off-Duty Conduct Policy

• Include language that references off-duty behavior as part of an overall employee conduct 
policy 

• Off-duty conduct provisions should focus on behaviors and actions that can impact 
performance at work or have an effect on the workplace (“workplace nexus”)

• Avoid being overly broad.  If you say, “conduct that can hurt the company’s reputation,” 
consider giving examples 

• Off-duty conduct provisions should comport with other employment policies (e.g. broader 
conduct policies, harassment/discrimination policies, social media policy, etc.)

• Apply provisions consistently.  

• Ensure that employees sign off on conduct policy.

• Revisit the policy regularly and update as necessary.
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Addressing Off-Duty 

Conduct

• Once employer learns of off-duty misconduct:

• Gather facts – do not make snap judgments

• Perform an investigation

• Let employee explain circumstances

• Assess credibility of complaint

• Was conduct directed at a co-worker?  At employer?

• Consider leave of absence for alleged offender

• Bullying, threats, racist comments, harassment, stalking

• Document everything!
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Addressing Off-Duty 

Conduct Cont’d.

• Failing to take action not an option if:

• Violation of conduct or other employment policies (e.g. sexual harassment, discrimination)

• Threat of violence

• Threat to company’s business
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Employment Practices 

Liability Insurance

EADER
• Key coverage issues/policy wording to consider in the context of off-duty 

conduct/social media liability:

• “Employee” – any natural person who was, is or shall be a full or part-time, seasonal or 

temporary employee of a Company.  Employee shall also mean any natural person 

independent contractor for the Company, any natural person leased to the Company, or any 

intern or volunteer.  (Generally available for individuals entitled to the same degree of 

indemnification as other employees.)

• “Employment Practices Violation” – Should be broadly worded with no restriction for 

violations that occur during work hours or in a work location.
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Employment Practices 

Liability Insurance Cont’d.

EADER
• Key coverage issues/policy wording to consider in the context of off-duty 

conduct/social media liability:

• “Improper Internet Activity” – any actual or alleged Employment Practices Violation or Third 

Party Violation, in either case when committed by an Employee through use of the internet, 

including, but not limited to, social networking or blogging.

• “Third Party Violation” – any actual or alleged harassment of any kind; or discrimination; 

when such acts are alleged to be committed against anyone other than an Employee or an 

applicant for employment with a company.
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