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Notice

ANY TAX ADVICE IN THIS COMMUNICATION IS NOT INTENDED OR WRITTEN BY 

THE SPEAKERS’ FIRMS TO BE USED, AND CANNOT BE USED, BY A CLIENT OR ANY 

OTHER PERSON OR ENTITY FOR THE PURPOSE OF (i) AVOIDING PENALTIES THAT 

MAY BE IMPOSED ON ANY TAXPAYER OR (ii) PROMOTING, MARKETING OR 

RECOMMENDING TO ANOTHER PARTY ANY MATTERS ADDRESSED HEREIN. 

You (and your employees, representatives, or agents) may disclose to any and all persons, 

without limitation, the tax treatment or tax structure, or both, of any transaction 

described in the associated materials we provide to you, including, but not limited to, 

any tax opinions, memoranda, or other tax analyses contained in those materials.

The information contained herein is of a general nature and based on authorities that are 

subject to change.  Applicability of the information to specific situations should be 

determined through consultation with your tax adviser.
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Learning Objectives 
At the end of the session, participants will be able to:

➢ Understand the areas of highest risk in benefit plan audits

➢ Identify and avoid the most common mistakes in benefit plan audits

➢ Implement solutions to the most common plan or filing mistakes after the fact

➢ Pinpoint Form 5500 red flags for the IRS and DOL

➢ Address Top 5 DOL and IRS Hot Button Issues

➢ Identify best practices for the Plan Management to prepare for the audits.
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Do you understand Internal Controls 
over the Plans?
➢ Obtaining and Reviewing All Relevant SOC-1 Reports

➢ Complementary User Entity Controls

➢ Understanding Cyber Security related concerns and Plan Sponsor’s Controls to address 
them
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Obtaining & Reviewing SOC-1 Reports
➢ A Service Organization Control 1 or SOC 1 (pronounced "sock one") is a report on controls at a 

service organization which are relevant to user entities’ internal control over financial reporting.

➢ Plan management outsource most of the plan operations to various third party administrators 
(TPAs) e.g. payroll processing.

➢ A SOC 1 report provides user entities of the payroll processing company reasonable assurance that 
the internal controls of the payroll processing company are suitably designed and operating 
effectively (Type II report) 
to provide the payroll services.

➢ Lack of plan management’s review of the SOC-1 report continues to be an issue that auditors 
experience with their clients. 

➢ Plan management either don’t have resources to review those reports or such a review is beyond 
the scope of their SOX compliance testing. 

➢ SOC-1 reports are critical to fulfilling plan management’s fiduciary duty to monitor the quality and 
effectiveness of the processes of their TPAs. 
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Complementary User Entity Controls
➢ These are also known as User Control Considerations (UCCs).

➢ These are controls that the vendor has included within its system and rely on the user 
entity to implement in order to achieve the vendor’s control objectives.

➢ Control objectives stated in the SOC-1 can be achieved only if these complementary 
user entity controls are suitably designed and operating effectively, combined with the 
controls at the service organization.

➢ Plan management need to evaluate their own controls to ensure they align with UCCs 
as listed in those SOC-1 reports.
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Examples of User Entity Controls
➢ Logical Access.

➢ Separation Procedures.

➢ Authorization Policies and Procedures.

➢ Data Transmission Policies and Procedures.
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Cyber Threats
➢ Recent Cybersecurity Breaches have affected Many Large Companies.

➢ Threat to Employee Benefit Plans and Service Providers.

➢ Duty to protect Participant Data.

➢ ERISA Advisory Council Recommendations:

o Plan sponsors to adopt procedures for:
─ Understanding what data might be subject to cyberattacks

─ Responding to cyber attacks

─ Recovering from cyberattacks

o Vet their TPAs

o Consider Cyber Insurance.

PAGE | 14
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Recommendations to Plan Management
➢ Review SOC-1 reports for each period

➢ Follow up with vendors on:

o Any exceptions on controls testing

o Basis for qualification of opinion

➢ Evaluate own controls to ensure they align with complimentary user controls as listed 
in those SOC-1 reports.

➢ Understanding Cyber Security related concerns and ensure there are controls to 
address them
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What are the Audit Considerations for 
Limited Scope Audits?
➢ Reviewing certification to ensure plan qualifies

➢ Testing investments not covered by the limited scope certification

➢ Testing participant loans
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Limited Scope Audit Regulation
ERISA Section 103(a)(3)(c) allows plan management to instruct the auditor not to perform 
any auditing procedures with respect to investment information prepared and certified by 
a bank or similar institution or by an insurance carrier that is regulated, supervised, and 
subject to periodic examination by a state or federal agency who acts as trustee or 
custodian.

Summary of DOL Regulations 2520.103

➢ Provides sample certification language to be used by the certifying institution

o The XYZ Bank (Insurance Carrier) hereby certifies that the foregoing statement 
furnished pursuant to 29 CFR 2520.103-5(c) is complete and accurate.

➢ Indicates that the certification extends to “ordinary business records” of the certifying 
institution 

➢ The certification must be signed by a person authorized to represent the insurance 
carrier or bank
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Parties Qualified to Certify Limited Scope 
Audits
➢ Bank

➢ Trust Company (of similar institution)

➢ Insurance Carrier

➢ Agent can certify on behalf of qualified institution

o Modify report language – ABC as agent for XYZ Trust Company

➢ Broker/Dealers and Investment Companies can not certify
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Other Questions to Consider when 
Reviewing a Certification
➢ Is the ENTIRE period under audit certified?

➢ Are all investments covered by the certification?

➢ Are notes receivable from participants covered by the certification?

➢ Was there a change in trustee/custodian during the year?
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Testing investments not covered by the 
limited scope certification
The plan auditor should be engaged to perform full scope audit procedures where:

➢ The plan administrator does not request a limited scope audit to be performed in 
accordance with ERISA Section 103(a)(3)(c)

➢ The plan’s assets are not held by a qualified institution

➢ The investment information is not prepared and certified to by a qualified institution

➢ The certification is not reliable

➢ Form 11-K
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Investments – Full vs Limited Scope

Audit Procedures Limited Scope Full Scope

Confirm assets directly with custodian X

Agree the certified investment information to the Plan’s 

financial statement

X

Year-end market value testing X

Investment transaction testing X

Test investment income allocation to participants X X

Determine that the Plan’s financial statement and 

disclosures are in compliance with GAAP

X X

Other audit procedures, such as testing of contributions, 

distributions, etc. 

X X
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Participant Loans - Limited Scope Audits
Limited scope audit procedures for Notes Receivable from Participants (a.k.a. Participant Loans) 
may include –

➢ Determine whether the certifying entity is a qualifying institution

➢ Verify certification covers participant loans

➢ Compare certified participant loan and related interest income information to the 
financial information and disclosures in the plan’s financial statements

➢ Test whether the loans were made in conformity with the plan document
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Is the Population complete?
➢ Ensuring Contribution Population is Complete

➢ Ensuring Distribution and Loan Population is Complete
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Is the Contribution Population 
complete?
➢ Employee contributions per payroll records are reconciled to the trust statements.

➢ Employer Contributions per payroll records or actuary report are reconciled to the 
trust statements.

➢ Reconciliations to be done on an ongoing basis as well as at year end. 

➢ Differences to be investigated and corrective actions to be taken to fix any differences.
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Is the Distribution and Loan Population 
complete?
Review participant benefit distribution and withdrawal payments report to ensure:

➢ Participant distribution amounts per recordkeeper are reconciled to the amounts in 
the trustee statement.

➢ Participants receiving benefits are eligible.

➢ All payments were properly authorized.  

Review the roll forward of participant loans during the year listing all related loan activity to 
ensure: 

➢ The activity in the roll forward are reconciled to the detailed activity reported in the 
trustee statement.

➢ Loan repayments processed through payroll withholdings should reconcile to the 
payroll report.
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Have you reviewed Form 5500? 
Ensuring Financial Information in Form 5500 is consistent with the Financial Statements:

➢ Net Assets Available for Benefits

➢ Participant Loans (Notes receivable from participants)

➢ Receivables

➢ Contributions

➢ Distributions

➢ Admin Expenses

➢ Increase / Decrease in Net Assets

➢ Transfers In / Transfers Out
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Tips to Identify Potential Red Flags
➢ Filing period

➢ Type of plan

➢ First/final/amended filing or short plan year return

➢ Appropriate extension box is checked
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Tips to Identify Potential Red Flags
➢ Basic Plan Information

o Name of Plan, Plan number, EIN, Sponsor’s name, address etc.
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Tips to Identify Potential Red Flags
➢ Termination of Auditors and/or Actuary on Sch. C Part III

➢ Contribution information on Sch. SB and Financial Statements
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Tips to Identify Potential Red Flags
➢ Sch. H and financial statements and reconciliation, if needed.

➢ Auditor’s information on Sch. H part III
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What are the Hot Button issues with the DOL 
and the IRS and how to correct them? 
➢ Top 5 DOL and IRS compliance issues

o Timeliness of Employee Contribution Remittances

o Vesting / distribution issues for terminating / partially terminating plans

o Non-Discrimination Testing

o Definition of Compensation

o Timely adoption of plan document amendments as required by law
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DOL and IRS Correction Programs
➢ Self-Correction Program (SCP)

➢ Voluntary Correction Program (VCP)

➢ Audit Closing Program (Audit CAP)
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What are Best Practices for Plan 
Management to Prepare for the Audit?
➢ SOC-1 Reports and User Control Considerations

➢ Limited Scope Certification

➢ Reconciliations

➢ Form 5500

➢ Timeliness of Contributions
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SOC-1 Reports and User Control 
Considerations
Obtain SOC-1 Reports for all of the Plan’s service organizations and review

➢ Period Covered ~ obtain a bridge letter for stub period

➢ Type of Service Auditor Opinion (Modified or Unmodified) ~ any report 
modifications/qualifications should be evaluated for effect on the Plan

➢ Carve-outs ~ evaluate for applicability to the Plan, and obtain and review applicable 
SOC-1 Report

➢ Review test results ~ evaluate whether exceptions were applicable to the Plan and 
properly mitigated

➢ User entity controls ~ know what controls the Service Organization is not responsible

TIP: It is important that Plan management document the controls for which the Plan is 
responsible and monitor compliance with those controls throughout the year. The audit will 
take more time if controls do not exist or are ineffective.
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Limited Scope Certification
Obtain and review limited scope certification

➢ Issued by a qualified entity

➢ Entity certifies to the accuracy and completeness of the Plan’s investment information

➢ Know what investments are covered by the certification

➢ Obtain support for investment valuation, transactions and related income/loss for 
investments not covered by a valid limited scope certification

TIP: Obtaining answers to these questions and supporting documents in advance will 
help you answer inquiries or additional requests you may receive from your auditors.
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Reconciliations
Ensure all of the plan’s records are: 

➢ Complete and up to date

➢ Readily and easily accessible

➢ Properly reconciled (i.e., payroll to recordkeeper, recordkeeper to trustee)

TIP: The audit will require more time if the records are incomplete or inadequate.
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Form 5500
➢ Obtain and review copy of the Form 5500:

o Appropriate box is properly checked off

o Plan information is correct

o All required schedules are attached

o Financial information is consistent with the Plan’s financial statements
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Timeliness of Contributions
➢ Establish internal controls on contributions 

➢ Identify and document threshold for remitting contributions

➢ Review all contribution remittances for the entire year

➢ Ensure there are no late contributions

➢ Correct if necessary (self correction or VCP)
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Questions & Answers
➢ Questions & Answers
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Michelle Brumfield, CPA

Director

Telephone –
713.968.1655
MBrumfield@mjlm.com

We’re Here For You 

www.mcconnelljones.com

https://www.facebook.com/mcconnellandjonesllp/

https://www.linkedin.com/company/1222367/

httpas://twitter.com/mj_cpa

Contact us with any questions and follow us online: 

Sharjeel Ahsan, CPA

Audit Senior Manager

Telephone –
713.968.1689
SAhsan@mjlm.com
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