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Potential 
Liabilities 
for Spousal 
Tracking

There are both federal AND state laws that 
prohibit certain types of “spying” on your spouse. 

Federal
 The Computer Fraud and Abuse Act
 The Electronic Communications Privacy Act

 The Stored Communications Act
 Federal Wiretap Act 

State laws can vary greatly 

 In addition, it is possible to be found in violation 
of laws regarding: 

 Invasion of privacy
 Infliction of emotional distress
 Stalking
 Defamation

Proceeding to spy on a spouse entails a 
certain level of risk regarding criminal and 
civil liability. 
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Two Perspectives on Digital Privacy

 “In this [social media] environment, privacy is no longer 
grounded in reasonable expectations, but rather in some 
theoretical protocol better known as wishful thinking.” Romano 
v. Steelcase, 30 Misc. 3d 426, 434 (N.Y.S. 2010). 

 “That the people shall be secure in their…electronic 
communications and data…” Mo. Const., Art. I, § 15, enacted 
2014. 

 In criminal and tort law, the omnipresence of Big Brother is no 
excuse for violating another’s privacy rights.
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Civil and 
Criminal 
Penalties –

Tort Law

 Tort for Invasion of Privacy – Reading private, 
password protected emails can implicate a civil 
claim for invasion of privacy in some states – see 
Restatement (Second) of Torts, § 652B – Video 
taping in the home, especially the bedroom, 
without the other spouse’s knowledge can 
create civil liability.

 Example: In re Marriage of Tigges, 758 
N.W.2d 824 (Iowa 2008). 

 “Nothing in…common law suggests that the 
right of privacy is limited to unmarried 
individuals.” Clayton v. Richards, 47 S.W.3d 149, 
155 (Tex. Ct. App. 2001) (cited favorably by State 
v. Perez, 779 N.W.2d 105 (Minn. Ct. App. 2010)).
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Civil and 
Criminal 
Penalties

 Typically prevent following, repeated 
communications, and monitoring if the 
target reasonably feels alarmed or unsafe.
 The mere presence of a GPS tracking 

device can be sufficient to cause 
reasonable alarm.

 Manual reading of emails typically does 
not constitute stalking or harassment.
 But what about spyware on cell 

phones?

 Consequences include criminal convictions 
and orders of protection/restraining 
orders. 

Stalking and Harassment Statutes
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Dateline NBC: Tracing a Stalker

 During a divorce, a Seattle woman named Sherri Peak was 
stalked by her husband by use of a GPS device attached to 
the battery of her car. 

 Using the device, her husband tracked her movements 99 
times during a six-month period. 

 Peak’s husband was eventually sentenced to eight months 
in jail and four months of work release on charges of felony 
stalking.

 This saga was the subject of a Dateline NBC story in June of 
2007. 
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Computer 
Fraud and 
Abuse Act

18 §§ U.S.C. 1030

Unauthorized access into online accounts, 
such as email or social media pages, may 
be in violation of the Computer Fraud and 
Abuse Act.
 Whoever:

(a)(4) knowingly and with intent to defraud, 
accesses a protected computer without 
authorization, or exceeds authorized 
access, and by means of such conduct 
furthers the intended fraud and obtains 
anything of value….
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Civil and 
Criminal 
Penalties

 Computer Fraud and Abuse Act (18 U.S.C. § 1030) –
Prohibits intentionally accessing a computer without 
authorization or exceeding authorized access. 

 Up to 1 year imprisonment and a fine. 
 Unless the court determines you committed a 

tortious act in doing so – then the penalty is up 
to 5 years imprisonment and a fine. 

 Mahoney v. Denuzzio, 2014 U.S. Dist. LEXIS 10931 (D. 
Mass. 2014) (Ex-girlfriend obtained access of the 
former boyfriend’s email and Facebook account, 
altered information in those accounts, and sent racist 
messages on multiple occasions).

 United States v. Kernell, 667 F.3d 746 (6th Cir. 2012) 
(college student found guilty under the CFAA for 
hacking into former Governor Palin’s Yahoo! email 
account).
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Civil and 
Criminal 
Penalties –

Computer 
Access

State Statute Examples:

 Maryland’s Unauthorized Computer 
Access Laws
 Up to 3 years imprisonment and a 

$1,000 fine 
 Hawaii’s Unauthorized Computer Access 

Laws
 Unauthorized computer access is a 

class C felony
 Unauthorized computer access in 

which information is obtained is a 
class B felony

 Unauthorized computer access for 
certain purposes, such as 
committing a crime, is a class A 
felony

 Most states have laws that prohibit 
unauthorized computer access.
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Electronic Communications 
Privacy Act

 The ECPA guards oral, wire, and electronic 
communications while the communications are being 
made, are in transit, and when they are stored on an 
electronic device. 

 This includes telephone conversations and 
electronically stored data including emails.

 The ECPA prohibits the intentional interception or 
unauthorized access to communications. 

 Recording a spouse’s private conversations can violate 
the ECPA. 

 For there to be an ECPA violation, the interception 
access must be unauthorized or conducted without a 
spouse’s consent. 
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Title I of the 
ECPA

 Title I of the Electronic Communications Privacy Act 
(a.k.a. The Wiretap Act) (18 U.S.C. §§ 2510 et seq.) 
 Prohibits interception of wire, oral, and 

electronic communications. This includes 
wiretaps and software that intercepts emails.

 Up to $10,000 in fines per violation as well as up 
to 5 years imprisonment. 

 Exception: If one of the parties to the 
communication consents, you do not need the 
consent of all parties. 
 This is not the case everywhere. Several 

states require all parties to consent or you 
may be liable under a state statute. 
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Federal 
Wiretap 

Act

 Current Federal Wiretap Act – Title I of 
Electronic Communications Privacy Act of 
1986 (ECPA). 18 U.S.C. §§ 2510-2522 (2014).

 Civil and Criminal Penalties for anyone 
who “intentionally intercepts, endeavors to 
intercept, or procures any other person to 
intercept or endeavor to intercept, any wire, 
oral, or electronic communication.” 18 
U.S.C. § 2511(1)(a).

 You cannot obtain audio recording of 
another person, where that recorded 
person expected that the communication 
would not be recorded. ECPA doesn’t 
prohibit silent videos, though.

 Once transmission is complete, actions to 
obtain this information are instead 
regulated by the Stored Communications 
Act – applies to electronic communications 
while in electronic storage. 18 §§ U.S.C. 270-
2711(2014).
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Federal 
Wiretap 

Act Applied 
to Married 

Couples

 There is no "interspousal 
immunity" for wiretapping under 
the statute.

 Each spouse has an individual
expectation of privacy in 
communications covered by 
eavesdropping and wiretapping 
laws that the marital relationship 
does not preclude.

 Not all courts agree on what a 
“reasonable expectation of 
privacy” is in a marriage. 
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Title II of the 
ECPA

 Title II of ECPA (a.k.a. The Stored 
Communications Act) (18 U.S.C. §§ 2711 et seq.) 
 protects emails that are temporarily stored 

electronically or stored for the purpose of 
backup protection.
 Includes unread emails and several 

circuits have held it also includes 
opened emails. See Theofel v. Farey-
Jones, 359 F.3d 1066 (9th Cir. 2004); 
Fraser v. Nationwide Mutual Insurance 
Co., 352 F.3d 108 (3d Cir. 2003) 
(suggesting copies made of emails after 
they are viewed are in backup storage 
for the purpose of the Stored 
Communications Act).

 Up to 1 year imprisonment for the first 
offense and up to 5 years for a second 
offense.

 Up to $1,000 per violation in civil damages.
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The Stored 
Communications 
Act

18 §§ U.S.C. 2701-
2711(2014)

• Whoever:
1. intentionally accesses without 

authorization a facility through which an 
electronic communication service is 
provided; or

2. intentionally exceeds an authorization 
to access that facility; and thereby 
obtains...[an] electronic communication 
while it is in electronic storage in such 
system. 18 U.S.C. § 2701(a)(1)-(2).

• Does not apply to an "electronic communication 
[that] is readily accessible to the general 
public." 18 U.S.C. § 2511(2)(g).
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The Stored 
Communications 
Act

18 §§ U.S.C. 2701-
2711(2014)

The SCA Applies to Facebook & Twitter

Ehling v Monmouth-Ocean Hosp Serv Corp, 961 F Supp 2d 
659 (Dist NJ, 2013).

• Facebook posts are (1) electronic communications, (2) 
transmitted via an electronic communication service, (3) 
maintained in electronic storage, and (4) not accessible to the 
general public (if privacy settings are set).

• In Ehling, an employer found out about a critical post and 
then fired the employee for “attendance” issues. 

• The employer did not violate the SCA, because a FB friend of 
employee voluntarily gave the information to the employer, 
after the employee voluntarily gave the information to the 
friend.

• The employer was passively notified and did not seek out the 
information. The friend committed a violation of trust, not of 
privacy.
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Attorney 
Liability

 An attorney was sued by his client’s ex-husband for 
violation of the Wiretap Act. The client used a 
telephone recording device to record conversations 
between the children and father on 16 occasions. 

 The client AND attorney used recordings and 
information to change a custody order. The claims 
were eventually dismissed because there was 
insufficient evidence showing the attorney knew or 
had reason to know that the information was 
obtained by intercepting an electronic 
communication under 18 U.S.C. § 2511(1)(c), (d).

23

TIP: Know where your client’s information comes from

Babb v. Eagleton, 616 F. Supp. 2d 1195 (N.D. Okla. 2007)
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Types of Interception and Compromise: 
Social Media, the Internet, and 

Employer-Provided Emails



The DOs 
and DON’Ts

• It is becoming a larger issue in 
more divorce and custody cases.

• Social media sites are not only a 
source of information, but a 
cause for concern.

Social Networking Sites Have A 
Substantial Impact On Divorce In My 
Family Law Practice
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Twitter 
-vs-
the First 
Amendment

 NBA player Steve Nash and his ex-wife had a joint 
custody agreement including a non-disparage clause 
– their communications had to be respectful. 
However, the ex-wife made inappropriate Tweets 
about Nash. The court thus barred all disparaging 
comments on social media. 

 The ex-wife argued that this violated her freedom of 
speech, but the appellate court upheld the order. As a 
well-known athlete, Nash’s Twitter was highly visible 
and such comments could be harmful if seen by their 
children. 
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Similarly, the 
court focuses on 

the availability of 
postings on 

Facebook for the 
child’s possible 

observation, 
rather than 

whether the child 
actually saw
them or not. 

Johnson v. Powell, No. 26A04-1304-DR 159, 
2013 Ind. App. Unpub. LEXIS 1436 (Ind. Ct. 
App. Nov. 21, 2013)

At issue in Johnson were sexually explicit 
Facebook posts made between a mother and 
her boyfriend. She argued the posts were 
deleted and there was no evidence the children 
saw them. However, the posts were still 
allowed into evidence because of the 
possibility the children could see them.
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Impact of Social Media on 
Free Speech and Stalking
ARM v. KJL, ___NW2d___; 2022 Mich. App. LEXIS 4111 (Ct App, July 14, 2022)

 Petitioner obtained several domestic PPOs against respondent. A 2016 PPO barred respondent from stalking petitioner. In 2019, petitioner filed a motion 
alleging respondent violated the PPO by using a Facebook profile with the name of his deceased father to, among other things, speak directly to petitioner 
and tag her in comments. Respondent was found guilty of violating the PPO by “tagging” petitioner on a comment made on the Facebook profile. 

 On appeal:

 Respondent argued that the trial court abused its discretion by holding that he violated the 2016 PPO. The Michigan Court of Appeals rejected this 
argument, noting that the record did not support his claim that there was a stipulation for the trial court to consider only certain pages of an 
attached exhibit, which included the Facebook “tag” of petitioner.

 Additionally, he argued the trial court abused its discretion because there was insufficient evidence that he authored the Facebook posts. The Court 
of Appeals rejected this argument, holding that there was “sufficient evidence” that he “was responsible for making the offending post.”

 Respondent also contended that the 2016 PPO violated his freedom of speech. The appellate court concluded that respondent’s constitutional 
challenge was “without merit.” Specifically, it held:

 “First, the time for directly attacking the 2016 PPO has passed.” Respondent’s claim in the appeal was “a collateral attack on the 2016 
PPO, and for this reason alone, the claim fails.” 

 Second, respondent’s “attempt to skirt the collateral-attack rule” lacked merit. 

 Third, even if the appellate court “were to reach the merits, the 2016 PPO was not transparently invalid. The order prohibited 
[respondent] from, among other things, stalking” petitioner. The statute “specifically exempts ‘constitutionally protected activity’ from 
the scope of harassment that can constitute stalking. There is no language in the order that could, on its face, be construed as a prior 
restraint.” Because the trial court found respondent “in contempt for electronically contacting [petitioner], rather than for the content of 
the speech he used to do so, the contempt finding did not violate” his right to free speech. 
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DO NOT... 
• Post messages on Facebook. The whole world can 

see them, especially if the messages are 
compromising or show a lack of discretion.

• Post photos of your boyfriend or girlfriend on the 
internet.   

• We have handled divorces where one of the 
parties has posted Facebook pictures of 
boyfriends or girlfriends, even in the middle 
of a divorce! 

• Say anything through email or text messaging.
• Text messages brought down the Mayor of 

Detroit! 

• Create compromising videos. Videos that are shot 
during a marriage can come back to haunt you in 
the event of a divorce. 

• Gamble online – it is a form of addiction. 
• We have had cases where people lost 

substantial sums of money, which has an 
impact on a later divorce. If you have a 
gambling problem... Seek help!
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DO NOT... 
• E-trade.  Be careful! It’s a different version of 

gambling.

• Shop online. People buy and spend a lot of money 
online.

• Pornography
• We have had many cases where computers are 

filled with pornographic images, including child 
pornography. 

• Online Mingling
• We have had many cases where people have 

met online and been involved in extra-marital 
affairs. 

• Use credit cards for charges on adult sites – especially 
when meeting people. 

• Remember: even when you press the DELETE 
button, the images remain on your hard drive and 
can be retrieved.

• Email can be a treasure trove of information in a 
divorce.
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Control Each Time You Post
Whenever you post content (like a status update, photo, or  a check-in) on 
Facebook, you can select a specific audience, or even customize your audience.

• Choose the “custom” button to keep the audience of your postings as limited as 
possible. 

• Clean out your “Activity Log.” This tracks everything you do on and can be an 
asset to your opposing party. 

• Facebook indicates whether you post from a mobile device or the web. Turn off 
this setting. Also turn off the setting that indicates the location from which you 
are posting for your and your children’s safety. 

• Defriend “frenemies” – those 
who may be monitoring your 
profile to give information to 
your opposing party. 
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Expectation of Privacy in 
Employer-Provided Emails
Stavale v Stavale, 332 Mich App 556; 957 NW2d 387 (2020)

 Plaintiff issued subpoenas to defendant’s employer requesting emails defendant sent to his personal 
attorney through his employer-provided email address. Defendant moved to quash the subpoenas 
based on attorney-client privilege. Plaintiff argued the privilege did not apply because per the 
employer’s employee handbook, defendant had no reasonable expectation of privacy when he 
communicated with his personal attorney using the employer-provided email address.

 The following factors are considered to determine if an employee has a reasonable expectation of 
privacy in an employer-provided email address or computer system:

1. Whether the employer maintains a policy with respect to the use of those systems and what that policy 
entails and;

2. Whether the employee was ever notified or made aware of the employer's policies and practices with 
respect to computer privacy and monitoring. 

 When an employee is knowingly subject to a policy that clearly states and emphasizes they have no 
legitimate and/or reasonable expectation of privacy regarding usage of their employer-provided 
email addresses – and unless the employee was specifically told to disregard the policy or there was 
some other extenuating circumstance – employees cannot have a reasonable expectation of privacy 
in order to assert attorney-client privilege. 

32Simply, DON’T use an employer-provided email or computer to communicate with a personal attorney.



What 
Should You 

Do?

If you are contemplating or 
going through a divorce: 

 Change your passwords

 Have your computers checked to make sure they 
are not compromised (i.e., Spyware)

 If you have a family cell phone account, separate 
it, and get your own phone account

 Be careful what you email to your attorney or 
friends

 Talk to your attorney in person and not by phone 
or email

 Do not say anything or post anything that could 
come back to haunt you

 Do not post compromising pictures on the 
internet

 Stop and think twice before you say or do 
anything, you may be taped or compromised in 
many fashions in this cyber age 
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Technology



Surveillance 
Arms Race

The surveillance industry has been engaged 
in an “arms race,” so to speak, with new 
technology constantly being developed. 

 Webcam and “Nannycam” Video
 Spyware
 Keystroke monitors
 GPS tracking devices
 Drones
 Voice recorders, etc. 

 There are even “smart” mattresses available which 
indicate when an individual is present in the bed. 
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Using 
Technology 
for Spying

Smart Phones
• The impact on texting is 

critical. Not only in 
divorce and custody 
cases, but even in 
domestic assault cases.

Spyware
• On a computer, spyware 

is illegal. We have seen a 
tremendous amount of 
impact regarding not only 
divorce but also custody 
cases.

GPS Tracking
• A recent law in Michigan 

explains that individuals 
cannot put a GPS 
Tracking device on 
another person’s car, but 
a private investigator or 
police official can. 
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GPS 
Tracking

 Private citizens are allowed to use 
GPS tracking devices or software 
only on cars they own or co-own. 

 For cell phones, the same general 
theory applies, the cell phone 
plan must be in the individual’s 
name or have both spouse’s 
names. 

 Some states allow for 
exemptions to laws criminalizing 
the placement of GPS devices on 
cars not owned by the individual: 

 Example: In Michigan, 
Police officers, bondsmen, 
and private investigators are 
exempt from state laws 
banning individuals from 
placing GPS devices on cars 
they do not own. 

 Check the relevant state law in 
your jurisdiction!
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What can 
GPS 
trackers tell 
you?

• Can pinpoint location

• Can show the whole route

• Detailed activity reports 

• Alerts
• Arrival at defined address
• Departure from defined address
• Notification if vehicle moves
• Notification if a vehicle does not 

move by a pre-defined time
• Operation at odd hours

38



iPhone Apps 
for Divorce 
Lawyers and 
Their Clients

Voice Memo 
 Turns your phone into an audio recording device 
 WARNING: Exercise extreme caution when secretly recording 

conversations. Some states require both parties to consent or there 
could be criminal and civil penalties

Find My Friends
 Allows you to share your location or view other people’s location
 You can hide from your friends on the app at any time with the 

“Hide my Location” feature
 If you want to keep only one person from knowing your location, 

tap the “Me” button at the bottom, select the follower you wish to 
remove, and tap “Remove from Followers”

Find My iPhone
 Allows remote location-tracking of iPhones, iPads, and Mac 

computers
 Any person with this information can view your location from any 

computer, cell phone, or other web-based device 
 To make sure that you aren’t being tracked, either change your 

login information regularly or turn off Find My iPhone 
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Android and 
Browser 
Apps

 Divorce Log

 2houses.com

 Custody Junction

 Online Parenting Time 
Information Manager 
and Activity Log 
(OPTIMAL)

 SMS to Text

 SMSBackup+

 Android Device 
Manager – locate and 
erase your Android 
device 

40



SPYWARE: 
Just Don’t
Do It

 What is it? Spyware is 
software that can be 
applied to any number of 
electronic devices that is 
capable of: 
 Tracking internet 

browsing
 Transmitting data to 

or holding it for a 
third party 

 Using spyware is 
ILLEGAL. 
 Spyware systems 

violate both Title I 
AND Title II of the 
ECPA. 

41



TIP: 
Never Use 
Spyware

 In 2015, a husband in New York allegedly 
installed spyware onto his estranged wife’s cell 
phone. 

 The software, known as IPVANISH, was 
allegedly purchased from Avangate. 

 Following a hearing in September 2015, the 
judge ordered the seizure of the husband’s 
computers.

Crocker C. v. Anne R., 
26 N.Y.S.3d 724 (N.Y. Sup. Ct. 2015)
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Unauthorized Access



What is Unauthorized Access?

 All States have computer crime laws which generally say you cannot gain unauthorized 
access to data even if you own the computer or it is a marital asset. 

 Looking through a work computer

 “Guessing” a password
 Just because you know your spouse uses a couple of passwords generally does 

not mean you have authorization to log into a computer or email account. 

 Exceeding authorization
 An example would be logging into a spouse’s computer with permission to print 

off a single document and then going through all of that computer’s folders. 

 HOWEVER, if a spouse is aware the other spouse knows the password to a cell phone, 
bank account, or even a Netflix account, the spouse has authorization to look into those 
accounts, even if they have never logged in themselves. 
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✓If you are snooping and 
retrieving your spouse’s 
email, AND the email has 
been sent and opened, 
you CAN do it.

ＸIf an email is unopened, 
it’s the same as opening a 
letter (which is mail fraud), 
and this can be a violation 
of the criminal laws with 
regard to the internet and 
email as well. 
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Headlines from the News:
The Strange Case of Leon Walker

 Leon Walker was charged with hacking during his third divorce in a 
Michigan case that made national headlines, and was featured on 
Good Morning America, CNN, and other major news sources. 

 The facts are as follows: 
 Leon Walker created the email accounts for himself and his 

wife.
 It was his computer. 
 There were several computers in the house, including a laptop, 

which was at issue in the case. 
 His wife lied and said that she did not use the computer, 

therefore, he was charged with unauthorized use of the 
computer.
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The 
Facts 

• Mr. Walker forwarded some of the 
emails to Husband #1 regarding 
allegations of abuse concerning the 
child from her first marriage, and the 
child that he and his wife had together. 

• The first trial judge ruled that the 
emails were admissible in the divorce 
action. One week later, after the judge 
acquired the incriminating emails, 
Leon Walker was arrested and 
charged. 

After a torturous battle lasting 
approximately a year and a half, all 
charges were dismissed. 
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Questions Raised Regarding 
The Leon Walker Case: 

1. Can you hack into a computer that is 
owned jointly? 

2. When can you open email that is your 
spouses? 

3. What about hacking and keystroking? 

These are all important issues that we face with 
social media and the internet, particularly as it 
impacts divorce!
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The Revenge Porn 
Phenomenon

• Sexual photos sent to ex-spouses or ex-
lovers are now being posted on “revenge 
porn” websites including the victim’s real 
name, city, occupation, and link to Facebook 
profiles. 

• 46 States and Washington D.C. have 
Revenge Porn Laws as of 2020.

• Charges range from Disorderly Conduct 
Misdemeanor (California) to Class C Felony 
(Repeat Offenders in Oregon).



Guidance to 
Clients in this 

Situation

• Tell your client to search for him 
or herself on Google to see if 
any pictures appear. 

• If your client personally took the 
photo, they may be able to 
claim copyright protection. 

• If the posting of the picture can 
be traced back to an ex-spouse 
in a custody case, this may be 
indicative of the ex-spouse’s 
behavior and ability to parent. 
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Large 
Judgments 
Awarded in 
Revenge 
Porn Cases

Ahmed Jawad v. Angelina N. Saba, Sixth Circuit Court of Michigan 
(September 16, 2020)

$500,000 judgment against defendant Angelina Saba

 Saba was sent pornographic videos and pictures of Jawad, a famous 
singer from the Middle East. The videos and pictures were sent to Saba 
by Jawad’s former fiancé and had been created without the knowledge 
or consent of Jawad.

 Saba contacted Jawad threatening to publish the explicit footage unless 
he paid her money. Saba, who has a significant social media presence 
online, posted a video to YouTube that included a portion of the explicit 
footage of Jawad. She told her subscribers that she intended to publish 
the entire video online. A quarter of a million people saw the video. 
Jawad ended up wiring $19,500 to Saba; however, she still threatened to 
publish the video unless more payments were made.

 Jawad brought a suit against Saba for engaging in an international 
revenge pornography-related extortion scheme. 

 Ultimately, a $500,000 judgment was awarded against Saba. The trial 
court ordered Saba to immediately destroy all videos or photographs 
depicting Jawad nude or engaged in sexual activity as well as remove 
from the internet any such content she posted.
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Large 
Judgments 
Awarded in 
Revenge 
Porn Cases

Solari Geaganparker v. Schuyler Bates, Sixth Circuit Court of Michigan
(August 21, 2019)

$100,000 judgment against defendant Schuyler Bates

 Bates told (albeit falsely) Geaganparker via text message he had secretly 
recorded explicit videos of them while dating and had published the 
videos onto a pornography website without her knowledge or consent 
where they had been viewed hundreds of thousands of times. 

 This case is uniquely different than a typical revenge porn case insofar as 
Bates did not actually create or even post any intimate content onto the 
internet; he only told Geaganparker that he had. Even so, Bates was 
ordered to pay Geaganparker $100,000.

Jennifer Hackler v. Aaron Austin, Sixteenth Circuit Court of Michigan 
(April 3, 2017)

$600,000 judgment against defendant Aaron Austin

 Austin sent a secretly recorded explicit video of Hackler and him to at 
least one-third party via Facebook. The secretly recorded video was 
posted without Hackler’s consent.

 Austin was ordered to pay $600,000 to Hackler. He was also stripped of 
rights to the video. 
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Taping Phone Calls



What 
Consent is 
Needed for 
Taping 
Phone Calls?

 State laws require either one-party or two-party
consent when taping phone calls or other 
conversations. 

 Most states require one-party consent, where at 
least one party to a conversation must have 
knowledge of the recording. 

 For instance, the Michigan Court of Appeals ruled in 
1982 that participants in a conversation may record 
a discussion without getting consent from the other 
parties. 

 This recently came up when during a Michigan 
government scandal when a State representative’s 
conversations were recorded by a legislative aid 
without his knowledge and allowed to be admitted 
as evidence in the investigation of the scandal. 

 11 states require the consent of every party to a 
phone call or conversation to make a recording 
lawful: 

 California, Connecticut, Florida, Illinois, Maryland, 
Massachusetts, Montana, New Hampshire, 
Pennsylvania and Washington. 
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Electronic Evidence



Types of 
Electronic 
Evidence

Email Accounts and Messages

Social Networking Accounts

Text Messages and Chat Room Content

Website Content and Postings

Digital Photographs

Computer Stored Records and Data
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Considerations for Electronically 
Stored Information Evidence (ESI)

 Certain evidentiary impediments must be overcome, 
particularly the Federal Rules of Evidence (FRE). 

 Regarding ESI, “no additional authentication is required just 
because the records are in computerized form rather than pen 
and pencil.”

 Attorneys should address the accuracy and reliability of 
computerized evidence to ensure it is not challenged for the 
first time at trial. 
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Six Issues of 
Facebook
Evidence 

59

#1   
Proper authentication due to 
the possibility of alteration, 
or that the communication 

was counterfeit.

#2   
Relevance

#3   
If you are trying to offer it into 

evidence, you must show that the 
posting, photo, or other 

information was done by the 
particular person or entity who 

you claim it was posted by.

#4   
Has the person or entity shared 

the password with any other 
person or entity?

#5   
Show whether the person or 

entity’s profile contains 
identifiable personal 

information, such as birthdates, 
photographs, and other unique 

or known information about 
that person or entity. 

#6   
Discovery interrogatories should 
be sent to determine what sites, 

if any a party uses, the I.P. 
address, the user names, and 

the passwords. 



DO NOT... 
Take possession of illegally 
obtained materials and 
evidence. Having it in your 
possession, reading it, and/or 
listening to it may be a crime. 

Represent an individual who has 
obtained electronic materials 
through illegal means. 

Introduce evidence that has 
been illegally obtained by a 
client or other party. 
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Admissibility of Surveillance Evidence

 It does not matter how effective surveillance evidence is if it 
cannot get admitted to trial. 

 The KEY to having surveillance evidence admitted is 
disclosure. 
 Do not wait until the last minute unless there is an 

imperative reason for doing so. 
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Luis v Zang
No. 14-3601, 2016 
U.S. App. LEXIS 
15003 (6th Cir. Aug. 
16, 2016)

 Recently, in 2016, the Sixth Circuit denied a 12(b)(6) motion 
for a software company whose product was alleged to record 
all PC activity, including emails, web-searches, and anything 
else in real time. 

 The software company could be liable due to the 
nature of the program: If, without any input from the 
user, the program captures the communication and 
reroutes a copy to the company’s own servers.

 In Luis, a husband put software on a computer to spy on his 
wife. The wife’s “platonic friend” brought suit under invasion 
of privacy, the Ohio Wiretap Act, and the Federal Wiretap 
Act.

 “Contemporaneous interception” can create a cause of 
action for manufacturing, marketing, selling, and 
operating a wiretapping device in violation of 18 U.S.C. §
2512(1)(b).

 Luis proceeded to represent himself, but after discovery was 
completed, he was unable to show that a contemporaneous 
interception, rather than a capture of delivered emails and 
messages occurred. In 2018, the District Court for the 
southern district of Ohio granted the company’s summary 
judgment motion. Luis v Zang, No. 1:12-cv-629 (S.D. Ohio 
June 8, 2018).
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Webcam Surveillance
It may be especially difficult for individuals to pursue a civil action under the 
Electronic Communications Privacy Act when surveillance consists of silent video or 
photos obtained from a webcam.

• However, courts are beginning to recognize that increasing technological 
change poses problems under current law.

• In Arrington v. ColorTyme, Inc., 972 F. Supp. 2d 733 (W.D. Penn. 2013),
screenshots, keystrokes, and webcam photos were obtained by PC Rental 
Agent software – Defendant’s 12(b)(6) motion alleged that the materials 
were not obtained while “in transmission”.

• The court denied the motion: “given the sophistication of the
technology at issue, it is entirely possible that discovery will reveal that 
the screenshots, keystrokes and pictures were in some state of 
‘transmission’ as envisaged by the statute when they were obtained by 
PC Rental Agent.” 
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Robbins v 
Lower Merion 
Sch. Dist.
2010 U.S. Dist. 
LEXIS 89524 (E.D. 
Penn. 2010)

• In 2010, a school district was sued in a class action 
lawsuit after students and parents discovered that 
school officials were monitoring students in their 
homes by taking videos and photos with school 
issued laptops’ cameras.

• The suit alleged violations of the ECPA, Computer 
Fraud and Abuse Act, Stored Communications Act, 
the Civil Rights Act, the Fourth Amendment, and 
state law.

• The district court initially granted injunctions to bar 
the school from continuing to monitor students 
through their webcams – however the court’s 
reasoning was not explained in those orders.

• The suit settled for $610,000.

• The district court also granted Plaintiffs’ motion for 
attorney fees related to obtaining the injunction.
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Lorraine v. Markel American Insurance Co., 
2007 U.S. Dist. (D. Md. May 4, 2007)

 Leading case discussing admissibility of ESI. 

 Facts: Involved an insurance dispute over the recovery of 
insurance proceeds after Plaintiff’s boat was struck by lightning.

 Introduced Five Hurdles to Introducing Electronically Stored 
Information: 

1. Relevance
2. Authentication
3. Hearsay
4. Original Writing Rule
5. FRE 403: Balancing
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Federal 
Rules of 
Evidence

Under FRE 104, the court has to determine whether a 
foundation for authenticity exists. 

Example: 

• If an email is offered into evidence, determination 
of whether it is authentic rests with the jury under 
FRE 104(b), and the facts under consideration 
would be admissible into evidence. 

FRE 104: 
Preliminary 
Questions

Evidence must be relevant under FRE 401. 

• This basically means whether evidence would tend 
to make the existence of a fact more or less 
probable based on its admission. 

• This is generally a lower hurdle to overcome. 

FRE 401: 
Relevance
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Federal 
Rules of 

Evidence

FRE 901
Authenticity 

 Authentic evidence is “a finding that the matter in question is what 
its proponent claims.”

 Attorneys regularly fail to pass over this requirement. 
 Counsel must have a prima facie showing of authenticity. 
 Evidence can be authenticated through extrinsic evidence such as: 

 Testimony of witness with knowledge
 Comparing emails previously authenticated with evidence in 

question
 Public records
 Circumstantial evidence 

 The content of what an email says can often 
authenticate it. United States v. Siddiqui, F.3d 1318 (11th

Cir. 2000). 
 Can also be proven through certain types of metadata. 

 In United States v. Safavian (D.D.C. 2006), the court held: 
 “The question for the court under Rule 901 is whether the 

proponent of the evidence has ‘offered a foundation from 
which the jury could reasonably find that the evidence is 
what the proponent says it is.’”

 This requires attorneys to find the necessary evidence to 
establish the facts and identify corroborating witnesses.
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Federal Rules 
of Evidence

• Authentication can be achieved without extrinsic 
evidence. 

• There are 12 methods of self-authentication listed.
• Examples of methods that have been used in courts to 

authenticate ESI: 
• Official Publications – Equal Opportunity Commission 

v. E.I. Dupont De Nemours and Co., 2004 U.S. Dist. 
LEXIS 20748 (E.D. La. 20748). 

• Self-Authentication by inscriptions, signs, tags, or 
labels – Lorraine v. Markel American Insurance Co., 
2007 U.S. Dist. (D. Md. May 4, 2007). 

FRE 902: Self-Authenticating

• Evidence is Hearsay if it constitutes a statement offered 
for its substantive truth and is not excluded from the 
definition of hearsay. See United States v. Rollins. 

FRE 801: Hearsay 
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Authentication 
of E-Discovery

How do you get text 
messages and emails 

into trial? 

Many states require a 
party to authenticate 
evidence before it is 

admitted to trial. 

Emails or text 
Messages

Who sent 
the message? 

What is the date and 
time of the message?

Who is the recipient of 
the message? 

Be sure to produce an 
accurate reproduction 
of the message itself. 
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E-Discovery

1. Does the representation of the 
post fairly and accurately 
depict how the post appeared 
online at the time?

2. Does the post actually relate to 
a person or issue involved in 
the case?

3. If the content includes a 
statement, can the content be 
attributed to the purported 
maker? 

Authentication of 
Social Media Posts
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E-Discovery Considerations

In all cases, it is wise to give 
opposing counsel notice               
to ensure all potentially       

relevant information is available 
and ensure they are aware           

of their duty to preserve 
electronic records for future 

discovery production. 

If there is reason to believe             
that relevant information may      

be destroyed or become 
unavailable, it would be            
sensible to seek judicial 

intervention through a preserve 
and protect order.

Whether there are issues              
of privilege resulting                  

from evidence obtained                     
through e-discovery or      

electronic surveillance should 
also be considered. 
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E-Discovery
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Tips for Getting Evidence 
Admitted

Should you obtain social networking evidence from 
the opposing party?

 Authentication through admissions possible.
 Authentication by compelling circumstantial 

evidence possible.
 Eliminates problems with 3rd Party 

Providers.
 The rules haven’t changed, but know the 

media itself, protocols, and standards for 
admissibility. 



 Suspicion of abuse, compromising 
photos, inappropriate activity that 
shows up on Facebook, are all fair game. 
 Example Case: Elissa N. v. Ian B., 32 

Misc 3d 1215(A); 930 NYS2d 174 
(Fam Ct) (April 7, 2011).
 The mother used Facebook and 

blogs to rant about her ex-
husband. These inappropriate 
photos clearly were evidence and 
had bearing on the court’s decision 
that the mother was a less fit 
parent than her ex-husband. 

 Another issue – a lawyer should not use 
assumption or trickery, such as 
friending a person under false pretenses 
to gain access to private information. 
 Example Case: Philadelphia Op. 

2009-02; Assoc. of the Bar of New 
York, Op. 2010-2. 

73

E-Discovery



Example Case 
Allowing

Admittance of 
Evidence:

In Re Russell
No. 303586, 2012 Mich. 
App. LEXIS 1418 (Mich. 

Ct. App. July 24, 2012)

• The court affirmed termination of a 
mother’s parental rights after allowing 
evidence offered of the mother soliciting 
prostitution on a website. 

• The evidence was allowed in because of 
testimony in which the witness 
confirmed that it was in fact the mother 
on the website by responding directly 
with her on the website. The evidence 
was relevant because it was highly 
probative of her fitness as a parent.
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Example Case 
Disallowing

Admittance of 
Evidence:

In the Interest 
of A.D.W. 

821 N.W.2d 778 (Iowa Ct. 
App. 2012)

• The court upheld termination of a 
mother’s parental rights, however, it also 
held that the trial court should not have 
entered into evidence a picture from the 
mother’s Facebook depicting a 
marijuana-growing operation. 

• Admittance of the picture was 
inappropriate because the state did not 
properly authenticate it. There was no 
personal knowledge about what 
operation it was, who posted it on 
Facebook, or whether the mother was 
even aware that the photo appeared on 
her profile.
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Appendix



Appendix – Some Cases of Interest

 State Law Cases/Regulations
 Hazard v. Hazard, 833 S.W.2d 911, 914 (Tenn.App. 1991) (Husband's email to attorney found 

by wife not privileged, because it was voluntarily placed on computer to which wife had 
access). 

 Byrne v. Byrne, 650 N.Y.S.2d 499, 499-500 (N.Y.Sup. 1996) (Husband's work laptop, owned by 
Citibank, was taken by wife and given to her attorney. Judge ruled that, because husband 
allowed his children to use it for homework, it was not exclusively corporate property, and 
wife had access to it as a "family computer”). 

 In re Trudeau, 705 N.W.2d 409 (Minn. 2005) (Attorney discipline conditional admission based, 
in part, on respondent's unauthorized computer access by installing and using an email 
spyware program). 

 Tex. Penal Code Ann. § 33.02 (“A person commits an offense if the person knowingly accesses 
a computer, computer network, or computer system without the effective consent of the 
owner”).

 Tex. Penal Code Ann. § 33.01(12) ("'Effective consent' includes consent by a person legally 
authorized to act for the owner. Consent is not effective if: (A) induced by deception, as 
defined by Section 31.01, or induced by coercion . . . (E) used for a purpose other than that for 
which the consent was given").
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Appendix – Cases (cont.)

 State Law Cases/Regulations Cont’d
 Tex. Penal Code Ann. § 16.02(c)(4)(B) (It is an affirmative defense to prosecution a person not acting 

under color of law intercepts a wire, oral, or electronic communication and is one of the parties to 
the communication has given prior consent to the interception, unless the communication is 
intercepted for the purpose of committing an unlawful act).

 Tave v. Alanis, 109 S.W.3d 890 (Tex. App., Dallas, 2003) (School district employee's termination 
affirmed, where employee accessed and subsequently disseminated confidential information 
(inadvertently left on a computer assigned to him for classroom use) violated the District's policy 
and constituted conduct could cause the public, students, or employees to lose confidence in the 
administration and integrity of the District).

 Moore v. Moore, (NYLJ, August 14, 2008, at 26, col 1 [Sup Ct, New York County]) (Wife took a laptop 
computer from husband’s car just before she petitioned for marital dissolution and discovered 
salacious instant messages which the husband exchanged with a woman in Texas. The Court 
determined that the computer was a family computer and not a work computer as alleged by the 
husband. The Court also found that the taking of the computer was appropriate since it was done 
before the commencement of the dissolution case and was taken from the family car). 

 O'Brien v. O'Brien, 899 So.2d 1133 (Fla.App. 5 Dist. 2005) (Florida appeals court ruled that wife 
“illegally obtained” records of husband’s Internet conversations with another woman as the two 
played Yahoo! Dominoes online. “It is illegal and punishable as a crime under (state law) to intercept 
electronic communications . . .because the spyware installed by the wife intercepted the electronic 
communication contemporaneously with transmission, copied it and routed the copy to a file in the 
computer's hard drive, the electronic communications were intercepted in violation of the Florida 
Act”).

79



Appendix – Cases (cont.)

 State Law Cases/Regulations Cont’d
 Gurevich v Gurevich (2009 NY Slip Op 29191) (The parties had been married for 16 years prior to 

separation, during which husband had provided wife with the password to his email account, and 
during which both parties had access to each others email accounts. After separation, wife changed 
her email password, but the husband neither changed his, nor told or gave notice to the wife that 
she was not permitted to access his account. Court held “there is no statute that would recognize an 
‘implied revocation upon service of a divorce action’ and bar the use of the email ‘stored’”).

 White v. White, 781 A.2d 85, 87 (N.J.Super.Ch. 2001) (Wife hired a private investigative firm, and 
unbeknownst to the husband and without using the husband’s password, the PI firm copied the 
husband’s files from the computer’s hard drive. The court faulted husband for taking neither steps 
to delete downloaded email messages nor any steps to protect them with a password. The New 
Jersey act, identical to the federal act, prohibited “access” to electronic information in “temporary, 
immediate storage,” in backup protection, or in transmission. The court found that email in the hard 
drive of the computer was in “posttransmission storage,” and that the act was not meant to extend 
to email retrieved by the recipient and then stored. Likewise rejected the husband’s argument that 
the wife's access was “without authorization,” since other courts had held that “without 
authorization” meant using a computer from which one has been prohibited or using another’s 
password or code use the family computer, the court stated that nonetheless she had the authority 
to do so).

 Rich v. Rich, 2007 WL 4711508 at *1 (Mass.Super. 2007) (Surreptitious use of keystroke logger by 
husband to record instant messages and/or gain access to her email was violative of Mass. General 
Law chapt. 272 § 99. Each spouse had an expectation of privacy with regard to AOL email stored on 
the computer).
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Appendix – Cases (cont.)

 Invasion of Privacy Cases 
 Vaughn v. Drennon, 202 S.W.3d 308, 320 ( Tex.App., 2006) (Tort case, noting that the 

intrusion-upon-seclusion type of invasion of privacy is "generally associated with either 
a physical invasion of a person's property or eavesdropping on another's conversation 
with the aid of wiretaps, microphones, or spying").

 Signorelli v. State, 2008-TX-V0117.004 (In a criminal context, "Generally, when a third 
party has equal control over the thing to be searched, the third party may properly 
consent to the search”).

 Lasater v. State, 2007-TX-V0829.002 (Discussing reasonable expectation of privacy and 
scope of consent, where defendant granted victim limited consent to enter his home, 
and victim searched for and found evidence she provided to law enforcement).

 Mahoney v. Denuzzio, 2014 U.S. Dist. LEXIS 10931 (D. Mass. 2014) (Motion to Dismiss a 
claim under the Computer Fraud and Abuse Act was denied after an ex-girlfriend 
obtained access of the former boyfriend’s email and Facebook account, altered 
information in those accounts, and sent racist messages on multiple occasions).

 United States v. Kernell, 667 F.3d 746 (6th Cir. 2012) (Acollege student found guilty under 
the CFAA for hacking into former Governor Palin’s Yahoo! email account).
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Appendix – Cases (cont.)

 Computer Fraud and Abuse Act Cases
 Mahoney v. Denuzzio, 2014 U.S. Dist. LEXIS 10931 (D. Mass. 2014) (Motion to 

Dismiss a claim under the Computer Fraud and Abuse Act was denied after an ex-
girlfriend obtained access of the former boyfriend’s email and Facebook account, 
altered information in those accounts, and sent racist messages on multiple 
occasions). 

 United States v. Kernell, 667 F.3d 746 (6th Cir. 2012) (A college student found guilty 
under the CFAA for hacking into former Governor Palin’s Yahoo! email account).
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Appendix – Cases (cont.)

 Electronic Communications Privacy Act Cases 
 Bailey v. Bailey, 2008 WL 324156 (E.D. Mich) (Husband became suspicious of wife’s activities and 

installed keystroke logging software on both home computers, with which he obtained wife’s email 
and instant-messaging passwords, which passwords he used to access wife's email and learned of 
her extra-marital activities).

 Wiretap Act: No “interception” as defined in the Wiretap Act, because the key logging 
software only allowed husband to learn his wife’s passwords, which he then used to access 
her email. Since the husband did not obtain the emails and messages contemporaneously 
with the transmission, the Wiretap Act was inapplicable. Further, § 2512 of the Act does not 
provide for a private right of action.

 Stored Communications Act: the messages on the ISP’s server were stored for purposes of 
backup protection (since the wife had already accessed those messages) but that does not 
take it out of the provisions of the Stored Communications Act and therefore the husband’s 
motion for summary judgment on this count was denied. 

 Evans v. Evans, 610 S.E.2d 264, 269 (N.C.App. 2005) (Interception under ECPA must occur 
contemporaneously with transmission. Emails between wife and paramour recovered by husband 
were stored on the hard drive of the family computer and, therefore, not intercepted).

 "For purposes of federal wiretap law, it makes no difference whether a wiretap is placed on a 
telephone by a spouse or by a private detective in the spouse's employ. The end result is the same -
the privacy of the unconsenting parties to the intercepted conversation has been invaded." United 
States v. Jones, 542 F.2d 661, 670 (6th Cir. 1976).
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Appendix – Cases (cont.)

 Electronic Communications Privacy Act Cases 
 Glazner v. Glazner, 347 F.3d 1212, 1215 (11th Cir. 2003) (en banc) (The Wiretapping Act 

makes no distinction between married and unmarried persons or between spouses and 
strangers. There is no implied exception to Title III liability for interspousal wiretapping) 
(collecting cases)). Contra Simpson v. Simpson, 490 F.2d 803, 805 (5th Cir., 1974). N.B., 
Simpson has been repudiated by several state and federal circuit courts. 

 Jennings v. Jennings, 697 S.E.2d 671 (S.C.App. 2010) (Stranger to a divorce case logged 
onto husband's Yahoo! email account and read and retrieved messages, which wife 
proffered as evidence. Held that the third party violated the SCA).

 Cardinal Health 414, Inc. v. Adams, 582 F.Supp.2d 967, 976 (M.D.Tenn. 2008) ("[W]here 
the facts indisputably present a case of an individual logging onto another's email 
account without permission and reviewing the material therein, a summary judgment 
finding of an SCA violation is appropriate"); Power Boot Camp v. Warrior Fitness Boot 
Camp, 587 F.Supp.2d 548, 55 (S.D.N.Y. 2008) (Email stored on an electronic 
communication service provider's systems after it has been delivered is a stored 
communication subject to the SCA); Fischer v. Mt. Olive Lutheran Church, Inc., 207 
F.Supp.2d 914, 924-26 (W.D.Wis. 2002) (same). 

 Miller v. Meyers, 766 F.Supp.2d 919 (W.D.Ark. 2011) (Husband's use of keystroke logger 
to obtain credentials to later access wife's password-protected email accounts was a 
violation of SCA and Arkansas' computer trespass statute). 
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