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Tips for Optimal Quality

Sound Quality

If you are listening via your computer speakers, please note that the quality 

of your sound will vary depending on the speed and quality of your internet 

connection.

If the sound quality is not satisfactory, you may listen via the phone: dial 

1-877-447-0294 and enter your Conference ID and PIN when prompted. 

Otherwise, please send us a chat or e-mail sound@straffordpub.com immediately 

so we can address the problem.

If you dialed in and have any difficulties during the call, press *0 for assistance.

Viewing Quality

To maximize your screen, press the ‘Full Screen’ symbol located on the bottom 

right of the slides. To exit full screen, press the Esc button.
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Continuing Education Credits

In order for us to process your continuing education credit, you must confirm your 

participation in this webinar by completing and submitting the Attendance 

Affirmation/Evaluation after the webinar. 

A link to the Attendance Affirmation/Evaluation will be in the thank you email 

that you will receive immediately following the program.

For additional information about continuing education, call us at 1-800-926-7926 

ext. 2.
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Program Materials

If you have not printed the conference materials for this program, please 

complete the following steps:

• Click on the link to the PDF of the slides for today’s program, which is located 

to the right of the slides, just above the Q&A box.

• The PDF will open a separate tab/window.  Print the slides by clicking on the 

printer icon.
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Vivian Yeung

Vivian Yeung is Chief Digital & Technology Officer and 

Executive Vice President at Fremont Bank.  She oversees the 

digital and information technology strategy, delivery, and 

execution at the bank.  As an executive leader, she is 

responsible for the teams that plan, deliver, and execute the 

technologies across the enterprise.  For her, the client’s 

experience is paramount in banking's ever changing

landscape. 



David W. Tollen

IT contracts and privacy law; 
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San Francisco

Training on drafting and 

negotiating IT agreements –

for lawyers and 
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San Francisco
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Additional 

Resources

 Tech Contracts Academy™: training 
on drafting & negotiating IT contracts, 
TechContracts.com 

 The Tech Contracts Handbook: easy, 
simple, comprehensive

 TechContracts.com: free resources –
sample language, articles, etc.

 Sycamore Legal, P.C.: legal services 
re IT contracts, expert witness 
services
SycamoreLegal.com
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The Importance of Service 

Levels

 Service Levels (SAs) and Service Level Agreements (SLAs) are (should be) found in all 
outsourcing and technology agreements

 Agreement between Provider and Customer defining level of service provided and how the 
services to to be performed

 Generally measures outputs

 Can be for internal or external customers, though, some differences may apply

 Different from warranties (discussed later on), but note:

 SLAs are generally easier to enforce than warranties

 Proving damages for warranties are often difficult; SLAs don’t require them

 Core components of SLA

 Performance obligations, including metrics, responsibilities and expectations

 Remedies for failure to meet obligations

 If parties not aligned or services not aligned to business objective, there can be a negative 
impact on deal pricing, service quality, expectations, performance, and end user experience 
(client, end users, and third party users such as customers)
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The Importance of Service 

Levels

 Given the functionality being outsourced or hosted by 
providers, customers take a big risk in trusting their 
operations to a third party

 Historical performance data can build trust and 
understanding, service levels are critical for ensuring 
confidence

 Assure the Customer that it can rely on the services and 
provide appropriate remedies if the Provider fails to 
meet the agreed service levels

 Provide incentives that encourage the Provider to be 
diligent in addressing issues

 Ensures customer gets what it pays for
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The Importance of Service 

Levels

 Commitments and Reports

 Describe the service levels

 Make sure they are measurable

 Report frequency

 Root Cause Analysis

 Problem Resolution Commitment

 Service Level Adjustments
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The Importance of Service 

Levels

 High Risk = mission critical processes utilizing highly 

sensitive data

 Medium Risk = generally available data that requires high 

service levels; non-confidential enterprise data

 Low Risk = not mission critical and generally available 

data; can accept outages and variable performance
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The Importance of Service 

Levels

 Service Levels are becoming illusory

 Providers are eroding them with language / definitional 

tweaks

 Provider will use commercially reasonable efforts to 

provide the services in accordance with…

 Service Levels without proper metrics or remedies

 Impossible to claim credits

 Improper measurements

 Ensure metrics are valid, such as the automatic response to 

an incident report
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What’s important for the 

Customer?

Things to consider during the start of SLA drafting or review 
of draft:

 Understand the situation with the current service 
provider causing you to contemplate switching to a new 
partnership or extending the current relationship.  
Clarity on what I’m expecting as a Client?  Ensure 
drafted accordingly

 Define the terms of the agreement

 What qualifies and quantifies my firm’s expectations of 
service quality

 Define the level of service expected
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What’s important for the 

Customer?

 What are Escalation Procedures

 What are my expectations on the various Severities that occurs with the 
Service Provider?

 Examples of this would be defining exactly what is the definition of 
Severity: Severe (1), High (2), Medium (3), Low (4).

 What are expectations about the process of Escalation?

 Who will be notified should the Escalation occur;  what is the time 
period in which Service Provider should be communicating;  what is 
the escalation process and how will the service provider be reacting 
to remedy the situation?

 Be Clear on Critical Factors necessary to keep the business functioning and 
running without critical/severe failure

 Be Clear on Major Success Criteria for your business

 Articulate Conditions and Fees

 Retribution or Credits for Failure to meet the agreed upon Service Level 
Agreement expectations
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What’s important for the 

Customer?

Things that may not be so obvious but should be considered and 
captured.

 What is the framework in which this Service Provider 
operates around SLAs? Is it restrictive and additional 
contract language needs to crafted to mitigate risk due to 
the restrictive structure / framework of the service provider

 Timezone considerations and how SLAs are managed

 State Exclusions as a part of Negotiation / Compromise – by 
ready and clear on what Trade-offs are willing to be made, 
keep this in your back pocket

 SLAs for internal and external facing portions of the system 
or internal versus external clients

 Mechanism to review the SLA has been met or failed to 
be met
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What’s important for the 

Customer?

Things that may not be so obvious but should be considered 

and captured.

 Third Party Service Providers and their stated SLAs

 Escalation process/procedures for Third Party Service 

Providers

 Response Times for key critical functions and the client 

experience around the service provider
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What are 

the 

vendor’s 

goals?

Why are we even doing this? What are the 
advantages?

 Marketing: attract customers with offerings 
like five nines (99.999% uptime)

 Industry demand: SLA’s have become assumed 
for cloud services

 Incentivize staff: give staff a sword hanging 
over their head, spurring good performance

 Limit remedies: create a series of credits and 
other remedies less expensive and destructive 
than warranty claims, damages, termination

 Manage Expectations: want customer to know 
what it’s getting before it buys

 Manage Communication: ensure continuous 
knowledge of customer issues (rather than 
suddenly, in a warranty or breach claims)
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Specific Vendor Goals

 Outcomes vs. Tasks: balance 
outcomes vs. tasks. Promise 
outcomes, like uptime, where 
possible, but tasks, like 
response time, where outcomes 
are too hard to control.

 Reasonable Consequences: 
ensure credits and other 
remedies are proportionate to 
the failure, rather than extreme 
(punishment) – distinguish 
critical and non-critical issues 
and their remedies

 Response Time: ensure 
reasonable promises and 
manage customer expectations 
surrounding instant response; 
accept necessity of vague 
severity levels (“critical,” 
“medium,” etc.) and avoid 
liability through rigid levels

 Uptime/Availability: ensure 
promises (e.g., 99.999%) don’t 
interfere w/ (a) schedule 
maintenance and other 
necessaries and (b) emergency 
maintenance (?)

 Credits vs. Refunds: ensure 
customer retention through 
remedies only useful in ongoing 
relationship – credits

 Customer Right to Terminate: 
w/hold termination rights to 
ensure on-going relationship? –
better to grant them to make 
sure a court won’t imply them or 
hold the agreement 
unconscionable 

 Structure, Geography, & 
Systems: ensure promises fit 
working hours w/in time zone, 
actual support capabilities, 
reasonable assessment of 
software function, etc.
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Availability

 Service levels are a critical part of information 

technology agreements – invest the time and resources 

to negotiate appropriate service levels and 

corresponding remedies
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Availability

 Availability:

 “Availability” or “Available” shall 

mean the Hosted Service/Service is 

operating in all material respects and 

in conformance with the 

Documentation.
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Availability

 Customer needs to be able to 

 continue to operate its business, and

 have access to its data at all times. 

 To mitigate risk customer should obtain

 appropriate uptime service level and remedies

 customer data ownership rights and provider's delivery of 

regular data backups

 disaster recovery and business continuity protections

 Provider’s agreement not to withhold services

 protections against provider financial instability
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Availability

 Watch out for

 Undefined Suppliers have asserted that available means the 

server can respond to a ping or that the Customer can log 

on but not that the Service is actually functioning

 Scheduled Downtime excluded from counting as an outage

 Scheduled Downtime occurring whenever provider gives 

notice

 Scheduled Downtime being uncapped
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Availability

 There are other metrics to consider beyond Availability

 Performance

 Response Time

 If service degrades, may not be possible to use the service as intended

 Customer Support

 Response / Acknowledgment Time

 How quickly will the provider respond / acknowledge there’s an issue

 May be broken down by:

 Priority Level

 Availability of Support

 Initial Response Time (and confirmation)

 Resolution Process

 Resolution Time

 When will performance return

 Security

 What does the provider do to defend against a security incident / protect the 
data

 What happens in the event of a security incident
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Availability

 If the Provider stops delivering services, the Customer 

will have no access to the services (which may be 

supporting a critical business function), and perhaps 

more importantly, no access to the Customer’s data 

stored on the Provider’s systems

 Customer must be able to continue to operate and have 

access to its data at all times
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Availability

 Provider may stop delivering services to customer, due to: 

 a server being down,

 failure of a telecommunications link,

 a natural disaster causing damage to the provider's data 
center,

 provider withholding services because of a fee dispute, or 

 provider closing its business because of financial difficulties 

 Result:

 Customer has no access to

 the services (which may be supporting a critical business 
function), and

 any customer data stored on the provider’s systems
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Availability

 Risk mitigation:

 Include a provision requiring the provider to continue to 

make the services available, even in the event of a 

disaster, power outage, or similarly significant event.  

 Continuity of services should be provided through a 

secondary server, data center, or provider, as appropriate.  

 Review any related provider policies and procedures

Scenario: Natural disaster is causing damage to the provider’s data center

Example: Provider shall maintain and implement disaster recovery and avoidance 
procedures to ensure that the Services are not interrupted during any disaster.  
Provider shall provide Client with a copy of its current disaster recovery plan and all 
updates thereto during the Term.  All requirements of this Agreement, including those 
relating to security, personnel due diligence, and training, shall apply to the Provider 
disaster recovery site.
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Availability

 Include a provision prohibiting the provider's 

withholding of services

Scenario: Provider is withholding service because of a fee dispute

Provided Client continues to timely make all undisputed payments, 
Provider warrants that during the Term of this Agreement it will not 
withhold Services provided hereunder, for any reason, including but not 
limited to a dispute between the parties arising under this Agreement, 
except as may be specifically authorized herein.
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The Background: What terms 

play roles similar to SLA’s?

SOW’S & TECHNICAL 
SPECIFICATIONS

WARRANTIES DATA MANAGEMENT 
& SECURITY

BUSINESS 
CONTINUITY & 

DISASTER RECOVERY

SPECIFIED 
LIQUIDATED 
DAMAGES

TERMINATION 
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Technical Specifications and 

Statement of Work

 Clear drafting of technical specifications within a 

statement of work enables a clarity of obligations

 Clear business requirements yields equivalent user 

acceptance criteria, which will then guide clear 

expectation of successful service obligations and 

associated expected completion timeframe

 If either acceptance criteria or service timeframes are 

not met, there can then be clear ramifications based 

upon the inability to deliver

 Milestone checkpoints in deliverables

 Delivery of initiative and ramifications 
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Technical Specifications and 

Statement of Work

RTO versus RPO

 RTO is concerned with applications and systems. The 
measurement includes data recovery but primarily describes 
time limitations on the application downtime

 RPO is concerned with the amount of data that is lost 
following a failure event. It’s the businesses resilience to 
the loss of the data.

Replication of applications, systems, and data – the 
configuration, scheduling, and failover (if any – example could 
be Active/Active).

 Client Experience and Response Times related to 
Active/Active

 Be clear with Service Providers and never assume
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Impact of Regulation

 California Consumer Privacy Act (CCPA):  California Consumer Privacy Act 
is a bill meant to enhance privacy rights and consumer protection for 
residents of California.

 Americans with Disabilities Act

 WCAG 2.0, Level AA

 General Data Protection Regulation (GDPR)

 Electronic Funds Transfer Act (“EFTA”);  Bank Secrecy Act; the Fair Credit 
Reporting Act; prohibition against unfair and deceptive trade practices in 
the Federal Trade Commission Act, and other applicable state and federal 
laws governing Client Data and accounts

 US Office of Foreign Assets Control (OFAC)

 Gramm-Leach-Bliley Act (GLBA)

 Sarbanes Oxley

 Dodd Frank
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Monitoring Service Levels

 Metrics to be established and measured depend upon service 

 Be careful about what you measure and how

 Too many or too complex may create confusion and/or increase the costs for both 
customer and provider. Not everything is meant to be monitored

 Too few and may be ineffective in ensuring the services are functioning in 
accordance with business objectives

 Consider whether you will use automatic versus manual monitoring

 Metrics to monitor may include:

 Service Availability:

 Whether the service is available for use

 Consider measurement windows and how they align with the business objectives and 
requirements

 Results

 Defect / Error Rates

 Security

 Technical Quality
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Monitoring Service Levels

 Considerations for Metrics:

 Motivate the provider to perform and meet or exceed 

expectations

 Metrics with remedies or adverse consequences to provider 

should focus on those within the provider’s control 

(excluding force majeure)

 Metrics must be measurable

 Focus on which metrics align with the business objectives

 If you have too few, may not be able to know when or hold 

the provider accountable for a breach

 Establish appropriate baseline
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Monitoring Service Levels

 SLA should define how services are monitored and reported upon, as 
well as how the measures are reviewed, and by whom

 Online portal

 Monthly report

 Quarterly / Annual report

 Rolling versus static reporting periods

 Underlying supporting data

 SLAs are dynamic

 Changes in the environment, technology, services will all impact the 
SLAs

 Third party impact on service levels

 Mechanism to review and revise service levels
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Monitoring Service Levels

 Key Performance Indicators (KPI) vs. Service Levels (SL)
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Monitoring Service Levels

Service Level

3. Production Support

CSL

3.1 

Severity 1 Resolution 20% The number of 

Severity 1 

Incidents 

Resolved by 

Provider 

within a 4 

hour Incident 

Resolution 

Time in each 

calendar 

month.

Measurement Window Calendar Month

Expected Service Level Less than 1 miss in each calendar month.

Minimum Service Level 1 miss in each calendar month.

Calculation The actual number of Severity 1 Incidents that have an Incident 

Resolution Time greater than 4 hours in each calendar 

month.

Additional Description Incident records as recorded by Provider are used to determine the 

number of Incidents resolved on time.

Incidents created at an inappropriately elevated Severity Level will 

be closed and excluded from the calculation as long as the 

record is closed and re-entered at the appropriate Severity 

Level within 1 hour of the applicable Incident Response 

Time.

CSL

3.2 

Severity 2 Resolution 10% The number of 

Severity 2 

Incidents 

resolved by 

Provider 

within an 8 

hour Incident 

Resolution 

Time in each 

calendar 

quarter 

Measurement Window Calendar Quarter

Expected Service Level Less than 1 miss in each calendar month.

Minimum Service Level Less than 3 misses in each calendar month.

Calculation The actual number of Severity 2 Incidents that have an Incident 

Resolution Time greater than 8 hours in each calendar 

quarter

Additional Description Incident records as recorded by Provider are used to determine the 

number of Incidents resolved on time. 

Incidents created at an inappropriately elevated Severity Level will 

be closed and excluded from the calculation as long as the 

record is closed and re-entered at the appropriate Severity 

Level within one hour of the applicable Incident Response 

Time.
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Monitoring Service Levels

 KPI

No. Title Description Service Level

1. Production Support

KPI

1.1

Severity 1 Response The number of Severity 1 

Incidents Provider 

responds to within 

the Expected and 

Minimum Service 

Levels in each 

calendar month.

Measurement Window Calendar Month

Expected Service Level None

Minimum Service Level No more than 1 Severity 1 Incidents responded to in more than 15 minutes in 

each calendar month.

Calculation The actual number of Severity 1 Incidents with a Response Time greater than 15 

minutes in each calendar month. Each report on this Service Level shall 

include a rolling 3 month trend.

KPI

1.2

Severity 2 Response The number of Severity 2 

Incidents Provider 

responds to within 

the Expected and 

Minimum Service 

Levels in each 

calendar month.

Measurement Window Calendar Month

Expected Service Level None

Minimum Service Level No more than 1 Severity 2 Incidents responded to in more than 1 hour in each 

calendar month.

Calculation The actual number of Severity 2 Incidents with a Response Time greater than 1 

hour in each calendar month. Each report on this Service Level shall 

include a rolling 3 month trend.

KPI

1.3

Severity 1 Repeated 

Incidents

Number of repeated Severity 

1 Incidents in each 

calendar quarter.

Measurement Window Calendar Quarter

Expected Service Level None

Minimum Service Level No more than 1 repeated Severity 1 Incidents in each calendar quarter.

Calculation The actual number of repeated Severity 1 Incidents in each calendar quarter.

Additional Description This Service Level tracks the number of repeated Severity 1 Incidents (including 

outages) related to the Services from reports generated from the 

Problem and Incident Management System, in the environment.  This 

measure is an indicator of the stability of the environment.

38



Monitoring Service Levels

 Customer obligations

 Who contacts provider

 Who has authority to make changes

 Required customer training

 Authorized use of the services

 Escalation Procedures for when things go wrong
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Monitoring Service Levels

 Remedies

 Variable service levels and credits

 The more severe or greater the variance from objectives, the 
greater the remedy

 Performance credit = specified dollar amount, percentage of 
monthly spend, or other calculation

 Right to withhold payment

 Termination

 Multiple failures

 Recurrence of the same issue

 Reports

 Other remedies
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Monitoring Service Levels

 Remedies

 Open credits versus capped / fixed “at-risk” amount

 Consider impact if sole and exclusive remedy

 Consider:

 What services are subject to the service levels

 If capped, what’s the cap measurement period? May result in a 

lower overall cap

 Whether customer has the ability to exercise other remedies. If 

other remedies are not available, then a higher cap should be 

sought

 Cap needs to be high enough to ensure that the service credits 

properly motivates the provider to achieve the service levels
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Monitoring Service Levels

 Incentive Pay

 Should not be structured for ”over performance”

 Consider specific efforts to increase performance

 Beware of false service levels

 Incentive pay

 Be careful not to pay for service not required

 Consider that underperformance may be damaging 
whereas overperformance just may be excess

 Earn backs versus incentive for performance

 Review pricing to ensure it does not include premiums 
to cover possible service level credits
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Monitoring Service Levels

 “Performance Credits” is a credit to which Customer 

becomes entitled pursuant to the Agreement. All 

Performance Credits described are to reflect in part the 

diminished value for the Services delivered as compared 

to the Service Levels, or other contractual commitments, 

and, unless otherwise set forth in the Agreement, do not 

represent all damages, penalties, or other compensation 

remedy that may result from any failure to meet such 

Service Levels or other contractual requirements.
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Monitoring Service Levels

 Ensure provider has proper tools and methodologies to 

actually measure and report on the service levels

 Must be implemented prior to transition complete (or 

prior to the start date for the applicable service level)

 Failure to measure = service level failure
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SLA Update & Amendment

Vendor Concern:

 Address tech change

 Address regulatory change

 Address internal 
procedural change

 Reduce over-promising

 Eliminate terms shown to 
cause trouble

 Avoid amendment 
enforcement issues or 
“illusory contract” through 
excess unilateral 
amendment rights

Customer Concern:

 Avoid loss of bargained-for 
rights or SLA relied-upon in 
choosing vendor

 Avoid quality improvements 
that eliminate key features 
or require expensive 
retooling

 Avoid reduced service 
levels
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SLA Update & Amendment -

Solution

“Vendor may revise this SLA by posting a new version on the 
Website and giving Customer written notice (“Revision 
Notice”). The new version will become effective 5 business 
days after Revision Notice, provided if the revision 
materially reduces Customer’s rights or materially increases 
its obligations (“Material Reduction”), Customer may …

❑ “terminate this Agreement, provided Customer gives 
notice of termination within 30 days of the Revision 
Notice.”

or

❑ “reject the revised SLA by written notice, delivered 
within 30 days of the Revision Notice, in which case the 
revisions incorporating the Material Reduction will not 
apply to Customer until the start of the next Renewal 
Term.”
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