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U.S. Sanctions
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U.S. Sanctions Prior to the Iran Nuclear Deal 
(JCPOA)

▪ Primary and secondary sanctions regimes

▪ Primary sanctions = comprehensive embargo

• U.S. persons prohibited from engaging in most transactions with or for the benefit of 
Iran or persons in Iran

‒ Limited exemptions (e.g., personal communications, travel, information and 
informational materials) and exceptions authorized by general or specific licenses 
(e.g., exports of agricultural commodities, food, medicine and medical devices)

• Assets of Government of Iran and various specially designated nationals blocked under 
various programs administered by the U.S. Department of the Treasury’s Office of 
Foreign Assets Control (OFAC)

▪ Secondary sanctions = actions against foreign persons who engage in sanctionable conduct

• Most secondary sanctions authorized by legislation (e.g., Iran Sanctions Act, CISADA, 
NDAAs, etc.)

• Some authorized by Executive Order (e.g., E.O. 13590)

• Administered by the U.S. Department of State and/or OFAC
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U.S. Sanctions Relief Under the Deal

▪ Primary sanctions relief was implemented through 
issuance of general licenses and adoption of favorable 
licensing policies effective as of January 16, 2016 
(“Implementation Day”): 
• Export of commercial  passenger aircraft and related parts 

and services by U.S. persons (Statement of Licensing 
Policy) (General License I authorized related contingent 
contracts as of March 24, 2016)

• General license for importation of Iranian-origin carpets 
and foodstuffs into the United States (added to ITSR as 31 
C.F.R. § 560.534 effective January 21, 2016)

• Certain activities of foreign subsidiaries of U.S. persons 
(General License H)
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U.S. Sanctions Relief Under the Deal (cont’d)

▪ Secondary sanctions relief was implemented through the following actions 
effective as of Implementation Day:  

• Contingent waivers issued on Adoption Day took effect on Implementation 
Day upon confirmation by the Secretary of State that Iran had implemented 
certain nuclear related measures specified by the JCPOA

• Various Executive Orders were terminated or amended

• Numerous individuals and entities were removed from OFAC’s List of Specially 
Designated Nationals and Blocked Persons (SDN List), Foreign Sanctions 
Evaders List (FSE List) and the Non-SDN Iran Sanctions Act List 

• Many (but not all) Iranian state owned enterprises falling within the definition 
of the “Government of Iran” in Executive Order 13599 were transferred from 
the SDN List to a separate List of Persons Blocked Solely Pursuant to Executive 
Order 13599 (EO 13599 List)
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U.S. Sanctions After Implementation of the 
Deal

▪ U.S. “primary” embargo prohibiting trade with Iran by U.S. persons and their foreign subsidiaries remained in place, except 

for exempt activities or activities authorized by general or specific licenses

• General License H authorized many activities of foreign subsidiaries and certain related actions of U.S. parent entities 

but most restrictions on facilitation remained

▪ Secondary sanctions continued to apply to non-U.S. persons conducting transactions with SDNs, including

• Designation authority related to support for terrorism, human rights abuses, WMD proliferation, the Islamic 

Revolutionary Guard Corps (IRGC), persons on the FSE List, etc. (i.e., “blocking” or asset freezing)

‒ Sanctions imposed on two occasions following Implementation  Day and U.S. Government has signaled its 

intention to continue to impose sanctions to counter Iran’s ballistic missile program and support for terrorism

• Correspondent or payable-through account sanctions against foreign financial institutions who knowingly facilitate 

transactions with Iranian SDNs, the IRGC or SDNs designated for support for Iran’s proliferation of WMD or support for 

terrorism or involving certain raw materials or software and certain prohibited parties

• “Menu-based” sanctions against persons who provide material support for the IRGC, engage in certain transactions 

involving SDNs in the energy, shipping or shipbuilding sectors or related insurance transactions involving SDNs, or 

engage in transactions involving certain raw materials or software

• Sanctions outside the scope of the JCPOA

▪ U.S. arms embargo and export controls under the EAR and generally applicable statutes related to transfers of proliferation  

sensitive equipment and technology remain in place
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U.S. Sanctions Post-JCPOA

▪ Decision to cease participation in JCPOA 
announced May 8, 2018

▪ U.S. primary and secondary sanctions relief 
provided under the JCPOA was rolled back in 
two phases

• 90-day wind-down period ended August 6, 2018

• 180-day wind-down period ended November 4, 
2018
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U.S. Sanctions Post-JCPOA (cont’d)

▪ Effective August 7, 2018, the following primary and secondary sanctions were re-
imposed

▪ Primary sanctions
• General license authorizing importation of carpets and food was revoked

• Favorable licensing policy (SLP) for activities related to export or re-export of commercial aircraft and 
related parts and services

• General License I (authorizing contingent contracts for activities eligible for the SLP) was revoked

▪ Secondary sanctions related to
• Purchase or acquisition of U.S. dollar banknotes by the Government of Iran

• Iran’s trade in gold or precious metals

• Sale, supply or transfer to or from Iran of graphite, raw, or semi-finished metals (including aluminum 
and steel) and software for integrating industrial processes

• Significant purchases or sales of Iranian rial or maintaining significant rial-denominated accounts

• Purchase, subscription to, or facilitation of the issuance of Iranian sovereign debt

• Iran’s automotive sector
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U.S. Sanctions Post-JCPOA (cont’d)

▪ Effective November 5, 2018, the following primary and secondary sanctions were 
re-imposed

▪ Primary sanctions
• Wind-down authorization for activities under General License H (authorizing certain activities of U.S.-

owned or –controlled non-U.S. entities) revoked 

• “13599” list of entities owned or controlled by the Government of Iran discontinued and listed 
entities reinstated to SDN List

• Over 700 individuals, entities, aircraft and vessels added to SDN List

▪ Secondary sanctions related to
• Iran’s port operators and shipping and shipbuilding sectors, including sanctions in the Islamic 

Republic of Iran Shipping Lines (IRISL), South Shipping Line Iran, and their affiliates

• Petroleum-related transactions with, among others, the National Iranian Oil Company (NIOC), 
Naftiran Intertrade Company (NICO), and the National Iranian Tanker Company (NITC), including the 
purchase of petroleum, petroleum products, or petrochemical products from Iran

• Transactions by foreign financial institutions with the Central Bank of Iran and Iranian financial 
institutions under previously waived provisions of CISADA

• Provision of underwriting services, insurance, or reinsurance

• Iran’s energy sector
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U.S. Sanctions Post-JCPOA (cont’d)

▪ Executive Order 13846, issued August 6, 2018, 

• Authorized re-imposition of sanctions under 
Executive Orders revoked in whole or in part 
pursuant to the JCPOA

• Revoked certain other Executive Orders and 
continued these authorities in EO 13846 in order 
to provide clarity and consolidate relevant 
authorities in a single Executive Order

• Broadened the scope of certain authorities 
contained in these Executive Orders
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Supply Reduction Exceptions (SREs)

▪ 180 day waivers of the NDAA 2012 sanctions were issued to 
eight countries (vs. 20 countries prior to JCPOA)

• China, Greece, Italy, Japan, South Korea, Taiwan and 
Turkey

▪ Waivers permit these countries to temporarily continue to 
import Iranian crude oil without risking secondary 
sanctions

▪ Countries granted waivers “have demonstrated significant 
reductions in their crude oil [imports] and cooperation on 
many other fronts and have made important moves 
towards getting to zero crude oil importation”
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Civil Nuclear Waivers

▪ No waivers for any new civil nuclear projects

▪ Nonproliferation projects at Arak, Bushehr, 
and Fordow permitted to continue “under the 
strictist scrutiny to ensure transparency and 
maintain constraints on Iran”

▪ Preserves oversight of Iran’s civil nuclear 
program

▪ Conditional on cooperation of stakeholders
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U.S. Sanctions – current state of play

▪ Maximum pressure campaign

▪ Comprehensive primary embargo remains in force with 
limited exceptions

• Aggressive enforcement of primary embargo against both U.S. 
and non-U.S. persons

▪ Numerous secondary sanctions authorities, including 
many not covered by the E.U. Blocking Regulation

▪ Additional sanctions since November 5, 2018

• November 20, 2018 

• February 13, 2019
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E.U. Sanctions
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E.U. Sanctions: Jurisdiction

▪ E.U. sanctions measures apply to:

• E.U. Member State nationals (wherever located)

• Companies incorporated in the E.U. and their overseas 
branches

• Any entity wherever located in respect of any business 
done in whole or in part in the E.U.

• Actions occurring within the territory of the E.U., including 
within E.U. airspace, or on board any aircraft or vessel 
under the jurisdiction of an E.U. Member State
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E.U. Sanctions: Pre-JCPOA (up to Jan 2016)

▪ Wide-ranging E.U. sanctions on Iran were in place prior to January 2016

▪ Not a comprehensive trade ban, but targeted sanctions against a large 
number of organisations, individuals and industry sectors

▪ Prohibition on dealings with designated sanctions targets (equivalent to 
SDN measures)

▪ Financial controls on funds transfers between Iran and E.U.

▪ Sectoral sanctions targeting specific industries: oil and gas, 
petrochemicals, shipping, shipbuilding, military, nuclear, gold, precious 
metals, insurance, currency

▪ Licensing exemptions for food, agricultural, medical and humanitarian

▪ The key legislation was Council Regulation 267/2012 as amended

▪ Possible for E.U. companies to do some business with Iran, but complex 
and a high compliance/audit burden
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E.U. Sanctions under the JCPOA

▪ JCPOA implemented on January 16, 2016

▪ Looked like a sea-change for European businesses exploring 
opportunities in Iran

▪ Most U.N. and E.U. sanctions measures were lifted, including funds 
transfer controls, SWIFT restrictions, insurance restrictions and 
most sectoral sanctions

▪ Many designated sanctions targets were removed from the 
sanctions list, including many major Iranian businesses and banks

▪ Major European investments into Iran during 2016 and 2017, e.g.
Total (gas), Maersk (shipping), Mercedes-Benz (trucks), PSA 
(Peugeot) Group (auto), Airbus (aviation), Alstom (rail)
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E.U. Sanctions under the JCPOA: UK 
Government comments

“The U.K. Government fully supports expanding our trade relationship with Iran. 

Iran has now received extensive economic and financial sanctions relief and will be 
able to trade more freely with the rest of the world. 

We want to help British businesses take advantage of the opportunities that 
economic re-engagement with Iran will bring. 

U.K. Export Finance (UKEF), the U.K.’s export credit agency, has reintroduced cover 
in to support U.K. companies competing for business in Iran. Cover is now 
available on a case-by-case basis in Pounds Sterling and Euros. Within this, and in 
recognition of the U.K.’s place as a global centre of excellence for financial and 
professional services, UKEF will make available an initial £50 million facility 
guaranteeing payments to U.K. professional advisory service providers advising 
the Government of Iran. 

UKEF will also consider applications for direct lending from purchasers of British 
exports to Iran.” 
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E.U. Sanctions under the JCPOA (cont’d)

▪ Some E.U. sanctions measures remained in place in relation to 
Iran’s nuclear weapons programme and concerns around 
human rights violations:

• Arms embargo and nuclear-proliferation/missile technology 
controls (including certain graphite and raw or semi-finished 
metals) and associated software and services

• “SDN”-equivalent controls remained on certain entities and 
individuals

▪ Most commercial business activities permissible



25

E.U. Sanctions under the JCPOA (cont’d)

▪ But… U.S. sanctions remained largely in place and remained a key 
concern

▪ Risks around use of U.S. Dollar payments and U.S. financial system

▪ Ability for foreign-controlled subsidiaries of U.S. companies to deal 
with Iran under General License H, provided outside jurisdiction of 
primary U.S. jurisdiction, and certain relief from U.S. secondary 
sanctions

▪ Uncertainty around future U.S. foreign policy and wariness of 
“snap-back”

▪ Caution around SEC s.219 reporting requirements

▪ Most significantly, many major international/European banks were 
not willing to process Iran-related payments due to U.S. sanctions 
concerns
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E.U. Sanctions in light of U.S. withdrawal

▪ U.S. withdrawal announcement on May 8, 2018

▪ Six month wind-down period before full re-imposition of U.S. 
sanctions and removal of secondary sanctions relief and 
General License H

▪ Many large European corporates announced that they were 
winding down operations in Iran or had stopped accepting 
new orders, e.g. Total withdrew from South Pars gas field

▪ Many European banks that had been processing payments 
to/from Iran changed their policy – very few banks will allow 
Iran-related transactions (typically only smaller, national/ 
regional banks and this varies between E.U. countries)
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E.U. Sanctions: current state of play

▪ Most business with Iran is permissible under EU sanctions, but…

▪ Higher compliance/audit cost – need to conduct thorough KYC/sanctions checks 
against all parties to ensure no designated sanctions targets (including against 
beneficial owners, end-users, banks etc)

▪ Real difficulties in receiving payments through usual banking channels

▪ Ensure there will be no direct or indirect payment to/from Iran/Iranian parties 
unless an approved payment route has been identified – note that many Iranian 
banks are now U.S. SDNs

▪ Ensure no U.S. jurisdictional nexus (e.g. U.S. persons/U.S. dollars/U.S.-origin goods) 
– potentially difficult in practice for multinational companies

▪ Ensure transactions are not designed or structured in a way that would be 
considered “evasion” of sanctions

▪ Consider terms of facility agreements/banking arrangements on sanctions and 
facility usage restrictions

▪ EU Blocking Regulation…
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E.U. Blocking Regulation

▪ Not a new law – Council Regulation (EC) No. 2271/96 has been in force since 
November 22, 1996

▪ Intended to protect European business interests against detrimental effects of 
foreign laws

▪ Particularly aimed at U.S. extraterritorial sanctions measures relating to Cuba (as 
well as certain measures targeting Iran and Libya)

▪ Historically only very limited (/negligible) reliance on the Regulation or 
enforcement action

▪ E.U. persons are prohibited from complying with the foreign laws that are 
specifically listed in the Annex to the Regulation

▪ Enforcement is left to each E.U. Member State

▪ In the U.K. it is a criminal offence to breach the Blocking Regulation (punishable by 
a potentially unlimited fine), other E.U. countries have implemented 
administrative or criminal penalties, and some have not implemented specific 
domestic law provisions
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E.U. Blocking Regulation (cont’d)

▪ The Annex was updated on August 7, 2018 by Commission Implementing 
Regulation (EU) 2018/1101, to include the latest U.S. sanctions measures on Iran –
including, inter alia, the Iran Sanctions Act of 1996, as amended, the Iran Freedom 
and Counter-Proliferation Act of 2012, the Iran Threat Reduction and Syria 
Human Rights Act of 2012 and certain provisions of OFAC’s Iranian Transactions 
and Sanctions Regulations

▪ Applies to all persons subject to E.U. jurisdiction as above (branches of U.S. 
companies registered in the E.U. are not required to comply with it)

▪ Prohibited from complying with the U.S. legislation listed (and summarised) in the 
Annex, unless this has been resolved via discussion with, or authorised by, the 
European Commission

▪ Covers active compliance and compliance by deliberate omission, as well as direct 
and indirect (through a subsidiary or intermediary) compliance with the legislation 
– for example, requesting a license from the U.S. to maintain compliance with U.S. 
sanctions is a prohibited act of compliance
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E.U. Blocking Regulation (cont’d)

▪ In exceptional cases, the European Commission may authorise full or 
partial compliance with the U.S. laws if non-compliance would “seriously 
damage” the interests of the E.U. person or the E.U.

▪ A specific notification procedure applies to obtain such an authorisation, 
and guidance sets out the broad criteria that will be taken into 
consideration, including for example:

• an E.U. company is unable to act because this would expose their U.S. parent 
companies or subsidiaries (due to a “substantial connecting link”)

• the adverse economic effect, in particular whether this could lead to 
significant losses that could threaten the company’s viability

• the company’s activity would be rendered excessively difficult due to a loss of 
essential inputs or resources
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E.U. Blocking Regulation (cont’d)

▪ For example:

▪ European company “A” has a contract to supply goods to Iran – may not break that contract 
because of a decision to comply with U.S. sanctions measures listed in the Annex

▪ Some of the goods are supplied by European supplier “B” that has decided to comply with 
U.S. sanctions and refuses to supply, so A is not be able to fulfil the order

▪ Iranian customer could sue A for breach of contract, and in turn A could sue B for damages 
under the Blocking Regulation

▪ The claim will require an assessment of why B has refused to supply – if because of U.S. laws 
listed in the Blocking Regulation, it is likely to have breached the Blocking Regulation

▪ But if the refusal is due to wider commercial concerns/reasons other than listed U.S. laws, 
unlikely to breach the Regulation

▪ A would not have breached the Blocking Regulation where it has failed to supply to the 
Iranian customers simply because it was not able to procure the parts from B

▪ Important to include appropriate and robust contractual clauses in agreements to supply to 
Iran or other sanctioned countries, incorporating specific wording that allows non-
performance or termination where not possible for sanctions reasons (broad enough to 
include applicable laws, but also primary and secondary U.S. measures)
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E.U. Blocking Regulation (cont’d)

▪ In addition to prohibiting compliance, the Blocking Regulation requires E.U. 
persons (including directors or managers of E.U. companies) to report to the 
European Commission within 30 days where their economic and/or financial 
interests are affected, directly or indirectly, by the U.S. laws, or by actions resulting 
from them

▪ The Regulation also provides that any U.S. decisions or judgments relating to the 
laws included in the Annex cannot be implemented in the E.U. – meaning that any 
court decision made in light of these measures cannot be executed in the E.U., 
presumably even under existing mutual recognition agreements

▪ The Regulation also allows E.U. persons to recover damages arising from the 
application of the listed U.S. laws.  This appears to allow an E.U. person to exercise 
a private right of action and be indemnified by companies that do comply with the 
U.S. laws if in doing so those companies cause losses for the E.U. person.
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E.U. Blocking Regulation (cont’d)

▪ In practice, E.U. companies cannot be compelled to continue to trade with Iran, 
but are free to conduct their business as they see fit

▪ There may be a number of commercial reasons why they cannot trade with Iran, 
for instance commercial viability, inability to receive payments from Iran due to 
banking/currency exchange restrictions, higher cost of compliance, AML/FATF 
concerns

▪ Important for E.U. companies to consider the reasons for ceasing business with 
Iran or turning down new opportunities – and, if such decisions are taken, to 
consider carefully how this is communicated to third parties to ensure this does 
not infringe the Blocking Regulation

▪ Some flexibility within the Blocking Regulation for obtaining authorisation to 
comply with U.S. laws based on the criteria outlined in the guidance
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INSTEX: new E.U. SPV for Iran-related trade

▪ In light of the difficulties in processing Iran-related payments through international banking 
channels, but given the E.U.’s broad support for the JCPOA, the E.U. has been developing a 
mechanism in recent months that would allow certain Iran-related payments to be made 
outside normal banking channels

▪ “INSTEX” – Instrument for Supporting Trade Exchanges

▪ Announced by France, Germany and the U.K. on January 31, 2019

▪ Effectively a Euro-denominated clearing house for Iran to conduct (legitimate and non-
sanctioned) trade with European companies

▪ Full details of the mechanism are not available yet, but we expect that Iranian exporters will 
effectively build up credits and receive payments in Iran; while European exporters would 
build up credits and receive payment from a European “pot” held in France

▪ INSTEX has been incorporated in France, will be managed by a German banker (formerly of 
Commerzbank) and a supervisory board made up by government officials from all three 
countries, headed by the U.K.

▪ General industry view is that this could assist smaller and medium-sized European companies 
to trade with Iran, but larger European companies with exposure in U.S. markets are likely to 
be reluctant – the U.S. has indicated that it could target entities using INSTEX with secondary 
sanctions
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A note on Brexit…

▪ Possibility that the U.K. will exit the European Union on March 29, 2019, with no 
trade deal in place

▪ Alternatively, a deal will be reached that allows for a smoother transitional period

▪ U.K. has been at the forefront of E.U. sanctions/ foreign policy for many years and 
has indicated that it intends to remain aligned with the E.U. in this area

▪ A U.K. legal framework has been put in place that will effectively transition E.U. 
sanctions measures into U.K. law following exit

▪ No significant policy changes in this area in the short to medium term; however, 
we could start to see divergence on foreign policy in coming year

▪ Could mean that multinational companies will need to factor in different U.S., E.U. 
and U.K. sanctions position into their global compliance programme
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U.S. License Requirements & Procedures
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General Licenses and Licensing Policies 
Withdrawn Post-JCPOA

▪ Iranian Transactions and Sanctions Regulations 
(ITSR), 31 C.F.R. § 560.534

• general license authorizing importation of food and 
carpets and related transactions

▪ Favorable Licensing Policy for Civil Aviation (SLP)

▪ General License for Contingent Civil Aviation 
Contracts (General License I)

▪ General License for Activities of U.S.-owned or 
Controlled Foreign Entities (General License H)
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General Licenses and Licensing Policies in 
Force Post-JCPOA

▪ General License J-1, authorizing reexportation of certain 
civil aircraft to Iran on temporary sojourn and related 
transactions

▪ Licensing policy regarding safety of civil aviation and safe 
operation of U.S.-origin commercial passenger aircraft

▪ “TSRA” general licenses related to exports and re-exports of 
agricultural commodities, medicine and medical devices

▪ Sha Deniz Consortium Guidance

▪ Licensing Policy on Internet Freedom

▪ Other non-JCPOA related exemptions and general licenses
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E.U./U.K. License Requirements under 
Iran Sanctions
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E.U. Licence Requirements & Procedures

▪ While most activities with Iran do not require specific licences or 
authorisation, there are a number of exceptions:

▪ The following activities require a licence under the proliferation-related 
sanctions (Council Regulation 267/2012):

• The sale, supply, transfer or export of nuclear-related items (as listed in Annex 
I), the provision of technical assistance, brokering services and financial 
assistance related to such items, and investment by an Iranian person, entity 
or body in a commercial activity related to uranium mining or the 
manufacture of items listed in Annex I

• The sale, supply, transfer or export of nuclear-related items (as listed in Annex 
II), the provision of technical assistance, brokering services and financial 
assistance related to such items and investment by an Iranian person, entity or 
body in a commercial activity related to the items listed in Annex II of the 
Regulation
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E.U. Licence Requirements & Procedures 
(cont’d)
▪ The following requires a licence under human rights sanctions (Council Regulation 

264/2012):

• The sale, supply, transfer or export of equipment which might be used for the 
monitoring or interception of internet or telephone communications as listed in Annex 
IV of the Regulation

• The provision of technical assistance, brokering services and financial assistance related 
to items listed in Annex IV of the Regulation

• The provision of telecommunication or internet monitoring or interception services of 
any kind to, or for the direct or indirect benefit of, Iran’s government, public bodies, 
corporations and agencies or any person or entity acting on their behalf or at their 
direction

▪ Exporters must apply for an export license from the competent E.U. Member State 
national authority (e.g. in the country where the exporting entity is incorporated)

▪ Licence applications will be reviewed in detail by the export control authority, 
sometimes in conjunction with national security services, and will only be granted 
where authorities are satisfied that the supply would not be for prohibited/ 
problematic end-use
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U.S. and E.U. Export Control Regimes
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U.S. Export Control Regimes Remain in Place

▪ Arms embargo continues
• Under the Arms Export Control Act and International Traffic in Arms 

Regulations, the United States maintains a comprehensive embargo on 
exports of defense articles and services to Iran

▪ Nuclear export regime administered by U.S. Department of Energy and 
Nuclear Regulatory Commission remains in place 

▪ EAR controls and generally applicable statutes related to transfers of 
proliferation sensitive equipment and technology continue in force
• Anti-terrorism license requirements apply to all exports and re-exports subject 

to the EAR (dual-use and EAR 99 items)
• National security, foreign policy and other controls also apply
• Policy of denial applies to all license applications except for humanitarian 

reasons or safety of civil aviation and safe operation of U.S. origin aircraft
• OFAC licenses required and exporters need not seek BIS licenses unless 

transaction is not subject to OFAC regulatory authority (e.g., Part 744 of the 
EAR or certain General Prohibitions apply)

▪ Iran remains designated as a State Sponsor of Terrorism
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E.U. Export Control Regimes Remain in Place

▪ Even where sanctions measures do not apply, other general 
licensing requirements may still be in place, for example under the 
E.U. dual and common military list regimes, which apply to all 
exports from the E.U.

▪ See E.U. Common Military List, E.U. Dual-Use List and equivalent 
national export control lists

▪ Licenses may still be required under these regimes

▪ Again, these are obtained from the competent national authority in 
the relevant E.U. Member State country

▪ In the U.K., exporters with concerns about end-users in Iran can 
contact the “end-use advice service” through the U.K. export 
control authority
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Challenges Going Forward
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Challenges Going Forward: U.S. persons

▪ Return to uneven playing field

▪ Continuing reluctance of U.S. and international banking system to support  
authorized transactions

▪ Broad scope of U.S. jurisdiction – non-U.S. companies and individuals may 
become “U.S. persons” for U.S. sanctions purposes when “in” the United 
States

▪ Due diligence to avoid diversion or dealing with front companies

▪ Individual risk for U.S. persons working for or serving as directors or 
officers of non-U.S. companies

▪ Increased U.S. government focus on both criminal and civil enforcement

▪ Enforcement proceedings can expose even innocent U.S. companies to 
requirements and costs associated with responding to administrative 
subpoenas as well as grand jury and other subpoenas seeking evidence in 
criminal investigations and proceedings
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Challenges Going Forward: non-U.S. persons

▪ Iran remains a key enforcement priority for OFAC, and has indicated that this 
includes enforcement against non-U.S. companies

▪ Enforcement actions/investigations against ZTE and Huawei demonstrate that 
OFAC is looking closely at the Far East, particularly around risk of diversion/supply 
of U.S. parts and components into Iran and North Korea

▪ Remains to be seen whether JCPOA will last following U.S. withdrawal
▪ Reluctance of international banking system to support authorized transactions –

and this threatens to undermine the JCPOA
▪ Finding a viable payment route can be challenging, even where the underlying 

activity is outside
▪ INSTEX might help some E.U. companies, but it is much more limited in scope than 

anticipated
▪ Divergence in foreign policy position between U.S. and E.U., but the threat of U.S. 

primary and secondary sanctions are significant for non-U.S. companies, and 
relief/general licenses are no longer available for those outside the U.S.

▪ Companies entering Iranian market face other challenges in addition to sanctions 
(e.g. lack of transparency, corruption, terrorism, FATF/money laundering risks)
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