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What is “Bring Your Own Device” or “BYOD”?
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Alternative to Corporate-
Owned Mobile Devices →
Allows employees to use  

personal devices for 
business purposes 

Personal device is 
provisioned with software 
managed/controlled by the 

company that allows 
employee to access certain 

corporate information

Typically implemented as a 
cost-saving measure & to 

address demand from 
employees for 

convenience/flexibility 

Generally, 
policies/procedures direct 
employees to only conduct 

business via company-
controlled software & not 
through ‘unapproved’ or 

‘unauthorized’ applications
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Key Risks Related to BYOD
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Why Be Concerned About BYOD Now?
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If I were head of a fund, and I had folks 
communicating about business on encrypted 
channels or personal devices, I would want to 
know. That’s where the bomb could be that 
blows up the whole shop.

United States Attorney for the Southern District 

of New York, Damian Williams (Bloomberg 

News, 6/13/2022)

We continue to see in multiple investigations 
instances where one party or firm that used off-
channel communications has preserved and 
produced them, while the other has not. Not only do 
these failures delay and obstruct investigations, 
they raise broader accountability, integrity and 
spoliation issues

SEC Director of Enforcement, 

Gurbir Grewal (10/6/2021)
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Why Be Concerned About BYOD Now?
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True facts. Headlines for educational purposes only.
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POLL QUESTION 1
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In the current environment, how concerned are you about business data 

being stored on employee personal devices outside of company-controlled 

applications?

A. Highly Concerned

B. Somewhat Concerned

C. Mildly Concerned

D. Not Concerned
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Possession, Custody & Control?
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Possession, Custody & Control

Whether or when a company has the ability or right to control or access business data on an 

employee‘s personal device depends on whether the company is deemed to have 

“possession, custody or control” of such data

“Possession, custody, or control” of data depends 

on whether the company is deemed to have either 

the legal right or practical ability to obtain the data

Legal right means the company has equal or 

superior right to the thing requested for 

production. The factors may include: (a) 

contractual right; (b) specific law or regulation; or 

(c) fiduciary duty

Practical ability means that the company has 

the ability to obtain the information under the 

circumstances. The factors include: (a) nature 

of relationship; (b) requests for cooperation; or 

(c) past ability to obtain similar data
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Legal Right Factors

• Is the employer-employee relationship at-will? 

• Is there a contract in place for employer to 

access/obtain data stored in employee personal 

devices/accounts? 

• Does the employer have policies or contractual 

obligations prohibiting it from accessing information 

stored in employee personal devices/accounts? 

• Is there evidence that employees routinely used 

personal devices/accounts for business purposes? 

• Is the employer prohibited from accessing/obtaining 

the data in employee personal devices/accounts by 

law (e.g., privacy regulations)?  

Practical Ability Factors

• Did the employer have policies prohibiting the use of 

personal devices/accounts and were those policies 

enforced?  

• Is there evidence that employees routinely used 

personal devices/accounts for business purposes and 

was the employer aware of that conduct?

• Has the employee been asked to cooperate? Could 

they be?  

• Can prior cooperation be demonstrated? 

• Has the employee cooperated in other ways, e.g., 

providing other documents or sitting for a deposition? 

• Whether the legal right or practical ability test applies to possession, custody or control depends 

on the court and the facts 

• For example, the 2nd Circuit applies the practical ability test; the 9th Circuit, 3rd Circuit and 7th 

Circuit apply the legal right test; and the 5th Circuit has not taken an official position

Legal Right or Practical Ability
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• In products liability matter, Plaintiff Steering Committee sought the production of text 

messages on employee personal cell phones

• Defendants did not realize until late in the litigation that employees may have relevant text 

messages on their personal cell phones; Defendant’s initial legal hold notices included a 

broad definition of “document” but later legal hold notices specifically called out text 

messaging

• Defendants had a policy prohibiting the use of text messaging for substantive 

communications

• The custodian at issue testified that any text messages sent were, in fact, non-substantive

• Defendants argued that they did not have an obligation to preserve or produce text 

messages from their employees’ personal devices, and indicated employees were not willing 

to cooperate and to provide access to their personal devices for purposes of obtaining any 

relevant text messages

16

POLL QUESTION 2:  FACT PATTERN



Reed Smith17

POLL QUESTION 2

How do you think the Court ruled?

A. Possession, Custody or Control: Defendant had possession, custody or 

control over the text messages and was required to preserve and produce any 

relevant texts in the litigation

B. No Possession, Custody or Control: Defendant did not have possession, 

custody or control over the text messages and did not need to produce any 

relevant texts in the litigation

C. Insufficient Evidence: There was insufficient evidence to show relevant text 

messages existed on the majority of custodian mobile devices to support 

production, so no ruling on possession, custody or control was needed
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• In In re Pradaxa (Dabigatran Etexilate) Products Liability Litigation, 2013 WL 6486921 

(S.D. Ill. Dec. 9, 2013), the Southern District of Illinois admonished Defendants for failure to 

preserve text messages on corporate-owned and employee personal mobile devices

• The Court rejected Defendants claim that the “did not realize” that some employees had 

business-related text messages on their mobile devices, and found that Defendants had a 

duty to ensure relevant text messages were preserved  

• The Court also found that the Defendants had an obligation to produce relevant text 

messages from their employees’ cell phones and disregarded the argument that the 

employees would not cooperate; the Court stated that any employee who refused to 

cooperate would be subject to a show cause order to appear personally before the Court in 

order to demonstrate why he or she should not be held in contempt of Court

• Defendants were ordered to produce any text messages and were also fined for its multiple 

discovery abuses (beyond solely text messaging)

18

Court Ruling:  In re Pradaxa 
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• Plaintiff former Chief of Police filed a lawsuit alleging his Fourteenth Amendment rights were 

violated when he was removed based on false charges of misconduct and sought production 

of text messaging, including on personal cell phones

• Plaintiff asserted that witnesses had testified that they engaged in relevant text messages 

during the relevant time period that had not been produced

• Plaintiff argued that the Defendant had possession, custody and control of the relevant data 

on the employees’ personal cell phones because (a) the Defendant had ‘implied consent’ to 

monitor the communications on employee personal devices, (b) employees were warned 

their communications were the property of the City, and (c) such communications would be 

considered ‘public records’ under the state FOIA law

• Defendants argued that they did not have possession, custody or control over the 

employees’ personal cell phones and that the text messages, if relevant, were no longer 

available

19

POLL QUESTION 3:  FACT PATTERN
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POLL QUESTION 3

How do you think the Court ruled?

A. Possession, Custody or Control: Defendant had possession, custody or 

control over the text messages and was required to preserve and produce any 

relevant texts in the litigation

B. No Possession, Custody or Control: Defendant did not have possession, 

custody or control over the text messages and did not need to produce any 

relevant texts in the litigation

C. Insufficient Evidence: There was insufficient evidence to show relevant text 

messages existed on the majority of custodian mobile devices to support 

production, so no ruling on possession, custody or control was needed
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• In Hayse v. City of Melvindale, 2018 U.S. Dist. LEXIS 129637 (E.D. Mich. 2018), the 

court found that the Defendant employer did not have possession, custody or control over 

its employees’ personal devices 

• Argument that data was “reasonably available” to Defendant because employees impliedly 

consented to the monitoring of their communications or were warned their communications 

belong to the City “went too far” →

✓ Plaintiff produced no evidence that employee gave implied consent to the monitoring 

of their personal devices

✓ Plaintiff identified no other legitimate legal right for Defendant to demand employees 

release their devices for inspection

• Court noted that Plaintiff did not meet his burden of demonstrating that the personal devices 

belonging to nonparty employees were within Defendant’s possession, custody or control

21

Court Ruling: Hayse
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• Plaintiff in antitrust litigation requested Defendant preserve data from personal cell phones 

for certain custodians and parties agreed to an ESI protocol for the preservation 

• Plaintiff subsequently served requests for production and interrogatories seeking, inter alia, 

text messages; Plaintiff also directly subpoenaed the individual custodians

• Some of the custodians confirmed they occasionally use personal cell phones for work-

related purposes, but vast majority said they did not use text for work-related purposes

• Defendant had a BYOD Policy that allowed (a) employees to use their own personal cell 

phones for work-related purposes via the company-controlled application and (b) Defendant 

to wipe/delete all data on the personal device

• BYOD Policy asserted company ownership of data sourced from and synced with 

Defendants’ servers, but did not assert ownership over personal text messages

• Parties could not reach agreement on production and Plaintiffs asked the Court to (a) 

order Defendant to produce relevant text messages; and/or (b) enforce the 

subpoenas on the custodians for the same material

22

POLL QUESTION 4: FACT PATTERN
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POLL QUESTION 4

How do you think the Court ruled?

A. Possession, Custody or Control: Defendant had possession, custody or 

control over the text messages and was required to produce any relevant 

texts in the litigation

B. No Possession, Custody or Control: Defendant did not have possession, 

custody or control over the text messages and did not need to produce any 

relevant texts in the litigation

C. Insufficient Evidence: There was insufficient evidence to show relevant text 

messages existed on the majority of custodian mobile devices to support 

production, so no ruling on possession, custody or control was needed
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• In the antitrust case In Re Pork Antitrust Litig., No. 18-cv-1776 (D. Minn. Mar. 31, 2022), the District of 

Minnesota found that Defendant did not have possession, custody or control of text messages on employees’ 

personal devices but did enforce subpoenas where employees used text messaging for relevant communications

• Court noted that courts in the Eighth Circuit had used both “legal right” and “practical ability” tests to determine 

whether a party has “control” over documents, but found no possession, custody or control under either test

• LEGAL RIGHT  

✓ BYOD Policy did not require employees to use personal-owned phone for work, and did not assert ownership 

over data other than data source/synced from Defendant’s systems/servers 

✓ Ability to wipe all data from the phone did not confer a legal right to the text messages

✓ Noted the Sedona Conference has taken the position that an employer does not legally control personal text 

messages if the BYOD does not assert ownership over the texts

• PRACTICAL ABILITY

✓ No evidence that, in the ordinary course of business, Defendant sought, needed, or expected to gain access to 
the contents of employees’ personally-owned phones

✓ Employee willingness to cooperate with employer did not equate to practical ability to demand access to data

✓ Ownership of business data on a personal cell phone did not equate to a right to demand access to all test 
messages to review/produce for discovery

24

Court Ruling:  In re Post Antitrust Litig.
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Divided Courts:  No Legal Right or Practical Ability

Some courts have found that an employer 

does not have the legal right or the 

practical ability to obtain information from 

personal devices/accounts without an 

employee’s consent/cooperation. 

See e.g., Shcherbakovskiy v. Da Capo Al 

Fine, Ltd (2d. Cir. 2007), Lalumiere v. Willow 

Springs Care, Inc. (E.D. Wash. 2017)

25

Factors

No legal right absent consent to force 
employee to turn over phone, divulge 
passwords or access data outside of 

company applications

Existence/enforcement of policies 
prohibiting use of personal 

devices/accounts and/or stating that the 
employer cannot/will not access data

Evidence or a reasonable basis to state 
no reason to believe employees used 
personal devices/accounts for relevant 

communications

Evidence that employees were asked to 
cooperate but refused to cooperate
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However, several courts have found an 

employer to have possession, custody, or 

control of data on an employee’s personal 

device/ account or otherwise is obligated to 

take steps to preserve even if it does not 

have possession, custody, or control. 

See US v. Cameron-Ehlen Grp., Inc. (D. Minn. 

2020); Alter v. Rocky Point Sch. Dist. (E.D.N.Y. 

2014); In re Pradaxa (Dabigatran Etexilate) 

Products Liability Litig. (S.D. 2013) 

Divided Courts:  Employer Responsibility

Factors

Employer necessarily has a practical 
level of control over employees and/or 

business-related records on an 
employee’s private device/account

Evidence of employee cooperation (or 
expectation of cooperation) in requests 
to obtain business data from personal 

devices

Party knew/determine there is relevant 
data on personal device/accounts

Pervasive use of personal 
devices/accounts with the knowledge of 

employer
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State Courts:  Possession, Custody and Control

State court case law on possession, custody and control (and on BYOD obligations) is 

less developed than Federal law

California:  Legal Right

Cal. Code Civ. 

Proc.§2031.010 

See Davila v. McKinney

(2021); Ogle v. Chevron 

Prods. Co. (2017); Arnold 

v. Imaged, (2021)

Texas:  Legal Right

Tex. R. Civ. P. 192.3; In re 

Sun Cost Res. Inc.

(2018); In re Topletz 

(2019); In re Univ. of Tex. 

at San Antonio (2021); 

Woods v. Degioanni 

(2007)  

New York:  Practical 

Ability

NY CLS CPLR § 3120 ; 

Dantzig v ORIX AM 

Holdings, LLC (2019); 

Richard v Kerwin (2016)

Illinois:  Legal Right & 

Practical Ability

Ill. Sup. Ct., R 214 ; Vista 

Home Health, LLC v. 

Panaligan (2016); 

Hawkins v. Wiggins (1980) 
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Data Protection, Privacy and Constitutional 

Rights
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POLL QUESTION 5

What impact, if any, do you think privacy considerations or constitutional 

rights have on a party’s obligation to preserve/produce data on employee 

personal devices/accounts?

A. Highly Influential

B. Somewhat Influential

C. Mildly Influential

D. No Impact / Not Considered
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• In the US, employees likely do have an expectation of privacy in data on personal devices, which may be a 

factor in whether a company has possession, custody or control over the information or whether the burden of 

preservation/ production outweighs the benefits 

• Whether an employee has a reasonable expectation of privacy in workplace communications or information is a 

“highly fact-specific” inquiry and must be decided on a case-by-case basis. See e.g., In re the Reserve Fund 

Securities and Deriv. Litig. (S.D.N.Y., 2011). In such inquires, courts have considered a number of factors, 

including:

➢ Whether there was a policy on monitoring/ownership

➢ Whether the employee had notice of the policy

• A company has no right to forcibly take an employee’s personal device or have an employee provide 

login/password information; passwords are often considered personal data. See e.g., In re Asia Global Crossing, 

Ltd., (Bankr. S.D.N.Y., 2005)

• For government and regulatory requests of data on personal devices/accounts, US employee constitutional 

rights may be implicated. 

➢ Fourth Amendment (search and seizure) may be implicated (and must be considered) if a company 

demonstrates sufficient cooperation with the government. See e.g., U.S. v. Ziegler (9th Cir. 2007)

➢ Fifth Amendment (self-incrimination) may be implicated by requesting data on personal devices/accounts. 

See U.S. v. Hubbell (U.S., 2000)

30

U.S.:  Expectation of Privacy & Constitutional Rights
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State Courts:  Privacy Rights

State privacy rights may also impact a company’s right or ability to obtain data from an 

employee’s personal device

California:  

Constitutional Privacy 

Rights

Cal. Const. Art. I § 1; 

Williams v. Superior Court 

(2017); Moore v. Reda 

Balarbi, Assocs. (2017) 

Texas:  Reasonableness 

Consideration

Tex. R. Civ. P. 193.4; See 

e.g., In re Crestcare 

Nursing & Rehab. Ctr. 

(2006)

New York:  

Reasonableness 

Consideration

NY CLS CPLR § 3103; 

Forman v. Henkin (2018) 

Illinois:  Constitutional 

Privacy Rights

Illinois Const., Art. I, § 6; 

Kunkel v. Walton (1997); 

Carlson v. Jerousek

(2016)
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A company’s ability to obtain data from personal devices for 

employees located outside the U.S. may be severely limited due 

restrictive data protection laws, including the General Data Protection 

Regulation (GDPR), the UK European Union (Withdrawal) Act 2018 

and the Data Protection Act 2018, and similar laws in other 

jurisdictions

32

International Considerations:  Data Protection

• Employees in the EU or UK have a right to privacy in their communications                                                       

on personal devices. The company may not have any right to obtain such                   

communications and has limited ability to compel employees to cooperate

➢ An employer cannot “own” personal data, even if it transits through or is otherwise stored on the 

employer’s systems or the employer owns the device or application in question

➢ Data protection authorities have issued guidance to the effect that employees are rarely in a position to 

give valid consent, given the imbalance of power in the employment dynamic, and consent may always be 

withdrawn

• There are specific laws within the EU and UK, such as the UK Computer Misuse Act 1990, which prohibit 

unauthorized access to materials stored on computers. The extent, and manner, of an employer’s access to an 

employee’s personal device/account must be handled carefully to avoid violating these laws
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POLL QUESTION 6: FACT PATTERN

• In patent infringement case, a discovery dispose regarding the Defendant’s refusal to 

produce emails from a former employee located in Europe

• Defendant claimed that it should not be required to produce the requested emails because:

a) Producing the requested emails would violate the GDPR because they contained 

personal information;

b) The request was overbroad, and included irrelevant personal data; and 

c) Compliance would be burdensome and expensive and disproportionate if Defendant 

attempted to anonymize the data to remove personal information
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POLL QUESTION 6

How do you think the Court ruled?

A. Production Required: GDPR considerations did not outweigh the U.S. 

interest in production and the Defendant must produce the emails

B. No Production Required: GDPR considerations were legitimate and likely to 

be enforced; Defendant did not need to produce the emails 

C. Limited Production: GDPR considerations were legitimate, but production 

was required; Defendant allowed to redact personal and non-relevant 

information to facilitate compliance with GDPR
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• In Finjan, Inc. v. Zscaler, Inc., No. 17-cv-06946-JST (N.D. Cal. Feb. 14, 2019), the court applied the 

five factor test set out in Société Nationale Industrielle Aérospatiale and Société de Construction 

d'Avions de Tourisme v. United States District Court for the Southern District of Iowa, 482 U.S. 522 

(1987) to determine whether foreign interests would outweigh the U.S. interest in production

• The Court ruled that U.S. interests should prevail and the defendant should produce the requested 

emails because:

1) The requested documents were important to the case;

2) The production request was narrowly tailored;

3) The data was in the U.K. but in the possession of a U.S. Company; 

4) The documents were only available from this foreign source; and 

5) The balance of national interests favored production, weighing the U.S. interest in enforcing 

patent rights against privacy interests that could be safeguarded through a protective order

35

Court Ruling:  Finjan, Inc.
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Strauss v. Credit Lyonnais S.A. 
242 F.R.D. 199 (E.D.N.Y. 2007)

Court ordered the French defendant, the 

bank Credit Lyonnais, to produce 

documents in accordance with the Federal 

Rules, even though it argued that doing so 

would subject it to penalties under French 

privacy law -- the court dismissed the 

possibility, finding “little evidence that the 

statute has been or will be enforced”

Giorgi Glob. Holdings v. Smulski
No. 17-4416 (E.D. Pa. May 21, 2020)

Court indicated that the Defendant, an 

American citizen sued in the U.S., could not 

show that the GDPR and/or Polish privacy 

law bars production of relevant documents 

and relies on a multi-factor balancing test 

set forth in the Restatement (Third) of 

Foreign Relations Law to conclude that the 

production of relevant discoverable 

documents is warranted

Caught by Conflicting Rules:  U.S. Case Law



Reed Smith

Motorola Credit Corp. v. Uzan, No. 

02-CV-666 (S.D.N.Y. 2014)

Motorola subpoena several domestic and 

international banks seeking information 

regarding Defendants’ assets to enforce 

damages award. Court ordered banks in 

France, Jordan, and the UAE to comply 

with discovery requests finding no evidence 

of the enforcement of local laws prohibiting 

disclosure. Court quashed subpoenas 

seeking documents in Switzerland based 

on a robust enforcement history.

Rollins Ranches, LLC v. Watson
No. 0:18-3278-SAL-SVH (D.S.C. May 22, 2020)

Court rejected Defendant’s invocation of the 

UK Data Protection Act to avoid the 

production of relevant data finding that 

foreign statues do not deprive an American 

court of the power to order a party subject to  

jurisdiction to provide relevant evidence and 

finding the Defendant did not meet its 

burden to support its refusal to produce the 

required information

Caught by Conflicting Rules:  U.S. Case Law
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Consent: 

Evaluate when/whether it is appropriate to ask 
the employee for consent to image or access 
their personal device for relevant data →
ensure appropriate notice and explanation of 
rights

Jurisdiction:

Consider the jurisdictions in which your 
employees work, and what the local 
regulations are regarding privacy and the 
ability to access data on personal devices

1/3/202338

Practical Considerations
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Data Minimization:

Evaluate the steps can be taken to minimize 
access to an employee’s personal data while 
meeting any discovery obligations

Venue:

Consider if the matter is civil or government/ 
regulatory; evaluate when/whether to provide 
employees with individual counsel

1/3/202339

Practical Considerations
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Impact of BYOD Policies & Procedures
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The existence or language of a BYOD Policy may matter in a litigation or enforcement 

matter → but actual enforcement is key

41

BYOD Policies:  Do They Matter?

SEC & CFTC Enforcement 

Actions against Goldman, BofA, 

Deutsche Bank, Normura, 

Morgan Stanley, Citi, et al. 

Existence of company policy stating that 
company does not have control/ ownership of 

personal data as part of BYOD program 
evidence that company lacked possession, 

custody, control

In re Pradaxa (Dabigatran 

Etexilate) Products Liability 

Litigation),

Existence of company policies prohibiting the 
use of unauthorized applications on personal 

devices a non-factor where there were rampant 
violation of policy (including by senior-level 

employees)  
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BYOD Policies: Content Considerations

42

• Define approved scope of use (e.g., limited to employer-provide container 
and approved applications)

• Consider whether to allow “non-substantive” or “administrative” 
communications

• Clearly define unapproved applications or use (i.e., texting, phone, third 
party apps, etc.)

Requirements/Limitations

• Clearly define scope of employer ownership of data 

• Define expectation of privacy and whether/what employer may access and 
monitor

Ownership and Expectation of Privacy

• Ensure ability to secure/protect company data, if needed

• Allow for employer to wipe device to protect data (i.e., if device lost/stolen, 
employee leaves organization, etc.)

Ability to Secure/Delete

✓ Should you allow 

use of BYOD at 

all?

✓ If allowed, what 

level of control to 

attempt to assert?

✓ What are the 

relevant 

jurisdictions?

✓ What training or 

consent 

mechanism are 

provided?

✓ What mechanism 

for forcing/ 

enforcing 

compliance? 
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BYOD Policies: Content Considerations

43

• Note impact of data outside company applications, e.g., security concerns, 
legal concerns, regulatory concerns, etc.

• Notify that data may be subject to production in litigation/investigations

• Notify that consent to access may be requested and company or third-party 
agent may have access to personal data when extracting business data

Potential for Production/Consent/Subpoena

• Determine whether/how confirmation of understanding/compliance will be 
confirmed

• Agreement to BYOD Policy, routine attestations, etc.

Required Confirmations/Attestations

• Clearly define potential consequences of non-compliance with BYOD Policy

• May include removal from BYOD program, discipline, termination, etc.

Consequence of Non-Compliance

✓ Should you allow 

use of BYOD at 

all?

✓ If allowed, what 

level of control to 

attempt to assert?

✓ What are the 

relevant 

jurisdictions?

✓ What training or 

consent 

mechanism are 

provided?

✓ What mechanism 

for forcing/ 

enforcing 

compliance? 
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T
ra

in
in

g Clearly notifying employees of 
BYOD Policy at onboarding and 
obtaining acknowledgement

Routine (i.e., yearly) training 
specifically on compliance with 
BYOD and other electronic 
communications policies

Obtaining regular (i.e., yearly) 
acknowledgements or attestations 
of compliance, where permitted

E
n

fo
rc

e
m

e
n

t

Implement appropriate procedures 
for monitoring for compliance 

Ensure culture of compliance →
including educating senior 
employees of importance of 
reporting and enforcement

Must ensure actual enforcement 
and appropriate disciplinary 
actions when non-compliance is 
discovered

May include fines, impact on 
pay/bonus, additional training, 
and/or termination depending on 
severity of infraction

1/3/202344

BYOD Policy:  Training and Enforcement
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Preservation & Scoping



Reed Smith46

POLL QUESTION 7

What is the scope of a party’s obligation to preserve potentially relevant 

data on employee personal devices/accounts?

A. No Obligation to Preserve; Obligation Rests with Employee

B. Employer Obligation to Preserve Data on Phone (e.g., Text), But Not Data in 

Personal Applications (e.g., WhatsApp)

C. Employer Obligation to Preserve all Relevant Data

D. Employer Obligation to Take Reasonable and Proportionate Steps to Preserve 

Any Relevant Data
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• In general, a company is required to take reasonable steps to preserve data it knows or 

reasonably should know may be relevant to the claims and defenses in the action, 

regardless of the storage location of that data

• The duty to preserve extends to relevant data in a party’s “possession, custody or control” 

and can extend to data that is exclusively in the possession of employees such as data 

contained on personal devices/accounts 

47

Duty to Preserve, Generally

Taking no steps to 

preserve relevant data on 

employee personal devices 

– even if later asserting 

lack of possession, 

custody or control – can 

incur significant risk

• A party’s duty to preserve information is not a passive obligation; 

party must take affirmative steps to preserve

➢ Reasonable investigation to identify sources of relevant 

information

➢ Issuing a legal hold notice to relevant custodians and/or 

instructions on how to preserve

➢ Suspending routine data destruction, including automated 

deletion

➢ Oversight by Legal to monitor compliance and ensure 

relevant data is identified/searched
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What are “Reasonable Steps”?

• Steps required to determine if there is relevant data 

on personal devices/accounts will vary based on the 

circumstances of the case

• This is a subjective, fact-specific test, and the 

factors considered may include:

➢ legal hold notice

➢ Instructions provided

➢ stopping automated deletion

➢ outreach to key custodians

➢ level/amount of effort/investigation 

➢ type of sources searched and level of expertise 

required

What is “Should Have Known”?

• “Known or reasonably should have known” standard is 

considered an objective, fact-specific 

determination

• Duty to search for relevant information and cannot 

choose not to look in locations where relevant 

information may exist

• Factors considered may include:

➢ scope/facts of case

➢ notice of relevance

➢ identification in pleadings/discovery requests

➢ Known, historical use by employees

➢ production in other, similar cases

➢ prior experience/knowledge

Reasonable Steps and “Should Have Known”
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Identification Legal Hold Notice
Preservation 
Instructions

Selective 
Collection or 

Imaging

Develop appropriate and 

proportionate 

procedures for 

determining when/if 

personal devices 

contain relevant 

information

History/knowledge of 

employee use of 

personal devices for 

business (general or 

case-specific_

Surveys of key 

custodians

Raise during initial fact 

investigation and in 

custodian interviews

Legal Hold Notice

must be issued to 

relevant custodians 

when legal matter is 

reasonably anticipated

Scope/description of 

data to be preserved

should include data on 

personal devices or 

applications

Develop specific 

instructions for how 

employees can 

preserve data

May include backing 

up device to cloud, 

disabling auto-delete, 

etc.

Confer with IT or 

eDiscovery experts to 

ensure technical 

instructions are correct

Consider application-

specific instructions 

(e.g., text, WhatsApp, 

WeChat, etc.)

Consider when, 

selective collection or 

imaging of a device is 

required to secure 

appropriate 

preservation

Depends on facts of 

the case, including 

proportionality factors

Imaging is most 

intrusive methodology 

and involves collecting/ 

retaining non-relevant 

and personal data

Practical Considerations
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Collection Approaches – Proportionality and 

Burden
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POLL QUESTION 8

Which of the following factors should be considered in evaluating whether 

burden or proportionality considerations impact a party’s obligation to 

preserve/produce data on employee personal devices/accounts?

A. Employee Privacy, Costs, Burden, Technological Feasibility

B. Costs, Burden, Technological Feasibility

C. Costs, Burden

D. None of the Above
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• A company may be able to take the position that preserving/producing data on employee 

personal devices is overly burdensome or expensive

• Case-by-case analysis considering the nature of the case, amount at issue, the importance 

of the data, number of devices/applications at issue, activity at issue, etc.

• Courts do routinely consider whether the burden of a discovery request outweighs its 

benefit, but company will bears the burden of showing why a discovery request is improper 

with specificity

• Courts have considered employee privacy in considering df                      

proportionality with respect to collecting/ producing data                                                   

from personal devices. See e.g., Henson v. Turn                                                               

(N.D. Cal., 2018), Tingle v. Hebert (M.D. La., 2018)

52

Duty to Produce, Generally

Where there is possession, 

custody or control, 

collection/production 

considerations do not 

differ when applied to 

personal devices



Reed Smith53

Who Bears the Burden of Proof?

• Party seeking the production of information on 

employee personal devices/accounts bears the 

burden of showing such personal devices/accounts 

were used for business purposes and actually 

contain relevant information. See e.g., Union Home 

Mortg. Corp v. Jenkins (N.D. Ohio, 2021), Goolsby v. 

Cty of Sand Diego (S.D. Cal, 2019)

BUT

• The company bears the burden of showing why a 

discovery request is improper on proportionality or 

burden grounds and will need to do so with 

specificity. See e.g., Duffy v. Lawrence Mem. Hosp.

(D. Kan., 2017)

What is Proportionate?

• Proportionality involves weighing whether the burden 

of a discovery request outweighs its benefit

• Factors considered may include:

➢ importance of the issues in the litigation

➢ amount in controversy

➢ Parties’ resources

➢ Importance of the discovery

➢ burden/expense vs. benefit

• Specific considerations for personal devices include 

burden/impact on employee (privacy, other rights),  

technological complexity, actual costs

Burden of Proof and Proportionality 
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Identification
Internal or External 

Technologists
Selective Collection Imaging

Critical to clearly identify 

the specific sources of 

potentially relevant data, 

if possible

Helps to facilitate 

minimization of 

collection focused on 

relevance and to avoid 

over-collection

Requires clear 

communication with 

employees

Consider whether 

collections should be 

performed by internal 

IT or by external 

eDiscovery specialists

Proportionality 

considerations and 

whether ‘forensic’ 

collections are 

required

Employee privacy 

considerations may 

impact, particularly 

where limiting employer 

access to personal data 

Consider selective 

collection of relevant 

material where 

appropriate and 

feasible

Depends on facts of 

the case, including 

proportionality factors

May include screen 

shots of select data/ 

communications, 

collection of certain 

data sources only (e.g., 

only text messages), 

forwarding messages 

to work locations, etc. 

Consider when, if ever, 

imaging of a device is 

required for collection

Most intrusive 

methodology and 

involves collecting non-

relevant and personal 

data

Consider individual 

counsel and/or 

independent 

eDiscovery vendor

Process and delete all 

non-relevant sources to 

avoid maintaining 

personal data

Practical Considerations
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Duty to Supplement
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POLL QUESTION 9

When does a party have an obligation to supplement its prior discovery 

responses?

A. Any time prior discovery responses are inaccurate or incomplete

B. When a party has reason to believe that prior discovery responses are 

inaccurate or incomplete

C. When it has actual knowledge of materially inaccurate or incomplete prior 

discovery responses

D. Only where specific discovery deficiencies are identified by the opposing party



Reed Smith

• The duty to supplement is triggered when a party or their attorney has actual knowledge 

that a prior discovery response is incorrect or incomplete in a material respect

➢ The duty to supplement is automatic (i.e., required even if not requested). U.S. v. Dish 

Network, L.L.C. (C.D. Ill. 2016)

➢ The duty to supplement extends beyond the close of discovery. La Terminals, Inc. v. 

United Nat'l Ins. Co. (C.D. Cal. 2022)

57

Duty to Supplement

There is no 

affirmative duty to 

check the accuracy of 

prior responses

• A party does not have a duty to supplement if it previously 

objected to the production of the specific information at 

issue and if the prior objection was unchallenged or 

permitted by the court after a dispute; the objection must be 

specific and not based on general/boilerplate objections 

• See Pacific Sun Publ'g Co. v. The Chronicle Publ'g Co (N.D. 

Cal. 1981)
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What is “Material”?

• Incorrect or incomplete in “some material respect” 

means that there is an objectively reasonable 

likelihood that the additional or collective information 

could substantially affect or alter the opposing party’s 

discovery plan or trial preparation. Reinsdorf v. 

Sketchers U.S.A., Inc. (C.D. Cal. 2013)

What is “Actual Knowledge”?

• “Actual knowledge” that a discovery response was 

inaccurate or incomplete must be specific to 

discovery in the case at issue; generalized 

knowledge of discovery deficiencies in other cases or 

in other contexts is not “actual knowledge” requiring a 

duty to supplement

• Factors considered may include:

➢ party (not just lawyers) had specific knowledge 

information existed and/or reason to believe 

information was relevant or responsive

➢ fact of missing information obvious (i.e., review 

production, docs would usually exist, no 

investigation)

➢ satisfy a “reasonable person” standard (i.e., was 

failure substantially justified)

➢ whether party clearly objected to production

Materiality and Actual Knowledge 
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State Courts:  Duty to Supplement

State courts may also impose ongoing obligations to supplement inaccurate or 

incomplete discovery responses 

California:  No Duty to 

Amend

Cal Code Civ Proc §
2031.310; N. Cal. 

Collection v. Shutter 

Source United States

(2018) 

Texas:  Duty to Timely 

Supplement

Tex. R. Civ. P. 193.5; In re 

Commitment of Salazar, 

2008 Tex. App. LEXIS 

8856 (2008)

New York:  Duty to 

Supplement 

Incorrect/Incomplete; 

Materially Misleading

NY CLS CPLR §
3101(h)’; Firmes v. Chase 

Manhattan Automotive 

Fin. Corp. (2008)

Illinois:  Requirement to 

“Seasonably 

Supplement”

Ill. Sup. Ct., R 213(i); Nat’l 

Material Co., LLC v. GSI 

Grp., LLC (2021)
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Key Takeaways

60
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Review and update BYOD policies and practices 

Consider modifications and customizations based on relevant jurisdictions

Implement training for employees on BYOD policies and practices

Establish monitoring and enforcement mechanisms for BYOD policies and 
practices

Monitor business practices and ensure appropriate technology – including 
mobile technologies – are provided for business use

Key Takeaways
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Define company strategy/positions regarding data on employee personal devices

Integrate mechanisms for identifying whether relevant data exists on 
employee personal devices

Develop processes or instructions for preservation and train employees 
accordingly

Consider whether/when to request employee cooperation or to 
provide/suggest independent counsel for the employee

Define collection mechanisms, as appropriate, including engaging external 
eDiscovery experts

Key Takeaways
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Questions?
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