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Tips for Optimal Quality

Sound Quality

If you are listening via your computer speakers, please note that the quality 

of your sound will vary depending on the speed and quality of your internet 

connection.

If the sound quality is not satisfactory, you may listen via the phone: dial 

1-877-447-0294 and enter your Conference ID and PIN when prompted. 

Otherwise, please send us a chat or e-mail sound@straffordpub.com immediately 

so we can address the problem.

If you dialed in and have any difficulties during the call, press *0 for assistance.

Viewing Quality

To maximize your screen, press the ‘Full Screen’ symbol located on the bottom 

right of the slides. To exit full screen, press the Esc button.
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Continuing Education Credits

In order for us to process your continuing education credit, you must confirm your 

participation in this webinar by completing and submitting the Attendance 

Affirmation/Evaluation after the webinar. 

A link to the Attendance Affirmation/Evaluation will be in the thank you email 

that you will receive immediately following the program.

For additional information about continuing education, call us at 1-800-926-7926 

ext. 2.
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Program Materials

If you have not printed the conference materials for this program, please 

complete the following steps:

• Click on the link to the PDF of the slides for today’s program, which is located 

to the right of the slides, just above the Q&A box.

• The PDF will open a separate tab/window.  Print the slides by clicking on the 

printer icon.
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DISCLAIMER OF ALL LIABILITY 

AND RESPONSIBILITY
THE INFORMATION CONTAINED HEREIN IS BASED UPON SOURCES BELIEVED TO 
BE ACCURATE AND RELIABLE – INCLUDING SECONDARY SOURCES. DILIGENT 
EFFORT WAS MADE TO ENSURE THE ACCURACY OF THESE MATERIALS, BUT 
THE AUTHOR ASSUMES NO RESPONSIBILITY FOR ANY READER’S RELIANCE ON 
THEM AND ENCOURAGES READERS TO VERIFY ALL ITEMS BY REVIEWING 
PRIMARY SOURCES WHERE APPROPRIATE AND BY USING TRADITIONAL LEGAL 
RESEARCH TECHNIQUES TO ENSURE THAT THE INFORMATION HAS NOT BEEN 
AFFECTED OR CHANGED BY RECENT DEVELOPMENTS.

THIS PAPER IS PRESENTED AS AN INFORMATIONAL SOURCE ONLY.  IT IS 
INTENDED TO ASSIST READERS AS A LEARNING AID; IT DOES NOT CONSTITUTE 
LEGAL, ACCOUNTING, OR OTHER PROFESSIONAL ADVICE.  IT IS NOT WRITTEN 
(NOR IS IT INTENDED TO BE USED) FOR PURPOSES OF ASSISTING CLIENTS, NOR 
TO PROMOTE, MARKET, OR RECOMMEND ANY TRANSACTION OR MATTER 
ADDRESSED; AND, GIVEN THE PURPOSE OF THE PAPER, IT MAY OMIT 
DISCUSSION OF EXCEPTIONS, QUALIFICATIONS, OR OTHER RELEVANT 
INFORMATION THAT MAY AFFECT ITS UTILITY IN ANY LEGAL SITUATION.  THIS 
PAPER DOES NOT CREATE AN ATTORNEY-CLIENT RELATIONSHIP BETWEEN THE 
AUTHOR AND ANY READER.  DUE TO THE RAPIDLY CHANGING NATURE OF THE 
LAW, INFORMATION CONTAINED IN THIS PAPER MAY BECOME OUTDATED. IN NO 
EVENT WILL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, 
CONSEQUENTIAL, OR OTHER DAMAGES RESULTING FROM AND/OR RELATED TO 
THE USE OF THIS MATERIAL.
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LOVE & MARRIAGE

Choose a job you love, and you will never have to work a day in 

your life. 

- Confucius
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Resume Screening Software

• The vast majority of large 

employers use specialized 

resume screening software, 

often called “Applicant 

Tracking Systems” (“ATSs”).

• ATSs generally functions by 

screening job applications for 

specific words or phrases.

• Even highly qualified 

candidates can experience 

difficulty getting past ATSs.
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Problems With Resume Screening Software

• Discrimination

– While giving the appearance of 

impartiality, ATSs may, due to the 

keywords selected, have a 

disparate impact on applicants 

from one or more protected 

categories.

– Employers should regularly audit 

the output of their ATS, and

should be prepared to promptly 

correct any deficiencies.

• Preservation

– Employers should preserve the 

input to, output of, and heuristics 

used by, their ATS.
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Pre-Employment Notices:

Employer to Employee
• Some states are adopting 

legislation requiring employers 

to provide certain notices to 

job applicants prior to their 

acceptance of a position.

• Should the employer provide 

notice of:
• A mandatory non-

compete agreement?
– Oregon: ORS 

653.295

– New Hampshire: 
RSA 275:70

– Massachusetts, 
Connecticut, and 
Michigan have all 
considered similar 
legislation

• Changes to its 
arbitration 
agreement?
– Numerous courts 

have held that 
arbitration 
agreements which 
can be changed 
without prior notice 
are illusory.

• Contractually 

reduced statute 

of limitations?
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Pre-Employment Notices:

Employee to Employer

• Employees should be required 

to disclose all continuing 

obligations to which they are 

subject:

– Restrictive Covenants;

– Non-disclosure agreements;

– Intellectual property agreements;

– Other continuing obligations.

• Employees should represent, 

in writing, that they will not 

bring documents, or use 

information, which contain:

– Trade secrets;

– Confidential or Proprietary 

information 11



Policies & Procedures

• Your onboarding process 

should include up-to-date 

policies and procedures.

• These policies should be sure 

to address:

– Use of social media;

– Ownership of employee social 

media accounts;

– Use of employee-owned devices 

for work purposes (“Bring Your 

Own Device” policies)
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Use of Social Media

• An employer should institute 

guidelines governing the 

acceptable use of social 

media.

• In drafting such a policy, the 

employer should keep in mind 

the following issues:

– Protected concerted activity 

under the NLRA

– Whether, and when, post-

employment use of social media 

constitutes prohibited 

competition;

– Use of the Company’s name in 

social media posts.

Source: Jana Hrdinova, et al., “Designing Social 

Media Policy for Government: Eight Essential 

Elements”, Center for Technology in 

Government (May 2010)
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Ownership of Social Media Accounts

• Courts are currently grappling 

with issues regarding 

ownership of social media 

related information.

• Employees should not 

generally be permitted to use 

personal social media 

accounts for business 

purposes

• As to Company accounts, the 

policy should address:

– Ownership/return of usernames 

and passwords;

– Ownership of “contacts”, 

“followers”, “links”, and content. 14



HMV – An Object Lesson

• “The lesson for any business is clear: If you’re facing 
an uncomfortable collision with loyal employees, lock 
down your social media accounts. The anonymous 
worker indicated in another series of tweets … that 
HMV’s feeds were set up by an intern years ago and 
likely not secured.”
– Jared Keller, “HMV Employee Commandeers Corporate 

Twitter Account in Response to Layoffs,” BusinessWeek, 
Jan. 31, 2013, http://www.businessweek.com/articles/2013-01-
31/hmv-employees-commandeer-corporate-twitter-account-in-response-
to-layoffs
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Bring Your Own Device (“BYOD”) Policies

• Allowing employees to use their own devices for work is 

rapidly growing in popularity, due in part to the potential 

cost-savings it offers.

Good Technology, 2012 BYOD Data Report Good Technology, 2012 BYOD Data Report
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Many Employers are Unprepared

• This trend brings with it both legal complications and 

security concerns which many organizations are poorly 

equipped to handle.

Zenprise 2012 Security Survey

• Companies ignore 

security risks at 

their peril
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BYOD Policies – Security 

• A BYOD policy should require 

the employee to work with the 

employer to mitigate the 

security risks.

• Software:

– Mobile Device Management 

Software

– Anti-Virus Software

– Full device encryption;

– Strong passwords.

• Dangerous Apps

• High-Risk Device 

Permissions

• Require training!

SearchSecurity.com Mobile Security Survey (2012)
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BYOD Policies – Legal Challenges

Preservation

Employers must be able to 

search, preserve, and 

produce information on 

employee devices, 

including:

1. Text Messages

2. E-mail

3. Downloads

4. Browser history

Improper Use

Employers must guard 

against misuse of devices 

by employees, including:

1. Trade Secrets laws;

2. The Computer Fraud and 

Abuse Act;

3. Restrictive Covenants;

4. Common law duties.
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Prepare to Preserve

• The employer should maintain 

an up-to-date list of document 

repositories for key 

employees:

– Company devices;

– Employee owned devices;

– Company server(s);

– Portable storage media (flash 

drives, external hard drives, etc.)

• The employer should put in 

place processes governing 

how such data will be 

maintained, deleted, and 

preserved.
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Preservation of Text Messages & Chats

• E-mail is being replaced by 

text messaging and online 

“chats” as the most frequently 

used form of electronic 

communication

• Preservation is complicated by 

the presence of multiple 

devices, programs/apps, and 

formats
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Preservation of Text Messages & Chats:

How-To
• Screenshots:

– Pros: Inexpensive, no special 
training needed

– Cons: unwieldy for long exchanges, 
loss of metadata, does not guard 
against later deletion

• Backup/Export Utilities:
– Pros: relatively inexpensive, easier 

for large-scale preservation, 
preserves some metadata

– Cons: may require training

• Forensic Imaging:
– Pros: generates forensically 

verifiable copy, preserves all data, 
increases ease of search for large 
reviews

– Cons: expensive, requires further 
processing for use
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SEPARATION & DIVORCE

Marriage is the chief cause of divorce.

- Groucho Marx
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Monitoring Device Usage

• The employer should clearly 
communicate that all electronic 
device usage may be 
monitored.

• The employer need not 
monitor day-to-day usage, but 
should begin monitoring in 
advance of termination, or if 
“red flags” are raised.

• Monitoring software should be 
installed on all employer 
devices and any devices 
subject to the employer’s 
BYOD policy.

• Don’t forget the photocopier!
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Stored Communications Act

• Accessing private employee 
data in the cloud risks violating 
the Stored Communications 
Act.

• Activities which violate the 
SCA include:
– Employer reviewing private 

Facebook posts 

• Ehling v. Monmouth-Ocean 
Hosp. Serv. Corp., No. 2:11-cv-
03305, 2013 U.S. Dist. LEXIS 
117689, 2013 WL 4436539 
(D.N.J. Aug. 20, 2013)

– Employer reviewing contents of 
private e-mail account linked to 
employer provided device 

• Lazette v. Kulmatycki, 949 F. 
Supp. 2d 748 (N.D. Ohio 2013) 25



SCA – Scope & Disclosure

• An entity which holds an electronic 
communication can provide that 
information if there is “lawful 
consent”

• Who can consent to disclosure of a 
communication?
– The originator
– The addressee
– The intended recipient
– The account holder (sometimes)

• The application of the SCA is not 
straightforward, and is complicated 
by its use of badly outdated 
terminology.

• Obtaining consent is made 
complicated by the growing number 
of states which have passed 
legislation prohibiting the employer 
from requiring employees to provide 
access to these accounts.

The SCA was written for computers like this:

It is applied to computers like this:
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SCA – Penalties

• Violating the Stored 

Communications Act carries 

potentially severe penalties, 

including:

– Imprisonment of up to five years 

for a first offense;

– Criminal fines of up to 

$500,000.00 for organizations for 

malicious, mercenary, tortious, 

and/or criminal violations;

– Damages equal to the total of the 

offender’s profits and victim’s 

losses; and

– Reasonable attorneys’ fees.
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Job References

• Many employers have 
committed, either by standard 
policy or by contract, to 
providing a neutral reference.

• Nevertheless, employers 
should consider whether they 
have a duty to disclose certain 
facts.

• For example, was the 
employee:
– Violent in the workplace?

– A harasser?

– A bully?

– Terminated or accused of 
inappropriate or illegal conduct 
(e.g. fraud, child pornography)

Or like this:

Do you give references more like this:
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Be Afraid: 

Texts, E-mails, and Privilege Waiver
• Courts are split on whether use of 

employer-provided devices waives 
privilege:
– The Fourth Circuit, in United States v. 

Hamilton, 701 F.3d 404 (4th Cir. 2012), 
found the marital privilege waived.

– The New Jersey Supreme Court, in 
Stengart v. Loving Care Agency, Inc., 
990 A.2d 650 (N.J. 2010) found the 
attorney-client privilege had not been 
waived.

• Justice Sotomayor, in United States 
v. Jones, 132 S. Ct. 945 (2012) 
opined that: 
– [I]t may be necessary to reconsider the 

premise that an individual has no 
reasonable expectation of privacy in 
information voluntarily disclosed to third 
parties [because] [t]his approach is ill 
suited to the digital age, in which 
people reveal a great deal of 
information about themselves to third 
parties in the course of carrying out 
mundane tasks. 29



Limit Access:

Ensure the Secrecy of Confidential 

Information

• Uniform Trade Secrets Act:

– Information is not generally known; and

– “is the subject of efforts that are reasonable 

under the circumstances to maintain its 

secrecy.”
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Limit Access:

Ensure the Secrecy of Confidential 

Information

• To enforce, secrets must be identified with 

“reasonable particularity”

• Bottom line: make good use of passwords 

and policies to prohibit employee access 

to files without authorization
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Limit Access:

Limit Authorization to Access Important 

Company Information

• The Computer Fraud & Abuse Act 

(“CFAA”)

– Accessing a computer without authorization

– Exceeding authorized access

– Requires a showing of damage or loss
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Limit Access:

Limit Authorization to Access Important 

Company Information

• Fourth and Ninth Circuits have a narrow 

definition of “unauthorized access”.

– United States v. Nosal, 676 F.3d 854, 857 

(9th Cir. 2012)

– WEC Carolina Energy Solutions, LLC v. Miller 

et al., 687 F.3d 199 (4th Cir. 2012), cert. 

dismissed, 133 S.Ct. 831 (2013)
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Limit Access:

Limit Authorization to Access Important 

Company Information

• The First and Third Circuits have a broad 

definition of “unauthorized access”:

– EF Cultural Travel BV v. Explorica, Inc., 274 

F. 3d 577 (1st Cir. 2001)

– U.S. v. Tolliver, 451 Fed. Appx. 97 (3d Cir. 

2011)

34



Technological Solutions

• To protect truly sensitive 
hardware and information, the 
Company should institute 
software based restrictions on 
access.

• This is especially true given the 
circuit split.

• All courts agree that 
circumventing a “code based
restriction” constitutes 
unauthorized access.

• These can include:
– Requiring passwords

– Installing software which alerts the 
Company to the use of flash drives 
on its network;

– Installing software which prohibits 
high-risk operations (e.g. large 
volume downloads, remote access)

35



Managing Termination
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Think Through Termination

• The manner and justification 
provided for a termination 
decision should be thoroughly 
discussed and vetted.

• The manner and justification for 
termination can impact numerous 
legal issues, including:
– Discrimination claims;

– Unemployment compensation;

– Contractual Rights:
• Stock Options;

• Enforceability of Restrictive 
Covenants.

– Wrongful termination/Public Policy 
Tort.

• Remember: Once you give a 
reason, you are stuck with it.
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Termination Checklist

• Disable access to digital systems, devices, 

& accounts

• Retrieve access cards, keys, and badges

• Advise security that the employee is not to 

be permitted on the premises

• Make sure you have signed copies of all 

pertinent agreements
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Termination Checklist

• Secure the employee’s 
laptop, desktop, and 
Company-issued 
devices

• Secure the employee’s 
office/cubicle

• Arrange for the 
employee to remove 
personal possessions, 
under careful 
supervision, with as 
little embarrassment 
as possible

Do Not Do This

Telegraph Media, 2013
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Exit Interview

• Incentivize departing employees to 

participate in exit interviews – provide 

consideration

• Have a well thought out checklist:

– Return of documents

– Return of other property

– Discuss employee’s continuing obligations

– Retrieval of employee’s property from his/her 

office
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Exit Interview

• Remind employees of key obligations:

– Statutory (CFAA, Trade Secrets)

– Contractual (Restrictive Covenants, Non-

Disparagement, Confidentiality)

– Common Law (Fiduciary Duties)

– Consequences (Clawback)
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Communications Regarding Continuing Obligations

• Remind supervisors not to 

defame the employee or 

violate any contractual 

obligations they may have 

(e.g. non-disparagement)

• Prematurely or inappropriately 

contacting a former 

employee’s current or potential 

employer can give rise to 

liability, including:

– Defamation;

– Tortious Interference;

– False Light;

– Breach of Contract;

– Retaliation. 42



Exit Interview

• Involve an IT professional in planning and 

executing this meeting

• If the exit interview or employee behavior 

evinces “red flags”, consider preemptively 

conducting a forensic examination of the 

employee’s electronic device(s)
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Severance Agreements

• Provide fresh consideration for 

any new obligations;

• Consider the necessity of 

controversial provisions;

– Restrictive Covenants;

– No rehire (“do not darken my 

doorstep”) clauses;

– Liquidated damages;

– Fee shifting.

• Consider Including:

– Return of documents/property;

– Non-disparagement;

– Confidentiality.

• Choice of Law AND FORUM

are crucial to any agreement. 44



Create Document Return Policies

• Specify the return of both hard and soft 

copies

• Address the “Three Cs”

– Co-mingling (of personal/work docs);

– Compliance (verifying)

– Cost

• Have a standard protocol

Courtesy: manolaw.blogspot.com
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Information Technology

• Image computer before wiping, 

especially if there are red flags

• Quickly see what has been 

recently downloaded.  

• If photos of the employee on 

the company website or other 

advertising products, digital or 

hard copy, take them down 

before you get a virginia you 

stole my likeness case 
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ADR Agreements

• Be familiar with any ADR 

agreements and procedures

• Common ADR Steps:

– Notice of claim

– Informal steps

– Mediation

– arbitration 

• Know the deadlines

• Be aware of any cost-shifting

– Fee shifting provisions?

– Company required to pay?

• Provisions which (are likely to) 

apply only against the 

employee are a red flag.
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Wage, Hour, and Leave

• Ensure you have processes in 

place to scrupulously comply 

with federal, state, and local 

wage, hour, and leave laws.

• Some states/localities require 

payment of accrued but 

unused leave

• Most state wage and hour 

laws have strict requirements 

regarding distribution of an 

employee’s final paycheck.

• Penalties for violations can be 

severe relative to the 

consequences of the violation.
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