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▪ Tech Contracts Academy™: training on drafting and 
negotiating cloud computing agreements, software 
licenses, etc., TechContracts.com 

▪ The Tech Contracts Handbook: easy, simple, 
comprehensive

▪ TechContracts.com: free resources –
sample language, articles, etc.

▪ Sycamore Legal, P.C.: legal services
re IT contracts, SycamoreLegal.com

Resources for You

6

http://techcontracts.com/
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http://sycamorelegal.com/


Data Ownership & 
Control
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Data “Ownership”

The problem: you can’t really own data

What to do about ownership?

• Ownership Acknowledgement – or assignment if 
applicable

• IP-Related “Confirmations” 

❑ Valuable property

❑ Trade secrets

❑ Original compilation under copyright

❑ Substantial resources collecting, managing, compiling 
– under copyright

Plus ownership of derived data & derivative works …

TRADE
SECRET!
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Data Control Issue #1:
Access & E-Discovery

• Accessing Your Data:

❑On vendor computers 

❑Moving it to customer computers

• E-Discovery

❑Making sure the vendor doesn’t get you in 
trouble by deleting relevant data

❑Making sure your opponent in litigation can’t 
subpoena the vendor

Same issues w/ derived data and derivative works

This is you, in trouble with the 
court over e-discovery. (Not 

really, but it isn’t pretty.)
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Data Control Issue #2:
Restrictions on Use

Use of data:

▪ Solely to serve customer

▪ For vendor purposes too

❑ Analysis & reporting

❑ Improving products/services

❑ Publication and sale

• Privacy law compliance: GDPR, 
GLBA, FCRA, HIPAA, etc.

• Restrictions on marketing w/ data

• Restrictions on location of data –
e.g., moving it out of U.S. or EU

• Restrictions on devices that can 
process data

• Compliance w/ customer’s privacy 
policy

• Aggregate data

❑ De-Identified: all PII removed

❑ Truly Anonymized: PII removed 
an no key/code available to 
recreate it

Same issues w/ derived data and 
derivative works
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Data Security
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Data Security Clauses

• Technical Security: big 
kahuna

• Background Checks: for 
employees and contractors

• Audits & Testing: SOC-1/SSAE-
16, SOC-2, SOC-3, ISO 270001 
– outside CPA professionals

• Data Breach Response

12



The Other Data 
Control/Security 

Question
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Is the vendor liable or responsible for data 
security/management by its vendors?

?

Here’s the thing …

14



© 2018
Tech Contracts Academy™ LLC

Graphics courtesy of Pixabay: www.Pixabay.com

David W. Tollen
Tech Contracts Academy™ and
Sycamore Legal, P.C.  

15

http://www.pixabay.com/


JOHN C. EUSTICE, MILLER & CHEVALIER

Contracting with a Cloud Computing Provider –

Compliance Issues to Consider
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Compliance – Data Privacy and Data Security Issues

• When storing your data with a cloud computing provider, you need 

to understand the data privacy and data security issues at play

• Before finalizing the contract and transferring data, ask yourself:

– What categories of data are being stored?

– Is regulated or sensitive data being stored in the cloud?

– How are the risks of a data breach being allocated in the contract?

– What is our plan in the event of a breach?

– What is the cloud provider’s plan?
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Importance of Cybersecurity Breach Prevention

• Financial importance: millions at stake

– The average total organizational cost for data breaches in 

2016 was $7.35 million in the United States

– While the average global cost of data breach (per capita) 

decreased by 2.9% in 2016, costs rose in the United States 

(0.66%)

– The highest costs have been incurred by the health and 

financial services industries

• Understand the division of security labor between 

your organization and the cloud computing provider

1.8%
Size of data 

breach 

(records lost) 

rose by 1.8% 

in 2016
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Defining the Risk of Cyber Intrusion:

Data Targets

• Highly targeted 

industries include 

health industry, 

financial services, 

retail and energy

• 25% of targeted 

companies report 

revenues of less 

than $50 million

PII
Personally 

Identifiable 

Information was the 

most targeted type 

of record in 2015

PCI
Payment Card 

Information saw a 

much higher median 

of lost records

PHI
Protected Health 

Information 

continues to be the 

largest target by 

industry 
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Defining the Risk of Cyber Intrusion:

Methods of Attack

63%

Ransomware

of successful breaches leverage weak credentials

saw a huge jump in recent years

13% of people tested click on malicious phishing links

14% of the cyberattacks in 2015-16 originated with vendor
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Litigation Risk: Fiduciary Duties of Board Members

• Derivative lawsuits: 

– SEC December 16, 2009 Proxy 

Disclosure Enhancement release

• Wyndham Hotels lawsuit in 

New Jersey

– Plaintiffs alleged directors 

breached duties regarding data 

security

– June 2012 FTC enforcement 

action

– June 2013 Plaintiff demand letter

– Lawsuit filed

– Dismissed due to proof of due 

care
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Litigation Risk:

Data Breach Notification Laws

Class action lawsuits now common:

• Anthem breach – N.D. Cal.  

• In re Adobe Systems Inc. Privacy 

Litigation, No. 13-CV-05226-LHK (N.D. 

Cal. Sept. 4, 2014) – allowed plaintiffs to 

move forward without proof of damages

• March 2016, Home Depot agreed to pay 

$19.5 million to consumers affected by its 

2014 data breach (in 2017, Home Depot 

agreed to pay $25 million to banks and 

credit card companies, bringing total cost 

to $179 million)

48 states (plus DC, Puerto Rico, Guam 

& U.S. Virgin Islands) have enacted 

data breach notification legislation

Some states, such as California, allow 

private causes of action for violations
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Legal Developments to Watch

• Cybersecurity Information Sharing Act (CISA), passed in October 

2015, creates a framework for cybersecurity threat information 

exchange between numerous industries, including healthcare 

industry

• The EU General Data Protection Regulation (“GDPR”) (effective 

May 25, 2018)

• The EU Network and Information Security directive (“NIS”), also 

effective in May 2018
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Selection of Cloud Computing Providers

• As noted above, many cyber attacks originate with a vendor

• Investigate potential providers risk tolerance and control 

environment before contracting

– Risk Management and Oversight

– Discover, Analysis and Understanding (including past events) 

– Preventative, Detective and Corrective Controls

– Vendors and Sub Contractors

• Review provider’s Statement of Auditing Standards No. 70 

• Development to Watch: “Sheltered Harbor,” a voluntary financial 

industry program that pairs banks so that each maintains a backup 

of the other’s data, reportedly is expanding to retirement plans, so 

participation in the program could be a consideration when selecting 

providers  
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Management of Cloud Computing Providers

• Build protections into contract with provider

– Representations regarding scope of cyber security program

– Obligation to disclose cyber security events

– Right to review cyber security policies and procedures

– Vendor and sub contractor standards

• Ensure all providers with access to data have adequate protections 

in place 
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Management of Providers

• Assess the risk of using a provider

– This includes a regular review of the provider’s data protection and cyber security 

policy and procedures

– What is your program for reviewing and rating your risk level for cyber security threats, 

vulnerabilities and potential consequences?

• Do you have a Chief Information Risk Officer (or similar)?

• Do you have an independent assessment of your program each year?

– What are your processes and systems for dealing with cyber security threats and 

protecting PII?

– Do you carry cyber security insurance?

– Have you experienced and cyber security events or breaches in the past two years?

– Do you follow SPARK Data Security best practices or similar industry guidelines?
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Management of Employees

• Ask your own IT department about specific controls related to your 

business and the data stored in the cloud

– Does the data include sensitive/regulated information?

• Can you, or the cloud computing provider, segregate the sensitive/regulated 

information?

– Does the data include personal information of EU data subjects?

– Does the data include HR information?

– Who within the organization has access to the data?

– Do you require multifactor authentication (something user knows paired with 

something they posses)

– Do you track log-in locations and have a practice when a log-in occurs from a 

non-standard location

– How do you protect the exchange of information with other third parties?
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Management of Employees (2)

• Limit access to the smallest number of individuals possible

• Properly train and educate all individuals with access to sensitive 

data

• Make sure all employees know the incident response plan and how 

they fit within it
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Director and Officer Actions

• Corporate board has fiduciary duty to protect corporate assets, 

which likely includes important categories of data

• Consider following steps

– Chief Information Security Officer (CISO)

– Establish a cybersecurity subcommittee

– Have an incident response system in place

• Directors and officers should be aware of the organization’s cloud 

computing providers and the contracts governing those relationships
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Transfers of Data from the European Union

• The GDRP

– If an organization offers good or services to EU data subjects, it must follow the 

GDPR in its control and processing of the personal information from EU data 

subjects

• Even if an organization does not offer goods or services to EU data subjects, it may be 

required to comply with the security and privacy requirements of the GDPR if it receives 

personal information of EU data subjects in the course of its business

– How does this relate to cloud computing providers?

• Onward Transfer Liability

• Requirement to contract with any data processor (cloud computing provider) in order to 

ensure that the processor complies with the security and privacy requirements of the 

GDPR
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GDPR Challenges When Using a Cloud Provider

• Document retention

– GDPR mandates that personal data may not be stored longer than needed

• Data breach response and notification

– Breach notification protocols must be included in the contract with a cloud 

provider, including specifications that the data controller (your organization) owns 

external communications and manages the overall breach

• Portability of data

– Because data subjects have rights relating to their personal data, the data 

controller must have the ability to retrieve and edit data stored in the cloud
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GDPR Challenges When Using a Cloud Provider (2)

• Processing data outside of the European Economic Area (“EEA”)

– Data controllers must mandate that the cloud provider store the personal data in 

countries that comply with the GDPR as well as local data privacy laws

• Risk management and audits

– Data controllers must ensure that the cloud provider is subject to a third party risk 

assessment, and should review the results from a Data Protection Impact 

Assessment (“DPIA”)

• Understand cloud architecture and “Privacy by Design”

– Data controllers should make sure their internal IT department understands the 

underlying technologies used by the cloud provider to secure the personal data
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GDPR Challenges When Using a Cloud Provider (3)

• Metadata issues

– Data controllers must understand the types of metadata collected by the cloud 

provider, as well as retention and destruction of such metadata

• Data Subject Access Requests

– Data controllers and cloud providers must understand how they will address data 

subject access requests

• Documenting your compliance

– The GDPR requires both data controllers and data processors to document their 

compliance with the regulation

– Work a set method for doing so into the contract
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The NIS Directive

• Cloud providers are considered “operators of essential services” 

under the NIS directive

– Establishes cybersecurity and data breach notification standards

– Discuss whether it applies to your cloud provider and how it should be addressed 

in the contract
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Data and Systems Protection

• Utilize technology compliant with the SAFETY Act

– SAFETY Act implemented to limit third-party liability tort claims following terrorist 

attack (including a cyberattack), but can be used to limit liability for data 

breaches

– Can help limit scope of litigation claims (including shareholder derivative 

litigation) following a data breach

– Companies can also ensure that providers’ policies and technologies satisfy 

SAFETY Act
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Other Potential Regulatory Issues

• Export Controls

– Export Administration Regulations

– International Traffic in Arms Regulations

• U.S. Depts. of Commerce and State require “end-to-end” encryption with standards set 

by the U.S. government

• No serves holding data located in prohibited countries

• HIPAA

– If personal health information is involved, HIPAA requires 4-factor risk 

assessment to determine whether breach is a data breach that requires 

notification
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Disclaimer
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This presentation is for educational purposes 

only and does not constitute legal advice.  If you 

require legal advice, you should consult with 

your attorney. 

The information provided in this presentation 

does not necessarily reflect the opinions of  

Perkins Coie LLP, its clients or even the author.



Interplay Between Data 
Provisions and Other 
Contract Provisions 

40



Pro-Customer Sample Compliance Clause

41

Contractor will ensure that Contractor and all Contractor 

Representatives: (a) comply with all applicable Laws  (and 

requirements under this Agreement) that apply to or otherwise affect 

Company, Contractor, or the Work, including those applicable to the 

protection of Company and Contractor’s employees and members of 

the public; (b) comply with all written policies and procedures 

established by Company from time to time which are applicable to the 

performance of Contractor’s Services under the applicable Statement 

of Work, including, without limitation health, safety, security, 

cybersecurity, and environmental policies and procedures (collectively 

“Company’s Policies and Procedures”), which are provided by 

Company to Contractor in writing or through an internet link at any 

time during the term of this Agreement. In addition, Contractor 

specifically agrees to comply with the following: 



Confidentiality Clauses

• May impose a back door security obligation on the 

service provider

• Is the service provider obligated to keep a customer's 

information protected from unauthorized access use or 

disclosure?

• Compare: 

• Provider will not copy, disclose or permit unauthorized 

access, use or disclosure of Confidential Information.

• Provider will keep all Confidential Information 

confidential. 

• Provider will use commercially reasonable efforts to 

protect Confidential Information. 

42



Subcontractors -1 
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• Are subcontractors used to provide the service? 

• Can the service provider impose contractual obligations 

on the subcontractors?

• Are flow down obligations required under law? (e.g., 

HIPAA, GDPR)

• Are other contractual provisions required? (e.g., ITAR)

• Does the customer have a right to approve new 

subcontractors?  Or a termination right?

• What is the approval/disapproval process? 

• Service providers are reluctant to provide approval 

right, but may provide a termination right for changes.



Subcontractors -2
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Sample Clause…

Vendor will ensure each Subcontractors’ 

compliance with the terms of this Agreement and 

will be liable to Customer for any act or omission of 

a Subcontractor to the same extent Vendor would 

be liable had the Vendor committed such act or 

omission. 



“Force Majeure” Events
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• Force Majeure Clause can cause unintended effects.

• Consider scope and wording (what is/is not 

considered FME).

• What form of relief is granted (excused from 

performance, suspension of performance, 

termination, etc.)?

• What are the disaster recovery obligations during an 

FME? 

• Are some customers contractually prioritized?



Sample Commonly Used FME Clause

Neither Party is liable for failure to perform its 

obligations under this Agreement (except for any 

payment obligations) to the extent that performance 

is delayed, prevented, restricted, or interfered with 

as a result of any causes beyond its reasonable 

control, including acts of God, terrorism, labor 

action, fire, flood, earthquake, denial of service 

attacks and other malicious conduct, or 

governmental acts, orders, or restrictions.
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Sample Edits to FME Clause

Except as expressly set forth in Section [X], neither Party is liable 

for failure to perform its obligations under this Agreement (except 

for any payment obligations) to the extent that performance is 

delayed, prevented, restricted, or interfered with as a result of any 

causes beyond its reasonable control, including acts of God, 

terrorism, labor action, fire, flood, earthquake, denial of service 

attacks and other malicious conduct, or governmental acts, 

orders, or restrictions on the condition that the Party affected by 

such occurrence is using best efforts to mitigate or eliminate the 

cause of such failure or its effects and, if such events were 

foreseeable, used reasonable efforts prior to its occurrence to 

anticipate and avoid its occurrence or effect. In the event of any 

such failure, the affected Party will promptly notify the other in 

writing.
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Sample Force Majeure Clause 

48

Except as expressly set forth in Section [X], neither Party will 

be liable for, or be considered to be in breach of or default 

under this Agreement on account of, any delay or failure to 

perform as required by this Agreement as a result of any 

cause or condition beyond such party's reasonable control, 

provided that the Party affected by such delay is using 

reasonable commercial efforts to mitigate or eliminate the 

cause of such delay or its effects, and if events in the nature 

of the force majeure event were foreseeable, used 

commercially reasonable efforts prior to its occurrence to 

anticipate and avoid its occurrence or effect. In the event of 

any such occurrence, the affected Party will promptly notify 

the other in writing.



Disaster Recovery Obligations 
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• What events cause the service provider to 

engage in data recovery operations? 

• Does the contract contain data recovery goals? 

• What are the consequences if the data is not 

recovered within the specified time frames?

• Who takes priority if multiple customers of the service 

provider are affected? 

• How will a Force Majeure event impact contractual 

obligations?   



Disaster Response

50

In the event of a disaster or any other disruption event 

that prevents or impairs Vendor from performing the 

Services, Vendor will notify Customer and immediately 

implement its Business Continuity Plan to restore and 

continue providing the Services to meet the Recovery 

Objectives. Upon cessation of the disaster or disruption 

event, Vendor will as soon as reasonably practicable, 

provide Customer with an incident report detailing the 

reason for the disaster or disruption and all actions 

taken by Vendor to resolve the disaster or disruption. 



Risk Allocation

• Typically, the customer wants to impose a combination of 

the following obligations on the provider: 

• Operating procedures (cloud) / obligations 

• Warranties/Covenants

• Indemnities 

• Audit 

• Insurance

• Typically, the provider wants to minimize obligations 

(especially any obligation that slows its ability to make 

changes or causes “out of process” deviations) and 

impose other limitations on its liability. 
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Operating Procedures

52

• Customer will want to try to memorialize diligence 

results (including vendor procedures).

• DPA obligations 

• Back-up and recovery procedures

• Compliance procedures

• Audit procedures 



Warranties / Covenants
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• If a Provider provides warranties, they are often “soft”:

• Compare: “Provider will have a security policy” vs.  

“provider will have and comply with its security policy”

• Compare: “Provider will prevent unauthorized access” 

vs. “ Provider has reasonable security measures in 

place that are designed to prevent unauthorized 

access” 

If a warranty or covenant is breached, it can lead to 

damage claims and contract termination



Indemnification - 1
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• Indemnities

• Providers will typically try to provide very limited, if 

any, indemnification obligations.

• Indemnification obligations will usually not trigger 

contract termination unless an express termination 

provision is linked to the indemnity. 

Providers may push to provide a capped indemnity 

obligation rather than a warranty to avoid termination 

issues for breach.



Indemnification - 2
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• Traditional exemplary indemnity clause: 

Provider will indemnify, defend and hold Customer, 

its affiliates and their principals, agents and 

personnel harmless against all costs, fees, 

expenses, damages and liabilities (including 

attorneys’ fees and other defense costs) suffered, 

incurred or awarded against Customer as a result of 

any third party claim, suit or dispute relating to or 

arising from:  



Indemnification - 3
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• Defend and Pay Awarded Damages:

Provider will defend Customer against any third 

party claim, action, proceeding or suit, and will pay 

for the resulting costs and damages finally awarded 

against Customer to such third party by a court of 

competent jurisdiction or agreed to in settlement by 

Vendor, arising from:



Indemnification – 4 

• Sample Pro-Provider Data Breach Indemnity: 

Provider will, at its expense, defend any third-party 

Claim against Customer directly caused by 

Provider’s failure to comply with section X (Security 

Measures) to the extent such failure results in the 

unauthorized acquisition by a third-party of 

Customer Data and pay any costs and damages 

finally awarded against Customer.
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Categories of Damages

Direct (basic measure of damages)

• Damages which a reasonable person would expect to 

naturally and necessarily result from a breach

Incidental damages

• Expenses or commissions in connection with effecting 

cover and any other reasonable expense incident to the 

delay or breach

Consequential damages

• Damages that arise out of special circumstances, not 

ordinarily predictable
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Lost Profits – Direct or Consequential? -1 

Courts have held that “lost profits” can be either direct or 

consequential damages. Compare:  

• Moore v. Boating  Indus. Ass’ns, 745 F.2d 698, 717 (7th Cir. 

1985) (“Lost profits are considered to be general or direct 

damages in a breach of contract case . . . .”) 

• Fishman Org., Inc. v. Frick Transfer, Inc., No. 11-cv-04598, 

2013 WL 1655984, at *3 (E.D. Pa. Apr. 17, 2013) (“Lost profits 

are considered a form of consequential damages.”) 

• SOLIDFX,  LLC v. Jeppesen Sanderson, Inc., 841 F.3d 827, 

839 (10th Cir. 2016) (noting that lost profits can be either direct 

or consequential, depending on their nature)
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Lost Profits – Direct or Consequential? -2

The determinative issue is whether the lost profits 

would follow naturally and necessarily from a 

breach of the contract. 

• direct lost profits are typically generated from an 

agreement between the contracting parties (e.g., 

refusal of supplier to sell products to a distributor, or 

a distributors refusal to pay the supplier)  

• consequential lost profits are generally dependent 

upon activities or an agreement with a nonparty 

(e.g., selling defective car to pizza delivery person) 
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Lost Profits – Direct or Consequential? -3

Best Practice - Disclaim lost profits in addition to 

consequential damages

IN NO EVENT WILL VENDOR BE LIABLE FOR 

DAMAGES FOR LOSS OF PROFIT OR REVENUE, 

LOSS OF GOODWILL, OR ANY SPECIAL, 

INCIDENTAL, INDIRECT, PUNITIVE OR 

CONSEQUENTIAL DAMAGES… 
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Claims that commonly give rise to 
consequential damages
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• IP Infringement 

• Breach of Confidentiality 

• Data Security Breach 

• Claims that may impact reputation (product 

liability etc.) 



Security Breach – Deemed Direct Damages 

The following items will be classified as direct damages and 

will not limited by section [X]: (a) conducting necessary and 

appropriate investigative and/or forensic activities to 

determine if your data was subject to unauthorized access, 

misappropriation, damage, or destruction; (b) Customer’s 

reasonable costs for breach notifications to individuals 

whose personal information was misappropriated that 

Customer is legally required to provide; (c) Customer’s 

reasonable costs for twenty four (24) months of credit 

monitoring for such individuals; and (d) any fines or penalties 

that you must pay to government entities.
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Common Limitation of Liability Clauses to 
Consider

• Caps on the “type” of damages 

• Direct vs. Consequential vs. Incidental 

• Caps on the “amount” of damages 

• Different categories of damages may require different 

amounts. 

• Caps on remedies 

• Exceptions to one or both of the caps? 

• See preceding slide 
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Exemplary Pro Vendor Liability Cap 
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TO THE GREATEST EXTENT PERMITTED BY APPLICABLE LAW, EVEN IF 

SUCH DAMAGES COULD HAVE BEEN FORESEEN OR IF VENDOR HAS 

BEEN APPRAISED OF THE POSSIBILITY OF SUCH DAMAGES, AND 

REGARDLESS OF WHETHER SUCH DAMAGES ARE ARISING IN CONTRACT 

(INCLUDING ARISING UNDER THIS AGREEMENT OR THE BUSINESS 

ASSOCIATE AGREEMENT), TORT, NEGLIGENCE, STRICT LIABILITY, 

BREACH OF ANY STATUTORY DUTY OR OTHERWISE, IN NO EVENT WILL: 

(A) VENDOR BE LIABLE FOR DAMAGES FOR LOSS OF PROFIT OR 

REVENUE, DATA THAT IS LOST OR CORRUPTED, LOSS OF GOODWILL, OR 

ANY SPECIAL, INCIDENTAL, INDIRECT, PUNITIVE OR CONSEQUENTIAL 

DAMAGES; AND, (B) VENDOR’S TOTAL AND CUMULATIVE LIABILITY, FOR 

ALL CLAIMS OF ANY NATURE ARISING OUT OF THIS AGREEMENT EXCEED 

THE TOTAL FEES PAID OR PAYABLE BY CLIENT TO VENDOR IN THE 

TWELVE (12) MONTHS IMMEDIATELY PROCEEDING THE OCCURRENCE OF 

THE FIRST EVENT GIVING RISE TO A CLAIM UNDER THIS AGREEMENT.



Exemplary Vendor Liability Cap (sample 
customer edits) 
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TO THE GREATEST EXTENT PERMITTED BY APPLICABLE LAW, EVEN IF SUCH DAMAGES 

COULD HAVE BEEN FORESEEN OR IF VENDOR HAS BEEN APPRAISED OF THE 

POSSIBILITY OF SUCH DAMAGES, AND REGARDLESS OF WHETHER SUCH DAMAGES 

ARE ARISING IN CONTRACT (INCLUDING ARISING UNDER THIS AGREEMENT OR THE 

BUSINESS ASSOCIATE AGREEMENT), TORT, NEGLIGENCE, STRICT LIABILITY, BREACH 

OF ANY STATUTORY DUTY OR OTHERWISE, WITH THE EXPRESS EXCEPTION OF 

VENDOR’S INDEMNIFICATION OBLIGATIONS UNDER SECTION [X], DEATH, BODILY 

INJURY, PROPERTY DAMAGE, FRAUDULENT MISREPRESENTATIONS, BREACH OF 

CONFIDENTIALITY OR DATA OBLIGATIONS UNDER SECTION [Y], USE OF CUSTOMER’S 

DATA OR INTELLECTUAL PROPERTY IN A MANNER NOT AUTHORIZED BY THIS 

AGREEMENT, VENDOR’S GROSS NEGLIGENCE OR WILLFUL MISCONDUCT, IN NO EVENT 

WILL: (A) VENDOR BE LIABLE FOR DAMAGES FOR LOSS OF PROFIT OR REVENUE, DATA 

THAT IS LOST OR CORRUPTED, LOSS OF GOODWILL, OR ANY SPECIAL, INCIDENTAL, 

INDIRECT, PUNITIVE OR CONSEQUENTIAL DAMAGES; AND, (B) VENDOR’S TOTAL AND 

CUMULATIVE LIABILITY, FOR ALL CLAIMS OF ANY NATURE ARISING OUT OF THIS 

AGREEMENT EXCEED THE GREATER OF FIVE (5) TIMES THE TOTAL FEES PAID OR 

PAYABLE BY CLIENT TO VENDOR IN THE TWELVE (12) MONTHS IMMEDIATELY 

PROCEEDING THE OCCURRENCE OF THE FIRST EVENT GIVING RISE TO A SUCH CLAIM 

UNDER THIS AGREEMENT OR $XXX,XXX,XXX.XX.



Economic Loss Rule 

• A party who suffers only economic harm may recover damages 

for that harm based only upon a contractual claim and not on a 

tort claim, such as negligence or strict liability. 

• The rule originated in Seely v. White Motor Co., 403 P.2d 145 

(Cal. 1965).

• The economic loss doctrine has been recognized or applied in 

some fashion in most jurisdictions throughout the United 

States. 

• Rule is not uniform and the application of the rule may lead to 

unintended results. 
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Recognized Exceptions (in some 
jurisdictions) to the ELR

• Damage to other property 

• Particularly if caused by a sudden or calamitous event 

• Claims involving consumers

• Professional liability claims 

• duty owed to the plaintiff existed separate and apart from the contract

• Statutory Violations / Public Safety 

• Intentional tort claims 

• Including fraud, fraudulent inducement 

At least one jurisdiction has found that the ELR doesn’t apply when 

damages arise in a context other than a product liability claim. See 

Quest  Diagnostics, Inc. v. MCI WorldCom, Inc., 656 N.W.2d 858, 863 

(Mich.App 2002). 
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Insurance
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• Contract may require a party to carry certain levels of 

insurance.

• CGL policy may not be enough to cover many cyber 

liability issues. 

• Cyber liability policy may have lower limits for certain 

categories of damages (e.g., breach notification, 

credit reporting services).

• Requires consultation with broker/agent.



Thanks!
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Peter J. Kinsella

pkinsella@perkinscoie.com

303-291-2300
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