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The risks to boards of directors 
and board member obligations

As cyberattacks and data breaches continue to accelerate 
in number and frequency, boards of directors are focusing 
increasingly on the oversight and management of corpo-
rate cybersecurity risks. Directors are not the only ones. 
An array of federal and state enforcement agencies and 
regulators, most notably the Department of Justice (DOJ), 
Department of Homeland Security (DHS), Securities 
and Exchange Commission (SEC), Financial Industry 
Regulatory Authority (FINRA), and state Attorneys 
General, among others, identify board involvement in 
enterprise-wide cybersecurity risk management as a cru-
cial factor in companies’ ability to appropriately establish 
priorities, facilitate adequate resource allocation, and 
effectively respond to cyberthreats and incidents. As SEC 
Commissioner Luis A. Aguilar recently noted, “Boards 
that choose to ignore, or minimize, the importance of 
cybersecurity responsibility do so at their own peril.”1 
Indeed, even apart from the regulators, aggressive plain-
tiffs’ lawyers, and activist shareholders are similarly 
demanding that boards be held accountable for cyberse-
curity. Shareholder derivative actions and activist investor 
campaigns to oust directors are becoming the norm in 
high-profile security breaches.

Directors have clearly gotten the message. A survey by 
the NYSE Governance Services (in partnership with a 
leading cybersecurity firm) found that cybersecurity is 
discussed at 80% of all board meetings. However, the same 
survey revealed that only 34% of boards are confident 
about their respective companies’ ability to defend them-
selves against a cyberattack. More troubling, a June 2015 
study by the National Association of Corporate Directors 
found that only 11% of respondents believed their boards 
possessed a high level of understanding of the risks associ-
ated with cybersecurity.2 This is a difficult position to be in: 
aware of the magnitude of the risks at hand but struggling 
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action or inaction. To maximize their per-
sonal protection, directors must ensure that, 
if the unthinkable happens and their corpo-
ration falls victim to a cybersecurity disaster, 
they have already taken the steps necessary 
to preserve this critical defense to personal 
liability.

In the realm of cybersecurity, the board of 
directors has “risk oversight” responsibility: 
the board does not itself manage cybersecurity 
risks; instead, the board oversees the corpo-
rate systems that ensure that management is 
doing so effectively. Generally, directors will 
be protected by the business judgment rule 
and will not be liable for a failure of oversight 
unless there is a “sustained or systemic fail-
ure of the board to exercise oversight—such 
as an utter failure to attempt to assure a rea-
sonable information and reporting system 
exists.” This is known as the Caremark test,5 
and there are two recognized ways to fall 
short: first, the directors intentionally and 
entirely fail to put any reporting and control 
system in place; or second, if there is a report-
ing and control system, the directors refuse to 
monitor it or fail to act on warnings they 
receive from the system.

The risk that directors will face personal 
liability is especially high where the board 
has not engaged in any oversight of their 
corporations’ cybersecurity risk. This is a 
rare case, but other risks are more prevalent. 
For example, a director may fail to exercise 
due care if he or she makes a decision to 
discontinue funding an IT security project 
without getting any briefing about current 
cyberthreats the corporation is facing, or 
worse, after being advised that termination 
of the project may expose the company to 
serious threats. If an entirely uninformed or 
reckless decision to de-fund renders the cor-
poration vulnerable to known or anticipated 
risks that lead to a breach, the members of 
the board of directors could be individually 
liable for breaching their Caremark duties.

 II. The Personal Liability Risk to Directors

Boards of directors face increasing litigation 
risk in connection with their responsibilities 

to understand and find solutions to address 
and mitigate them.

In this chapter, we explore the legal obli-
gations of boards of directors, the risks that 
boards face in the current cybersecurity 
landscape, and strategies that boards may 
consider in mitigating that risk to strengthen 
the corporation and their standing as dutiful 
directors.

 I. Obligations of Board Members

The term “cybersecurity” generally refers to 
the technical, physical, administrative, and 
organizational safeguards that a corporation 
implements to protect, among other things, 
“personal information,”3 trade secrets and 
other intellectual property, the network and 
associated assets, or as applicable, “critical 
infrastructure.”4 This definition alone should 
leave no doubt that a board of directors’ role 
in protecting the corporation’s “crown jew-
els” is essential to maximizing the interests of 
the corporation’s shareholders.

Generally, directors owe their corporation 
fiduciary duties of good faith, care, and loy-
alty, as well as a duty to avoid corporate 
waste.3 The specific contours of these duties 
are controlled by the laws of the state in 
which the company is incorporated, but the 
basic principles apply broadly across most 
jurisdictions (with Delaware corporations 
law often leading the way). More specifical-
ly, directors are obligated to discharge their 
duties in good faith, with the care an ordi-
narily prudent person would exercise in the 
conduct of his or her own business under 
similar circumstances, and in a manner that 
the director reasonably believes to be in the 
best interests of the corporation. To encour-
age individuals to serve as directors and to 
free corporate decision making from judicial 
second-guessing, courts apply the “business 
judgment rule.” In short, courts presume 
that directors have acted in good faith and 
with reasonable care after obtaining all mate-
rial information, unless proved otherwise; a 
powerful presumption that is difficult for 
plaintiffs to overcome, and has led to dis-
missal of many legal challenges to board 
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by failing to act in the face of a reasonably 
known cybersecurity threat. Recent cases 
have included allegations that directors:

JJ failed to implement and monitor an 
effective cybersecurity program;

JJ failed to protect company assets and 
business by recklessly disregarding 
cyberattack risks and ignoring red flags;

JJ failed to implement and maintain 
internal controls to protect customers’ 
or employees’ personal or financial 
information;

JJ failed to take reasonable steps to timely 
notify individuals that the company’s 
information security system had been 
breached;

JJ caused or allowed the company to 
disseminate materially false and 
misleading statements to shareholders (in 
some instances, in company filings).

Board members may not be protected from 
liability by the exculpation clauses in their 
corporate charters. Although virtually all 
corporate charters exculpate board mem-
bers from personal liability to the fullest 
extent of the law, Delaware law, for exam-
ple, prohibits exculpation for breaches of 
the duty of loyalty, or breaches of the duty 
of good faith involving “intentional mis-
conduct” or “knowing violations of law.” 
As a result, because the Delaware Supreme 
Court has characterized a Caremark viola-
tion as a breach of the duty of loyalty,7 
exculpation of directors for Caremark 
breaches may be prohibited. In addition, 
with the myriad of federal and state laws 
that touch on privacy and security, directors 
may also lose their immunity based on 
“knowing violations of law.” Given the 
nature of shareholder allegations in deriva-
tive litigation, these are important consid-
erations, and importantly, vary depending 
on the state of incorporation.

Directors should also be mindful of stand-
ard securities fraud claims that can be 
brought against companies in the wake of a 
data breach. Securities laws generally pro-
hibit public companies from making material 

for cybersecurity oversight, particularly in 
the form of shareholder derivative litigation, 
where shareholders sue for breaches of 
directors’ fiduciary duties to the corporation. 
The rise in shareholder derivative suits coin-
cides with a 2013 Supreme Court decision 
limiting the viability of class actions that fail 
to allege a nonspeculative theory of con-
sumer injury resulting from identity theft.6 
Because of a lack of success in consumer 
class actions, plaintiffs’ lawyers have been 
pivoting to shareholder derivative litigation 
as another opportunity to profit from mas-
sive data breaches.

In the last five years, plaintiffs’ lawyers 
have initiated shareholder derivative litiga-
tion against the directors of four corpora-
tions that suffered prominent data breaches: 
Target Corporation, Wyndham Worldwide 
Corporation, TJX Companies, Inc., and 
Heartland Payment Systems, Inc. Target, 
Heartland, and TJX each were the victims of 
significant cyberattacks that resulted in the 
theft of approximately 110, 130, and 45 million 
credit cards, respectively. The Wyndham 
matter, on the other hand, involved the theft 
of only approximately 600,000 customer 
records; however, unlike the other three 
companies, it was Wyndham’s third data 
breach in approximately 24 months that got 
the company and its directors in hot water. 
The signs point to Home Depot, Inc., being 
next in line. A Home Depot shareholder 
recently brought suit in Delaware seeking to 
inspect certain corporate books and records. 
A “books and records demand” is a common 
predicate for a shareholder derivative action, 
and this particular shareholder has already 
indicated that the purpose of her request is 
to determine whether Home Depot’s man-
agement breached fiduciary duties by failing 
to adequately secure payment information 
on its data systems, allegedly leading to the 
exposure of up to 56 million customers’ pay-
ment card information.

Although there is some variation in the 
derivative claims brought to date, most have 
focused on two allegations: that the directors 
breached their fiduciary duties by making a 
decision that was ill-advised or negligent, or 
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 III. Protecting Boards of Directors

From a litigation perspective, boards of 
directors can best protect themselves from 
shareholder derivative claims accusing them 
of breaching their fiduciary duties by dili-
gently overseeing the company’s cybersecu-
rity program and thereby laying the founda-
tion for invoking the business judgment 
rule. Business judgment rule protection is 
strengthened by ensuring that board mem-
bers receive periodic briefings on cybersecu-
rity risk and have access to cyber experts 
whose expertise and experience the board 
members can rely on in making decisions 
about what to do (or not to do) to address 
cybersecurity risks. Most importantly, direc-
tors cannot recklessly ignore the information 
they receive, but must ensure that manage-
ment is acting reasonably in response to 
reported information the board receives 
about risks and vulnerabilities.

Operationally, a board can exercise its 
oversight in a number of ways, including by 
(a) devoting board meeting time to presenta-
tions from management responsible for 
cybersecurity and discussions on the subject, 
to help the board become better acquainted 
with the company’s cybersecurity posture 
and risk landscape; (b) directing manage-
ment to implement a cybersecurity plan that 
incentivizes management to comply and 
holds it accountable for violations or non-
compliance; (c) monitoring the effectiveness 
of such plan through internal and/or exter-
nal controls; and (d) allocating adequate 
resources to address and remediate identi-
fied risks. Boards should invest effort in 
these actions, on a repeated and consistent 
basis, and make sure that these actions are 
clearly documented in board and committee 
packets, minutes, and reports.
 (a) Awareness. Boards should consider 

appointing a chief information security 
officer (CISO), or similar officer, and 
meet regularly with that individual 
and other experts to understand the 
company’s risk landscape, threat 
actors, and strategies to address 

statements of fact that are false or mislead-
ing. As companies are being asked more and 
more questions about data collection and 
protection practices, directors (and officers) 
should be careful about statements that are 
made regarding the company’s cybersecurity 
posture and should focus on tailoring cyber-
security-related risk disclosures in SEC fil-
ings to address the specific threats that the 
company faces.

Cybersecurity disclosures are of keen 
interest to the SEC, among others. Very 
recently, the SEC warned companies to use 
care in making disclosures about data secu-
rity and breaches and has launched inquiries 
to examine companies’ practices in these 
areas. The SEC also has begun to demand 
that directors (and boards) take a more 
active role in cybersecurity risk oversight.

Litigation is not the only risk that direc-
tors face. Activist shareholders—who are 
also customers/clients of corporations—
and proxy advisors are challenging the re-
election of directors when they perceive that 
the board did not do enough to protect the 
corporation from a cyberattack. The most 
prominent example took place in connection 
with Target’s data breach. In May 2014, just 
weeks after Target released its CEO, 
Institutional Shareholder Services (ISS), a 
leading proxy advisory firm, urged Target 
shareholders to seek ouster of seven of 
Target’s ten directors for “not doing enough 
to ensure Target’s systems were fortified 
against security threats” and for “failure to 
provide sufficient risk oversight” over 
cybersecurity.

Thoughtful, well-planned director 
involvement in cybersecurity oversight, as 
explained below, is a critical part of a com-
prehensive program, including indemnifica-
tion and insurance, to protect directors 
against personal liability for breaches. 
Moreover, it can also assist in creating a com-
pelling narrative that is important in brand 
and reputation management (as well as liti-
gation defense) that the corporation acted 
responsibly and reasonably (or even more 
so) in the face of cybersecurity threats.
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details of any cybersecurity risk 
management plan should differ from 
company to company, the CISO and 
management should prepare a plan 
that includes proactive cybersecurity 
assessments of the company’s network 
and systems, builds employee 
awareness of cybersecurity risk and 
requires periodic training, manages 
engagements with third parties that 
are granted access to the company’s 
network and information, builds an 
incident response plan, and conducts 
simulations or “tabletop” exercises to 
practice and refine that plan. The board 
should further consider incentivizing 
the CISO and management for company 
compliance with cybersecurity policies 
and procedures (e.g., bonus allocations 
for meeting certain benchmarks) and 
create mechanisms for holding them 
responsible for noncompliance.

 (c) Monitor compliance. With an 
enterprise-wide cybersecurity risk 
management plan firmly in place, 
boards of directors should direct 
that management create internal and 
external controls to ensure compliance 
and adherence to that plan. Similar 
to internal financial controls, boards 
should direct management to test and 
certify compliance with cybersecurity 
policies and procedures. For example, 
assuming that management establishes 
a policy that software patches be 
installed within 30 days of release, 
management would conduct a patch 
audit, confirm that all patches have 
been implemented, and have the 
CISO certify the results. Alternatively, 
boards can also retain independent 
cybersecurity firms that could be 
engaged by the board to conduct an 
audit, or validate compliance with 
cybersecurity policies and procedures, 
just as they would validate financial 
results in a financial audit.

 (d) Adequate resource allocation. With 
information in hand about what the 

that risk. Appointing a CISO has an 
additional benefit. Reports suggest that 
companies that have a dedicated CISO 
detected more security incidents and 
reported lower average financial losses 
per incident.8

     Boards should also task a committee 
or subcommittee with responsibility 
for cybersecurity oversight, and devote 
time to getting updates and reports 
on cybersecurity from the CISO on 
a periodic basis. As with audit 
committees and accountants, boards 
can improve oversight by recruiting 
a board member with aptitude for 
the technical issues that cybersecurity 
presents, and placing that individual on 
the committee/subcommittee tasked 
with responsibility for cybersecurity 
oversight. Cybersecurity presentations, 
however, need not be overly technical. 
Management should use established 
analytical risk frameworks, such as the 
National Institute for Standards and 
Technology “Framework for Improving 
Critical Infrastructure Cybersecurity,” 
(usually referred to as the “NIST 
Cybersecurity Framework”) to assess 
and measure the corporation’s current 
cybersecurity posture. These kinds 
of frameworks are critical tools that 
have an important role in bridging 
the communication and expertise gaps 
between directors and information 
security professionals and can also 
help translate cybersecurity program 
maturity into metrics and relative 
relationship models that directors are 
accustomed to using to make informed 
decisions about risk. It is principally 
through their use that directors can 
become sufficiently informed to 
exercise good business judgment.

 (b) Plan implementation and 
enforcement. Boards should require that 
management implement an enterprise-
wide cybersecurity risk management 
plan and align management’s incentives 
to meet those goals. Although the 
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other government-issued identification; 
(c) financial or credit/debit account 
number plus any security code necessary 
to access the account; or (d) health or 
medical information.

 4. Critical infrastructure refers to systems, 
assets, or services that are so critical 
that a cyberattack could cause serious 
harm to our way of life. Presidential 
Policy Directive 21 (PPD-21) identifies 
the following 16 critical infrastructure 
sectors: chemicals, commercial facilities, 
communications, critical manufacturing, 
dams, defense industrial base, emergency 
services, energy, financial services, food 
and agriculture, government facilities, 
healthcare and public health, information 
technology, nuclear, transportation, waste, 
and wastewater. See Critical Infrastructure 
Sectors, Department of Homeland 
Security, available at http://www.dhs.
gov/critical-infrastructure-sector.

 5. For Delaware corporations, directors’ 
compliance with their oversight function 
is analyzed under the test set out in In re 
Caremark Int’l, Inc. Derivative Litig., 698 A.2d 
959 (Del. Ch. 1996).

 6. See Clapper v. Amnesty Int’l USA, 133 S. Ct. 
1138 (2013). Consistent with Clapper, most 
data breach consumer class actions have 
been dismissed for lack of “standing”: 
the requirement that a plaintiff has 
suffered a cognizable injury as a result 
of the defendant’s conduct. That has 
proven challenging for plaintiffs because 
consumers are generally indemnified 
by banks against fraudulent charges on 
stolen credit cards, and many courts have 
rejected generalized claims of injury in the 
form of emotional distress or exposure to 
heighted risk of ID theft or fraud.

 7. Stone v. Ritter, 911 A.2d 362, 370 (Del. 2006).
 8. Ponemon Inst., 2015 Cost of Data Breach 

Study: Global Analysis (May 2015), http:// 
www-03.ibm.com/security/data-breach/.

company’s cybersecurity risks are, 
and an analysis of its current posture, 
boards should allocate adequate 
resources to address those risks so that 
management is appropriately armed 
and funded to protect the company.

As criminals continue to escalate the cyber-
war, boards of directors will increasingly find 
themselves on the frontlines of regulatory, 
class plaintiff, and shareholder scrutiny. 
Directors are well-advised to proactively ful-
fill their risk oversight functions by driving 
senior management toward a well-developed 
and resilient cybersecurity program. In so 
doing, board members will not only better 
protect themselves against claims that they 
failed to discharge their fiduciary duties, but 
will strengthen their respective organizations’ 
ability to detect, respond, and recover from 
cybersecurity crises.

Endnotes
 1. SEC Commissioner Luis A. Aguilar, 

Remarks at the N.Y. Stock Exchange, 
Boards of Directors, Corporate Governance 
and Cyber-Risks: Sharpening the Focus 
(June 10, 2014).

 2. Press Release, Nat’l Assoc. of Corp. 
Dir., Only 11% of Corporate Directors 
Say Boards Have High Level of Cyber-
Risk Understanding (June 22, 2015) 
https://www.nacdonline.org/AboutUs/
PressRelease.cfm?ItemNumber=15879.

 3. Personal information is defined under a 
variety of federal and state laws, as well 
as industry guidelines, but is generally 
understood to refer to data that may be 
used to identify a person. For example, 
state breach notification laws in the U.S. 
define personal information, in general, 
as including first name (or first initial) 
and last name, in combination with 
any of the following: (a) social security 
number; (b) driver’s license number or 
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CFPB Jumps Into Cyber Enforcement Pool

by Shea G. Leitch | Aravind Swaminathan | Antony P. Kim

In a much anticipated move, on March 2, 2016, the Consumer Financial Protection Bureau (CFPB) entered the

cybersecurity foray with its first enforcement action against Dwolla, Inc., an online payment processing start-

up. Pursuant to its authority under Sections 1031(a) and 1036(a)(1) of the Consumer Financial Protection Act of

2010, the CFPB fined Dwolla $100,000 and secured a five-year consent order imposing strict requirements on

management and the Board of Directors. This CFPB enforcement action offers important insights into the

contours of “reasonable cybersecurity” for certain financial services entities, and important lessons for conducting

cybersecurity risk assessments. These issues dovetail with significant activity we recently reported on in the

cybersecurity arena by the Securities and Exchange Commission (SEC), the Financial Industry Regulatory

Authority (FINRA), the Federal Trade Commission (FTC), the Department of Health and Human Services’ Office

of Civil Rights (HHS-OCR), and a host of other state and federal regulators.

Background

Established in 2010 by the Dodd-Frank Act, the CFPB supervises banks, credit unions, and other financial

companies, and enforces federal consumer financial rules focused on, among other things, preventing unfair,

deceptive, or abusive acts or practices in the provision of financial products and services. Dwolla operated a

payment network that allowed individuals to transfer funds to other individuals or to businesses using an online

platform and a suite of mobile applications. Dwolla, therefore, collected sensitive consumer information, including

name, address, date of birth, phone number, Social Security Number, and often personal bank account

information.

Similar to a number of recent FTC enforcement actions we have reported on, the CFPB highlighted several

allegedly false and misleading statements Dwolla made about its data security practices, including that:

 100% of information was securely encrypted and stored;

 It was PCI compliant;
1

 Its data-security practices “exceed[ed]” or “surpass[ed]” industry standards, and that it “set[] a new

precedent for the industry for safety and security”; and

 It stored consumer information in a “bank-level hosting and security environment.”

1
The Payment Card Industry is a self-regulatory body formed to enhance payment card security. The Data Security

Standards are security guidelines by which Payment Card Industry members must abide.



The CFPB also emphasized that Dwolla failed to adopt and implement reasonable data security policies and

procedures (or even comply with ones that it had adopted), failed to conduct periodic security risk assessments,

did not adequately train employees, and failed to ensure that the software and applications it developed were

secure. No cybersecurity incident, data breach, or other specific consumer harm appears to have been at issue

in prompting the CFPB’s investigation or the consent order.

Key Takeaways

The CFPB’s five-year consent order is significant for a number of reasons, as it provides insight into what the

CFPB deems to constitute a “reasonable” cybersecurity program, and the remedial efforts that will be required

should companies face scrutiny from CFPB. Notably, the consent order requires that Dwolla:

 Implement a written cybersecurity program, policies, and procedures to protect sensitive consumer

information;

 Designate a qualified person to manage and be accountable for cybersecurity;

 Conduct cybersecurity risk assessments to identify internal and external risks;

 Conduct regular employee training regarding data security;

 Implement identity authentication for consumers;

 Assess, and ensure compliance with, vendors’ cybersecurity practices;

 Audit data security practices annually; and

 Expand the Board of Directors’ role in cybersecurity oversight and management.

Many of these requirements are not surprising, and appear as recurring features in most cybersecurity consent

decrees recently issued by the FTC, FCC, and HHS-OCR, as examples.

However, two of the provisions stand out, and suggest uniquely higher standards of care than are generally found

in common standards, guidelines, and frameworks. First, the order imposes a specific requirement regarding the

frequency of risk assessments: twice per year. Because of the cost, resources, time, and disruption associated

with a comprehensive (versus targeted) risk assessment, the prevailing industry standard practice is to conduct

assessments on an annual basis. Second, the order requires that the Board of Directors review all plans, reports,

and policies and procedures required under the order. This granular involvement in the execution of the

company’s security program will require the Board of Directors to have cybersecurity expertise (or obtain it

through an expert), and potentially imposes on the Board of Directors obligations that extend beyond traditional

risk oversight obligations of good faith and due care.

Finally, the consent order makes clear that the CFPB obtained a copy of a penetration test that Dwolla conducted

in 2012, and used Dwolla’s failure to implement a remediation program to address issues identified in that

assessment as evidence against Dwolla. As we reported previously, it is standard practice for regulators and

plaintiffs to demand copies of cybersecurity assessments and tests in connection with investigations and litigation

to show that a company knew of vulnerabilities and did not address them. Companies should therefore be

thoughtful in deciding whether and how to engage consultants. If they choose to engage through legal counsel,

where assessments are conducted by and at the direction of counsel for the purposes of identifying legal risks

and mitigation strategies, the communications and work product may be subject to attorney-client privilege and

work product protections. While companies may ultimately decide to disclose facts relating to their investigations,



maintaining privilege over internal deliberative and decision-making processes remains valuable, particularly

considering the specter of private litigation.

Conclusion

Entities regulated by the CFPB should carefully and regularly review public-facing statements (e.g., statements

made in privacy policies) regarding cybersecurity, and evaluate the accuracy of such statements against current

practices and procedures. Moreover, companies should consider bi-annual cybersecurity risk assessments—

conducted at the direction of counsel—and annual audits of policies and procedures to identify any control

weaknesses or required remediation items. Similarly, enhancing communication flows between management and

the Board on specific cybersecurity issues, programs, and progress, is highly prudent given the increased

attention and scrutiny being placed on directors.

These publications are designed to provide Orrick clients and contacts with information they can use to more effectively manage their

businesses and access Orrick's resources. The contents of these publications are for informational purposes only. Neither these publications

nor the lawyers who authored them are rendering legal or other professional advice or opinions on specific facts or matters. Orrick assumes

no liability in connection with the use of these publications.
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Does Free Credit Monitoring Do More "Harm"  
Than Good? 

by Antony P. Kim | Christina Guerola Sarchio | Aravind Swaminathan | Raija J. Horstman 

The Seventh Circuit reinstates the Neiman Marcus data breach class action lawsuit after finding that increased 
risk of future fraudulent charges and greater susceptibility to identify theft are sufficient for standing. 

Last week, the Seventh Circuit revived the Neiman Marcus data breach class action in an opinion that not only 

distinguished the Supreme Court's Clapper decision, but, did something no court has done previously:  turned the 

company's offer of free credit monitoring and identity protection services into evidence that consumers' fear of 

injury from this breach is not too "speculative" to halt litigation.  This grave development should be carefully 

considered by companies in planning and responding to data breaches.  

Background 
Neiman Marcus's data breach unfortunately mirrored the experiences of many large retailers in the United States 

that also suffered sophisticated cyberattacks during the 2013 holiday season.  In mid-December 2013, Neiman 

Marcus received reports that some of its customers were seeing fraudulent charges on their credit cards.  An 

ensuing investigation identified malware attributable to an unauthorized intrusion between July 16, 2013 and 

October 30, 2013.  The attack exposed 350,000 credit cards, 9,200 of which had indeed been used by criminals 

to make fraudulent charges.  There was no evidence that Social Security numbers or birth dates had been 
compromised. 

Neiman Marcus issued broad notification about the incident, out of an abundance of caution, to all customers who 

had shopped at its stores between January 2013 and January 2014, and for whom it had maintained physical or 

email addresses.  In addition, while there was no evidence that Social Security Numbers were compromised, 

Neiman Marcus offered all notified customers the opportunity to enroll in 12 months of complimentary credit 

monitoring and identity theft protection services.   

Court Distinguishes Clapper 

In reversing the district court's dismissal, the Seventh Circuit closely analyzed the contours of Clapper v. Amnesty 
IntÊ¹l USA, 133 S. Ct. 1138 (2013), an oft-cited cited case that companies have used to obtain dismissals of data 

breach class actions in federal courts across the country on grounds that plaintiffs failed to allege imminent, non-

speculative harm necessary to satisfy Article III standing requirements.   

According to the Court, Clapper did not foreclose "any use whatsoever of future injuries," but rather, required that 

alleged harm either "already ha[d] occurred" or was "certainly impending" to establish sufficient standing to sue.  



 

 

Unlike in Clapper, where human rights organizations alleged speculative risks about possible government 

surveillance, there was no dispute that (a) Neiman Marcus had suffered a data breach, (b) credit card information 

was exposed, (c) the cards belonged to 350,000 customers, and (d) 9,200 of those cards had been used to make 

fraudulent charges.  The Seventh Circuit punctuated the key inquiry as to whether there was a substantial risk of 

fraudulent charges and ID theft by asking and answering its own question:  "Why else would hackers break into a 

store's database and steal consumers' private information?  Presumably, the purpose of the hack is, sooner or 
later, to make fraudulent charges or assume those consumers' identities." 

Offer of Credit Monitoring Reinforces Finding of "Concrete" Injury 

In addition to the imminent risks of fraud and ID theft, the Court also considered whether the time and expenses 

already incurred to protect against such risks conferred standing upon the plaintiffs.  Refusing to "overread" 

Clapper, the Seventh Circuit again linked these mitigation expenses to the uncontested fact that Neiman Marcus 
had suffered a breach involving credit cards, reasoning as follows:  

It is telling in this connection that Neiman Marcus offered one year of credit monitoring and identity theft 

protection to all customers for whom it had contact information and who had shopped at their stores 

between January 2013 and January 2014. It is unlikely that it did so because the risk is so ephemeral that 

it can safely be disregarded. These credit monitoring services come at a price that is more than de 
minimis. For instance, Experian offers credit monitoring for $4.95 a month for the first month, and then 

$19.95 per month thereafter. 

In other words, the Court effectively used Neiman Marcus' decision to broadly offer free credit monitoring as a 

concession that plaintiffs faced non-speculative and imminent risk of harm, warranting their mitigation expenses.  
According to the Seventh Circuit, "[t]hat easily qualifies as a concrete injury." 1 

Conclusion 
In the wake of a cyberattack, companies are driven by a host of legal, ethical, and public relations considerations, 

to name a few.  Offering credit monitoring and identity protection services has become a standard practice in the 

cyber playbook, largely to preserve or win back loyalty by demonstrating the company's commitment to its 

customers or employees.  Indeed, consumers and employees often expect free credit monitoring or identity theft 

protection, regardless of the nature or scope of the information compromised.2 

However, offering these services may send an unintended signal, for example where the breach does not involve 

Social Security Numbers or other data used for identity theft (e.g., medical information).  In that situation, a 

company may face questions such as:  "Was more data compromised than the company reported?"  or "Does the 

company have evidence of identity theft attributable to the breach?" or "Are consumers at real risk of identity 

theft?"  This is not to say the scales should tip in favor of foregoing a credit monitoring remedy.  If, for example, 

the forensic investigation identifies evidence that the attacker accessed Social Security Numbers or health care 

information, then credit monitoring can be a valuable tool for mitigating unauthorized attempts to open new credit 

or loans, and to anticipatorily reimburse expenses that individuals may otherwise incur.  But after the Seventh 

                                                        
1 The Court expressed doubt regarding plaintiffs' other claims for damages based on (1) paying a premium (overpaying) for Neiman 
Marcus products because the store failed to invest in adequate security, and (2) violations of rights grounded in losing private information.  
The Court did not address Neiman Marcus's 12(b)(6) motion for failure to state a claim, which will be considered on remand by the district 
court. 
 
2 Credit monitoring services generally monitor activity on credit reports for at least one of the big three credit bureaus (Experian, 
TransUnion, Equifax) to alert consumers to new credit lines or collection amounts being added to credit records, which requires a Social 
Security number.  Identity protection/monitoring services differ by company, but are generally designed to monitor activity across different 
websites and online services, including so-called "darkweb" sites where personal information is bought and sold. 



 

 

Circuit's decision in Neiman Marcus, companies are well-advised to understand that the decision to offer such a 

remedy may inadvertently help build a prospective plaintiff's standing to sue, and create confusion among 

customers.  Accordingly, the Neiman Marcus decision, at a minimum, calls for incident response teams to 

exercise more thoughtful, cost-benefit analyses before offering a remedy to affected parties, because it may in 
some situations do more "harm" than good. 

 

Orrick's Cybersecurity and Data Privacy Group is an interdisciplinary team with members in the U.S., Europe and 

Asia. We craft practical solutions across a host of risk management, consumer protection, brand protection, 

investigatory and litigation contexts. We leverage our relationships with leading privacy and security consultants, 

domestic and international law enforcement, government, academia and policy groups, so that our clients benefit 
from multi-angle solutions.  

 

These publications are designed to provide Orrick clients and contacts with information they can use to more effectively manage their 

businesses and access Orrick's resources. The contents of these publications are for informational purposes only. Neither these publications 

nor the lawyers who authored them are rendering legal or other professional advice or opinions on specific facts or matters. Orrick assumes 

no liability in connection with the use of these publications. 
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New Guidance for Financial Institution Directors and

Officers in Cybersecurity Preparedness

by Aravind Swaminathan | Jason M. Halper | Antony P. Kim | Howard M. Ullman | Natalie Nahabet

Earlier this summer, the Federal Financial Institutions Examination Council (FFIEC) released its highly anticipated

Cybersecurity Assessment Tool (Assessment), which is designed to assist financial institutions in identifying and

assessing risks and weaknesses in, and the overall maturity of, their cybersecurity preparedness programs.

Financial Institutions' management, directors, in-house counsel, and regulatory/compliance personnel need to be

aware of this development. Now there is increased guidance on the type of cybersecurity systems and

procedures that need to be implemented to satisfy post-hoc regulatory or judicial scrutiny. This guidance may

also impact how regulators, or in the event of a problem, courts hearing civil lawsuits, assess both the institution's

level of preparedness and how the company's directors and officers discharged their responsibilities in creating

and maintaining cybersecurity measures.

Although financial institutions are not required to use the Assessment, understanding it is critical because it allows

"management and directors of financial institutions [to] understand supervisory expectations, increase awareness

of cybersecurity risks, and assess and mitigate the risks facing their institutions." This is important given that

regulators such as the Office of the Comptroller of Currency (OCC) and the National Credit Union Administration

are mapping out an aggressive plan to incorporate the Assessment into examinations (late-2015 for the former,

and June 2016 for the latter). The OCC, for example, stated in its June bulletin that examiners will be using the

Assessment "to supplement exam work to gain a more complete understanding of an institution's inherent risk,

risk management practices, and controls related to cybersecurity." Therefore, financial institutions should strongly

consider integrating the Assessment in their internal reviews of cybersecurity controls.

The Assessment consists of two parts: (1) the Inherent Risk Profile and (2) an evaluation of Cybersecurity

Maturity. This breakdown is significant because it confirms regulatory focus on risk mitigation and adequate

management of cybersecurity preparedness, not wholesale elimination of all risk of cyber breaches. It also is

consistent with established corporate law, in Delaware and elsewhere, that assess whether a board adequately

discharged its duties in the face of corporate misconduct by looking primarily to whether directors in good faith

established systems and procedures designed to detect and prevent misconduct that nonetheless occurred. See,

e.g., In re Caremark Int'l Inc. Derivative Litig., 698 A.2d 959, 970 (Del. Ch. 1996) ("I am of the view that a

director's obligation includes a duty to attempt in good faith to assure that a corporate information and reporting

system, which the board concludes is adequate, exists.").



Part I of the Assessment identifies five risk categories to determine a financial institution's Inherent Risk Profile,

excluding mitigation control effects, and recommends that each category be assigned a risk level according to a

five-point scale, from "Least" to "Most." The categories are:

1. Technologies and Connection Types – Number and complexity of ISP and third-party connections,

internal and outsourced hosting of systems, security of connections, wireless access points, cloud services,

and mobile/personal devices

2. Delivery Channels – Products and services available through online and mobile delivery channels and the

extent of automated teller machine (ATM) operations

3. Online/Mobile Products and Technology Services – ACH payments, debit/credit cards, wire transfers,

wholesale payments, merchant remote deposit capture, treasury services, global remittances

4. Organizational Characteristics – Number of direct employees and cybersecurity contractors, security

staffing changes, privileged access users, IT environment changes, location of business, operations, and

data centers

5. External Threats – Volume, type, sophistication, and success rate of attacks

Part II of the Assessment determines the financial institution's Cybersecurity Maturity level in five separate

domains, then prescribes assigning each domain one of five maturity levels, from "Baseline" to "Innovative." The

domains are:

1. Cyber Risk Management and Oversight – The board's oversight and management's development and

implementation of an enterprise-wide cybersecurity program

2. Threat Intelligence and Collaboration – Processes to effectively discover, analyze, and understand cyber

threats, and capability for information sharing

3. Cybersecurity Controls – Protection of assets, infrastructure, and information through defensive

measures, and systematic protection and monitoring

4. External Dependency Management – Oversight and management of external connections and third-party

relationships with access to the institution's technology assets and information

5. Cyber Incident Management and Resilience – Response and recovery following a cyber incident

FFIEC has provided a chart, reproduced below, to assist in reviewing the financial institution's Inherent Risk

profile in relation to its Cybsersecurity Maturity results. This will help the institution's management to determine

when cybersecurity controls are sufficient.



If a financial institution determines that its maturity levels are not appropriate in relation to the Inherent Risk

profile, it can either reduce the risk or develop a strategy to improve the maturity levels. Because meaningful risk

reduction might not be achievable without significant changes to its business model, institutions likely will have to

focus heavily on increasing maturity levels.

Significantly, as part of the Assessment, FFIEC set forth specific expectations for the boards of financial

institutions (as well as their CEOs), signaling not only the importance of governance in enterprise-wide

cybersecurity risk management, but clarifying that future regulatory examinations will focus specifically on whether

the Board fulfilled its cybersecurity-related responsibilities. Board governance over cybersecurity risk has

emerged as a significant focus and consistent theme among government and non-government regulators, which

we have previously written about here and here. These responsibilities may include:

• Engaging management in establishing the vision, risk appetite, and overall strategic direction;

• Approving plans to use the Assessment;

• Reviewing management's analysis of the Assessment results, including any reviews or opinions on the results

issued by independent risk management or internal audit functions regarding those results;

• Reviewing management's determination of whether cybersecurity preparedness is aligned with risks;

• Reviewing and approving plans to address any risk management or control weaknesses; and

• Reviewing results of management's monitoring of exposure to and preparedness for cyber threats.

Finally, financial institutions that already have an information security risk assessment framework in place need

not scrap their current work in favor of wholesale adoption of the Assessment. Rather, the Assessment is

constructed to allow institutions to review their current efforts against the Assessment to gauge the effectiveness

of their program. Doing so should be easier for those institutions that already have adopted the National

Institution of Standards and Technology (NIST) Cybersecurity Framework because the Assessment provides a

robust mapping of the Assessment to the NIST Cybersecurity Framework.
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New York State Charges Ahead on Critical Infrastructure

Cybersecurity Legislation

by Aravind Swaminathan | Shea Gordon Leitch

On Feb. 26, 2015, in an effort to make “New York State’s computer infrastructure the most secure in the nation,”

the New York State Senate passed a suite of four cybersecurity-related bills focused on protecting critical

infrastructure entities, such as providers of financial services, telecommunications, energy and health care. The

bills mark an aggressive effort to toughen penalties on cybercriminals who attack critical infrastructure (S3404 and

S3406)
1
, to implement cybersecurity review processes and reporting by key state agencies (S3405)

2
, and to

establish a “baseline framework” and information-sharing protocols around cybersecurity risks (S3407).

Although the Senate bills put New York at the forefront of state critical infrastructure cybersecurity legislation,

certain provisions should cause significant concern in corporate boardrooms and C suites because they

effectively transform “voluntary” government guidelines into mandates without at least offering confidentiality

protections sufficient to prevent use of that information against them.

“Consultative” Cybersecurity Risk-Reduction Framework

S3407 is styled as the “New York State Cyber Security Initiative.” It proposes a multi-factor “baseline framework”

that includes, among other things, the development of “a set of standards, methodologies, procedures and

processes” to address cyber risks facing both public and private critical infrastructure players―similar to existing 

standards such as those of the National Institute of Standards and Technology (NIST) and Control Objectives for

Information and Related Technology (COBIT). In connection with this effort, the bill implements a “consultative

process” whereby public and private entities would be required to engage and consider “advice” relating to

cybersecurity improvements offered by the New York State Department of Homeland Security and Emergency

Services (DHSES), and potentially other state agencies and additional experts.

By mandating that cybersecurity mitigation recommendations be considered, the framework and the consultative

process create an ad hoc standard against which organizations’ cybersecurity programs will be measured by

regulators and plaintiffs in breach-related proceedings, enforcement actions, and lawsuits. Thus, even if an

1
S3404 and S3406 create new enforcement mechanisms for threat actors. S3404 creates the new crimes of first- and second-degree

cyber terrorism for use of a computer to coerce a civilian population, influence the policy of a unit of government by intimidation or
coercion, affect the conduct of a unit of government, or cause mass injury, damage, destruction or debilitation to persons or property.
S3406, similar to the federal Computer Fraud and Abuse Act, makes it a felony to use a computer or device to carry out a cyberattack that
results in over $100,000 in damages.
2

S3405 would require DHSES to work with the Superintendent of State Police, the Chief Information Officer and the President of the
Center for Internet Security to complete a comprehensive review every five years of New York’s cyber security measures and issue a
report identifying the state’s security needs and updates to meet industry best practices.



organization has thoroughly and carefully vetted the recommendations, and reasonably differed in opinion, the

failure to implement consultative process advice could be used as prima facie evidence that the organization

breached its duty to protect data and assets from a cyberattack. Accordingly, though adoption of DHSES’s advice

is deemed “voluntary” under the proposed legislation, functionally entities may have little other choice, with the

failure to implement suggested mitigation measures resulting in potentially serious adverse consequences.

Cybersecurity Board and Information Sharing

To promote innovative, actionable cybersecurity polices, S3407 establishes the New York State Cybersecurity

Advisory Board, an 11-member committee charged with making cybersecurity recommendations to both public

and private sector organizations for protecting the state’s critical infrastructure. To facilitate quality information

sharing between New York State and critical infrastructure, S3407 also proposes creation of the New York State

Cyber Information Sharing and Threat Prevention Program, and directs DHSES to promulgate regulations for the

production and dissemination of cyber threat information, tracking of production and dissemination of such

information, and a voluntary cyber threat information-sharing program which would allow discretionary sharing of

that information.

Notably missing from the bill, however, is any explicit provision clearly excluding the availability of this

information―such as the identities of participating organizations and the information shared―from disclosure 

under New York’s Freedom of Information Law. The lack of strong confidentiality protections threatens to

undermine the program’s effectiveness by failing to offer assurances that information will not be easily obtained

by threat actors and would-be litigants looking for a foothold to file suit. (Although the New York Freedom of

Information Law allows a party disclosing critical infrastructure information to request an exemption from

disclosure―for example, because it was “complied for law enforcement purposes”―application of such 

exemption is left to the agency’s discretion.) Accordingly, should the bill become law, organizations would be well

advised to proceed with caution in deciding to share threat information with DHSES or any other New York State

agency because that information could potentially, and easily, be discovered.

In contrast, the federal Critical Infrastructure Information Act (CIIA) of 2002 explicitly provides that critical

infrastructure security information shared with the federal government is protected from disclosure requests made

under the Freedom of Information Act. It further prohibits state and local governmental agencies who receive that

information from the federal government from disclosing that information pursuant to any state public disclosure

law. Moreover, unlike S3407, the CIIA provides that threat information shared with the government will not be

used against the disclosing entity.

Conclusion

If these bills pass, New York State would emerge as a leader in formalizing cyber threat information-sharing and

coordination between state government and private sector critical infrastructure entities (involved in financial

services, health care and energy, among other sectors). Indeed, as recent efforts to pass more general federal

cyber threat information-sharing legislation have stalled, this is a signal that states may be prepared to step in

where Congress has failed, and a strong indication of their likely approach.

S3407, however, puts private sector organizations in a difficult position by requiring that they consider the

government’s cybersecurity threat mitigation recommendations without providing protections from those who

might seek to acquire that information and then use it against the entity, either in court in or in an attack. Should

the bill become law, private sector businesses will have to consider whether and how to engage in with

government in a manner that minimizes the potential for these negative consequences.
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