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EU General Data Protection Regulation enforcement was at the center of a conference last week organized by the
European Data Protection Supervisor. Stakeholders pointed out several structural problems within the GDPR’s
architecture and potential ways to address them.

"Some of you might ask: 'why is the EDPS organizing this conference?' There is a path we can follow to finally
deliver what was started 10 years ago, in January 2012, when the GDPR proposal was announced," said the EDPS
Wojciech Wiewiórowski, calling on European policymakers and regulators "to come back to the drawing board."

The conference was organized at a time when the EU data protection law has been recurrently
(h�ps://www.accessnow.org/gdpr-three-
years/#:~:text=Access%20Now's%20new%20report%20delves,to%20flap%20in%20the%20wind.) the object of
criticism for not having yet delivered to the expectations it had raised.

Wiewiórowski acknowledged such an assessment, indicating that the GDPR was meant to provide a level playing
field. Instead, big companies with more resources expanded their advantage over small competitors. In contrast,
individuals wait for years to obtain justice, he said.

"I also see hopes that certain promises of the GDPR will be be�er delivered. I share views of those who believe we
still do not see sufficient enforcement, particularly against Big Tech," Wiewiórowski added.

Structural problems
A recurrent topic in the discussions on the enforcement of the GDPR is the role of Ireland's Data Protection
Commission. Under the GDPR's one-stop-shop mechanism, the Irish authority has the lead on most cross-border
cases involving Big Tech companies, as that is where many have their European headquarters.

In May 2021, European lawmakers adopted (h�ps://www.euractiv.com/section/data-protection/news/european-
parliament-calls-for-infringement-procedure-against-ireland/) a non-binding resolution calling on the European
Commission to open an infringement procedure against Ireland for failing to enforce the GDPR effectively. Last
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November, the Irish Council for Civil Liberties filed (h�ps://www.euractiv.com/section/data-
protection/news/european-commission-accused-of-maladministration-over-gdpr-enforcement/) a formal complaint
before the European Ombudsman against the Commission for allegedly not holding Ireland accountable.

"I don't think that, at the moment, the way to answer the questions is to accuse individual DPAs of wrongdoing,”
Wiewiórowski told reporters. “The problems are structural. And we should think about them in a structural way,
knowing that there will be no changes in the GDPR in the next few years."

The EDPS underlined three main structural obstacles the GDPR architecture must overcome. Unequal burden
sharing, procedural law differences hampering cooperation and the fact that the European Data Protection Board,
which gathers all EU DPAs in a collective body, is o�en involved too li�le and too late.

The governance question
The EDPB is the linchpin of the cooperation (h�ps://iapp.org/news/a/a-look-behind-the-edpbs-move-to-enhance-
enforcement-cooperation/) between European DPAs. It has supported the harmonization of the law adopting 57
guidelines and six recommendations in four years to improve clarity on legal concepts and explain how GDPR
applies to new technologies.

The question around enforcement has mostly been raised in large, cross-border cases, whereas the EDPS estimates
that 95% of data protection cases in Europe are at the local level. Although less numerous, cross-border cases can
have far-reaching consequences for millions of data subjects and affect tens of other cases.

That is where the EDPB comes in, as the leading authority must submit its dra� opinion to its peers. In case of
conflict, a majority of EU DPAs can overrule the leading authority. That is what happened with the record
(h�ps://apnews.com/article/technology-europe-business-data-privacy-9b9857544b8f20e44e290cfa15657aa1) 225
million euro fine the Irish DPA issued against WhatsApp, an amount that was significantly increased following a
dispute resolution mechanism.

For European Justice Commissioner Didier Reynders, the WhatsApp fine proves that the EDPB provides a platform
for consistency and cooperation. Still, the system has been accused of being too laborious and taking too long to
deliver on time-sensitive decisions.

"The use of these emergency or dispute resolution procedures should not be seen as a failure of cooperation, but as
a way to move forward and create jurisprudence," stressed Marie-Laure Denis, President of the CNIL. "We do not
consider status quo as an option, and we are fully aware of the margins for progress and obstacles that we still have
to overcome, including to ensure optimal cooperation."

In April, European DPAs met in Vienna and commi�ed (h�ps://edpb.europa.eu/system/files/2022-
04/edpb_statement_20220428_on_enforcement_cooperation_en.pdf) to closer cooperation for strategic cases
that fulfil specific quantitative and qualitative criteria. In particular, potential GDPR violations affect many data
subjects or touch upon structural or recurring problems in several member states.

Looking at the history of competition enforcement, the CNIL noted that the European Commission used to work
on its own at the beginning, but gradually integrated national authorities in its investigations. Moreover, it took
many years to bring the first big competition enforcement action as there is always a learning curve, although the
digital environment requires regulators to act much faster.

Administrative procedures
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For Wiewiórowski, the fact that procedural laws are fully defined at the national level is causing “critical problems”
for the cooperation between DPAs. In his view, it would be up to the European Commission to intervene to
streamline administrative procedures. In national legislation, there are sometimes differences so significant as to
touch upon even what is a final complaint decision.

This approach is opposed by Paul Nemitz, the principal advisor of the European Commission's justice and consumer
department, who stressed that it is much too early to talk about new EU legislation. For Nemitz, discrepancies in
procedural law can be solved by the DPAs simply by ignoring national procedures that hamper the effective
application of the GDPR, since European law takes priority over national rules.

However, the problem is that national procedural law is very precise, whereas the DPAs could only refer to some
vague principles of the GDPR as the data protection law does not address these procedural issues. For privacy
advocate Max Schrems, there is a concrete risk that national courts would rule against the DPAs in that case.

Schrems highlighted how NOYB is not recognized as a party in data protection cases in certain countries like
Sweden and that for administrative law harmonization to take place merely by judicial review, it could take 10 to 20
years. Moreover, the costs for initiating a lawsuit vary considerably across EU countries, with an average of 5,000
euros that can reach up to 100,000 euros in Ireland.

"If there's a real contradiction between national law and the European law, it's the task of the European
Commission to step in. Maybe first with the dialogue and not with an infringement process, to have that
improvement," said Ulrich Kelber, Germany's federal commissioner for data protection and freedom of information.

Three scenarios
In her keynote speech, European Commission Vice-President Věra Jourová presented three possible scenarios for
the GDPR in the next five to 10 years.

The first scenario involves changing nothing, counting on the fact the cooperation in the context of the one-stop
show will improve with time, as there are signs of improvement already. However, this scenario entails the risk of
unhealthy competition and tension between the DPAs and their interpretations of legal concepts.

The second scenario she called the “revolution.” It entails reopening the file to clarify certain concepts aligned with
the EDPB's guidelines and to centralize enforcement. While tempting, Jourová noted that old legislative ba�les
would come back and that fully centralized enforcement would mean that more minor cases might be neglected.

For her, the preferable is the third scenario, called “targeted improvements.” Administrative procedures would be
streamlined as far as possible under EU law, DPAs would collaborate with other regulators, such as competition
authorities, based on the one-stop-shop experience, and the EDPB would have a more decisive role with a stronger
secretariat. At the same time, the member states would ensure sufficient resources for specialized experts and
lawyers.

"We are at the crunch time. Either we all collectively show that GDPR and its enforcement is effective and fit for
purpose. Or others will do it for us. The expectations are very high. The pressure will only grow because there will be
more emotions and competition," Jourová said.
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Indira Talwani, United States District Judge.
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TALWANI, D.J.

Before the court is Plaintiffs AnywhereCommerce, Inc., and BBPOS Limited's Motion for Reconsideration of 
August 31, 2020 Order [#127]. The August 31, 2020 Order [#118] addressed Plaintiffs' Motion to Compel 
Production of Documents [#104]. There, Plaintiffs complained that domestic Defendants Ingenico, Inc., and 
Ingenico Corp., and French Defendant Ingenico Group S.A. were improperly refusing to comply with a request 
for production of documents by contending that the 2018 French analogue of the European General Data 
Protection Regulation ("GDPR") precluded Defendants from producing the requested materials.

The August 31, 2020 Order concluded that the GDPR did not limit the court's authority to order Defendants to 
produce the requested evidence, even assuming that production of the documents would run afoul of the 
GDPR.1 Mem. & Order 2 [#118] (citing Societe Nationale Industrielle Aerospatiale v. U.S. Dist. Court for S. 
Dist. of Iowa, 482 U.S. 522 , 544 , 107 S. Ct. 2542 , 96 L. Ed. 2d 461 (1987)). Nonetheless, the court 
considered the GDPR as an objection by a foreign state over the discovery sought by Plaintiffs to the extent 
that the requested discovery would have impinged on protections the GDPR provides to French nationals. Id. 
at 3. Where a United States court is faced with an objection by a foreign country over the scope of discovery, 
the Supreme Court has advised that the domestic court should consider the factors set out in the Restatement 
(Third) of Foreign Relations Law § 442(1)(c). See Societe Nationale, 482 U.S. at 544 , n. 28 . These are: "(1) 
the importance to the . . . litigation of the documents or other information requested; (2) the degree of 
specificity of the request; (3) whether the information originated in the United States; (4) the availability of 
alternative means of securing the information; and (5) the extent to which noncompliance with the request 
would undermine important interests of the United States, or compliance with the request would undermine 
important interests of the state where the information is located."Id.

At the time the court issued its August 31, 2020 Order, Plaintiffs had represented to the court that they 
expected [*2] much of the requested documents to be located in the United States and in the possession and 
control of the domestic Defendants. See Pls.' Mem. Support 12 [#105]. Taking this representation as accurate, 
the court noted that considerations of comity required avoiding potentially cumulative foreign discovery. Mem. 
& Order 4 [#118] (citing Richmark Corp. v. Timber Falling Consultants, 959 F.2d 1468 , 1475 (9th Cir. 1992) (
"[W]here the evidence sought is cumulative of existing evidence, courts have generally been unwilling to 
override foreign secrecy laws")). Accordingly, the court bifurcated the analysis as to those documents in 
possession and control of the domestic Defendants (even if subject to the GDPR) and those documents in 
possession and control of the foreign Defendant and then considered the Restatement factors only as to the 
former. For the reasons set forth in the August 31, 2020 Order, the court found that the Restatement factors 
supported Plaintiffs' argument that the material should be produced over any objections arising from the GDPR 
and the court ordered the production of the requested documents by the domestic Defendants. Id. at 4-7.

Plaintiffs' request for reconsideration of the August 31, 2020 Order asserts that, contrary to Plaintiffs' previous 
representations of where the relevant information was located, "the key decisionmakers . . . and the important 
documents and evidence relevant to Plaintiffs' claims are in France." Pls.' Mem. Support [#127]. Defendants do 
not disagree with this representation and, indeed, the representation is consistent with the parties' initial 
disclosures, which identify a number of witnesses outside the United States. See Pls.' Mem. Support, Exs. 2 & 
3 [#126-2], [#126-3]. Where a party requests relief from an interlocutory order, the court should grant such 
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relief "as justice requires." Monsarrat v. Zaiger, 303 F. Supp. 3d 164 , 166 (D. Mass. 2018) (quoting Greene v. 
Union Mut. Life Ins. Co. of Am., 764 F.2d 19 , 22-23 (1st Cir. 1985)). Here, reconsideration is appropriate since 
the August 31, 2020 Order was based on the court's misapprehension that discovery in this case could 
meaningfully proceed while also being limited to the domestic Defendants. Disabused of that premise, the 
court now reconsiders the conclusion reached in the August 31, 2020 Order without bifurcating the analysis 
between those documents in possession and control of the domestic as opposed to foreign Defendants.

Reconsideration of the August 31, 2020 Order does not require starting with a blank slate. This is because the 
analysis of all but one of the Restatement factors set forth in the August 31, 2020 Order is not affected by 
whether the analysis is bifurcated between materials in the custody of the domestic or foreign entities. First, the 
documents and information requested continue to be of substantial importance to the litigation.2 Indeed, the 
parties' initial disclosures make plain that French nationals are at the center of this dispute between the parties. 
Second, while Plaintiffs' discovery requests are sometimes quite broad, Defendants do not contend that the 
discovery requests raise [*3] concerns about disclosure of employees, customers, or third-party partners that 
were uninvolved in the events giving rise to the present dispute. Third, there remains no mechanism for 
Plaintiffs to discover substantially equivalent information through other means. Fourth, the United States 
continues to hold an important interest in rendering an adequately informed decision as to the rights of the 
parties to this action.

The only factor where the analysis now turns out differently is the question of whether the information 
originated in the United States or abroad. The parties no longer dispute that many if not most of the responsive 
documents either originated abroad or are located abroad. While the location of the materials is a weighty 
consideration in the comity analysis (and this court has attempted to avoid unnecessary discovery of foreign 
materials), that factor does not override the other four factors that, in this instance, tilt heavily in favor of 
disclosure. See Masimo Corp. v. Mindray DS USA, Inc., No. SACV1202206CJCJPRX, [2014 BL 498685], 
2014 U.S. Dist. LEXIS 195028 , [2014 BL 498685], 2014 WL 12589321 , at *3 (C.D. Cal. May 28, 2014) 
(finding that the location of the materials alone is not enough to block disclosure).

The existence of a Protective Order [#92] is a final consideration that is central to the court's analysis but does 
not fall squarely into the factors identified by the Restatement.3 As Defendants state in their brief, the GDPR is 
founded on the principal that "[e]veryone has the right to the protection of personal data concerning him or 
her." Defs.' Opp'n 3 n.1 [#106]. The court is cognizant of France's interest in ensuring that its nationals are 
afforded the rights provided under the GDPR to protect against the commoditization and/or distribution of their 
personal information. Consistent with the objectives of the GDPR, the parties have agreed to, and the court 
has endorsed, a Protective Order [#92] that provides that Defendants may identify private and/or confidential 
documents subject to the GDPR as "Highly Confidential-Attorneys' Eyes Only" with specific procedures in 
place as to how any such material may be disseminated and providing that upon the conclusion of the 
litigation, the materials are to be returned or destroyed. The court does not issue protective orders lightly and 
violations of the terms of this Order subject the offender to sanctions up to and including criminal contempt. 
Thus, far from ignoring the protections of the GDPR, the court's Order ensures that the protections provided by 
the GDPR are maintained throughout and following this proceeding. See In re Air Crash at Taipei, Taiwan on 
Oct. 31, 2000, 211 F.R.D. 374 , 379 (C.D. Cal. 2002) (noting that the presence of a protective order lessened 
concerns about the foreign government's interest in maintaining secrecy over the disclosed materials).
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Finally, the court turns to Defendants' alternate proposal that the court limit any order compelling the 
production of documents to those belonging to the custodians identified in the parties' initial disclosures. See 
Defs.' Opp'n 5 [#129]. This argument is not persuasive since initial disclosures [*4] are primarily a tool for a 
party to share the factual and legal contentions underlying their own cases, not witnesses or material that may 
be helpful to the opposing party. See Silvagni v. Wal-Mart Stores, Inc., 320 F.R.D. 237 , 240 (D. Nev. 2017) (
"The purposes of the initial disclosure requirements are important and clear. Parties should be put on notice of 
the factual and legal contentions of the opposing party") (emphasis added); Ramirez v. Zimmerman, No. 17-
CV-1230-BAS-AHG, [2020 BL 67737], 2020 U.S. Dist. LEXIS 32015 , [2020 BL 67737], 2020 WL 905603 , at 
*10 (S.D. Cal. Feb. 25, 2020) ("Whether a document might support the opposing party's claims is not the 
relevant standard for whether a document must be included in initial disclosures."). Where, without the benefit 
of discovery, Plaintiffs may not know the individuals within the Ingenico companies that possess the sought-
after information and where Defendants' disclosures may have only identified individuals who were known to 
have information helpful to Defendants' case, limiting discovery to the individuals identified in initial disclosures 
will place an asymmetric burden on Plaintiffs' ability to prosecute their case.

For the reasons set forth above, Plaintiffs' Motion for Reconsideration of August 31, 2020 Order [#127] is 
GRANTED. Defendants Ingenico, Inc., Ingenico Corp., and Ingenico Group S.A. are hereby ORDERED to 
produce, subject to the court's Protective Order [#92], responsive documents in their custody or control without 
redaction or withholding of personal data pursuant to the GDPR.

IT IS SO ORDERED.

Date: June 3, 2021

/s/ Indira Talwani

United States District Judge

fn

1

Plaintiffs contended that the GDPR's "litigation exemption" allows production of documents "necessary for 
the establishment, exercise or defense of legal claims, whether in court proceedings or in an administrative 
or out-of-court procedure." Mem. Supp. Mot. Compel 1 [#105]. Defendants, on the other hand, argued that, 
even if the litigation exemption applied, it only allows a production of materials information "necessary" for 
the case and that this standard was more restrictive than the standard of production under Fed. R. Civ. P. 
26 . Ingenico Opp'n 9-10 [#106]. However, Defendants did not identify any support for the proposition that a 
company would be subject to liability under the GDPR for complying with a court order to produce materials 
and at least one American court has rejected this argument. See Knight Capital Partners Corp. v. Henkel Ag 
& Co., KGaA, 290 F. Supp. 3d 681 , 687-88 (E.D. Mich. 2017). Whether the litigation exemption would 
protect a foreign company from liability under the GDPR is ultimately a question of foreign law that the court 
need not address as the issue may be resolved applying domestic law.
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fn

2

Defendants' expansive application of the GDPR to the documents requested by Plaintiffs augments the 
importance of the material being withheld. It continues to be Defendants' position that practically any 
document that contains personally identifiable information, such as the information contained in a signature 
block, renders the document protected by the GDPR regardless of whether the information contained in the 
email is of a personal or confidential nature. See Defs.' Mot. Impound 2 [#138]. Thus, the question 
presented is not the importance of a specific category of documents to this litigation insomuch as it is the 
importance of document discovery as a whole.

fn

3

Some courts consider the existence of a protective order in the fifth category, which balances the interests 
of the United States with the interests of the foreign country. See, e.g., In re Air Crash at Taipei, Taiwan on 
Oct. 31, 2000, 211 F.R.D. 374 , 379 (C.D. Cal. 2002); Finjan, Inc. v. Zscaler, Inc., No. 17CV06946JSTKAW, 
[2019 BL 49938], 2019 U.S. Dist. LEXIS 24570 , [2019 BL 49938], 2019 WL 618554 , at *3 (N.D. Cal. Feb. 
14, 2019). Proceeding in that way may understate the importance of a well-drafted protective order that may 
obviate the need for the comity analysis in the first place.
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Cross-Border Discovery Under the GDPR
by David R. Cohen, Reed Smith LLP and Erica Yen, KARL STORZ Endoscopy-America, Inc.
Maintained  • USA (National/Federal)

A Practice Note highlighting key considerations and challenges for organizations and their counsel
involved in cross-border discovery under the EU General Data Protection Regulation (GDPR), including
the tension between the broad scope of the GDPR and the broad scope of US discovery, the GDPR
requirements that impact US investigations and litigations, and best practices for navigating cross-border
discovery.
 

 GDPR Compliance Versus US Discovery Obligations

 Key GDPR Requirements
 Processing Personal Data

 Transferring Personal Data

 Retaining Personal Data

 Best Practices for Cross-Border Discovery
 Non-EU Discovery

 Lawful Basis Justification

 Data Collector Safeguards

 Notification and Consent

 Recordkeeping

 The Sedona Conference Resources

The EU General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679) governs the processing of individuals' personal
data in the European Union (EU). The GDPR was incorporated into the European Economic Area (EEA) Agreement by the
EEA Joint Committee, extending application of the GDPR to Iceland, Norway, and Liechtenstein.

The GDPR represents a codified version of the fundamental right to privacy in the EU, which differs significantly from the way
US law protects personal data. The GDPR includes several provisions that:

• Protect the rights of individuals in the EU (referred to as data subjects).

• Authorize severe consequences for noncompliance.

GDPR violators are subject to penalties of up to the larger of EUR20 million or 4% of an organization's annual global gross
revenue. While maximum fines may rarely be imposed, a penalty of even a fraction of the highest potential amount could have
a crippling impact on many organizations.
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Any organization that operates in the EU or has EU employees, customers, or clients must protect personal data and comply
with the GDPR. However, these efforts may sometimes conflict with US discovery demands. A litigant may face sanctions for
either violating the GDPR or failing to fulfill its US discovery obligations. To minimize risk, organizations and their counsel should:

• Understand the tension between the broad scope of the GDPR and the broad scope of US discovery (see GDPR
Compliance Versus US Discovery Obligations).

• Review the GDPR requirements impacting US investigations and litigations (see Key GDPR Requirements).

• Implement best practices for navigating cross-border discovery (see Best Practices for Cross-Border Discovery).

GDPR Compliance Versus US Discovery Obligations

The GDPR has a broad territorial reach. It applies to organizations acting as data controllers or data processors that are either:

• Established in the EU.

• Established in a jurisdiction where EU member state law applies through public international law.

• Not established in the EU but either:

• offer goods or services to data subjects in the EU; or

• monitor the behavior of data subjects that takes place in the EU.

(GDPR, Article 3.)

The GDPR imposes restrictions on processing, transferring, and retaining personal data, and broadly defines both "personal
data" and "processing." Personal data includes "any information relating to an identified or identifiable natural person" (GDPR,
Article 4(1)). This definition reflects a significantly broader concept of personal data or personally identifiable information than
what is recognized in the US. Any data point that allows a person to be identified (such as an individual's name, an email address,
or even a job title and employer's name) constitutes personal data under the GDPR.

The term "processing" includes "any operation or set of operations performed upon personal data or sets of personal
data, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available … erasure or
destruction" (GDPR, Article 4(2)).

Information exchanges in US investigations and litigations typically entail the preservation, collection, filtering, review, and
production of voluminous quantities of data, much of which includes processing personal data under the GDPR definition. The
frequency and amount of disclosure commonly required in US dispute resolution is unfamiliar to most EU privacy officials given
that, outside of the UK, the dispute resolution systems in EU jurisdictions contemplate little (if any) party-driven discovery.
Moreover, EU countries tend to give much greater weight to personal privacy because it is a fundamental right in the EU (see
Charter of Fundamental Rights of the European Union, Title II, Article 8).
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However, US courts often afford little deference to non-US privacy laws when parties object to cross-border discovery. The most
pertinent guidance from the US Supreme Court came more than 30 years ago in Société Nationale Industrielle Aérospatiale v.
United States Dist. Court for the S. Dist. of Iowa (482 U.S. 522 (1987)). In that case, the Court set out factors for lower courts to
apply when addressing a request for discovery that implicates foreign law (482 U.S. at 546 & n.30). Most courts applying those
factors have held that the US discovery interests outweighed the EU privacy interests (see, for example, Giorgi Glob. Holdings,
Inc. v. Smulski, 2020 WL 2571177 (E.D. Pa. May 21, 2020); Knight Capital Partners Corp. v. Henkel Ag & Co., KGaA, 290 F.
Supp. 3d 681, 687 (E.D. Mich. 2017)). Accordingly, it is challenging for organizations with an international reach to comply with
US discovery obligations without violating the GDPR.

For more information on typical conflicts that can arise between US discovery laws and non-US data protection laws that limit the
collection, processing, and cross-border transfer of personal information, see Practice Note, Conflicts Between US Discovery
and Non-US Data Protection Laws.

Key GDPR Requirements

To comply with the GDPR when confronted with US discovery obligations, counsel must understand the GDPR requirements
that address how an organization:

• Processes personal data (see Processing Personal Data).

• Transfers personal data (see Transferring Personal Data).

• Retains personal data (see Retaining Personal Data).

Because GDPR compliance is complicated, counsel should consider consulting with knowledgeable local counsel before
processing, transferring, or retaining any personal data for a US dispute.

Processing Personal Data

The GDPR restricts the processing of personal data by an organization in several ways. First, an organization must have a
lawful basis for processing the data. The most likely lawful bases for processing personal data for US dispute resolution include
where either:

• The data subject consents to the processing of her personal data for one or more specific purposes (see Consent).

• Processing the personal data is necessary to:

• comply with a data controller's legal obligation under EU state law; or

• serve a data controller's or a third party's legitimate interests, except where a data subject's fundamental rights
and freedoms requiring the protection of her personal data override those legitimate interests.

(See Legitimate Interests.)
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(GDPR, Article 6(1)(a)-(f).)

Consent
US counsel seeking personal data for a US dispute may try to obtain a data subject's consent to process data for discovery.
Consent under the GDPR is a high threshold to meet and maintain, so it is usually not prudent to rely on that basis.

Valid consent must be:

• Demonstrable. A data controller bears the burden of proving that it obtained the data subject's consent to process
her personal data, typically through a written statement, a ticked box, or a verbal representation (GDPR, Recital 32
("Silence, pre-ticked boxes or inactivity should not … constitute consent.")). A data controller's request for consent must
be clearly distinguishable from other matters addressed in the request and must be conveyed in clear, plain language.

• Revocable. A data subject may freely withdraw consent (GDPR, Article 7(3) ("It shall be as easy to withdraw as to give
consent.")). Obtaining revocable consent may be impractical in US disputes because a data controller typically loses
control of data once it is produced to another party. However, the GDPR also states that a revocation of consent does
not render unlawful any processing performed before the revocation. Organizations that have produced processed
personal data based on consent before it was withdrawn may still comply with the GDPR.

• Voluntary. A data subject must freely give consent. However, the Article 29 Working Party (now the European Data
Protection Board) acknowledged the difficulty associated with determining and establishing that an employee's consent
is truly voluntary where it was provided in response to an employer's request.

(GDPR, Article 7; Recitals 32, 33, 42, and 43.)

In addition to these requirements, consent-based processing covers only the consenting data subject's personal data. Because
any individual custodian's data will include personal data about numerous other data subjects, securing the consent of every
data subject identified in every document, communication, or piece of data is unrealistic in most cases.

For a sample consent form that counsel can use to obtain a data subject's consent to process and transfer personal data protected
by non-US data protection laws for production in US discovery, see Standard Document, Consent to Process and Transfer
Personal Data in US Discovery.

Legitimate Interests
Given the difficulties associated with securing valid consent, parties in US disputes typically rely on the legitimate interests basis
to justify processing personal data.

To make the required showing, a litigant must be prepared to demonstrate that the interests or fundamental rights and freedoms
of the data subjects do not override the litigant's legitimate interests. Counsel can employ various techniques, including data
minimization and protection, to help satisfy that balancing test (see Best Practices for Cross-Border Discovery).

However, a data controller may not invoke the legitimate interests basis to process personal data if the data falls within one of
the "special categories" of personal data set by the GDPR, such as:
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• Data revealing a data subject's:

• racial or ethnic origin;

• political opinions;

• religious or philosophical beliefs; or

• trade union membership.

• Genetic data, biometric data, or data concerning health.

• Data concerning a data subject's sex life or sexual orientation.

(GDPR, Article 9(1).)

A data controller may process this type of personal data only if it either:

• Secures the data subject's explicit consent for processing, which is subject to more exacting consent requirements than
those identified above (GDPR, Article 9(2)(a); see Consent). Explicit consent requires a data subject to state her consent
clearly and in detail, leaving no room for confusion or doubt. Explicit consent can be confirmed expressly through a
written statement alone and it can be further bolstered by having the data subject sign the written statement manually or
digitally, fill out an electronic form, or send an email (see Article 29 Working Party, WP 259).

• Demonstrates that the processing is necessary to establish, exercise, or defend legal claims, or that a court is acting in
its judicial capacity (GDPR, Article 9(2)(f)).

The GDPR does not explicitly state whether the phrase "legal claims" extends to US legal claims. Accordingly, in the context
of cross-border discovery, a data controller should attempt to filter out the special categories of personal data from any further
processing or transfers. Even if a party establishes a legal basis to process special categories of personal data for a US dispute,
it must also conduct a data protection impact assessment (DPIA) if it intends to process the data on a large scale (see GDPR,
Article 35(3); Article 29 Working Party, WP 248).

A DPIA is required where data processing "is likely to result in a high risk to the rights and freedoms of natural persons" (GDPR,
Article 35(1); Article 29 Working Party, WP 248 (listing nine criteria to be considered in determining potential "high risk")). A DPIA:

• Describes the nature, scope, context, and purposes of the processing.

• Assesses whether the processing is necessary and proportional.

• Identifies and evaluates risks to data subjects.

• Specifies measures an organization can take to address data risks and demonstrate compliance.



Cross-Border Discovery Under the GDPR, Practical Law Practice Note w-015-9256

 © 2020 Thomson Reuters. No claim to original U.S. Government Works. 6

(See GDPR, Article 35(3); Article 29 Working Party, WP 248.) The DPIA must be continuously updated and overseen by the
controller in conjunction with the data protection officer. A DPIA is required in any instance where processing involves risks to
the rights and freedoms of natural persons.

If the data controller determines that processing is not likely to result in a high risk, the controller should document the reasons
for not carrying out a DPIA. Even where the GDPR does not require an organization to conduct a DPIA, the process may help
the organization:

• Assess risks before processing data.

• Mitigate risks by demonstrating that it took actions to comply with GDPR requirements.

(See Article 29 Working Party, WP 248.)

Transferring Personal Data

In addition to needing a lawful basis to process personal data, a party must have a lawful basis to transfer data outside of the
EU for discovery purposes.

Transfers to the US are particularly problematic because the GDPR permits data controllers to transfer personal data only to
those countries that adequately protect personal data (GDPR, Article 45; Recital 103). The European Commission does not
consider the US to offer adequate privacy protections, which means that organizations must meet certain GDPR requirements
before transferring personal data to the US (GDPR, Article 46).

For purposes of EU-US data transfers for US disputes, the GDPR provisions most likely to be invoked require the transfer to
be subject to appropriated safeguards, under either:

• A preapproved transfer mechanism (see Preapproved Transfer Mechanisms).

• Derogations for specific situations as set forth in GDPR Article 49 (see Derogations for Specific Situations).

Preapproved Transfer Mechanisms
Preapproved transfer mechanisms include:

• An approved code of conduct (GDPR Articles 40, and 46(2)(e)). However, no such code of conduct has been approved.

• A legally binding and enforceable instrument between public authorities or bodies (GDPR, Article 46(2)(a)).

• Binding corporate rules (GDPR, Article 46(2)(b), Article 47).

• Standard contractual clauses adopted or approved by the European Commission (GDPR, Article 46(2)(c) and (d)).
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Formerly, some parties relied on the EU-US Privacy Shield as an approved certification mechanism for data transfers under GDPR
Article 42. However, on July 16, 2020, the European Court of Justice (ECJ) issued a decision in Data Protection Commissioner
v Facebook Ireland and Maximillian Schrems (Case C-311/18) EU:C:2020:559, 16 July 2020) (Schrems II) that invalidated the
EU-US Privacy Shield framework as a personal data transfer mechanism under the GDPR. For more on the decision, see Legal
update: case report, Schrems II: controller to processor standard contractual clauses valid but EU-US Privacy Shield invalid
(ECJ).

The Schrems II decision upheld the general validity of standard contractual clauses, but requires case-by-case evaluations on
whether a recipient country's laws, such as government surveillance or reporting requirements, interfere with the mechanism's
ability to provide the GDPR’s required level of adequate protection for the particular transfer. The same problems that led to
invalidation of the EU-US Privacy Shield (including US surveillance laws and the lack of remedies for EU data subjects) could
result in a finding that standard contractual clauses are equally deficient as a basis for transferring data to the US for litigation
discovery.

Moreover, none of the approved transfer mechanisms under GDPR Articles 42 or 46 permit onward or additional transfers to
data processors or data controllers, including parties in US litigation.

Derogations for Specific Situations
In light of the inadequacies of preapproved transfer mechanisms in the context of cross-border discovery, litigants must rely on
the derogations for specific situations set forth in GDPR Article 49. GDPR Article 49 permits transfers when:

• The transfer is necessary for the establishment, exercise of defense of legal claims (GDPR Article 49(1)(e)). However,
it is questionable whether GDPR drafters intended this provision to apply to US legal claims. Moreover, where a party
seeks to invoke this exemption, the transfer must be "occasional and necessary" for purposes of:

• judicial proceedings;

• administrative or out-of-court proceedings;

• proceedings before regulatory bodies;

• criminal or administrative investigations; or

• formal pretrial discovery proceedings, including to commence a litigation or to seek approval for a merger.

(GDPR, Recital 111; Article 29 Working Group, WP 262.) The mere possibility that litigation proceedings may arise in the
future, is insufficient to justify a data transfer. This can pose challenges where, for example, a party must implement a
cross-border litigation hold or perform an early case assessment before litigation arises.

• The transfer is:

• not repetitive;

• concerns only a limited number of data subjects;
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• is necessary for purposes of compelling legitimate interests that are not overridden by the data subject's interests
or rights and freedoms; and

• is subject to suitable safeguards to protect the personal data during and after the transfer.

Where transfers are made under this provision the data controller must inform both the data subjects and the
supervisory authority of the transfer and the compelling legitimate interests pursued. (GDPR, Article 49(1); Recital 113.)

For information on crafting a cross-border legal hold policy and implementing a US-style legal hold abroad, see Practice Note,
Cross-Border Legal Holds: Challenges and Best Practices.

For information on using early data assessment to search, organize, and cull a collection of electronically stored information
before it is fully processed, see Practice Note, The Advantages of Early Data Assessment.

For information on how the GDPR affects the transfer of personal data between the UK and other countries outside the EEA,
see Practice Note, Cross-Border Transfers of Personal Data Under the GDPR.

Retaining Personal Data

The GDPR restrictions on retaining personal data stem from the principle that personal data should be kept in a form that permits
data subjects to be identified only for as long as needed to satisfy the purposes behind the processing of the personal data
(GDPR, Article 5(e)).

The importance of this principle has been amplified by the "right of erasure," commonly known as the right to be forgotten. The
right of erasure permits a data subject to have an organization delete personal data it possesses or controls that concerns the
data subject "without undue delay," including removing personal data that the organization made public, if any of the following
circumstances exist:

• The personal data is no longer needed to serve the purposes for which it was collected or otherwise processed.

• The data subject withdraws her consent and there is no other legal ground for the processing.

• The data subject formally objects to the processing and there are no overriding legitimate grounds for the processing.

• The personal data was unlawfully processed.

• The personal data must be erased to comply with a legal obligation in the EU or in an EU jurisdiction to which the data
controller is subject.

(GDPR, Article 17.)

The right of erasure is a qualified right rather than an absolute right. A data controller's legitimate interests in the personal data
may in some circumstances override the interests of the data subject seeking to exercise the right. Additionally, the right of
erasure does not apply to processing personal data to establish, exercise, or defend legal claims. (GDPR, Article 17(3).)
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For more information on the right of erasure, see Practice Note, Data Subject Rights Under the GDPR.

Best Practices for Cross-Border Discovery

Despite the uncertainty that remains, there are some practical steps that can help an organization demonstrate its good faith
efforts to maximize GDPR compliance when faced with US discovery demands. For example, counsel should:

• Take full advantage of any non-EU based discovery to avoid application of the GDPR (see Non-EU Discovery).

• Analyze potential lawful bases to justify the processing of any personal data (see Lawful Basis Justification).

• Notify any affected data subjects of the potential processing and transfer and consider obtaining informed and voluntary
consent where practical (see Notification and Consent).

• Minimize the volume of personal data to be processed or transferred.

• Implement appropriate safeguards to protect personal data both before and after a transfer (see Data Collector
Safeguards).

• Document all processes and methods counsel have employed in their efforts to comply with the GDPR (see
Recordkeeping).

Non-EU Discovery

Perhaps the most obvious means of ensuring GDPR compliance is to conduct as much discovery as possible within US borders.
For example, counsel should:

• Assess whether a litigant can comply with US discovery obligations without seeking foreign discovery.

• Object to cross-border discovery requests, particularly where they are disproportional or duplicative.

• Seek judicial intervention as needed, and be prepared to demonstrate the cost and burden of searching for data abroad
and complying with the GDPR.

When a party must obtain data from Europe, counsel should use existing international mechanisms such as the Hague Evidence
Convention and letters rogatory.

Lawful Basis Justification

When no better alternatives exist, identifying a lawful basis under the GDPR to justify processing personal data is perhaps the
most labor-intensive but critical step to maximize compliance. To help inform and support this analysis, counsel should:
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• Understand the specific rules and protections in each EU jurisdiction where the applicable data resides, including any
relevant country-specific rules and practices. Counsel can consult local data privacy counsel about these jurisdictional
rules and local best practices, which may involve seeking agreements with works councils in some countries.

• Set out the details of documents that must be reviewed or collected, including email accounts to be searched, persons to
being interviewed, relevant time periods, and relevant file types.

• Apply reasonably narrow search parameters to electronically search for only documents that are necessary (rather than
merely potentially or tangentially relevant) to resolve contested issues in the dispute.

• Review any search hits within the EU to minimize the scope of a cross-border transfer, or remove any personal
information from the data before transferring it to the US for review where practical.

• Immediately delete any collected data as soon as counsel determine that the data is unnecessary.

• Reconsider data needs and delete no longer needed data at key points in the litigation, such as after the dismissal or
settlement of particular claims or the dismissal of certain parties.

• Consider potential compliance obligations when additional processing is performed on the preserved data.

• Ensure the data controllers and data processors (typically litigation support vendors) sign an appropriate data processing
agreement that provides assurances about adequate privacy protection for personal data. Where possible, use a data
processor that:

• is located in the country where the data resides; and

• has implemented appropriate privacy safeguards.

(For more information, see Practice Note, Data Processor Obligations Under the GDPR.)

For more information on the lawful bases under the GDPR that can justify processing personal data, see Practice Note, Overview
of EU General Data Protection Regulation.

Data Collector Safeguards

Counsel should confirm that the data collector has enacted appropriate safeguards to protect collected personal data both before
and after a data transfer. Common safeguards include:

• Security measures. Data encryption or other reasonable protections should be in place when handling personal data.
This is useful for both the data transfer and the subsequent storage and handling of the data in the US.
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• Confidentiality agreements and protective orders. These agreements and orders can help shield the confidentiality of
personal data that is included in the transferred data. (For more information, see Standard Document, Protective Order
for Documents Protected by Non-US Data Protection Laws.)

• Restricted access to transferred data. Counsel should permit individuals to view the data only on an as-needed basis,
and should document any instances where someone has accessed the data.

• Pseudonymizing software tools. Software or service providers that can pseudonymize personal data even before
review or transfer of the data can help mitigate the risk that personal data will be improperly processed or transferred.
Only a small minority of documents produced for discovery in US litigation are used in depositions or at trial. Even
pseudonymized versions of documents typically contain enough information for trained reviewers to determine their
potential importance for resolving disputed issues in the litigation. Where reviewers determine that an pseudonymized
document is highly relevant, an organization might need to produce that document in its original form. Yet, by
pseudonymizing documents before the initial review, an organization can filter out most (indeed, all but the most
relevant) documents from further processing or transfer, thereby minimizing any necessary processing or transfer of key
documents with personal data still intact (see Practice Note, Anonymization and Pseudonymization Under the GDPR).

• Inspection instead of production. Counsel should consider requiring the requesting party to examine the data at
a secure location (preferably before the data transfer) where possible rather than producing documents containing
personal data. After that inspection, counsel can arrange for the transfer of only truly necessary documents, which
generally make up a small portion of the original data universe.

• Deletion of unneeded data as soon as possible. As noted above, counsel should arrange to delete any collected data
as soon as it is no longer needed. Additionally, counsel should ensure, through a case management, confidentiality, or
protective order and through agreements with litigation support providers, that all parties must delete any remaining data
when the dispute is resolved. To confirm compliance with this obligation and ensure the data is deleted on a timely basis,
counsel should follow up with the data controllers, any litigation support vendors, and opposing counsel (who must then
follow up with their clients and litigation support vendors).

Notification and Consent

Counsel should notify data subjects when their data is being processed or transferred for a US dispute. This information may
also be contained in an organization's privacy policy, but boilerplate notices in a privacy policy generally do not meet notification
requirements under the GDPR. Instead, counsel should consider providing specific notices, to the extent practicable, when data
is being transferred for a particular dispute.

For more on the GDPR notice requirements, see Practice Note, Overview of EU General Data Protection Regulation:
Transparency.

Counsel generally should avoid relying on consent as the primary basis for any data processing or transfers. If counsel must
seek consent, they should:

• Take steps to ensure and document that the data subject's consent was truly informed, specific, voluntary, and revocable
to the extent possible.
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• Put measures in place to address the exercise of data subject rights, including any objections to the processing or
transfer and requests to access the personal data, as applicable.

Recordkeeping

In light of the GDPR's new accountability requirement, counsel should maintain detailed documentation of all procedures
used in connection with processing or transferring personal data and constantly monitor the data controller's compliance with
data protection laws. In general, all technical and organizational procedures and data subject notifications must be recorded.
An organization may use this information when demonstrating its compliance during any audits. For more on the GDPR's
accountability requirement, see Practice Note, Demonstrating Compliance with the GDPR.

The Sedona Conference Resources

The Sedona Conference provides various resources to help organizations and their counsel navigate cross-
border discovery. Key principles from this guidance include the following:

• Counsel and parties should demonstrate due respect for foreign data protection laws.

• Where full compliance presents a conflict of law, a party's conduct should be judged by a standard of
good faith and reasonableness.

• Parties should limit the scope of preservation and discovery to limit conflicts of law.

• Where a conflict with GDPR compliance arises, the parties should enter into a stipulation or obtain a
court order.

• Data controllers should be prepared to demonstrate that adequate protections have been implemented to
safeguard personal data.

• Data controllers should retain protected data only as long as necessary.

(See The Sedona Conference, International Principles on Discovery, Disclosure & Data Protection in Civil
Litigation.)
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Under certain conditions, the GDPR applies to companies that
are not in Europe. In this article, we’ll explain when and how
the GDPR applies outside the EU.

The European Union’s General Data Protection Regulation is peculiar in the fact that it applies to organizations that may have
little to do with the EU. For example, you may be a US web development company based in Denver, Colorado, selling
websites mainly to Colorado businesses. But if you track and analyze EU visitors to your company’s website, then you may be
subject to the provisions of the GDPR.

Here we’ll take a detailed look at the geographical scope of the GDPR, including what the regulation actually says and how
you might be a�ected. You shouldn’t take this as personal legal advice, of course. We recommend speaking with an attorney
to determine whether the GDPR applies to your organization’s speci�c case.

The GDPR in a nutshell
The GDPR is an EU data privacy law that went into e�ect May 25, 2018. It is designed to give individuals more control over
how their data are collected, used, and protected online. It also binds organizations to strict new rules about using and
securing the personal data they collect from people, including the mandatory use of technical safeguards like encryption and
higher legal thresholds to justify data collection. Organizations that don’t comply will face heavy penalties of up to 4 percent
of their global annual revenue or €20 million, whichever is higher.

For an overview of the GDPR, check out our article “What is the GDPR?” And you can read the full text here.

The GDPR does apply outside Europe
The whole point of the GDPR is to protect data belonging to EU citizens and residents. The law, therefore, applies to
organizations that handle such data whether they are EU-based organizations or not, known as “extra-territorial e�ect.”

The GDPR spells out in Article 3 the territorial scope of the law:

Does the GDPR apply to companies
outside of the EU?
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1. This Regulation applies to the processing of personal data in the context of the activities of an establishment of a
controller or a processor in the Union, regardless of whether the processing takes place in the Union or not.

2. This Regulation applies to the processing of personal data of data subjects who are in the Union by a controller or
processor not established in the Union, where the processing activities are related to:

(a) the o�ering of goods or services, irrespective of whether a payment of the data subject is required, to such data
subjects in the Union; or

(b) the monitoring of their behaviour as far as their behaviour takes place within the Union.

3. This Regulation applies to the processing of personal data by a controller not established in the Union, but in a
place where Member State law applies by virtue of public international law.

Article 3.1 states that the GDPR applies to organizations that are based in the EU even if the data are being stored or used
outside of the EU. Article 3.2 goes even further and applies the law to organizations that are not in the EU if two conditions
are met: the organization o�ers goods or services to people in the EU, or the organization monitors their online behavior.
(Article 3.3 refers to more unusual scenarios, such as in EU embassies.)

When does the GDPR apply outside Europe?
As we just mentioned, there are two scenarios in which a non-EU organization might have to comply with the GDPR. Let’s
take a closer look at each of these.

O�ering goods or services

The Internet makes goods and services in far-�ung places accessible anywhere in the world. A teenager in Cyprus could easily
order a pizza online from a local pizza shop in Miami and have it delivered to a friend’s house there. But the GDPR does not
apply to occasional instances. Rather, regulators look for other clues to determine whether the organization set out to o�er
goods and services to people in the EU. To do so, they’ll look for things like whether, for example, a Canadian company
created ads in German or included pricing in euros on its website. In other words, if your company is not in the EU but you
cater to EU customers, then you should strive to be GDPR compliant.

Monitoring their behavior

If your organization uses web tools that allow you to track cookies or the IP addresses of people who visit your website from
EU countries, then you fall under the scope of the GDPR. Practically speaking, it’s unclear how strictly this provision will be
interpreted or how brazenly it will be enforced. Suppose you run a golf course in Manitoba focused exclusively on your local
area, but sometimes people in France stumble across your site. Would you �nd yourself in the crosshairs of European
regulators? It’s not likely. But technically you could be held accountable for tracking these data.

Exceptions to the rule
There are two important exceptions we should note here. First, the GDPR does not apply to “purely personal or household
activity.” So if you’ve collected email addresses to organize a picnic with friends from work, rest assured you will not have to
encrypt their contact info to comply with the GDPR (though you might want to anyway!). The GDPR only applies to
organizations engaged in “professional or commercial activity.” So, if you’re collecting email addresses from friends to
fundraise a side business project, then the GDPR may apply to you.
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Donna M. Ryu, United States Magistrate Judge.

Donna M. Ryu

ORDER GRANTING DIRECT PURCHASER PLAINTIFFS' MOTION TO COMPEL

Re: Dkt. No. 229, 228, 256, 260, 272

Before the court is the Direct Purchaser Plaintiffs' motion to compel Defendant Nongshim Korea Co. Ltd. 
("Nongshim") to provide the last known contact information for three former Nongshim employees. Docket No. 
229. The court held a hearing on December 17, 2015. At the court's request, the parties provided supplemental 
information about the former employees. Docket Nos. 254, 257, 261, 273. The court now grants the Direct 
Purchaser Plaintiffs' motion to compel Nongshim to provide the last known telephone number, email and 
physical address for its three former employees. Docket No. 229.1

I. BACKGROUND

A. Factual Allegations

Defendants Nongshim and Ottogi Company, Ltd.2 manufacture and sell Korean [*3] ramen noodles in Korea, 
and also export ramen noodles for sale in the United States. In this multidistrict litigation, various direct and 
indirect purchasers of Defendants' ramen noodles allege that Defendants engaged in a price-fixing conspiracy 
to raise the prices of their ramen noodles sold in the United States. Plaintiffs allege that they paid more for 
Korean ramen noodles in the United States as a result of the price-fixing conspiracy than they would have paid 
in a competitive market. The Direct Purchaser Plaintiffs ("DPPs") are food retailers and distributors that 
purchased ramen noodles directly from Defendants. The Indirect Purchaser Plaintiffs ("IPP") are individuals 
who purchased Korean noodles manufactured by Defendants from retailers in several states.

II. DISCUSSION

The DPPs have requested contact information for three former Nongshim employees who attended certain 
Ramen Conferences in Korea, which the DPPs contend were a vehicle for competitors to fix ramen noodle 
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prices. Nongshim has objected to providing contact information for its former employees, claiming that the 
Korean Personal Information Protection Act ("PIPA") prohibits Nongshim from doing so without the consent of 
the individuals. The three former employees have expressly refused to consent to disclosure of their contact 
information.

The DPPs argue that Nongshim should be required to turn over the contact information based on two theories. 
First, they contend that Nongshim waived any PIPA objection by agreeing to the terms of the May 7, 2015 
Stipulation and Order, which expressly discusses the treatment of information covered by PIPA. Docket No. 
170. Second, the DPPs assert that even if the stipulated order does not apply, the balance of the factors of the 
international comity analysis set forth in Richmark Corp. v. Timber Falling Consultants, 959 F.2d 1468 , 1475 
(9th Cir. 1992), weigh in favor of compelling disclosure.

A. The May 7, 2015 Stipulation and Order

The purpose of PIPA is to "provide for the processing of the personal information for the purpose of enhancing 
the right and interest of citizens, and further realizing the dignity and value of individuals by protecting their 
privacy from the unauthorized collection, leak, abuse or misuse of personal information." PIPA, Article 1.3 The 
parties agree that the contact information requested by the DPPs qualifies as "personal information" under 
PIPA. See PIPA, Article 2(1). The parties do not otherwise agree about how PIPA applies to the requested 
information.

Article 17 addresses the provision of a data subject's personal information to third parties. Nongshim points to 
Article 17(3), which applies to the provision of personal information to a "third party overseas." It requires that a 
personal information processor inform the data subject about the specific information to be released, and 
"obtain consent." PIPA, Article 17(3). Nongshim argues that pursuant to Article 17(3), it must obtain the former 
employees' consent in order to disclose the subject's personal information to third parties [*4] overseas. It 
contends that where, as here, the data subjects have denied consent, PIPA prevents Nongshim from 
disclosing their personal information.

The DPPs, however, point to Article 17(1)(2), which permits disclosure pursuant to a legal obligation. 
Specifically, it allows a personal information processor to provide a third party with a data subject's personal 
information where the information is provided "within the scope of purposes for which personal information is 
collected under Subparagraphs 2, 3, and 5 of Article 15(1)." PIPA, Article 17(1)(2). In turn, Article 15(1)(2) 
permits disclosure "where special provisions exist in laws or it is unavoidable so as to observe legal 
obligations." PIPA, Article 15(1)(2). The DPPs contend that Nongshim may properly release the contact 
information because the disclosure would be pursuant to a legal obligation, namely, the May 7, 2015 
Stipulation and Order. Pursuant to the parties' stipulation, the court ordered that "[w]hen any party or non-party 
produces information in this litigation that is covered by the Data Privacy Laws [which include PIPA]..., this 
Court Orders, notwithstanding any provision of the Data Privacy Laws to the contrary, that such information be 
produced to the requesting party for use in this litigation, provided however that any such production shall be 
subject to the terms of the Stipulated Confidentiality Protective Order (Dkt. No. 161) on file in this litigation." 
Docket No. 170 at 4.

While the parties may have intended to create a "legal obligation" through the May 7, 2015 Stipulation and 
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Order to address PIPA concerns regarding the disclosure of personal information, the parties' intent is 
irrelevant to the interpretation of PIPA. This court finds that Article 17(3) applies to the disclosure of the former 
employee contact information to the parties in this litigation because that article specifically addresses the 
provision of "personal information to a third party overseas." Article 17(3) requires notice and consent for the 
overseas disclosure of personal information; it does not reference Article 15(1)(2), or otherwise provide an 
exception to comply with "legal obligations." For this reason, the May 7, 2015 Stipulation and Order does not 
affect the PIPA obligations under Article 17(3).

B. International Comity Analysis

Invoking the doctrine of international comity, the DPPs next argue that Nongshim should be compelled to 
provide the requested information notwithstanding any limitations imposed by PIPA. The Federal Rules of Civil 
Procedure authorize party-initiated discovery of any evidence that is relevant and proportional to any party's 
claims or defenses. Fed. R. Civ. P. 26(b)(1) . Rule 26 grants the court discretion to limit discovery on several 
grounds, including international comity. See In re Rubber Chems. Antitrust Litig., 486 F. Supp. 2d 1078 , 1081 
(N.D. Cal. 2007) (citing Societe Nationale Industrielle Aerospatiale v. U.S. Dist. Court for S. Dist. of Iowa, 482 
U.S. 522 , 544 , 107 S. Ct. 2542 , 96 L. Ed. 2d 461 (1987)).

The Supreme Court and the Ninth Circuit agree that comity and foreign law alone are not dispositive when a 
discovery dispute arises regarding a foreign [*5] law's protection of documents sought in a United States court. 
See Aerospatiale, 482 U.S. at 544 & n.29; Societe Internationale Pour Participations Industrielles et 
Commerciales v. Rogers, 357 U.S. 197 , 208 , 78 S. Ct. 1087 , 2 L. Ed. 2d 1255 (1958); Richmark Corp. v. 
Timber Falling Consultants, 959 F.2d 1468 , 1474-75 (9th Cir. 1992). "'Comity, in the legal sense, is neither a 
matter of absolute obligation, on the one hand, nor of mere courtesy and good will, upon the other. But it is the 
recognition which one nation allows within its territory to the legislative, executive or judicial acts of another 
nation, having due regard both to the international duty and convenience, and to the rights of its own citizens or 
of other persons who are under the protection of its laws.'" Aerospatiale, 482 U.S. at 544 n.27 (quoting Hilton v. 
Guyot, 159 U.S. 113 , 163-164 , 16 S. Ct. 139 , 40 L. Ed. 95 (1895)). Thus, foreign blocking statutes such as 
PIPA do not automatically "'deprive an American court of the power to order a party subject to its jurisdiction to 
produce evidence even though the act of production may violate that statute,'" but instead require a case-by-
case determination. Richmark, 959 F.2d at 1474 (footnote and citation omitted) (quoting Aerospatiale, 482 U.S. 
at 544 n.29).

In undertaking a comity analysis, a court must balance five competing factors:

(1) the importance to the ... litigation of the documents or other information requested; (2) the 
degree of specificity of the request; (3) whether the information originated in the United States; (4) 
the availability of alternative means of securing the information; and (5) the extent to which 
noncompliance with the request would undermine important interests of the United States, or 
compliance with the request would undermine important interests of the state where the 
information is located.

Aerospatiale, 482 U.S. at 544 n.28.
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In the Ninth Circuit, courts also consider "the extent and nature of the hardship that inconsistent enforcement 
would impose upon the person, . . . [and] the extent to which enforcement by action of either state can 
reasonably be expected to achieve compliance with the rule prescribed by that state." Richmark, 959 F.2d at 
1475 (brackets and ellipses in original) (citation and quotation marks omitted). "The party relying on foreign law 
has the burden of showing that such law bars production." United States v. Vetco, Inc., 691 F.2d 1281 , 1289 
(9th Cir. 1981) (citing Ohio v. Arthur Andersen & Co., 570 F.2d 1370 , 1374 (10th Cir. 1978); First Nat'l City 
Bank of N.Y. v. IRS, 271 F.2d 616 , 619-20 (2d Cir. 1959)).

1. The Importance of the Information

"Where the outcome of litigation does not stand or fall on the present discovery order, or where the evidence 
sought is cumulative of existing evidence," courts generally will recognize foreign blocking statutes. Richmark, 
959 F.2d at 1475 (citing In re Westinghouse Elec. Corp. Uranium Contracts Litig., 563 F.2d 992 , 999 (10th Cir. 
1977)) (quotation marks omitted); accord In re Rubber Chems. Antitrust Litig., 486 F. Supp. 2d at 1082 . 
Conversely, where the evidence is "directly relevant" to the case, the court will lean toward disclosure. 
Richmark, 959 F.2d at 1475 (citing Vetco, Inc., 691 F.2d at 1290 ).

Here, the DPPs seek contact information for three individuals, each of whom attended one or more Korean 
Ramen Conferences on behalf of Nongshim during the time period relevant to this antitrust litigation. The DPPs 
allege that [*6] Ramen Conferences were a key vehicle for the development and furtherance of the alleged 
price-fixing conspiracy. Nongshim argues that the information is not important to the case, because the 
witnesses' knowledge is likely limited to pricing for Korean ramen noodle pricing, rather than pricing for noodles 
bound for the United States.

As the Honorable William H. Orrick has already recognized, pricing activity in the Korean market may be 
relevant to this case, even though Plaintiffs assert a price-fixing conspiracy for Defendants' ramen noodles sold 
in the U.S. market. See Order Granting in Part and Denying in Part Motions to Dismiss [Docket No. 115 at 12, 
15-19]. Plaintiffs allege, among other things, that Defendants' conspiracy to raise the factory-level prices for 
Korean ramen noodles led to price increases in Korea that were followed by price increases in the United 
States. They also allege that six price increases agreed to by the Korean Defendants led to price increases of 
ramen noodles in the United States. Plaintiffs also provided charts and tables, based on the purchasing 
records of the DPPs, reflecting the alleged correlation between prices increases in Korea and price increases 
in the United States. For this reason, Plaintiffs' ability to obtain information about what Defendants' 
representatives said or heard about ramen noodle pricing at the Ramen Conferences is important to their case.

The court reviewed the information submitted by the parties regarding each of the three former Nongshim 
employees. It is clear that they each attended Korean Ramen Conferences during the relevant time period, and 
participated in discussions about ramen noodle pricing on behalf of Nongshim with representatives of the other 
major Korean ramen noodle producers. Because the three former employees appear to have important 
percipient knowledge about alleged price-fixing activity in the Korean market, this factor weighs in favor of 
production.

2. Degree of Specificity of the Request
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Courts do not favor compelling discovery when the moving party presents "burdensome," "[g]eneralized 
searches for information." Richmark, 959 F.2d at 1475 ; accord In re Rubber Chems. Antitrust Litig., 486 F. 
Supp 2d at 1083 . Here, the DPPs request the "last known telephone number, email, and physical address" for 
three former Nongshim employees. The request is very specific, and thus favors production.

3. Origination and Location of the Information

The third factor looks to whether the discovery sought originated in the United States. See Richmark, 959 F.2d 
at 1475 . "The fact that all the information to be disclosed (and the people who will be deposed or who will 
produce the documents) are located in a foreign country weighs against disclosure, since those people and 
documents are subject to the law of that country in the ordinary course of business." Id . (citing Reinsurance 
Co. of Am. v. Administratia Asigurarilor de Stat (Admin. of State Ins.), 902 F.2d 1275 , 1281 (7th Cir. 1990); In 
re Westinghouse Elec. Corp. Uranium Contracts Litig., 563 F.2d at 998 ). This factor weighs against disclosure 
because, as the DPPs concede, the witnesses [*7] and information are in Korea.

4. Alternative Means of Obtaining the Information

Courts rarely order a party to violate foreign law "[i]f the information sought can easily be obtained elsewhere." 
Richmark, 959 F.2d at 1475 (citation omitted). Any such alternative must be "substantially equivalent" to the 
discovery requested. Id . (citing Vetco, Inc., 691 F.2d at 1290 ; SEC v. Minas de Artemisa, S.A., 150 F.2d 215 , 
219 (9th Cir. 1945)). The burden of demonstrating alternative means of obtaining information falls upon the 
party invoking the blocking statute. See Vetco, Inc., 691 F.2d at 1290 (placing burden of proof on party 
invoking blocking statute to show existence of alternative means of obtaining discovery); In re Air Crash at 
Taipei, Taiwan on Oct. 31, 2000, 211 F.R.D. 374 , 378 (C.D. Cal. 2002) (same).

The DPPs argue that they have no effective alternative method to track down the former employees because 
their first and last names are very common in Korea. Nongshim does not dispute this. Instead, Nongshim 
argues that the DPPs can obtain information about the Ramen Conferences from other witnesses. This misses 
the point. Presumably, the DPPs seek the contact information for the former employees so that they can 
interview or depose them about their percipient knowledge of what occurred or was discussed at the Ramen 
Conferences on the topic of ramen noodle pricing. The DPPs' ability to obtain information from other Ramen 
Conference attendees does not replace or eclipse the knowledge of the three former employees, two of whom 
held significant positions at Nongshim ("managing director" and "department head.")

The factor tilts towards compelling disclosure because Nongshim has not identified alternative and 
substantially equivalent means for obtaining the discovery.

5. Balance of National Interests

The balance of national interests "is the most important factor" in determining whether a court should order 
discovery despite the presence of a blocking statute. Richmark, 959 F.2d at 1476 . In this analysis, the court 
must assess "the interests of each nation in requiring or prohibiting the disclosure, and determine whether 
disclosure would affect important substantive policies or interests" of either the United States or the foreign 
country involved. Id. (citing Restatement (Third) of Foreign Relations Law § 442 cmt. c) (quotation marks 
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omitted). In assessing the strength of a foreign country's interest, the court "will consider expressions of 
interest by the foreign state, the significance of disclosure in the regulation . . . of the activity in question, and 
indications of the foreign state's concern for confidentiality prior to the controversy." Id. (citing Restatement 
(Third) of Foreign Relations Law § 442 cmt. c) (quotation marks and emphasis omitted) (ellipses in original).

The United States considers the enforcement of its antitrust laws through private civil actions as an interest of 
"fundamental importance to th[e] country's effort to encourage and maintain a competitive economy." In re Air 
Cargo Shipping Servs. Antitrust Litig., [2010 BL 168550], 2010 U.S. Dist. LEXIS 75974 , [2010 BL 168550], 
2010 WL 2976220 , at *2 (E.D.N.Y. July 23, 2010) (citing Mitsubishi Motors Corp. v. Soler Chrysler-Plymouth, 
Inc., 473 U.S. 614 , 634-35 , 105 S. Ct. 3346 , 87 L. Ed. 2d 444 (1985); Hawaii v. Standard Oil [*8] Co. of Cal., 
405 U.S. 251 , 262 , 92 S. Ct. 885 , 31 L. Ed. 2d 184 (1972)). The United States also "has a substantial interest 
in fully and fairly adjudicating matters before its courts" -- an interest "only realized if the parties have access to 
relevant discovery" --, In re Air Cargo Shipping Servs. Antitrust Litig., 278 F.R.D. at 54 (quoting Compagnie 
Francaise d'Assurance Pour le Commerce Exterieur v. Phillips Petroleum Co., 105 F.R.D. 16 , 30 (S.D.N.Y. 
1984)) (quotation marks omitted), and in vindicating the rights of American plaintiffs. Richmark, 959 F.2d at 
1477 . It also has a "vital" interest in enforcing the judgment of its Courts. Id . (citation and quotation marks 
omitted).

By its own terms, the purpose of PIPA is to protect the privacy of Korean citizens "from the unauthorized 
collection, leak, abuse or misuse of personal information." PIPA, Article 1. In this case, the court has entered a 
stipulated protective order that specifically provides for the confidential treatment of personal information 
protected by PIPA. Stipulated Amended Confidentiality Protective Order [Docket No. 172] at §2.2. Under the 
protective order, the personal information can only be used in the present litigation; access to the information is 
strictly limited. Id. at §§ 8.1, 8.2. The court finds that the protective order adequately addresses the privacy 
concerns expressed in PIPA, and safeguards against the unauthorized collection, leak, abuse or misuse of the 
personal information it protects.

Weighing the countries' interests, the court finds that this factor favors disclosure because the United States' 
interest in disclosure of the information in this antitrust litigation outweighs the privacy concerns articulated in 
the PIPA, which are mitigated through the protective order in this case.

6. Hardship to Nongshim Korea

The court also must consider a discovery order's likely effect on the foreign party. Richmark, 959 F.2d at 1477 . 
For example, "fear of criminal prosecution constitutes a weighty excuse for nonproduction." Societe 
Internationale Pour Participations Industrielles et Commerciales, S. A. v. Rogers, 357 U.S. 197 , 211 , 78 S. Ct. 
1087 , 2 L. Ed. 2d 1255 (1958).

PIPA provides that if a person violates Article 17's prohibitions on disclosure "shall be punished by 
imprisonment for not more than five years or by a fine not exceeding 50 million won."4 PIPA, Article 71(1). 
DPPs contend that Nongshim cannot credibly argue that it will be subject to criminal or civil penalties for PIPA 
violations, and indeed, Nongshim has admitted that it is not aware of any enforcement action under PIPA. 
Docket No. 229 at 9; 14 n.11.
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While the existence of these sanction provisions under PIPA initially weigh against disclosure, the court also 
considers that likelihood of enforcement, which in this case alleviates the potential hardship on Nongshim. See 
Air Cargo, [2010 BL 168550], 2010 U.S. Dist. LEXIS 75974 , [2010 BL 168550], 2010 WL 2976220 , at *2 (
finding that the prospect that defendants would be subject to sanctions was "speculative at best" when 
defendants had "cited no instance in which such sanctions have ever been imposed") (citing Minpeco, S.A. v. 
Conticommodity Services, Inc., 116 F.R.D. 517 , 529-30 (S.D.N.Y. 1987).

7. Likelihood of Compliance

If a discovery order is "likely to be unenforceable" and therefore "have no practical effect," this factor will 
counsel [*9] the court against ordering discovery. Richmark, 959 F.2d at 1478 . Nongshim is subject to this 
court's jurisdiction and does not assert that it will refuse to comply with a court order compelling discovery.

III. SEALING MOTIONS

In conjunction with their supplemental submissions to the court, Plaintiffs and Nongshim moved to seal 
information from certain witness statements provided to Korea Fair Trade Commission ("KFTC") in conjunction 
with the KFTC's investigation of alleged price-fixing of Korean ramen noodles. Docket Nos. 256, 260, 272. 
Plaintiffs', Nongshim's and Ottogi's supporting declaration establish good cause. Therefore, Plaintiffs' and 
Nongshim's motions to seal are granted.

IV. CONCLUSION

The DPPs' motion to compel is granted.

The balance of factors in the comity analysis tilts toward compelling Nongshim Korea to disclose the discovery. 
The court therefore orders Nongshim Korea to produce the last known telephone number, email, and physical 
address for the three former Nongshim employees within five days of this order. The disclosure is subject to 
the amended stipulated confidentiality protective order in this case.

IT IS SO ORDERED.

Dated: January 21, 2016

/s/ Donna M. Ryu

Donna M. Ryu

United States Magistrate Judge

1

The court also grants the parties' stipulated request for permission to submit a letter brief in excess of the 
page limit set by the court's standing order, as well as leave to attach copies of English translations of 

fn
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Korea's Personal Information Protection Act as exhibits to the joint letter brief. Docket No. 228.

fn

2

Plaintiffs' claims against Sam Yang (USA), Inc., Yakult Korea and Paldo Company Ltd. were dismissed. 
Docket 115. Defendant Samyang Foods Company, Ltd. has reached a settlement with Plaintiffs. Docket No. 
227.

fn

3

The DPPs and Nongshim both submitted English translations of PIPA. Docket Nos. 229-2, 229-3. The 
parties do not identify any differences in the translations that affect their arguments. The court has reviewed 
both translations. The two English translations relied upon by the parties contain minor differences which do 
not impact the court's ruling. Citations in this order are to the translation of PIPA filed as Docket No. 229-2.

fn

4

The court notes that the maximum statutory fine is equivalent to approximately $41,125 at current exchange 
rates. See Xe, http://www.xe.com (last visited Jan. 19, 2016).
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UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA

 

FINJAN, INC., Plaintiff, v. ZSCALER, INC., Defendant.

Case No. 17-cv-06946-JST (KAW)
 

February 14, 2019, Filed

February 14, 2019, Decided

 
 

For Finjan, Inc., a Delaware Corporation, Plaintiff, Counter-defendant: Paul J. Andre, LEAD ATTORNEY, 
Kramer Levin Naftalis & Frankel LLP, Menlo Park, CA; Austin W Manes, James R. Hannah, Lisa Kobialka, 
Kramer Levin Naftalis & Frankel LLP, Menlo Park, CA.

For Zscaler, Inc., a Delaware Corporation, Defendant, Counter-claimant, Counter-defendant: Joseph Charles 
Gratz, LEAD ATTORNEY, Durie Tangri LLP, San Francisco, CA; Andrew Louis Perito, Joshua David Furman, 
Sonal N. Mehta, Durie Tangri LLP, San Francisco, CA.

For Zscaler, Inc., a Delaware Corporation, Counter-claimant: Joseph Charles Gratz, LEAD ATTORNEY, Durie 
Tangri LLP, San Francisco, CA; Joshua David Furman, Durie Tangri LLP, San Francisco, CA.

 
 

KANDIS A. WESTMORE, United States Magistrate Judge.

KANDIS A. WESTMORE

ORDER REGARDING JOINT DISCOVERY LETTER

Re: Dkt. No. 101

© 2022 The Bureau of National Affairs, Inc. All Rights Reserved. Terms of Service 

// PAGE 1

https://www.bloombergindustry.com/customer-agreement/


Finjan, Inc. v. Zscaler, Inc., No. 17-cv-06946-JST (KAW), 2019 BL 49938, 2019 Us Dist Lexis 24570, 2019 WL 618554 
(N.D. Cal. Feb. 14, 2019), Court Opinion

Plaintiff Finjan, Inc. filed the instant suit against Defendant Zscaler, Inc., alleging patent infringement. (Compl., 
Dkt. No. 1.) On January 23, 2019, the parties filed a joint discovery letter regarding the production of the e-
mails of Mr. Tim Warner, a United Kingdom citizen. (Discovery Letter, Dkt. No. 101.) Having reviewed the 
letter, the Court GRANTS the relief sought by Plaintiff.

I. BACKGROUND

Plaintiff owns patents involving computer security. (Compl. ¶¶ 7-8.) One of its patented products was a Secure 
Web Gateway ("SWG"). (Discovery Letter at 1.) In 2009, Plaintiff sold its business and a license to sell its 
products to M86, but kept the rights to the intellectual property. ( Id.) In 2012, Trustwave acquired M86 and the 
rights to sell Plaintiff's former products.

In October 2018, Plaintiff sought the production of e-mails from Mr. Warner. Mr. Warner previously directed 
Plaintiff's U.K. sales from 2002 to 2010. (Discovery Letter at 1.) During the transition to M86, Mr. Warner 
directed the sales of Plaintiff's products for M86 from 2010 to 2012. ( Id.) When M86 was acquired by 
Trustwave, Mr. Warner continued to sell Plaintiff's SWG for Trustwave in Europe, the Middle East, and Africa. ( 
Id.) In 2014, Mr. Warner left Trustwave and began working for Defendant, and is now Defendant's director of 
all sales to any business or government entity in the U.K. ( Id.) Plaintiff asserts that Mr. Warner has "intimate 
knowledge" of Plaintiff's patented technology, and was familiar with all of the SWG's technical aspects and 
"could explain them inside out." ( Id.)

II. DISCUSSION

Defendant asserts that it cannot produce Mr. Warner's e-mails without violating European privacy requirements 
contained in the General Data Protection Regulation ("GDPR"), which became effective in May 2018. 
(Discovery Letter at 3.) Defendant states that the GDPR limits "discovery of personal data to that which is 
objectively relevant to the issues being litigated." ( Id. at 4.) Defendant argues that Plaintiff's overbroad search 
terms would require the production of unnecessary personal data, and that such data would need to be 
anonymized or redacted. ( Id.) Defendant further contends [*2] that the anonymization cost may be great, and 
therefore Plaintiff should split the cost. ( Id.) Defendant thus proposes that the discovery be staged so that it 
not produce Mr. Warner's e-mails until after production from domestic custodians, amend the Protective order 
to address permanent redactions, and require splitting the costs of anonymization. ( Id.) Plaintiff responds that 
anonymization would impede its review of the e-mails, and that Defendant could have produced the e-mails as 
"Attorney's Eyes Only" to satisfy the GDPR. ( Id. at 1-2.)

In general, a foreign country's statute precluding disclosure of evidence "do not deprive an American court of 
the power to order a party subject to its jurisdiction to produce evidence even though the act of production may 
violate that statute." Societe Nationale Industrielle Aerospatiale v. United States Dist. Court for Southern Dist., 
482 U.S. 522 , 544 n.29, 107 S. Ct. 2542 , 96 L. Ed. 2d 461 (1987). In determining whether the foreign statute 
excuses noncompliance with the discovery order, courts consider: (1) the importance of the documents or 
other information requested to the litigation; (2) the degree of specificity of the request; (3) whether the 
information originated in the United States; (4) the availability of alternative means of securing the information; 
and (5) the extent to which noncompliance would undermine important interests of the United States. Richmark 
Corp. v. Timber Falling Consultants, 959 F.2d 1468 , 1475 (9th Cir. 1992). These factors are not exclusive; the 
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courts also consider "the extent and the nature of the hardship that inconsistent enforcement would impose 
upon the person," as well as "the extent to which enforcement by action of either state can reasonably be 
expected to achieve compliance with the rule prescribed by the state." Id . (internal quotation omitted).

First, the Court considers the importance of the documents at issue. "Where the evidence is directly relevant, 
[the Ninth Circuit has] found this factor to weigh in favor of disclosure." Richmark, 959 F.2d at 1468 . Courts, 
however, "have refused to require production where the documents sought are largely cumulative of records 
already produced." United States v. Vetco, Inc., 691 F.2d 1281 , 1290 (9th Cir. 1981). Plaintiff contends that 
Mr. Warner's e-mails may prove the fact and timing of Defendant's infringement, which would also go to 
willfulness. (Discovery Letter at 1.) Defendant responds that the e-mails could be duplicative of production from 
domestic custodians. ( Id. at 4.) The Court finds that Mr. Warner's e-mails are directly relevant to the 
infringement issue, particularly given his overlapping roles at Plaintiff, Defendant, M86, and Trustwave, and his 
personal knowledge of the technical aspects of the patented technology. Furthermore, Defendant's argument 
of duplication is hypothetical, as Defendant admits that they have not done a search of Mr. Warner's e-mails. (
See id. at 5 (stating that the search terms could "return[] potentially thousands of documents") (emphasis 
added).) Thus, the Court finds that Defendant "ha[s] made no showing that the documents are cumulative of 
records already produced." Vetco, 691 F.2d at 1290 . This factor weighs in favor of disclosure.[*3]

Second, the Court reviews the specificity of the request. Defendant challenges the specificity of the request, 
arguing that Plaintiff's five proposed search terms -- "Finjan," "zero*day or zeroday or 0*day," "malicious," 
"obfuscat*," and sandbox* -- are "overbroad." (Def.'s St. at 4.) Specifically, Defendant contends that the search 
terms should be limited to "Finjan" and the asserted patent numbers, rather than the technical terms requested 
by Plaintiff. ( Id. at 5.) The Court disagrees. Rather than requesting all of Mr. Warner's e-mails, Plaintiff has 
limited its request to itself and terms related to the patents at issue. (See Compl. ¶¶ 12, 15 (describing '633 
and '494 Patents as concerning "Malicious Mobile Code Runtime Monitoring System and Methods"), 31 
(explaining that Defendant's allegedly infringing Cloud Sandbox technology is designed to prevent zero-day 
exploits).) Limiting the e-mail search to those that identify the patents by number, as Defendant proposes, 
would eliminate e-mails discussing the patents that do not refer to the patents by number, even if those e-mails 
discuss the content of the patents or refer to the patent by name. The Court finds that this factor weighs in 
favor of disclosure.

Third, the Court considers where the information is located, or the location of information and parties. Here, 
although Mr. Warner is located in the U.K., Defendant itself is an American company, subject to American 
discovery law. (Discovery Letter at 2.) This factor weighs somewhat in favor of disclosure. See Vetco, 691 F.2d 
at 1290 (finding that this factor did not alter the conclusion that the discovery be allowed because the discovery 
would take place both in America and Switzerland, as the records would be shipped out of Switzerland and the 
production to the requesting party would take place in America); contrast with Richmark Corp., 959 F.2d at 
1475 (finding this factor did not weigh in favor of discovery where the responding party had no American 
office).

Fourth, the Court considers the availability of alternative means of obtaining the information. "If the information 
sought can easily be obtained elsewhere, there is little or no reason to require a party to violate foreign law." 
Richmark Corp., 959 F.2d at 1475 . "[T]he alternative means must be 'substantially equivalent' to the requested 
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discovery." Id . Defendant contends that the information could be produced by domestic custodians. (Discovery 
Letter at 4.) As discussed above, however, Defendant does not substantiate this claim as it has not done a 
search of Mr. Warner's e-mails -- nor is it clear that Defendant has finished its production by domestic 
custodians -- so it is not clear the domestic custodians would have the same information. Alternatively, 
Defendant proposes redacting all personal information, but this would not be a substantially equivalent 
alternative when the third parties are relevant to determining who Mr. Warner communicated with about the 
issues in this case. (See id. at 3, 4; Vetco, 691 F.2d at 1290 ("Masking the names of third parties is not a 
substantially equivalent alternative since the identities of the third party is relevant . . . . .").) This factor favors 
[*4] disclosure.

Fifth, the Court considers the balance of national interests. "This is the most important factor," and requires 
that the Court "assess the interests of each nation in requiring or prohibiting disclosure, and determine whether 
disclosure would affect important substantive policies or interests . . . ." Richmark Corp., 959 F.2d at 1476 . 
Courts have found that there is a strong American interest in protecting American patents. See Work v. Bier, 
106 F.R.D. 45 , 55 (D.D.C. 1985) ("the litigation here implicates United States interests of a constitutional 
magnitude in connection with its administration of its patent laws under U.S. Const. Art. 1, § 8, cl. 8 "); Dyson, 
Inc. v. SharkNinja Operating LLC, No. 1:14-cv-779, [2016 BL 325527], 2016 U.S. Dist. LEXIS 136046 , [2016 
BL 325527], 2016 WL 5720702 , at *3 (N.D. Ill. Sept. 30, 2016) ("non-compliance with the discovery request 
would undermine the United States' interests in ensuring that patent suits are fully and fairly litigated"). While 
the U.K. has an interest in protecting the privacy of its citizens, courts have also recognized that an interest in 
protecting privacy "is diminished where the court has entered a protective order preventing disclosure of the 
secret information." Masimo Corp. v. Mindray DS USA, Inc., Case No.: SACV 12-02206-CJC (JPRx), [2014 BL 
498685], 2014 U.S. Dist. LEXIS 195028 , [2014 BL 498685], 2014 WL 12589321 , at *3 (C.D. Cal. May 28, 
2014); see also Vetco, 691 F.2d at 1289 (finding that Switzerland's interest in protecting privacy was 
"diminished where the party seeking the records is the IRS, which is required by law to keep the information 
confidential"). Here, there is a protective order, and Plaintiff has agreed to allow Defendant to mark the e-mails 
as highly confidential. (See Discovery Letter at 2-3.) Additionally, it is not clear to what extent the U.K.'s 
interest in privacy is implicated, as Defendant states that the GDPR permits "the discovery of personal data to 
that which is objectively relevant to the issues being litigated." (Discovery Letter at 4 (internal quotation 
omitted).) Given Mr. Warner's role and the limited search terms, disclosure of the e-mails that are directly 
relevant to the instant case would appear to not violate the GDPR. Thus, considering the significant American 
interest in protecting its patents and the reduced U.K. interest in protecting the privacy of its citizens, the Court 
concludes that this factor weighs heavily in favor of disclosure.

In addition to the five factors, the Court also finds that the burden on Defendant does not weigh against 
disclosure. "The party relying on foreign law has the burden of showing that such law bars production." Vetco, 
691 F.2d at 1289 . As discussed above, it is not clear that Defendant would be barred from producing Mr. 
Warner's e-mails under the GDPR, given that e-mails that are relevant can be produced, and Defendant has 
apparently not yet done a search of Mr. Warner's e-mails. Further, other courts have found that the burden of 
showing that the law bars production is not satisfied where there is no evidence of the extent to which the 
government enforces its laws. See Masimo Corp., [2014 BL 498685], 2014 U.S. Dist. LEXIS 195028 , [2014 BL 
498685], 2014 WL 12589321 , at *3; In re Air Crash at Taipei, Taiwan on Oct. 31, 2000, 211 F.R.D. 374 , 380 
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(C.D. Cal. 2002) (finding that hardship was not a factor weighing against disclosure where the producing party 
presented no "evidence regarding the manner [*5] and extent to which Singapore enforces its secrecy laws"). 
Here, Defendant provides no information on the likelihood of enforcement.

Taken together, the Court concludes that the GDPR does not preclude the Court from ordering Defendant to 
produce the requested e-mails in an unredacted form, subject to the existing protective order.

III. CONCLUSION

For the reasons stated above, the Court ORDERS Defendant to produce Mr. Warner's e-mails.

IT IS SO ORDERED.

Dated: February 14, 2019

/s/ Kandis A. Westmore

KANDIS A. WESTMORE

United States Magistrate Judge
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I. BACKGROUND
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Plaintiffs filed the instant suit against Defendants alleging civil violations of the Racketeer Influenced and 
Corrupt Organizations Act, breach of contract, violations of the Computer Fraud & Abuse Act and unjust 
enrichment. Plaintiffs requested via letter that Defendant Wieslaw Smulski be ordered to produce documents in 
compliance with the Federal Rules of Civil Procedure without regard to Polish law and/or the EU General Data 
Protection Regulation. For the reasons that follow, I find that the GDPR and/or Polish privacy law does not bar 
Smulski's production of relevant documents in this matter.

II. DISCUSSION

Although Defendant Wieslaw Smulski resides in Poland, he is a US citizen and subject to the jurisdiction of this 
Court, having been sued by several American companies here in the Eastern District of Pennsylvania. This 
opinion addresses Mr. Smulski's claim that he cannot produce otherwise discoverable documents in this 
litigation because the European General Data Protection Regulation ("GDPR") and/or Polish privacy law 
prohibit him from doing so. Both parties have produced expert reports that address their respective positions 
as to whether the GDPR applies to forbid Smulski's production of documents. A review of the law on this issue 
clearly shows that Smulski cannot rely on the GDPR and/or any other Polish privacy law to avoid production of 
relevant documents in this matter.

Generally, a foreign country's statute precluding disclosure of evidence "do[es] not deprive an American court 
of the power to order a party subject to its jurisdiction to produce evidence even though the act of production 
may violate that statute." Societe Nationale Industrielle Aerospatiale v. U.S. Dist. Ct. for S. Dist. of Iowa, 482 
U.S. 522 , 544 , 107 S. Ct. 2542 , 96 L. Ed. 2d 461 n. 29 (1987). In determining whether the foreign statute 
excuses noncompliance with discovery, courts consider a multi-factor balancing test set forth in the 
Restatement (Third) of Foreign Relations Law § 442(1)(c) to balance "the interests of the United States and the 
party seeking discovery against the foreign state's interest in secrecy." Astrazeneca LP v. Breath Ltd., [2011 
BL 332922], 2011 U.S. Dist. LEXIS 42405 , [2011 BL 332922], 2011 WL 1421800 , at * 11 (D.N.J. Mar. 31, 
2011). The factors to be considered include: 1) the importance of the [*2] documents or other information 
requested to the litigation; 2) the degree of specificity of the request; 3) whether the information originated in 
the United States; 4) the availability of alternative means of securing the information; and 5) the extent to which 
noncompliance would undermine important interests of the United States. Restatement (Third) of Foreign 
Relations Law § 422(1)(c); see also In re Air Crash at Taipei, Taiwan on Oct. 31, 2000, 211 F.R.D. 374 , 377 
(C.D. Cal. 2002). Further, "[t]he party relying on foreign law has the burden of showing such law bars 
production." In re Air Crash at Taipei, 211 F.R.D. at 377 .

In analyzing these factors, the importance of the documents to the litigation weighs in favor of disclosure when 
"there is a substantial likelihood that the documents will prove to be important to the prosecution of plaintiffs' 
claims." Laydon v. Mizuho Bank, Ltd., 183 F.Supp.3d 409 , 420 (S.D.N.Y. 2016). In this action, Plaintiffs seek 
documents regarding Mr. Smulski's alleged asset-stripping/money laundering scheme and Can-Pack's 
outsourcing and have received no such documents from Smulski to date. I find that there is a substantial 
likelihood that the documents Plaintiffs seek from Smulski will be important to Plaintiffs' case; accordingly, this 
factor weighs in favor of production.

The second factor examines the degree of specificity of the request. A thorough reading of Plaintiffs' requests 
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for production of documents shows that they are sufficiently specific. Further, Mr. Smulski agreed to produce 
relevant documents in response to this discovery before he claimed the GDPR prevented him from doing so. 
Therefore, this factor also weighs in favor of production.

The third factor is whether the information originated in the United States. Although Mr. Smulski is a U.S. 
citizen, it appears most of the documents Plaintiffs are seeking originated in Poland or elsewhere outside of the 
United States. Therefore, this factor weighs against Smulski's production of documents.

The fourth factor is the availability of alternate means of securing the information. In this matter, Plaintiffs have 
produced an expert report that opines that Mr. Smulski deleted information from his Can-Pack computer in 
2013 and 2014 and directed other Can-Pack employees to do the same. Accordingly, it is apparent that 
Smulski has, at a minimum, emails and other documents that are no longer in the possession of Can-Pack. As 
such, there is no alternative means for Plaintiffs to obtain this information, and this factor weighs in favor of 
production.

Lastly, the fifth factor is the extent to which noncompliance would undermine important interests of the United 
States. This has been described as "the most important factor." Richmark Corp. v. Timber Falling Consultants, 
959 F.2d 1468 , 1476 (9th Cir. 1992). The United States "has a substantial interest in fully and fairly 
adjudicating matters before its courts — an interest only realized if parties have access to relevant discovery — 
and in vindicating the rights of American plaintiffs." Fenerjian v. Nong Shim Co., Ltd., [2016 BL 16598], 2016 
WL 245263 , at * 5 (N.D. Cal. Jan. 21, 2016). The interest of the United States in adjudicating [*3] this matter is 
substantial and requires production of relevant discovery. It is true that Poland has an interest in protecting the 
personal data of its citizens, but the parties in this matter entered into a Protective Order and ESI Protocol that 
will protect the personal data of any Polish third parties. See Finjan, Inc. v. Zscaler, [2019 BL 49938], 2019 
U.S. Dist. LEXIS 24570 , [2019 BL 49938], 2019 WL 618554 , at *3 (N.D. Cal. Feb. 14, 2019) (foreign country's 
interest is diminished "where the court has entered a protective order preventing the disclosure of the secret 
information.") Therefore, this factor also weighs in favor of production.

As stated above, Defendant Smulski, an American citizen sued in the United States, bears the burden of 
showing that the GDPR and/or Polish privacy law bar production of these relevant documents.1 This he cannot 
do. Consideration of the Restatement factors above leads to the conclusion that production of relevant 
discoverable documents is warranted in this case.

III. CONCLUSION

For all the reasons set forth above, Defendant Smulski may not rely upon the GDPR and/or Polish privacy law 
to avoid production of relevant, discoverable documents in this matter.

ORDER

AND NOW, this 21st day of May, 2020, upon review of Plaintiffs' Letter Brief dated November 20, 2019, 
Defendants' response thereto, and Plaintiffs' reply, and after oral argument being held, it is hereby ORDERED 
as follows:

1. Defendants' objections under the EU General Data Protection Regulation and Polish privacy law are 
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OVERRULED;

2. Defendants shall comply in all respects with the Federal Rules of Civil Procedure regarding their responses 
and objections to Plaintiffs' discovery requests, regardless of the current or former location of documents or 
other information, either in electronic form and/or any other format. Any document that is required to be 
produced and/or identified (including, but not limited to, on a privilege log or other response) under the Federal 
Rules of Civil Procedure shall be produced and/or identified, without regard to any alleged prohibition under the 
EU General Data Protection Regulation and/or Polish law; and

3. Defendants shall produce all documents required by this order within thirty (30) days.

BY THE COURT:

/s/ Jeffrey L. Schmehl

JEFFREY L. SCHMEHL, J.

fn

1

I note that in his response to Plaintiffs' letter brief on this issue, Defendant Smulski does not analyze the 
Restatement factors discussed above. Rather, Smulski argues that these factors should only be examined 
when a party has failed to comply with a prior discovery order based on GDPR, and since no order has yet 
been entered as to the GDPR in this matter, entry of an order in unwarranted. However, Mr. Smulski cites to 
no case holding that a court must order production before using the Restatement factors that are meant to 
assist a court in deciding whether to order production. Cf Finjan, [2019 BL 49938], 2019 U.S. Dist. LEXIS 
24570 , 2019 WL 618554 at * 3 (no order had been entered prior to the Court examining the Restatement 
factors and ordering Defendant to produce documents that he claimed could not be produced under 
GDPR).
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JOSEPH A. DICKSON, United States Magistrate Judge.

JOSEPH A. DICKSON

JOSEPH A. DICKSON, U.S.M.J.

This matter is before the Court upon three applications by Defendants Daimler AG ("Daimler") and Mercedes-
Benz USA ("Mercedes") (collectively, the "Mercedes Defendants").1 First, the Mercedes Defendants appeal the 
Special Master's October 4, 2019 Order & Opinion compelling the Mercedes Defendants to produce certain 
personal data identifying likely custodians of relevant documents. (ECF No. 246). Second, the Mercedes 
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Defendants appeal the Special Master's November 4, 2019 Order & Opinion denying a stay of the October 4, 
2019 Order & Opinion pending the disposition of Defendants' initial appeal, and petition this Court for an 
emergency stay of the Special Master's October 4, 2019 Order & Opinion. (ECF No. 249). Third, the Mercedes 
Defendants appeal the Special Master's November 4, 2019 Order & Opinion (the "GDPR Ruling") resolving the 
parties' discovery dispute involving the parties' proposed Discovery Privacy Orders and the European Union's 
("EU") General Data Protection Regulation ("GDPR"). (ECF No. 263). Plaintiffs oppose each of the Mercedes 
Defendants' applications. (ECF Nos. 247, 256, 272). The Mercedes Defendants filed a reply in support of two 
of their appeals, the appeal of the Special Master's October 4, 2019 Order & Opinion and the appeal of the 
Special Master's November 4, 2019 GDPR Ruling. (ECF Nos. 258, 272). Pursuant to Federal Rule of Civil 
Procedure 78 , the Court did not hear oral argument. After carefully considering the parties' submissions, and 
for the reasons stated herein, the Mercedes Defendants' appeals, (ECF Nos. 246, 249, 263), are DENIED.

I. BACKGROUND

The Mercedes Defendants' appeals are the culmination of an ongoing and overarching dispute over the 
balancing of Plaintiffs' discovery needs pursuant to Federal Rule of Civil Procedure 26 and the Mercedes 
Defendants' compliance with privacy regulations pursuant to the GDPR.

A. The Origins of the Parties' GDPR Dispute

The GDPR, adopted and implemented by the European Parliament in mid-2016, concerns the data protection 
and privacy of all EU citizens. Critical to the present dispute is the GDPR's regulation of the transfer of EU 
citizens' personal data outside of EU member states, such as transfer to the U.S. The GDPR broadly defines 
personal data as "any information relating to an identified or identifiable natural person." GDPR Article 4(1).2

This broad definition of personal data inherently includes information like an individual's name and job title, 
information that is generally considered benign in U.S. litigation and must be produced in discovery pursuant to 
the Federal Rules of Civil Procedure. As a German company, Daimler is subject to the GDPR.

In June and July of 2019, the parties met and conferred to establish confidentiality and privacy protections for 
the exchange of discovery. (ECF No. 246 at 4; ECF No. 256 at 1). While the parties were able to agree to a 
Stipulated Discovery Confidentiality Order governing the confidentiality and disclosure [*3] of U.S. data and 
documents, the parties were not able to agree on a Discovery Privacy Order governing the confidentiality and 
disclosure of foreign private data that may otherwise be subject to certain protections under the GDPR. The 
parties submitted to the Special Master competing proposed Data Privacy Orders, each with differing 
approaches to discovery that the parties felt best addressed and protected their respective privacy concerns. 
The parties also submitted briefing on the issue to the Special Master in July and August of 2019 and 
appeared for oral argument before the Special Master in September of 2019. As discussed in Section I.C. 
below, the Special Master adopted and entered the Plaintiffs' proposed Discovery Privacy Order on November 
4, 2019. (ECF No. 250).

B. The Custodian Identification Dispute and the Special Master's October 4, 2019 Order & Opinion

In the midst of the parties briefing the GDPR dispute, Plaintiffs' filed a letter application to the Special Master 
for an Order compelling the Mercedes Defendants to produce basic information about their custodial and non-
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custodial sources that have responsive documents and electronically stored information ("ESI"). (ECF No. 247 
at 13; ECF No. 246-5, Ex. D). Plaintiffs requested information such as organization charts and the names, 
titles, and dates of employment for certain groups of employees. (ECF No. 246-5, Ex. D at 3). The Mercedes 
Defendants objected to Plaintiffs' requests as premature, unduly burdensome, and "improperly leapfrogging" 
the Special Master's ruling on the GDPR dispute. (ECF No. 246 at 5).

On October 4, 2019, the Special Master ruled on Plaintiffs' request for custodial information and ordered the 
Mercedes Defendants to provide Plaintiffs, within 30 days:

(1) organization charts, or equivalent information, covering the "relevant period" for both Mercedes 
and Daimler;

(2) the identity, by name, title and dates of employment of each current or former employee with 
known relevant information;

(3) the identity of each current and former employee, by name and position, whose job 
responsibilities included interacting with Bosch regarding the class of vehicles; and

(4) the identity of each current and former employee, by name and position, whose job 
responsibilities included interacting with federal and state regulators.

(ECF No. 244 at 3-4). The Special Master determined that Plaintiffs must be provided this information "in order 
to evaluate and engage in a meaningful meet and confer with respect to the Mercedes Defendants' proposed 
custodians." ( Id. at 3). With respect to the Mercedes Defendants' concerns regarding the GDPR, the Special 
Master noted that the Mercedes Defendants may provide the above information pursuant to a protective order 
that the parties agree on. ( Id. at 4, n. 1). Plaintiffs notified the Special Master by email that there was no need 
for "any additional protective order" to address GDPR concerns because the Court had already entered a 
Discovery Confidentiality Order. (ECF No. 246, Ex. G). The Special Master responded that the "existing 
protective [*4] order should suffice." ( Id.).

The Mercedes Defendants subsequently appealed the Special Master's October 4, 2019 Order & Opinion, 
arguing that: (1) the Special Master's ruling failed to consider Daimler's GDPR obligations and failed to conduct 
the international comity analysis required by Société Nationale Industrielle Aérospatiale v. U.S. Dist. Court for 
S. Dist. of Iowa, 482 U.S. 522 , 107 S. Ct. 2542 , 96 L. Ed. 2d 461 (1987), and (2) even if the GDPR were not a 
barrier to production, the compelled information is irrelevant, overbroad, and outside the scope of permissible 
discovery under the Federal Rules of Civil Procedure. (ECF No. 246).

While the appeal was pending, the parties, by way of joint letter dated November 21, 2019, requested a 
permanent modification to the Special Master's October 4, 2019 Order & Opinion. (ECF No. 268). The Court 
approved the modification, which required:

the production of only organizational charts (or lists of individuals, with the department and title of 
each, to the extent the individuals are not on organizational charts) for the departments of current 
and former employees who, based on a reasonable good-faith search, the Mercedes Defendants 
have identified as having information responsive to Plaintiffs' first, second, and third sets of 
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Requests for Production.

(ECF No. 270 at 2). The modification thereby narrowed the issues on the first appeal down to one: "whether 
the names of certain current and former Daimler AG employees who are European Union citizens should be 
produced subject to the Discovery Confidentiality Order or redacted." ( Id.). This issue remains pending before 
the Court. In the interim, Plaintiffs agreed that Daimler AG may temporarily redact the names of current and 
former employees from the organizational charts and employee lists it provides to Plaintiffs. ( Id. at 2).

C. The Special Master's November 4, 2019 Orders & Opinions

On November 4, 2019, the Special Master issued a series of rulings related to the parties' ongoing discovery 
disputes. (ECF Nos. 250, 251, 252). The Mercedes Defendants appealed two of those rulings to this Court.

First, the Special Master issued an Order & Opinion denying the Mercedes' Defendants application for a stay 
of the October 4, 2019 Order & Opinion pending this Court's resolution of the first appeal. (ECF No. 252). 
Without a stay, the Mercedes Defendants needed to produce the unredacted discovery ordered by the Special 
Master in the October 4, 2019 Order & Opinion by November 12, 2019. (ECF No. 244 at 4). On November 6, 
2019, the Mercedes Defendants appealed the Special Master's denial of a stay to this Court and moved to stay 
the Special Master's October 4, 2019 Order & Opinion until this Court could resolve the underlying appeal. 
(ECF No. 249). In the interests of fairness and judicial economy, the undersigned, by way of Letter Order dated 
November 7, 2019, temporarily stayed the Special Master's October 4, 2019 Order & Opinion until the parties 
could fully brief the issues and present their positions on the record at oral argument. (ECF No. 254). The 
parties agreed to extend the temporary stay until the Court resolved the pending appeals. (ECF No. [*5] 268 at 
2).

Next, the Special Master resolved the parties' July 2019 discovery dispute discussed in Section I.A. above by 
entering Plaintiffs' proposed Discovery Privacy Order, (ECF No. 251), and the GDPR Ruling setting forth the 
legal basis for adopting Plaintiff's proposed Discovery Privacy Order and the ways it affects the Mercedes 
Defendants' GDPR concerns. (ECF No. 251). In the GDPR Ruling, the Special Master conducted the 
international comity analysis set forth in Société Nationale, and found that the factors weighed in favor of 
disclosing, unredacted:

the names, positions, titles or professional contact information of relevant current or former 
employees of any Defendant or third parties identified in relevant, responsive documents, data, or 
information produced in discovery in this Action. The parties will not be prohibited from redacting 
irrelevant personal information of an intimate or private nature, or private data that is objectively 
irrelevant to this Action.

( Id. at 9). The Special Master opined:

[T]he Discovery Confidentiality Order provision allowing a producing party to designate and protect 
as "Highly Confidential" information that the producing party claims to be Foreign Private Data[,] 
such as employee names, sufficiently balances the EU's interest in protecting its citizens private 
data and the U.S. legal system's interest in preserving and maintaining the integrity of the broad 
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discovery provisions set forth in the Federal Rules of Civil Procedure.

( Id. at 8-9).

On November 18, 2019, the Mercedes Defendants appealed the Special Master's GDPR Ruling, arguing that 
providing such information unredacted, even with the Discovery Confidentiality Order provision in place, 
renders EU citizens' private data unprotected and is contrary to EU law and U.S. principles of international 
comity. (ECF No. 263). This appeal, like the Mercedes Defendants' two prior appeals, are fully briefed and ripe 
for review. However, because the issues on appeal substantially overlap, and because the Special Master's 
comity analysis goes to the heart of the issues, resolution of the Mercedes Defendants' appeal of the Special 
Master's GDPR Ruling obviates the need to address the merits of the Mercedes Defendants' two prior appeals. 
The Court will therefore focus its analysis on the Special Master's GDPR Ruling, (ECF No. 251), the Mercedes 
Defendants' appeal of the GDPR Ruling, (ECF No. 263), and the parties' related briefing to resolve the instant 
applications.

II. DISCUSSION

A. Legal Standard Applicable to the Review of the Special Master's GDPR Ruling

The parties disagree on the applicable legal standard to the Court's review of the Special Master's GDPR 
Ruling. The Mercedes Defendants argue that the Court reviews decisions on non-dispositive matters by the 
Special Master in the same manner that it would for a Magistrate Judge—under the "clearly erroneous or 
contrary to law" standard. (ECF No. 263-1 at 7). Under this standard, the Court reviews findings of fact for 
"clear error," but reviews de novo any legal conclusions. Eisai Co. v. Teva Pharms. [*6] USA, Inc., 629 F. 
Supp. 2d 416 , 424 (D.N.J. 2009). The Mercedes Defendants contend that the Special Master misapplied the 
relevant legal authorities and standards in the GDPR Ruling, and so the Court should review the Special 
Master's legal conclusions de novo. (ECF No. 263-1 at 7-8). In contrast, Plaintiffs argue that because the 
Mercedes Defendants challenge a discovery ruling, and one that implicates international comity, the Court 
reviews the GDPR Ruling under the even more deferential abuse of discretion standard. (ECF No. 272 at 9).

The Court finds that the appropriate standard of review to apply to the Special Master's GDPR Ruling is the 
abuse of discretion standard. Pursuant to the Court's April 11, 2019 Order appointing the Special Master, the 
authority of the Special Master is coextensive with those of a Magistrate Judge in the District of New Jersey 
pursuant to Local Civil Rule 72.1 . (ECF No. 195 at 7). As such, any appeal of an action or decision made by 
the Special Master shall be filed with the Court pursuant to Local Civil Rule 72.1(c)(1) . ( Id.). In a more recent 
Opinion, the Honorable Kevin McNulty, U.S.D.J., set forth the standard of review that the Court applies to an 
appeal filed pursuant to Local Civil Rule 72.1(c)(1) :

A Magistrate Judge's decision is to be overturned only when the ruling was clearly erroneous or 
contrary to law. The party filing the notice of appeal bears the burden of demonstrating that the 
magistrate judge's decision was clearly erroneous or contrary to law. A finding is clearly erroneous 
when although there is evidence to support it, the reviewing court on the entire evidence is left with 
the definite and firm conviction that a mistake has been committed. A ruling is contrary to law if the 
Magistrate Judge has misinterpreted or misapplied applicable law.
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Where an appeal seeks review of a matter within the exclusive purview of the Magistrate Judge, 
such as a discovery dispute, the abuse of discretion standard must be applied. Where a 
magistrate judge is authorized to exercise his or her discretion, the decision will be reversed only 
for an abuse of discretion.

Virginia St. Fidelco, L.L.C. v. Orbis Prods. Corp., No. 11-2057 (KM) (JBC), 2018 U.S. Dist. LEXIS [2018 BL 
95298], 453172018 WL 1399304 , at*2 (D.N.J. Mar. 20, 2018) (internal citations and quotations omitted) 
(applying an abuse of discretion standard to the Magistrate Judge's decision to exclude a party's untimely and 
non-compliant expert reports). Judge McNulty also noted that applying "[a]buse of discretion review . . . may 
get us to much the same place" as if the Court applied a "clearly erroneous or contrary to law" standard. 
Thompson v. Real Estate Mortg. Network, Inc., No. 11-1494 (KM) (MAH), [2017 BL 99110], 2017 U.S. Dist. 
LEXIS 45324 , [2017 BL 99110], 2017 WL 1157859 , at *1 (D.N.J. Mar. 28, 2017). "[A]s a practical matter, 
[abuse of discretion review] incorporates clear-error review of factual issues and plenary review of legal 
questions." Id. (citing Koon v. United States, 518 U.S. 81 , 100 , 116 S. Ct. 2035 , 135 L. Ed. 2d 392 (1996)).

Here, the GDPR Ruling is a ruling on discovery, on what personal identifying information the Mercedes 
Defendants are prohibited from redacting or permitted to redact in the organizational charts and employee lists 
that the Special Master Ordered be produced in the October 4, 2019 Order & Opinion. The [*7] GDPR Ruling 
is within the purview of the Special Master's authority pursuant to his appointment. (ECF No. 195 at 7). 
Additionally, the Special Master undertook an international comity analysis to arrive at his ruling, which 
warrants the application of an abuse of discretion standard. For instance, the United States Court of Appeals 
for the Third Circuit, when deciding an appeal from the District Court where the District Court declined to 
extend international comity to a Dutch court's order, applied an abuse of discretion standard, stating that "the 
grant or denial of [international] comity is discretionary." Remington Rand Corp. v. Bus. Sys. Inc., 830 F.2d 
1260 , 1266 (3d Cir. 1987); see also Royal Park Invs. SA/NV v. HSBC Bank USA, N.A., No. 14-8175 (LGS), [
2018 BL 39772], 2018 U.S. Dist. LEXIS 19411 , [2018 BL 39772], 2018 WL 745994 , at *1 (S.D.N.Y. Feb. 6, 
2018) (recognizing that "[t]he decision whether to grant comity is 'within the court's discretion,'" and thus 
applying an abuse of discretion standard to the Magistrate Judge's ruling that the international comity analysis 
weighed in favor of a party producing unredacted documents). Accordingly, the Court will apply an abuse of 
discretion standard to the Special Master's GDPR Ruling.

B. The Special Master Did Not Abuse His Discretion in the GDPR Ruling

Turning now to the issues on appeal, the Court must decide whether, "given [the Mercedes Defendants'] 
obligation under U.S. law to produce . . . documents in unredacted form, . . . considerations of international 
comity relieve [the Mercedes Defendants'] of its obligation in light of the purportedly conflicting [GDPR]." Royal 
Park Invs. SA/NV, [2018 BL 39772], 2018 U.S. Dist. LEXIS 19411 , [2018 BL 39772], 2018 WL 745994 , at *2. 
The Special Master ruled that considerations of international comity do not relieve the Mercedes Defendants of 
its obligations under U.S. law and that the Discovery Confidentiality Order provision sufficiently protects 
unredacted personal data of EU Citizens. (ECF No. 251). Based on the Special Master's well-reasoned 
international comity analysis, this Court agrees and finds that the Special Master did not abuse his discretion in 
arriving at his conclusion.
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As a threshold matter, in determining whether the compelled discovery at issue is protected from disclosure 
under the GDPR, the Court notes that "the party relying on foreign law has the burden of showing such law 
bars production." AstraZeneca LP v. Breath Ltd., No. 08-1512 (RMB) (AMD), [2011 BL 332922], 2011 U.S. 
Dist. LEXIS 42405 , [2011 BL 332922], 2011 WL 1421800 , at *11 (D.N.J. Mar. 31, 2011) (quoting In re Air 
Crash at Taipei, Taiwan on Oct. 31, 2000, 211 F.R.D. 374 , 377 (C.D. Cal. 2002) (internal quotations omitted)). 
"[E]ven where a party seeks to prevent disclosure of documents based on a foreign law, . . . the United States 
Supreme Court expressly stated that a foreign statute does 'not deprive an American court of the power to 
order a party subject to its jurisdiction to produce evidence even though the act of production may violate that 
statute."' Id. (quoting Société Nationale, 482 U.S. at 544 n.29 ). Rather, in this scenario, the Court employs a 
comity analysis set forth in the Restatement (Third) of Foreign Relations Law § 442(1)(c) and adopted by the 
Supreme Court in Société Nationale to weigh "the interests of the United States and the party seeking 
discovery against the foreign state's interest in secrecy." [2011 BL 332922], 2011 U.S. Dist. LEXIS 42405 , [WL 
] at *[*8] 11 (citing In re Air Crash at Taipei, 211 F.R.D. at 377 ). The international comity analysis requires the 
Court to consider five factors:

(1) the importance to the litigation of the documents or other information requested; (2) the degree 
of specificity of the request; (3) whether the information originated in the United States; (4) the 
availability of alternative means of securing the information; and (5) the extent to which 
noncompliance with the request would undermine important interests of the United States, or 
compliance with the request would undermine important interest of the state where the information 
is located.

Société Nationale, 482 U.S. at 544 n.28 .

Here, the Special Master evaluated each of these five factors in the GDPR Ruling. (ECF No. 251 at 5-8). As to 
the first factor—the importance of the information requested in the instant litigation—"this factor weighs in favor 
of disclosure where the evidence is directly relevant to the claims in the litigation." AstraZeneca LP, [2011 BL 
332922], 2011 U.S. Dist. LEXIS 42405 , [2011 BL 332922], 2011 WL 1421800 , at *13 (citing In re Air Crash at 
Taipei, 211 F.R.D. at 377 ). The Special Master correctly found that "the names, positions, titles, and 
professional contact information of relevant current or former employees of any Defendant or third party 
identified in relevant documents, data or information produced by discovery is by its very nature directly 
relevant to Plaintiffs' claims." (ECF No. 251 at 5).

The Mercedes Defendants argue that the Special Master conflated the comity analysis's "importance of 
information" with Federal Rule of Civil Procedure 26 's broad relevance standard. (ECF No. 263-1 at 12). The 
Mercedes Defendants rely on persuasive, but not binding, authority from this District, as well as other Districts 
around the country that articulate varying formulations of "importance" as a heightened standard.3 ( Id. at 12-
13). But the Special Master did not rely on Rule 26 's relevance standard; the Special Master indeed applied a 
heightened standard by expressly looking to whether the information sought was directly relevant and 
necessary to the parties' claims and defenses. Even where courts, particularly those within the Ninth Circuit, 
have applied a different formulation of the "importance" prong, those courts have also stated that "[w]here the 
evidence is directly relevant . . . we have found this factor to weigh in favor of disclosure." Richmark Corp. v. 
Timber Falling Consultants, 959 F.2d 1468 , 1475 (9th Cir. 1992) (citation omitted); In re Air Crash at Taipei, 
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211 F.R.D. at 377 (quoting Richmark Corp., 959 F.2d at 1475 ); accord AstraZeneca LP, [2011 BL 332922], 
2011 U.S. Dist. LEXIS 42405 , [2011 BL 332922], 2011 WL 1421800 , at *13 (citing In re Air Crash at Taipei, 
211 F.R.D. at 377 ). Therefore, the Special Master properly considered the importance of the information at 
issue.

The Mercedes Defendants further argue that it cannot be that all names, positions, titles, and professional 
contact information in relevant documents are directly relevant to the claims and defenses in this action. (ECF 
No. 263-1 at 12-13). For instance, the Mercedes Defendants point to a scenario where "a responsive email 
containing marketing materials could be contained in a 100-page email chain forwarded to hundreds of 
employees and third parties." ( Id. at 13). Of course, not every piece of foreign private data within a document 
[*9] may be relevant, but Plaintiffs are entitled to the basic identities of individuals so that Plaintiffs can 
determine that relevance, or else Plaintiffs' ability to acquire individuals' documents and testimony to 
investigate the allegations in this matter is significantly curtailed. If the Mercedes Defendants' posited scenario 
does arise, the Court is confident that the Mercedes Defendants will designate and protect such information as 
"Highly Confidential" pursuant to the appropriate Discovery Confidentiality Order provision. Accordingly, the 
first factor weighs in favor of compelling production in this case.4

Under the second factor—the degree of specificity of the requests—"the Court examines the extent to which 
the discovery requests will burden the party from whom production is sought[,] as 'generalized searches for 
information, disclosure of which is prohibited under foreign law, are discouraged.'" AstraZeneca LP, [2011 BL 
332922], 2011 U.S. Dist. LEXIS 42405 , [2011 BL 332922], 2011 WL 1421800 , at *13 (citing In re Air Crash at 
Taipei, 211 F.R.D. at 378 ). Here, Plaintiffs seek to prohibit Defendants from redacting the names, positions, 
titles, or professional contact information of relevant current or former employees of any Defendant or third 
parties identified in relevant, responsive documents, data, or information produced in discovery in this action. 
The Special Master correctly found this to be "a specific request relating to relevant employees in relevant 
documents." (ECF No. 251 at 6). The Mercedes Defendants argue that Plaintiffs' "seventy-plus document 
requests—seeking millions of pages of emails and other documents from numerous EU citizens" are 
"extremely broad and will require production of voluminous documents containing vast amounts of personal 
data." (ECF No. 2631 at 14). The argument concerning the general scope of Plaintiffs' document requests is 
misplaced. As Plaintiffs accurately note, "[t]he GDPR Ruling does not require the production of irrelevant, 
sensitive personal information; it calls for the production of business records (such as emails and reports) in 
their ordinary form"—in other words, the production of unredacted documents commonly produced in U.S. 
litigation. (ECF No. 272 at 17 (emphasis in original)). The Court finds that the second factor also weighs in 
favor of compelling production in this case.

With respect to the third factor—whether the information originated in the United States—the Court looks to 
whether "the documents to be disclosed and people who will produce those documents are located in a foreign 
country" or in the United States. AstraZeneca LP, [2011 BL 332922], 2011 U.S. Dist. LEXIS 42405 , [2011 BL 
332922], 2011 WL 1421800 , at *13 (citing In re Air Crash at Taipei, 211 F.R.D. at 378 ). If the determination is 
a foreign country, this factor weighs against compelling production. ( Id.). The private data at issue here is that 
of EU citizens. While Plaintiffs continue to assert that at least some of the documents containing this 
information originated in the U.S., (ECF No. 251 at 7; ECF No. 263-1 at 14), it is logical to assume, as the 
Special Master did, that the majority of documents to be produced from Daimler, a German company, 
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originated in the EU. (ECF No. 251 at 7). The third [*10] factor therefore weighs against compelling production 
in this case.

As to the fourth factor—the availability of alternative means for securing the information sought—the Court 
looks to whether "the information sought in discovery can easily be obtained elsewhere." AstraZeneca LP, [
2011 BL 332922], 2011 U.S. Dist. LEXIS 42405 , [2011 BL 332922], 2011 WL 1421800 , at *14 (citing In re Air 
Crash at Taipei, 211 F.R.D. at 378 ). If it can be easily obtained elsewhere, "there is little or no reason to 
require a party to violate foreign law." Id. The Special Master correctly concluded that there is not an 
alternative means for Plaintiffs to obtain the relevant current or former employees' names, positions, titles, or 
professional contact information. (ECF No. 251 at 7). The Special Master based this conclusion on the 
Mercedes Defendants' failure to propose any workable alternative to redacting the requested information. (ECF 
No. 251). In this regard, and by adopting Plaintiffs' Discovery Privacy Order, the Special Master rejected the 
Mercedes Defendants' "layered approach" to production, which the Mercedes Defendants argue is a viable 
means of Plaintiffs obtaining the foreign personal data that is "actually necessary" to their claims. (ECF No. 
263-1 at 14). Under the Mercedes Defendants' proposed "layered" approach, Daimler would first "produce 
responsive documents and data from Germany with redactions of names and other identifiers that Daimler 
believes 'in good faith' are protected by the GDPR." ( Id. at 4). The parties would then meet and confer on any 
disputes over the propriety of redactions. ( Id.). The Mercedes Defendants claim that this "layered" approach is 
not only consistent with EU privacy rules but has been used in all other U.S. diesel-emissions-related 
consumer class actions where protective orders have been entered. ( Id. at 14-15). Nonetheless, the parties 
have been briefing these same issues surrounding an appropriate Discovery Privacy Order and the GDPR for 
the Special Master since July of 2019 and presented their positions at oral argument before the Special Master 
in September of 2019. Nothing in the record demonstrates that the Special Master did not fully consider the 
parties' arguments when he declined to adopt the Mercedes Defendants' "layered" approach and instead 
adopted and entered Plaintiffs' Discovery Privacy Order. Other than reiterating the same arguments they made 
to the Special Master, the Mercedes Defendants present no evidence to this Court, and nothing in the record 
otherwise reflects, that the Special Master abused his discretion in entering the operative Discovery Privacy 
Order. Accordingly, the fourth factor weighs in favor of compelling production in this case.

The fifth factor—the extent to which noncompliance with the request would undermine important interests of 
the United States, or compliance with the request would undermine important interests of the foreign state 
where the information is located—is the most important factor in determining whether to compel production. 
AstraZeneca LP, [2011 BL 332922], 2011 U.S. Dist. LEXIS 42405 , [2011 BL 332922], 2011 WL 1421800 , at 
*14 (citing In re Air Crash at Taipei, 211 F.R.D. at 378 ). "In considering such national interests, the Court [*11] 
must 'assess the interests of each nation in requiring or prohibiting disclosure, and determine whether 
disclosure would affect important substantive policies or interests of either the United States or [Germany].'" Id. 
(quoting Richmark Corp., 959 F.2d at 1476 ). Here, the Special Master considered the Supreme Court's 
acknowledgement that "[i]t is well known that the scope of American discovery is often significantly broader 
than is permitted in other jurisdictions, and . . . that foreign tribunals will recognize that the final decision on the 
evidence to be used in litigation conducted in American courts must be made by those courts." (ECF No. 251 
at 8 (quoting Société Nationale 482 U.S. at 542 )). The Special Master noted that the "the United States has a 
significant interest in preserving and maintaining the integrity of the broad discovery provisions set forth in the 
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Federal Rules of Civil Procedure." ( Id. (quoting AstraZeneca LP, [2011 BL 332922], 2011 U.S. Dist. LEXIS 
42405 , [2011 BL 332922], 2011 WL 1421800 , at *15)). The Special Master also noted that "the weight of the 
foreign privacy interest to be considered is `diminished where the court has entered a protective order 
preventing disclosure of the secret information.'" (ECF No. 251 at 9 (quoting Finjan, Inc. v. Zscaler, Inc., No. 
17-6946 (JST) (KAW), [2019 BL 49938], 2019 U.S. Dist. LEXIS 24570 , [2019 BL 49938], 2019 WL 618554 , at 
*3 (N.D. Cal. Feb. 14, 2019))). Based on these principles and the nature of the claims at issue—the claims that 
Defendants unlawfully mislead consumers into purchasing certain "BlueTEC diesel" vehicles by 
misrepresenting the environmental impact of these vehicles during on-road driving—the Special Master 
concluded that "[t]he United States has a strong interest in protecting U.S. consumers and therefore allowing 
discovery into Defendants' alleged acts." (ECF No. 251 at 8).

The Mercedes Defendants argue that the Special Master failed to properly consider the EU's "weighty interest 
in protecting its citizens' privacy." (ECF No. 263-1 at 15). The Mercedes Defendants claim that a violation of 
the GDPR would place Daimler in legal jeopardy, threaten severe reputational harm, and damage the morale 
of Daimler's workforce. ( Id.). The Mercedes Defendants also argue that the Discovery Confidentiality Order 
provision is not, on its own, sufficient to protect these "weighty interests" and does not obviate the need for 
redactions of personal data. ( Id.).

The Court finds these arguments unavailing. The Special Master properly weighed national interests implicated 
in this matter, and found that, on balance, disclosing names, job positions, titles, or professional contact 
information of relevant current or former employees pursuant to a Discovery Confidentiality Order fairly 
balanced the parties' rights under the Federal Rules of Civil Procedure and the Mercedes Defendants' GDPR 
concerns. Additionally, the Special Master did not, as the Mercedes Defendants suggest, misconstrue or 
improperly rely on Finjan's proposition that the weight of a foreign privacy interest is diminished where a 
protective order is in place. (ECF No. 263- 1 at 10, 16). More specifically, by citing to this proposition, the 
Special Master was not, as the Mercedes Defendants allude to, bypassing the [*12] GDPR's requirements by a 
protective order. (ECF No. 263-1 at 16). Similar to the court in Finjan, the Special Master found that, on 
balance, the U.S. had a stronger interest in protecting its consumers than the EU did in protecting its citizens' 
private data, particularly with a Discovery Confidentiality Order provision allowing producing parties to 
designate and protect foreign private data as "Highly Confidential" information. (ECF No. 251 at 8-9); see 
Finjan, [2019 BL 49938], 2019 U.S. Dist. LEXIS 24570 , [2019 BL 49938], 2019 WL 618554 , at *3. 
Accordingly, the fifth factor weighs in favor of compelling production in this case.5

III. CONCLUSION

Based on the Court's own international comity analysis, as well as an analysis of the Special Master's GDPR 
Ruling, the Court finds that the Special Master conducted a well-reasoned international comity analysis and did 
not abuse his discretion by prohibiting parties from redacting the names, positions, titles, or professional 
contact information of relevant current or former employees of any Defendant or third parties identified in 
relevant, responsive documents, data, or information produced in discovery in the above-captioned matter. 
Such information can be designated and protected as "Highly Confidential" pursuant to the Discovery 
Confidentiality Order provision. In this regard, the Special Master's GDPR Ruling ensured that Plaintiffs obtain 
the discovery they are entitled to pursuant to the Federal Rules of Civil Procedure while protecting EU citizens' 
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private data. Therefore, the Court hereby AFFIRMS the Special Master's November 4, 2019 GDPR Ruling, 
(ECF No. 251). The Mercedes Defendants' appeal of the Special Master's GDPR Ruling, (ECF No. 263), is 
DENIED. The Mercedes Defendants' appeal of the Special Master's October 4, 2019 Order & Opinion, (ECF 
No. 246), is also DENIED, as this Opinion resolves the remaining issue of whether the names of certain current 
and former Daimler employees who are EU citizens should be produced subject to the Discovery 
Confidentiality Order or redacted. Lastly, the Mercedes Defendants' November 6, 2019 emergency motion for 
a stay of the Special Master's October 4, 2019 Order & Opinion, (ECF No. 249), until the Court resolved the 
underlying appeal is hereby DENIED as moot. The Mercedes Defendants shall produce to Plaintiffs 
unredacted discovery that was previously produced in temporarily redacted form, in accordance with this 
Opinion. An Order consistent with the terms of this Opinion will follow.

/s/ Joseph A. Dickson

JOSEPH A. DICKSON, U.S.M.J.

ORDER

JOSEPH A. DICKSON. U.S.M.J.

This matter is before the Court upon three applications by Defendants Daimler AG ("Daimler") and Mercedes-
Benz USA ("Mercedes") (collectively, the "Mercedes Defendants").1 After carefully considering the parties' 
submissions, and for the reasons stated in this Court's Opinion filed on this day,

IT IS on this 30th day of January, 2020,

ORDERED that the Special Master's November 4, 2019 GDPR Ruling, (ECF No. 251), is AFFIRMED; and it is 
further

ORDERED that the Mercedes Defendants' appeal of the Special Master's October 4, 2019 Order & Opinion 
compelling the Mercedes Defendants to produce [*13] certain personal data identifying likely custodians of 
relevant documents, (ECF No. 246), is DENIED; and it is further

ORDERED that the Mercedes Defendants' appeal of the Special Master's November 4, 2019 Order & Opinion 
denying a stay of the October 4, 2019 Order & Opinion pending the disposition of Defendants' underlying 
appeal, and the Mercedes Defendants' petition to this Court for an emergency stay of the Special Master's 
October 4, 2019 Order & Opinion, (ECF No. 249), is DENIED as moot; and it is further

ORDERED that the Mercedes Defendants' appeal of the Special Master's November 4, 2019 Order & Opinion 
(the "GDPR Ruling") resolving the discovery dispute involving the parties' Discovery Privacy Order and the 
European Union's ("EU") General Data Protection Regulation ("GDPR"), (ECF No. 263), is DENIED; and it is 
further

ORDERED that the Mercedes Defendants shall produce to Plaintiffs unredacted discovery that was previously 
produced in temporarily redacted form, in accordance with this Court's Opinion.

/s/ Joseph A. Dickson
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JOSEPH A. DICKSON, U.S.M.J.

fn

1

On November 18, 2019, this case was reassigned to the Honorable Kevin McNulty, U.S.D.J., and the 
Honorable Edward S. Kiel, U.S.M.J., for all further proceedings. (ECF No. 262). In light of the undersigned's 
familiarity with the history of this case and the issues on appeal from the Special Master, and in the interest 
of judicial economy, and with the approval of Judge McNulty and Judge Kiel, the undersigned agreed to 
hear and decide the parties' pending appeals. (ECF No. 269).

fn

2

The full text of the GDPR is publicly available online at https://eur-lex.europa.eu/legal-content/EN/TXT/
?qid=1532348683434&uri=CELEX:02016R0679-20160504.

fn

3

One case cited by the Mercedes Defendants, In re: Xarelto (Rivaroxaban) Prod. Liab. Litig., No. M DL 2592, 
[2016 BL 235067], 2016 U.S. Dist. LEXIS 95453 , [2016 BL 235067], 2016 WL 3923873 , at *14 (E.D. La. 
July 21, 2016) , offers a succinct summary of this observation:

Jurists evaluating the "importance" of the requested discovery to the litigation have offered different formulations of 
the "importance" prong. Some circuits articulate an exceedingly high bar. For instance, the Ninth Circuit hesitates 
to compel production unless the outcome of litigation "stand[s] or fall[s] on the present discovery order." Courts in 
the District of Columbia evaluate whether the sought materials are "absolutely essential" to the case. The Fifth 
Circuit has not provided guidance regarding the degree of "importance" necessary to assuage comity concerns 
under Société Nationale, but the Eastern District of Texas has used language suggesting that the sought evidence 
must "be critical or compelling."

(internal citations omitted).

fn

4

Furthermore, in the event there are numerous names appearing on email chains that are indeed irrelevant, 
the Mercedes Defendants have the benefit of a meet and confer with Plaintiffs and the oversight of the 
Special Master. Nothing herein is intended to require production of irrelevant material.

5

The Special Master also found, as an additional consideration to the fifth factor, that Defendants failed to 
produce evidence that producing the information at issue here would lead to an enforcement action against 

fn
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Daimler by an EU data protection supervisory authority for breach of the GDPR. Indeed, whether an EU 
authority aggressively polices this type of data production in the context of pre-trial discovery in U.S. 
litigation remains to be seen.

fn

1

On November 18, 2019, this case was reassigned to the Honorable Kevin McNulty, U.S.D.J., and the 
Honorable Edward S. Kiel, U.S.M.J., for all further proceedings. (ECF No. 262). In light of the undersigned's 
familiarity with the history of this case and the issues on appeal from the Special Master, and in the interest 
of judicial economy, and with the approval of Judge McNulty and Judge Kiel, the undersigned agreed to 
hear and decide the parties' pending appeals. (ECF No. 269).
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Hausfeld LLP, Philadelphia, PA USA; Kathryn Lee Boyd, LEAD ATTORNEY, Hecht Partners LLP, New York, 
NY USA; Amanda Erin Lee-Dasgupta, Claire Agnes Marie Rosset, Hausfeld LLP, Washington, DC USA; 
Deborah Drooz, Brownstein Hyatt Farber Schreck LLP (Los Angeles), Los Angeles, CA USA.
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For Halima Samuel Khalifa, Plaintiff: Brent William Landau, LEAD ATTORNEY, Hausfeld LLP, Philadelphia, 
PA USA; Kathryn Lee Boyd, LEAD ATTORNEY, Hecht Partners LLP, New York, NY USA; Amanda Erin Lee-
Dasgupta, Claire Agnes Marie Rosset, Hausfeld LLP, Washington, DC USA.

For Ambrose Martin Ulau, Shafika G. Hassan, Jane Roe, Plaintiffs: Brent William Landau, LEAD ATTORNEY, 
Hausfeld LLP, Philadelphia, PA USA; Kathryn Lee Boyd, LEAD ATTORNEY, Hecht Partners LLP, New York, 
NY USA; Amanda Erin Lee-Dasgupta, Claire Agnes Marie Rosset, Hausfeld LLP, Washington, DC USA; 
Kristen L Nelson, Hecht Partners, LLP, Los Angeles, CA USA.

For Judy Doe, Plaintiff: Kathryn Lee Boyd, LEAD ATTORNEY, Hecht Partners LLP, New York, NY USA; 
Amanda Erin Lee-Dasgupta, Claire Agnes Marie Rosset, Hausfeld LLP, Washington, DC USA; Brent William 
Landau, Hausfeld LLP, Philadelphia, PA USA; Kristen L Nelson, Hecht Partners, LLP, Los Angeles, CA USA.

For Amir Ahmed, Plaintiff: Brent William Landau, LEAD ATTORNEY, Hausfeld LLP, Philadelphia, PA USA; 
Amanda Erin Lee-Dasgupta, Hausfeld LLP, Washington, DC USA.

For Abulgasim Suleman Abdalla, Isaac Ali, Kuol Shbur, Judy Roe, John Doe, Hamdan Juma Abakar, Plaintiffs: 
Brent William Landau, LEAD ATTORNEY, Hausfeld LLP, Philadelphia, PA USA; Kristen L Nelson, Hecht 
Partners, LLP, Los Angeles, CA USA.

For BNP Paribas SA, a French corporation, Defendant: Alexander John Willscher, LEAD ATTORNEY, Sullivan 
[*2] & Cromwell, LLP (NYC), New York, NY USA; Carmine D. Boccuzzi, Jr, LEAD ATTORNEY, Cleary 
Gottlieb, New York, NY USA; Karen Patton Seymour, LEAD ATTORNEY, Sullivan & Cromwell, New York, NY 
USA.

For BNP Paribas North America, Inc., a Deleware corporation, Defendant: Carmine D. Boccuzzi, Jr, LEAD 
ATTORNEY, Cleary Gottlieb, New York, NY USA.

For BNP Paribas US Wholesale Holdings, Corp. (f/k/a BNP Paribas North America, Inc.), Defendant: 
Alexander John Willscher, LEAD ATTORNEY, Sullivan & Cromwell, LLP (NYC), New York, NY USA; Carmine 
D. Boccuzzi, Jr, LEAD ATTORNEY, Cleary Gottlieb, New York, NY USA; Karen Patton Seymour, LEAD 
ATTORNEY, Sullivan & Cromwell, New York, NY USA; Suhana S. Han, LEAD ATTORNEY, Sullivan and 
Cromwell, LLP(NYC), New York, NY USA; Oliver Engebretson, Sullivan & Cromwell LLP, Washington, DC 
USA.

 
 

JENNIFER E. WILLIS, United States Magistrate Judge.

JENNIFER E. WILLIS

ORDER

JENNIFER E. WILLIS, United States Magistrate Judge:
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Before the Court are several outstanding discovery disputes regarding (1) the de-pseudonymization of certain 
documents; (2) the production of correspondence between Defendants and the DOJ discussing said 
pseudonymization; and (3) the production of certain documents produced to the DOJ during the course of that 
agency's investigation of Defendants, over which Defendants now assert a combination of the attorney-client 
privilege and the work product privilege. The Court DENIES Plaintiffs' motions to compel the de-
pseudonymization, as well as the production of correspondence with the DOJ regarding that 
pseudonymization, but GRANTS Plaintiffs' motions to compel the production of documents produced to the 
DOJ.

BACKGROUND

Plaintiffs are victims of the genocide in Sudan, alleging that the French and American branches of BNP 
Paribas ("BNPP" or "Defendants") effectively facilitated the genocide by processing financial transactions on 
behalf of Sudanese entities in violation of U.S. sanctions. Some years ago, a criminal case was pursued by the 
U.S. Department of Justice ("DOJ") and the N.Y. District Attorney's Office ("DANY"), and in 2014 BNPP pled 
guilty to the violations of sanctions. This civil case was brought in 2016, with Plaintiffs seeking recovery for 
damages they suffered in the course of the genocide.

The immediate issue before the Court consists of several discovery disputes that have arisen between the 
parties, as initially raised in a series of letter motions to the Court. The first letter motion, filed on December 1, 
2021, concerned certain documents which BNPP had produced, albeit in a heavily redacted and 
pseudonymized form. See Plaintiffs' Letter Motion dated December 1, 2021 (Dkt. No. 258) ("December 1 
Letter"). These 37 documents were produced to the DOJ during its criminal investigation. Id. In the December 
1 Letter, Plaintiffs moved to compel Defendants to investigate and disclose the identities of pseudonymized 
persons in the documents, to produce the key to the pseudonymization, and to produce correspondence with 
the DOJ regarding redactions and pseudonymization during that initial production. Id.

Plaintiffs' second and third [*3] letter motions concerned documents that were produced to the DOJ, but that 
have not been produced to Plaintiffs. See Plaintiffs' Letter Motion dated January 5, 2022 (Dkt. No. 271) 
("January 5 Letter"); Plaintiffs' Letter Motion dated March 14, 2022 (Dkt. No. 300) ("March 14 Letter"). 
Defendants have asserted some combination of attorney-client privilege or the work-product privilege over 
these documents. Id. For the seven documents at issue in the January 5 Letter, Plaintiffs argued that (1) the 
privilege had been waived in the course of the production of the documents to the government; (2) the 
documents contained relevant and inaccessible fact work product; and/or (3) the crime-fraud exception to the 
privilege applied. See generally Jan. 5 Letter. The Mar. 14 Letter regarded another ten documents, which 
Plaintiffs similarly claim had suffered a waiver of privilege, may or may not have constituted work product, and/
or were relevant and inaccessible fact work product. See generally Mar. 14 Letter. A hearing on these letter 
motions was held on March 28, 2022, and a schedule was set for further briefing.

Defendants filed their Opposition to the Letter Motions on April 8, 2022. Dkt. No. 317 ("Opp."). Plaintiffs filed 
their Reply on May 2, 2022. Dkt. No. 331 ("Reply"). A subsequent hearing was held on May 11, 2022 (the "May 
11 Hearing"). This decision follows.

DISCUSSION
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I. De-Pseudonymization of the French and Swiss Documents.

In the original production to the DOJ during the precedent criminal investigation, Defendants pseudonymized 
the identities of various entities, employees, and bank clients when producing documents. In producing those 
documents to Plaintiffs, Defendants maintained the same pseudonymization used previously. Plaintiffs now 
seek to have Defendants de-pseudonymize those documents.

Plaintiffs argue that the pseudonyms prevent them from carrying out discovery over witnesses who would have 
relevant knowledge of information related to the claims and defenses in this case. Reply at 2. Defendants state 
that the pseudonyms are necessary for them to remain in compliance with French, Swiss, and European laws. 
Opp. at 6. Both parties submitted supplemental briefing on the issue, including expert reports from individuals 
with knowledge of the foreign legal regimes implicated in this question.

To begin any analysis of whether foreign law stands as a bar to discovery, the party opposing production bears 
"the burden of proving what that law is and demonstrating why it impedes production." SEC v. Gib. Global 
Sec., Inc., No. 13-cv-2575 (GBD) (JCF), [2015 BL 94030], 2015 U.S. Dist. LEXIS 43773 , at *2 (S.D.N.Y. Apr. 
1, 2015) (collecting cases). If a conflict is found, the Court must then perform a comity analysis using several 
factors. Five of those factors come from the U.S. Supreme Court's decision in Societe Nationale Industrielle 
Aerospatiale v. United States Dist. Court for Southern Dist., 482 U.S. 522 , 107 S. Ct. 2542 , 96 L. Ed. 2d 461 
(1987):

"(1) The importance to the . . . litigation of the documents or other information requested; (2) the 
degree of specificity of the request; (3) whether the information originated in the United States; (4) 
the availability of [*4] alternative means of securing the information; and (5) the extent to which 
noncompliance with the request would undermine important interests of the United States, or 
compliance with the request would undermine important interests of the state where the 
information is located." Id. at 544 n. 28 .

In First Am. Corp. v. Price Waterhouse LLP, 154 F.3d 16 (2d Cir. 1998), the Second Circuit identified two other 
considerations to be factored into the comity query:

"[T]he hardship that compliance would impose on the party or witness from whom discovery is 
sought" and (7) "the good faith of the party resisting discovery."

Id. at 22 .

Generally, the most important factors are "the competing interests of the countries involved and the hardship 
imposed by compliance." In re Commodity Exch., Inc., Nos. 14-md-2548 (VEC) and 14-mc-2548 (VEC), [2019 
BL 162067], 2019 U.S. Dist. LEXIS 75886 , [2019 BL 162067], 2019 WL 1988525 , at *2 (S.D.N.Y. May 6, 
2019) (quoting Minpeco, S.A. v. Conticommodity Servs., Inc., 116 F.R.D. 517 , 522 (S.D.N.Y. 1987)).

A. Conflict with Foreign Law.

Defendants have identified six foreign laws that, they allege, prevent the discovery Plaintiffs are now seeking. 
These laws are: (1) the French Bank Secrecy Law; (2) the French Evidence Law; (3) the General Data 
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Protection Regulation ("GDPR"); (4) the Swiss Bank Secrecy Law; (5) the Swiss Consolidated Supervision 
Law; and 6) the Swiss Economic Espionage Law. Defendants further suggest that the proper means by which 
Plaintiffs should seek this information is via the mechanisms established in the Convention of March 18, 1970 
on the Taking of Evidence Abroad in Civil or Commercial Matters ("Hague Convention"). In support of their 
argument Defendants submitted declarations from Professor Noëlle Lenoir (Dkt. No. 319) ("Lenoir Decl."), an 
expert on French and European law, as well as from Professor Luc Thévenoz (Dkt. No. 320) ("Thévenoz 
Decl."), an expert on Swiss banking and finance law. In response, Plaintiffs submitted declarations from French 
attorney William Bourdon (Dkt. No. 332) ("Bourdon Decl."), and Professor Alexandre Richa, a Swiss attorney 
with expertise in U.S. discovery in Switzerland (Dkt. No. 333) ("Richa Decl.").

At the May 11 Hearing the parties both agreed that Swiss law was no longer applicable to this particular 
question. See May 11 H'ng Tr. at 6:18-25; 20:6-10. As such, the Court will examine French and European law 
for any conflict.

i. French Law

Defendants have adequately demonstrated a conflict with the French laws at issue in this case. Plaintiffs' 
Reply only briefly touches on the question of whether French law bars disclosure here, citing to a single email 
that they allege admits that the bank secrecy law is inapplicable. Defendants present a compelling argument, 
however, that French law does apply here. The French Bank Secrecy Law protects data held by French banks 
including customer lists and other information connected to a customer's identity. See In re Commodity Exch., [
2019 BL 162067], 2019 U.S. Dist. LEXIS 75886 , [2019 BL 162067], 2019 WL 1988525 , at *2 . As the 
information sought by Plaintiffs is this very customer data, there is a conflict between U.S. discovery law and 
the French law. Furthermore, the French blocking statute places limits on the taking of foreign discovery in 
France. Lenoir Decl. ¶¶20-29. Plaintiffs have not rebutted the applicability [*5] of French law in these 
circumstances, and as such Defendants have met their burden.

ii. European Law

The GDPR is a landmark data privacy law enacted by the European Union in 2016. Plaintiffs argue that the 
GDPR "expressly allows disclosure of the information at the center of this motion," as the GDPR does not 
apply where "the transfer [of information] is necessary for the establishment, exercise or defence of legal 
claims." Reply at 5. However, this exception to the GDPR's provisions does not give carte blanche to 
American-style discovery. Federal Rule of Civil Procedure 26 states that discovery is allowed to the extent that 
it is relevant, and "proportional to the needs of the case." Fed. R. Civ. P. 26(b)(1) . As noted, however, the 
GDPR requires further consideration of necessity along with the two concepts already contemplated in the 
Federal Rules. See Lenoir Decl. ¶¶ 77-78. Thus, a conflict exists, as the GDPR places a further analytical 
requirement on the production of data that is not contemplated in the U.S. discovery regime.

B. The Comity Analysis.

Since Defendants have demonstrated the existence of a conflict, the Court must then turn to a comity analysis. 
As discussed more fully below, the comity analysis weighs against de-pseudonymization.
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The first three factors, as listed above, weigh against compulsion. Plaintiffs have not shown that the wholesale 
unmasking of the identities of the pseudonymized individuals and entities is important to their case. See In re 
Commodity Exch., [2019 BL 162067], 2019 U.S. Dist. LEXIS 75886 , 2019 WL 1988525 at *7 (finding that the 
de-pseudonymization of all identities, most irrelevant to the case, was too burdensome, and instructing 
Plaintiffs to proceed via specific requests). In particular, Defendants have already conceded that they will 
provide the pseudonyms for any deponents. Opp. at 17-18 ("Although Plaintiffs may require certain employees 
to be de-pseudonymized in order to seek to depose them, that does not support unmasking the names of 
hundreds of individuals in the Government Productions."). As such, Plaintiffs will be provided with targeted de-
pseudonymization to the extent that it is actually necessary for their case. As for specificity, Plaintiffs have not 
clearly articulated for what they are asking. During the May 11 Hearing, Plaintiffs listed more than one hundred 
entities or persons, split into several categories, which they would like unredacted. Plaintiffs did not articulate a 
clear reason why all those identities are important to their action, and instead rely upon generalizations. Factor 
three similarly weighs against compulsion, as the documents did not originate in the United States.

Of the seven factors, this proceeding turns most on factors five and six: namely, "the extent to which 
noncompliance with the request would undermine important interests of the United States, or compliance with 
the request would undermine important interests of the state where the information is located" and "the 
hardship that compliance would impose on the party or witness from whom discovery is sought."

Factor five warrants further discussion, though ultimately it also weighs [*6] in Defendants' favor. Here there 
are two questions: (1) is there a United States interest that would be undermined in the case of 
noncompliance, and (2) what is the French and European interest in compliance. The United States does have 
an "interest in the application of federal law to discovery in its courts." See In re Commodity Exch., [2019 BL 
162067], 2019 U.S. Dist. LEXIS 75886 , 2019 WL 1988525 at *5 . The United States also has an interest in the 
pursuit of justice for victims of genocide. United States v. BNP Paribas S.A., No. 14-cv-460, H'ng Tr. at 9:10-14 
(S.D.N.Y. May 1, 2015). However, that interest is limited by whether the pseudonymized information is 
"actually material to Plaintiffs' efforts" to pursue their remedy, and "whether that information can be obtained 
through alternative means." Id. In contrast, France and the European Union have demonstrated a strong 
interest in data privacy, and concurrently have an interest in having their laws apply to banks operating within 
their borders. See Lenoir Decl. at ¶ 54 ("The rights to privacy and data protection are fundamental rights in the 
European Union."); ¶ 59 (noting that "France has implemented the GDPR in national law"). As the U.S. interest 
is low and the foreign interest is high, this factor does not weigh in favor of de-pseudonymization.

Factor six is also persuasive. Plaintiffs are, in effect, asking Defendants to break the laws of the countries in 
which they operate. While both sides concede that prosecutions in this area have been all-but-nonexistent, the 
laws still exist and Defendants and the producing entities could expose themselves to potential liability, 
however slight. See Lenoir Decl. at ¶¶ 84-100. This represents a hardship to Defendants, and Plaintiffs have 
not made a showing of need sufficient to overcome it. This potential liability also supports the analysis for 
factor seven, namely that Defendants are acting in good faith in resisting discovery in this instance.

Finally, there is factor four: the availability of other means to obtain the information. Even if this factor were to 
swing in Plaintiffs' favor, it would not overcome the persuasiveness of the other factors in aggregate. However, 
an alternative means for obtaining the information sought is available through the Hague Convention.
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In light of the comity analysis, the Court declines to compel noncompliance with the foreign laws at issue and 
DENIES the December 1 Letter Motion to Compel.

II. Production of Documents over which Defendants Claim Privilege.

Plaintiffs seek the production of seventeen documents which Defendants previously produced to the DOJ, over 
which Defendants now claim attorney-client privilege, work product privilege, or both. Plaintiffs' first argument 
is that, by previously producing these documents to the DOJ, Defendants waived any privilege they may have 
had over the documents. See Reply at 20. Defendants argue that the production of those privileged documents 
was made with the understanding that there was no waiver of the privileges. See Opp. at 21. The Court finds 
that Defendants did waive the privilege.

The controlling case on the question [*7] of waiver due to disclosure in a prior investigation is In re Steinhardt 
Partners, L.P., 9 F.3d 230 (2d Cir. 1993). In Steinhardt , the party opposing disclosure had previously disclosed 
the document at issue to the SEC, while standing in an adversarial position to the SEC. Id. at 234 ("The 
determinative fact in analyzing the adversarial nature of the relationship is that Steinhardt knew that it was the 
subject of an SEC investigation, and that the memorandum was sought as part of this investigation . . . [T]he 
fact that Steinhardt cooperated voluntarily does not transform the relationship from adversarial to friendly."). 
The Second Circuit further noted that "[t]he waiver doctrine provides that voluntary disclosure of work product 
to an adversary waives the privilege as to other parties." Id. at 235 . In light of both the adversity of the parties 
and the voluntary disclosure of the document, the Second Circuit found that the privilege had been waived and 
the document had to be produced to the civil litigants. Id. at 236 .

Defendants correctly note that the Court in Steinhardt declined "to adopt a per se rule that all voluntary 
disclosures to the government waive [privilege] protection," and that "[c]rafting rules relating to privilege in 
matters of governmental investigations must be done on a case-by-case basis." Steinhardt, 9 F.3d at 236 . The 
Second Circuit identified two circumstances that would preserve the privilege: first, where the "disclosing party 
and the government may share a common interest;" and second, "situations in which the [government] and the 
disclosing party have entered into an explicit agreement that the [government] will maintain the confidentiality 
of the disclosed materials." Id. Neither of those two scenarios is present here.

C. Defendants have not Shown an Explicit Agreement Existed.

Defendants focus their argument on the latter of those two possibilities; namely, that BNPP and the authorities 
had a "mutual understanding at the time of production" that the documents would be kept confidential. Opp. at 
21-22. In support of this, they cite to certain statements made by the DOJ and the DANY in prior FOIA/FOIL 
proceedings for these very same documents. Id. at 22 . The statements are as follows:

• "DOJ provided an express or implied assurance of confidentiality to BNPP, and there were no 
express or implied indications at the time these records were submitted that DOJ would publicly 
disclose the information." Opp. at 22 (quoting Defs.' Ex. C, the "Vaughn Index").1

• "BNPP provided the material to DANY as a target cooperating with DANY in the course of a 
Grand Jury investigation, with the understanding that it would remain confidential." Opp. at 22 
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(quoting Defs.' Ex. E, Aff. of Christopher Conroy).

• "[T]he records were provided to DANY under a general umbrella of confidentiality." Opp. at 22 
(quoting Defs.' Ex. F, Letter from DANY).

• "[S]ome of the records provided by BNPP may contain protected attorney communications." Opp. 
at 22 n. 16 (quoting Defs.' Ex. H, Respondant's Verified Answer to Article 78 Petition).

None of these statements constitutes an "explicit agreement" as required by Steinhardt [*8] . The first 
statement from the Vaughn Index in fact notes that the assurance may have been "implied;" that would be the 
opposite of an "explicit agreement." Defs.' Ex. C. Courts in this circuit require more. See, e.g., In re Natural 
Gas Commodity Litig., No. 03-cv-6186 (VM) (AJP), [2005 BL 70127], 2005 U.S. Dist. LEXIS 11950 , [2005 BL 
70127], 2005 WL 1457666 , at *8 (S.D.N.Y. June 21, 2005) (noting that an explicit written confidentiality and 
non-waiver agreements "goes a long way towards a finding of non-waiver"); In re Initial Pub. Offering Sec. 
Litig., 249 F.R.D. 457 , 466 (S.D.N.Y 2008) (finding that even the existence of a confidentiality agreement was 
not enough to support an argument selective waiver, and that the adversarial nature of the proceeding was the 
more salient factor). The Conroy Affirmation states simply that there was an "understanding" that the 
documents were confidential, but provides no color as to what formed the basis of this understanding, nor who 
held that understanding. Defs.' Ex. E. The Letter from DANY is even vaguer, simply noting the existence of a 
"general umbrella of confidentiality;" again, a far cry from an explicit agreement. Defs.' Ex. F. Furthermore, the 
Letter goes on to note that "BNPP and DANY were in legally antagonistic positions regarding DANY's 
investigation—and ultimate prosecution—of BNPP." Id. at 3. Finally, the DANY Answer to the Article 78 
Petition states that the documents "may" contain attorney communications protected by a privilege. Defs.' Ex. 
H. As it stands, Defendants have not submitted any explicit evidence that, at the time the documents were 
produced to the government, there was an explicit, mutual agreement that they would remain confidential.

The cases cited by Defendants underscore this absence. In Winfield v. City of New York, in addition to 
deposition testimony taken in the case communicating an express, contemporaneous understanding of 
confidentiality, the parties also provided a contemporaneous letter memorializing that understanding. No. 15-
cv-5236 (LTS) (KHP), [2018 BL 34546], 2018 U.S. Dist. LEXIS 16807 , [2018 BL 34546], 2018 WL 716013 , at 
*13 (S.D.N.Y. Feb. 1, 2018). In Maruzen Co., Ltd. v. HSBC USA, Inc., the party opposing production submitted 
a declaration attesting to the agreement, as well as a letter from the AUSA who handled the government 
investigation supporting the existence of an agreement between the party and the government. Nos. 00-cv-
1079 (RO) and 00-cv-1512 (RO), [2002 BL 26400], 2002 U.S. Dist. LEXIS 13288 , [2002 BL 26400], 2002 WL 
1628782 , at *1 (S.D.N.Y. July 23, 2002).

Here, Defendants have not submitted any direct support for their assertion that an explicit agreement existed. 
Defendants have proffered various submissions from their FOIA/FOIL actions, in which the agencies make the 
representatives noted above. However, no declarations, affidavits or testimony to that effect have been 
submitted directly to the Court in this case. The burdens and interests at issue in a FOIA/FOIL action differ 
from those that arise in the context of civil discovery, and as such those submissions, even if they did contain 
sufficiently explicit statements attesting to an agreement, would not necessarily suffice to resolve the issue 
before the Court in this action.
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As the Court finds that Defendants did waive privilege, the Court does not find it necessary to rule on the fact-
work-product [*9] argument or the crime-fraud exception argument, both of which were raised by Plaintiffs in 
the alternative. The Court GRANTs IN PART Plaintiffs' January 5 and March 14 Letter Motions, to the extent 
they request production of documents that were previously produced to the investigating agencies in the 
criminal cases.

III. Correspondence with the DOJ.

Plaintiffs also seek correspondence between BNPP and the DOJ "detailing the nature of the pseudonyms 
used" in the initial production to the government. Dec. 1 Letter at 3, n. 12. At the May 11, Hearing, Plaintiffs 
explained that they had requested these communications in order to better understand the pseudonymization 
process. May 11 H'ng Tr. at 42:25-43:12. Plaintiffs conceded that a sworn declaration from Defendants 
summarizing the salient information contained in the correspondence would serve the same purpose. Id. at 
51:24-52:4. The Court therefore DENIES Plaintiffs' motion to compel with respect to this correspondence and 
leaves it to Defendants to provide Plaintiffs with this information either via a voluntary production, an 
interrogatory, or a sworn declaration, as Defendants see fit.

CONCLUSION

In sum, Defendants will not be compelled to de-pseudonymize thirty-seven documents, but will be compelled to 
produce the seventeen documents over which they currently claim the protection of privilege. With respect to 
the first issue, however, to the extent there are any inconsistencies in the pseudonymizations Defendants must 
provide Plaintiffs with a method to reconcile those differences across the pseudonymized documents. See 
Opp. at 5 (noting that the pseudonyms in documents produced from France do not match those produced from 
Switzerland). Furthermore, should pseudonymized documents be presented to deponents, Defendants are 
instructed to find some approach that will allow witnesses to meaningfully engage with the pseudonymized 
documents. Finally, where Plaintiffs have identified a witness for deposition, Defendants must provide Plaintiffs 
with that witness's pseudonymized identifier if applicable.

Regarding the seventeen documents now compelled for production, Defendants are instructed to provide 
Plaintiffs with this production by noon on Wednesday, May 25, 2022. The Court will consider any outstanding 
discovery issues at the conference scheduled for May 26, 2022.

The Court of Clerk is respectfully requested to terminate the Letter Motions at Dkt. Nos. 257, 258, 271, 298, 
299, and 300.

SO ORDERED.

DATED: New York, New York

May 23, 2022

/s/ Jennifer E. Willis

JENNIFER E. WILLIS
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United States Magistrate Judge

fn

1

This Exhibit, along with those that follow, were attached to the Declaration of Carmine D Boccuzzi, Jr. dated 
April 8, 2022 (Dkt. No. 318).
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I 

(Legislative acts) 

REGULATIONS 

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 

of 27 April 2016 

on the protection of natural persons with regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) 

(Text with EEA relevance) 

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION, 

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 16 thereof, 

Having regard to the proposal from the European Commission, 

After transmission of the draft legislative act to the national parliaments, 

Having regard to the opinion of the European Economic and Social Committee (1), 

Having regard to the opinion of the Committee of the Regions (2), 

Acting in accordance with the ordinary legislative procedure (3), 

Whereas: 

(1)  The protection of natural persons in relation to the processing of personal data is a fundamental right. 
Article 8(1) of the Charter of Fundamental Rights of the European Union (the ‘Charter’) and Article 16(1) of the 
Treaty on the Functioning of the European Union (TFEU) provide that everyone has the right to the protection of 
personal data concerning him or her. 

(2)  The principles of, and rules on the protection of natural persons with regard to the processing of their personal 
data should, whatever their nationality or residence, respect their fundamental rights and freedoms, in particular 
their right to the protection of personal data. This Regulation is intended to contribute to the accomplishment of 
an area of freedom, security and justice and of an economic union, to economic and social progress, to the 
strengthening and the convergence of the economies within the internal market, and to the well-being of natural 
persons. 

(3)  Directive 95/46/EC of the European Parliament and of the Council (4) seeks to harmonise the protection of 
fundamental rights and freedoms of natural persons in respect of processing activities and to ensure the free flow 
of personal data between Member States. 
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(4)  The processing of personal data should be designed to serve mankind. The right to the protection of personal 
data is not an absolute right; it must be considered in relation to its function in society and be balanced against 
other fundamental rights, in accordance with the principle of proportionality. This Regulation respects all 
fundamental rights and observes the freedoms and principles recognised in the Charter as enshrined in the 
Treaties, in particular the respect for private and family life, home and communications, the protection of 
personal data, freedom of thought, conscience and religion, freedom of expression and information, freedom to 
conduct a business, the right to an effective remedy and to a fair trial, and cultural, religious and linguistic 
diversity. 

(5)  The economic and social integration resulting from the functioning of the internal market has led to a substantial 
increase in cross-border flows of personal data. The exchange of personal data between public and private actors, 
including natural persons, associations and undertakings across the Union has increased. National authorities in 
the Member States are being called upon by Union law to cooperate and exchange personal data so as to be able 
to perform their duties or carry out tasks on behalf of an authority in another Member State. 

(6)  Rapid technological developments and globalisation have brought new challenges for the protection of personal 
data. The scale of the collection and sharing of personal data has increased significantly. Technology allows both 
private companies and public authorities to make use of personal data on an unprecedented scale in order to 
pursue their activities. Natural persons increasingly make personal information available publicly and globally. 
Technology has transformed both the economy and social life, and should further facilitate the free flow of 
personal data within the Union and the transfer to third countries and international organisations, while ensuring 
a high level of the protection of personal data. 

(7)  Those developments require a strong and more coherent data protection framework in the Union, backed by 
strong enforcement, given the importance of creating the trust that will allow the digital economy to develop 
across the internal market. Natural persons should have control of their own personal data. Legal and practical 
certainty for natural persons, economic operators and public authorities should be enhanced. 

(8)  Where this Regulation provides for specifications or restrictions of its rules by Member State law, Member States 
may, as far as necessary for coherence and for making the national provisions comprehensible to the persons to 
whom they apply, incorporate elements of this Regulation into their national law. 

(9)  The objectives and principles of Directive 95/46/EC remain sound, but it has not prevented fragmentation in the 
implementation of data protection across the Union, legal uncertainty or a widespread public perception that 
there are significant risks to the protection of natural persons, in particular with regard to online activity. 
Differences in the level of protection of the rights and freedoms of natural persons, in particular the right to the 
protection of personal data, with regard to the processing of personal data in the Member States may prevent the 
free flow of personal data throughout the Union. Those differences may therefore constitute an obstacle to the 
pursuit of economic activities at the level of the Union, distort competition and impede authorities in the 
discharge of their responsibilities under Union law. Such a difference in levels of protection is due to the 
existence of differences in the implementation and application of Directive 95/46/EC. 

(10)  In order to ensure a consistent and high level of protection of natural persons and to remove the obstacles to 
flows of personal data within the Union, the level of protection of the rights and freedoms of natural persons 
with regard to the processing of such data should be equivalent in all Member States. Consistent and 
homogenous application of the rules for the protection of the fundamental rights and freedoms of natural 
persons with regard to the processing of personal data should be ensured throughout the Union. Regarding the 
processing of personal data for compliance with a legal obligation, for the performance of a task carried out in 
the public interest or in the exercise of official authority vested in the controller, Member States should be 
allowed to maintain or introduce national provisions to further specify the application of the rules of this 
Regulation. In conjunction with the general and horizontal law on data protection implementing Directive 
95/46/EC, Member States have several sector-specific laws in areas that need more specific provisions. This 
Regulation also provides a margin of manoeuvre for Member States to specify its rules, including for the 
processing of special categories of personal data (‘sensitive data’). To that extent, this Regulation does not exclude 
Member State law that sets out the circumstances for specific processing situations, including determining more 
precisely the conditions under which the processing of personal data is lawful. 
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(11)  Effective protection of personal data throughout the Union requires the strengthening and setting out in detail of 
the rights of data subjects and the obligations of those who process and determine the processing of personal 
data, as well as equivalent powers for monitoring and ensuring compliance with the rules for the protection of 
personal data and equivalent sanctions for infringements in the Member States. 

(12)  Article 16(2) TFEU mandates the European Parliament and the Council to lay down the rules relating to the 
protection of natural persons with regard to the processing of personal data and the rules relating to the free 
movement of personal data. 

(13)  In order to ensure a consistent level of protection for natural persons throughout the Union and to prevent 
divergences hampering the free movement of personal data within the internal market, a Regulation is necessary 
to provide legal certainty and transparency for economic operators, including micro, small and medium-sized 
enterprises, and to provide natural persons in all Member States with the same level of legally enforceable rights 
and obligations and responsibilities for controllers and processors, to ensure consistent monitoring of the 
processing of personal data, and equivalent sanctions in all Member States as well as effective cooperation 
between the supervisory authorities of different Member States. The proper functioning of the internal market 
requires that the free movement of personal data within the Union is not restricted or prohibited for reasons 
connected with the protection of natural persons with regard to the processing of personal data. To take account 
of the specific situation of micro, small and medium-sized enterprises, this Regulation includes a derogation for 
organisations with fewer than 250 employees with regard to record-keeping. In addition, the Union institutions 
and bodies, and Member States and their supervisory authorities, are encouraged to take account of the specific 
needs of micro, small and medium-sized enterprises in the application of this Regulation. The notion of micro, 
small and medium-sized enterprises should draw from Article 2 of the Annex to Commission Recommendation 
2003/361/EC (1). 

(14)  The protection afforded by this Regulation should apply to natural persons, whatever their nationality or place of 
residence, in relation to the processing of their personal data. This Regulation does not cover the processing of 
personal data which concerns legal persons and in particular undertakings established as legal persons, including 
the name and the form of the legal person and the contact details of the legal person. 

(15) In order to prevent creating a serious risk of circumvention, the protection of natural persons should be technolo
gically neutral and should not depend on the techniques used. The protection of natural persons should apply to 
the processing of personal data by automated means, as well as to manual processing, if the personal data are 
contained or are intended to be contained in a filing system. Files or sets of files, as well as their cover pages, 
which are not structured according to specific criteria should not fall within the scope of this Regulation. 

(16)  This Regulation does not apply to issues of protection of fundamental rights and freedoms or the free flow of 
personal data related to activities which fall outside the scope of Union law, such as activities concerning national 
security. This Regulation does not apply to the processing of personal data by the Member States when carrying 
out activities in relation to the common foreign and security policy of the Union. 

(17)  Regulation (EC) No 45/2001 of the European Parliament and of the Council (2) applies to the processing of 
personal data by the Union institutions, bodies, offices and agencies. Regulation (EC) No 45/2001 and other 
Union legal acts applicable to such processing of personal data should be adapted to the principles and rules 
established in this Regulation and applied in the light of this Regulation. In order to provide a strong and 
coherent data protection framework in the Union, the necessary adaptations of Regulation (EC) No 45/2001 
should follow after the adoption of this Regulation, in order to allow application at the same time as this 
Regulation. 

(18)  This Regulation does not apply to the processing of personal data by a natural person in the course of a purely 
personal or household activity and thus with no connection to a professional or commercial activity. Personal or 
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household activities could include correspondence and the holding of addresses, or social networking and online 
activity undertaken within the context of such activities. However, this Regulation applies to controllers or 
processors which provide the means for processing personal data for such personal or household activities. 

(19)  The protection of natural persons with regard to the processing of personal data by competent authorities for the 
purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of 
criminal penalties, including the safeguarding against and the prevention of threats to public security and the free 
movement of such data, is the subject of a specific Union legal act. This Regulation should not, therefore, apply 
to processing activities for those purposes. However, personal data processed by public authorities under this 
Regulation should, when used for those purposes, be governed by a more specific Union legal act, namely 
Directive (EU) 2016/680 of the European Parliament and of the Council (1). Member States may entrust 
competent authorities within the meaning of Directive (EU) 2016/680 with tasks which are not necessarily 
carried out for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, including the safeguarding against and prevention of threats to public security, so 
that the processing of personal data for those other purposes, in so far as it is within the scope of Union law, 
falls within the scope of this Regulation. 

With regard to the processing of personal data by those competent authorities for purposes falling within scope 
of this Regulation, Member States should be able to maintain or introduce more specific provisions to adapt the 
application of the rules of this Regulation. Such provisions may determine more precisely specific requirements 
for the processing of personal data by those competent authorities for those other purposes, taking into account 
the constitutional, organisational and administrative structure of the respective Member State. When the 
processing of personal data by private bodies falls within the scope of this Regulation, this Regulation should 
provide for the possibility for Member States under specific conditions to restrict by law certain obligations and 
rights when such a restriction constitutes a necessary and proportionate measure in a democratic society to 
safeguard specific important interests including public security and the prevention, investigation, detection or 
prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the 
prevention of threats to public security. This is relevant for instance in the framework of anti-money laundering 
or the activities of forensic laboratories. 

(20)  While this Regulation applies, inter alia, to the activities of courts and other judicial authorities, Union or 
Member State law could specify the processing operations and processing procedures in relation to the 
processing of personal data by courts and other judicial authorities. The competence of the supervisory 
authorities should not cover the processing of personal data when courts are acting in their judicial capacity, in 
order to safeguard the independence of the judiciary in the performance of its judicial tasks, including decision- 
making. It should be possible to entrust supervision of such data processing operations to specific bodies within 
the judicial system of the Member State, which should, in particular ensure compliance with the rules of this 
Regulation, enhance awareness among members of the judiciary of their obligations under this Regulation and 
handle complaints in relation to such data processing operations. 

(21)  This Regulation is without prejudice to the application of Directive 2000/31/EC of the European Parliament and 
of the Council (2), in particular of the liability rules of intermediary service providers in Articles 12 to 15 of that 
Directive. That Directive seeks to contribute to the proper functioning of the internal market by ensuring the free 
movement of information society services between Member States. 

(22)  Any processing of personal data in the context of the activities of an establishment of a controller or a processor 
in the Union should be carried out in accordance with this Regulation, regardless of whether the processing itself 
takes place within the Union. Establishment implies the effective and real exercise of activity through stable 
arrangements. The legal form of such arrangements, whether through a branch or a subsidiary with a legal 
personality, is not the determining factor in that respect. 
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(23)  In order to ensure that natural persons are not deprived of the protection to which they are entitled under this 
Regulation, the processing of personal data of data subjects who are in the Union by a controller or a processor 
not established in the Union should be subject to this Regulation where the processing activities are related to 
offering goods or services to such data subjects irrespective of whether connected to a payment. In order to 
determine whether such a controller or processor is offering goods or services to data subjects who are in the 
Union, it should be ascertained whether it is apparent that the controller or processor envisages offering services 
to data subjects in one or more Member States in the Union. Whereas the mere accessibility of the controller's, 
processor's or an intermediary's website in the Union, of an email address or of other contact details, or the use 
of a language generally used in the third country where the controller is established, is insufficient to ascertain 
such intention, factors such as the use of a language or a currency generally used in one or more Member States 
with the possibility of ordering goods and services in that other language, or the mentioning of customers or 
users who are in the Union, may make it apparent that the controller envisages offering goods or services to data 
subjects in the Union. 

(24)  The processing of personal data of data subjects who are in the Union by a controller or processor not 
established in the Union should also be subject to this Regulation when it is related to the monitoring of the 
behaviour of such data subjects in so far as their behaviour takes place within the Union. In order to determine 
whether a processing activity can be considered to monitor the behaviour of data subjects, it should be 
ascertained whether natural persons are tracked on the internet including potential subsequent use of personal 
data processing techniques which consist of profiling a natural person, particularly in order to take decisions 
concerning her or him or for analysing or predicting her or his personal preferences, behaviours and attitudes. 

(25)  Where Member State law applies by virtue of public international law, this Regulation should also apply to a 
controller not established in the Union, such as in a Member State's diplomatic mission or consular post. 

(26)  The principles of data protection should apply to any information concerning an identified or identifiable natural 
person. Personal data which have undergone pseudonymisation, which could be attributed to a natural person by 
the use of additional information should be considered to be information on an identifiable natural person. To 
determine whether a natural person is identifiable, account should be taken of all the means reasonably likely to 
be used, such as singling out, either by the controller or by another person to identify the natural person directly 
or indirectly. To ascertain whether means are reasonably likely to be used to identify the natural person, account 
should be taken of all objective factors, such as the costs of and the amount of time required for identification, 
taking into consideration the available technology at the time of the processing and technological developments. 
The principles of data protection should therefore not apply to anonymous information, namely information 
which does not relate to an identified or identifiable natural person or to personal data rendered anonymous in 
such a manner that the data subject is not or no longer identifiable. This Regulation does not therefore concern 
the processing of such anonymous information, including for statistical or research purposes. 

(27)  This Regulation does not apply to the personal data of deceased persons. Member States may provide for rules 
regarding the processing of personal data of deceased persons. 

(28)  The application of pseudonymisation to personal data can reduce the risks to the data subjects concerned and 
help controllers and processors to meet their data-protection obligations. The explicit introduction of ‘pseudony
misation’ in this Regulation is not intended to preclude any other measures of data protection. 

(29) In order to create incentives to apply pseudonymisation when processing personal data, measures of pseudonymi
sation should, whilst allowing general analysis, be possible within the same controller when that controller has 
taken technical and organisational measures necessary to ensure, for the processing concerned, that this 
Regulation is implemented, and that additional information for attributing the personal data to a specific data 
subject is kept separately. The controller processing the personal data should indicate the authorised persons 
within the same controller. 
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(30)  Natural persons may be associated with online identifiers provided by their devices, applications, tools and 
protocols, such as internet protocol addresses, cookie identifiers or other identifiers such as radio frequency 
identification tags. This may leave traces which, in particular when combined with unique identifiers and other 
information received by the servers, may be used to create profiles of the natural persons and identify them. 

(31)  Public authorities to which personal data are disclosed in accordance with a legal obligation for the exercise of 
their official mission, such as tax and customs authorities, financial investigation units, independent adminis
trative authorities, or financial market authorities responsible for the regulation and supervision of securities 
markets should not be regarded as recipients if they receive personal data which are necessary to carry out a 
particular inquiry in the general interest, in accordance with Union or Member State law. The requests for 
disclosure sent by the public authorities should always be in writing, reasoned and occasional and should not 
concern the entirety of a filing system or lead to the interconnection of filing systems. The processing of personal 
data by those public authorities should comply with the applicable data-protection rules according to the 
purposes of the processing. 

(32)  Consent should be given by a clear affirmative act establishing a freely given, specific, informed and 
unambiguous indication of the data subject's agreement to the processing of personal data relating to him or her, 
such as by a written statement, including by electronic means, or an oral statement. This could include ticking a 
box when visiting an internet website, choosing technical settings for information society services or another 
statement or conduct which clearly indicates in this context the data subject's acceptance of the proposed 
processing of his or her personal data. Silence, pre-ticked boxes or inactivity should not therefore constitute 
consent. Consent should cover all processing activities carried out for the same purpose or purposes. When the 
processing has multiple purposes, consent should be given for all of them. If the data subject's consent is to be 
given following a request by electronic means, the request must be clear, concise and not unnecessarily disruptive 
to the use of the service for which it is provided. 

(33)  It is often not possible to fully identify the purpose of personal data processing for scientific research purposes at 
the time of data collection. Therefore, data subjects should be allowed to give their consent to certain areas of 
scientific research when in keeping with recognised ethical standards for scientific research. Data subjects should 
have the opportunity to give their consent only to certain areas of research or parts of research projects to the 
extent allowed by the intended purpose. 

(34)  Genetic data should be defined as personal data relating to the inherited or acquired genetic characteristics of a 
natural person which result from the analysis of a biological sample from the natural person in question, in 
particular chromosomal, deoxyribonucleic acid (DNA) or ribonucleic acid (RNA) analysis, or from the analysis of 
another element enabling equivalent information to be obtained. 

(35)  Personal data concerning health should include all data pertaining to the health status of a data subject which 
reveal information relating to the past, current or future physical or mental health status of the data subject. This 
includes information about the natural person collected in the course of the registration for, or the provision of, 
health care services as referred to in Directive 2011/24/EU of the European Parliament and of the Council (1) to 
that natural person; a number, symbol or particular assigned to a natural person to uniquely identify the natural 
person for health purposes; information derived from the testing or examination of a body part or bodily 
substance, including from genetic data and biological samples; and any information on, for example, a disease, 
disability, disease risk, medical history, clinical treatment or the physiological or biomedical state of the data 
subject independent of its source, for example from a physician or other health professional, a hospital, a medical 
device or an in vitro diagnostic test. 

(36)  The main establishment of a controller in the Union should be the place of its central administration in the 
Union, unless the decisions on the purposes and means of the processing of personal data are taken in another 
establishment of the controller in the Union, in which case that other establishment should be considered to be 
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the main establishment. The main establishment of a controller in the Union should be determined according to 
objective criteria and should imply the effective and real exercise of management activities determining the main 
decisions as to the purposes and means of processing through stable arrangements. That criterion should not 
depend on whether the processing of personal data is carried out at that location. The presence and use of 
technical means and technologies for processing personal data or processing activities do not, in themselves, 
constitute a main establishment and are therefore not determining criteria for a main establishment. The main 
establishment of the processor should be the place of its central administration in the Union or, if it has no 
central administration in the Union, the place where the main processing activities take place in the Union. In 
cases involving both the controller and the processor, the competent lead supervisory authority should remain 
the supervisory authority of the Member State where the controller has its main establishment, but the 
supervisory authority of the processor should be considered to be a supervisory authority concerned and that 
supervisory authority should participate in the cooperation procedure provided for by this Regulation. In any 
case, the supervisory authorities of the Member State or Member States where the processor has one or more 
establishments should not be considered to be supervisory authorities concerned where the draft decision 
concerns only the controller. Where the processing is carried out by a group of undertakings, the main 
establishment of the controlling undertaking should be considered to be the main establishment of the group of 
undertakings, except where the purposes and means of processing are determined by another undertaking. 

(37)  A group of undertakings should cover a controlling undertaking and its controlled undertakings, whereby the 
controlling undertaking should be the undertaking which can exert a dominant influence over the other 
undertakings by virtue, for example, of ownership, financial participation or the rules which govern it or the 
power to have personal data protection rules implemented. An undertaking which controls the processing of 
personal data in undertakings affiliated to it should be regarded, together with those undertakings, as a group of 
undertakings. 

(38)  Children merit specific protection with regard to their personal data, as they may be less aware of the risks, 
consequences and safeguards concerned and their rights in relation to the processing of personal data. Such 
specific protection should, in particular, apply to the use of personal data of children for the purposes of 
marketing or creating personality or user profiles and the collection of personal data with regard to children 
when using services offered directly to a child. The consent of the holder of parental responsibility should not be 
necessary in the context of preventive or counselling services offered directly to a child. 

(39)  Any processing of personal data should be lawful and fair. It should be transparent to natural persons that 
personal data concerning them are collected, used, consulted or otherwise processed and to what extent the 
personal data are or will be processed. The principle of transparency requires that any information and communi
cation relating to the processing of those personal data be easily accessible and easy to understand, and that clear 
and plain language be used. That principle concerns, in particular, information to the data subjects on the 
identity of the controller and the purposes of the processing and further information to ensure fair and 
transparent processing in respect of the natural persons concerned and their right to obtain confirmation and 
communication of personal data concerning them which are being processed. Natural persons should be made 
aware of risks, rules, safeguards and rights in relation to the processing of personal data and how to exercise their 
rights in relation to such processing. In particular, the specific purposes for which personal data are processed 
should be explicit and legitimate and determined at the time of the collection of the personal data. The personal 
data should be adequate, relevant and limited to what is necessary for the purposes for which they are processed. 
This requires, in particular, ensuring that the period for which the personal data are stored is limited to a strict 
minimum. Personal data should be processed only if the purpose of the processing could not reasonably be 
fulfilled by other means. In order to ensure that the personal data are not kept longer than necessary, time limits 
should be established by the controller for erasure or for a periodic review. Every reasonable step should be taken 
to ensure that personal data which are inaccurate are rectified or deleted. Personal data should be processed in a 
manner that ensures appropriate security and confidentiality of the personal data, including for preventing 
unauthorised access to or use of personal data and the equipment used for the processing. 

(40)  In order for processing to be lawful, personal data should be processed on the basis of the consent of the data 
subject concerned or some other legitimate basis, laid down by law, either in this Regulation or in other Union or 
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Member State law as referred to in this Regulation, including the necessity for compliance with the legal 
obligation to which the controller is subject or the necessity for the performance of a contract to which the data 
subject is party or in order to take steps at the request of the data subject prior to entering into a contract. 

(41)  Where this Regulation refers to a legal basis or a legislative measure, this does not necessarily require a legislative 
act adopted by a parliament, without prejudice to requirements pursuant to the constitutional order of the 
Member State concerned. However, such a legal basis or legislative measure should be clear and precise and its 
application should be foreseeable to persons subject to it, in accordance with the case-law of the Court of Justice 
of the European Union (the ‘Court of Justice’) and the European Court of Human Rights. 

(42)  Where processing is based on the data subject's consent, the controller should be able to demonstrate that the 
data subject has given consent to the processing operation. In particular in the context of a written declaration 
on another matter, safeguards should ensure that the data subject is aware of the fact that and the extent to 
which consent is given. In accordance with Council Directive 93/13/EEC (1) a declaration of consent pre- 
formulated by the controller should be provided in an intelligible and easily accessible form, using clear and plain 
language and it should not contain unfair terms. For consent to be informed, the data subject should be aware at 
least of the identity of the controller and the purposes of the processing for which the personal data are 
intended. Consent should not be regarded as freely given if the data subject has no genuine or free choice or is 
unable to refuse or withdraw consent without detriment. 

(43)  In order to ensure that consent is freely given, consent should not provide a valid legal ground for the processing 
of personal data in a specific case where there is a clear imbalance between the data subject and the controller, in 
particular where the controller is a public authority and it is therefore unlikely that consent was freely given in 
all the circumstances of that specific situation. Consent is presumed not to be freely given if it does not allow 
separate consent to be given to different personal data processing operations despite it being appropriate in the 
individual case, or if the performance of a contract, including the provision of a service, is dependent on the 
consent despite such consent not being necessary for such performance. 

(44)  Processing should be lawful where it is necessary in the context of a contract or the intention to enter into a 
contract. 

(45)  Where processing is carried out in accordance with a legal obligation to which the controller is subject or where 
processing is necessary for the performance of a task carried out in the public interest or in the exercise of 
official authority, the processing should have a basis in Union or Member State law. This Regulation does not 
require a specific law for each individual processing. A law as a basis for several processing operations based on a 
legal obligation to which the controller is subject or where processing is necessary for the performance of a task 
carried out in the public interest or in the exercise of an official authority may be sufficient. It should also be for 
Union or Member State law to determine the purpose of processing. Furthermore, that law could specify the 
general conditions of this Regulation governing the lawfulness of personal data processing, establish specifications 
for determining the controller, the type of personal data which are subject to the processing, the data subjects 
concerned, the entities to which the personal data may be disclosed, the purpose limitations, the storage period 
and other measures to ensure lawful and fair processing. It should also be for Union or Member State law to 
determine whether the controller performing a task carried out in the public interest or in the exercise of official 
authority should be a public authority or another natural or legal person governed by public law, or, where it is 
in the public interest to do so, including for health purposes such as public health and social protection and the 
management of health care services, by private law, such as a professional association. 

(46)  The processing of personal data should also be regarded to be lawful where it is necessary to protect an interest 
which is essential for the life of the data subject or that of another natural person. Processing of personal data 
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based on the vital interest of another natural person should in principle take place only where the processing 
cannot be manifestly based on another legal basis. Some types of processing may serve both important grounds 
of public interest and the vital interests of the data subject as for instance when processing is necessary for 
humanitarian purposes, including for monitoring epidemics and their spread or in situations of humanitarian 
emergencies, in particular in situations of natural and man-made disasters. 

(47)  The legitimate interests of a controller, including those of a controller to which the personal data may be 
disclosed, or of a third party, may provide a legal basis for processing, provided that the interests or the 
fundamental rights and freedoms of the data subject are not overriding, taking into consideration the reasonable 
expectations of data subjects based on their relationship with the controller. Such legitimate interest could exist 
for example where there is a relevant and appropriate relationship between the data subject and the controller in 
situations such as where the data subject is a client or in the service of the controller. At any rate the existence of 
a legitimate interest would need careful assessment including whether a data subject can reasonably expect at the 
time and in the context of the collection of the personal data that processing for that purpose may take place. 
The interests and fundamental rights of the data subject could in particular override the interest of the data 
controller where personal data are processed in circumstances where data subjects do not reasonably expect 
further processing. Given that it is for the legislator to provide by law for the legal basis for public authorities to 
process personal data, that legal basis should not apply to the processing by public authorities in the 
performance of their tasks. The processing of personal data strictly necessary for the purposes of preventing 
fraud also constitutes a legitimate interest of the data controller concerned. The processing of personal data for 
direct marketing purposes may be regarded as carried out for a legitimate interest. 

(48)  Controllers that are part of a group of undertakings or institutions affiliated to a central body may have a 
legitimate interest in transmitting personal data within the group of undertakings for internal administrative 
purposes, including the processing of clients' or employees' personal data. The general principles for the transfer 
of personal data, within a group of undertakings, to an undertaking located in a third country remain unaffected. 

(49)  The processing of personal data to the extent strictly necessary and proportionate for the purposes of ensuring 
network and information security, i.e. the ability of a network or an information system to resist, at a given level 
of confidence, accidental events or unlawful or malicious actions that compromise the availability, authenticity, 
integrity and confidentiality of stored or transmitted personal data, and the security of the related services offered 
by, or accessible via, those networks and systems, by public authorities, by computer emergency response teams 
(CERTs), computer security incident response teams (CSIRTs), by providers of electronic communications 
networks and services and by providers of security technologies and services, constitutes a legitimate interest of 
the data controller concerned. This could, for example, include preventing unauthorised access to electronic 
communications networks and malicious code distribution and stopping ‘denial of service’ attacks and damage to 
computer and electronic communication systems. 

(50)  The processing of personal data for purposes other than those for which the personal data were initially collected 
should be allowed only where the processing is compatible with the purposes for which the personal data were 
initially collected. In such a case, no legal basis separate from that which allowed the collection of the personal 
data is required. If the processing is necessary for the performance of a task carried out in the public interest or 
in the exercise of official authority vested in the controller, Union or Member State law may determine and 
specify the tasks and purposes for which the further processing should be regarded as compatible and lawful. 
Further processing for archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes should be considered to be compatible lawful processing operations. The legal basis provided 
by Union or Member State law for the processing of personal data may also provide a legal basis for further 
processing. In order to ascertain whether a purpose of further processing is compatible with the purpose for 
which the personal data are initially collected, the controller, after having met all the requirements for the 
lawfulness of the original processing, should take into account, inter alia: any link between those purposes and 
the purposes of the intended further processing; the context in which the personal data have been collected, in 
particular the reasonable expectations of data subjects based on their relationship with the controller as to their 
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further use; the nature of the personal data; the consequences of the intended further processing for data 
subjects; and the existence of appropriate safeguards in both the original and intended further processing 
operations. 

Where the data subject has given consent or the processing is based on Union or Member State law which 
constitutes a necessary and proportionate measure in a democratic society to safeguard, in particular, important 
objectives of general public interest, the controller should be allowed to further process the personal data 
irrespective of the compatibility of the purposes. In any case, the application of the principles set out in this 
Regulation and in particular the information of the data subject on those other purposes and on his or her rights 
including the right to object, should be ensured. Indicating possible criminal acts or threats to public security by 
the controller and transmitting the relevant personal data in individual cases or in several cases relating to the 
same criminal act or threats to public security to a competent authority should be regarded as being in the 
legitimate interest pursued by the controller. However, such transmission in the legitimate interest of the 
controller or further processing of personal data should be prohibited if the processing is not compatible with a 
legal, professional or other binding obligation of secrecy. 

(51)  Personal data which are, by their nature, particularly sensitive in relation to fundamental rights and freedoms 
merit specific protection as the context of their processing could create significant risks to the fundamental rights 
and freedoms. Those personal data should include personal data revealing racial or ethnic origin, whereby the use 
of the term ‘racial origin’ in this Regulation does not imply an acceptance by the Union of theories which 
attempt to determine the existence of separate human races. The processing of photographs should not systemati
cally be considered to be processing of special categories of personal data as they are covered by the definition of 
biometric data only when processed through a specific technical means allowing the unique identification or 
authentication of a natural person. Such personal data should not be processed, unless processing is allowed in 
specific cases set out in this Regulation, taking into account that Member States law may lay down specific 
provisions on data protection in order to adapt the application of the rules of this Regulation for compliance 
with a legal obligation or for the performance of a task carried out in the public interest or in the exercise of 
official authority vested in the controller. In addition to the specific requirements for such processing, the general 
principles and other rules of this Regulation should apply, in particular as regards the conditions for lawful 
processing. Derogations from the general prohibition for processing such special categories of personal data 
should be explicitly provided, inter alia, where the data subject gives his or her explicit consent or in respect of 
specific needs in particular where the processing is carried out in the course of legitimate activities by certain 
associations or foundations the purpose of which is to permit the exercise of fundamental freedoms. 

(52)  Derogating from the prohibition on processing special categories of personal data should also be allowed when 
provided for in Union or Member State law and subject to suitable safeguards, so as to protect personal data and 
other fundamental rights, where it is in the public interest to do so, in particular processing personal data in the 
field of employment law, social protection law including pensions and for health security, monitoring and alert 
purposes, the prevention or control of communicable diseases and other serious threats to health. Such a 
derogation may be made for health purposes, including public health and the management of health-care 
services, especially in order to ensure the quality and cost-effectiveness of the procedures used for settling claims 
for benefits and services in the health insurance system, or for archiving purposes in the public interest, scientific 
or historical research purposes or statistical purposes. A derogation should also allow the processing of such 
personal data where necessary for the establishment, exercise or defence of legal claims, whether in court 
proceedings or in an administrative or out-of-court procedure. 

(53)  Special categories of personal data which merit higher protection should be processed for health-related purposes 
only where necessary to achieve those purposes for the benefit of natural persons and society as a whole, in 
particular in the context of the management of health or social care services and systems, including processing 
by the management and central national health authorities of such data for the purpose of quality control, 
management information and the general national and local supervision of the health or social care system, and 
ensuring continuity of health or social care and cross-border healthcare or health security, monitoring and alert 
purposes, or for archiving purposes in the public interest, scientific or historical research purposes or statistical 
purposes, based on Union or Member State law which has to meet an objective of public interest, as well as for 
studies conducted in the public interest in the area of public health. Therefore, this Regulation should provide for 
harmonised conditions for the processing of special categories of personal data concerning health, in respect of 
specific needs, in particular where the processing of such data is carried out for certain health-related purposes 
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by persons subject to a legal obligation of professional secrecy. Union or Member State law should provide for 
specific and suitable measures so as to protect the fundamental rights and the personal data of natural persons. 
Member States should be allowed to maintain or introduce further conditions, including limitations, with regard 
to the processing of genetic data, biometric data or data concerning health. However, this should not hamper the 
free flow of personal data within the Union when those conditions apply to cross-border processing of such data. 

(54)  The processing of special categories of personal data may be necessary for reasons of public interest in the areas 
of public health without consent of the data subject. Such processing should be subject to suitable and specific 
measures so as to protect the rights and freedoms of natural persons. In that context, ‘public health’ should be 
interpreted as defined in Regulation (EC) No 1338/2008 of the European Parliament and of the Council (1), 
namely all elements related to health, namely health status, including morbidity and disability, the determinants 
having an effect on that health status, health care needs, resources allocated to health care, the provision of, and 
universal access to, health care as well as health care expenditure and financing, and the causes of mortality. Such 
processing of data concerning health for reasons of public interest should not result in personal data being 
processed for other purposes by third parties such as employers or insurance and banking companies. 

(55)  Moreover, the processing of personal data by official authorities for the purpose of achieving the aims, laid down 
by constitutional law or by international public law, of officially recognised religious associations, is carried out 
on grounds of public interest. 

(56)  Where in the course of electoral activities, the operation of the democratic system in a Member State requires 
that political parties compile personal data on people's political opinions, the processing of such data may be 
permitted for reasons of public interest, provided that appropriate safeguards are established. 

(57)  If the personal data processed by a controller do not permit the controller to identify a natural person, the data 
controller should not be obliged to acquire additional information in order to identify the data subject for the 
sole purpose of complying with any provision of this Regulation. However, the controller should not refuse to 
take additional information provided by the data subject in order to support the exercise of his or her rights. 
Identification should include the digital identification of a data subject, for example through authentication 
mechanism such as the same credentials, used by the data subject to log-in to the on-line service offered by the 
data controller. 

(58)  The principle of transparency requires that any information addressed to the public or to the data subject be 
concise, easily accessible and easy to understand, and that clear and plain language and, additionally, where 
appropriate, visualisation be used. Such information could be provided in electronic form, for example, when 
addressed to the public, through a website. This is of particular relevance in situations where the proliferation of 
actors and the technological complexity of practice make it difficult for the data subject to know and understand 
whether, by whom and for what purpose personal data relating to him or her are being collected, such as in the 
case of online advertising. Given that children merit specific protection, any information and communication, 
where processing is addressed to a child, should be in such a clear and plain language that the child can easily 
understand. 

(59)  Modalities should be provided for facilitating the exercise of the data subject's rights under this Regulation, 
including mechanisms to request and, if applicable, obtain, free of charge, in particular, access to and rectification 
or erasure of personal data and the exercise of the right to object. The controller should also provide means for 
requests to be made electronically, especially where personal data are processed by electronic means. The 
controller should be obliged to respond to requests from the data subject without undue delay and at the latest 
within one month and to give reasons where the controller does not intend to comply with any such requests. 
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(60)  The principles of fair and transparent processing require that the data subject be informed of the existence of the 
processing operation and its purposes. The controller should provide the data subject with any further 
information necessary to ensure fair and transparent processing taking into account the specific circumstances 
and context in which the personal data are processed. Furthermore, the data subject should be informed of the 
existence of profiling and the consequences of such profiling. Where the personal data are collected from the 
data subject, the data subject should also be informed whether he or she is obliged to provide the personal data 
and of the consequences, where he or she does not provide such data. That information may be provided in 
combination with standardised icons in order to give in an easily visible, intelligible and clearly legible manner, a 
meaningful overview of the intended processing. Where the icons are presented electronically, they should be 
machine-readable. 

(61)  The information in relation to the processing of personal data relating to the data subject should be given to him 
or her at the time of collection from the data subject, or, where the personal data are obtained from another 
source, within a reasonable period, depending on the circumstances of the case. Where personal data can be 
legitimately disclosed to another recipient, the data subject should be informed when the personal data are first 
disclosed to the recipient. Where the controller intends to process the personal data for a purpose other than that 
for which they were collected, the controller should provide the data subject prior to that further processing with 
information on that other purpose and other necessary information. Where the origin of the personal data 
cannot be provided to the data subject because various sources have been used, general information should be 
provided. 

(62)  However, it is not necessary to impose the obligation to provide information where the data subject already 
possesses the information, where the recording or disclosure of the personal data is expressly laid down by law 
or where the provision of information to the data subject proves to be impossible or would involve a dispropor
tionate effort. The latter could in particular be the case where processing is carried out for archiving purposes in 
the public interest, scientific or historical research purposes or statistical purposes. In that regard, the number of 
data subjects, the age of the data and any appropriate safeguards adopted should be taken into consideration. 

(63)  A data subject should have the right of access to personal data which have been collected concerning him or her, 
and to exercise that right easily and at reasonable intervals, in order to be aware of, and verify, the lawfulness of 
the processing. This includes the right for data subjects to have access to data concerning their health, for 
example the data in their medical records containing information such as diagnoses, examination results, 
assessments by treating physicians and any treatment or interventions provided. Every data subject should 
therefore have the right to know and obtain communication in particular with regard to the purposes for which 
the personal data are processed, where possible the period for which the personal data are processed, the 
recipients of the personal data, the logic involved in any automatic personal data processing and, at least when 
based on profiling, the consequences of such processing. Where possible, the controller should be able to provide 
remote access to a secure system which would provide the data subject with direct access to his or her personal 
data. That right should not adversely affect the rights or freedoms of others, including trade secrets or intellectual 
property and in particular the copyright protecting the software. However, the result of those considerations 
should not be a refusal to provide all information to the data subject. Where the controller processes a large 
quantity of information concerning the data subject, the controller should be able to request that, before the 
information is delivered, the data subject specify the information or processing activities to which the request 
relates. 

(64)  The controller should use all reasonable measures to verify the identity of a data subject who requests access, in 
particular in the context of online services and online identifiers. A controller should not retain personal data for 
the sole purpose of being able to react to potential requests. 

(65)  A data subject should have the right to have personal data concerning him or her rectified and a ‘right to be 
forgotten’ where the retention of such data infringes this Regulation or Union or Member State law to which the 
controller is subject. In particular, a data subject should have the right to have his or her personal data erased 
and no longer processed where the personal data are no longer necessary in relation to the purposes for which 
they are collected or otherwise processed, where a data subject has withdrawn his or her consent or objects to 
the processing of personal data concerning him or her, or where the processing of his or her personal data does 
not otherwise comply with this Regulation. That right is relevant in particular where the data subject has given 
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his or her consent as a child and is not fully aware of the risks involved by the processing, and later wants to 
remove such personal data, especially on the internet. The data subject should be able to exercise that right 
notwithstanding the fact that he or she is no longer a child. However, the further retention of the personal data 
should be lawful where it is necessary, for exercising the right of freedom of expression and information, for 
compliance with a legal obligation, for the performance of a task carried out in the public interest or in the 
exercise of official authority vested in the controller, on the grounds of public interest in the area of public 
health, for archiving purposes in the public interest, scientific or historical research purposes or statistical 
purposes, or for the establishment, exercise or defence of legal claims. 

(66)  To strengthen the right to be forgotten in the online environment, the right to erasure should also be extended in 
such a way that a controller who has made the personal data public should be obliged to inform the controllers 
which are processing such personal data to erase any links to, or copies or replications of those personal data. In 
doing so, that controller should take reasonable steps, taking into account available technology and the means 
available to the controller, including technical measures, to inform the controllers which are processing the 
personal data of the data subject's request. 

(67)  Methods by which to restrict the processing of personal data could include, inter alia, temporarily moving the 
selected data to another processing system, making the selected personal data unavailable to users, or temporarily 
removing published data from a website. In automated filing systems, the restriction of processing should in 
principle be ensured by technical means in such a manner that the personal data are not subject to further 
processing operations and cannot be changed. The fact that the processing of personal data is restricted should 
be clearly indicated in the system. 

(68)  To further strengthen the control over his or her own data, where the processing of personal data is carried out 
by automated means, the data subject should also be allowed to receive personal data concerning him or her 
which he or she has provided to a controller in a structured, commonly used, machine-readable and interoperable 
format, and to transmit it to another controller. Data controllers should be encouraged to develop interoperable 
formats that enable data portability. That right should apply where the data subject provided the personal data on 
the basis of his or her consent or the processing is necessary for the performance of a contract. It should not 
apply where processing is based on a legal ground other than consent or contract. By its very nature, that right 
should not be exercised against controllers processing personal data in the exercise of their public duties. It 
should therefore not apply where the processing of the personal data is necessary for compliance with a legal 
obligation to which the controller is subject or for the performance of a task carried out in the public interest or 
in the exercise of an official authority vested in the controller. The data subject's right to transmit or receive 
personal data concerning him or her should not create an obligation for the controllers to adopt or maintain 
processing systems which are technically compatible. Where, in a certain set of personal data, more than one 
data subject is concerned, the right to receive the personal data should be without prejudice to the rights and 
freedoms of other data subjects in accordance with this Regulation. Furthermore, that right should not prejudice 
the right of the data subject to obtain the erasure of personal data and the limitations of that right as set out in 
this Regulation and should, in particular, not imply the erasure of personal data concerning the data subject 
which have been provided by him or her for the performance of a contract to the extent that and for as long as 
the personal data are necessary for the performance of that contract. Where technically feasible, the data subject 
should have the right to have the personal data transmitted directly from one controller to another. 

(69)  Where personal data might lawfully be processed because processing is necessary for the performance of a task 
carried out in the public interest or in the exercise of official authority vested in the controller, or on grounds of 
the legitimate interests of a controller or a third party, a data subject should, nevertheless, be entitled to object to 
the processing of any personal data relating to his or her particular situation. It should be for the controller to 
demonstrate that its compelling legitimate interest overrides the interests or the fundamental rights and freedoms 
of the data subject. 

(70)  Where personal data are processed for the purposes of direct marketing, the data subject should have the right to 
object to such processing, including profiling to the extent that it is related to such direct marketing, whether 
with regard to initial or further processing, at any time and free of charge. That right should be explicitly brought 
to the attention of the data subject and presented clearly and separately from any other information. 
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(71)  The data subject should have the right not to be subject to a decision, which may include a measure, evaluating 
personal aspects relating to him or her which is based solely on automated processing and which produces legal 
effects concerning him or her or similarly significantly affects him or her, such as automatic refusal of an online 
credit application or e-recruiting practices without any human intervention. Such processing includes ‘profiling’ 
that consists of any form of automated processing of personal data evaluating the personal aspects relating to a 
natural person, in particular to analyse or predict aspects concerning the data subject's performance at work, 
economic situation, health, personal preferences or interests, reliability or behaviour, location or movements, 
where it produces legal effects concerning him or her or similarly significantly affects him or her. However, 
decision-making based on such processing, including profiling, should be allowed where expressly authorised by 
Union or Member State law to which the controller is subject, including for fraud and tax-evasion monitoring 
and prevention purposes conducted in accordance with the regulations, standards and recommendations of 
Union institutions or national oversight bodies and to ensure the security and reliability of a service provided by 
the controller, or necessary for the entering or performance of a contract between the data subject and a 
controller, or when the data subject has given his or her explicit consent. In any case, such processing should be 
subject to suitable safeguards, which should include specific information to the data subject and the right to 
obtain human intervention, to express his or her point of view, to obtain an explanation of the decision reached 
after such assessment and to challenge the decision. Such measure should not concern a child. 

In order to ensure fair and transparent processing in respect of the data subject, taking into account the specific 
circumstances and context in which the personal data are processed, the controller should use appropriate 
mathematical or statistical procedures for the profiling, implement technical and organisational measures 
appropriate to ensure, in particular, that factors which result in inaccuracies in personal data are corrected and 
the risk of errors is minimised, secure personal data in a manner that takes account of the potential risks 
involved for the interests and rights of the data subject and that prevents, inter alia, discriminatory effects on 
natural persons on the basis of racial or ethnic origin, political opinion, religion or beliefs, trade union 
membership, genetic or health status or sexual orientation, or that result in measures having such an effect. 
Automated decision-making and profiling based on special categories of personal data should be allowed only 
under specific conditions. 

(72)  Profiling is subject to the rules of this Regulation governing the processing of personal data, such as the legal 
grounds for processing or data protection principles. The European Data Protection Board established by this 
Regulation (the ‘Board’) should be able to issue guidance in that context. 

(73)  Restrictions concerning specific principles and the rights of information, access to and rectification or erasure of 
personal data, the right to data portability, the right to object, decisions based on profiling, as well as the 
communication of a personal data breach to a data subject and certain related obligations of the controllers may 
be imposed by Union or Member State law, as far as necessary and proportionate in a democratic society to 
safeguard public security, including the protection of human life especially in response to natural or manmade 
disasters, the prevention, investigation and prosecution of criminal offences or the execution of criminal 
penalties, including the safeguarding against and the prevention of threats to public security, or of breaches of 
ethics for regulated professions, other important objectives of general public interest of the Union or of a 
Member State, in particular an important economic or financial interest of the Union or of a Member State, the 
keeping of public registers kept for reasons of general public interest, further processing of archived personal data 
to provide specific information related to the political behaviour under former totalitarian state regimes or the 
protection of the data subject or the rights and freedoms of others, including social protection, public health and 
humanitarian purposes. Those restrictions should be in accordance with the requirements set out in the Charter 
and in the European Convention for the Protection of Human Rights and Fundamental Freedoms. 

(74)  The responsibility and liability of the controller for any processing of personal data carried out by the controller 
or on the controller's behalf should be established. In particular, the controller should be obliged to implement 
appropriate and effective measures and be able to demonstrate the compliance of processing activities with this 
Regulation, including the effectiveness of the measures. Those measures should take into account the nature, 
scope, context and purposes of the processing and the risk to the rights and freedoms of natural persons. 
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(75)  The risk to the rights and freedoms of natural persons, of varying likelihood and severity, may result from 
personal data processing which could lead to physical, material or non-material damage, in particular: where the 
processing may give rise to discrimination, identity theft or fraud, financial loss, damage to the reputation, loss of 
confidentiality of personal data protected by professional secrecy, unauthorised reversal of pseudonymisation, or 
any other significant economic or social disadvantage; where data subjects might be deprived of their rights and 
freedoms or prevented from exercising control over their personal data; where personal data are processed which 
reveal racial or ethnic origin, political opinions, religion or philosophical beliefs, trade union membership, and 
the processing of genetic data, data concerning health or data concerning sex life or criminal convictions and 
offences or related security measures; where personal aspects are evaluated, in particular analysing or predicting 
aspects concerning performance at work, economic situation, health, personal preferences or interests, reliability 
or behaviour, location or movements, in order to create or use personal profiles; where personal data of 
vulnerable natural persons, in particular of children, are processed; or where processing involves a large amount 
of personal data and affects a large number of data subjects. 

(76)  The likelihood and severity of the risk to the rights and freedoms of the data subject should be determined by 
reference to the nature, scope, context and purposes of the processing. Risk should be evaluated on the basis of 
an objective assessment, by which it is established whether data processing operations involve a risk or a high 
risk. 

(77)  Guidance on the implementation of appropriate measures and on the demonstration of compliance by the 
controller or the processor, especially as regards the identification of the risk related to the processing, their 
assessment in terms of origin, nature, likelihood and severity, and the identification of best practices to mitigate 
the risk, could be provided in particular by means of approved codes of conduct, approved certifications, 
guidelines provided by the Board or indications provided by a data protection officer. The Board may also issue 
guidelines on processing operations that are considered to be unlikely to result in a high risk to the rights and 
freedoms of natural persons and indicate what measures may be sufficient in such cases to address such risk. 

(78)  The protection of the rights and freedoms of natural persons with regard to the processing of personal data 
require that appropriate technical and organisational measures be taken to ensure that the requirements of this 
Regulation are met. In order to be able to demonstrate compliance with this Regulation, the controller should 
adopt internal policies and implement measures which meet in particular the principles of data protection by 
design and data protection by default. Such measures could consist, inter alia, of minimising the processing of 
personal data, pseudonymising personal data as soon as possible, transparency with regard to the functions and 
processing of personal data, enabling the data subject to monitor the data processing, enabling the controller to 
create and improve security features. When developing, designing, selecting and using applications, services and 
products that are based on the processing of personal data or process personal data to fulfil their task, producers 
of the products, services and applications should be encouraged to take into account the right to data protection 
when developing and designing such products, services and applications and, with due regard to the state of the 
art, to make sure that controllers and processors are able to fulfil their data protection obligations. The principles 
of data protection by design and by default should also be taken into consideration in the context of public 
tenders. 

(79)  The protection of the rights and freedoms of data subjects as well as the responsibility and liability of controllers 
and processors, also in relation to the monitoring by and measures of supervisory authorities, requires a clear 
allocation of the responsibilities under this Regulation, including where a controller determines the purposes and 
means of the processing jointly with other controllers or where a processing operation is carried out on behalf of 
a controller. 

(80)  Where a controller or a processor not established in the Union is processing personal data of data subjects who 
are in the Union whose processing activities are related to the offering of goods or services, irrespective of 
whether a payment of the data subject is required, to such data subjects in the Union, or to the monitoring of 
their behaviour as far as their behaviour takes place within the Union, the controller or the processor should 
designate a representative, unless the processing is occasional, does not include processing, on a large scale, of 
special categories of personal data or the processing of personal data relating to criminal convictions and 
offences, and is unlikely to result in a risk to the rights and freedoms of natural persons, taking into account the 
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nature, context, scope and purposes of the processing or if the controller is a public authority or body. The rep
resentative should act on behalf of the controller or the processor and may be addressed by any supervisory 
authority. The representative should be explicitly designated by a written mandate of the controller or of the 
processor to act on its behalf with regard to its obligations under this Regulation. The designation of such a rep
resentative does not affect the responsibility or liability of the controller or of the processor under this 
Regulation. Such a representative should perform its tasks according to the mandate received from the controller 
or processor, including cooperating with the competent supervisory authorities with regard to any action taken 
to ensure compliance with this Regulation. The designated representative should be subject to enforcement 
proceedings in the event of non-compliance by the controller or processor. 

(81)  To ensure compliance with the requirements of this Regulation in respect of the processing to be carried out by 
the processor on behalf of the controller, when entrusting a processor with processing activities, the controller 
should use only processors providing sufficient guarantees, in particular in terms of expert knowledge, reliability 
and resources, to implement technical and organisational measures which will meet the requirements of this 
Regulation, including for the security of processing. The adherence of the processor to an approved code of 
conduct or an approved certification mechanism may be used as an element to demonstrate compliance with the 
obligations of the controller. The carrying-out of processing by a processor should be governed by a contract or 
other legal act under Union or Member State law, binding the processor to the controller, setting out the subject- 
matter and duration of the processing, the nature and purposes of the processing, the type of personal data and 
categories of data subjects, taking into account the specific tasks and responsibilities of the processor in the 
context of the processing to be carried out and the risk to the rights and freedoms of the data subject. The 
controller and processor may choose to use an individual contract or standard contractual clauses which are 
adopted either directly by the Commission or by a supervisory authority in accordance with the consistency 
mechanism and then adopted by the Commission. After the completion of the processing on behalf of the 
controller, the processor should, at the choice of the controller, return or delete the personal data, unless there is 
a requirement to store the personal data under Union or Member State law to which the processor is subject. 

(82)  In order to demonstrate compliance with this Regulation, the controller or processor should maintain records of 
processing activities under its responsibility. Each controller and processor should be obliged to cooperate with 
the supervisory authority and make those records, on request, available to it, so that it might serve for 
monitoring those processing operations. 

(83)  In order to maintain security and to prevent processing in infringement of this Regulation, the controller or 
processor should evaluate the risks inherent in the processing and implement measures to mitigate those risks, 
such as encryption. Those measures should ensure an appropriate level of security, including confidentiality, 
taking into account the state of the art and the costs of implementation in relation to the risks and the nature of 
the personal data to be protected. In assessing data security risk, consideration should be given to the risks that 
are presented by personal data processing, such as accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed which may in 
particular lead to physical, material or non-material damage. 

(84)  In order to enhance compliance with this Regulation where processing operations are likely to result in a high 
risk to the rights and freedoms of natural persons, the controller should be responsible for the carrying-out of a 
data protection impact assessment to evaluate, in particular, the origin, nature, particularity and severity of that 
risk. The outcome of the assessment should be taken into account when determining the appropriate measures to 
be taken in order to demonstrate that the processing of personal data complies with this Regulation. Where a 
data-protection impact assessment indicates that processing operations involve a high risk which the controller 
cannot mitigate by appropriate measures in terms of available technology and costs of implementation, a 
consultation of the supervisory authority should take place prior to the processing. 

(85)  A personal data breach may, if not addressed in an appropriate and timely manner, result in physical, material or 
non-material damage to natural persons such as loss of control over their personal data or limitation of their 
rights, discrimination, identity theft or fraud, financial loss, unauthorised reversal of pseudonymisation, damage 
to reputation, loss of confidentiality of personal data protected by professional secrecy or any other significant 
economic or social disadvantage to the natural person concerned. Therefore, as soon as the controller becomes 
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aware that a personal data breach has occurred, the controller should notify the personal data breach to the 
supervisory authority without undue delay and, where feasible, not later than 72 hours after having become 
aware of it, unless the controller is able to demonstrate, in accordance with the accountability principle, that the 
personal data breach is unlikely to result in a risk to the rights and freedoms of natural persons. Where such 
notification cannot be achieved within 72 hours, the reasons for the delay should accompany the notification 
and information may be provided in phases without undue further delay. 

(86)  The controller should communicate to the data subject a personal data breach, without undue delay, where that 
personal data breach is likely to result in a high risk to the rights and freedoms of the natural person in order to 
allow him or her to take the necessary precautions. The communication should describe the nature of the 
personal data breach as well as recommendations for the natural person concerned to mitigate potential adverse 
effects. Such communications to data subjects should be made as soon as reasonably feasible and in close 
cooperation with the supervisory authority, respecting guidance provided by it or by other relevant authorities 
such as law-enforcement authorities. For example, the need to mitigate an immediate risk of damage would call 
for prompt communication with data subjects whereas the need to implement appropriate measures against 
continuing or similar personal data breaches may justify more time for communication. 

(87)  It should be ascertained whether all appropriate technological protection and organisational measures have been 
implemented to establish immediately whether a personal data breach has taken place and to inform promptly 
the supervisory authority and the data subject. The fact that the notification was made without undue delay 
should be established taking into account in particular the nature and gravity of the personal data breach and its 
consequences and adverse effects for the data subject. Such notification may result in an intervention of the 
supervisory authority in accordance with its tasks and powers laid down in this Regulation. 

(88)  In setting detailed rules concerning the format and procedures applicable to the notification of personal data 
breaches, due consideration should be given to the circumstances of that breach, including whether or not 
personal data had been protected by appropriate technical protection measures, effectively limiting the likelihood 
of identity fraud or other forms of misuse. Moreover, such rules and procedures should take into account the 
legitimate interests of law-enforcement authorities where early disclosure could unnecessarily hamper the investi
gation of the circumstances of a personal data breach. 

(89)  Directive 95/46/EC provided for a general obligation to notify the processing of personal data to the supervisory 
authorities. While that obligation produces administrative and financial burdens, it did not in all cases contribute 
to improving the protection of personal data. Such indiscriminate general notification obligations should 
therefore be abolished, and replaced by effective procedures and mechanisms which focus instead on those types 
of processing operations which are likely to result in a high risk to the rights and freedoms of natural persons by 
virtue of their nature, scope, context and purposes. Such types of processing operations may be those which in, 
particular, involve using new technologies, or are of a new kind and where no data protection impact assessment 
has been carried out before by the controller, or where they become necessary in the light of the time that has 
elapsed since the initial processing. 

(90)  In such cases, a data protection impact assessment should be carried out by the controller prior to the processing 
in order to assess the particular likelihood and severity of the high risk, taking into account the nature, scope, 
context and purposes of the processing and the sources of the risk. That impact assessment should include, in 
particular, the measures, safeguards and mechanisms envisaged for mitigating that risk, ensuring the protection of 
personal data and demonstrating compliance with this Regulation. 

(91)  This should in particular apply to large-scale processing operations which aim to process a considerable amount 
of personal data at regional, national or supranational level and which could affect a large number of data 
subjects and which are likely to result in a high risk, for example, on account of their sensitivity, where in 
accordance with the achieved state of technological knowledge a new technology is used on a large scale as well 
as to other processing operations which result in a high risk to the rights and freedoms of data subjects, in 
particular where those operations render it more difficult for data subjects to exercise their rights. A data 
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protection impact assessment should also be made where personal data are processed for taking decisions 
regarding specific natural persons following any systematic and extensive evaluation of personal aspects relating 
to natural persons based on profiling those data or following the processing of special categories of personal 
data, biometric data, or data on criminal convictions and offences or related security measures. A data protection 
impact assessment is equally required for monitoring publicly accessible areas on a large scale, especially when 
using optic-electronic devices or for any other operations where the competent supervisory authority considers 
that the processing is likely to result in a high risk to the rights and freedoms of data subjects, in particular 
because they prevent data subjects from exercising a right or using a service or a contract, or because they are 
carried out systematically on a large scale. The processing of personal data should not be considered to be on a 
large scale if the processing concerns personal data from patients or clients by an individual physician, other 
health care professional or lawyer. In such cases, a data protection impact assessment should not be mandatory. 

(92)  There are circumstances under which it may be reasonable and economical for the subject of a data protection 
impact assessment to be broader than a single project, for example where public authorities or bodies intend to 
establish a common application or processing platform or where several controllers plan to introduce a common 
application or processing environment across an industry sector or segment or for a widely used horizontal 
activity. 

(93)  In the context of the adoption of the Member State law on which the performance of the tasks of the public 
authority or public body is based and which regulates the specific processing operation or set of operations in 
question, Member States may deem it necessary to carry out such assessment prior to the processing activities. 

(94)  Where a data protection impact assessment indicates that the processing would, in the absence of safeguards, 
security measures and mechanisms to mitigate the risk, result in a high risk to the rights and freedoms of natural 
persons and the controller is of the opinion that the risk cannot be mitigated by reasonable means in terms of 
available technologies and costs of implementation, the supervisory authority should be consulted prior to the 
start of processing activities. Such high risk is likely to result from certain types of processing and the extent and 
frequency of processing, which may result also in a realisation of damage or interference with the rights and 
freedoms of the natural person. The supervisory authority should respond to the request for consultation within 
a specified period. However, the absence of a reaction of the supervisory authority within that period should be 
without prejudice to any intervention of the supervisory authority in accordance with its tasks and powers laid 
down in this Regulation, including the power to prohibit processing operations. As part of that consultation 
process, the outcome of a data protection impact assessment carried out with regard to the processing at issue 
may be submitted to the supervisory authority, in particular the measures envisaged to mitigate the risk to the 
rights and freedoms of natural persons. 

(95)  The processor should assist the controller, where necessary and upon request, in ensuring compliance with the 
obligations deriving from the carrying out of data protection impact assessments and from prior consultation of 
the supervisory authority. 

(96)  A consultation of the supervisory authority should also take place in the course of the preparation of a legislative 
or regulatory measure which provides for the processing of personal data, in order to ensure compliance of the 
intended processing with this Regulation and in particular to mitigate the risk involved for the data subject. 

(97)  Where the processing is carried out by a public authority, except for courts or independent judicial authorities 
when acting in their judicial capacity, where, in the private sector, processing is carried out by a controller whose 
core activities consist of processing operations that require regular and systematic monitoring of the data subjects 
on a large scale, or where the core activities of the controller or the processor consist of processing on a large 
scale of special categories of personal data and data relating to criminal convictions and offences, a person with 
expert knowledge of data protection law and practices should assist the controller or processor to monitor 
internal compliance with this Regulation. In the private sector, the core activities of a controller relate to its 
primary activities and do not relate to the processing of personal data as ancillary activities. The necessary level 
of expert knowledge should be determined in particular according to the data processing operations carried out 
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and the protection required for the personal data processed by the controller or the processor. Such data 
protection officers, whether or not they are an employee of the controller, should be in a position to perform 
their duties and tasks in an independent manner. 

(98)  Associations or other bodies representing categories of controllers or processors should be encouraged to draw 
up codes of conduct, within the limits of this Regulation, so as to facilitate the effective application of this 
Regulation, taking account of the specific characteristics of the processing carried out in certain sectors and the 
specific needs of micro, small and medium enterprises. In particular, such codes of conduct could calibrate the 
obligations of controllers and processors, taking into account the risk likely to result from the processing for the 
rights and freedoms of natural persons. 

(99)  When drawing up a code of conduct, or when amending or extending such a code, associations and other bodies 
representing categories of controllers or processors should consult relevant stakeholders, including data subjects 
where feasible, and have regard to submissions received and views expressed in response to such consultations. 

(100)  In order to enhance transparency and compliance with this Regulation, the establishment of certification 
mechanisms and data protection seals and marks should be encouraged, allowing data subjects to quickly assess 
the level of data protection of relevant products and services. 

(101)  Flows of personal data to and from countries outside the Union and international organisations are necessary for 
the expansion of international trade and international cooperation. The increase in such flows has raised new 
challenges and concerns with regard to the protection of personal data. However, when personal data are 
transferred from the Union to controllers, processors or other recipients in third countries or to international 
organisations, the level of protection of natural persons ensured in the Union by this Regulation should not be 
undermined, including in cases of onward transfers of personal data from the third country or international 
organisation to controllers, processors in the same or another third country or international organisation. In any 
event, transfers to third countries and international organisations may only be carried out in full compliance with 
this Regulation. A transfer could take place only if, subject to the other provisions of this Regulation, the 
conditions laid down in the provisions of this Regulation relating to the transfer of personal data to third 
countries or international organisations are complied with by the controller or processor. 

(102)  This Regulation is without prejudice to international agreements concluded between the Union and third 
countries regulating the transfer of personal data including appropriate safeguards for the data subjects. Member 
States may conclude international agreements which involve the transfer of personal data to third countries or in
ternational organisations, as far as such agreements do not affect this Regulation or any other provisions of 
Union law and include an appropriate level of protection for the fundamental rights of the data subjects. 

(103)  The Commission may decide with effect for the entire Union that a third country, a territory or specified sector 
within a third country, or an international organisation, offers an adequate level of data protection, thus 
providing legal certainty and uniformity throughout the Union as regards the third country or international 
organisation which is considered to provide such level of protection. In such cases, transfers of personal data to 
that third country or international organisation may take place without the need to obtain any further authoris
ation. The Commission may also decide, having given notice and a full statement setting out the reasons to the 
third country or international organisation, to revoke such a decision. 

(104)  In line with the fundamental values on which the Union is founded, in particular the protection of human rights, 
the Commission should, in its assessment of the third country, or of a territory or specified sector within a third 
country, take into account how a particular third country respects the rule of law, access to justice as well as in
ternational human rights norms and standards and its general and sectoral law, including legislation concerning 
public security, defence and national security as well as public order and criminal law. The adoption of an 
adequacy decision with regard to a territory or a specified sector in a third country should take into account clear 
and objective criteria, such as specific processing activities and the scope of applicable legal standards and 
legislation in force in the third country. The third country should offer guarantees ensuring an adequate level of 
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protection essentially equivalent to that ensured within the Union, in particular where personal data are 
processed in one or several specific sectors. In particular, the third country should ensure effective independent 
data protection supervision and should provide for cooperation mechanisms with the Member States' data 
protection authorities, and the data subjects should be provided with effective and enforceable rights and effective 
administrative and judicial redress. 

(105)  Apart from the international commitments the third country or international organisation has entered into, the 
Commission should take account of obligations arising from the third country's or international organisation's 
participation in multilateral or regional systems in particular in relation to the protection of personal data, as 
well as the implementation of such obligations. In particular, the third country's accession to the Council of 
Europe Convention of 28 January 1981 for the Protection of Individuals with regard to the Automatic Processing 
of Personal Data and its Additional Protocol should be taken into account. The Commission should consult the 
Board when assessing the level of protection in third countries or international organisations. 

(106)  The Commission should monitor the functioning of decisions on the level of protection in a third country, a 
territory or specified sector within a third country, or an international organisation, and monitor the functioning 
of decisions adopted on the basis of Article 25(6) or Article 26(4) of Directive 95/46/EC. In its adequacy 
decisions, the Commission should provide for a periodic review mechanism of their functioning. That periodic 
review should be conducted in consultation with the third country or international organisation in question and 
take into account all relevant developments in the third country or international organisation. For the purposes 
of monitoring and of carrying out the periodic reviews, the Commission should take into consideration the views 
and findings of the European Parliament and of the Council as well as of other relevant bodies and sources. The 
Commission should evaluate, within a reasonable time, the functioning of the latter decisions and report any 
relevant findings to the Committee within the meaning of Regulation (EU) No 182/2011 of the European 
Parliament and of the Council (1) as established under this Regulation, to the European Parliament and to the 
Council. 

(107)  The Commission may recognise that a third country, a territory or a specified sector within a third country, or an 
international organisation no longer ensures an adequate level of data protection. Consequently the transfer of 
personal data to that third country or international organisation should be prohibited, unless the requirements in 
this Regulation relating to transfers subject to appropriate safeguards, including binding corporate rules, and 
derogations for specific situations are fulfilled. In that case, provision should be made for consultations between 
the Commission and such third countries or international organisations. The Commission should, in a timely 
manner, inform the third country or international organisation of the reasons and enter into consultations with it 
in order to remedy the situation. 

(108)  In the absence of an adequacy decision, the controller or processor should take measures to compensate for the 
lack of data protection in a third country by way of appropriate safeguards for the data subject. Such appropriate 
safeguards may consist of making use of binding corporate rules, standard data protection clauses adopted by the 
Commission, standard data protection clauses adopted by a supervisory authority or contractual clauses 
authorised by a supervisory authority. Those safeguards should ensure compliance with data protection 
requirements and the rights of the data subjects appropriate to processing within the Union, including the 
availability of enforceable data subject rights and of effective legal remedies, including to obtain effective adminis
trative or judicial redress and to claim compensation, in the Union or in a third country. They should relate in 
particular to compliance with the general principles relating to personal data processing, the principles of data 
protection by design and by default. Transfers may also be carried out by public authorities or bodies with public 
authorities or bodies in third countries or with international organisations with corresponding duties or 
functions, including on the basis of provisions to be inserted into administrative arrangements, such as a 
memorandum of understanding, providing for enforceable and effective rights for data subjects. Authorisation by 
the competent supervisory authority should be obtained when the safeguards are provided for in administrative 
arrangements that are not legally binding. 

(109)  The possibility for the controller or processor to use standard data-protection clauses adopted by the 
Commission or by a supervisory authority should prevent controllers or processors neither from including the 
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standard data-protection clauses in a wider contract, such as a contract between the processor and another 
processor, nor from adding other clauses or additional safeguards provided that they do not contradict, directly 
or indirectly, the standard contractual clauses adopted by the Commission or by a supervisory authority or 
prejudice the fundamental rights or freedoms of the data subjects. Controllers and processors should be 
encouraged to provide additional safeguards via contractual commitments that supplement standard protection 
clauses. 

(110)  A group of undertakings, or a group of enterprises engaged in a joint economic activity, should be able to make 
use of approved binding corporate rules for its international transfers from the Union to organisations within the 
same group of undertakings, or group of enterprises engaged in a joint economic activity, provided that such 
corporate rules include all essential principles and enforceable rights to ensure appropriate safeguards for 
transfers or categories of transfers of personal data. 

(111)  Provisions should be made for the possibility for transfers in certain circumstances where the data subject has 
given his or her explicit consent, where the transfer is occasional and necessary in relation to a contract or a legal 
claim, regardless of whether in a judicial procedure or whether in an administrative or any out-of-court 
procedure, including procedures before regulatory bodies. Provision should also be made for the possibility for 
transfers where important grounds of public interest laid down by Union or Member State law so require or 
where the transfer is made from a register established by law and intended for consultation by the public or 
persons having a legitimate interest. In the latter case, such a transfer should not involve the entirety of the 
personal data or entire categories of the data contained in the register and, when the register is intended for 
consultation by persons having a legitimate interest, the transfer should be made only at the request of those 
persons or, if they are to be the recipients, taking into full account the interests and fundamental rights of the 
data subject. 

(112)  Those derogations should in particular apply to data transfers required and necessary for important reasons of 
public interest, for example in cases of international data exchange between competition authorities, tax or 
customs administrations, between financial supervisory authorities, between services competent for social security 
matters, or for public health, for example in the case of contact tracing for contagious diseases or in order to 
reduce and/or eliminate doping in sport. A transfer of personal data should also be regarded as lawful where it is 
necessary to protect an interest which is essential for the data subject's or another person's vital interests, 
including physical integrity or life, if the data subject is incapable of giving consent. In the absence of an 
adequacy decision, Union or Member State law may, for important reasons of public interest, expressly set limits 
to the transfer of specific categories of data to a third country or an international organisation. Member States 
should notify such provisions to the Commission. Any transfer to an international humanitarian organisation of 
personal data of a data subject who is physically or legally incapable of giving consent, with a view to 
accomplishing a task incumbent under the Geneva Conventions or to complying with international humanitarian 
law applicable in armed conflicts, could be considered to be necessary for an important reason of public interest 
or because it is in the vital interest of the data subject. 

(113)  Transfers which can be qualified as not repetitive and that only concern a limited number of data subjects, could 
also be possible for the purposes of the compelling legitimate interests pursued by the controller, when those 
interests are not overridden by the interests or rights and freedoms of the data subject and when the controller 
has assessed all the circumstances surrounding the data transfer. The controller should give particular considera
tion to the nature of the personal data, the purpose and duration of the proposed processing operation or 
operations, as well as the situation in the country of origin, the third country and the country of final 
destination, and should provide suitable safeguards to protect fundamental rights and freedoms of natural 
persons with regard to the processing of their personal data. Such transfers should be possible only in residual 
cases where none of the other grounds for transfer are applicable. For scientific or historical research purposes or 
statistical purposes, the legitimate expectations of society for an increase of knowledge should be taken into con
sideration. The controller should inform the supervisory authority and the data subject about the transfer. 

(114)  In any case, where the Commission has taken no decision on the adequate level of data protection in a third 
country, the controller or processor should make use of solutions that provide data subjects with enforceable and 
effective rights as regards the processing of their data in the Union once those data have been transferred so that 
that they will continue to benefit from fundamental rights and safeguards. 
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(115)  Some third countries adopt laws, regulations and other legal acts which purport to directly regulate the 
processing activities of natural and legal persons under the jurisdiction of the Member States. This may include 
judgments of courts or tribunals or decisions of administrative authorities in third countries requiring a 
controller or processor to transfer or disclose personal data, and which are not based on an international 
agreement, such as a mutual legal assistance treaty, in force between the requesting third country and the Union 
or a Member State. The extraterritorial application of those laws, regulations and other legal acts may be in 
breach of international law and may impede the attainment of the protection of natural persons ensured in the 
Union by this Regulation. Transfers should only be allowed where the conditions of this Regulation for a transfer 
to third countries are met. This may be the case, inter alia, where disclosure is necessary for an important ground 
of public interest recognised in Union or Member State law to which the controller is subject. 

(116)  When personal data moves across borders outside the Union it may put at increased risk the ability of natural 
persons to exercise data protection rights in particular to protect themselves from the unlawful use or disclosure 
of that information. At the same time, supervisory authorities may find that they are unable to pursue 
complaints or conduct investigations relating to the activities outside their borders. Their efforts to work together 
in the cross-border context may also be hampered by insufficient preventative or remedial powers, inconsistent 
legal regimes, and practical obstacles like resource constraints. Therefore, there is a need to promote closer 
cooperation among data protection supervisory authorities to help them exchange information and carry out 
investigations with their international counterparts. For the purposes of developing international cooperation 
mechanisms to facilitate and provide international mutual assistance for the enforcement of legislation for the 
protection of personal data, the Commission and the supervisory authorities should exchange information and 
cooperate in activities related to the exercise of their powers with competent authorities in third countries, based 
on reciprocity and in accordance with this Regulation. 

(117)  The establishment of supervisory authorities in Member States, empowered to perform their tasks and exercise 
their powers with complete independence, is an essential component of the protection of natural persons with 
regard to the processing of their personal data. Member States should be able to establish more than one 
supervisory authority, to reflect their constitutional, organisational and administrative structure. 

(118)  The independence of supervisory authorities should not mean that the supervisory authorities cannot be subject 
to control or monitoring mechanisms regarding their financial expenditure or to judicial review. 

(119)  Where a Member State establishes several supervisory authorities, it should establish by law mechanisms for 
ensuring the effective participation of those supervisory authorities in the consistency mechanism. That Member 
State should in particular designate the supervisory authority which functions as a single contact point for the 
effective participation of those authorities in the mechanism, to ensure swift and smooth cooperation with other 
supervisory authorities, the Board and the Commission. 

(120)  Each supervisory authority should be provided with the financial and human resources, premises and 
infrastructure necessary for the effective performance of their tasks, including those related to mutual assistance 
and cooperation with other supervisory authorities throughout the Union. Each supervisory authority should 
have a separate, public annual budget, which may be part of the overall state or national budget. 

(121)  The general conditions for the member or members of the supervisory authority should be laid down by law in 
each Member State and should in particular provide that those members are to be appointed, by means of a 
transparent procedure, either by the parliament, government or the head of State of the Member State on the 
basis of a proposal from the government, a member of the government, the parliament or a chamber of the 
parliament, or by an independent body entrusted under Member State law. In order to ensure the independence 
of the supervisory authority, the member or members should act with integrity, refrain from any action that is 
incompatible with their duties and should not, during their term of office, engage in any incompatible 
occupation, whether gainful or not. The supervisory authority should have its own staff, chosen by the 
supervisory authority or an independent body established by Member State law, which should be subject to the 
exclusive direction of the member or members of the supervisory authority. 

(122)  Each supervisory authority should be competent on the territory of its own Member State to exercise the powers 
and to perform the tasks conferred on it in accordance with this Regulation. This should cover in particular the 
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processing in the context of the activities of an establishment of the controller or processor on the territory of its 
own Member State, the processing of personal data carried out by public authorities or private bodies acting in 
the public interest, processing affecting data subjects on its territory or processing carried out by a controller or 
processor not established in the Union when targeting data subjects residing on its territory. This should include 
handling complaints lodged by a data subject, conducting investigations on the application of this Regulation and 
promoting public awareness of the risks, rules, safeguards and rights in relation to the processing of personal 
data. 

(123)  The supervisory authorities should monitor the application of the provisions pursuant to this Regulation and 
contribute to its consistent application throughout the Union, in order to protect natural persons in relation to 
the processing of their personal data and to facilitate the free flow of personal data within the internal market. 
For that purpose, the supervisory authorities should cooperate with each other and with the Commission, 
without the need for any agreement between Member States on the provision of mutual assistance or on such 
cooperation. 

(124)  Where the processing of personal data takes place in the context of the activities of an establishment of a 
controller or a processor in the Union and the controller or processor is established in more than one 
Member State, or where processing taking place in the context of the activities of a single establishment of a 
controller or processor in the Union substantially affects or is likely to substantially affect data subjects in more 
than one Member State, the supervisory authority for the main establishment of the controller or processor or 
for the single establishment of the controller or processor should act as lead authority. It should cooperate with 
the other authorities concerned, because the controller or processor has an establishment on the territory of their 
Member State, because data subjects residing on their territory are substantially affected, or because a complaint 
has been lodged with them. Also where a data subject not residing in that Member State has lodged a complaint, 
the supervisory authority with which such complaint has been lodged should also be a supervisory authority 
concerned. Within its tasks to issue guidelines on any question covering the application of this Regulation, the 
Board should be able to issue guidelines in particular on the criteria to be taken into account in order to 
ascertain whether the processing in question substantially affects data subjects in more than one Member State 
and on what constitutes a relevant and reasoned objection. 

(125)  The lead authority should be competent to adopt binding decisions regarding measures applying the powers 
conferred on it in accordance with this Regulation. In its capacity as lead authority, the supervisory authority 
should closely involve and coordinate the supervisory authorities concerned in the decision-making process. 
Where the decision is to reject the complaint by the data subject in whole or in part, that decision should be 
adopted by the supervisory authority with which the complaint has been lodged. 

(126)  The decision should be agreed jointly by the lead supervisory authority and the supervisory authorities concerned 
and should be directed towards the main or single establishment of the controller or processor and be binding on 
the controller and processor. The controller or processor should take the necessary measures to ensure 
compliance with this Regulation and the implementation of the decision notified by the lead supervisory 
authority to the main establishment of the controller or processor as regards the processing activities in the 
Union. 

(127)  Each supervisory authority not acting as the lead supervisory authority should be competent to handle local 
cases where the controller or processor is established in more than one Member State, but the subject matter of 
the specific processing concerns only processing carried out in a single Member State and involves only data 
subjects in that single Member State, for example, where the subject matter concerns the processing of employees' 
personal data in the specific employment context of a Member State. In such cases, the supervisory authority 
should inform the lead supervisory authority without delay about the matter. After being informed, the lead 
supervisory authority should decide, whether it will handle the case pursuant to the provision on cooperation 
between the lead supervisory authority and other supervisory authorities concerned (‘one-stop-shop mechanism’), 
or whether the supervisory authority which informed it should handle the case at local level. When deciding 
whether it will handle the case, the lead supervisory authority should take into account whether there is an 
establishment of the controller or processor in the Member State of the supervisory authority which informed it 
in order to ensure effective enforcement of a decision vis-à-vis the controller or processor. Where the lead 
supervisory authority decides to handle the case, the supervisory authority which informed it should have the 
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possibility to submit a draft for a decision, of which the lead supervisory authority should take utmost account 
when preparing its draft decision in that one-stop-shop mechanism. 

(128)  The rules on the lead supervisory authority and the one-stop-shop mechanism should not apply where the 
processing is carried out by public authorities or private bodies in the public interest. In such cases the only 
supervisory authority competent to exercise the powers conferred to it in accordance with this Regulation should 
be the supervisory authority of the Member State where the public authority or private body is established. 

(129)  In order to ensure consistent monitoring and enforcement of this Regulation throughout the Union, the 
supervisory authorities should have in each Member State the same tasks and effective powers, including powers 
of investigation, corrective powers and sanctions, and authorisation and advisory powers, in particular in cases of 
complaints from natural persons, and without prejudice to the powers of prosecutorial authorities under 
Member State law, to bring infringements of this Regulation to the attention of the judicial authorities and 
engage in legal proceedings. Such powers should also include the power to impose a temporary or definitive 
limitation, including a ban, on processing. Member States may specify other tasks related to the protection of 
personal data under this Regulation. The powers of supervisory authorities should be exercised in accordance 
with appropriate procedural safeguards set out in Union and Member State law, impartially, fairly and within a 
reasonable time. In particular each measure should be appropriate, necessary and proportionate in view of 
ensuring compliance with this Regulation, taking into account the circumstances of each individual case, respect 
the right of every person to be heard before any individual measure which would affect him or her adversely is 
taken and avoid superfluous costs and excessive inconveniences for the persons concerned. Investigatory powers 
as regards access to premises should be exercised in accordance with specific requirements in Member State 
procedural law, such as the requirement to obtain a prior judicial authorisation. Each legally binding measure of 
the supervisory authority should be in writing, be clear and unambiguous, indicate the supervisory authority 
which has issued the measure, the date of issue of the measure, bear the signature of the head, or a member of 
the supervisory authority authorised by him or her, give the reasons for the measure, and refer to the right of an 
effective remedy. This should not preclude additional requirements pursuant to Member State procedural law. The 
adoption of a legally binding decision implies that it may give rise to judicial review in the Member State of the 
supervisory authority that adopted the decision. 

(130)  Where the supervisory authority with which the complaint has been lodged is not the lead supervisory authority, 
the lead supervisory authority should closely cooperate with the supervisory authority with which the complaint 
has been lodged in accordance with the provisions on cooperation and consistency laid down in this Regulation. 
In such cases, the lead supervisory authority should, when taking measures intended to produce legal effects, 
including the imposition of administrative fines, take utmost account of the view of the supervisory authority 
with which the complaint has been lodged and which should remain competent to carry out any investigation on 
the territory of its own Member State in liaison with the competent supervisory authority. 

(131)  Where another supervisory authority should act as a lead supervisory authority for the processing activities of 
the controller or processor but the concrete subject matter of a complaint or the possible infringement concerns 
only processing activities of the controller or processor in the Member State where the complaint has been 
lodged or the possible infringement detected and the matter does not substantially affect or is not likely to 
substantially affect data subjects in other Member States, the supervisory authority receiving a complaint or 
detecting or being informed otherwise of situations that entail possible infringements of this Regulation should 
seek an amicable settlement with the controller and, if this proves unsuccessful, exercise its full range of powers. 
This should include: specific processing carried out in the territory of the Member State of the supervisory 
authority or with regard to data subjects on the territory of that Member State; processing that is carried out in 
the context of an offer of goods or services specifically aimed at data subjects in the territory of the Member 
State of the supervisory authority; or processing that has to be assessed taking into account relevant legal 
obligations under Member State law. 

(132)  Awareness-raising activities by supervisory authorities addressed to the public should include specific measures 
directed at controllers and processors, including micro, small and medium-sized enterprises, as well as natural 
persons in particular in the educational context. 
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(133)  The supervisory authorities should assist each other in performing their tasks and provide mutual assistance, so 
as to ensure the consistent application and enforcement of this Regulation in the internal market. A supervisory 
authority requesting mutual assistance may adopt a provisional measure if it receives no response to a request for 
mutual assistance within one month of the receipt of that request by the other supervisory authority. 

(134)  Each supervisory authority should, where appropriate, participate in joint operations with other supervisory 
authorities. The requested supervisory authority should be obliged to respond to the request within a specified 
time period. 

(135)  In order to ensure the consistent application of this Regulation throughout the Union, a consistency mechanism 
for cooperation between the supervisory authorities should be established. That mechanism should in particular 
apply where a supervisory authority intends to adopt a measure intended to produce legal effects as regards 
processing operations which substantially affect a significant number of data subjects in several Member States. It 
should also apply where any supervisory authority concerned or the Commission requests that such matter 
should be handled in the consistency mechanism. That mechanism should be without prejudice to any measures 
that the Commission may take in the exercise of its powers under the Treaties. 

(136)  In applying the consistency mechanism, the Board should, within a determined period of time, issue an opinion, 
if a majority of its members so decides or if so requested by any supervisory authority concerned or the 
Commission. The Board should also be empowered to adopt legally binding decisions where there are disputes 
between supervisory authorities. For that purpose, it should issue, in principle by a two-thirds majority of its 
members, legally binding decisions in clearly specified cases where there are conflicting views among supervisory 
authorities, in particular in the cooperation mechanism between the lead supervisory authority and supervisory 
authorities concerned on the merits of the case, in particular whether there is an infringement of this Regulation. 

(137)  There may be an urgent need to act in order to protect the rights and freedoms of data subjects, in particular 
when the danger exists that the enforcement of a right of a data subject could be considerably impeded. A 
supervisory authority should therefore be able to adopt duly justified provisional measures on its territory with a 
specified period of validity which should not exceed three months. 

(138)  The application of such mechanism should be a condition for the lawfulness of a measure intended to produce 
legal effects by a supervisory authority in those cases where its application is mandatory. In other cases of cross- 
border relevance, the cooperation mechanism between the lead supervisory authority and supervisory authorities 
concerned should be applied and mutual assistance and joint operations might be carried out between the 
supervisory authorities concerned on a bilateral or multilateral basis without triggering the consistency 
mechanism. 

(139)  In order to promote the consistent application of this Regulation, the Board should be set up as an independent 
body of the Union. To fulfil its objectives, the Board should have legal personality. The Board should be 
represented by its Chair. It should replace the Working Party on the Protection of Individuals with Regard to the 
Processing of Personal Data established by Directive 95/46/EC. It should consist of the head of a supervisory 
authority of each Member State and the European Data Protection Supervisor or their respective representatives. 
The Commission should participate in the Board's activities without voting rights and the European Data 
Protection Supervisor should have specific voting rights. The Board should contribute to the consistent 
application of this Regulation throughout the Union, including by advising the Commission, in particular on the 
level of protection in third countries or international organisations, and promoting cooperation of the 
supervisory authorities throughout the Union. The Board should act independently when performing its tasks. 

(140)  The Board should be assisted by a secretariat provided by the European Data Protection Supervisor. The staff of 
the European Data Protection Supervisor involved in carrying out the tasks conferred on the Board by this 
Regulation should perform its tasks exclusively under the instructions of, and report to, the Chair of the Board. 

(141)  Every data subject should have the right to lodge a complaint with a single supervisory authority, in particular in 
the Member State of his or her habitual residence, and the right to an effective judicial remedy in accordance 
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with Article 47 of the Charter if the data subject considers that his or her rights under this Regulation are 
infringed or where the supervisory authority does not act on a complaint, partially or wholly rejects or dismisses 
a complaint or does not act where such action is necessary to protect the rights of the data subject. The investi
gation following a complaint should be carried out, subject to judicial review, to the extent that is appropriate in 
the specific case. The supervisory authority should inform the data subject of the progress and the outcome of 
the complaint within a reasonable period. If the case requires further investigation or coordination with another 
supervisory authority, intermediate information should be given to the data subject. In order to facilitate the 
submission of complaints, each supervisory authority should take measures such as providing a complaint 
submission form which can also be completed electronically, without excluding other means of communication. 

(142)  Where a data subject considers that his or her rights under this Regulation are infringed, he or she should have 
the right to mandate a not-for-profit body, organisation or association which is constituted in accordance with 
the law of a Member State, has statutory objectives which are in the public interest and is active in the field of 
the protection of personal data to lodge a complaint on his or her behalf with a supervisory authority, exercise 
the right to a judicial remedy on behalf of data subjects or, if provided for in Member State law, exercise the right 
to receive compensation on behalf of data subjects. A Member State may provide for such a body, organisation or 
association to have the right to lodge a complaint in that Member State, independently of a data subject's 
mandate, and the right to an effective judicial remedy where it has reasons to consider that the rights of a data 
subject have been infringed as a result of the processing of personal data which infringes this Regulation. That 
body, organisation or association may not be allowed to claim compensation on a data subject's behalf indepen
dently of the data subject's mandate. 

(143)  Any natural or legal person has the right to bring an action for annulment of decisions of the Board before the 
Court of Justice under the conditions provided for in Article 263 TFEU. As addressees of such decisions, the 
supervisory authorities concerned which wish to challenge them have to bring action within two months of 
being notified of them, in accordance with Article 263 TFEU. Where decisions of the Board are of direct and 
individual concern to a controller, processor or complainant, the latter may bring an action for annulment 
against those decisions within two months of their publication on the website of the Board, in accordance with 
Article 263 TFEU. Without prejudice to this right under Article 263 TFEU, each natural or legal person should 
have an effective judicial remedy before the competent national court against a decision of a supervisory 
authority which produces legal effects concerning that person. Such a decision concerns in particular the exercise 
of investigative, corrective and authorisation powers by the supervisory authority or the dismissal or rejection of 
complaints. However, the right to an effective judicial remedy does not encompass measures taken by supervisory 
authorities which are not legally binding, such as opinions issued by or advice provided by the supervisory 
authority. Proceedings against a supervisory authority should be brought before the courts of the Member State 
where the supervisory authority is established and should be conducted in accordance with that Member State's 
procedural law. Those courts should exercise full jurisdiction, which should include jurisdiction to examine all 
questions of fact and law relevant to the dispute before them. 

Where a complaint has been rejected or dismissed by a supervisory authority, the complainant may bring 
proceedings before the courts in the same Member State. In the context of judicial remedies relating to the 
application of this Regulation, national courts which consider a decision on the question necessary to enable 
them to give judgment, may, or in the case provided for in Article 267 TFEU, must, request the Court of Justice 
to give a preliminary ruling on the interpretation of Union law, including this Regulation. Furthermore, where a 
decision of a supervisory authority implementing a decision of the Board is challenged before a national court 
and the validity of the decision of the Board is at issue, that national court does not have the power to declare 
the Board's decision invalid but must refer the question of validity to the Court of Justice in accordance with 
Article 267 TFEU as interpreted by the Court of Justice, where it considers the decision invalid. However, a 
national court may not refer a question on the validity of the decision of the Board at the request of a natural or 
legal person which had the opportunity to bring an action for annulment of that decision, in particular if it was 
directly and individually concerned by that decision, but had not done so within the period laid down in 
Article 263 TFEU. 

(144)  Where a court seized of proceedings against a decision by a supervisory authority has reason to believe that 
proceedings concerning the same processing, such as the same subject matter as regards processing by the same 
controller or processor, or the same cause of action, are brought before a competent court in another 
Member State, it should contact that court in order to confirm the existence of such related proceedings. If 
related proceedings are pending before a court in another Member State, any court other than the court first 
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seized may stay its proceedings or may, on request of one of the parties, decline jurisdiction in favour of the 
court first seized if that court has jurisdiction over the proceedings in question and its law permits the consoli
dation of such related proceedings. Proceedings are deemed to be related where they are so closely connected that 
it is expedient to hear and determine them together in order to avoid the risk of irreconcilable judgments 
resulting from separate proceedings. 

(145)  For proceedings against a controller or processor, the plaintiff should have the choice to bring the action before 
the courts of the Member States where the controller or processor has an establishment or where the data subject 
resides, unless the controller is a public authority of a Member State acting in the exercise of its public powers. 

(146)  The controller or processor should compensate any damage which a person may suffer as a result of processing 
that infringes this Regulation. The controller or processor should be exempt from liability if it proves that it is 
not in any way responsible for the damage. The concept of damage should be broadly interpreted in the light of 
the case-law of the Court of Justice in a manner which fully reflects the objectives of this Regulation. This is 
without prejudice to any claims for damage deriving from the violation of other rules in Union or Member State 
law. Processing that infringes this Regulation also includes processing that infringes delegated and implementing 
acts adopted in accordance with this Regulation and Member State law specifying rules of this Regulation. Data 
subjects should receive full and effective compensation for the damage they have suffered. Where controllers or 
processors are involved in the same processing, each controller or processor should be held liable for the entire 
damage. However, where they are joined to the same judicial proceedings, in accordance with Member State law, 
compensation may be apportioned according to the responsibility of each controller or processor for the damage 
caused by the processing, provided that full and effective compensation of the data subject who suffered the 
damage is ensured. Any controller or processor which has paid full compensation may subsequently institute 
recourse proceedings against other controllers or processors involved in the same processing. 

(147)  Where specific rules on jurisdiction are contained in this Regulation, in particular as regards proceedings seeking 
a judicial remedy including compensation, against a controller or processor, general jurisdiction rules such as 
those of Regulation (EU) No 1215/2012 of the European Parliament and of the Council (1) should not prejudice 
the application of such specific rules. 

(148)  In order to strengthen the enforcement of the rules of this Regulation, penalties including administrative fines 
should be imposed for any infringement of this Regulation, in addition to, or instead of appropriate measures 
imposed by the supervisory authority pursuant to this Regulation. In a case of a minor infringement or if the fine 
likely to be imposed would constitute a disproportionate burden to a natural person, a reprimand may be issued 
instead of a fine. Due regard should however be given to the nature, gravity and duration of the infringement, the 
intentional character of the infringement, actions taken to mitigate the damage suffered, degree of responsibility 
or any relevant previous infringements, the manner in which the infringement became known to the supervisory 
authority, compliance with measures ordered against the controller or processor, adherence to a code of conduct 
and any other aggravating or mitigating factor. The imposition of penalties including administrative fines should 
be subject to appropriate procedural safeguards in accordance with the general principles of Union law and the 
Charter, including effective judicial protection and due process. 

(149)  Member States should be able to lay down the rules on criminal penalties for infringements of this Regulation, 
including for infringements of national rules adopted pursuant to and within the limits of this Regulation. Those 
criminal penalties may also allow for the deprivation of the profits obtained through infringements of this 
Regulation. However, the imposition of criminal penalties for infringements of such national rules and of 
administrative penalties should not lead to a breach of the principle of ne bis in idem, as interpreted by the Court 
of Justice. 

(150)  In order to strengthen and harmonise administrative penalties for infringements of this Regulation, each 
supervisory authority should have the power to impose administrative fines. This Regulation should indicate 
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infringements and the upper limit and criteria for setting the related administrative fines, which should be 
determined by the competent supervisory authority in each individual case, taking into account all relevant 
circumstances of the specific situation, with due regard in particular to the nature, gravity and duration of the 
infringement and of its consequences and the measures taken to ensure compliance with the obligations under 
this Regulation and to prevent or mitigate the consequences of the infringement. Where administrative fines are 
imposed on an undertaking, an undertaking should be understood to be an undertaking in accordance with 
Articles 101 and 102 TFEU for those purposes. Where administrative fines are imposed on persons that are not 
an undertaking, the supervisory authority should take account of the general level of income in the Member State 
as well as the economic situation of the person in considering the appropriate amount of the fine. The 
consistency mechanism may also be used to promote a consistent application of administrative fines. It should be 
for the Member States to determine whether and to which extent public authorities should be subject to adminis
trative fines. Imposing an administrative fine or giving a warning does not affect the application of other powers 
of the supervisory authorities or of other penalties under this Regulation. 

(151)  The legal systems of Denmark and Estonia do not allow for administrative fines as set out in this Regulation. The 
rules on administrative fines may be applied in such a manner that in Denmark the fine is imposed by competent 
national courts as a criminal penalty and in Estonia the fine is imposed by the supervisory authority in the 
framework of a misdemeanour procedure, provided that such an application of the rules in those Member States 
has an equivalent effect to administrative fines imposed by supervisory authorities. Therefore the competent 
national courts should take into account the recommendation by the supervisory authority initiating the fine. In 
any event, the fines imposed should be effective, proportionate and dissuasive. 

(152)  Where this Regulation does not harmonise administrative penalties or where necessary in other cases, for 
example in cases of serious infringements of this Regulation, Member States should implement a system which 
provides for effective, proportionate and dissuasive penalties. The nature of such penalties, criminal or adminis
trative, should be determined by Member State law. 

(153)  Member States law should reconcile the rules governing freedom of expression and information, including 
journalistic, academic, artistic and or literary expression with the right to the protection of personal data 
pursuant to this Regulation. The processing of personal data solely for journalistic purposes, or for the purposes 
of academic, artistic or literary expression should be subject to derogations or exemptions from certain 
provisions of this Regulation if necessary to reconcile the right to the protection of personal data with the right 
to freedom of expression and information, as enshrined in Article 11 of the Charter. This should apply in 
particular to the processing of personal data in the audiovisual field and in news archives and press libraries. 
Therefore, Member States should adopt legislative measures which lay down the exemptions and derogations 
necessary for the purpose of balancing those fundamental rights. Member States should adopt such exemptions 
and derogations on general principles, the rights of the data subject, the controller and the processor, the transfer 
of personal data to third countries or international organisations, the independent supervisory authorities, 
cooperation and consistency, and specific data-processing situations. Where such exemptions or derogations 
differ from one Member State to another, the law of the Member State to which the controller is subject should 
apply. In order to take account of the importance of the right to freedom of expression in every democratic 
society, it is necessary to interpret notions relating to that freedom, such as journalism, broadly. 

(154)  This Regulation allows the principle of public access to official documents to be taken into account when 
applying this Regulation. Public access to official documents may be considered to be in the public interest. 
Personal data in documents held by a public authority or a public body should be able to be publicly disclosed 
by that authority or body if the disclosure is provided for by Union or Member State law to which the public 
authority or public body is subject. Such laws should reconcile public access to official documents and the reuse 
of public sector information with the right to the protection of personal data and may therefore provide for the 
necessary reconciliation with the right to the protection of personal data pursuant to this Regulation. The 
reference to public authorities and bodies should in that context include all authorities or other bodies covered 
by Member State law on public access to documents. Directive 2003/98/EC of the European Parliament and of 
the Council (1) leaves intact and in no way affects the level of protection of natural persons with regard to the 
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processing of personal data under the provisions of Union and Member State law, and in particular does not alter 
the obligations and rights set out in this Regulation. In particular, that Directive should not apply to documents 
to which access is excluded or restricted by virtue of the access regimes on the grounds of protection of personal 
data, and parts of documents accessible by virtue of those regimes which contain personal data the re-use of 
which has been provided for by law as being incompatible with the law concerning the protection of natural 
persons with regard to the processing of personal data. 

(155)  Member State law or collective agreements, including ‘works agreements’, may provide for specific rules on the 
processing of employees' personal data in the employment context, in particular for the conditions under which 
personal data in the employment context may be processed on the basis of the consent of the employee, the 
purposes of the recruitment, the performance of the contract of employment, including discharge of obligations 
laid down by law or by collective agreements, management, planning and organisation of work, equality and 
diversity in the workplace, health and safety at work, and for the purposes of the exercise and enjoyment, on an 
individual or collective basis, of rights and benefits related to employment, and for the purpose of the 
termination of the employment relationship. 

(156)  The processing of personal data for archiving purposes in the public interest, scientific or historical research 
purposes or statistical purposes should be subject to appropriate safeguards for the rights and freedoms of the 
data subject pursuant to this Regulation. Those safeguards should ensure that technical and organisational 
measures are in place in order to ensure, in particular, the principle of data minimisation. The further processing 
of personal data for archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes is to be carried out when the controller has assessed the feasibility to fulfil those purposes by 
processing data which do not permit or no longer permit the identification of data subjects, provided that 
appropriate safeguards exist (such as, for instance, pseudonymisation of the data). Member States should provide 
for appropriate safeguards for the processing of personal data for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes. Member States should be authorised to provide, 
under specific conditions and subject to appropriate safeguards for data subjects, specifications and derogations 
with regard to the information requirements and rights to rectification, to erasure, to be forgotten, to restriction 
of processing, to data portability, and to object when processing personal data for archiving purposes in the 
public interest, scientific or historical research purposes or statistical purposes. The conditions and safeguards in 
question may entail specific procedures for data subjects to exercise those rights if this is appropriate in the light 
of the purposes sought by the specific processing along with technical and organisational measures aimed at 
minimising the processing of personal data in pursuance of the proportionality and necessity principles. The 
processing of personal data for scientific purposes should also comply with other relevant legislation such as on 
clinical trials. 

(157)  By coupling information from registries, researchers can obtain new knowledge of great value with regard to 
widespread medical conditions such as cardiovascular disease, cancer and depression. On the basis of registries, 
research results can be enhanced, as they draw on a larger population. Within social science, research on the 
basis of registries enables researchers to obtain essential knowledge about the long-term correlation of a number 
of social conditions such as unemployment and education with other life conditions. Research results obtained 
through registries provide solid, high-quality knowledge which can provide the basis for the formulation and 
implementation of knowledge-based policy, improve the quality of life for a number of people and improve the 
efficiency of social services. In order to facilitate scientific research, personal data can be processed for scientific 
research purposes, subject to appropriate conditions and safeguards set out in Union or Member State law. 

(158)  Where personal data are processed for archiving purposes, this Regulation should also apply to that processing, 
bearing in mind that this Regulation should not apply to deceased persons. Public authorities or public or private 
bodies that hold records of public interest should be services which, pursuant to Union or Member State law, 
have a legal obligation to acquire, preserve, appraise, arrange, describe, communicate, promote, disseminate and 
provide access to records of enduring value for general public interest. Member States should also be authorised 
to provide for the further processing of personal data for archiving purposes, for example with a view to 
providing specific information related to the political behaviour under former totalitarian state regimes, genocide, 
crimes against humanity, in particular the Holocaust, or war crimes. 
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(159)  Where personal data are processed for scientific research purposes, this Regulation should also apply to that 
processing. For the purposes of this Regulation, the processing of personal data for scientific research purposes 
should be interpreted in a broad manner including for example technological development and demonstration, 
fundamental research, applied research and privately funded research. In addition, it should take into account the 
Union's objective under Article 179(1) TFEU of achieving a European Research Area. Scientific research purposes 
should also include studies conducted in the public interest in the area of public health. To meet the specificities 
of processing personal data for scientific research purposes, specific conditions should apply in particular as 
regards the publication or otherwise disclosure of personal data in the context of scientific research purposes. If 
the result of scientific research in particular in the health context gives reason for further measures in the interest 
of the data subject, the general rules of this Regulation should apply in view of those measures. 

(160)  Where personal data are processed for historical research purposes, this Regulation should also apply to that 
processing. This should also include historical research and research for genealogical purposes, bearing in mind 
that this Regulation should not apply to deceased persons. 

(161)  For the purpose of consenting to the participation in scientific research activities in clinical trials, the relevant 
provisions of Regulation (EU) No 536/2014 of the European Parliament and of the Council (1) should apply. 

(162)  Where personal data are processed for statistical purposes, this Regulation should apply to that processing. Union 
or Member State law should, within the limits of this Regulation, determine statistical content, control of access, 
specifications for the processing of personal data for statistical purposes and appropriate measures to safeguard 
the rights and freedoms of the data subject and for ensuring statistical confidentiality. Statistical purposes mean 
any operation of collection and the processing of personal data necessary for statistical surveys or for the 
production of statistical results. Those statistical results may further be used for different purposes, including a 
scientific research purpose. The statistical purpose implies that the result of processing for statistical purposes is 
not personal data, but aggregate data, and that this result or the personal data are not used in support of 
measures or decisions regarding any particular natural person. 

(163)  The confidential information which the Union and national statistical authorities collect for the production of 
official European and official national statistics should be protected. European statistics should be developed, 
produced and disseminated in accordance with the statistical principles as set out in Article 338(2) TFEU, while 
national statistics should also comply with Member State law. Regulation (EC) No 223/2009 of the European 
Parliament and of the Council (2) provides further specifications on statistical confidentiality for European 
statistics. 

(164)  As regards the powers of the supervisory authorities to obtain from the controller or processor access to 
personal data and access to their premises, Member States may adopt by law, within the limits of this Regulation, 
specific rules in order to safeguard the professional or other equivalent secrecy obligations, in so far as necessary 
to reconcile the right to the protection of personal data with an obligation of professional secrecy. This is without 
prejudice to existing Member State obligations to adopt rules on professional secrecy where required by Union 
law. 

(165)  This Regulation respects and does not prejudice the status under existing constitutional law of churches and 
religious associations or communities in the Member States, as recognised in Article 17 TFEU. 

(166)  In order to fulfil the objectives of this Regulation, namely to protect the fundamental rights and freedoms of 
natural persons and in particular their right to the protection of personal data and to ensure the free movement 
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of personal data within the Union, the power to adopt acts in accordance with Article 290 TFEU should be 
delegated to the Commission. In particular, delegated acts should be adopted in respect of criteria and 
requirements for certification mechanisms, information to be presented by standardised icons and procedures for 
providing such icons. It is of particular importance that the Commission carry out appropriate consultations 
during its preparatory work, including at expert level. The Commission, when preparing and drawing-up 
delegated acts, should ensure a simultaneous, timely and appropriate transmission of relevant documents to the 
European Parliament and to the Council. 

(167)  In order to ensure uniform conditions for the implementation of this Regulation, implementing powers should 
be conferred on the Commission when provided for by this Regulation. Those powers should be exercised in 
accordance with Regulation (EU) No 182/2011. In that context, the Commission should consider specific 
measures for micro, small and medium-sized enterprises. 

(168)  The examination procedure should be used for the adoption of implementing acts on standard contractual 
clauses between controllers and processors and between processors; codes of conduct; technical standards and 
mechanisms for certification; the adequate level of protection afforded by a third country, a territory or a 
specified sector within that third country, or an international organisation; standard protection clauses; formats 
and procedures for the exchange of information by electronic means between controllers, processors and 
supervisory authorities for binding corporate rules; mutual assistance; and arrangements for the exchange of 
information by electronic means between supervisory authorities, and between supervisory authorities and the 
Board. 

(169)  The Commission should adopt immediately applicable implementing acts where available evidence reveals that a 
third country, a territory or a specified sector within that third country, or an international organisation does not 
ensure an adequate level of protection, and imperative grounds of urgency so require. 

(170)  Since the objective of this Regulation, namely to ensure an equivalent level of protection of natural persons and 
the free flow of personal data throughout the Union, cannot be sufficiently achieved by the Member States and 
can rather, by reason of the scale or effects of the action, be better achieved at Union level, the Union may adopt 
measures, in accordance with the principle of subsidiarity as set out in Article 5 of the Treaty on European Union 
(TEU). In accordance with the principle of proportionality as set out in that Article, this Regulation does not go 
beyond what is necessary in order to achieve that objective. 

(171)  Directive 95/46/EC should be repealed by this Regulation. Processing already under way on the date of 
application of this Regulation should be brought into conformity with this Regulation within the period of two 
years after which this Regulation enters into force. Where processing is based on consent pursuant to Directive 
95/46/EC, it is not necessary for the data subject to give his or her consent again if the manner in which the 
consent has been given is in line with the conditions of this Regulation, so as to allow the controller to continue 
such processing after the date of application of this Regulation. Commission decisions adopted and authorisations 
by supervisory authorities based on Directive 95/46/EC remain in force until amended, replaced or repealed. 

(172)  The European Data Protection Supervisor was consulted in accordance with Article 28(2) of Regulation (EC) 
No 45/2001 and delivered an opinion on 7 March 2012 (1). 

(173)  This Regulation should apply to all matters concerning the protection of fundamental rights and freedoms vis-à- 
vis the processing of personal data which are not subject to specific obligations with the same objective set out in 
Directive 2002/58/EC of the European Parliament and of the Council (2), including the obligations on the 
controller and the rights of natural persons. In order to clarify the relationship between this Regulation and 
Directive 2002/58/EC, that Directive should be amended accordingly. Once this Regulation is adopted, 
Directive 2002/58/EC should be reviewed in particular in order to ensure consistency with this Regulation, 
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HAVE ADOPTED THIS REGULATION: 

CHAPTER I 

General provisions 

Article 1 

Subject-matter and objectives 

1. This Regulation lays down rules relating to the protection of natural persons with regard to the processing of 
personal data and rules relating to the free movement of personal data. 

2. This Regulation protects fundamental rights and freedoms of natural persons and in particular their right to the 
protection of personal data. 

3. The free movement of personal data within the Union shall be neither restricted nor prohibited for reasons 
connected with the protection of natural persons with regard to the processing of personal data. 

Article 2 

Material scope 

1. This Regulation applies to the processing of personal data wholly or partly by automated means and to the 
processing other than by automated means of personal data which form part of a filing system or are intended to form 
part of a filing system. 

2. This Regulation does not apply to the processing of personal data: 

(a)  in the course of an activity which falls outside the scope of Union law; 

(b)  by the Member States when carrying out activities which fall within the scope of Chapter 2 of Title V of the TEU; 

(c)  by a natural person in the course of a purely personal or household activity; 

(d)  by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal 
offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to 
public security. 

3. For the processing of personal data by the Union institutions, bodies, offices and agencies, Regulation (EC) 
No 45/2001 applies. Regulation (EC) No 45/2001 and other Union legal acts applicable to such processing of personal 
data shall be adapted to the principles and rules of this Regulation in accordance with Article 98. 

4. This Regulation shall be without prejudice to the application of Directive 2000/31/EC, in particular of the liability 
rules of intermediary service providers in Articles 12 to 15 of that Directive. 

Article 3 

Territorial scope 

1. This Regulation applies to the processing of personal data in the context of the activities of an establishment of a 
controller or a processor in the Union, regardless of whether the processing takes place in the Union or not. 
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2. This Regulation applies to the processing of personal data of data subjects who are in the Union by a controller or 
processor not established in the Union, where the processing activities are related to: 

(a)  the offering of goods or services, irrespective of whether a payment of the data subject is required, to such data 
subjects in the Union; or 

(b)  the monitoring of their behaviour as far as their behaviour takes place within the Union. 

3. This Regulation applies to the processing of personal data by a controller not established in the Union, but in a 
place where Member State law applies by virtue of public international law. 

Article 4 

Definitions 

For the purposes of this Regulation:  

(1) ‘personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an 
identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person;  

(2) ‘processing’ means any operation or set of operations which is performed on personal data or on sets of personal 
data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, 
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making 
available, alignment or combination, restriction, erasure or destruction;  

(3) ‘restriction of processing’ means the marking of stored personal data with the aim of limiting their processing in 
the future;  

(4) ‘profiling’ means any form of automated processing of personal data consisting of the use of personal data to 
evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects concerning 
that natural person's performance at work, economic situation, health, personal preferences, interests, reliability, 
behaviour, location or movements;  

(5) ‘pseudonymisation’ means the processing of personal data in such a manner that the personal data can no longer 
be attributed to a specific data subject without the use of additional information, provided that such additional 
information is kept separately and is subject to technical and organisational measures to ensure that the personal 
data are not attributed to an identified or identifiable natural person;  

(6) ‘filing system’ means any structured set of personal data which are accessible according to specific criteria, whether 
centralised, decentralised or dispersed on a functional or geographical basis;  

(7) ‘controller’ means the natural or legal person, public authority, agency or other body which, alone or jointly with 
others, determines the purposes and means of the processing of personal data; where the purposes and means of 
such processing are determined by Union or Member State law, the controller or the specific criteria for its 
nomination may be provided for by Union or Member State law;  

(8) ‘processor’ means a natural or legal person, public authority, agency or other body which processes personal data 
on behalf of the controller;  

(9) ‘recipient’ means a natural or legal person, public authority, agency or another body, to which the personal data are 
disclosed, whether a third party or not. However, public authorities which may receive personal data in the 
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framework of a particular inquiry in accordance with Union or Member State law shall not be regarded as 
recipients; the processing of those data by those public authorities shall be in compliance with the applicable data 
protection rules according to the purposes of the processing;  

(10) ‘third party’ means a natural or legal person, public authority, agency or body other than the data subject, 
controller, processor and persons who, under the direct authority of the controller or processor, are authorised to 
process personal data;  

(11) ‘consent’ of the data subject means any freely given, specific, informed and unambiguous indication of the data 
subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the 
processing of personal data relating to him or her;  

(12) ‘personal data breach’ means a breach of security leading to the accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed;  

(13) ‘genetic data’ means personal data relating to the inherited or acquired genetic characteristics of a natural person 
which give unique information about the physiology or the health of that natural person and which result, in 
particular, from an analysis of a biological sample from the natural person in question; 

(14) ‘biometric data’ means personal data resulting from specific technical processing relating to the physical, physio
logical or behavioural characteristics of a natural person, which allow or confirm the unique identification of that 
natural person, such as facial images or dactyloscopic data;  

(15) ‘data concerning health’ means personal data related to the physical or mental health of a natural person, including 
the provision of health care services, which reveal information about his or her health status;  

(16) ‘main establishment’ means: 

(a) as regards a controller with establishments in more than one Member State, the place of its central adminis
tration in the Union, unless the decisions on the purposes and means of the processing of personal data are 
taken in another establishment of the controller in the Union and the latter establishment has the power to 
have such decisions implemented, in which case the establishment having taken such decisions is to be 
considered to be the main establishment; 

(b) as regards a processor with establishments in more than one Member State, the place of its central adminis
tration in the Union, or, if the processor has no central administration in the Union, the establishment of the 
processor in the Union where the main processing activities in the context of the activities of an establishment 
of the processor take place to the extent that the processor is subject to specific obligations under this 
Regulation;  

(17) ‘representative’ means a natural or legal person established in the Union who, designated by the controller or 
processor in writing pursuant to Article 27, represents the controller or processor with regard to their respective 
obligations under this Regulation;  

(18) ‘enterprise’ means a natural or legal person engaged in an economic activity, irrespective of its legal form, including 
partnerships or associations regularly engaged in an economic activity;  

(19) ‘group of undertakings’ means a controlling undertaking and its controlled undertakings;  

(20) ‘binding corporate rules’ means personal data protection policies which are adhered to by a controller or processor 
established on the territory of a Member State for transfers or a set of transfers of personal data to a controller or 
processor in one or more third countries within a group of undertakings, or group of enterprises engaged in a 
joint economic activity;  

(21) ‘supervisory authority’ means an independent public authority which is established by a Member State pursuant to 
Article 51; 
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(22) ‘supervisory authority concerned’ means a supervisory authority which is concerned by the processing of personal 
data because: 

(a)  the controller or processor is established on the territory of the Member State of that supervisory authority; 

(b)  data subjects residing in the Member State of that supervisory authority are substantially affected or likely to be 
substantially affected by the processing; or 

(c)  a complaint has been lodged with that supervisory authority;  

(23) ‘cross-border processing’ means either: 

(a)  processing of personal data which takes place in the context of the activities of establishments in more than 
one Member State of a controller or processor in the Union where the controller or processor is established in 
more than one Member State; or 

(b)  processing of personal data which takes place in the context of the activities of a single establishment of a 
controller or processor in the Union but which substantially affects or is likely to substantially affect data 
subjects in more than one Member State.  

(24) ‘relevant and reasoned objection’ means an objection to a draft decision as to whether there is an infringement of 
this Regulation, or whether envisaged action in relation to the controller or processor complies with this 
Regulation, which clearly demonstrates the significance of the risks posed by the draft decision as regards the 
fundamental rights and freedoms of data subjects and, where applicable, the free flow of personal data within the 
Union;  

(25) ‘information society service’ means a service as defined in point (b) of Article 1(1) of Directive (EU) 2015/1535 of 
the European Parliament and of the Council (1);  

(26) ‘international organisation’ means an organisation and its subordinate bodies governed by public international law, 
or any other body which is set up by, or on the basis of, an agreement between two or more countries. 

CHAPTER II 

Principles 

Article 5 

Principles relating to processing of personal data 

1. Personal data shall be: 

(a)  processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and 
transparency’); 

(b)  collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible 
with those purposes; further processing for archiving purposes in the public interest, scientific or historical research 
purposes or statistical purposes shall, in accordance with Article 89(1), not be considered to be incompatible with 
the initial purposes (‘purpose limitation’); 

(c)  adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data 
minimisation’); 

(d)  accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that 
are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay 
(‘accuracy’); 
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(e)  kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for 
which the personal data are processed; personal data may be stored for longer periods insofar as the personal data 
will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes in accordance with Article 89(1) subject to implementation of the appropriate technical and 
organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data subject 
(‘storage limitation’); 

(f)  processed in a manner that ensures appropriate security of the personal data, including protection against 
unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical 
or organisational measures (‘integrity and confidentiality’). 

2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’). 

Article 6 

Lawfulness of processing 

1. Processing shall be lawful only if and to the extent that at least one of the following applies: 

(a)  the data subject has given consent to the processing of his or her personal data for one or more specific purposes; 

(b)  processing is necessary for the performance of a contract to which the data subject is party or in order to take steps 
at the request of the data subject prior to entering into a contract; 

(c)  processing is necessary for compliance with a legal obligation to which the controller is subject; 

(d)  processing is necessary in order to protect the vital interests of the data subject or of another natural person; 

(e)  processing is necessary for the performance of a task carried out in the public interest or in the exercise of official 
authority vested in the controller; 

(f)  processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, 
except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject 
which require protection of personal data, in particular where the data subject is a child. 

Point (f) of the first subparagraph shall not apply to processing carried out by public authorities in the performance of 
their tasks. 

2. Member States may maintain or introduce more specific provisions to adapt the application of the rules of this 
Regulation with regard to processing for compliance with points (c) and (e) of paragraph 1 by determining more 
precisely specific requirements for the processing and other measures to ensure lawful and fair processing including for 
other specific processing situations as provided for in Chapter IX. 

3. The basis for the processing referred to in point (c) and (e) of paragraph 1 shall be laid down by: 

(a)  Union law; or 

(b)  Member State law to which the controller is subject. 

The purpose of the processing shall be determined in that legal basis or, as regards the processing referred to in point (e) 
of paragraph 1, shall be necessary for the performance of a task carried out in the public interest or in the exercise of 
official authority vested in the controller. That legal basis may contain specific provisions to adapt the application of 
rules of this Regulation, inter alia: the general conditions governing the lawfulness of processing by the controller; the 
types of data which are subject to the processing; the data subjects concerned; the entities to, and the purposes for 
which, the personal data may be disclosed; the purpose limitation; storage periods; and processing operations and 
processing procedures, including measures to ensure lawful and fair processing such as those for other specific 
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processing situations as provided for in Chapter IX. The Union or the Member State law shall meet an objective of 
public interest and be proportionate to the legitimate aim pursued. 

4. Where the processing for a purpose other than that for which the personal data have been collected is not based 
on the data subject's consent or on a Union or Member State law which constitutes a necessary and proportionate 
measure in a democratic society to safeguard the objectives referred to in Article 23(1), the controller shall, in order to 
ascertain whether processing for another purpose is compatible with the purpose for which the personal data are 
initially collected, take into account, inter alia: 

(a)  any link between the purposes for which the personal data have been collected and the purposes of the intended 
further processing; 

(b)  the context in which the personal data have been collected, in particular regarding the relationship between data 
subjects and the controller; 

(c)  the nature of the personal data, in particular whether special categories of personal data are processed, pursuant to 
Article 9, or whether personal data related to criminal convictions and offences are processed, pursuant to Article 
10; 

(d)  the possible consequences of the intended further processing for data subjects; 

(e)  the existence of appropriate safeguards, which may include encryption or pseudonymisation. 

Article 7 

Conditions for consent 

1. Where processing is based on consent, the controller shall be able to demonstrate that the data subject has 
consented to processing of his or her personal data. 

2. If the data subject's consent is given in the context of a written declaration which also concerns other matters, the 
request for consent shall be presented in a manner which is clearly distinguishable from the other matters, in an 
intelligible and easily accessible form, using clear and plain language. Any part of such a declaration which constitutes 
an infringement of this Regulation shall not be binding. 

3. The data subject shall have the right to withdraw his or her consent at any time. The withdrawal of consent shall 
not affect the lawfulness of processing based on consent before its withdrawal. Prior to giving consent, the data subject 
shall be informed thereof. It shall be as easy to withdraw as to give consent. 

4. When assessing whether consent is freely given, utmost account shall be taken of whether, inter alia, the 
performance of a contract, including the provision of a service, is conditional on consent to the processing of personal 
data that is not necessary for the performance of that contract. 

Article 8 

Conditions applicable to child's consent in relation to information society services 

1. Where point (a) of Article 6(1) applies, in relation to the offer of information society services directly to a child, 
the processing of the personal data of a child shall be lawful where the child is at least 16 years old. Where the child is 
below the age of 16 years, such processing shall be lawful only if and to the extent that consent is given or authorised 
by the holder of parental responsibility over the child. 

Member States may provide by law for a lower age for those purposes provided that such lower age is not below 13 
years. 
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2. The controller shall make reasonable efforts to verify in such cases that consent is given or authorised by the 
holder of parental responsibility over the child, taking into consideration available technology. 

3. Paragraph 1 shall not affect the general contract law of Member States such as the rules on the validity, formation 
or effect of a contract in relation to a child. 

Article 9 

Processing of special categories of personal data 

1. Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or 
trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a 
natural person, data concerning health or data concerning a natural person's sex life or sexual orientation shall be 
prohibited. 

2. Paragraph 1 shall not apply if one of the following applies: 

(a)  the data subject has given explicit consent to the processing of those personal data for one or more specified 
purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not 
be lifted by the data subject; 

(b)  processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the 
controller or of the data subject in the field of employment and social security and social protection law in so far as 
it is authorised by Union or Member State law or a collective agreement pursuant to Member State law providing for 
appropriate safeguards for the fundamental rights and the interests of the data subject; 

(c)  processing is necessary to protect the vital interests of the data subject or of another natural person where the data 
subject is physically or legally incapable of giving consent; 

(d)  processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, 
association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on 
condition that the processing relates solely to the members or to former members of the body or to persons who 
have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that 
body without the consent of the data subjects; 

(e)  processing relates to personal data which are manifestly made public by the data subject; 

(f)  processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in 
their judicial capacity; 

(g)  processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law which 
shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for 
suitable and specific measures to safeguard the fundamental rights and the interests of the data subject; 

(h)  processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working 
capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management 
of health or social care systems and services on the basis of Union or Member State law or pursuant to contract 
with a health professional and subject to the conditions and safeguards referred to in paragraph 3; 

(i)  processing is necessary for reasons of public interest in the area of public health, such as protecting against serious 
cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal 
products or medical devices, on the basis of Union or Member State law which provides for suitable and specific 
measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy; 
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(j)  processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes in accordance with Article 89(1) based on Union or Member State law which shall be propor
tionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific 
measures to safeguard the fundamental rights and the interests of the data subject. 

3. Personal data referred to in paragraph 1 may be processed for the purposes referred to in point (h) of paragraph 2 
when those data are processed by or under the responsibility of a professional subject to the obligation of professional 
secrecy under Union or Member State law or rules established by national competent bodies or by another person also 
subject to an obligation of secrecy under Union or Member State law or rules established by national competent bodies. 

4. Member States may maintain or introduce further conditions, including limitations, with regard to the processing 
of genetic data, biometric data or data concerning health. 

Article 10 

Processing of personal data relating to criminal convictions and offences 

Processing of personal data relating to criminal convictions and offences or related security measures based on 
Article 6(1) shall be carried out only under the control of official authority or when the processing is authorised by 
Union or Member State law providing for appropriate safeguards for the rights and freedoms of data subjects. Any 
comprehensive register of criminal convictions shall be kept only under the control of official authority. 

Article 11 

Processing which does not require identification 

1. If the purposes for which a controller processes personal data do not or do no longer require the identification of 
a data subject by the controller, the controller shall not be obliged to maintain, acquire or process additional 
information in order to identify the data subject for the sole purpose of complying with this Regulation. 

2. Where, in cases referred to in paragraph 1 of this Article, the controller is able to demonstrate that it is not in a 
position to identify the data subject, the controller shall inform the data subject accordingly, if possible. In such cases, 
Articles 15 to 20 shall not apply except where the data subject, for the purpose of exercising his or her rights under 
those articles, provides additional information enabling his or her identification. 

CHAPTER III 

Rights of the data subject 

Sect ion  1  

Transparency and modal it ies  

Article 12 

Transparent information, communication and modalities for the exercise of the rights of the data 
subject 

1. The controller shall take appropriate measures to provide any information referred to in Articles 13 and 14 and 
any communication under Articles 15 to 22 and 34 relating to processing to the data subject in a concise, transparent, 
intelligible and easily accessible form, using clear and plain language, in particular for any information addressed 
specifically to a child. The information shall be provided in writing, or by other means, including, where appropriate, by 
electronic means. When requested by the data subject, the information may be provided orally, provided that the 
identity of the data subject is proven by other means. 
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2. The controller shall facilitate the exercise of data subject rights under Articles 15 to 22. In the cases referred to in 
Article 11(2), the controller shall not refuse to act on the request of the data subject for exercising his or her rights 
under Articles 15 to 22, unless the controller demonstrates that it is not in a position to identify the data subject. 

3. The controller shall provide information on action taken on a request under Articles 15 to 22 to the data subject 
without undue delay and in any event within one month of receipt of the request. That period may be extended by two 
further months where necessary, taking into account the complexity and number of the requests. The controller shall 
inform the data subject of any such extension within one month of receipt of the request, together with the reasons for 
the delay. Where the data subject makes the request by electronic form means, the information shall be provided by 
electronic means where possible, unless otherwise requested by the data subject. 

4. If the controller does not take action on the request of the data subject, the controller shall inform the data subject 
without delay and at the latest within one month of receipt of the request of the reasons for not taking action and on 
the possibility of lodging a complaint with a supervisory authority and seeking a judicial remedy. 

5. Information provided under Articles 13 and 14 and any communication and any actions taken under Articles 15 
to 22 and 34 shall be provided free of charge. Where requests from a data subject are manifestly unfounded or 
excessive, in particular because of their repetitive character, the controller may either: 

(a)  charge a reasonable fee taking into account the administrative costs of providing the information or communication 
or taking the action requested; or 

(b)  refuse to act on the request. 

The controller shall bear the burden of demonstrating the manifestly unfounded or excessive character of the request. 

6. Without prejudice to Article 11, where the controller has reasonable doubts concerning the identity of the natural 
person making the request referred to in Articles 15 to 21, the controller may request the provision of additional 
information necessary to confirm the identity of the data subject. 

7. The information to be provided to data subjects pursuant to Articles 13 and 14 may be provided in combination 
with standardised icons in order to give in an easily visible, intelligible and clearly legible manner a meaningful overview 
of the intended processing. Where the icons are presented electronically they shall be machine-readable. 

8. The Commission shall be empowered to adopt delegated acts in accordance with Article 92 for the purpose of 
determining the information to be presented by the icons and the procedures for providing standardised icons. 

Sect ion  2  

I nf o r ma t i on and access  to  personal  data  

Article 13 

Information to be provided where personal data are collected from the data subject 

1. Where personal data relating to a data subject are collected from the data subject, the controller shall, at the time 
when personal data are obtained, provide the data subject with all of the following information: 

(a)  the identity and the contact details of the controller and, where applicable, of the controller's representative; 

(b)  the contact details of the data protection officer, where applicable; 

(c)  the purposes of the processing for which the personal data are intended as well as the legal basis for the processing; 
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(d)  where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by the controller or by a 
third party; 

(e)  the recipients or categories of recipients of the personal data, if any; 

(f)  where applicable, the fact that the controller intends to transfer personal data to a third country or international 
organisation and the existence or absence of an adequacy decision by the Commission, or in the case of transfers 
referred to in Article 46 or 47, or the second subparagraph of Article 49(1), reference to the appropriate or suitable 
safeguards and the means by which to obtain a copy of them or where they have been made available. 

2. In addition to the information referred to in paragraph 1, the controller shall, at the time when personal data are 
obtained, provide the data subject with the following further information necessary to ensure fair and transparent 
processing: 

(a)  the period for which the personal data will be stored, or if that is not possible, the criteria used to determine that 
period; 

(b)  the existence of the right to request from the controller access to and rectification or erasure of personal data or 
restriction of processing concerning the data subject or to object to processing as well as the right to data 
portability; 

(c)  where the processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the existence of the right to 
withdraw consent at any time, without affecting the lawfulness of processing based on consent before its withdrawal; 

(d)  the right to lodge a complaint with a supervisory authority; 

(e)  whether the provision of personal data is a statutory or contractual requirement, or a requirement necessary to enter 
into a contract, as well as whether the data subject is obliged to provide the personal data and of the possible 
consequences of failure to provide such data; 

(f)  the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in 
those cases, meaningful information about the logic involved, as well as the significance and the envisaged 
consequences of such processing for the data subject. 

3. Where the controller intends to further process the personal data for a purpose other than that for which the 
personal data were collected, the controller shall provide the data subject prior to that further processing with 
information on that other purpose and with any relevant further information as referred to in paragraph 2. 

4. Paragraphs 1, 2 and 3 shall not apply where and insofar as the data subject already has the information. 

Article 14 

Information to be provided where personal data have not been obtained from the data subject 

1. Where personal data have not been obtained from the data subject, the controller shall provide the data subject 
with the following information: 

(a)  the identity and the contact details of the controller and, where applicable, of the controller's representative; 

(b)  the contact details of the data protection officer, where applicable; 

(c)  the purposes of the processing for which the personal data are intended as well as the legal basis for the processing; 

(d)  the categories of personal data concerned; 

(e)  the recipients or categories of recipients of the personal data, if any; 
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(f) where applicable, that the controller intends to transfer personal data to a recipient in a third country or internat
ional organisation and the existence or absence of an adequacy decision by the Commission, or in the case of 
transfers referred to in Article 46 or 47, or the second subparagraph of Article 49(1), reference to the appropriate or 
suitable safeguards and the means to obtain a copy of them or where they have been made available. 

2. In addition to the information referred to in paragraph 1, the controller shall provide the data subject with the 
following information necessary to ensure fair and transparent processing in respect of the data subject: 

(a)  the period for which the personal data will be stored, or if that is not possible, the criteria used to determine that 
period; 

(b)  where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by the controller or by a 
third party; 

(c)  the existence of the right to request from the controller access to and rectification or erasure of personal data or 
restriction of processing concerning the data subject and to object to processing as well as the right to data 
portability; 

(d)  where processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the existence of the right to 
withdraw consent at any time, without affecting the lawfulness of processing based on consent before its withdrawal; 

(e)  the right to lodge a complaint with a supervisory authority; 

(f)  from which source the personal data originate, and if applicable, whether it came from publicly accessible sources; 

(g)  the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in 
those cases, meaningful information about the logic involved, as well as the significance and the envisaged 
consequences of such processing for the data subject. 

3. The controller shall provide the information referred to in paragraphs 1 and 2: 

(a)  within a reasonable period after obtaining the personal data, but at the latest within one month, having regard to 
the specific circumstances in which the personal data are processed; 

(b)  if the personal data are to be used for communication with the data subject, at the latest at the time of the first 
communication to that data subject; or 

(c)  if a disclosure to another recipient is envisaged, at the latest when the personal data are first disclosed. 

4. Where the controller intends to further process the personal data for a purpose other than that for which the 
personal data were obtained, the controller shall provide the data subject prior to that further processing with 
information on that other purpose and with any relevant further information as referred to in paragraph 2. 

5. Paragraphs 1 to 4 shall not apply where and insofar as: 

(a)  the data subject already has the information; 

(b)  the provision of such information proves impossible or would involve a disproportionate effort, in particular for 
processing for archiving purposes in the public interest, scientific or historical research purposes or statistical 
purposes, subject to the conditions and safeguards referred to in Article 89(1) or in so far as the obligation referred 
to in paragraph 1 of this Article is likely to render impossible or seriously impair the achievement of the objectives 
of that processing. In such cases the controller shall take appropriate measures to protect the data subject's rights 
and freedoms and legitimate interests, including making the information publicly available; 

(c)  obtaining or disclosure is expressly laid down by Union or Member State law to which the controller is subject and 
which provides appropriate measures to protect the data subject's legitimate interests; or 

(d)  where the personal data must remain confidential subject to an obligation of professional secrecy regulated by Union 
or Member State law, including a statutory obligation of secrecy. 
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Article 15 

Right of access by the data subject 

1. The data subject shall have the right to obtain from the controller confirmation as to whether or not personal data 
concerning him or her are being processed, and, where that is the case, access to the personal data and the following 
information: 

(a)  the purposes of the processing; 

(b)  the categories of personal data concerned; 

(c)  the recipients or categories of recipient to whom the personal data have been or will be disclosed, in particular 
recipients in third countries or international organisations; 

(d)  where possible, the envisaged period for which the personal data will be stored, or, if not possible, the criteria used 
to determine that period; 

(e)  the existence of the right to request from the controller rectification or erasure of personal data or restriction of 
processing of personal data concerning the data subject or to object to such processing; 

(f)  the right to lodge a complaint with a supervisory authority; 

(g)  where the personal data are not collected from the data subject, any available information as to their source; 

(h)  the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in 
those cases, meaningful information about the logic involved, as well as the significance and the envisaged 
consequences of such processing for the data subject. 

2. Where personal data are transferred to a third country or to an international organisation, the data subject shall 
have the right to be informed of the appropriate safeguards pursuant to Article 46 relating to the transfer. 

3. The controller shall provide a copy of the personal data undergoing processing. For any further copies requested 
by the data subject, the controller may charge a reasonable fee based on administrative costs. Where the data subject 
makes the request by electronic means, and unless otherwise requested by the data subject, the information shall be 
provided in a commonly used electronic form. 

4. The right to obtain a copy referred to in paragraph 3 shall not adversely affect the rights and freedoms of others. 

Sect ion  3  

Rec tif icat ion and erasure  

Article 16 

Right to rectification 

The data subject shall have the right to obtain from the controller without undue delay the rectification of inaccurate 
personal data concerning him or her. Taking into account the purposes of the processing, the data subject shall have the 
right to have incomplete personal data completed, including by means of providing a supplementary statement. 

Article 17 

Right to erasure (‘right to be forgotten’) 

1. The data subject shall have the right to obtain from the controller the erasure of personal data concerning him or 
her without undue delay and the controller shall have the obligation to erase personal data without undue delay where 
one of the following grounds applies: 

(a)  the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise 
processed; 
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(b)  the data subject withdraws consent on which the processing is based according to point (a) of Article 6(1), or 
point (a) of Article 9(2), and where there is no other legal ground for the processing; 

(c)  the data subject objects to the processing pursuant to Article 21(1) and there are no overriding legitimate grounds 
for the processing, or the data subject objects to the processing pursuant to Article 21(2); 

(d)  the personal data have been unlawfully processed; 

(e)  the personal data have to be erased for compliance with a legal obligation in Union or Member State law to which 
the controller is subject; 

(f)  the personal data have been collected in relation to the offer of information society services referred to in 
Article 8(1). 

2. Where the controller has made the personal data public and is obliged pursuant to paragraph 1 to erase the 
personal data, the controller, taking account of available technology and the cost of implementation, shall take 
reasonable steps, including technical measures, to inform controllers which are processing the personal data that the 
data subject has requested the erasure by such controllers of any links to, or copy or replication of, those personal data. 

3. Paragraphs 1 and 2 shall not apply to the extent that processing is necessary: 

(a)  for exercising the right of freedom of expression and information; 

(b)  for compliance with a legal obligation which requires processing by Union or Member State law to which the 
controller is subject or for the performance of a task carried out in the public interest or in the exercise of official 
authority vested in the controller; 

(c)  for reasons of public interest in the area of public health in accordance with points (h) and (i) of Article 9(2) as well 
as Article 9(3); 

(d)  for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in 
accordance with Article 89(1) in so far as the right referred to in paragraph 1 is likely to render impossible or 
seriously impair the achievement of the objectives of that processing; or 

(e)  for the establishment, exercise or defence of legal claims. 

Article 18 

Right to restriction of processing 

1. The data subject shall have the right to obtain from the controller restriction of processing where one of the 
following applies: 

(a)  the accuracy of the personal data is contested by the data subject, for a period enabling the controller to verify the 
accuracy of the personal data; 

(b)  the processing is unlawful and the data subject opposes the erasure of the personal data and requests the restriction 
of their use instead; 

(c)  the controller no longer needs the personal data for the purposes of the processing, but they are required by the 
data subject for the establishment, exercise or defence of legal claims; 

(d)  the data subject has objected to processing pursuant to Article 21(1) pending the verification whether the legitimate 
grounds of the controller override those of the data subject. 

2. Where processing has been restricted under paragraph 1, such personal data shall, with the exception of storage, 
only be processed with the data subject's consent or for the establishment, exercise or defence of legal claims or for the 
protection of the rights of another natural or legal person or for reasons of important public interest of the Union or of 
a Member State. 
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3. A data subject who has obtained restriction of processing pursuant to paragraph 1 shall be informed by the 
controller before the restriction of processing is lifted. 

Article 19 

Notification obligation regarding rectification or erasure of personal data or restriction of 
processing 

The controller shall communicate any rectification or erasure of personal data or restriction of processing carried out in 
accordance with Article 16, Article 17(1) and Article 18 to each recipient to whom the personal data have been 
disclosed, unless this proves impossible or involves disproportionate effort. The controller shall inform the data subject 
about those recipients if the data subject requests it. 

Article 20 

Right to data portability 

1. The data subject shall have the right to receive the personal data concerning him or her, which he or she has 
provided to a controller, in a structured, commonly used and machine-readable format and have the right to transmit 
those data to another controller without hindrance from the controller to which the personal data have been provided, 
where: 

(a)  the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of Article 9(2) or on a contract 
pursuant to point (b) of Article 6(1); and 

(b)  the processing is carried out by automated means. 

2. In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall have the right to 
have the personal data transmitted directly from one controller to another, where technically feasible. 

3. The exercise of the right referred to in paragraph 1 of this Article shall be without prejudice to Article 17. That 
right shall not apply to processing necessary for the performance of a task carried out in the public interest or in the 
exercise of official authority vested in the controller. 

4. The right referred to in paragraph 1 shall not adversely affect the rights and freedoms of others. 

Sect ion  4  

Ri gh t  to  o bj e ct  a n d  automated individual  decis ion-making 

Article 21 

Right to object 

1. The data subject shall have the right to object, on grounds relating to his or her particular situation, at any time to 
processing of personal data concerning him or her which is based on point (e) or (f) of Article 6(1), including profiling 
based on those provisions. The controller shall no longer process the personal data unless the controller demonstrates 
compelling legitimate grounds for the processing which override the interests, rights and freedoms of the data subject or 
for the establishment, exercise or defence of legal claims. 

2. Where personal data are processed for direct marketing purposes, the data subject shall have the right to object at 
any time to processing of personal data concerning him or her for such marketing, which includes profiling to the 
extent that it is related to such direct marketing. 

3. Where the data subject objects to processing for direct marketing purposes, the personal data shall no longer be 
processed for such purposes. 
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4. At the latest at the time of the first communication with the data subject, the right referred to in paragraphs 1 and 
2 shall be explicitly brought to the attention of the data subject and shall be presented clearly and separately from any 
other information. 

5. In the context of the use of information society services, and notwithstanding Directive 2002/58/EC, the data 
subject may exercise his or her right to object by automated means using technical specifications. 

6. Where personal data are processed for scientific or historical research purposes or statistical purposes pursuant to 
Article 89(1), the data subject, on grounds relating to his or her particular situation, shall have the right to object to 
processing of personal data concerning him or her, unless the processing is necessary for the performance of a task 
carried out for reasons of public interest. 

Article 22 

Automated individual decision-making, including profiling 

1. The data subject shall have the right not to be subject to a decision based solely on automated processing, 
including profiling, which produces legal effects concerning him or her or similarly significantly affects him or her. 

2. Paragraph 1 shall not apply if the decision: 

(a)  is necessary for entering into, or performance of, a contract between the data subject and a data controller; 

(b)  is authorised by Union or Member State law to which the controller is subject and which also lays down suitable 
measures to safeguard the data subject's rights and freedoms and legitimate interests; or 

(c)  is based on the data subject's explicit consent. 

3. In the cases referred to in points (a) and (c) of paragraph 2, the data controller shall implement suitable measures 
to safeguard the data subject's rights and freedoms and legitimate interests, at least the right to obtain human 
intervention on the part of the controller, to express his or her point of view and to contest the decision. 

4. Decisions referred to in paragraph 2 shall not be based on special categories of personal data referred to in 
Article 9(1), unless point (a) or (g) of Article 9(2) applies and suitable measures to safeguard the data subject's rights and 
freedoms and legitimate interests are in place. 

Sect ion  5  

Restr ict ions  

Article 23 

Restrictions 

1. Union or Member State law to which the data controller or processor is subject may restrict by way of a legislative 
measure the scope of the obligations and rights provided for in Articles 12 to 22 and Article 34, as well as Article 5 in 
so far as its provisions correspond to the rights and obligations provided for in Articles 12 to 22, when such a 
restriction respects the essence of the fundamental rights and freedoms and is a necessary and proportionate measure in 
a democratic society to safeguard: 

(a)  national security; 

(b)  defence; 

(c)  public security; 
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(d)  the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, 
including the safeguarding against and the prevention of threats to public security; 

(e)  other important objectives of general public interest of the Union or of a Member State, in particular an important 
economic or financial interest of the Union or of a Member State, including monetary, budgetary and taxation a 
matters, public health and social security; 

(f)  the protection of judicial independence and judicial proceedings; 

(g)  the prevention, investigation, detection and prosecution of breaches of ethics for regulated professions; 

(h)  a monitoring, inspection or regulatory function connected, even occasionally, to the exercise of official authority in 
the cases referred to in points (a) to (e) and (g); 

(i)  the protection of the data subject or the rights and freedoms of others; 

(j)  the enforcement of civil law claims. 

2. In particular, any legislative measure referred to in paragraph 1 shall contain specific provisions at least, where 
relevant, as to: 

(a)  the purposes of the processing or categories of processing; 

(b)  the categories of personal data; 

(c)  the scope of the restrictions introduced; 

(d)  the safeguards to prevent abuse or unlawful access or transfer; 

(e)  the specification of the controller or categories of controllers; 

(f)  the storage periods and the applicable safeguards taking into account the nature, scope and purposes of the 
processing or categories of processing; 

(g)  the risks to the rights and freedoms of data subjects; and 

(h)  the right of data subjects to be informed about the restriction, unless that may be prejudicial to the purpose of the 
restriction. 

CHAPTER IV 

Controller and processor 

Sect ion  1  

General  obl igat ions  

Article 24 

Responsibility of the controller 

1. Taking into account the nature, scope, context and purposes of processing as well as the risks of varying likelihood 
and severity for the rights and freedoms of natural persons, the controller shall implement appropriate technical and 
organisational measures to ensure and to be able to demonstrate that processing is performed in accordance with this 
Regulation. Those measures shall be reviewed and updated where necessary. 

2. Where proportionate in relation to processing activities, the measures referred to in paragraph 1 shall include the 
implementation of appropriate data protection policies by the controller. 

3. Adherence to approved codes of conduct as referred to in Article 40 or approved certification mechanisms as 
referred to in Article 42 may be used as an element by which to demonstrate compliance with the obligations of the 
controller. 
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Article 25 

Data protection by design and by default 

1. Taking into account the state of the art, the cost of implementation and the nature, scope, context and purposes of 
processing as well as the risks of varying likelihood and severity for rights and freedoms of natural persons posed by the 
processing, the controller shall, both at the time of the determination of the means for processing and at the time of the 
processing itself, implement appropriate technical and organisational measures, such as pseudonymisation, which are 
designed to implement data-protection principles, such as data minimisation, in an effective manner and to integrate the 
necessary safeguards into the processing in order to meet the requirements of this Regulation and protect the rights of 
data subjects. 

2. The controller shall implement appropriate technical and organisational measures for ensuring that, by default, 
only personal data which are necessary for each specific purpose of the processing are processed. That obligation applies 
to the amount of personal data collected, the extent of their processing, the period of their storage and their accessibility. 
In particular, such measures shall ensure that by default personal data are not made accessible without the individual's 
intervention to an indefinite number of natural persons. 

3. An approved certification mechanism pursuant to Article 42 may be used as an element to demonstrate 
compliance with the requirements set out in paragraphs 1 and 2 of this Article. 

Article 26 

Joint controllers 

1. Where two or more controllers jointly determine the purposes and means of processing, they shall be joint 
controllers. They shall in a transparent manner determine their respective responsibilities for compliance with the 
obligations under this Regulation, in particular as regards the exercising of the rights of the data subject and their 
respective duties to provide the information referred to in Articles 13 and 14, by means of an arrangement between 
them unless, and in so far as, the respective responsibilities of the controllers are determined by Union or Member State 
law to which the controllers are subject. The arrangement may designate a contact point for data subjects. 

2. The arrangement referred to in paragraph 1 shall duly reflect the respective roles and relationships of the joint 
controllers vis-à-vis the data subjects. The essence of the arrangement shall be made available to the data subject. 

3. Irrespective of the terms of the arrangement referred to in paragraph 1, the data subject may exercise his or her 
rights under this Regulation in respect of and against each of the controllers. 

Article 27 

Representatives of controllers or processors not established in the Union 

1. Where Article 3(2) applies, the controller or the processor shall designate in writing a representative in the Union. 

2. The obligation laid down in paragraph 1 of this Article shall not apply to: 

(a)  processing which is occasional, does not include, on a large scale, processing of special categories of data as referred 
to in Article 9(1) or processing of personal data relating to criminal convictions and offences referred to in Article 
10, and is unlikely to result in a risk to the rights and freedoms of natural persons, taking into account the nature, 
context, scope and purposes of the processing; or 

(b)  a public authority or body. 
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3. The representative shall be established in one of the Member States where the data subjects, whose personal data 
are processed in relation to the offering of goods or services to them, or whose behaviour is monitored, are. 

4. The representative shall be mandated by the controller or processor to be addressed in addition to or instead of 
the controller or the processor by, in particular, supervisory authorities and data subjects, on all issues related to 
processing, for the purposes of ensuring compliance with this Regulation. 

5. The designation of a representative by the controller or processor shall be without prejudice to legal actions which 
could be initiated against the controller or the processor themselves. 

Article 28 

Processor 

1. Where processing is to be carried out on behalf of a controller, the controller shall use only processors providing 
sufficient guarantees to implement appropriate technical and organisational measures in such a manner that processing 
will meet the requirements of this Regulation and ensure the protection of the rights of the data subject. 

2. The processor shall not engage another processor without prior specific or general written authorisation of the 
controller. In the case of general written authorisation, the processor shall inform the controller of any intended changes 
concerning the addition or replacement of other processors, thereby giving the controller the opportunity to object to 
such changes. 

3. Processing by a processor shall be governed by a contract or other legal act under Union or Member State law, 
that is binding on the processor with regard to the controller and that sets out the subject-matter and duration of the 
processing, the nature and purpose of the processing, the type of personal data and categories of data subjects and the 
obligations and rights of the controller. That contract or other legal act shall stipulate, in particular, that the processor: 

(a)  processes the personal data only on documented instructions from the controller, including with regard to transfers 
of personal data to a third country or an international organisation, unless required to do so by Union or 
Member State law to which the processor is subject; in such a case, the processor shall inform the controller of that 
legal requirement before processing, unless that law prohibits such information on important grounds of public 
interest; 

(b)  ensures that persons authorised to process the personal data have committed themselves to confidentiality or are 
under an appropriate statutory obligation of confidentiality; 

(c)  takes all measures required pursuant to Article 32; 

(d)  respects the conditions referred to in paragraphs 2 and 4 for engaging another processor; 

(e)  taking into account the nature of the processing, assists the controller by appropriate technical and organisational 
measures, insofar as this is possible, for the fulfilment of the controller's obligation to respond to requests for 
exercising the data subject's rights laid down in Chapter III; 

(f)  assists the controller in ensuring compliance with the obligations pursuant to Articles 32 to 36 taking into account 
the nature of processing and the information available to the processor; 

(g)  at the choice of the controller, deletes or returns all the personal data to the controller after the end of the provision 
of services relating to processing, and deletes existing copies unless Union or Member State law requires storage of 
the personal data; 

(h)  makes available to the controller all information necessary to demonstrate compliance with the obligations laid 
down in this Article and allow for and contribute to audits, including inspections, conducted by the controller or 
another auditor mandated by the controller. 
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With regard to point (h) of the first subparagraph, the processor shall immediately inform the controller if, in its 
opinion, an instruction infringes this Regulation or other Union or Member State data protection provisions. 

4. Where a processor engages another processor for carrying out specific processing activities on behalf of the 
controller, the same data protection obligations as set out in the contract or other legal act between the controller and 
the processor as referred to in paragraph 3 shall be imposed on that other processor by way of a contract or other legal 
act under Union or Member State law, in particular providing sufficient guarantees to implement appropriate technical 
and organisational measures in such a manner that the processing will meet the requirements of this Regulation. Where 
that other processor fails to fulfil its data protection obligations, the initial processor shall remain fully liable to the 
controller for the performance of that other processor's obligations. 

5. Adherence of a processor to an approved code of conduct as referred to in Article 40 or an approved certification 
mechanism as referred to in Article 42 may be used as an element by which to demonstrate sufficient guarantees as 
referred to in paragraphs 1 and 4 of this Article. 

6. Without prejudice to an individual contract between the controller and the processor, the contract or the other 
legal act referred to in paragraphs 3 and 4 of this Article may be based, in whole or in part, on standard contractual 
clauses referred to in paragraphs 7 and 8 of this Article, including when they are part of a certification granted to the 
controller or processor pursuant to Articles 42 and 43. 

7. The Commission may lay down standard contractual clauses for the matters referred to in paragraph 3 and 4 of 
this Article and in accordance with the examination procedure referred to in Article 93(2). 

8. A supervisory authority may adopt standard contractual clauses for the matters referred to in paragraph 3 and 4 
of this Article and in accordance with the consistency mechanism referred to in Article 63. 

9. The contract or the other legal act referred to in paragraphs 3 and 4 shall be in writing, including in electronic 
form. 

10. Without prejudice to Articles 82, 83 and 84, if a processor infringes this Regulation by determining the purposes 
and means of processing, the processor shall be considered to be a controller in respect of that processing. 

Article 29 

Processing under the authority of the controller or processor 

The processor and any person acting under the authority of the controller or of the processor, who has access to 
personal data, shall not process those data except on instructions from the controller, unless required to do so by Union 
or Member State law. 

Article 30 

Records of processing activities 

1. Each controller and, where applicable, the controller's representative, shall maintain a record of processing 
activities under its responsibility. That record shall contain all of the following information: 

(a) the name and contact details of the controller and, where applicable, the joint controller, the controller's representa
tive and the data protection officer; 

(b)  the purposes of the processing; 

(c)  a description of the categories of data subjects and of the categories of personal data; 
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(d)  the categories of recipients to whom the personal data have been or will be disclosed including recipients in third 
countries or international organisations; 

(e) where applicable, transfers of personal data to a third country or an international organisation, including the identifi
cation of that third country or international organisation and, in the case of transfers referred to in the second 
subparagraph of Article 49(1), the documentation of suitable safeguards; 

(f)  where possible, the envisaged time limits for erasure of the different categories of data; 

(g)  where possible, a general description of the technical and organisational security measures referred to in 
Article 32(1). 

2. Each processor and, where applicable, the processor's representative shall maintain a record of all categories of 
processing activities carried out on behalf of a controller, containing: 

(a)  the name and contact details of the processor or processors and of each controller on behalf of which the processor 
is acting, and, where applicable, of the controller's or the processor's representative, and the data protection officer; 

(b)  the categories of processing carried out on behalf of each controller; 

(c) where applicable, transfers of personal data to a third country or an international organisation, including the identifi
cation of that third country or international organisation and, in the case of transfers referred to in the second 
subparagraph of Article 49(1), the documentation of suitable safeguards; 

(d)  where possible, a general description of the technical and organisational security measures referred to in 
Article 32(1). 

3. The records referred to in paragraphs 1 and 2 shall be in writing, including in electronic form. 

4. The controller or the processor and, where applicable, the controller's or the processor's representative, shall make 
the record available to the supervisory authority on request. 

5. The obligations referred to in paragraphs 1 and 2 shall not apply to an enterprise or an organisation employing 
fewer than 250 persons unless the processing it carries out is likely to result in a risk to the rights and freedoms of 
data subjects, the processing is not occasional, or the processing includes special categories of data as referred to in 
Article 9(1) or personal data relating to criminal convictions and offences referred to in Article 10. 

Article 31 

Cooperation with the supervisory authority 

The controller and the processor and, where applicable, their representatives, shall cooperate, on request, with the 
supervisory authority in the performance of its tasks. 

Sect ion  2  

S e c ur ity  of  personal  dat a  

Article 32 

Security of processing 

1. Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes 
of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the 
controller and the processor shall implement appropriate technical and organisational measures to ensure a level of 
security appropriate to the risk, including inter alia as appropriate: 

(a)  the pseudonymisation and encryption of personal data; 
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(b)  the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and 
services; 

(c)  the ability to restore the availability and access to personal data in a timely manner in the event of a physical or 
technical incident; 

(d)  a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for 
ensuring the security of the processing. 

2. In assessing the appropriate level of security account shall be taken in particular of the risks that are presented by 
processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to 
personal data transmitted, stored or otherwise processed. 

3. Adherence to an approved code of conduct as referred to in Article 40 or an approved certification mechanism as 
referred to in Article 42 may be used as an element by which to demonstrate compliance with the requirements set out 
in paragraph 1 of this Article. 

4. The controller and processor shall take steps to ensure that any natural person acting under the authority of the 
controller or the processor who has access to personal data does not process them except on instructions from the 
controller, unless he or she is required to do so by Union or Member State law. 

Article 33 

Notification of a personal data breach to the supervisory authority 

1. In the case of a personal data breach, the controller shall without undue delay and, where feasible, not later than 
72 hours after having become aware of it, notify the personal data breach to the supervisory authority competent in 
accordance with Article 55, unless the personal data breach is unlikely to result in a risk to the rights and freedoms of 
natural persons. Where the notification to the supervisory authority is not made within 72 hours, it shall be 
accompanied by reasons for the delay. 

2. The processor shall notify the controller without undue delay after becoming aware of a personal data breach. 

3. The notification referred to in paragraph 1 shall at least: 

(a)  describe the nature of the personal data breach including where possible, the categories and approximate number of 
data subjects concerned and the categories and approximate number of personal data records concerned; 

(b)  communicate the name and contact details of the data protection officer or other contact point where more 
information can be obtained; 

(c)  describe the likely consequences of the personal data breach; 

(d)  describe the measures taken or proposed to be taken by the controller to address the personal data breach, 
including, where appropriate, measures to mitigate its possible adverse effects. 

4. Where, and in so far as, it is not possible to provide the information at the same time, the information may be 
provided in phases without undue further delay. 

5. The controller shall document any personal data breaches, comprising the facts relating to the personal data 
breach, its effects and the remedial action taken. That documentation shall enable the supervisory authority to verify 
compliance with this Article. 

Article 34 

Communication of a personal data breach to the data subject 

1. When the personal data breach is likely to result in a high risk to the rights and freedoms of natural persons, the 
controller shall communicate the personal data breach to the data subject without undue delay. 
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2. The communication to the data subject referred to in paragraph 1 of this Article shall describe in clear and plain 
language the nature of the personal data breach and contain at least the information and measures referred to in 
points (b), (c) and (d) of Article 33(3). 

3. The communication to the data subject referred to in paragraph 1 shall not be required if any of the following 
conditions are met: 

(a)  the controller has implemented appropriate technical and organisational protection measures, and those measures 
were applied to the personal data affected by the personal data breach, in particular those that render the personal 
data unintelligible to any person who is not authorised to access it, such as encryption; 

(b)  the controller has taken subsequent measures which ensure that the high risk to the rights and freedoms of data 
subjects referred to in paragraph 1 is no longer likely to materialise; 

(c)  it would involve disproportionate effort. In such a case, there shall instead be a public communication or similar 
measure whereby the data subjects are informed in an equally effective manner. 

4. If the controller has not already communicated the personal data breach to the data subject, the supervisory 
authority, having considered the likelihood of the personal data breach resulting in a high risk, may require it to do so 
or may decide that any of the conditions referred to in paragraph 3 are met. 

Sect ion  3  

Data  pr ote c ti on  i m pact  assessment  and pr ior  consultat ion 

Article 35 

Data protection impact assessment 

1. Where a type of processing in particular using new technologies, and taking into account the nature, scope, 
context and purposes of the processing, is likely to result in a high risk to the rights and freedoms of natural persons, 
the controller shall, prior to the processing, carry out an assessment of the impact of the envisaged processing 
operations on the protection of personal data. A single assessment may address a set of similar processing operations 
that present similar high risks. 

2. The controller shall seek the advice of the data protection officer, where designated, when carrying out a data 
protection impact assessment. 

3. A data protection impact assessment referred to in paragraph 1 shall in particular be required in the case of: 

(a)  a systematic and extensive evaluation of personal aspects relating to natural persons which is based on automated 
processing, including profiling, and on which decisions are based that produce legal effects concerning the natural 
person or similarly significantly affect the natural person; 

(b)  processing on a large scale of special categories of data referred to in Article 9(1), or of personal data relating to 
criminal convictions and offences referred to in Article 10; or 

(c)  a systematic monitoring of a publicly accessible area on a large scale. 

4. The supervisory authority shall establish and make public a list of the kind of processing operations which are 
subject to the requirement for a data protection impact assessment pursuant to paragraph 1. The supervisory authority 
shall communicate those lists to the Board referred to in Article 68. 

5. The supervisory authority may also establish and make public a list of the kind of processing operations for which 
no data protection impact assessment is required. The supervisory authority shall communicate those lists to the Board. 

6. Prior to the adoption of the lists referred to in paragraphs 4 and 5, the competent supervisory authority shall 
apply the consistency mechanism referred to in Article 63 where such lists involve processing activities which are 
related to the offering of goods or services to data subjects or to the monitoring of their behaviour in several 
Member States, or may substantially affect the free movement of personal data within the Union. 
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7. The assessment shall contain at least: 

(a)  a systematic description of the envisaged processing operations and the purposes of the processing, including, where 
applicable, the legitimate interest pursued by the controller; 

(b)  an assessment of the necessity and proportionality of the processing operations in relation to the purposes; 

(c)  an assessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1; and 

(d)  the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the 
protection of personal data and to demonstrate compliance with this Regulation taking into account the rights and 
legitimate interests of data subjects and other persons concerned. 

8. Compliance with approved codes of conduct referred to in Article 40 by the relevant controllers or processors 
shall be taken into due account in assessing the impact of the processing operations performed by such controllers or 
processors, in particular for the purposes of a data protection impact assessment. 

9. Where appropriate, the controller shall seek the views of data subjects or their representatives on the intended 
processing, without prejudice to the protection of commercial or public interests or the security of processing 
operations. 

10. Where processing pursuant to point (c) or (e) of Article 6(1) has a legal basis in Union law or in the law of the 
Member State to which the controller is subject, that law regulates the specific processing operation or set of operations 
in question, and a data protection impact assessment has already been carried out as part of a general impact assessment 
in the context of the adoption of that legal basis, paragraphs 1 to 7 shall not apply unless Member States deem it to be 
necessary to carry out such an assessment prior to processing activities. 

11. Where necessary, the controller shall carry out a review to assess if processing is performed in accordance with 
the data protection impact assessment at least when there is a change of the risk represented by processing operations. 

Article 36 

Prior consultation 

1. The controller shall consult the supervisory authority prior to processing where a data protection impact 
assessment under Article 35 indicates that the processing would result in a high risk in the absence of measures taken 
by the controller to mitigate the risk. 

2. Where the supervisory authority is of the opinion that the intended processing referred to in paragraph 1 would 
infringe this Regulation, in particular where the controller has insufficiently identified or mitigated the risk, the 
supervisory authority shall, within period of up to eight weeks of receipt of the request for consultation, provide written 
advice to the controller and, where applicable to the processor, and may use any of its powers referred to in Article 58. 
That period may be extended by six weeks, taking into account the complexity of the intended processing. The 
supervisory authority shall inform the controller and, where applicable, the processor, of any such extension within one 
month of receipt of the request for consultation together with the reasons for the delay. Those periods may be 
suspended until the supervisory authority has obtained information it has requested for the purposes of the 
consultation. 

3. When consulting the supervisory authority pursuant to paragraph 1, the controller shall provide the supervisory 
authority with: 

(a)  where applicable, the respective responsibilities of the controller, joint controllers and processors involved in the 
processing, in particular for processing within a group of undertakings; 

(b)  the purposes and means of the intended processing; 

(c)  the measures and safeguards provided to protect the rights and freedoms of data subjects pursuant to this 
Regulation; 

(d)  where applicable, the contact details of the data protection officer; 
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(e)  the data protection impact assessment provided for in Article 35; and 

(f)  any other information requested by the supervisory authority. 

4. Member States shall consult the supervisory authority during the preparation of a proposal for a legislative 
measure to be adopted by a national parliament, or of a regulatory measure based on such a legislative measure, which 
relates to processing. 

5. Notwithstanding paragraph 1, Member State law may require controllers to consult with, and obtain prior author
isation from, the supervisory authority in relation to processing by a controller for the performance of a task carried out 
by the controller in the public interest, including processing in relation to social protection and public health. 

Sect ion  4  

D a t a  protection off icer  

Article 37 

Designation of the data protection officer 

1. The controller and the processor shall designate a data protection officer in any case where: 

(a)  the processing is carried out by a public authority or body, except for courts acting in their judicial capacity; 

(b)  the core activities of the controller or the processor consist of processing operations which, by virtue of their 
nature, their scope and/or their purposes, require regular and systematic monitoring of data subjects on a large scale; 
or 

(c)  the core activities of the controller or the processor consist of processing on a large scale of special categories of 
data pursuant to Article 9 and personal data relating to criminal convictions and offences referred to in Article 10. 

2. A group of undertakings may appoint a single data protection officer provided that a data protection officer is 
easily accessible from each establishment. 

3. Where the controller or the processor is a public authority or body, a single data protection officer may be 
designated for several such authorities or bodies, taking account of their organisational structure and size. 

4. In cases other than those referred to in paragraph 1, the controller or processor or associations and other bodies 
representing categories of controllers or processors may or, where required by Union or Member State law shall, 
designate a data protection officer. The data protection officer may act for such associations and other bodies 
representing controllers or processors. 

5. The data protection officer shall be designated on the basis of professional qualities and, in particular, expert 
knowledge of data protection law and practices and the ability to fulfil the tasks referred to in Article 39. 

6. The data protection officer may be a staff member of the controller or processor, or fulfil the tasks on the basis of 
a service contract. 

7. The controller or the processor shall publish the contact details of the data protection officer and communicate 
them to the supervisory authority. 

Article 38 

Position of the data protection officer 

1. The controller and the processor shall ensure that the data protection officer is involved, properly and in a timely 
manner, in all issues which relate to the protection of personal data. 
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2. The controller and processor shall support the data protection officer in performing the tasks referred to in 
Article 39 by providing resources necessary to carry out those tasks and access to personal data and processing 
operations, and to maintain his or her expert knowledge. 

3. The controller and processor shall ensure that the data protection officer does not receive any instructions 
regarding the exercise of those tasks. He or she shall not be dismissed or penalised by the controller or the processor for 
performing his tasks. The data protection officer shall directly report to the highest management level of the controller 
or the processor. 

4. Data subjects may contact the data protection officer with regard to all issues related to processing of their 
personal data and to the exercise of their rights under this Regulation. 

5. The data protection officer shall be bound by secrecy or confidentiality concerning the performance of his or her 
tasks, in accordance with Union or Member State law. 

6. The data protection officer may fulfil other tasks and duties. The controller or processor shall ensure that any such 
tasks and duties do not result in a conflict of interests. 

Article 39 

Tasks of the data protection officer 

1. The data protection officer shall have at least the following tasks: 

(a)  to inform and advise the controller or the processor and the employees who carry out processing of their 
obligations pursuant to this Regulation and to other Union or Member State data protection provisions; 

(b)  to monitor compliance with this Regulation, with other Union or Member State data protection provisions and with 
the policies of the controller or processor in relation to the protection of personal data, including the assignment of 
responsibilities, awareness-raising and training of staff involved in processing operations, and the related audits; 

(c)  to provide advice where requested as regards the data protection impact assessment and monitor its performance 
pursuant to Article 35; 

(d)  to cooperate with the supervisory authority; 

(e)  to act as the contact point for the supervisory authority on issues relating to processing, including the prior 
consultation referred to in Article 36, and to consult, where appropriate, with regard to any other matter. 

2. The data protection officer shall in the performance of his or her tasks have due regard to the risk associated with 
processing operations, taking into account the nature, scope, context and purposes of processing. 

Sect ion  5  

C o d e s  of  conduct  and cer t i f icat ion 

Article 40 

Codes of conduct 

1. The Member States, the supervisory authorities, the Board and the Commission shall encourage the drawing up of 
codes of conduct intended to contribute to the proper application of this Regulation, taking account of the specific 
features of the various processing sectors and the specific needs of micro, small and medium-sized enterprises. 

2. Associations and other bodies representing categories of controllers or processors may prepare codes of conduct, 
or amend or extend such codes, for the purpose of specifying the application of this Regulation, such as with regard to: 

(a)  fair and transparent processing; 
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(b)  the legitimate interests pursued by controllers in specific contexts; 

(c)  the collection of personal data; 

(d)  the pseudonymisation of personal data; 

(e)  the information provided to the public and to data subjects; 

(f)  the exercise of the rights of data subjects; 

(g)  the information provided to, and the protection of, children, and the manner in which the consent of the holders of 
parental responsibility over children is to be obtained; 

(h)  the measures and procedures referred to in Articles 24 and 25 and the measures to ensure security of processing 
referred to in Article 32; 

(i)  the notification of personal data breaches to supervisory authorities and the communication of such personal data 
breaches to data subjects; 

(j)  the transfer of personal data to third countries or international organisations; or 

(k)  out-of-court proceedings and other dispute resolution procedures for resolving disputes between controllers and data 
subjects with regard to processing, without prejudice to the rights of data subjects pursuant to Articles 77 and 79. 

3. In addition to adherence by controllers or processors subject to this Regulation, codes of conduct approved 
pursuant to paragraph 5 of this Article and having general validity pursuant to paragraph 9 of this Article may also be 
adhered to by controllers or processors that are not subject to this Regulation pursuant to Article 3 in order to provide 
appropriate safeguards within the framework of personal data transfers to third countries or international organisations 
under the terms referred to in point (e) of Article 46(2). Such controllers or processors shall make binding and 
enforceable commitments, via contractual or other legally binding instruments, to apply those appropriate safeguards 
including with regard to the rights of data subjects. 

4. A code of conduct referred to in paragraph 2 of this Article shall contain mechanisms which enable the body 
referred to in Article 41(1) to carry out the mandatory monitoring of compliance with its provisions by the controllers 
or processors which undertake to apply it, without prejudice to the tasks and powers of supervisory authorities 
competent pursuant to Article 55 or 56. 

5. Associations and other bodies referred to in paragraph 2 of this Article which intend to prepare a code of conduct 
or to amend or extend an existing code shall submit the draft code, amendment or extension to the supervisory 
authority which is competent pursuant to Article 55. The supervisory authority shall provide an opinion on whether the 
draft code, amendment or extension complies with this Regulation and shall approve that draft code, amendment or 
extension if it finds that it provides sufficient appropriate safeguards. 

6. Where the draft code, or amendment or extension is approved in accordance with paragraph 5, and where the 
code of conduct concerned does not relate to processing activities in several Member States, the supervisory authority 
shall register and publish the code. 

7. Where a draft code of conduct relates to processing activities in several Member States, the supervisory authority 
which is competent pursuant to Article 55 shall, before approving the draft code, amendment or extension, submit it in 
the procedure referred to in Article 63 to the Board which shall provide an opinion on whether the draft code, 
amendment or extension complies with this Regulation or, in the situation referred to in paragraph 3 of this Article, 
provides appropriate safeguards. 

8. Where the opinion referred to in paragraph 7 confirms that the draft code, amendment or extension complies 
with this Regulation, or, in the situation referred to in paragraph 3, provides appropriate safeguards, the Board shall 
submit its opinion to the Commission. 

9. The Commission may, by way of implementing acts, decide that the approved code of conduct, amendment or 
extension submitted to it pursuant to paragraph 8 of this Article have general validity within the Union. Those 
implementing acts shall be adopted in accordance with the examination procedure set out in Article 93(2). 
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10. The Commission shall ensure appropriate publicity for the approved codes which have been decided as having 
general validity in accordance with paragraph 9. 

11. The Board shall collate all approved codes of conduct, amendments and extensions in a register and shall make 
them publicly available by way of appropriate means. 

Article 41 

Monitoring of approved codes of conduct 

1. Without prejudice to the tasks and powers of the competent supervisory authority under Articles 57 and 58, the 
monitoring of compliance with a code of conduct pursuant to Article 40 may be carried out by a body which has an 
appropriate level of expertise in relation to the subject-matter of the code and is accredited for that purpose by the 
competent supervisory authority. 

2. A body as referred to in paragraph 1 may be accredited to monitor compliance with a code of conduct where that 
body has: 

(a)  demonstrated its independence and expertise in relation to the subject-matter of the code to the satisfaction of the 
competent supervisory authority; 

(b)  established procedures which allow it to assess the eligibility of controllers and processors concerned to apply the 
code, to monitor their compliance with its provisions and to periodically review its operation; 

(c)  established procedures and structures to handle complaints about infringements of the code or the manner in which 
the code has been, or is being, implemented by a controller or processor, and to make those procedures and 
structures transparent to data subjects and the public; and 

(d)  demonstrated to the satisfaction of the competent supervisory authority that its tasks and duties do not result in a 
conflict of interests. 

3. The competent supervisory authority shall submit the draft criteria for accreditation of a body as referred to in 
paragraph 1 of this Article to the Board pursuant to the consistency mechanism referred to in Article 63. 

4. Without prejudice to the tasks and powers of the competent supervisory authority and the provisions of 
Chapter VIII, a body as referred to in paragraph 1 of this Article shall, subject to appropriate safeguards, take 
appropriate action in cases of infringement of the code by a controller or processor, including suspension or exclusion 
of the controller or processor concerned from the code. It shall inform the competent supervisory authority of such 
actions and the reasons for taking them. 

5. The competent supervisory authority shall revoke the accreditation of a body as referred to in paragraph 1 if the 
conditions for accreditation are not, or are no longer, met or where actions taken by the body infringe this Regulation. 

6. This Article shall not apply to processing carried out by public authorities and bodies. 

Article 42 

Certification 

1. The Member States, the supervisory authorities, the Board and the Commission shall encourage, in particular at 
Union level, the establishment of data protection certification mechanisms and of data protection seals and marks, for 
the purpose of demonstrating compliance with this Regulation of processing operations by controllers and processors. 
The specific needs of micro, small and medium-sized enterprises shall be taken into account. 
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2. In addition to adherence by controllers or processors subject to this Regulation, data protection certification 
mechanisms, seals or marks approved pursuant to paragraph 5 of this Article may be established for the purpose of 
demonstrating the existence of appropriate safeguards provided by controllers or processors that are not subject to this 
Regulation pursuant to Article 3 within the framework of personal data transfers to third countries or international 
organisations under the terms referred to in point (f) of Article 46(2). Such controllers or processors shall make binding 
and enforceable commitments, via contractual or other legally binding instruments, to apply those appropriate 
safeguards, including with regard to the rights of data subjects. 

3. The certification shall be voluntary and available via a process that is transparent. 

4. A certification pursuant to this Article does not reduce the responsibility of the controller or the processor for 
compliance with this Regulation and is without prejudice to the tasks and powers of the supervisory authorities which 
are competent pursuant to Article 55 or 56. 

5. A certification pursuant to this Article shall be issued by the certification bodies referred to in Article 43 or by the 
competent supervisory authority, on the basis of criteria approved by that competent supervisory authority pursuant to 
Article 58(3) or by the Board pursuant to Article 63. Where the criteria are approved by the Board, this may result in a 
common certification, the European Data Protection Seal. 

6. The controller or processor which submits its processing to the certification mechanism shall provide the certifi
cation body referred to in Article 43, or where applicable, the competent supervisory authority, with all information 
and access to its processing activities which are necessary to conduct the certification procedure. 

7. Certification shall be issued to a controller or processor for a maximum period of three years and may be 
renewed, under the same conditions, provided that the relevant requirements continue to be met. Certification shall be 
withdrawn, as applicable, by the certification bodies referred to in Article 43 or by the competent supervisory authority 
where the requirements for the certification are not or are no longer met. 

8. The Board shall collate all certification mechanisms and data protection seals and marks in a register and shall 
make them publicly available by any appropriate means. 

Article 43 

Certification bodies 

1. Without prejudice to the tasks and powers of the competent supervisory authority under Articles 57 and 58, 
certification bodies which have an appropriate level of expertise in relation to data protection shall, after informing the 
supervisory authority in order to allow it to exercise its powers pursuant to point (h) of Article 58(2) where necessary, 
issue and renew certification. Member States shall ensure that those certification bodies are accredited by one or both of 
the following: 

(a)  the supervisory authority which is competent pursuant to Article 55 or 56; 

(b)  the national accreditation body named in accordance with Regulation (EC) No 765/2008 of the European Parliament 
and of the Council (1) in accordance with EN-ISO/IEC 17065/2012 and with the additional requirements established 
by the supervisory authority which is competent pursuant to Article 55 or 56. 

2. Certification bodies referred to in paragraph 1 shall be accredited in accordance with that paragraph only where 
they have: 

(a)  demonstrated their independence and expertise in relation to the subject-matter of the certification to the 
satisfaction of the competent supervisory authority; 

4.5.2016 L 119/59 Official Journal of the European Union EN     

(1) Regulation (EC) No 765/2008 of the European Parliament and of the Council of 9 July 2008 setting out the requirements for accredi
tation and market surveillance relating to the marketing of products and repealing Regulation (EEC) No 339/93 (OJ L 218, 13.8.2008, 
p. 30). 



(b)  undertaken to respect the criteria referred to in Article 42(5) and approved by the supervisory authority which is 
competent pursuant to Article 55 or 56 or by the Board pursuant to Article 63; 

(c)  established procedures for the issuing, periodic review and withdrawal of data protection certification, seals and 
marks; 

(d)  established procedures and structures to handle complaints about infringements of the certification or the manner in 
which the certification has been, or is being, implemented by the controller or processor, and to make those 
procedures and structures transparent to data subjects and the public; and 

(e)  demonstrated, to the satisfaction of the competent supervisory authority, that their tasks and duties do not result in 
a conflict of interests. 

3. The accreditation of certification bodies as referred to in paragraphs 1 and 2 of this Article shall take place on the 
basis of criteria approved by the supervisory authority which is competent pursuant to Article 55 or 56 or by the Board 
pursuant to Article 63. In the case of accreditation pursuant to point (b) of paragraph 1 of this Article, those 
requirements shall complement those envisaged in Regulation (EC) No 765/2008 and the technical rules that describe 
the methods and procedures of the certification bodies. 

4. The certification bodies referred to in paragraph 1 shall be responsible for the proper assessment leading to the 
certification or the withdrawal of such certification without prejudice to the responsibility of the controller or processor 
for compliance with this Regulation. The accreditation shall be issued for a maximum period of five years and may be 
renewed on the same conditions provided that the certification body meets the requirements set out in this Article. 

5. The certification bodies referred to in paragraph 1 shall provide the competent supervisory authorities with the 
reasons for granting or withdrawing the requested certification. 

6. The requirements referred to in paragraph 3 of this Article and the criteria referred to in Article 42(5) shall be 
made public by the supervisory authority in an easily accessible form. The supervisory authorities shall also transmit 
those requirements and criteria to the Board. The Board shall collate all certification mechanisms and data protection 
seals in a register and shall make them publicly available by any appropriate means. 

7. Without prejudice to Chapter VIII, the competent supervisory authority or the national accreditation body shall 
revoke an accreditation of a certification body pursuant to paragraph 1 of this Article where the conditions for the 
accreditation are not, or are no longer, met or where actions taken by a certification body infringe this Regulation. 

8. The Commission shall be empowered to adopt delegated acts in accordance with Article 92 for the purpose of 
specifying the requirements to be taken into account for the data protection certification mechanisms referred to in 
Article 42(1). 

9. The Commission may adopt implementing acts laying down technical standards for certification mechanisms and 
data protection seals and marks, and mechanisms to promote and recognise those certification mechanisms, seals and 
marks. Those implementing acts shall be adopted in accordance with the examination procedure referred to in 
Article 93(2). 

CHAPTER V 

Transfers of personal data to third countries or international organisations 

Article 44 

General principle for transfers 

Any transfer of personal data which are undergoing processing or are intended for processing after transfer to a third 
country or to an international organisation shall take place only if, subject to the other provisions of this Regulation, the 
conditions laid down in this Chapter are complied with by the controller and processor, including for onward transfers 
of personal data from the third country or an international organisation to another third country or to another internat
ional organisation. All provisions in this Chapter shall be applied in order to ensure that the level of protection of 
natural persons guaranteed by this Regulation is not undermined. 
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Article 45 

Transfers on the basis of an adequacy decision 

1. A transfer of personal data to a third country or an international organisation may take place where the 
Commission has decided that the third country, a territory or one or more specified sectors within that third country, or 
the international organisation in question ensures an adequate level of protection. Such a transfer shall not require any 
specific authorisation. 

2. When assessing the adequacy of the level of protection, the Commission shall, in particular, take account of the 
following elements: 

(a)  the rule of law, respect for human rights and fundamental freedoms, relevant legislation, both general and sectoral, 
including concerning public security, defence, national security and criminal law and the access of public authorities 
to personal data, as well as the implementation of such legislation, data protection rules, professional rules and 
security measures, including rules for the onward transfer of personal data to another third country or international 
organisation which are complied with in that country or international organisation, case-law, as well as effective and 
enforceable data subject rights and effective administrative and judicial redress for the data subjects whose personal 
data are being transferred; 

(b)  the existence and effective functioning of one or more independent supervisory authorities in the third country or to 
which an international organisation is subject, with responsibility for ensuring and enforcing compliance with the 
data protection rules, including adequate enforcement powers, for assisting and advising the data subjects in 
exercising their rights and for cooperation with the supervisory authorities of the Member States; and 

(c)  the international commitments the third country or international organisation concerned has entered into, or other 
obligations arising from legally binding conventions or instruments as well as from its participation in multilateral 
or regional systems, in particular in relation to the protection of personal data. 

3. The Commission, after assessing the adequacy of the level of protection, may decide, by means of implementing 
act, that a third country, a territory or one or more specified sectors within a third country, or an international 
organisation ensures an adequate level of protection within the meaning of paragraph 2 of this Article. The 
implementing act shall provide for a mechanism for a periodic review, at least every four years, which shall take into 
account all relevant developments in the third country or international organisation. The implementing act shall specify 
its territorial and sectoral application and, where applicable, identify the supervisory authority or authorities referred to 
in point (b) of paragraph 2 of this Article. The implementing act shall be adopted in accordance with the examination 
procedure referred to in Article 93(2). 

4. The Commission shall, on an ongoing basis, monitor developments in third countries and international organ
isations that could affect the functioning of decisions adopted pursuant to paragraph 3 of this Article and decisions 
adopted on the basis of Article 25(6) of Directive 95/46/EC. 

5. The Commission shall, where available information reveals, in particular following the review referred to in 
paragraph 3 of this Article, that a third country, a territory or one or more specified sectors within a third country, or 
an international organisation no longer ensures an adequate level of protection within the meaning of paragraph 2 of 
this Article, to the extent necessary, repeal, amend or suspend the decision referred to in paragraph 3 of this Article by 
means of implementing acts without retro-active effect. Those implementing acts shall be adopted in accordance with 
the examination procedure referred to in Article 93(2). 

On duly justified imperative grounds of urgency, the Commission shall adopt immediately applicable implementing acts 
in accordance with the procedure referred to in Article 93(3). 

6. The Commission shall enter into consultations with the third country or international organisation with a view to 
remedying the situation giving rise to the decision made pursuant to paragraph 5. 

7. A decision pursuant to paragraph 5 of this Article is without prejudice to transfers of personal data to the third 
country, a territory or one or more specified sectors within that third country, or the international organisation in 
question pursuant to Articles 46 to 49. 

8. The Commission shall publish in the Official Journal of the European Union and on its website a list of the third 
countries, territories and specified sectors within a third country and international organisations for which it has decided 
that an adequate level of protection is or is no longer ensured. 
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9. Decisions adopted by the Commission on the basis of Article 25(6) of Directive 95/46/EC shall remain in force 
until amended, replaced or repealed by a Commission Decision adopted in accordance with paragraph 3 or 5 of this 
Article. 

Article 46 

Transfers subject to appropriate safeguards 

1. In the absence of a decision pursuant to Article 45(3), a controller or processor may transfer personal data to a 
third country or an international organisation only if the controller or processor has provided appropriate safeguards, 
and on condition that enforceable data subject rights and effective legal remedies for data subjects are available. 

2. The appropriate safeguards referred to in paragraph 1 may be provided for, without requiring any specific authoris
ation from a supervisory authority, by: 

(a)  a legally binding and enforceable instrument between public authorities or bodies; 

(b)  binding corporate rules in accordance with Article 47; 

(c)  standard data protection clauses adopted by the Commission in accordance with the examination procedure referred 
to in Article 93(2); 

(d)  standard data protection clauses adopted by a supervisory authority and approved by the Commission pursuant to 
the examination procedure referred to in Article 93(2); 

(e)  an approved code of conduct pursuant to Article 40 together with binding and enforceable commitments of the 
controller or processor in the third country to apply the appropriate safeguards, including as regards data subjects' 
rights; or 

(f)  an approved certification mechanism pursuant to Article 42 together with binding and enforceable commitments of 
the controller or processor in the third country to apply the appropriate safeguards, including as regards data 
subjects' rights. 

3. Subject to the authorisation from the competent supervisory authority, the appropriate safeguards referred to in 
paragraph 1 may also be provided for, in particular, by: 

(a)  contractual clauses between the controller or processor and the controller, processor or the recipient of the personal 
data in the third country or international organisation; or 

(b)  provisions to be inserted into administrative arrangements between public authorities or bodies which include 
enforceable and effective data subject rights. 

4. The supervisory authority shall apply the consistency mechanism referred to in Article 63 in the cases referred to 
in paragraph 3 of this Article. 

5. Authorisations by a Member State or supervisory authority on the basis of Article 26(2) of Directive 95/46/EC 
shall remain valid until amended, replaced or repealed, if necessary, by that supervisory authority. Decisions adopted by 
the Commission on the basis of Article 26(4) of Directive 95/46/EC shall remain in force until amended, replaced or 
repealed, if necessary, by a Commission Decision adopted in accordance with paragraph 2 of this Article. 

Article 47 

Binding corporate rules 

1. The competent supervisory authority shall approve binding corporate rules in accordance with the consistency 
mechanism set out in Article 63, provided that they: 

(a)  are legally binding and apply to and are enforced by every member concerned of the group of undertakings, or 
group of enterprises engaged in a joint economic activity, including their employees; 
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(b)  expressly confer enforceable rights on data subjects with regard to the processing of their personal data; and 

(c)  fulfil the requirements laid down in paragraph 2. 

2. The binding corporate rules referred to in paragraph 1 shall specify at least: 

(a)  the structure and contact details of the group of undertakings, or group of enterprises engaged in a joint economic 
activity and of each of its members; 

(b)  the data transfers or set of transfers, including the categories of personal data, the type of processing and its 
purposes, the type of data subjects affected and the identification of the third country or countries in question; 

(c)  their legally binding nature, both internally and externally; 

(d)  the application of the general data protection principles, in particular purpose limitation, data minimisation, limited 
storage periods, data quality, data protection by design and by default, legal basis for processing, processing of 
special categories of personal data, measures to ensure data security, and the requirements in respect of onward 
transfers to bodies not bound by the binding corporate rules; 

(e)  the rights of data subjects in regard to processing and the means to exercise those rights, including the right not to 
be subject to decisions based solely on automated processing, including profiling in accordance with Article 22, the 
right to lodge a complaint with the competent supervisory authority and before the competent courts of the 
Member States in accordance with Article 79, and to obtain redress and, where appropriate, compensation for a 
breach of the binding corporate rules; 

(f)  the acceptance by the controller or processor established on the territory of a Member State of liability for any 
breaches of the binding corporate rules by any member concerned not established in the Union; the controller or 
the processor shall be exempt from that liability, in whole or in part, only if it proves that that member is not 
responsible for the event giving rise to the damage; 

(g)  how the information on the binding corporate rules, in particular on the provisions referred to in points (d), (e) 
and (f) of this paragraph is provided to the data subjects in addition to Articles 13 and 14; 

(h)  the tasks of any data protection officer designated in accordance with Article 37 or any other person or entity in 
charge of the monitoring compliance with the binding corporate rules within the group of undertakings, or group 
of enterprises engaged in a joint economic activity, as well as monitoring training and complaint-handling; 

(i)  the complaint procedures; 

(j)  the mechanisms within the group of undertakings, or group of enterprises engaged in a joint economic activity for 
ensuring the verification of compliance with the binding corporate rules. Such mechanisms shall include data 
protection audits and methods for ensuring corrective actions to protect the rights of the data subject. Results of 
such verification should be communicated to the person or entity referred to in point (h) and to the board of the 
controlling undertaking of a group of undertakings, or of the group of enterprises engaged in a joint economic 
activity, and should be available upon request to the competent supervisory authority; 

(k)  the mechanisms for reporting and recording changes to the rules and reporting those changes to the supervisory 
authority; 

(l)  the cooperation mechanism with the supervisory authority to ensure compliance by any member of the group of 
undertakings, or group of enterprises engaged in a joint economic activity, in particular by making available to the 
supervisory authority the results of verifications of the measures referred to in point (j); 

(m)  the mechanisms for reporting to the competent supervisory authority any legal requirements to which a member of 
the group of undertakings, or group of enterprises engaged in a joint economic activity is subject in a third country 
which are likely to have a substantial adverse effect on the guarantees provided by the binding corporate rules; and 

(n)  the appropriate data protection training to personnel having permanent or regular access to personal data. 
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3. The Commission may specify the format and procedures for the exchange of information between controllers, 
processors and supervisory authorities for binding corporate rules within the meaning of this Article. Those 
implementing acts shall be adopted in accordance with the examination procedure set out in Article 93(2). 

Article 48 

Transfers or disclosures not authorised by Union law 

Any judgment of a court or tribunal and any decision of an administrative authority of a third country requiring a 
controller or processor to transfer or disclose personal data may only be recognised or enforceable in any manner if 
based on an international agreement, such as a mutual legal assistance treaty, in force between the requesting third 
country and the Union or a Member State, without prejudice to other grounds for transfer pursuant to this Chapter. 

Article 49 

Derogations for specific situations 

1. In the absence of an adequacy decision pursuant to Article 45(3), or of appropriate safeguards pursuant to 
Article 46, including binding corporate rules, a transfer or a set of transfers of personal data to a third country or an in
ternational organisation shall take place only on one of the following conditions: 

(a)  the data subject has explicitly consented to the proposed transfer, after having been informed of the possible risks of 
such transfers for the data subject due to the absence of an adequacy decision and appropriate safeguards; 

(b)  the transfer is necessary for the performance of a contract between the data subject and the controller or the 
implementation of pre-contractual measures taken at the data subject's request; 

(c)  the transfer is necessary for the conclusion or performance of a contract concluded in the interest of the data subject 
between the controller and another natural or legal person; 

(d)  the transfer is necessary for important reasons of public interest; 

(e)  the transfer is necessary for the establishment, exercise or defence of legal claims; 

(f)  the transfer is necessary in order to protect the vital interests of the data subject or of other persons, where the data 
subject is physically or legally incapable of giving consent; 

(g)  the transfer is made from a register which according to Union or Member State law is intended to provide 
information to the public and which is open to consultation either by the public in general or by any person who 
can demonstrate a legitimate interest, but only to the extent that the conditions laid down by Union or 
Member State law for consultation are fulfilled in the particular case. 

Where a transfer could not be based on a provision in Article 45 or 46, including the provisions on binding corporate 
rules, and none of the derogations for a specific situation referred to in the first subparagraph of this paragraph is 
applicable, a transfer to a third country or an international organisation may take place only if the transfer is not 
repetitive, concerns only a limited number of data subjects, is necessary for the purposes of compelling legitimate 
interests pursued by the controller which are not overridden by the interests or rights and freedoms of the data subject, 
and the controller has assessed all the circumstances surrounding the data transfer and has on the basis of that 
assessment provided suitable safeguards with regard to the protection of personal data. The controller shall inform the 
supervisory authority of the transfer. The controller shall, in addition to providing the information referred to in 
Articles 13 and 14, inform the data subject of the transfer and on the compelling legitimate interests pursued. 

2. A transfer pursuant to point (g) of the first subparagraph of paragraph 1 shall not involve the entirety of the 
personal data or entire categories of the personal data contained in the register. Where the register is intended for 
consultation by persons having a legitimate interest, the transfer shall be made only at the request of those persons or if 
they are to be the recipients. 
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3. Points (a), (b) and (c) of the first subparagraph of paragraph 1 and the second subparagraph thereof shall not apply 
to activities carried out by public authorities in the exercise of their public powers. 

4. The public interest referred to in point (d) of the first subparagraph of paragraph 1 shall be recognised in Union 
law or in the law of the Member State to which the controller is subject. 

5. In the absence of an adequacy decision, Union or Member State law may, for important reasons of public interest, 
expressly set limits to the transfer of specific categories of personal data to a third country or an international 
organisation. Member States shall notify such provisions to the Commission. 

6. The controller or processor shall document the assessment as well as the suitable safeguards referred to in the 
second subparagraph of paragraph 1 of this Article in the records referred to in Article 30. 

Article 50 

International cooperation for the protection of personal data 

In relation to third countries and international organisations, the Commission and supervisory authorities shall take 
appropriate steps to: 

(a)  develop international cooperation mechanisms to facilitate the effective enforcement of legislation for the protection 
of personal data; 

(b)  provide international mutual assistance in the enforcement of legislation for the protection of personal data, 
including through notification, complaint referral, investigative assistance and information exchange, subject to 
appropriate safeguards for the protection of personal data and other fundamental rights and freedoms; 

(c)  engage relevant stakeholders in discussion and activities aimed at furthering international cooperation in the 
enforcement of legislation for the protection of personal data; 

(d) promote the exchange and documentation of personal data protection legislation and practice, including on jurisdic
tional conflicts with third countries. 

CHAPTER VI 

Independent supervisory authorities 

Sect ion  1  

Independent  st atus  

Article 51 

Supervisory authority 

1. Each Member State shall provide for one or more independent public authorities to be responsible for monitoring 
the application of this Regulation, in order to protect the fundamental rights and freedoms of natural persons in relation 
to processing and to facilitate the free flow of personal data within the Union (‘supervisory authority’). 

2. Each supervisory authority shall contribute to the consistent application of this Regulation throughout the Union. 
For that purpose, the supervisory authorities shall cooperate with each other and the Commission in accordance with 
Chapter VII. 

3. Where more than one supervisory authority is established in a Member State, that Member State shall designate 
the supervisory authority which is to represent those authorities in the Board and shall set out the mechanism to ensure 
compliance by the other authorities with the rules relating to the consistency mechanism referred to in Article 63. 

4. Each Member State shall notify to the Commission the provisions of its law which it adopts pursuant to this 
Chapter, by 25 May 2018 and, without delay, any subsequent amendment affecting them. 
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Article 52 

Independence 

1. Each supervisory authority shall act with complete independence in performing its tasks and exercising its powers 
in accordance with this Regulation. 

2. The member or members of each supervisory authority shall, in the performance of their tasks and exercise of 
their powers in accordance with this Regulation, remain free from external influence, whether direct or indirect, and 
shall neither seek nor take instructions from anybody. 

3. Member or members of each supervisory authority shall refrain from any action incompatible with their duties 
and shall not, during their term of office, engage in any incompatible occupation, whether gainful or not. 

4. Each Member State shall ensure that each supervisory authority is provided with the human, technical and 
financial resources, premises and infrastructure necessary for the effective performance of its tasks and exercise of its 
powers, including those to be carried out in the context of mutual assistance, cooperation and participation in the 
Board. 

5. Each Member State shall ensure that each supervisory authority chooses and has its own staff which shall be 
subject to the exclusive direction of the member or members of the supervisory authority concerned. 

6. Each Member State shall ensure that each supervisory authority is subject to financial control which does not 
affect its independence and that it has separate, public annual budgets, which may be part of the overall state or national 
budget. 

Article 53 

General conditions for the members of the supervisory authority 

1. Member States shall provide for each member of their supervisory authorities to be appointed by means of a 
transparent procedure by: 

—  their parliament; 

—  their government; 

—  their head of State; or 

—  an independent body entrusted with the appointment under Member State law. 

2. Each member shall have the qualifications, experience and skills, in particular in the area of the protection of 
personal data, required to perform its duties and exercise its powers. 

3. The duties of a member shall end in the event of the expiry of the term of office, resignation or compulsory 
retirement, in accordance with the law of the Member State concerned. 

4. A member shall be dismissed only in cases of serious misconduct or if the member no longer fulfils the conditions 
required for the performance of the duties. 

Article 54 

Rules on the establishment of the supervisory authority 

1. Each Member State shall provide by law for all of the following: 

(a)  the establishment of each supervisory authority; 
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(b)  the qualifications and eligibility conditions required to be appointed as member of each supervisory authority; 

(c)  the rules and procedures for the appointment of the member or members of each supervisory authority; 

(d)  the duration of the term of the member or members of each supervisory authority of no less than four years, except 
for the first appointment after 24 May 2016, part of which may take place for a shorter period where that is 
necessary to protect the independence of the supervisory authority by means of a staggered appointment procedure; 

(e)  whether and, if so, for how many terms the member or members of each supervisory authority is eligible for 
reappointment; 

(f)  the conditions governing the obligations of the member or members and staff of each supervisory authority, 
prohibitions on actions, occupations and benefits incompatible therewith during and after the term of office and 
rules governing the cessation of employment. 

2. The member or members and the staff of each supervisory authority shall, in accordance with Union or Member 
State law, be subject to a duty of professional secrecy both during and after their term of office, with regard to any 
confidential information which has come to their knowledge in the course of the performance of their tasks or exercise 
of their powers. During their term of office, that duty of professional secrecy shall in particular apply to reporting by 
natural persons of infringements of this Regulation. 

Sect ion  2  

Comp etence,  t asks  and powers  

Article 55 

Competence 

1. Each supervisory authority shall be competent for the performance of the tasks assigned to and the exercise of the 
powers conferred on it in accordance with this Regulation on the territory of its own Member State. 

2. Where processing is carried out by public authorities or private bodies acting on the basis of point (c) or (e) of 
Article 6(1), the supervisory authority of the Member State concerned shall be competent. In such cases Article 56 does 
not apply. 

3. Supervisory authorities shall not be competent to supervise processing operations of courts acting in their judicial 
capacity. 

Article 56 

Competence of the lead supervisory authority 

1. Without prejudice to Article 55, the supervisory authority of the main establishment or of the single establishment 
of the controller or processor shall be competent to act as lead supervisory authority for the cross-border processing 
carried out by that controller or processor in accordance with the procedure provided in Article 60. 

2. By derogation from paragraph 1, each supervisory authority shall be competent to handle a complaint lodged with 
it or a possible infringement of this Regulation, if the subject matter relates only to an establishment in its Member State 
or substantially affects data subjects only in its Member State. 

3. In the cases referred to in paragraph 2 of this Article, the supervisory authority shall inform the lead supervisory 
authority without delay on that matter. Within a period of three weeks after being informed the lead supervisory 
authority shall decide whether or not it will handle the case in accordance with the procedure provided in Article 60, 
taking into account whether or not there is an establishment of the controller or processor in the Member State of 
which the supervisory authority informed it. 
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4. Where the lead supervisory authority decides to handle the case, the procedure provided in Article 60 shall apply. 
The supervisory authority which informed the lead supervisory authority may submit to the lead supervisory authority a 
draft for a decision. The lead supervisory authority shall take utmost account of that draft when preparing the draft 
decision referred to in Article 60(3). 

5. Where the lead supervisory authority decides not to handle the case, the supervisory authority which informed the 
lead supervisory authority shall handle it according to Articles 61 and 62. 

6. The lead supervisory authority shall be the sole interlocutor of the controller or processor for the cross-border 
processing carried out by that controller or processor. 

Article 57 

Tasks 

1. Without prejudice to other tasks set out under this Regulation, each supervisory authority shall on its territory: 

(a)  monitor and enforce the application of this Regulation; 

(b)  promote public awareness and understanding of the risks, rules, safeguards and rights in relation to processing. 
Activities addressed specifically to children shall receive specific attention; 

(c)  advise, in accordance with Member State law, the national parliament, the government, and other institutions and 
bodies on legislative and administrative measures relating to the protection of natural persons' rights and freedoms 
with regard to processing; 

(d)  promote the awareness of controllers and processors of their obligations under this Regulation; 

(e)  upon request, provide information to any data subject concerning the exercise of their rights under this Regulation 
and, if appropriate, cooperate with the supervisory authorities in other Member States to that end; 

(f)  handle complaints lodged by a data subject, or by a body, organisation or association in accordance with Article 80, 
and investigate, to the extent appropriate, the subject matter of the complaint and inform the complainant of the 
progress and the outcome of the investigation within a reasonable period, in particular if further investigation or 
coordination with another supervisory authority is necessary; 

(g)  cooperate with, including sharing information and provide mutual assistance to, other supervisory authorities with 
a view to ensuring the consistency of application and enforcement of this Regulation; 

(h)  conduct investigations on the application of this Regulation, including on the basis of information received from 
another supervisory authority or other public authority; 

(i)  monitor relevant developments, insofar as they have an impact on the protection of personal data, in particular the 
development of information and communication technologies and commercial practices; 

(j)  adopt standard contractual clauses referred to in Article 28(8) and in point (d) of Article 46(2); 

(k)  establish and maintain a list in relation to the requirement for data protection impact assessment pursuant to 
Article 35(4); 

(l)  give advice on the processing operations referred to in Article 36(2); 

(m)  encourage the drawing up of codes of conduct pursuant to Article 40(1) and provide an opinion and approve such 
codes of conduct which provide sufficient safeguards, pursuant to Article 40(5); 

(n)  encourage the establishment of data protection certification mechanisms and of data protection seals and marks 
pursuant to Article 42(1), and approve the criteria of certification pursuant to Article 42(5); 

(o)  where applicable, carry out a periodic review of certifications issued in accordance with Article 42(7); 
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(p)  draft and publish the criteria for accreditation of a body for monitoring codes of conduct pursuant to Article 41 
and of a certification body pursuant to Article 43; 

(q)  conduct the accreditation of a body for monitoring codes of conduct pursuant to Article 41 and of a certification 
body pursuant to Article 43; 

(r)  authorise contractual clauses and provisions referred to in Article 46(3); 

(s)  approve binding corporate rules pursuant to Article 47; 

(t)  contribute to the activities of the Board; 

(u)  keep internal records of infringements of this Regulation and of measures taken in accordance with Article 58(2); 
and 

(v)  fulfil any other tasks related to the protection of personal data. 

2. Each supervisory authority shall facilitate the submission of complaints referred to in point (f) of paragraph 1 by 
measures such as a complaint submission form which can also be completed electronically, without excluding other 
means of communication. 

3. The performance of the tasks of each supervisory authority shall be free of charge for the data subject and, where 
applicable, for the data protection officer. 

4. Where requests are manifestly unfounded or excessive, in particular because of their repetitive character, the 
supervisory authority may charge a reasonable fee based on administrative costs, or refuse to act on the request. The 
supervisory authority shall bear the burden of demonstrating the manifestly unfounded or excessive character of the 
request. 

Article 58 

Powers 

1. Each supervisory authority shall have all of the following investigative powers: 

(a)  to order the controller and the processor, and, where applicable, the controller's or the processor's representative to 
provide any information it requires for the performance of its tasks; 

(b)  to carry out investigations in the form of data protection audits; 

(c)  to carry out a review on certifications issued pursuant to Article 42(7); 

(d)  to notify the controller or the processor of an alleged infringement of this Regulation; 

(e)  to obtain, from the controller and the processor, access to all personal data and to all information necessary for the 
performance of its tasks; 

(f)  to obtain access to any premises of the controller and the processor, including to any data processing equipment 
and means, in accordance with Union or Member State procedural law. 

2. Each supervisory authority shall have all of the following corrective powers: 

(a)  to issue warnings to a controller or processor that intended processing operations are likely to infringe provisions of 
this Regulation; 

(b)  to issue reprimands to a controller or a processor where processing operations have infringed provisions of this 
Regulation; 

(c)  to order the controller or the processor to comply with the data subject's requests to exercise his or her rights 
pursuant to this Regulation; 
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(d)  to order the controller or processor to bring processing operations into compliance with the provisions of this 
Regulation, where appropriate, in a specified manner and within a specified period; 

(e)  to order the controller to communicate a personal data breach to the data subject; 

(f)  to impose a temporary or definitive limitation including a ban on processing; 

(g)  to order the rectification or erasure of personal data or restriction of processing pursuant to Articles 16, 17 and 18 
and the notification of such actions to recipients to whom the personal data have been disclosed pursuant to 
Article 17(2) and Article 19; 

(h)  to withdraw a certification or to order the certification body to withdraw a certification issued pursuant to 
Articles 42 and 43, or to order the certification body not to issue certification if the requirements for the certifi
cation are not or are no longer met; 

(i)  to impose an administrative fine pursuant to Article 83, in addition to, or instead of measures referred to in this 
paragraph, depending on the circumstances of each individual case; 

(j)  to order the suspension of data flows to a recipient in a third country or to an international organisation. 

3. Each supervisory authority shall have all of the following authorisation and advisory powers: 

(a)  to advise the controller in accordance with the prior consultation procedure referred to in Article 36; 

(b)  to issue, on its own initiative or on request, opinions to the national parliament, the Member State government or, 
in accordance with Member State law, to other institutions and bodies as well as to the public on any issue related 
to the protection of personal data; 

(c)  to authorise processing referred to in Article 36(5), if the law of the Member State requires such prior authorisation; 

(d)  to issue an opinion and approve draft codes of conduct pursuant to Article 40(5); 

(e)  to accredit certification bodies pursuant to Article 43; 

(f)  to issue certifications and approve criteria of certification in accordance with Article 42(5); 

(g)  to adopt standard data protection clauses referred to in Article 28(8) and in point (d) of Article 46(2); 

(h)  to authorise contractual clauses referred to in point (a) of Article 46(3); 

(i)  to authorise administrative arrangements referred to in point (b) of Article 46(3); 

(j)  to approve binding corporate rules pursuant to Article 47. 

4. The exercise of the powers conferred on the supervisory authority pursuant to this Article shall be subject to 
appropriate safeguards, including effective judicial remedy and due process, set out in Union and Member State law in 
accordance with the Charter. 

5. Each Member State shall provide by law that its supervisory authority shall have the power to bring infringements 
of this Regulation to the attention of the judicial authorities and where appropriate, to commence or engage otherwise 
in legal proceedings, in order to enforce the provisions of this Regulation. 

6. Each Member State may provide by law that its supervisory authority shall have additional powers to those 
referred to in paragraphs 1, 2 and 3. The exercise of those powers shall not impair the effective operation of 
Chapter VII. 

Article 59 

Activity reports 

Each supervisory authority shall draw up an annual report on its activities, which may include a list of types of 
infringement notified and types of measures taken in accordance with Article 58(2). Those reports shall be transmitted 
to the national parliament, the government and other authorities as designated by Member State law. They shall be made 
available to the public, to the Commission and to the Board. 
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CHAPTER VII 

Cooperation and consistency 

Sect ion  1  

Cooperation 

Article 60 

Cooperation between the lead supervisory authority and the other supervisory authorities 
concerned 

1. The lead supervisory authority shall cooperate with the other supervisory authorities concerned in accordance 
with this Article in an endeavour to reach consensus. The lead supervisory authority and the supervisory authorities 
concerned shall exchange all relevant information with each other. 

2. The lead supervisory authority may request at any time other supervisory authorities concerned to provide mutual 
assistance pursuant to Article 61 and may conduct joint operations pursuant to Article 62, in particular for carrying out 
investigations or for monitoring the implementation of a measure concerning a controller or processor established in 
another Member State. 

3. The lead supervisory authority shall, without delay, communicate the relevant information on the matter to the 
other supervisory authorities concerned. It shall without delay submit a draft decision to the other supervisory 
authorities concerned for their opinion and take due account of their views. 

4. Where any of the other supervisory authorities concerned within a period of four weeks after having been 
consulted in accordance with paragraph 3 of this Article, expresses a relevant and reasoned objection to the draft 
decision, the lead supervisory authority shall, if it does not follow the relevant and reasoned objection or is of the 
opinion that the objection is not relevant or reasoned, submit the matter to the consistency mechanism referred to in 
Article 63. 

5. Where the lead supervisory authority intends to follow the relevant and reasoned objection made, it shall submit 
to the other supervisory authorities concerned a revised draft decision for their opinion. That revised draft decision shall 
be subject to the procedure referred to in paragraph 4 within a period of two weeks. 

6. Where none of the other supervisory authorities concerned has objected to the draft decision submitted by the 
lead supervisory authority within the period referred to in paragraphs 4 and 5, the lead supervisory authority and the 
supervisory authorities concerned shall be deemed to be in agreement with that draft decision and shall be bound by it. 

7. The lead supervisory authority shall adopt and notify the decision to the main establishment or single 
establishment of the controller or processor, as the case may be and inform the other supervisory authorities concerned 
and the Board of the decision in question, including a summary of the relevant facts and grounds. The supervisory 
authority with which a complaint has been lodged shall inform the complainant on the decision. 

8. By derogation from paragraph 7, where a complaint is dismissed or rejected, the supervisory authority with which 
the complaint was lodged shall adopt the decision and notify it to the complainant and shall inform the controller 
thereof. 

9. Where the lead supervisory authority and the supervisory authorities concerned agree to dismiss or reject parts of 
a complaint and to act on other parts of that complaint, a separate decision shall be adopted for each of those parts of 
the matter. The lead supervisory authority shall adopt the decision for the part concerning actions in relation to the 
controller, shall notify it to the main establishment or single establishment of the controller or processor on the territory 
of its Member State and shall inform the complainant thereof, while the supervisory authority of the complainant shall 
adopt the decision for the part concerning dismissal or rejection of that complaint, and shall notify it to that 
complainant and shall inform the controller or processor thereof. 

10. After being notified of the decision of the lead supervisory authority pursuant to paragraphs 7 and 9, the 
controller or processor shall take the necessary measures to ensure compliance with the decision as regards processing 
activities in the context of all its establishments in the Union. The controller or processor shall notify the measures 
taken for complying with the decision to the lead supervisory authority, which shall inform the other supervisory 
authorities concerned. 
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11. Where, in exceptional circumstances, a supervisory authority concerned has reasons to consider that there is an 
urgent need to act in order to protect the interests of data subjects, the urgency procedure referred to in Article 66 shall 
apply. 

12. The lead supervisory authority and the other supervisory authorities concerned shall supply the information 
required under this Article to each other by electronic means, using a standardised format. 

Article 61 

Mutual assistance 

1. Supervisory authorities shall provide each other with relevant information and mutual assistance in order to 
implement and apply this Regulation in a consistent manner, and shall put in place measures for effective cooperation 
with one another. Mutual assistance shall cover, in particular, information requests and supervisory measures, such as 
requests to carry out prior authorisations and consultations, inspections and investigations. 

2. Each supervisory authority shall take all appropriate measures required to reply to a request of another supervisory 
authority without undue delay and no later than one month after receiving the request. Such measures may include, in 
particular, the transmission of relevant information on the conduct of an investigation. 

3. Requests for assistance shall contain all the necessary information, including the purpose of and reasons for the 
request. Information exchanged shall be used only for the purpose for which it was requested. 

4. The requested supervisory authority shall not refuse to comply with the request unless: 

(a)  it is not competent for the subject-matter of the request or for the measures it is requested to execute; or 

(b)  compliance with the request would infringe this Regulation or Union or Member State law to which the supervisory 
authority receiving the request is subject. 

5. The requested supervisory authority shall inform the requesting supervisory authority of the results or, as the case 
may be, of the progress of the measures taken in order to respond to the request. The requested supervisory authority 
shall provide reasons for any refusal to comply with a request pursuant to paragraph 4. 

6. Requested supervisory authorities shall, as a rule, supply the information requested by other supervisory 
authorities by electronic means, using a standardised format. 

7. Requested supervisory authorities shall not charge a fee for any action taken by them pursuant to a request for 
mutual assistance. Supervisory authorities may agree on rules to indemnify each other for specific expenditure arising 
from the provision of mutual assistance in exceptional circumstances. 

8. Where a supervisory authority does not provide the information referred to in paragraph 5 of this Article within 
one month of receiving the request of another supervisory authority, the requesting supervisory authority may adopt a 
provisional measure on the territory of its Member State in accordance with Article 55(1). In that case, the urgent need 
to act under Article 66(1) shall be presumed to be met and require an urgent binding decision from the Board pursuant 
to Article 66(2). 

9. The Commission may, by means of implementing acts, specify the format and procedures for mutual assistance 
referred to in this Article and the arrangements for the exchange of information by electronic means between 
supervisory authorities, and between supervisory authorities and the Board, in particular the standardised format 
referred to in paragraph 6 of this Article. Those implementing acts shall be adopted in accordance with the examination 
procedure referred to in Article 93(2). 

Article 62 

Joint operations of supervisory authorities 

1. The supervisory authorities shall, where appropriate, conduct joint operations including joint investigations and 
joint enforcement measures in which members or staff of the supervisory authorities of other Member States are 
involved. 
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2. Where the controller or processor has establishments in several Member States or where a significant number of 
data subjects in more than one Member State are likely to be substantially affected by processing operations, a 
supervisory authority of each of those Member States shall have the right to participate in joint operations. The 
supervisory authority which is competent pursuant to Article 56(1) or (4) shall invite the supervisory authority of each 
of those Member States to take part in the joint operations and shall respond without delay to the request of a 
supervisory authority to participate. 

3. A supervisory authority may, in accordance with Member State law, and with the seconding supervisory 
authority's authorisation, confer powers, including investigative powers on the seconding supervisory authority's 
members or staff involved in joint operations or, in so far as the law of the Member State of the host supervisory 
authority permits, allow the seconding supervisory authority's members or staff to exercise their investigative powers in 
accordance with the law of the Member State of the seconding supervisory authority. Such investigative powers may be 
exercised only under the guidance and in the presence of members or staff of the host supervisory authority. The 
seconding supervisory authority's members or staff shall be subject to the Member State law of the host supervisory 
authority. 

4. Where, in accordance with paragraph 1, staff of a seconding supervisory authority operate in another Member 
State, the Member State of the host supervisory authority shall assume responsibility for their actions, including liability, 
for any damage caused by them during their operations, in accordance with the law of the Member State in whose 
territory they are operating. 

5. The Member State in whose territory the damage was caused shall make good such damage under the conditions 
applicable to damage caused by its own staff. The Member State of the seconding supervisory authority whose staff has 
caused damage to any person in the territory of another Member State shall reimburse that other Member State in full 
any sums it has paid to the persons entitled on their behalf. 

6. Without prejudice to the exercise of its rights vis-à-vis third parties and with the exception of paragraph 5, each 
Member State shall refrain, in the case provided for in paragraph 1, from requesting reimbursement from another 
Member State in relation to damage referred to in paragraph 4. 

7. Where a joint operation is intended and a supervisory authority does not, within one month, comply with the 
obligation laid down in the second sentence of paragraph 2 of this Article, the other supervisory authorities may adopt 
a provisional measure on the territory of its Member State in accordance with Article 55. In that case, the urgent need 
to act under Article 66(1) shall be presumed to be met and require an opinion or an urgent binding decision from the 
Board pursuant to Article 66(2). 

Sect ion  2  

Consistency 

Article 63 

Consistency mechanism 

In order to contribute to the consistent application of this Regulation throughout the Union, the supervisory authorities 
shall cooperate with each other and, where relevant, with the Commission, through the consistency mechanism as set 
out in this Section. 

Article 64 

Opinion of the Board 

1. The Board shall issue an opinion where a competent supervisory authority intends to adopt any of the measures 
below. To that end, the competent supervisory authority shall communicate the draft decision to the Board, when it: 

(a)  aims to adopt a list of the processing operations subject to the requirement for a data protection impact assessment 
pursuant to Article 35(4); 

(b)  concerns a matter pursuant to Article 40(7) whether a draft code of conduct or an amendment or extension to a 
code of conduct complies with this Regulation; 
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(c)  aims to approve the criteria for accreditation of a body pursuant to Article 41(3) or a certification body pursuant to 
Article 43(3); 

(d)  aims to determine standard data protection clauses referred to in point (d) of Article 46(2) and in Article 28(8); 

(e)  aims to authorise contractual clauses referred to in point (a) of Article 46(3); or 

(f)  aims to approve binding corporate rules within the meaning of Article 47. 

2. Any supervisory authority, the Chair of the Board or the Commission may request that any matter of general 
application or producing effects in more than one Member State be examined by the Board with a view to obtaining an 
opinion, in particular where a competent supervisory authority does not comply with the obligations for mutual 
assistance in accordance with Article 61 or for joint operations in accordance with Article 62. 

3. In the cases referred to in paragraphs 1 and 2, the Board shall issue an opinion on the matter submitted to it 
provided that it has not already issued an opinion on the same matter. That opinion shall be adopted within eight weeks 
by simple majority of the members of the Board. That period may be extended by a further six weeks, taking into 
account the complexity of the subject matter. Regarding the draft decision referred to in paragraph 1 circulated to the 
members of the Board in accordance with paragraph 5, a member which has not objected within a reasonable period 
indicated by the Chair, shall be deemed to be in agreement with the draft decision. 

4. Supervisory authorities and the Commission shall, without undue delay, communicate by electronic means to the 
Board, using a standardised format any relevant information, including as the case may be a summary of the facts, the 
draft decision, the grounds which make the enactment of such measure necessary, and the views of other supervisory 
authorities concerned. 

5. The Chair of the Board shall, without undue, delay inform by electronic means: 

(a)  the members of the Board and the Commission of any relevant information which has been communicated to it 
using a standardised format. The secretariat of the Board shall, where necessary, provide translations of relevant 
information; and 

(b)  the supervisory authority referred to, as the case may be, in paragraphs 1 and 2, and the Commission of the opinion 
and make it public. 

6. The competent supervisory authority shall not adopt its draft decision referred to in paragraph 1 within the period 
referred to in paragraph 3. 

7. The supervisory authority referred to in paragraph 1 shall take utmost account of the opinion of the Board and 
shall, within two weeks after receiving the opinion, communicate to the Chair of the Board by electronic means whether 
it will maintain or amend its draft decision and, if any, the amended draft decision, using a standardised format. 

8. Where the supervisory authority concerned informs the Chair of the Board within the period referred to in 
paragraph 7 of this Article that it does not intend to follow the opinion of the Board, in whole or in part, providing the 
relevant grounds, Article 65(1) shall apply. 

Article 65 

Dispute resolution by the Board 

1. In order to ensure the correct and consistent application of this Regulation in individual cases, the Board shall 
adopt a binding decision in the following cases: 

(a)  where, in a case referred to in Article 60(4), a supervisory authority concerned has raised a relevant and reasoned 
objection to a draft decision of the lead authority or the lead authority has rejected such an objection as being not 
relevant or reasoned. The binding decision shall concern all the matters which are the subject of the relevant and 
reasoned objection, in particular whether there is an infringement of this Regulation; 
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(b)  where there are conflicting views on which of the supervisory authorities concerned is competent for the main 
establishment; 

(c)  where a competent supervisory authority does not request the opinion of the Board in the cases referred to in 
Article 64(1), or does not follow the opinion of the Board issued under Article 64. In that case, any supervisory 
authority concerned or the Commission may communicate the matter to the Board. 

2. The decision referred to in paragraph 1 shall be adopted within one month from the referral of the subject-matter 
by a two-thirds majority of the members of the Board. That period may be extended by a further month on account of 
the complexity of the subject-matter. The decision referred to in paragraph 1 shall be reasoned and addressed to the lead 
supervisory authority and all the supervisory authorities concerned and binding on them. 

3. Where the Board has been unable to adopt a decision within the periods referred to in paragraph 2, it shall adopt 
its decision within two weeks following the expiration of the second month referred to in paragraph 2 by a simple 
majority of the members of the Board. Where the members of the Board are split, the decision shall by adopted by the 
vote of its Chair. 

4. The supervisory authorities concerned shall not adopt a decision on the subject matter submitted to the Board 
under paragraph 1 during the periods referred to in paragraphs 2 and 3. 

5. The Chair of the Board shall notify, without undue delay, the decision referred to in paragraph 1 to the supervisory 
authorities concerned. It shall inform the Commission thereof. The decision shall be published on the website of the 
Board without delay after the supervisory authority has notified the final decision referred to in paragraph 6. 

6. The lead supervisory authority or, as the case may be, the supervisory authority with which the complaint has 
been lodged shall adopt its final decision on the basis of the decision referred to in paragraph 1 of this Article, without 
undue delay and at the latest by one month after the Board has notified its decision. The lead supervisory authority or, 
as the case may be, the supervisory authority with which the complaint has been lodged, shall inform the Board of the 
date when its final decision is notified respectively to the controller or the processor and to the data subject. The final 
decision of the supervisory authorities concerned shall be adopted under the terms of Article 60(7), (8) and (9). The 
final decision shall refer to the decision referred to in paragraph 1 of this Article and shall specify that the decision 
referred to in that paragraph will be published on the website of the Board in accordance with paragraph 5 of this 
Article. The final decision shall attach the decision referred to in paragraph 1 of this Article. 

Article 66 

Urgency procedure 

1. In exceptional circumstances, where a supervisory authority concerned considers that there is an urgent need to 
act in order to protect the rights and freedoms of data subjects, it may, by way of derogation from the consistency 
mechanism referred to in Articles 63, 64 and 65 or the procedure referred to in Article 60, immediately adopt 
provisional measures intended to produce legal effects on its own territory with a specified period of validity which shall 
not exceed three months. The supervisory authority shall, without delay, communicate those measures and the reasons 
for adopting them to the other supervisory authorities concerned, to the Board and to the Commission. 

2. Where a supervisory authority has taken a measure pursuant to paragraph 1 and considers that final measures 
need urgently be adopted, it may request an urgent opinion or an urgent binding decision from the Board, giving 
reasons for requesting such opinion or decision. 

3. Any supervisory authority may request an urgent opinion or an urgent binding decision, as the case may be, from 
the Board where a competent supervisory authority has not taken an appropriate measure in a situation where there is 
an urgent need to act, in order to protect the rights and freedoms of data subjects, giving reasons for requesting such 
opinion or decision, including for the urgent need to act. 

4. By derogation from Article 64(3) and Article 65(2), an urgent opinion or an urgent binding decision referred to in 
paragraphs 2 and 3 of this Article shall be adopted within two weeks by simple majority of the members of the Board. 
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Article 67 

Exchange of information 

The Commission may adopt implementing acts of general scope in order to specify the arrangements for the exchange 
of information by electronic means between supervisory authorities, and between supervisory authorities and the Board, 
in particular the standardised format referred to in Article 64. 

Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 93(2). 

Sect ion  3  

E ur opean dat a  protection board 

Article 68 

European Data Protection Board 

1. The European Data Protection Board (the ‘Board’) is hereby established as a body of the Union and shall have legal 
personality. 

2. The Board shall be represented by its Chair. 

3. The Board shall be composed of the head of one supervisory authority of each Member State and of the European 
Data Protection Supervisor, or their respective representatives. 

4. Where in a Member State more than one supervisory authority is responsible for monitoring the application of 
the provisions pursuant to this Regulation, a joint representative shall be appointed in accordance with that Member 
State's law. 

5. The Commission shall have the right to participate in the activities and meetings of the Board without voting 
right. The Commission shall designate a representative. The Chair of the Board shall communicate to the Commission 
the activities of the Board. 

6. In the cases referred to in Article 65, the European Data Protection Supervisor shall have voting rights only on 
decisions which concern principles and rules applicable to the Union institutions, bodies, offices and agencies which 
correspond in substance to those of this Regulation. 

Article 69 

Independence 

1. The Board shall act independently when performing its tasks or exercising its powers pursuant to Articles 70 
and 71. 

2. Without prejudice to requests by the Commission referred to in point (b) of Article 70(1) and in Article 70(2), the 
Board shall, in the performance of its tasks or the exercise of its powers, neither seek nor take instructions from 
anybody. 

Article 70 

Tasks of the Board 

1. The Board shall ensure the consistent application of this Regulation. To that end, the Board shall, on its own 
initiative or, where relevant, at the request of the Commission, in particular: 

(a)  monitor and ensure the correct application of this Regulation in the cases provided for in Articles 64 and 65 
without prejudice to the tasks of national supervisory authorities; 
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(b)  advise the Commission on any issue related to the protection of personal data in the Union, including on any 
proposed amendment of this Regulation; 

(c)  advise the Commission on the format and procedures for the exchange of information between controllers, 
processors and supervisory authorities for binding corporate rules; 

(d)  issue guidelines, recommendations, and best practices on procedures for erasing links, copies or replications of 
personal data from publicly available communication services as referred to in Article 17(2); 

(e)  examine, on its own initiative, on request of one of its members or on request of the Commission, any question 
covering the application of this Regulation and issue guidelines, recommendations and best practices in order to 
encourage consistent application of this Regulation; 

(f)  issue guidelines, recommendations and best practices in accordance with point (e) of this paragraph for further 
specifying the criteria and conditions for decisions based on profiling pursuant to Article 22(2); 

(g)  issue guidelines, recommendations and best practices in accordance with point (e) of this paragraph for establishing 
the personal data breaches and determining the undue delay referred to in Article 33(1) and (2) and for the 
particular circumstances in which a controller or a processor is required to notify the personal data breach; 

(h)  issue guidelines, recommendations and best practices in accordance with point (e) of this paragraph as to the 
circumstances in which a personal data breach is likely to result in a high risk to the rights and freedoms of the 
natural persons referred to in Article 34(1). 

(i)  issue guidelines, recommendations and best practices in accordance with point (e) of this paragraph for the purpose 
of further specifying the criteria and requirements for personal data transfers based on binding corporate rules 
adhered to by controllers and binding corporate rules adhered to by processors and on further necessary 
requirements to ensure the protection of personal data of the data subjects concerned referred to in Article 47; 

(j)  issue guidelines, recommendations and best practices in accordance with point (e) of this paragraph for the purpose 
of further specifying the criteria and requirements for the personal data transfers on the basis of Article 49(1); 

(k)  draw up guidelines for supervisory authorities concerning the application of measures referred to in Article 58(1), 
(2) and (3) and the setting of administrative fines pursuant to Article 83; 

(l)  review the practical application of the guidelines, recommendations and best practices referred to in points (e) 
and (f); 

(m)  issue guidelines, recommendations and best practices in accordance with point (e) of this paragraph for establishing 
common procedures for reporting by natural persons of infringements of this Regulation pursuant to Article 54(2); 

(n)  encourage the drawing-up of codes of conduct and the establishment of data protection certification mechanisms 
and data protection seals and marks pursuant to Articles 40 and 42; 

(o)  carry out the accreditation of certification bodies and its periodic review pursuant to Article 43 and maintain a 
public register of accredited bodies pursuant to Article 43(6) and of the accredited controllers or processors 
established in third countries pursuant to Article 42(7); 

(p)  specify the requirements referred to in Article 43(3) with a view to the accreditation of certification bodies under 
Article 42; 

(q)  provide the Commission with an opinion on the certification requirements referred to in Article 43(8); 

(r)  provide the Commission with an opinion on the icons referred to in Article 12(7); 

(s)  provide the Commission with an opinion for the assessment of the adequacy of the level of protection in a third 
country or international organisation, including for the assessment whether a third country, a territory or one or 
more specified sectors within that third country, or an international organisation no longer ensures an adequate 
level of protection. To that end, the Commission shall provide the Board with all necessary documentation, 
including correspondence with the government of the third country, with regard to that third country, territory or 
specified sector, or with the international organisation. 
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(t)  issue opinions on draft decisions of supervisory authorities pursuant to the consistency mechanism referred to in 
Article 64(1), on matters submitted pursuant to Article 64(2) and to issue binding decisions pursuant to Article 65, 
including in cases referred to in Article 66; 

(u)  promote the cooperation and the effective bilateral and multilateral exchange of information and best practices 
between the supervisory authorities; 

(v)  promote common training programmes and facilitate personnel exchanges between the supervisory authorities and, 
where appropriate, with the supervisory authorities of third countries or with international organisations; 

(w)  promote the exchange of knowledge and documentation on data protection legislation and practice with data 
protection supervisory authorities worldwide. 

(x)  issue opinions on codes of conduct drawn up at Union level pursuant to Article 40(9); and 

(y)  maintain a publicly accessible electronic register of decisions taken by supervisory authorities and courts on issues 
handled in the consistency mechanism. 

2. Where the Commission requests advice from the Board, it may indicate a time limit, taking into account the 
urgency of the matter. 

3. The Board shall forward its opinions, guidelines, recommendations, and best practices to the Commission and to 
the committee referred to in Article 93 and make them public. 

4. The Board shall, where appropriate, consult interested parties and give them the opportunity to comment within a 
reasonable period. The Board shall, without prejudice to Article 76, make the results of the consultation procedure 
publicly available. 

Article 71 

Reports 

1. The Board shall draw up an annual report regarding the protection of natural persons with regard to processing in 
the Union and, where relevant, in third countries and international organisations. The report shall be made public and 
be transmitted to the European Parliament, to the Council and to the Commission. 

2. The annual report shall include a review of the practical application of the guidelines, recommendations and best 
practices referred to in point (l) of Article 70(1) as well as of the binding decisions referred to in Article 65. 

Article 72 

Procedure 

1. The Board shall take decisions by a simple majority of its members, unless otherwise provided for in this 
Regulation. 

2. The Board shall adopt its own rules of procedure by a two-thirds majority of its members and organise its own 
operational arrangements. 

Article 73 

Chair 

1. The Board shall elect a chair and two deputy chairs from amongst its members by simple majority. 

2. The term of office of the Chair and of the deputy chairs shall be five years and be renewable once. 
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Article 74 

Tasks of the Chair 

1. The Chair shall have the following tasks: 

(a)  to convene the meetings of the Board and prepare its agenda; 

(b)  to notify decisions adopted by the Board pursuant to Article 65 to the lead supervisory authority and the 
supervisory authorities concerned; 

(c)  to ensure the timely performance of the tasks of the Board, in particular in relation to the consistency mechanism 
referred to in Article 63. 

2. The Board shall lay down the allocation of tasks between the Chair and the deputy chairs in its rules of procedure. 

Article 75 

Secretariat 

1. The Board shall have a secretariat, which shall be provided by the European Data Protection Supervisor. 

2. The secretariat shall perform its tasks exclusively under the instructions of the Chair of the Board. 

3. The staff of the European Data Protection Supervisor involved in carrying out the tasks conferred on the Board by 
this Regulation shall be subject to separate reporting lines from the staff involved in carrying out tasks conferred on the 
European Data Protection Supervisor. 

4. Where appropriate, the Board and the European Data Protection Supervisor shall establish and publish a 
Memorandum of Understanding implementing this Article, determining the terms of their cooperation, and applicable 
to the staff of the European Data Protection Supervisor involved in carrying out the tasks conferred on the Board by this 
Regulation. 

5. The secretariat shall provide analytical, administrative and logistical support to the Board. 

6. The secretariat shall be responsible in particular for: 

(a)  the day-to-day business of the Board; 

(b)  communication between the members of the Board, its Chair and the Commission; 

(c)  communication with other institutions and the public; 

(d)  the use of electronic means for the internal and external communication; 

(e)  the translation of relevant information; 

(f)  the preparation and follow-up of the meetings of the Board; 

(g)  the preparation, drafting and publication of opinions, decisions on the settlement of disputes between supervisory 
authorities and other texts adopted by the Board. 

Article 76 

Confidentiality 

1. The discussions of the Board shall be confidential where the Board deems it necessary, as provided for in its rules 
of procedure. 
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2. Access to documents submitted to members of the Board, experts and representatives of third parties shall be 
governed by Regulation (EC) No 1049/2001 of the European Parliament and of the Council (1). 

CHAPTER VIII 

Remedies, liability and penalties 

Article 77 

Right to lodge a complaint with a supervisory authority 

1. Without prejudice to any other administrative or judicial remedy, every data subject shall have the right to lodge a 
complaint with a supervisory authority, in particular in the Member State of his or her habitual residence, place of work 
or place of the alleged infringement if the data subject considers that the processing of personal data relating to him or 
her infringes this Regulation. 

2. The supervisory authority with which the complaint has been lodged shall inform the complainant on the progress 
and the outcome of the complaint including the possibility of a judicial remedy pursuant to Article 78. 

Article 78 

Right to an effective judicial remedy against a supervisory authority 

1. Without prejudice to any other administrative or non-judicial remedy, each natural or legal person shall have the 
right to an effective judicial remedy against a legally binding decision of a supervisory authority concerning them. 

2. Without prejudice to any other administrative or non-judicial remedy, each data subject shall have the right to a an 
effective judicial remedy where the supervisory authority which is competent pursuant to Articles 55 and 56 does not 
handle a complaint or does not inform the data subject within three months on the progress or outcome of the 
complaint lodged pursuant to Article 77. 

3. Proceedings against a supervisory authority shall be brought before the courts of the Member State where the 
supervisory authority is established. 

4. Where proceedings are brought against a decision of a supervisory authority which was preceded by an opinion or 
a decision of the Board in the consistency mechanism, the supervisory authority shall forward that opinion or decision 
to the court. 

Article 79 

Right to an effective judicial remedy against a controller or processor 

1. Without prejudice to any available administrative or non-judicial remedy, including the right to lodge a complaint 
with a supervisory authority pursuant to Article 77, each data subject shall have the right to an effective judicial remedy 
where he or she considers that his or her rights under this Regulation have been infringed as a result of the processing 
of his or her personal data in non-compliance with this Regulation. 

2. Proceedings against a controller or a processor shall be brought before the courts of the Member State where the 
controller or processor has an establishment. Alternatively, such proceedings may be brought before the courts of the 
Member State where the data subject has his or her habitual residence, unless the controller or processor is a public 
authority of a Member State acting in the exercise of its public powers. 
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Article 80 

Representation of data subjects 

1. The data subject shall have the right to mandate a not-for-profit body, organisation or association which has been 
properly constituted in accordance with the law of a Member State, has statutory objectives which are in the public 
interest, and is active in the field of the protection of data subjects' rights and freedoms with regard to the protection of 
their personal data to lodge the complaint on his or her behalf, to exercise the rights referred to in Articles 77, 78 and 
79 on his or her behalf, and to exercise the right to receive compensation referred to in Article 82 on his or her behalf 
where provided for by Member State law. 

2. Member States may provide that any body, organisation or association referred to in paragraph 1 of this Article, in
dependently of a data subject's mandate, has the right to lodge, in that Member State, a complaint with the supervisory 
authority which is competent pursuant to Article 77 and to exercise the rights referred to in Articles 78 and 79 if it 
considers that the rights of a data subject under this Regulation have been infringed as a result of the processing. 

Article 81 

Suspension of proceedings 

1. Where a competent court of a Member State has information on proceedings, concerning the same subject matter 
as regards processing by the same controller or processor, that are pending in a court in another Member State, it shall 
contact that court in the other Member State to confirm the existence of such proceedings. 

2. Where proceedings concerning the same subject matter as regards processing of the same controller or processor 
are pending in a court in another Member State, any competent court other than the court first seized may suspend its 
proceedings. 

3. Where those proceedings are pending at first instance, any court other than the court first seized may also, on the 
application of one of the parties, decline jurisdiction if the court first seized has jurisdiction over the actions in question 
and its law permits the consolidation thereof. 

Article 82 

Right to compensation and liability 

1. Any person who has suffered material or non-material damage as a result of an infringement of this Regulation 
shall have the right to receive compensation from the controller or processor for the damage suffered. 

2. Any controller involved in processing shall be liable for the damage caused by processing which infringes this 
Regulation. A processor shall be liable for the damage caused by processing only where it has not complied with 
obligations of this Regulation specifically directed to processors or where it has acted outside or contrary to lawful 
instructions of the controller. 

3. A controller or processor shall be exempt from liability under paragraph 2 if it proves that it is not in any way 
responsible for the event giving rise to the damage. 

4. Where more than one controller or processor, or both a controller and a processor, are involved in the same 
processing and where they are, under paragraphs 2 and 3, responsible for any damage caused by processing, each 
controller or processor shall be held liable for the entire damage in order to ensure effective compensation of the data 
subject. 

5. Where a controller or processor has, in accordance with paragraph 4, paid full compensation for the damage 
suffered, that controller or processor shall be entitled to claim back from the other controllers or processors involved in 
the same processing that part of the compensation corresponding to their part of responsibility for the damage, in 
accordance with the conditions set out in paragraph 2. 
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6. Court proceedings for exercising the right to receive compensation shall be brought before the courts competent 
under the law of the Member State referred to in Article 79(2). 

Article 83 

General conditions for imposing administrative fines 

1. Each supervisory authority shall ensure that the imposition of administrative fines pursuant to this Article in 
respect of infringements of this Regulation referred to in paragraphs 4, 5 and 6 shall in each individual case be effective, 
proportionate and dissuasive. 

2. Administrative fines shall, depending on the circumstances of each individual case, be imposed in addition to, or 
instead of, measures referred to in points (a) to (h) and (j) of Article 58(2). When deciding whether to impose an 
administrative fine and deciding on the amount of the administrative fine in each individual case due regard shall be 
given to the following: 

(a)  the nature, gravity and duration of the infringement taking into account the nature scope or purpose of the 
processing concerned as well as the number of data subjects affected and the level of damage suffered by them; 

(b)  the intentional or negligent character of the infringement; 

(c)  any action taken by the controller or processor to mitigate the damage suffered by data subjects; 

(d)  the degree of responsibility of the controller or processor taking into account technical and organisational measures 
implemented by them pursuant to Articles 25 and 32; 

(e)  any relevant previous infringements by the controller or processor; 

(f)  the degree of cooperation with the supervisory authority, in order to remedy the infringement and mitigate the 
possible adverse effects of the infringement; 

(g)  the categories of personal data affected by the infringement; 

(h)  the manner in which the infringement became known to the supervisory authority, in particular whether, and if so 
to what extent, the controller or processor notified the infringement; 

(i)  where measures referred to in Article 58(2) have previously been ordered against the controller or processor 
concerned with regard to the same subject-matter, compliance with those measures; 

(j)  adherence to approved codes of conduct pursuant to Article 40 or approved certification mechanisms pursuant to 
Article 42; and 

(k)  any other aggravating or mitigating factor applicable to the circumstances of the case, such as financial benefits 
gained, or losses avoided, directly or indirectly, from the infringement. 

3. If a controller or processor intentionally or negligently, for the same or linked processing operations, infringes 
several provisions of this Regulation, the total amount of the administrative fine shall not exceed the amount specified 
for the gravest infringement. 

4. Infringements of the following provisions shall, in accordance with paragraph 2, be subject to administrative fines 
up to 10 000 000 EUR, or in the case of an undertaking, up to 2 % of the total worldwide annual turnover of the 
preceding financial year, whichever is higher: 

(a)  the obligations of the controller and the processor pursuant to Articles 8, 11, 25 to 39 and 42 and 43; 

(b)  the obligations of the certification body pursuant to Articles 42 and 43; 

(c)  the obligations of the monitoring body pursuant to Article 41(4). 
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5. Infringements of the following provisions shall, in accordance with paragraph 2, be subject to administrative fines 
up to 20 000 000 EUR, or in the case of an undertaking, up to 4 % of the total worldwide annual turnover of the 
preceding financial year, whichever is higher: 

(a)  the basic principles for processing, including conditions for consent, pursuant to Articles 5, 6, 7 and 9; 

(b)  the data subjects' rights pursuant to Articles 12 to 22; 

(c)  the transfers of personal data to a recipient in a third country or an international organisation pursuant to 
Articles 44 to 49; 

(d)  any obligations pursuant to Member State law adopted under Chapter IX; 

(e)  non-compliance with an order or a temporary or definitive limitation on processing or the suspension of data flows 
by the supervisory authority pursuant to Article 58(2) or failure to provide access in violation of Article 58(1). 

6. Non-compliance with an order by the supervisory authority as referred to in Article 58(2) shall, in accordance 
with paragraph 2 of this Article, be subject to administrative fines up to 20 000 000 EUR, or in the case of an 
undertaking, up to 4 % of the total worldwide annual turnover of the preceding financial year, whichever is higher. 

7. Without prejudice to the corrective powers of supervisory authorities pursuant to Article 58(2), each 
Member State may lay down the rules on whether and to what extent administrative fines may be imposed on public 
authorities and bodies established in that Member State. 

8. The exercise by the supervisory authority of its powers under this Article shall be subject to appropriate 
procedural safeguards in accordance with Union and Member State law, including effective judicial remedy and due 
process. 

9. Where the legal system of the Member State does not provide for administrative fines, this Article may be applied 
in such a manner that the fine is initiated by the competent supervisory authority and imposed by competent national 
courts, while ensuring that those legal remedies are effective and have an equivalent effect to the administrative fines 
imposed by supervisory authorities. In any event, the fines imposed shall be effective, proportionate and dissuasive. 
Those Member States shall notify to the Commission the provisions of their laws which they adopt pursuant to this 
paragraph by 25 May 2018 and, without delay, any subsequent amendment law or amendment affecting them. 

Article 84 

Penalties 

1. Member States shall lay down the rules on other penalties applicable to infringements of this Regulation in 
particular for infringements which are not subject to administrative fines pursuant to Article 83, and shall take all 
measures necessary to ensure that they are implemented. Such penalties shall be effective, proportionate and dissuasive. 

2. Each Member State shall notify to the Commission the provisions of its law which it adopts pursuant to 
paragraph 1, by 25 May 2018 and, without delay, any subsequent amendment affecting them. 

CHAPTER IX 

Provisions relating to specific processing situations 

Article 85 

Processing and freedom of expression and information 

1. Member States shall by law reconcile the right to the protection of personal data pursuant to this Regulation with 
the right to freedom of expression and information, including processing for journalistic purposes and the purposes of 
academic, artistic or literary expression. 
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2. For processing carried out for journalistic purposes or the purpose of academic artistic or literary expression, 
Member States shall provide for exemptions or derogations from Chapter II (principles), Chapter III (rights of the data 
subject), Chapter IV (controller and processor), Chapter V (transfer of personal data to third countries or international 
organisations), Chapter VI (independent supervisory authorities), Chapter VII (cooperation and consistency) and 
Chapter IX (specific data processing situations) if they are necessary to reconcile the right to the protection of personal 
data with the freedom of expression and information. 

3. Each Member State shall notify to the Commission the provisions of its law which it has adopted pursuant to 
paragraph 2 and, without delay, any subsequent amendment law or amendment affecting them. 

Article 86 

Processing and public access to official documents 

Personal data in official documents held by a public authority or a public body or a private body for the performance of 
a task carried out in the public interest may be disclosed by the authority or body in accordance with Union or Member 
State law to which the public authority or body is subject in order to reconcile public access to official documents with 
the right to the protection of personal data pursuant to this Regulation. 

Article 87 

Processing of the national identification number 

Member States may further determine the specific conditions for the processing of a national identification number or 
any other identifier of general application. In that case the national identification number or any other identifier of 
general application shall be used only under appropriate safeguards for the rights and freedoms of the data subject 
pursuant to this Regulation. 

Article 88 

Processing in the context of employment 

1. Member States may, by law or by collective agreements, provide for more specific rules to ensure the protection of 
the rights and freedoms in respect of the processing of employees' personal data in the employment context, in 
particular for the purposes of the recruitment, the performance of the contract of employment, including discharge of 
obligations laid down by law or by collective agreements, management, planning and organisation of work, equality and 
diversity in the workplace, health and safety at work, protection of employer's or customer's property and for the 
purposes of the exercise and enjoyment, on an individual or collective basis, of rights and benefits related to 
employment, and for the purpose of the termination of the employment relationship. 

2. Those rules shall include suitable and specific measures to safeguard the data subject's human dignity, legitimate 
interests and fundamental rights, with particular regard to the transparency of processing, the transfer of personal data 
within a group of undertakings, or a group of enterprises engaged in a joint economic activity and monitoring systems 
at the work place. 

3. Each Member State shall notify to the Commission those provisions of its law which it adopts pursuant to 
paragraph 1, by 25 May 2018 and, without delay, any subsequent amendment affecting them. 

Article 89 

Safeguards and derogations relating to processing for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes 

1. Processing for archiving purposes in the public interest, scientific or historical research purposes or statistical 
purposes, shall be subject to appropriate safeguards, in accordance with this Regulation, for the rights and freedoms of 
the data subject. Those safeguards shall ensure that technical and organisational measures are in place in particular in 
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order to ensure respect for the principle of data minimisation. Those measures may include pseudonymisation provided 
that those purposes can be fulfilled in that manner. Where those purposes can be fulfilled by further processing which 
does not permit or no longer permits the identification of data subjects, those purposes shall be fulfilled in that manner. 

2. Where personal data are processed for scientific or historical research purposes or statistical purposes, Union or 
Member State law may provide for derogations from the rights referred to in Articles 15, 16, 18 and 21 subject to the 
conditions and safeguards referred to in paragraph 1 of this Article in so far as such rights are likely to render 
impossible or seriously impair the achievement of the specific purposes, and such derogations are necessary for the 
fulfilment of those purposes. 

3. Where personal data are processed for archiving purposes in the public interest, Union or Member State law may 
provide for derogations from the rights referred to in Articles 15, 16, 18, 19, 20 and 21 subject to the conditions and 
safeguards referred to in paragraph 1 of this Article in so far as such rights are likely to render impossible or seriously 
impair the achievement of the specific purposes, and such derogations are necessary for the fulfilment of those 
purposes. 

4. Where processing referred to in paragraphs 2 and 3 serves at the same time another purpose, the derogations shall 
apply only to processing for the purposes referred to in those paragraphs. 

Article 90 

Obligations of secrecy 

1. Member States may adopt specific rules to set out the powers of the supervisory authorities laid down in points (e) 
and (f) of Article 58(1) in relation to controllers or processors that are subject, under Union or Member State law or 
rules established by national competent bodies, to an obligation of professional secrecy or other equivalent obligations 
of secrecy where this is necessary and proportionate to reconcile the right of the protection of personal data with the 
obligation of secrecy. Those rules shall apply only with regard to personal data which the controller or processor has 
received as a result of or has obtained in an activity covered by that obligation of secrecy. 

2. Each Member State shall notify to the Commission the rules adopted pursuant to paragraph 1, by 25 May 2018 
and, without delay, any subsequent amendment affecting them. 

Article 91 

Existing data protection rules of churches and religious associations 

1. Where in a Member State, churches and religious associations or communities apply, at the time of entry into 
force of this Regulation, comprehensive rules relating to the protection of natural persons with regard to processing, 
such rules may continue to apply, provided that they are brought into line with this Regulation. 

2. Churches and religious associations which apply comprehensive rules in accordance with paragraph 1 of this 
Article shall be subject to the supervision of an independent supervisory authority, which may be specific, provided that 
it fulfils the conditions laid down in Chapter VI of this Regulation. 

CHAPTER X 

Delegated acts and implementing acts 

Article 92 

Exercise of the delegation 

1. The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in this 
Article. 
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2. The delegation of power referred to in Article 12(8) and Article 43(8) shall be conferred on the Commission for 
an indeterminate period of time from 24 May 2016. 

3. The delegation of power referred to in Article 12(8) and Article 43(8) may be revoked at any time by the 
European Parliament or by the Council. A decision of revocation shall put an end to the delegation of power specified in 
that decision. It shall take effect the day following that of its publication in the Official Journal of the European Union or at 
a later date specified therein. It shall not affect the validity of any delegated acts already in force. 

4. As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the European Parliament and 
to the Council. 

5. A delegated act adopted pursuant to Article 12(8) and Article 43(8) shall enter into force only if no objection has 
been expressed by either the European Parliament or the Council within a period of three months of notification of that 
act to the European Parliament and the Council or if, before the expiry of that period, the European Parliament and the 
Council have both informed the Commission that they will not object. That period shall be extended by three months at 
the initiative of the European Parliament or of the Council. 

Article 93 

Committee procedure 

1. The Commission shall be assisted by a committee. That committee shall be a committee within the meaning of 
Regulation (EU) No 182/2011. 

2. Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply. 

3. Where reference is made to this paragraph, Article 8 of Regulation (EU) No 182/2011, in conjunction with 
Article 5 thereof, shall apply. 

CHAPTER XI 

Final provisions 

Article 94 

Repeal of Directive 95/46/EC 

1. Directive 95/46/EC is repealed with effect from 25 May 2018. 

2. References to the repealed Directive shall be construed as references to this Regulation. References to the Working 
Party on the Protection of Individuals with regard to the Processing of Personal Data established by Article 29 of 
Directive 95/46/EC shall be construed as references to the European Data Protection Board established by this 
Regulation. 

Article 95 

Relationship with Directive 2002/58/EC 

This Regulation shall not impose additional obligations on natural or legal persons in relation to processing in 
connection with the provision of publicly available electronic communications services in public communication 
networks in the Union in relation to matters for which they are subject to specific obligations with the same objective 
set out in Directive 2002/58/EC. 
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Article 96 

Relationship with previously concluded Agreements 

International agreements involving the transfer of personal data to third countries or international organisations which 
were concluded by Member States prior to 24 May 2016, and which comply with Union law as applicable prior to that 
date, shall remain in force until amended, replaced or revoked. 

Article 97 

Commission reports 

1. By 25 May 2020 and every four years thereafter, the Commission shall submit a report on the evaluation and 
review of this Regulation to the European Parliament and to the Council. The reports shall be made public. 

2. In the context of the evaluations and reviews referred to in paragraph 1, the Commission shall examine, in 
particular, the application and functioning of: 

(a)  Chapter V on the transfer of personal data to third countries or international organisations with particular regard to 
decisions adopted pursuant to Article 45(3) of this Regulation and decisions adopted on the basis of Article 25(6) of 
Directive 95/46/EC; 

(b)  Chapter VII on cooperation and consistency. 

3. For the purpose of paragraph 1, the Commission may request information from Member States and supervisory 
authorities. 

4. In carrying out the evaluations and reviews referred to in paragraphs 1 and 2, the Commission shall take into 
account the positions and findings of the European Parliament, of the Council, and of other relevant bodies or sources. 

5. The Commission shall, if necessary, submit appropriate proposals to amend this Regulation, in particular taking 
into account of developments in information technology and in the light of the state of progress in the information 
society. 

Article 98 

Review of other Union legal acts on data protection 

The Commission shall, if appropriate, submit legislative proposals with a view to amending other Union legal acts on 
the protection of personal data, in order to ensure uniform and consistent protection of natural persons with regard to 
processing. This shall in particular concern the rules relating to the protection of natural persons with regard to 
processing by Union institutions, bodies, offices and agencies and on the free movement of such data. 

Article 99 

Entry into force and application 

1. This Regulation shall enter into force on the twentieth day following that of its publication in the Official Journal of 
the European Union. 

2. It shall apply from 25 May 2018. 

4.5.2016 L 119/87 Official Journal of the European Union EN     



This Regulation shall be binding in its entirety and directly applicable in all Member States. 

Done at Brussels, 27 April 2016. 

For the European Parliament 

The President 
M. SCHULZ  

For the Council 

The President 
J.A. HENNIS-PLASSCHAERT   
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Serve at: 515 Park Avenue, #19 New York, New York 10022, Murat Hakan Uzan, Serve at: 100 United Nations 
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J. Schulman, LEAD ATTORNEY, Salans FMC SNR Denton Europe LLP, New York, NY; Mark Benjamin 
Holton, LEAD ATTORNEY, Gibson, Dunn & Crutcher, LLP, New York, NY; Robert F. Serio, LEAD 
ATTORNEY, Gibson, Dunn & Crutcher, LLP (NY), New York, NY; Thomas C. Sheehan, LEAD ATTORNEY, 
Gibson, Dunn & Crutcher, L.L.P., New York, NY.
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Corporation, Interested Party: Richard M. Beers, Jr., LEAD ATTORNEY, Rochester, NY.[**2]
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JED S. RAKOFF, UNITED STATES DISTRICT JUDGE.

JED S. RAKOFF

[*398] OPINION AND ORDER

JED S. RAKOFF, U.S.D.J.

On July 31, 2003, this Court awarded plaintiff Motorola Credit Solutions f/k/a Motorola Credit Corporation 
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("Motorola") damages in excess of $2 billion against defendants Kemal Uzan, Murat Hakan Uzan, Cem Cengiz 
Uzan, Melahat Uzan, Aysegul Akay, and Antonio Luna Betancourt (the "Uzans"), based on the Uzans' 
fraudulent diversion to their own purposes of loans of this magnitude made by Motorola to Telsim, a Turkish 
telecommunications company owned in large part by the Uzans. See Opinion and Order, No. 02-cv-666, ECF 
No. 453 (S.D.N.Y. July 31, 2003). In June 2006, Motorola obtained an additional judgment of $1 billion in 
punitive damages. See Order, No. 02-cv-666, ECF No. 675 (S.D.N.Y. June 15, 2006). Motorola has been 
trying to collect its judgment ever since, but the Uzans — most of whom are fugitives from criminal indictments 
in Turkey brought as a result of a separate fraud — have evaded payment, not least by utilizing an 
international web of proxies and shells to hide their assets and evade payment. As a result, the Court, in 
November 2012, permitted Motorola to serve ex parte discovery requests on third parties to gather information 
about "Defendants' and/or their agents' assets or whereabouts." Order Regarding Service [*399] of Ex Parte 
Discovery Requests, No. 02-cv-666 (S.D.N.Y. Nov. 19, 2012) .

Based on the discovery thus obtained, as well as other evidence supplied by Motorola, the Court, on February 
13, 2013, issued an injunction and restraining order, which (1) enjoined the Uzans, their agents, and anyone 
receiving notice of the Order from transferring or dissipating any Uzan assets until Motorola's judgment is paid 
in full; and (2) required any subpoenaed party in possession of property of the Uzans or their agents to 
immediately freeze and restrain access to such property. See Order Granting Injunctive Relief and Restraining 
Order ("Injunction and Restraining Order"), No. 02-cv-666 (S.D.N.Y. Feb. 13, 2013). Attached to the Injunction 
and Restraining Order was a list of "Uzan Proxies," defined as "entities or persons that serve as agents or 
instrumentalities of or are otherwise controlled, directly or indirectly, by the Uzans." Id. ¶ 10.

Beginning on February 14, 2013, Motorola served the Injunction and Restraining Order, along with subpoenas 
duces tecum permitted by the November 2012 discovery order, on the New York branches of a large number 
of domestic and international banks. In response, many of the banks challenged the applicability to their 
foreign branches of both the discovery order and the asset freezing order. The latter challenges were 
eventually resolved by the Court in an Opinion dated August 1, 2013, that held that New York's "separate-
entity rule" precluded the turnover [**3] of Uzan assets held at foreign branches of banks whose New York 
branches had been served with the Injunction and Restraining Order. See Motorola Credit Corp. v. Uzan, 978 
F. Supp. 2d 205 (S.D.N.Y. 2013). That decision, specifically involving assets held at a foreign branch of 
Standard Chartered Bank, was appealed to the Second Circuit, which certified the question of the vitality of the 
separate-entity rule to the New York Court of Appeals. On October 23, 2014, the New York Court of Appeals 
held that the separate-entity rule remains intact. Motorola Credit Corp. v. Standard Chartered Bank, 24 N.Y.3d 
149 , 163 , 996 N.Y.S.2d 594 , 21 N.E.3d 223 (N.Y. 2014). Accordingly, on November 14, 2014, the Second 
Circuit, adopting that ruling, affirmed this Court's August 1, 2013 Opinion and directed that this Court lift any 
remaining attachments of assets of Standard Chartered. Motorola Credit Corp. v. Standard Chartered Bank, 
771 F.3d 160 (2d Cir. 2014). On December 5, 2014, the Second Circuit mandate issued and was duly 
docketed. No. 02-cv-666, ECF No. 1046 (S.D.N.Y. Dec. 5, 2014).

Although the mandate technically applies only to Standard Chartered, the reasoning of the foregoing decisions 
of the New York Court of Appeals and the Second Circuit clearly governs all similarly situated banks, and 
accordingly, the Court hereby lifts any remaining attachment of any Uzan assets held by a foreign branch of a 
bank whose New York branch was served with the February 2013 attachment order where no other basis for 
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the attachment exists.

This, however, does not moot the November 2012 discovery order, since Motorola still has a significant interest 
in finding out in what foreign branches of the subpoenaed banks the Uzans are holding funds, so that it may 
then seek to obtain such funds through proceedings in the relevant countries. Here again Standard Chartered 
has taken the lead in litigating the reach of the discovery order, and on August 12, 2013, the Court held, on 
grounds of international comity, that Standard Chartered need not produce documents responsive to the 
subpoena that were held by Standard Chartered branches in Jordan and the United Arab Emirates ("UAE"). 
See Memorandum Order, Motorola v. Uzan, 293 F.R.D. 595 [*400] (S.D.N.Y. 2013). Motorola then moved for 
reconsideration of that Memorandum Order.

Independently, numerous other banks challenged the discovery order as applied to some or all of their foreign 
branches, and Motorola, for its part, made several motions to compel compliance with the discovery order. 
Some of these motions have been dealt with preliminarily, see, e.g., Motorola Credit Corp. v. Uzan, No. 02-cv-
666, 2013 U.S. Dist. LEXIS 165209 , 2013 WL 6098388 (S.D.N.Y. Nov. 20, 2013) (redacted Opinion and Order 
directing a bank to search its subsidiaries in compliance with such a subpoena); Redacted Memorandum 
Order, No. 02-cv-666, ECF No. 899 (Dec. 16, 2013) (ordering a bank to conduct a search to determine 
whether there is a "true" and not "hypothetical" foreign-law conflict), but the Court now undertakes, in this 
Opinion and Order, to deal with these discovery matters more globally by laying out certain basic principles 
and considerations that can then be applied to each particular [**4] motion (some of which are resolved here).1

The primary question here presented — whether a New York judgment creditor, through subpoenas issued on 
New York offices of international banks, can obtain discovery regarding accounts held by the judgment debtors 
or their agents in various foreign branches of these banks — is hardly a new one, and has often turned on 
whether the foreign laws governing the foreign branches prohibit such discovery and, if so, whether such 
foreign laws should be given deference here. More often than not, such deference has not been accorded. 
See, e.g., Richmark Corp. v. Timber Falling Consultants, 959 F.2d 1468 (9th Cir. 1992) (affirming order of 
production notwithstanding Chinese secrecy laws); Strauss v. Credit Lyonnais, 249 F.R.D. 429 , 438 (E.D.N.Y. 
2008) (refusing protective order sought on basis of French bank secrecy law); British Int'l Ins. Co. v. Seguros 
La Republica, S.A., No. 90-cv-2370, 2000 U.S. Dist. LEXIS 7509 , 2000 WL 713057 (S.D.N.Y. June 2, 2000) 
(declining to defer to Mexican bank secrecy law); Alfadda v. Fenn, 149 F.R.D. 28 (S.D.N.Y. 1993) (denying 
protective order sought on the ground of Swiss bank secrecy); United States v. Chase Manhattan Bank, N.A., 
584 F. Supp. 1080 (S.D.N.Y. 1984) (refusing protective order sought on basis of Hong Kong bank secrecy 
law). See also NML Capital, Ltd. v. Republic of Argentina, No. 03-CV-8845, 2013 U.S. Dist. LEXIS 17572 , 
2013 WL 491522 (S.D.N.Y. Feb. 8, 2013) (expressing frustration with objecting party's belated foreign-law 
objections and ordering production notwithstanding asserted conflicts with Spanish data protection laws, 
Brazilian bank secrecy laws, a Bolivian sovereignty statute, the Chilean bank secrecy law, the Panamanian 
Constitution and other laws, the Paraguayan Constitution and other laws, the common law in the Cayman 
Islands, Argentina's bank secrecy law, and Uruguayan bank secrecy law).

All these cases, however, recognize the primacy in this area of law of the Supreme Court's decision in Societe 
Nationale Industrielle Aerospatiale v. United States District Court for the Southern District of Iowa, 482 U.S. 
522 , 107 S. Ct. 2542 , 96 L. Ed. 2d 461 (1987). There, the Supreme Court held that the Hague Convention on 
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the Taking of Evidence Abroad in Civil or Commercial Matters, to which the United States is a signatory 
(codified at 28 U.S.C. §§ 1781-1785 ), did not provide the exclusive or mandatory procedure for obtaining 
documents located abroad, did not require first resort to the Hague Convention, and did not deprive a district 
court of its power [*401] to order those subject to its jurisdiction to produce documents located abroad. 
Nevertheless, such document requests had to be decided with full consideration of international comity, which 
"requires in this context a more particularized analysis of the respective interests of the foreign nation and the 
requesting nation...." Aerospatiale, 482 U.S. at 543-44 .

More specifically, the Supreme Court, drawing on the Restatement (Third) of the Foreign Relations Law of the 
United States (Tentative Draft No. 7, 1986), identified five factors relevant to deciding such applications: "(1) 
the importance to the ... litigation of the documents or other information requested; (2) the [**5] degree of 
specificity of the request; (3) whether the information originated in the United States; (4) the availability of 
alternative means of securing the information; and (5) the extent to which noncompliance with the request 
would undermine important interests of the United States, or compliance with the request would undermine 
important interests of the state where the information is located." Id. at 544 n.28 (ellipsis in original).2

Most of the Aerospatiale factors apply identically to all the motions here under consideration. As to the second 
Aerospatiale factor, involving the degree of specificity of the request, the subpoenas are all substantially 
identical. Furthermore, this Court has already determined that "Motorola's subpoena requests are as narrowly 
tailored as reasonably possible given the Uzans' diverse, complex, and concerted efforts to conceal their 
assets from their creditors, and, in this context, the requests are not excessively overbroad or burdensome." 
Motorola, 293 F.R.D. at 599-600 . As to the third Aerospatiale factor, the documents in question all originated 
abroad, see id. at 600 — although "this factor is not determinative." NML Capital, 2013 U.S. Dist. LEXIS 17572 
, 2013 WL 491522 , at *10.

The first Aerospatiale factor, the importance to the litigation of the documents requested, is also identical 
across the motions, but varies somewhat with the particular request. In this regard, moreover, the Court, on 
Motorola's motion for reconsideration, partially modifies its prior determination that the documents have only 
modest value. That determination rested on the fact, since reconfirmed, that any Uzan funds identified as being 
held in a foreign branch of a subpoenaed bank cannot be here attached given the separate-entity rule. 
Motorola, 293 F.R.D. at 599 . However, the Court is now satisfied that Motorola cannot realistically seek 
attachment of these funds in lawsuits commenced in the relevant nations unless it first learns where the funds 
are located, such as by the discovery here sought. Furthermore, the fact that the laws of some countries may 
place obstacles in the [*402] path of Motorola's attempts to domesticate its judgment in those countries does 
not mean that the documents will not tell Motorola where to try.

Accordingly, the importance of the documents, as a general matter, is somewhat higher than the Court 
previously indicated. Their importance does vary, however, based on how crucial a particular set of requested 
documents is to assisting in locating the hidden funds. For example, a request for information about a bank's 
communications about the Injunction and Restraining Order with persons other than the Uzans is less 
important than a request for information about the Uzans' or their agents' accounts or their own 
communications.
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As to the fourth Aerospatiale factor — "the availability of alternative means of securing the information" — none 
of the banks here involved has shown to the Court's satisfaction that Motorola is as likely to obtain information 
regarding the Uzans' concealed funds, either through resort [**6] to the Hague Convention or by means of 
proceedings brought in the countries with which these motions are primarily concerned, as it is in the 
proceedings here pending. With respect to proceedings brought directly in such countries, this is because most 
of these countries have blocking statutes that prohibit their courts from releasing this information. Although, as 
discussed below in connection with the fifth factor, some of these countries will acquiesce in banks' complying 
with orders of U.S. courts to release such information, none is prepared to affirmatively order banks in their 
jurisdictions to provide such information. As for the Hague Convention, there are substantial questions as to 
whether the instant applications fall within the scope of that treaty, and litigation of that issue, even if ultimately 
resolved favorably to Motorola, would occasion substantial delays. Moreover, it is doubtful whether the Hague 
Convention proceedings could be kept confidential from the Uzans, without which such proceedings would be 
pointless, since the Uzans could simply move their monies to new accounts in the names of new proxies in 
new jurisdictions. Finally, it appears doubtful that courts of these countries would treat the Hague Convention 
as overriding their own blocking statutes.

However, while the four factors canvassed above generally favor Motorola's applications, it must not be 
forgotten that what we are concerned with here is a comity analysis, and from that standpoint the most 
important factor is the fifth factor: "the extent to which noncompliance with the request would undermine 
important interests of the United States, or compliance with the request would undermine important interests of 
the state where the information is located." Here, there is an obviously strong U.S. interest in enforcing the final 
judgment of a federal court, even if the judgment is designed to protect the property rights of a private party. 
On the other hand, several of the nations whose laws are here involved have enacted legislation prohibiting the 
release of some or all of the information here sought, sometimes on pain of criminal prosecution, thereby 
suggesting a strong competing interest. But is this for real? If a given country truly values its national policy of, 
say, criminalizing compliance with a U.S. court subpoena, it will prosecute its citizens for so complying. More 
generally, whether the prohibition against disclosure be civil or criminal in nature, the extent to which the 
relevant country has actually enforced the prohibition is a strong indicator of the strength of the state interest.

Regrettably, the expert opinions that accompany the parties' motion papers in each of these motions provide in 
most cases little hard or detailed information as [*403] to the degree to which various nations here involved 
actually enforce their prohibitions against disclosure. Despite this limitation, however, the Court, on the basis of 
the materials here provided, reaches the following conclusions with [**7] respect to several of the nations here 
involved, namely, France, Switzerland, Jordan, and the UAE:

France. France, like many other civil law and some common law countries, has enacted a so-called "blocking 
statute," Law No. 80-538 of July 16, 1980, which provides in Article 1 bis that "no person may ... transmit, in 
writing, orally, or in any other form, documents or information of economic, commercial, industrial, financial, or 
technical nature, intended for the constitution of evidence in connection with pending or prospective foreign 
judicial or administrative proceedings." Article 3 of that law authorizes not only fines but up to six months' 
imprisonment for violations of Article 1 bis. On its face, then, the French blocking statute would prohibit not just 
a bank but anyone in France from complying with U.S. court-ordered discovery, on pain of imprisonment. 
"Article One is explicitly intended to protect the 'sovereignty, security, and vital economic interests' of France." 
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Compagnie Francaise d'Assurance Pour le Commerce Exterieur, 105 F.R.D. at 30 . Its language is mandatory, 
it speaks specifically to the conduct contemplated by an order compelling production (although not specifically 
to banks), and it even invokes "vital" interests like security and sovereignty as its fountainhead (although not an 
interest as specific as consumer privacy or confidence in the banking system).

But, as the Supreme Court stated in discussing the French blocking statute in Aerospatiale, "American courts 
are not required to adhere blindly to the directions of such a statute." Aerospatiale, 482 U.S. at 544 n.29; and, 
as it turns out, "[i]t is inconceivable that Law No. 80-538 is to be taken at face value as a blanket criminal 
prohibition against exporting evidence for use in foreign tribunals." Adidas (Canada) Ltd. v. SS Seatrain 
Bennington, No. 80-cv-1911, 1984 U.S. Dist. LEXIS 16300 , 1984 WL 423 , at *4 (S.D.N.Y. May 30, 1984). In 
actuality, the law is riddled with loopholes that make it substantially unenforceable. This was no accident:

[The relevant] report to the French National Assembly recommended the law's adoption on the 
ground that it would offer French nationals "a legal excuse for refusing to supply the information 
and documents demanded of them [and] a judicial weapon which will at least make it possible for 
them to gain time.

The conflict thus created will block matters for a time and will make it possible to raise the conflict 
to a governmental level." With respect to the potential penalties, the report noted that "it is 
necessary not to misunderstand the actual scope of these penalties ... [because] these penalties 
are applied only on the improbable assumption that the companies would refuse to make use of 
the protective provisions offered to them. In all other cases, these potential fines will assure foreign 
judges of the judicial basis for the legal excuse which companies will not fail to make use of."

1984 U.S. Dist. LEXIS 16300 , [WL] at *4 n.4 (internal citation omitted).

In practice, as a result, it appears that when a foreign court orders production of French documents even 
though the producing party has raised the "excuse" of the French blocking statute, the French authorities [**8] 
do not, in fact, prosecute or otherwise punish the producing party. Accordingly, the French interests considered 
as part of the fifth Aerospatiale factor are not enough to override the U.S. interest in enforcing its judgments, let 
alone the other [*404] factors favoring Motorola's position. Therefore, the Court hereby orders compliance with 
the subpoenas so far as documents located in France are concerned.

Switzerland. In contrast with the French situation, Switzerland's bank secrecy regime constitutes, not just a 
seriously enforced national interest, but almost an element of that nation's national identity. Article 47 of the 
Swiss Banking Act, enacted 80 years ago, provides, in relevant part:

Whoever intentionally discloses secret information confided to him in his capacity as officer, 
employee, agent, or liquidator of a bank, as officer or employee of an auditing firm, or if he has 
acquired knowledge in such a capacity, attempts to induce another person to violate the 
professional secrecy shall be punished with imprisonment up to three years or monetary penalty. If 
the act has been committed by negligence, then the penalty shall be a fine of up to 250,000 Swiss 
Francs. In case of a repetition of such act within five years following the final sentence, the fine 
shall be a minimum of 45 daily income units. The breach of professional secrecy remains 
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punishable after termination of the public or private employment relationship or practice of the 
profession.

In addition to the sweeping and mandatory language that is directly on point to a contemplated order to compel 
disclosure of customer information held by a bank, a violation of Article 47 is prosecuted ex officio even if the 
injured party does not complain, which shows that this policy is not merely protective of private interests but 
expressive of a public interest. And that interest is definitely enforced. The Swiss Federal Office for Statistics 
reports 28 prosecutions between 1987 and 1996, and although that number has not been recently updated, 
anecdotal evidence presented to the Court indicates ongoing, vigorous, and serious enforcement, as in a 
three-year prison sentence in 2013 for a former employee of Bank Julius Baer who aided German tax 
collectors. Although some outsiders have suggested that the strong Swiss policy against disclosure simply 
reflects an effort to help the Swiss banking industry prosper by providing a protected haven for tax evaders, 
Switzerland's recent cooperation with U.S. authorities in pursuing such tax evasion suggests that, on the 
contrary, Switzerland regards bank secrecy as a positive social value and benefit, to be used but not abused.3 
In such circumstances, a balancing of interests strongly favors denying the release of the subpoenaed 
information from bank branches located in Switzerland, and the other Aerospatiale factors do not overcome 
this conclusion. Accordingly, the Court quashes the subpoenas to the extent they seek documents located in 
Switzerland.

Jordan and the UAE. When the Court issued its [**9] August 12, 2013 Memorandum Order finding that the 
international comity analysis weighed against ordering Standard Chartered to comply with Motorola's 
subpoena so far as documents located in Jordan and the UAE were concerned, it did so on the basis of 
Standard Chartered's experts' opinions on Jordanian and UAE law, but without the benefit of any Motorola 
experts. In its motion for reconsideration, however, Motorola has [*405] submitted expert declarations to rebut 
those of Standard Chartered. Upon review, the Court concludes that, even though the Court previously found 
that "Standard Chartered has sufficiently demonstrated a meaningful risk that that it would face substantial 
criminal, civil, and regulatory penalties if compelled to produce the relevant documents," 293 F.R.D. at 600 , 
that conclusion must now be modified, if not abandoned. For one thing, the Court has now been apprised that 
Article 72 of the Jordanian Banking Law permits disclosure of bank account information if so-ordered by a 
"competent judicial authority," and there is no material indication that this is limited to the courts of Jordan. See 
NML Capital, 2013 U.S. Dist. LEXIS 17572 , 2013 WL 491522 , at *4-*9 (ordering compliance because 
objecting party failed to adduce evidence showing that similar exceptions of various foreign sovereigns would 
apply only to domestic courts and not to U.S. courts). More importantly, the Court's attention has now been 
focused on the total paucity of published prosecutions of banks or their officers in Jordan and the UAE for 
complying with discovery ordered by a foreign court. Nor have the objecting banks identified any such 
prosecutions, published or otherwise. Accordingly, the Court reverses its prior order and orders compliance by 
Standard Chartered with requests for bank information located in Jordan and the UAE. The same applies to 
other banks who have objected to such production from those countries.

Based on the foregoing, the parties, jointly or severally, are hereby directed to submit to the Court by January 
9, 2015, proposed orders resolving the pending motions to the extent determined by the foregoing findings and 
conclusions. In addition, each bank whose objections to production are not resolved by such orders should file 
with the Court by January 30, 2015, written briefs (not to exceed ten double-spaced pages) and, if necessary, 
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accompanying affidavits, suggesting how the foregoing principles should be applied to documents located in 
countries other than France, Switzerland, Jordan, or the UAE that have blocking statutes on which the 
objecting banks have relied. Motorola may then respond by filing a single brief of no more than 30 double-
spaced pages, plus accompanying affidavits if necessary, by February 21, 2015.

SO ORDERED.

Dated: New York, New York

December 28, 2014

/s/ Jed S. Rakoff

JED S. RAKOFF, U.S.D.J.

fn

1

Because these motions were briefed under seal, this non-sealed Opinion and Order necessarily speaks 
somewhat in generalities and omits citations to some of the details set forth in the parties' papers and 
affidavits accompanying them.

fn

2

A Southern District decision contemporary with Aerospatiale — Minpeco, S.A. v. ContiCommodity Services, 
Inc.

, 116 F.R.D. 517 (S.D.N.Y. 1987) — cited a similar list of factors drawn from the Restatement (Second) of 
the Foreign Relations Law of the United States (1965) for resolving conflicts of law not specific to document 
production: "(a) vital national interests of each of the states, (b) the extent and the nature of the hardship 
that inconsistent enforcement actions would impose upon the person, (c) the extent to which the required 
conduct is to take place in the territory of the other state, (d) the nationality of the person, and (e) the extent 
to which enforcement by action of either state can reasonably be expected to achieve compliance with the 
rule prescribed by that state." Minpeco, 116 F.R.D. at 522 .

The first two factors, the Minpeco Court found, had always been by far the most important, but Courts had 
also considered for discovery, in addition, "the importance of the information and documents requested to 
the conduct of the litigation" and "the good or bad faith of the party resisting discovery." Id. As it happens, in 
the motions here at issue, the Aerospatiale and Minpeco factors effectively apply in identical fashion.

3

Although the Court finds Article 47 of the Swiss Banking Act worthy of substantial deference, the Court 

fn
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rejects the banks' argument that similar deference is due to Article 271 of the Swiss Penal Code, which 
speaks only tangentially to the production of documents and, according to the Swiss Federal Department of 
Justice and Police, does not create criminal liability for a bank that adheres to a U.S. court's order to search 
for bank account documents located in Swiss bank branches.
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KATHLEEN ANN KEOUGH, J.:

P1 Defendants-appellants, Vesuvius U.S.A. Corporation ("Vesuvius") and Christopher Young (collectively 
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"appellants"), appeal from the trial court's decision that granted the motion to compel discovery filed by plaintiff-
appellee, Royston Phillips ("Phillips"). For the reasons that follow, we affirm, but modify the trial court's decision 
by ordering that the trial court conduct an in camera inspection of the personnel files and redact those 
documents contained therein that would be deemed irrelevant or confidential under the law.

P2 Phillips worked for Vesuvius and its predecessor entity for nearly 40 years before he was terminated. In 
2018, Phillips filed a complaint against appellants alleging various causes of action including claims of age 
discrimination and retaliation. In December 2018, Phillips served appellants with his first set of interrogatories, 
requests for production of documents, and requests for admissions. Relevant to this appeal, those requests 
sought the personnel records of seven individuals purportedly relevant to the Phillips's claims. See Request for 
Production of Documents No. 10.

P3 In May 2019, Phillips filed a motion to compel discovery after appellants objected to the requested 
discovery information. Specific to the issue on appeal, appellants objected because (1) the personnel files are 
not relevant nor likely to lead to the discovery of admissible evidence; (2) appellants do not have possession, 
custody, or control over the requested personnel files; and (3) the European Union's ("EU") General Data 
Protection Regulation ("GDPR") and other foreign laws preclude the production of these files. See Phillips's 
Motion to Compel, filed May 16, 2019.

P4 In their brief in opposition, appellants contended that the production of the requested documents and 
information is prohibited by the GDPR and cannot be produced without the consent of the individuals whose 
personnel files were requested. Appellants maintained that they were willing to provide relevant information 
regarding the requested employees, but only if Phillips "agree[d] to a protective order regarding the use and 
dissemination of said information and agree[d] to indemnify [appellants] should any levies or fines be assessed 
against them for producing the information." See Appellants' Brief in Opposition to the Motion to Compel, filed 
May [*2] 23, 2019. Phillips agreed to a protective order, but not indemnification.

P5 The trial court granted Phillips's motion to compel, ordering

Plaintiff's motion to compel discovery * * * is granted. Defendants shall provide responses to all 
outstanding discovery requests by 8/12/2019. Court declines to award attorneys [sic] fees at this 
time.

P6 Appellants now appeal, raising two assignments

I. Final Appealable Order

P7 As an initial matter, Phillips contends that the order from which appellants appeal is not final or appealable 
and thus, this court does not have jurisdiction to consider the appeal.

P8 Appellate courts can only "review and affirm, modify, or reverse judgments or final orders." Ohio 
Constitution, Article IV, Section 3 (B)(2) . Before this court can exercise jurisdiction over an appeal, the order of 
the lower court must meet the finality requirements of R.C. 2505.02 . CitiMortgage, Inc. v. Roznowski, 139 
Ohio St.3d 299 , 2014-Ohio-1984 , 11 N.E.3d 1140 , ¶ 10 . Appellants contend that the order in this case is 
final under R.C. 2505.02(B)(4) .
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P9 Pursuant to R.C. 2505.02(B)(4) , an order that grants or denies a provisional remedy is a final order if (a) 
"[t]he order in effect determines the action with respect to the provisional remedy and prevents a judgment in 
the action in favor of the appealing party with respect to the provisional remedy," and (b) "[t]he appealing party 
would not be afforded a meaningful or effective remedy by an appeal following final judgment as to all 
proceedings, issues, claims, and parties in the action."

P10 Discovery orders are generally interlocutory orders that are neither final nor appealable. Walters v. 
Enrichment Ctr. of Wishing Well, Inc., 78 Ohio St.3d 118 , 120-121 , 1997-Ohio-232 , 676 N.E.2d 890 (1997). 
But a proceeding for discovery of a privileged matter is a "provisional remedy" within the meaning of R.C. 
2505.02(A)(3) . Smith v. Chen, 141 Ohio St.3d 1461 , 2015-Ohio-370 , 24 N.E.3d 1180 , ¶ 5 . The protection 
against discovery of matters identified as "privileged" in Civ.R. 26(B)(1) is limited to privileges derived from a 
specific constitutional or statutory provision. State ex rel. Grandview Hosp. & Med. Ctr. v. Gorman, 51 Ohio 
St.3d 94 , 95 , 554 N.E.2d 1297 (1990), citing In re Story, 159 Ohio St. 144 , 147 , 111 N.E.2d 385 (1953). The 
Ohio Supreme Court has recognized, however, that "other discovery protections that do not involve common-
law, constitutional, or statutory guarantees of confidentiality * * * may require a showing under R.C. 
2505.02(B)(4)(b) beyond the mere statement that the matter is privileged." Burnham v. Cleveland Clinic, 151 
Ohio St.3d 356 , 2016-Ohio-8000 , 89 N.E.3d 536 , ¶ 2.

P11 Phillips contends that appellants have failed to withstand their burden of demonstrating that the personnel 
files are privileged, thus satisfying R.C. 2505.02(B)(4)(a) that the order involves a provisional remedy. Phillips 
relies on appellants' praecipe, claiming that it is a "mere statement" and does not provide any information or 
evidence to support a finding that the requested discovery falls under the GDPR or that the production of such 
information violates the GDPR. Appellants' praecipe provides:

This case falls under R.C. 2505.02(B)(4) as the trial court's granting of [Phillips's] motion to compel 
in effect determines the action with respect to the production of the personnel files at issue and 
prevents a judgment in Appellants' favor on this issue. Appellants would not be afforded a 
meaningful or effective remedy by an appeal following final [*3] judgment as Appellants' 
production of these files violates European law and carries high potential fines against [Appellants] 
for unlawful production.

P12 However, a party is not required to conclusively prove the existence of privileged matters as a 
precondition to appellate review under R.C. 2505.02(B)(4) . Byrd v. U.S. Xpress, Inc., 2014-Ohio-5733 , 26 
N.E.3d 858 , ¶ 12 (1st Dist.). "To impose such a requirement would force an appellate court 'to decide the 
merits of an appeal in order to decide whether it has the power to hear and decide the merits of an appeal.'" Id. 
, quoting Bennett v. Martin, 186 Ohio App.3d 412 , 2009-Ohio-6195 , 928 N.E.2d 763 , ¶ 35 (10th Dist.). 
Instead, a party need only make a "colorable claim" that materials subject to discovery are privileged in order 
to qualify as a provisional remedy. Id. ; see also Burnham at ¶ 3 , 29 (defendant "plausibly alleged" and made 
a "colorable claim" that the incident report was governed by the attorney-client privilege thus satisfying its 
burden that the report contains privilege information).

P13 In this case, we find that because appellants make a colorable claim that at least some of the information 
for which they seek protection is privileged or contains confidential information, the order qualifies as a 
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provisional remedy.

P14 Next, we must consider whether the order determines the action with respect to the provisional remedy 
and prevents a judgment in favor of appellants regarding the provisional remedy. See R.C. 2505.02(B)(4)(a) . 
In its response to Phillips's motion to compel, appellants claimed that they should not be ordered to produce 
personnel files of European citizens because the files contained confidential information whose release would 
violate the GDPR. Because the effect of the trial court's order is that confidential or protected information will 
be disclosed, the order has determined the action with respect to the provisional remedy. "Any order 
compelling the production of privileged or protected materials certainly satisfies R.C. 2505.02(B)(4)(a) because 
it would be impossible to later obtain a judgment denying the motion to compel disclosure if the party has 
already disclosed the materials." Burnham, 151 Ohio St.3d 356 , 2016-Ohio-8000 , 89 N.E.3d 536 , at ¶ 21 .

P15 Although we recognize that the trial court did not explain why it was granting the motion to compel or why 
the documents were not privileged, we can glean from the record that the asserted protections under the 
GDPR were rejected because this was the only discovery privilege protection appellants sought. See Burnham 
at ¶ 27 (recognizing that although the trial court's order did not specifically state why it was compelling the 
production of the report, the Supreme Court was able to determine from the briefing "that the attorney-client 
privilege had been rejected and that it was the only remaining discovery protection being sought"). Ideally, "a 
trial court should explain why a motion to compel production has been granted. In that way, a reviewing court 
can determine the pertinent issues and whether the requirements of R.C. 2505.02(B)(4)(a) and (b) are 
satisfied." Id. at ¶ 28 .

P16 Finally, we must consider whether appellants would be able to obtain meaningful relief by an appeal 
following the entry of final [*4] judgment. See R.C. 2505.02(B)(4)(b) . Appellants seek to prevent the disclosure 
of alleged privileged and protected information. Because the trial court's order compels the production of 
material allegedly protected under a foreign law that may contain confidential and otherwise undiscoverable 
information, the order satisfies R.C. 2505.02(B)(4)(b) because there is no effective remedy other than an 
immediate appeal. Burnham at ¶ 25 .

P17 Accordingly, we find the trial court's order is final and appealable but only insofar as it implicitly determined 
that the personnel files were not privileged or that they did not breach a protected interest in confidentiality. We 
decline to address appellants' argument that this court should exercise pendent jurisdiction over its additional 
objection that it does not have "possession, custody or control" over the requested documents. That 
justification would not be grounds to make an otherwise interlocutory appeal immediately appealable under 
R.C. 2505.02(B)(4) . Accordingly, we summarily disregard appellants' first assignment of error, which contends 
that the trial court improperly granted Phillips's motion to compel because the information "is not within 
Vesuvius's custody and control." This appeal is limited to the privileged nature of those personnel files.

II. Motion to Compel

P18 In their second assignment of error, appellants contend that "the trial court's decision improperly granted 
Phillips's motion to compel the production of six European citizens' personnel files and residential addresses 
without any safeguards in place." They frame the issue as:
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The trial court granted Phillips' motion to compel the production of six European citizens' personnel 
files and residential addresses without any safeguards in place, despite the fact that the discovery 
requests are overbroad, seek largely irrelevant information, and would require [appellants] and 
members of its group to violate the European citizens' privacy rights, the European Union's 
("EU's") General Data Protection Regulation ("GDPR"), and national legislation in the EU countries 
at issue, exposing them to high fines, other enforcement measures, and/or civil litigation, 
notwithstanding the availability of alternative methods for requesting European documents and 
information in discovery under Chapter II of the Hague Convention.

P19 Ordinarily, a discovery dispute is reviewed under an abuse-of-discretion standard. Tracy v. Merrell Dow 
Pharmaceuticals, Inc., 58 Ohio St.3d 147 , 151-152 , 569 N.E.2d 875 (1991). However, whether the 
information sought in discovery is confidential and privileged "is a question of law that is reviewed de novo." 
Burnham v. Cleveland Clinic, 2017-Ohio-1277 , 88 N.E.3d 523 , ¶ 8 (8th Dist.), citing Castlebrook, Ltd. v. 
Dayton Properties Ltd. Partnership, 78 Ohio App.3d 340 , 604 N.E.2d 808 (2d Dist.1992); Med. Mut. of Ohio v. 
Schlotterer, 122 Ohio St.3d 181 , 2009-Ohio-2496 , 909 N.E.2d 1237 , ¶ 13 .

P20 The GDPR concerns the data protection and privacy of all EU citizens and regulates the transfer of EU 
citizens' personal data outside of EU member states, such as the transfer to the U.S. In re Mercedes-Benz 
Emissions Litigation, D.N.J. Civil Action No. 16-cv-881 (KM) (ESK), [2020 BL 33749], 2020 U.S. Dist. LEXIS 
15967 , *5 (Jan. 30, 2020). The GDPR broadly defines personal data [*5] as "any information relating to an 
identified or identifiable natural person." Id. , quoting GDPR Article 4(1). "This broad definition of personal data 
inherently includes information like an individual's name and job title, information that is generally considered 
benign in U.S. litigation and * * * produced in discovery pursuant to the [rules of civil procedure]." Id.

P21 In a recent decision in the Northern District of California, the court concluded that the GDRP will not act as 
an absolute bar to domestic discovery. Finjan, Inc. v. Zscaler, Inc., N.D.Cal. No. 17-cv-06946-JST (KAW), [
2019 BL 49938], 2019 U.S. Dist. LEXIS 24570 , (Feb. 14, 2019). "In general, a foreign country's statute 
precluding disclosure of evidence 'do[es] not deprive an American court of the power to order a party subject to 
its jurisdiction to produce evidence even though the act of production may violate that statute.'" Finjan at *3, 
quoting Societe Nationale Industrielle Aerospatiale v. United States Dist. Court for S. Dist., 482 U.S. 522 , 544 , 
107 S.Ct. 2542 , 96 L.Ed.2d 461 (1987), fn. 29. Aerospatiale endorsed the balancing test contained in the 
Restatement of the Law 3d, Foreign Relations Law, Section 442 (1)(c)(1987) in determining whether the 
foreign statute excuses noncompliance with the discovery order. Richmark Corp. v. Timber Falling Consultants
, 959 F.2d 1468 , 1475 (9th Cir.1992); see also EnQuip Technologies Group, Inc. v. Tycon Technoglass, 
S.R.L., 2d Dist. Greene Nos. 2009 CA 42 and 2009 CA 47, 2010-Ohio-28 , ¶ 88. Courts should consider:

(1) the importance of the documents or other information requested to the litigation; (2) the degree 
of specificity of the request; (3) whether the information originated in the United States; (4) the 
availability of alternative means of securing the information; and (5) the extent to which 
noncompliance would undermine important interests of the United States.

Finjan at *3, citing Richmark Corp, at 1475 . These factors are not exclusive; courts may also consider "the 
extent and the nature of the hardship that inconsistent enforcement would impose upon the person," as well as 
"the extent to which enforcement by action of either state can reasonably be expected to achieve compliance 
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with the rule prescribed by the state." Id.

P22 As a threshold matter, in determining whether the compelled discovery at issue is protected from 
disclosure under the GDPR, the party relying on foreign law has the burden of showing such law bars 
production. Phoenix Process Equip. Co. v. Capital Equip. & Trading Corp., W.D. Ky No. 16CV-00024, [2019 BL 
93185], 2019 U.S. Dist. LEXIS 44390 , *30 (Mar. 18, 2019).

P23 Assuming without deciding that the personnel files and its contents fall would under the GDPR, we find 
that the factors weigh in favor disclosure.1 The first factor — the importance of the documents or other 
information requested to the litigation — weighs in favor of discovery. Personnel records are basic discovery in 
employment-related cases. Accordingly, they are relevant and pertain to Phillips's claims of age discrimination 
and retaliation.

P24 The second factor, the degree of specificity of the request, also weighs in favor of disclosure. Phillips's 
request seeks the personnel records of only seven individuals related to Phillips's employment and termination 
[*6] with Vesuvius. This request is not overbroad.

P25 The third factor — whether the information originated in the United States — is unclear from the record. 
Although Phillips contends that it is likely that some of the information contained in the personnel files 
originated in the United States, appellants claim that because the personnel files are those of current and 
former executives of Vesuvius's affiliates in the United Kingdom, Belgium, and the Netherlands, the records 
originated and are maintained outside of the United States. This factor does not weigh in any party's favor 
because the record is insufficient for this court to make such determination.

P26 With respect to the fourth factor — the availability of alternative means of securing the information — 
Phillips maintains that it has no other means of obtaining this information whereas appellants claim that Phillips 
can seek production through the procedures set forth under Chapter II of the Hague Convention. Based on the 
record before this court, requiring Phillips to undergo another avenue of seeking the requested documents, 
which have been requested for over a year, is not a viable alternative to the liberal discovery rules of Civ.R. 26 
. Accordingly, this factor weighs in favor of discovery.

P27 Finally, the fifth factor — the extent to which noncompliance would undermine important interests of the 
United States — weighs in favor of discovery. Ohio has a clear public policy prohibiting age discrimination and 
unlawful retaliation, and the information contained in the personnel files, e.g., location information of witnesses, 
is essentially a mandated disclosure under Civ.R. 26 .

P28 Moreover, and much like in Finjan , appellants have failed to produce evidence that the disclosure of the 
personnel files would lead to hardship or an enforcement action from an EU data protection supervisory 
authority for breach of the GDPR. See Finjan at *10. Accordingly, after reviewing the factors, we find they 
weigh in favor of discovery production.

P29 Notwithstanding our conclusion, this court recognizes that documentation and information contained in the 
personnel files may exist that would otherwise be undiscoverable as irrelevant or confidential. See Dubson v. 
Montefiore Homes, 8th Dist. Cuyahoga No. 97104, 2012-Ohio-2384 , ¶ 20-21; Howell v. Park E. Care & 
Rehab., 8th Dist. Cuyahoga No. 106041, 2018-Ohio-2054 , ¶ 34-36 (personnel files may contain confidential 
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information; redaction is the proper remedy).

III. Conclusion

P30 Accordingly, we find that the trial court did not abuse its discretion in granting Phillips's motion to compel. 
However, we find that the trial court should have conducted an in camera inspection to review whether any of 
the information contained in the files is irrelevant and confidential material that would be otherwise 
undiscoverable. The assignment of error is therefore sustained, in part.

P31 Judgment affirmed in part, modified in part, and remanded. The trial court is ordered to conduct an in 
camera review of the personnel files and redact those documents that would [*7] be deemed confidential or 
otherwise undiscoverable under the law.

It is ordered that parties share equally in the costs herein taxed.

The court finds there were reasonable grounds for this appeal.

It is ordered that a special mandate be sent to said court to carry this judgment into execution.

A certified copy of this entry shall constitute the mandate pursuant to Rule 27 of the Rules of Appellate 
Procedure .

KATHLEEN ANN KEOUGH, JUDGE

EILEEN T. GALLAGHER, A.J., and

MARY EILEEN KILBANE, J., CONCUR

fn

1

We note that courts throughout the United States, including a state court in Ohio, have repeatedly balanced 
the Aerospatiale factors in favor of discovery production when deciding whether foreign laws inhibit 
discovery in cases originating in the United States. See, e.g., Finjan; Phoenix Process; EnQuip Techs. 
Group (discussing Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995).
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Syllabus

[**2544] The United States, France, and 15 other countries have acceded to the Hague Evidence Convention, 
which prescribes procedures by which a judicial authority in one contracting state may request evidence 
located in another. Plaintiffs brought suits (later consolidated) in Federal District Court for personal injuries 
resulting from the crash of an aircraft built and sold by petitioners, two corporations owned by France. 
Petitioners answered the complaints without questioning the court's jurisdiction, and engaged in initial 
discovery without objection. However, when plaintiffs served subsequent discovery requests under the Federal 
Rules of Civil Procedure, petitioners filed a motion for a protective order, alleging that the Convention dictated 
the exclusive procedures that must be followed since petitioners are French and the discovery sought could 
only be had in France. A Magistrate denied the motion, and the Court of Appeals denied petitioners' [**2545] 
mandamus petition, holding, inter alia, that when a district court has jurisdiction over a foreign litigant, the 
Convention does not apply even though the information sought may be physically located within the territory of 
a foreign signatory to the Convention.

Held:

1. The Convention does not provide exclusive or mandatory procedures for obtaining documents and [***471] 
information located in a foreign signatory's territory. The Convention's plain language, as well as the history of 
its proposal and ratification by the United States, unambiguously supports the conclusion that it was intended 
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to establish optional procedures for obtaining evidence abroad. Its preamble speaks in nonmandatory terms, 
specifying its purpose to "facilitate" discovery and to "improve mutual judicial co-operation." Similarly, its text 
uses permissive language, and does not expressly modify the law of contracting states or require them to use 
the specified procedures or change their own procedures. The Convention does not deprive the District Court 
of its jurisdiction to order, under the Federal Rules, a foreign national party to produce evidence physically 
located within a signatory nation. Pp. 529-540.[*523]

2. The Court of Appeals erred in concluding that the Convention "does not apply" to discovery sought from a 
foreign litigant that is subject to an American court's jurisdiction. Although they are not mandatory, the 
Convention's procedures are available whenever they will facilitate the gathering of evidence, and "apply" in 
the sense that they are one method of seeking evidence that a court may elect to employ. Pp. 540-541.

3. International comity does not require in all instances that American litigants first resort to Convention 
procedures before initiating discovery under the Federal Rules. In many situations, Convention procedures 
would be unduly time consuming and expensive, and less likely to produce needed evidence than direct use of 
the Federal Rules. The concept of comity requires in this context a more particularized analysis of the 
respective interests of the foreign and requesting nations than a blanket "first resort" rule would generate. 
Thus, the determination whether to resort to the Convention requires prior scrutiny in each case of the 
particular facts, sovereign interests, and likelihood that such resort will prove effective. Pp. 541-546.

782 F. 2d 120, vacated and remanded.

STEVENS, J., delivered the opinion of the Court, in which REHNQUIST, C. J., and WHITE, POWELL, and 
SCALIA, JJ., joined. BLACKMUN, J., filed an opinion concurring in part and dissenting in part, in which 
BRENNAN, MARSHALL, and O'CONNOR, JJ., joined, post, p. 547.

John W. Ford argued the cause for petitioners. With him on the briefs were Stephen C. Johnson, Lawrence N. 
Minch, and William L. Robinson.

Jeffrey P. Minear argued the cause for the United States et al. as amici curiae. With him on the brief were 
Solicitor General Fried, Assistant Attorney General Willard, Deputy Solicitor General Lauber, Deputy Assistant 
Attorney General Spears, David Epstein, Abraham D. Sofaer, and Daniel L. Goelzer.

Richard H. Doyle IV argued the cause for respondent. With him on the brief were Verne Lawyer, Roland D. 
Peddicord, and Thomas C. Farr[*524] .*

JUSTICE STEVENS delivered the opinion of the Court.

The United States, the Republic of France, and 15 other Nations have acceded to the Hague Convention on 
the Taking of Evidence Abroad in Civil or Commercial Matters, opened for signature, Mar. 18, 1970, 23 U. S. T. 
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2555, T. I. A. S. No. 7444.1 [***472] This Convention--sometimes referred to as the "Hague Convention" or the 
"Evidence Convention"--prescribes certain procedures by which a judicial authority in one contracting state 
may request evidence located [**2546] in another contracting state. The question presented in this case 
concerns the extent to which a federal district court must employ the procedures set forth in the Convention 
when litigants seek answers to interrogatories, the production of documents, and admissions from a French 
adversary over whom the court has personal jurisdiction.

I
 

The two petitioners are corporations owned by the Republic of France.2 They are engaged in the business of 
designing, [*525] manufacturing, and marketing aircraft. One of their planes, the "Rallye," was allegedly 
advertised in American aviation publications as "the World's safest and most economical STOL plane."3 On 
August 19, 1980, a Rallye crashed in Iowa, injuring the pilot and a passenger. Dennis Jones, John George, 
and Rosa George brought separate suits based upon this accident in the United States District Court for the 
Southern District of Iowa, alleging that petitioners had manufactured and sold a defective plane and that they 
were guilty of negligence and breach of warranty. Petitioners answered the complaints, apparently without 
questioning the jurisdiction of the District Court. With the parties' consent, the cases were consolidated and 
referred to a Magistrate. See 28 U. S. C. § 636(c)(1).

Initial discovery was conducted by both sides pursuant to the Federal Rules of Civil Procedure without 
objection.4 When plaintiffs5 served a second request for the production of documents pursuant to Rule 34, a 
set of interrogatories pursuant to Rule 33, and requests for admission pursuant to Rule 36, however, 
petitioners filed a motion for a protective order. App. 27-37. The motion alleged that because petitioners are 
"French corporations, and the discovery [***473] sought [*526] can only be found in a foreign state, namely 
France," the Hague Convention dictated the exclusive procedures that must be followed for pretrial discovery. 
App. 2. In addition, the motion stated that under French penal law, the petitioners could not respond to 
discovery requests that did not comply with the Convention. Ibid.[**2547] 6

The Magistrate denied the motion insofar as it related to answering interrogatories, producing documents, and 
making admissions.7 After reviewing the relevant cases, the Magistrate explained:

"To permit the Hague Evidence Convention to override the Federal Rules of Civil Procedure would 
frustrate the courts' interests, which particularly arise in products liability [*527] cases, in protecting 
United States citizens from harmful products and in compensating them for injuries arising from 
use of such products." App. to Pet. for Cert. 25a.

The Magistrate made two responses to petitioners' argument that they could not comply with the discovery 
requests without violating French penal law. Noting that the law was originally "'inspired to impede enforcement 
of United States antitrust laws,'"8 and that it did not appear to have been strictly enforced in France, he first 
questioned whether it would be construed to apply to the pretrial discovery requests at issue.9 Id., at 22a-24a. 
Second, he balanced the interests in the "protection of United States citizens from harmful foreign products 
and compensation for injuries caused by such products" against France's interest in protecting its citizens 
"from intrusive foreign [***474] discovery procedures." The Magistrate concluded that the former interests were 
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stronger, particularly because compliance with the requested discovery will "not have to take place in France" 
and will not be greatly intrusive or abusive. Id., at 23a-25a.

Petitioners sought a writ of mandamus from the Court of Appeals for the Eighth Circuit under Federal Rule of 
Appellate Procedure 21(a). Although immediate appellate review of an interlocutory discovery order is not 
ordinarily available, see Kerr v. United States District Court, 426 U. S. 394, 402-403 (1976), [*528] the Court of 
Appeals considered that the novelty and the importance of the question presented, and the likelihood of its 
recurrence, made consideration of the merits of the petition appropriate. 782 F. 2d 120 (1986). It then held that 
"when the district court has jurisdiction over a foreign litigant the Hague Convention does not apply to the 
production of evidence in that litigant's possession, even though the documents and information sought may 
physically be located within the territory of a foreign signatory to the Convention." Id., at 124. The Court of 
Appeals disagreed with petitioners' argument that this construction would render the entire Hague Convention 
"meaningless," noting that it would still serve the purpose of providing an improved procedure for obtaining 
evidence from nonparties. Id., at 125. The court also rejected petitioners' contention that considerations of 
international comity required plaintiffs to resort to Hague Convention procedures as an initial matter ("first 
use"), and correspondingly to invoke the federal discovery rules only if the treaty procedures turned out to be 
futile. The Court of Appeals believed that the potential overruling of foreign tribunals' denial of discovery would 
[**2548] do more to defeat than to promote international comity. Id., at 125-126. Finally, the Court of Appeals 
concluded that objections based on the French penal statute should be considered in two stages: first, whether 
the discovery order was proper even though compliance may require petitioners to violate French law; and 
second, what sanctions, if any, should be imposed if petitioners are unable to comply. The Court of Appeals 
held that the Magistrate properly answered the first question and that it was premature to address the second.
10 The court [*529] therefore denied the petition for mandamus. We granted certiorari. 476 U. S. 1168 (1986).

II
 

In the District Court and the Court of Appeals, petitioners contended that the Hague Evidence Convention 
"provides the exclusive and mandatory procedures for obtaining documents and information located within the 
territory of a foreign signatory." 782 F. 2d, at 124.11 [***475] We are satisfied that the Court of Appeals 
correctly rejected this extreme position. We believe it is foreclosed by the plain language of the Convention. 
Before discussing the text of the Convention, however, we briefly review its history.

The Hague Conference on Private International Law, an association of sovereign states, has been conducting 
periodic sessions since 1893. S. Exec. Doc. A, 92d Cong., 2d Sess., p. v (1972) (S. Exec. Doc. A). The United 
States participated in those sessions as an observer in 1956 and 1960, and as a member beginning in 1964 
pursuant to congressional authorization.12 In that year Congress amended the Judicial Code to grant foreign 
litigants, without any requirement of reciprocity, special assistance in obtaining evidence in the [*530] United 
States.13 In 1965 the Hague Conference adopted a Convention on the Service Abroad of Judicial and 
Extrajudicial Documents in Civil or Commercial Matters (Service Convention), 20 U. S. T. 361, T. I. A. S. No. 
6638, to which the Senate gave its advice and consent in 1967. The favorable response to the Service 
Convention, coupled with the longstanding interest of American lawyers in improving procedures for obtaining 
evidence abroad, motivated the United States to take the initiative in proposing that an evidence convention be 
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adopted. Statement of Carl F. Salans, Deputy Legal Adviser, Department of State, Convention on Taking of 
Evidence [**2549] Abroad, S. Exec. Rep. No. 92-25, p. 3 (1972). The Conference organized a special 
commission to prepare the draft convention, and the draft was approved without a dissenting vote on October 
26, 1968. S. Exec. Doc. A, p. v. It was signed on behalf of the United States in 1970 and ratified by a 
unanimous vote of the Senate in 1972.14 The Convention's purpose was to establish a system for obtaining 
evidence located abroad that would be "tolerable" to the state executing the request and would produce 
evidence "utilizable" in the requesting state. Amram, Explanatory Report on the Convention on the Taking of 
Evidence [*531] Abroad in Civil or Commercial Matters, in S. Exec. Doc. A, p. 11.

In his letter of transmittal recommending ratification of the Convention, [***476] the President noted that it was 
"supported by such national legal organizations as the American Bar Association, the Judicial Conference of 
the United States, the National Conference of Commissions on Uniform State Laws, and by a number of State, 
local, and specialized bar associations." S. Exec. Doc. A, p. III. There is no evidence of any opposition to the 
Convention in any of those organizations. The Convention was fairly summarized in the Secretary of State's 
letter of submittal to the President:

"The willingness of the Conference to proceed promptly with work on the evidence convention is 
perhaps attributable in large measure to the difficulties encountered by courts and lawyers in 
obtaining evidence abroad from countries with markedly different legal systems.

Some countries have insisted on the exclusive use of the complicated, dilatory and expensive 
system of letters rogatory or letters of request. Other countries have refused adequate judicial 
assistance because of the absence of a treaty or convention regulating the matter. The substantial 
increase in litigation with foreign aspects arising, in part, from the unparalleled expansion of 
international trade and travel in recent decades had intensified the need for an effective 
international agreement to set up a model system to bridge differences between the common law 
and civil law approaches to the taking of evidence abroad.

"Civil law countries tend to concentrate on commissions rogatoires, while common law countries 
take testimony on notice, by stipulation and through commissions to consuls or commissioners. 
Letters of request for judicial assistance from courts abroad in securing needed evidence have 
been the exception, rather than the rule. The civil law technique results normally in a résumé of 
[*532] the evidence, prepared by the executing judge and signed by the witness, while the 
common law technique results normally in a verbatim transcript of the witness's testimony certified 
by the reporter.

"Failure by either the requesting state or the state of execution fully to take into account the 
differences of approach to the taking of evidence abroad under the two systems and the absence 
of agreed standards applicable to letters of request have frequently caused difficulties for courts 
and litigants. To minimize such difficulties in the future, the enclosed convention, which consists of 
a preamble and forty-two articles, is designed to:

"1. Make the employment of letters of request a principal means of obtaining evidence abroad;
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"2. Improve the means of securing evidence abroad by increasing the powers of consuls and by 
introducing in the civil law world, on a limited basis, the concept of the commissioner;

"3. Provide means for securing evidence in the form needed by the court where the action is 
pending; and

"4.

Preserve all more favorable and less restrictive practices arising from internal law, internal rules of 
procedure and bilateral or multilateral conventions.[***477] [**2550]

"What the convention does is to provide a set of minimum standards with which contracting states 
agree to comply. Further, through articles 27, 28 and 32, it provides a flexible framework within 
which any future liberalizing changes in policy and tradition in any country with respect to 
international judicial cooperation may be translated into effective change in international 
procedures. At the same time it recognizes and preserves procedures of every country which now 
or hereafter may provide international cooperation in the taking of evidence on more liberal and 
less restrictive bases, whether this is effected by supplementary agreements or by municipal law 
and practice." Id., p. VI.[*533]

III
 

In arguing their entitlement to a protective order, petitioners correctly assert that both the discovery rules set 
forth in the Federal Rules of Civil Procedure and the Hague Convention are the law of the United States. Brief 
for Petitioners 31. This observation, however, does not dispose of the question before us; we must analyze the 
interaction between these two bodies of federal law. Initially, we note that at least four different interpretations 
of the relationship between the federal discovery rules and the Hague Convention are possible. Two of these 
interpretations assume that the Hague Convention by its terms dictates the extent to which it supplants normal 
discovery rules. First, the Hague Convention might be read as requiring its use to the exclusion of any other 
discovery procedures whenever evidence located abroad is sought for use in an American court. Second, the 
Hague Convention might be interpreted to require first, but not exclusive, use of its procedures. Two other 
interpretations assume that international comity, rather than the obligations created by the treaty, should guide 
judicial resort to the Hague Convention. Third, then, the Convention might be viewed as establishing a 
supplemental set of discovery procedures, strictly optional under treaty law, to which concerns of comity 
nevertheless require first resort by American courts in all cases. Fourth, the treaty may be viewed as an 
undertaking among sovereigns to facilitate discovery to which an American court should resort when it deems 
that course of action appropriate, after considering the situations of the parties before it as well as the interests 
of the concerned foreign state.

In interpreting an international treaty, we are mindful that it is "in the nature of a contract between nations," 
Trans World Airlines, Inc. v. Franklin Mint Corp., 466 U. S. 243, 253 (1984), to which "[g]eneral rules of 
construction apply." Id., at 262. See Ware v. Hylton, 3 Dall. 199, 240-241 (1796) [*534] (opinion of Chase, J.). 
We therefore begin "with the text of the treaty and the context in which the written words are used." Air France 
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v. Saks, 470 U. S. 392, 397 (1985). The treaty's history, "'the negotiations, and the practical construction 
adopted by the parties'" may also be relevant. [***478] Id., at 396 (quoting Choctaw Nation of Indians v. United 
States, 318 U. S. 423, 431-432 (1943)).

We reject the first two of the possible interpretations as inconsistent with the language and negotiating history 
of the Hague Convention. The preamble of the Convention specifies its purpose "to facilitate the transmission 
and execution of Letters of Request" and to "improve mutual judicial cooperation in civil or commercial 
matters." 23 U. S. T., at 2557, T. I. A. S. No. 7444. The preamble does not speak in mandatory terms which 
would purport to describe the procedures for all permissible transnational discovery and exclude all other 
existing practices.15 The text of the [**2551] Evidence Convention itself does not modify the law of any 
contracting state, require any contracting state to use the Convention procedures, either in requesting 
evidence or in responding to such requests, or compel any contracting state to change its own evidence-
gathering procedures.16

[*535] The Convention contains three chapters. Chapter I, entitled "Letters of Requests," and chapter II, 
entitled "Taking of Evidence by Diplomatic Officers, Consular Agents and Commissioners," both use 
permissive rather than mandatory language. Thus, Article 1 provides that a judicial authority in one contracting 
state "may" forward a letter of request to the competent authority in another contracting state for the purpose of 
obtaining evidence.17 Similarly, Articles 15, 16, and 17 provide that diplomatic officers, consular agents, and 
commissioners "may . . . without compulsion," take evidence under certain conditions.18 The absence of any 
command that a contracting state must use Convention [***479] procedures when they are not needed is 
conspicuous.19

[*536] Two of the Articles in chapter III, entitled "General Clauses," buttress our conclusion that the Convention 
was intended as a permissive supplement, not a pre-emptive replacement, for other means [**2552] of 
obtaining evidence located abroad.20 Article 23 expressly authorizes a contracting state to declare that it will 
not execute any letter of request in aid of pretrial discovery of documents in a common-law country.21 Surely, if 
the Convention had been intended to replace completely the broad discovery powers that the common-law 
courts in the United States previously exercised over foreign litigants subject to their jurisdiction, it would have 
been most anomalous for the common-law contracting parties to agree to [*537] Article 23, which enables a 
contracting party to revoke its consent to the treaty's procedures for pretrial discovery.22 In the absence of 
explicit textual support, we are unable to accept the hypothesis that the common-law contracting states abjured 
recourse to all pre-existing discovery procedures at the same time that they accepted the possibility that a 
contracting party could unilaterally abrogate even the Convention's procedures.23 Moreover, Article [***480] 27 
plainly states that [*538] the Convention does not prevent a contracting state from using more liberal methods 
of rendering evidence than those authorized by the Convention.24 Thus, the text of the [**2553] Evidence 
Convention, as well as the history of its proposal and ratification by the United States, unambiguously supports 
the conclusion that it was intended to establish optional procedures that would facilitate the taking of evidence 
abroad. See Amram, The Proposed Convention on the Taking of Evidence Abroad, 55 A. B. A. J. 651, 655 
(1969); President's Letter of Transmittal, Sen. Exec. Doc. A, p. III.[*539]

An interpretation of the Hague Convention as the exclusive means for obtaining evidence located abroad 
would effectively subject every American court hearing a case involving a national of a contracting state to the 
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internal laws of that state. Interrogatories and document [***481] requests are staples of international 
commercial litigation, no less than of other suits, yet a rule of exclusivity would subordinate the court's 
supervision of even the most routine of these pretrial proceedings to the actions or, equally, to the inactions of 
foreign judicial authorities. As the Court of Appeals for the Fifth Circuit observed in In re Anschuetz & Co., 
GmbH, 754 F. 2d 602, 612 (1985), cert. pending, No. 85-98:

"It seems patently obvious that if the Convention were interpreted as preempting interrogatories 
and document requests, the Convention would really be much more than an agreement on taking 
evidence abroad.

Instead, the Convention would amount to a major regulation of the overall conduct of litigation 
between nationals of different signatory states, raising a significant possibility of very serious 
interference with the jurisdiction of United States courts.

. . . . .

"

While it is conceivable that the United States could enter into a treaty giving other signatories 
control over litigation instituted and pursued in American courts, a treaty intended to bring about 
such a curtailment of the rights given to all litigants by the federal rules would surely state its 
intention clearly and precisely identify crucial terms."

The Hague Convention, however, contains no such plain statement of a pre-emptive intent. We conclude 
accordingly that the Hague Convention did not deprive the District Court of the jurisdiction it otherwise 
possessed to order a foreign [*540] national party before it to produce evidence physically located within a 
signatory nation.[**2554] 25

IV
 

While the Hague Convention does not divest the District Court of jurisdiction to order discovery under the 
Federal Rules of Civil Procedure, the optional character of the Convention procedures sheds light on [***482] 
one aspect of the Court of Appeals' opinion that we consider erroneous. That court concluded that the 
Convention simply "does not apply" to discovery sought from a foreign litigant that is subject to the jurisdiction 
of an American court. 782 F. 2d, at 124. Plaintiffs argue that this conclusion is supported by two 
considerations. First, the Federal Rules of Civil Procedure provide [*541] ample means for obtaining discovery 
from parties who are subject to the court's jurisdiction, while before the Convention was ratified it was often 
extremely difficult, if not impossible, to obtain evidence from nonparty witnesses abroad. Plaintiffs contend that 
it is appropriate to construe the Convention as applying only in the area in which improvement was badly 
needed. Second, when a litigant is subject to the jurisdiction of the district court, arguably the evidence it is 
required to produce is not "abroad" within the meaning of the Convention, even though it is in fact located in a 
foreign country at the time of the discovery request and even though it will have to be gathered or otherwise 
prepared abroad. See In re Anschuetz & Co., GmbH, 754 F. 2d, at 611; In re Messerschmitt Bolkow Blohm 
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GmbH, 757 F. 2d 729, 731 (CA5 1985), cert. vacated, 476 U. S. 1168 (1986); Daimler-Benz Aktiengesellschaft 
v. United States District Court, 805 F. 2d 340, 341-342 (CA10 1986).

Nevertheless, the text of the Convention draws no distinction between evidence obtained from third parties and 
that obtained from the litigants themselves; nor does it purport to draw any sharp line between evidence that is 
"abroad" and evidence that is within the control of a party subject to the jurisdiction of the requesting court. 
Thus, it appears clear to us that the optional Convention procedures are available whenever they will facilitate 
the gathering of evidence by the means authorized in the Convention. Although these procedures are not 
mandatory, the Hague Convention does "apply" to the production of evidence in a litigant's possession in the 
sense that it is one method of seeking evidence that a court may elect to employ. See Briefs of Amici Curiae 
for the United States and the SEC 9-10, the Federal Republic of Germany 5-6, the Republic of France 8-12, 
and the Government of the United Kingdom and Northern Ireland 8.

V
 

Petitioners contend that even if the Hague Convention's procedures are not mandatory, this Court should 
adopt a rule [*542] requiring that American litigants first resort to those procedures before initiating any 
discovery pursuant to the normal methods of the Federal Rules of Civil Procedure. See, e. g., Laker Airways, 
Ltd. v. Pan American World Airways, 103 F. R. D. 42 (DC 1984); Philadelphia Gear Corp. v. American Pfauter 
Corp., 100 F. R. D. 58 (ED Pa. 1983). The Court of Appeals rejected this argument because it was convinced 
that an American court's order ultimately requiring discovery that a foreign court had refused under Convention 
procedures [**2555] would constitute "the greatest insult" to the sovereignty of that tribunal. 782 F. 2d, at 125-
126. We disagree with the Court of Appeals' view. It is well known that the scope of American discovery is 
often significantly broader than is permitted in other jurisdictions, and we are satisfied [***483] that foreign 
tribunals will recognize that the final decision on the evidence to be used in litigation conducted in American 
courts must be made by those courts. We therefore do not believe that an American court should refuse to 
make use of Convention procedures because of a concern that it may ultimately find it necessary to order the 
production of evidence that a foreign tribunal permitted a party to withhold.

Nevertheless, we cannot accept petitioners' invitation to announce a new rule of law that would require first 
resort to Convention procedures whenever discovery is sought from a foreign litigant. Assuming, without 
deciding, that we have the lawmaking power to do so, we are convinced that such a general rule would be 
unwise. In many situations the Letter of Request procedure authorized by the Convention would be unduly time 
consuming and expensive, as well as less certain to produce needed evidence than direct use of the Federal 
Rules.26 A rule of first resort in all cases would [*543] therefore be inconsistent with the overriding interest in 
the "just, speedy, and inexpensive determination" of litigation in our courts. See Fed. Rule Civ. Proc. 1.

Petitioners argue that a rule of first resort is necessary to accord respect to the sovereignty of states in which 
evidence is located. It is true that the process of obtaining evidence in a civil-law jurisdiction is normally 
conducted by a judicial officer rather than by private attorneys. Petitioners contend that if performed on French 
soil, for example, by an unauthorized person, such evidence-gathering might violate the "judicial sovereignty" 
of the host nation. Because it is only through the Convention that civil-law nations have given their consent to 

© 2022 The Bureau of National Affairs, Inc. All Rights Reserved. Terms of Service 

// PAGE 9

https://www.bloombergindustry.com/customer-agreement/


Société Nationale Industrielle Aérospatiale v. U.S. Dist. Court for the S. Dist. of Iowa, 482 U.S. 522, 107 S. Ct. 2542, 96 
L. Ed. 2d 461 (1987), Court Opinion

evidence-gathering activities within their borders, petitioners argue, we have a duty to employ those 
procedures whenever they are available. Brief for Petitioners 27-28. We find that argument unpersuasive. If 
such a duty were to be inferred from the adoption of the Convention itself, we believe it would have been 
described in the text of that document. Moreover, the concept of international comity27 requires in this [***484] 
context a more particularized analysis of [*544] the respective interests of the foreign nation and the requesting 
nation than petitioners' proposed [**2556] general rule would generate.28 We therefore decline to hold as a 
blanket matter that comity requires resort to Hague Evidence Convention procedures without prior scrutiny in 
each case of the particular facts, sovereign interests, and likelihood that resort to those procedures will prove 
effective.29

[*545] Some discovery procedures [***485] are much more "intrusive" than others. In this case, for example, 
an interrogatory asking petitioners to identify the pilots who flew flight tests in the Rallye before it was certified 
for flight by the Federal Aviation Administration, or a request to admit that petitioners authorized certain 
advertising in a particular magazine, is certainly less intrusive than a request to produce all of the "design 
specifications, line drawings and engineering plans and all engineering change orders and plans and all 
drawings concerning the leading edge slats for the Rallye type aircraft manufactured by the Defendants." App. 
29. Even if a court might be persuaded that a particular document request was too burdensome or too 
"intrusive" to be granted in full, with or without an appropriate protective order, it might well refuse to insist 
upon the use of [**2557] Convention procedures [*546] before requiring responses to simple interrogatories or 
requests for admissions. The exact line between reasonableness and unreasonableness in each case must be 
drawn by the trial court, based on its knowledge of the case and of the claims and interests of the parties and 
the governments whose statutes and policies they invoke.

American courts, in supervising pretrial proceedings, should exercise special vigilance to protect foreign 
litigants from the danger that unnecessary, or unduly burdensome, discovery may place them in a 
disadvantageous position. Judicial supervision of discovery should always seek to minimize its costs and 
inconvenience and to prevent improper uses of discovery requests. When it is necessary to seek evidence 
abroad, however, the district court must supervise pretrial proceedings particularly closely to prevent discovery 
abuses. For example, the additional cost of transportation of documents or witnesses to or from foreign 
locations may increase the danger that discovery may be sought for the improper purpose of motivating 
settlement, rather than finding relevant and probative evidence. Objections to "abusive" discovery that foreign 
litigants advance should therefore receive the most careful consideration. In addition, we have long recognized 
the demands of comity in suits involving foreign states, either as parties or as sovereigns with a coordinate 
interest in the litigation. See Hilton v. Guyot, 159 U. S. 113 (1895). American courts should therefore take care 
to demonstrate due respect for any special problem confronted by the foreign litigant on account of its 
nationality or the location of its operations, and for any sovereign interest expressed by a foreign state. We do 
not articulate specific rules to guide this delicate task of adjudication.30

[***486] [*547] VI
 

In the case before us, the Magistrate and the Court of Appeals correctly refused to grant the broad protective 
order that petitioners requested. The Court of Appeals erred, however, in stating that the Evidence Convention 
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does not apply to the pending discovery demands. This holding may be read as indicating that the Convention 
procedures are not even an option that is open to the District Court. It must be recalled, however, that the 
Convention's specification of duties in executing states creates corresponding rights in requesting states; 
holding that the Convention does not apply in this situation would deprive domestic litigants of access to 
evidence through treaty procedures to which the contracting states have assented. Moreover, such a rule 
would deny the foreign litigant a full and fair opportunity to demonstrate appropriate reasons for employing 
Convention procedures in the first instance, for some aspects of the discovery process.

Accordingly, the judgment of the Court of Appeals is vacated, and the case is remanded for further 
proceedings consistent with this opinion.

It is so ordered.

JUSTICE BLACKMUN, with whom JUSTICE BRENNAN, JUSTICE MARSHALL, and JUSTICE O'CONNOR 
join, concurring in part and dissenting in part.

Some might well regard the Court's decision in this case as an affront to the nations [**2558] that have joined 
the United States in ratifying the Hague Convention on the Taking of Evidence [*548] Abroad in Civil or 
Commercial Matters, opened for signature, Mar. 18, 1970, 23 U. S. T. 2555, T. I. A. S. No. 7444. The Court 
ignores the importance of the Convention by relegating it to an "optional" status, without acknowledging the 
significant achievement in accommodating divergent interests that the Convention represents. Experience to 
date indicates that there is a large risk that the case-by-case comity analysis now to be permitted by the Court 
will be performed inadequately and that the somewhat unfamiliar procedures of the Convention will be invoked 
infrequently. I fear the Court's decision means that courts will resort unnecessarily to issuing discovery orders 
under the Federal Rules of Civil Procedure in a raw exercise of their jurisdictional power to the detriment of the 
United States' national and international interests. The Court's view of this country's international obligations is 
particularly unfortunate in a world in which regular commercial and legal channels loom ever more crucial.

I do agree with the Court's repudiation of the positions at both extremes of the spectrum with regard to the use 
of the Convention. Its rejection of the view that the Convention is not "applicable" at all to this case is surely 
correct: the Convention clearly applies to litigants as well as to third parties, and to requests for evidence 
located abroad, [***487] no matter where that evidence is actually "produced." The Court also correctly rejects 
the far opposite position that the Convention provides the exclusive means for discovery involving signatory 
countries. I dissent, however, because I cannot endorse the Court's case-by-case inquiry for determining 
whether to use Convention procedures and its failure to provide lower courts with any meaningful guidance for 
carrying out that inquiry. In my view, the Convention provides effective discovery procedures that largely 
eliminate the conflicts between United States and foreign law on evidence gathering. I therefore would apply a 
general presumption that, in most cases, courts should resort first to the Convention [*549] procedures.1 An 
individualized analysis of the circumstances of a particular case is appropriate only when it appears that it 
would be futile to employ the Convention or when its procedures prove to be unhelpful.

I
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Even though the Convention does not expressly require discovery of materials in foreign countries to proceed 
exclusively according to its procedures, it cannot be viewed as merely advisory. The Convention was drafted at 
the request and with the enthusiastic participation of the United States, which sought to broaden the 
techniques available for the taking of evidence abroad. The differences between discovery practices in the 
United States and those in other countries are significant, and "[n]o aspect of the extension of the American 
legal system beyond the territorial frontier of the United States has given rise to so much friction as the request 
for documents associated with investigation and litigation in the United States." Restatement [**2559] of 
Foreign Relations Law of the United States (Revised) § 437, Reporters' Note 1, p. 35 (Tent. Draft No. 7, Apr. 
10, 1986). Of particular [*550] import is the fact that discovery conducted by the parties, as is common in the 
United States, is alien to the legal systems of civil-law nations, which typically regard evidence gathering as a 
judicial function.

The Convention furthers important United States interests by providing channels for discovery abroad that 
would not be available otherwise. In general, it establishes "methods to reconcile the differing legal 
philosophies of the Civil Law, Common Law and other systems with respect to the taking of evidence." Rapport 
de la Commission spéciale, 4 Conférence de La Haye de droit international privé: Actes et [***488] documents 
de la Onzième session 55 (1970) (Actes et documents). It serves the interests of both requesting and receiving 
countries by advancing the following goals:

"[T]he techniques for the taking of evidence must be 'utilizable' in the eyes of the State where the 
lawsuit is pending and must also be 'tolerable' in the eyes of the State where the evidence is to be 
taken." Id., at 56.

The Convention also serves the long-term interests of the United States in helping to further and to maintain 
the climate of cooperation and goodwill necessary to the functioning of the international legal and commercial 
systems.

It is not at all satisfactory to view the Convention as nothing more than an optional supplement to the Federal 
Rules of Civil Procedure, useful as a means to "facilitate discovery" when a court "deems that course of action 
appropriate." Ante, at 533. Unless they had expected the Convention to provide the normal channels for 
discovery, other parties to the Convention would have had no incentive to agree to its terms. The civil-law 
nations committed themselves to employ more effective procedures for gathering evidence within their borders, 
even to the extent of requiring some common-law practices alien to their systems. At the time of the 
Convention's enactment, the liberal American policy, which allowed foreigners to collect evidence with ease in 
the United States, see ante at 529-530, and n. 13, was in place and, because [*551] it was not conditioned on 
reciprocity, there was little likelihood that the policy would change as a result of treaty negotiations. As a result, 
the primary benefit the other signatory nations would have expected in return for their concessions was that the 
United States would respect their territorial sovereignty by using the Convention procedures.2

II
 

By viewing the Convention as merely optional and leaving the decision whether to apply it to the court in each 
individual case, the majority ignores the policies established by the political branches when they negotiated 
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and ratified the treaty. The result will be a duplicative analysis for which courts are not well designed. The 
discovery process usually concerns discrete [**2560] interests [***489] that a court is well equipped to 
accommodate--the interests of the parties before the court coupled with the interest of the judicial system in 
resolving the conflict on the basis of the best available information. When a lawsuit requires discovery of 
materials located in a foreign nation, however, foreign legal systems and foreign interests [*552] are implicated 
as well. The presence of these interests creates a tension between the broad discretion our courts normally 
exercise in managing pretrial discovery and the discretion usually allotted to the Executive in foreign matters.

It is the Executive that normally decides when a course of action is important enough to risk affronting a foreign 
nation or placing a strain on foreign commerce. It is the Executive, as well, that is best equipped to determine 
how to accommodate foreign interests along with our own.3 Unlike the courts, "diplomatic and executive 
channels are, by definition, designed to exchange, negotiate, and reconcile the problems which accompany the 
realization of national interests within the sphere of international association." Laker Airways, Ltd. v. Sabena, 
Belgian World Airlines, 235 U. S. App. D. C. 207, 253, 731 F. 2d 909, 955 (1984). The Convention embodies 
the result of the best efforts of the Executive Branch, in negotiating the treaty, and the Legislative Branch, in 
ratifying it, to balance competing national interests. As such, the Convention represents a political 
determination--one that, consistent with the principle of separation of powers, courts should not attempt to 
second-guess.

Not only is the question of foreign discovery more appropriately considered by the Executive and Congress, 
but in addition, courts are generally ill equipped to assume the role of balancing the interests of foreign nations 
with that of our own. Although transnational litigation is increasing, relatively few judges are experienced in the 
area and the procedures of foreign legal systems are often poorly understood. Wilkey, Transnational 
Adjudication: A View from the Bench, 18 Int'l Lawyer 541, 543 (1984); Ristau, Overview of International [*553] 
Judicial Assistance, 18 Int'l Lawyer 525, 531 (1984). As this Court recently stated, it has "little competence in 
determining precisely when foreign nations will be offended by particular acts." Container Corp. v. Franchise 
Tax Bd., 463 U. S. 159, 194 (1983). A pro-forum bias is likely to creep into the supposedly neutral balancing 
process4 and [***490] courts not surprisingly [**2561] often will turn to the more familiar procedures 
established by their local rules. In addition, it simply is not reasonable to expect the Federal Government or the 
foreign state in which the discovery will take place to participate in every individual case in order to articulate 
the broader international and foreign interests that are relevant [*554] to the decision whether to use the 
Convention. Indeed, the opportunities for such participation are limited.5 Exacerbating these shortcomings is 
the limited appellate review of interlocutory discovery decisions,6 which prevents any effective case-by-case 
correction of erroneous discovery decisions.

III
 

The principle of comity leads to more definite rules than the ad hoc approach endorsed by the majority. The 
Court asserts that the concept of comity requires an individualized analysis of the interests present in each 
particular case before a court decides whether to apply the Convention. See ante, at 543-544. There is, 
however, nothing inherent in the comity principle that requires case-by-case analysis. The Court frequently has 
relied upon a comity analysis when it has adopted general rules to cover recurring situations in areas such as 
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choice of forum,7 maritime law,8 and sovereign [***491] [*555] immunity,9 and the Court offers no reasons for 
abandoning that approach here.

Comity is not just a vague political concern favoring international cooperation when it is in our interest to do so. 
Rather it is a principle under which judicial decisions reflect the systemic value of reciprocal tolerance and 
goodwill. See Maier, Extraterritorial Jurisdiction at a Crossroads: An Intersection Between Public and 
International Law, 76 Am. J. Int'l L. 280, 281-285 (1982); J. Story, Commentaries on the Conflict of Laws §§ 35
, 38 (8th ed. 1883).10 As in the choice-of-law analysis, [**2562] which from the very beginning has been linked 
to international comity, the threshold question in a comity analysis is whether there is in fact a true conflict 
between domestic and foreign law. When there is a conflict, a court should seek a reasonable accommodation 
that reconciles the central concerns of both sets of laws. In doing so, it should perform a tripartite analysis that 
considers the foreign interests, the interests of the United States, and the mutual interests of all nations in a 
smoothly functioning international legal regime.11

[*556] In most cases in which a discovery request concerns a nation that has ratified the Convention there is 
no need to resort to comity principles; the conflicts they are designed to resolve already have been eliminated 
by the agreements expressed in the treaty. The analysis set forth in the Restatement (Revised) of Foreign 
Relations Law of the United States, see ante, at 544, n. 28, is perfectly appropriate for courts to use when no 
treaty has been negotiated to accommodate the different legal systems. It would also be appropriate if the 
Convention failed to resolve the conflict in a particular case. The Court, however, adds an additional layer of 
so-called comity analysis by holding that courts should determine on a case-by-case basis whether resort to 
the Convention is desirable. Although this analysis is unnecessary in the absence of any conflicts, it should 
lead courts to the use of the Convention if they recognize that the Convention already has largely 
accommodated all three categories of interests relevant to a comity analysis--foreign interests, domestic 
interests, [***492] and the interest in a well-functioning international order.

A
 

I am encouraged by the extent to which the Court emphasizes the importance of foreign interests and by its 
admonition to lower courts to take special care to respect those interests. See ante, at 546. Nonetheless, the 
Court's view of the Convention rests on an incomplete analysis of the sovereign interests of foreign states. The 
Court acknowledges that evidence is normally obtained in civil-law countries by a judicial officer, ante, at 543, 
but it fails to recognize the significance of that practice. Under the classic view of territorial [*557] sovereignty, 
each state has a monopoly on the exercise of governmental power within its borders and no state may perform 
an act in the territory of a foreign state without consent.12 As explained in the Report of United States 
Delegation to Eleventh Session of the Hague Conference on Private International Law, the taking of evidence 
in a civil-law country may constitute the performance of a public judicial act by an unauthorized foreign person: 
[**2563]

"In drafting the Convention, the doctrine of 'judicial sovereignty' had to be constantly borne in 
mind.

Unlike the common-law practice, which places upon the parties to the litigation the duty of privately 
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securing and presenting the evidence at the trial, the civil law considers obtaining of evidence a 
matter primarily for the courts, with the parties in the subordinate position of assisting the judicial 
authorities.

"The act of taking evidence in a common-law country from a willing witness, without compulsion 
and without a breach of the peace, in aid of a foreign proceeding, is a purely private matter, in 
which the host country has no interest and in which its judicial authorities have normally no wish to 
participate. To the contrary, the same act in a civil-law country may be a public matter, and may 
constitute the performance of a public judicial act by an unauthorized foreign person. It may violate 
the [*558] 'judicial sovereignty' of the host country, unless its authorities participate or give their 
consent." 8 Int'l Legal Materials 785, 806 (1969).13

[***493] Some countries also believe that the need to protect certain underlying substantive rights requires 
judicial control of the taking of evidence. In the Federal Republic of Germany, for example, there is a 
constitutional principle of proportionality, pursuant to which a judge must protect personal privacy, commercial 
property, and business secrets. Interference with these rights is proper only if "necessary to protect other 
persons' rights in the course of civil litigation." See Meessen, The International Law on Taking Evidence From, 
Not In, a Foreign State, The Anschütz and Messerschmitt opinions of the United States Court of Appeals for 
the Fifth Circuit (Mar. 31, 1986), as set forth in App. to Brief for Anschuetz & Co. GmbH and Messerschmitt-
Boelkow-Blohm GmbH as Amici Curiae 27a-28a.14

[*559] The United States recently recognized the importance of these sovereignty principles by taking the 
broad position that the Convention "must be interpreted to preclude an evidence taking proceeding in the 
territory of a foreign state party if the Convention does not authorize it and the host country does not otherwise 
permit it." Brief for United States as Amicus Curiae in Volkswagenwerk Aktiengesellschaft v. Falzon, O. T. 
1983, No. 82-1888, p. 6. Now, however, it appears to take a narrower view of what constitutes an "evidence 
taking procedure," merely stating that "oral depositions on foreign soil . . . are improper without the consent of 
the foreign nation." Tr. of Oral Arg. 23. I am at a loss to understand why gathering documents or information in 
a foreign country, even if for ultimate production in the United States, is any less an imposition on sovereignty 
than the taking of a deposition when gathering documents also is regarded as a judicial function in a civil-law 
nation.

Use of the Convention advances the sovereign interests of foreign nations because they have given consent to 
Convention procedures [**2564] by ratifying them. This consent encompasses discovery techniques that would 
otherwise impinge on the sovereign interests of many civil-law nations. In the absence of the Convention, the 
informal techniques provided by Articles 15-22 of the Convention--taking evidence by a diplomatic or consular 
officer of the requesting state and the use of commissioners nominated by the court of the state where the 
action is pending--would raise sovereignty issues similar to those implicated by a direct discovery order from a 
foreign court. "Judicial" activities are occurring on the soil of the sovereign by agents of a foreign state.15 
These voluntary discovery procedures are a great boon to United States litigants [*560] and are used far more 
frequently in [***494] practice than is compulsory discovery pursuant to letters of request.16

Civil-law contracting parties have also agreed to use, and even to compel, procedures for gathering evidence 
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that are diametrically opposed to civil-law practices. The civil-law system is inquisitional rather than adversarial 
and the judge normally questions the witness and prepares a written summary of the evidence.17 Even in 
common-law countries no system of evidence-gathering resembles that of the United States.18 Under Article 9 
of the Convention, however, a foreign court must grant a request to use a "special method or procedure," 
which includes requests to compel attendance of [*561] witnesses abroad, to administer oaths, to produce 
verbatim transcripts, or to permit examination of witnesses by counsel for both parties.19 These methods for 
obtaining evidence, which largely eliminate conflicts between the discovery procedures of the United States 
and the laws of foreign systems, have the consent of the ratifying nations. The use of these methods thus 
furthers foreign interests [**2565] because discovery can proceed without violating the sovereignty of foreign 
nations.

B
 

The primary interest of the United States in this context is in providing effective procedures to enable litigants 
to obtain evidence abroad. This was the very purpose of the United States' participation in the treaty 
negotiations and, for the most part, the Convention provides those procedures.[***495]

The Court asserts that the letters of request procedure authorized by the Convention in many situations will be 
"unduly time consuming and expensive." Ante, at 542. The Court offers no support for this statement and until 
the Convention is used extensively enough for courts to develop experience with it, such statements can be 
nothing other than speculation.20 Conspicuously absent from the Court's assessment [*562] is any 
consideration of resort to the Convention's less formal and less time-consuming alternatives--discovery 
conducted by consular officials or an appointed commissioner. Moreover, unless the costs become prohibitive, 
saving time and money is not such a high priority in discovery that some additional burden cannot be tolerated 
in the interest of international goodwill. Certainly discovery controlled by litigants under the Federal Rules of 
Civil Procedure is not known for placing a high premium on either speed or cost-effectiveness.

There is also apprehension that the Convention procedures will not prove fruitful. Experience with the 
Convention suggests otherwise--contracting parties have honored their obligation to execute letters of request 
expeditiously and to use compulsion if necessary. See, e. g., Report on the Work of the Special Commission 
on the Operation of the Convention of 18 March 1970 on the Taking of Evidence Abroad in Civil or Commercial 
Matters, 17 Int'l Legal Materials 1425, 1431, § 5 F (1978) ("[r]efusal to execute turns out to be very infrequent 
[*563] in practice"). By and large, the concessions made by parties to the Convention not only provide United 
States litigants with a means for obtaining evidence, but also ensure that the evidence will be in a form 
admissible in court.

There are, however, some situations in which there is legitimate concern that certain documents cannot be 
made available under Convention procedures. Thirteen nations have made official declarations pursuant to 
Article 23 of the Convention, which permits a contracting state to limit its obligation to produce documents in 
response to a letter of request. See ante, at 536, n. 21. [***496] These reservations may pose problems that 
would require a comity analysis in an individual case, but they are not so all-encompassing as the majority 
implies--they [**2566] certainly do not mean that a "contracting party could unilaterally abrogate . . . the 
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Convention's procedures." Ante, at 537. First, the reservations can apply only to letters of request for 
documents. Thus, an Article 23 reservation affects neither the most commonly used informal Convention 
procedures for taking of evidence by a consul or a commissioner nor formal requests for depositions or 
interrogatories. Second, although Article 23 refers broadly to "pretrial discovery," the intended meaning of the 
term appears to have been much narrower than the normal United States usage.21 The contracting parties for 
the most part have modified [*564] the declarations made pursuant to Article 23 to limit their reach. See 7 
Martindale-Hubbell Law Directory (pt. VII) 14-19 (1986).22 Indeed, the emerging view of this exception to 
discovery is that it applies only to "requests that lack sufficient specificity or that have not been [***497] 
reviewed for [*565] relevancy by the requesting court." Oxman, The Choice Between Direct Discovery and 
Other Means of Obtaining Evidence Abroad: The Impact of the Hague Evidence Convention, 37 U. Miami L. 
Rev., at 777. Thus, in practice, a reservation is not the significant obstacle to discovery under the Convention 
that the broad wording of Article 23 would suggest.[**2567] 23

In this particular case, the "French 'blocking statute,'" see ante, at 526, n. 6, poses an additional potential 
barrier to obtaining discovery from France. But any conflict posed by this legislation is easily resolved by resort 
to the Convention's procedures. The French statute's prohibitions are expressly "subject to" international 
agreements and applicable laws and it does not affect the taking of evidence under the Convention. See Toms, 
The French Response to the Extraterritorial Application of United States Antitrust Laws, 15 Int'l Lawyer 585, 
593-599 (1981); Heck, Federal Republic of Germany and the EEC, 18 Int'l Lawyer 793, 800 (1984).

The second major United States interest is in fair and equal treatment of litigants. The Court cites several 
fairness concerns in support of its conclusion that the Convention is not exclusive and apparently fears that a 
broad endorsement of the use of the Convention would lead to the same "unacceptable asymmetries." See 
ante, at 540, n. 25. Courts can protect against the first two concerns noted by the majority--that a foreign party 
to a lawsuit would have a discovery advantage over a domestic litigant because it could obtain the advantages 
of the Federal Rules of Civil Procedure, and that a foreign company would have an economic [*566] 
competitive advantage because it would be subject to less extensive discovery--by exercising their 
discretionary powers to control discovery in order to ensure fairness to both parties. A court may "make any 
order which justice requires" to limit discovery, including an order permitting discovery only on specified terms 
and conditions, by a particular discovery method, or with limitation in scope to certain matters. Fed. Rule Civ. 
Proc. 26(c). If, for instance, resort to the Convention procedures would put one party at a disadvantage, any 
possible unfairness could be prevented by postponing that party's obligation to respond to discovery requests 
until completion of the foreign discovery. Moreover, the Court's arguments focus on the nationality of the 
parties, while it is actually the locus of the evidence that is relevant to use of the Convention: a foreign litigant 
trying to secure evidence from a foreign branch of an American litigant might also be required to resort to the 
Convention.

The Court's third fairness concern is illusory. It fears that a domestic litigant suing a national of a state that is 
not a party to the Convention would have an advantage over a litigant suing a national of a contracting [***498] 
state. This statement completely ignores the very purpose of the Convention. The negotiations were proposed 
by the United States in order to facilitate discovery, not to hamper litigants. Dissimilar treatment of litigants 
similarly situated does occur, but in the manner opposite to that perceived by the Court. Those who sue 
nationals of noncontracting states are disadvantaged by the unavailability of the Convention procedures. This 
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is an unavoidable inequality inherent in the benefits conferred by any treaty that is less than universally ratified.

In most instances, use of the Convention will serve to advance United States interests, particularly when those 
interests are viewed in a context larger than the immediate interest of the litigants' discovery. The approach I 
propose is not a rigid per se rule that would require first use of the Convention without regard to strong 
indications that no evidence [*567] would be forthcoming. All too often, however, courts have simply assumed 
that resort to the Convention would be unproductive and have embarked on speculation about foreign 
procedures and interpretations. See, e. g., International Society for Krishna Consciousness, Inc. v. Lee, 105 F. 
R. D. 435, 449-450 (SDNY 1984); Graco, Inc. v. Kremlin, Inc., 101 F. R. D. 503, 509-512 (ND Ill. 1984). When 
resort to the Convention would be futile, a court has no choice but to resort to a traditional comity analysis. But 
even then, an attempt to use the Convention will often [**2568] be the best way to discover if it will be 
successful, particularly in the present state of general inexperience with the implementation of its procedures 
by the various contracting states. An attempt to use the Convention will open a dialogue with the authorities in 
the foreign state and in that way a United States court can obtain an authoritative answer as to the limits on 
what it can achieve with a discovery request in a particular contracting state.

C
 

The final component of a comity analysis is to consider if there is a course that furthers, rather than impedes, 
the development of an ordered international system. A functioning system for solving disputes across borders 
serves many values, among them predictability, fairness, ease of commercial interactions, and "stability 
through satisfaction of mutual expectations." Laker Airways, Ltd. v. Sabena, Belgian World Airlines, 235 U. S. 
App. D. C., at 235, 731 F. 2d, at 937. These interests are common to all nations, including the United States.

Use of the Convention would help develop methods for transnational litigation by placing officials in a position 
to communicate directly about conflicts that arise during discovery, thus enabling them to promote a reduction 
in those conflicts. In a broader framework, courts that use the Convention will avoid foreign perceptions of 
unfairness that result when United States courts show insensitivity to the interests [*568] safeguarded by 
foreign legal regimes. Because of the position of the United States, economically, politically, and militarily, 
many countries may be reluctant to oppose discovery orders of United States courts. Foreign acquiescence to 
orders that ignore the Convention, however, is likely to carry a price tag of accumulating resentment, with the 
predictable [***499] long-term political cost that cooperation will be withheld in other matters. Use of the 
Convention is a simple step to take toward avoiding that unnecessary and undesirable consequence.

IV
 

I can only hope that courts faced with discovery requests for materials in foreign countries will avoid the 
parochial views that too often have characterized the decisions to date. Many of the considerations that lead 
me to the conclusion that there should be a general presumption favoring use of the Convention should also 
carry force when courts analyze particular cases. The majority fails to offer guidance in this endeavor, and thus 
it has missed its opportunity to provide predictable and effective procedures for international litigants in United 
States courts. It now falls to the lower courts to recognize the needs of the international commercial system 
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and the accommodation of those needs already endorsed by the political branches and embodied in the 
Convention. To the extent indicated, I respectfully dissent.

fn* Briefs of amici curiae urging reversal were filed for the Government of the United Kingdom of Great Britain and Northern Ireland 
by Douglas E. Rosenthal, Willard K. Tom, and Bruno A. Ristau; for the Republic of France by George J. Grumbach, Jr.; for the 
Federal Republic of Germany by Peter Heidenberger; for the Government of Switzerland by Robert E. Herzstein; for Anschuetz & 
Co., GmbH, et al. by James S. Campbell, David Westin, Carol F. Lee, Neal D. Hobson, Andrew N. Vollmer, and Gerhard Nagorny; 
and for the Motor Vehicle Manufacturers Association of the United States, Inc., et al. by Michael Hoenig, Herbert Rubin, William H. 
Crabtree, and Edward P. Good.

Paul A. Nalty, Derek A. Walker, and Kenneth J. Servay filed a brief for Compania Gijonesa de Navigacion, S. A., as amicus curiae 
urging affirmance.

Richard L. Mattiaccio and David A. Botwinik filed a brief for the Italy-America Chamber of Commerce, Inc., as 
amicus curiae.

Majority Opinion Footnotes

fn1 The Hague Convention entered into force between the United States and France on October 6, 1974. The Convention is also in 
force in Barbados, Cyprus, Czechoslovakia, Denmark, Finland, the Federal Republic of Germany, Israel, Italy, Luxembourg, the 
Netherlands, Norway, Portugal, Singapore, Sweden, and the United Kingdom. Office of the Legal Adviser, United States Dept. of 
State, Treaties in Force 261-262 (1986).

fn2 Petitioner Société Nationale Industrielle Aérospatiale is wholly owned by the Government of France. Petitioner Société de 
Construction d'Avions de Tourisme is a wholly owned subsidiary of Société Nationale Industrielle Aérospatiale.

fn3 App. 22, 24. The term "STOL," an acronym for "short takeoff and landing," "refers to a fixed-wing aircraft that either takes off or 
lands with only a short horizontal run of the aircraft." Douglas v. United States, 206 Ct. Cl. 96, 99, 510 F. 2d 364, 365, cert. denied, 
423 U. S. 825 (1975).

fn4 Plaintiffs made certain requests for the production of documents pursuant to Rule 34(b) and for admissions pursuant to Rule 36. 
App. 19-23. Apparently the petitioners responded to those requests without objection, at least insofar as they called for material or 
information that was located in the United States. App. to Pet. for Cert. 12a. In turn, petitioners deposed witnesses and parties 
pursuant to Rule 26, and served interrogatories pursuant to Rule 33 and a request for the production of documents pursuant to Rule 
34. App. 13. Plaintiffs complied with those requests.

fn5 Although the District Court is the nominal respondent in this mandamus proceeding, plaintiffs are the real respondent parties in 
interest.

fn6 Article 1A of the French "blocking statute," French Penal Code Law No. 80-538, provides:

"Subject to treaties or international agreements and applicable laws and regulations, it is prohibited for any party to 
request, seek or disclose, in writing, orally or otherwise, economic, commercial, industrial, financial or technical 
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documents or information leading to the constitution of evidence with a view to foreign judicial or administrative 
proceedings or in connection therewith.

"Art. 1er bis.--Sous réserve des traités ou accords internationaux et des lois et règlements en vigueur, il est interdit à 
toute personne de demander, de rechercher ou de communiquer, par écrit, oralement ou sous toute autre forme, des 
documents ou renseignements d'ordre économique, commercial, industriel, financier ou technique tendant à la 
constitution de preuves en vue de procédures judiciaires ou administratives étrangères ou dans le cadre de celles-ci."

Article 2 provides:

"The parties mentioned in [Article 1A] shall forthwith inform the competent minister if they receive any request 
concerning such disclosures.

"Art. 2.

Les personnes visées aux articles 1er et 1er bis sont tenues d'informer sans délai le ministre compétent lorsqu'elles 
se trouvent saisies de toute demande concernant de telles communications." App. to Pet. for Cert. 47a-50a.

fn7 Id., at 25a. The Magistrate stated, however, that if oral depositions were to be taken in France, he would require compliance with 
the Hague Evidence Convention. Ibid.

fn8 His quotation was from Toms, The French Response to Extraterritorial Application of United States Antitrust Laws, 15 Int'l Law. 
585, 586 (1981).

fn9 He relied on a passage in the Toms article stating that "the legislative history [of the Law] shows only that the Law was adopted 
to protect French interests from abusive foreign discovery procedures and excessive assertions of extraterritorial jurisdiction. 
Nowhere is there an indication that the Law was to impede litigation preparations by French companies, either for their own defense 
or to institute lawsuits abroad to protect their interests, and arguably such applications were unintended." App. to Pet. for Cert. 22a-
23a (citing Toms, supra, at 598).

fn10 "The record before this court does not indicate whether the Petitioners have notified the appropriate French Minister of the 
requested discovery in accordance with Article 2 of the French Blocking Statute, or whether the Petitioners have attempted to secure 
a waiver of prosecution from the French government. Because the Petitioners are corporations owned by the Republic of France, 
they stand in a most advantageous position to receive such a waiver. However, these issues will only be relevant should the 
Petitioners fail to comply with the magistrate's discovery order, and we need not presently address them." 782 F. 2d, at 127.

fn11 The Republic of France likewise takes the following position in this case:

"THE HAGUE CONVENTION IS THE EXCLUSIVE MEANS OF DISCOVERY IN TRANSNATIONAL LITIGATION 
AMONG THE CONVENTION'S SIGNATORIES UNLESS THE SOVEREIGN ON WHOSE TERRITORY DISCOVERY 
IS TO OCCUR CHOOSES OTHERWISE." Brief for Republic of France as Amicus Curiae 4.

fn12 See S. Exec. Doc. A, p. v; Pub. L. 88-244, 77 Stat. 775 (1963).
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fn13 As the Rapporteur for the session of the Hague Conference which produced the Hague Evidence Convention stated: "In 1964 
Rule 28(b) of the Federal Rules of Civil Procedure and 28 U. S. C. §§ 1781 and 1782 were amended to offer to foreign countries and 
litigants, without a requirement of reciprocity, wide judicial assistance on a unilateral basis for the obtaining of evidence in the United 
States. The amendments named the Department of State as a conduit for the receipt and transmission of letters of request. They 
authorized the use in the federal courts of evidence taken abroad in civil law countries, even if its form did not comply with the 
conventional formalities of our normal rules of evidence. No country in the world has a more open and enlightened policy." Amram, 
The Proposed Convention on the Taking of Evidence Abroad, 55 A. B. A. J. 651 (1969).

fn14 118 Cong. Rec. 20623 (1972).

fn15 The Hague Conference on Private International Law's omission of mandatory language in the preamble is particularly significant 
in light of the same body's use of mandatory language in the preamble to the Hague Service Convention, 20 U. S. T. 361, T. I. A. S. 
No. 6638. Article 1 of the Service Convention provides: "The present Convention shall apply in all cases, in civil or commercial 
matters, where there is occasion to transmit a judicial or extrajudicial document for service abroad." Id., at 362, T. I. A. S. No. 6638. 
As noted, supra, at 530, the Service Convention was drafted before the Evidence Convention, and its language provided a model 
exclusivity provision that the drafters of the Evidence Convention could easily have followed had they been so inclined. Given this 
background, the drafters' election to use permissive language instead is strong evidence of their intent.

fn16 At the time the Convention was drafted, Federal Rule of Civil Procedure 28(b) clearly authorized the taking of evidence on 
notice either in accordance with the laws of the foreign country or in pursuance of the law of the United States.

fn17 The first paragraph of Article 1 reads as follows:

"In civil or commercial matters a judicial authority of a Contracting State may, in accordance with the provisions of the 
law of that State, request the competent authority of another Contracting State, by means of a Letter of Request, to 
obtain evidence, or to perform some other judicial act." 23 U. S. T., at 2557, T. I. A. S. 7444.

fn18 Thus, Article 17 provides:

"In a civil or commercial matter, a person duly appointed as a commissioner for the purpose may, without compulsion, 
take evidence in the territory of a Contracting State in aid of proceedings commenced in the courts of another 
Contracting State if--

"(a) a competent authority designated by the State where the evidence is to be taken has given its permission either 
generally or in the particular case; and

"(b) he complies with the conditions which the competent authority has specified in the permission.

"A Contracting State may declare that evidence may be taken under this Article without its prior permission." Id., at 
2565, T. I. A. S. 7444.

fn19 Our conclusion is confirmed by the position of the Executive Branch and the Securities and Exchange Commission, which 
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interpret the "language, history, and purposes" of the Hague Convention as indicating "that it was not intended to prescribe the 
exclusive means by which American plaintiffs might obtain foreign evidence." Brief for United States as Amicus Curiae 9 (citation 
omitted). "[T]he meaning attributed to treaty provisions by the Government agencies charged with their negotiation and enforcement 
is entitled to great weight." Sumitomo Shoji America, Inc. v. Avagliano, 457 U. S. 176, 184-185 (1982); see also O'Connor v. United 
States, 479 U. S. 27, 33 (1986). As a member of the United States delegation to the Hague Conference concluded:

"[The Convention] makes no major changes in United States procedure and requires no major changes in United 
States legislation or rules.

On the other front, it will give the United States courts and litigants abroad enormous aid by providing an international 
agreement for the taking of testimony, the absence of which has created barriers to our courts and litigants." Amram, 
Explanatory Report on the Convention on the Taking of Evidence Abroad in Civil or Commercial Matters, S. Exec. 
Doc. A, at pp. 1, 3.

fn20 In addition to the Eighth Circuit, other Courts of Appeals and the West Virginia Supreme Court have held that the Convention 
cannot be viewed as the exclusive means of securing discovery transnationally. See Société Nationale Industrielle Aérospatiale v. 
United States District Court, 788 F. 2d 1408, 1410 (CA9 1986); In re Messerschmitt Bolkow Blohm GmbH, 757 F. 2d 729, 731 (CA5 
1985), cert. vacated, 476 U. S. 1168 (1986); In re Anschuetz & Co., GmbH, 754 F. 2d 602, 606-615, and n. 7 (CA5 1985), cert. 
pending, No. 85-98; Gebr. Eickhoff Maschinenfabrik und Eisengieberei mbH v. Starcher, ___ W. Va. ___, ___, 328 S. E. 2d 492, 
497-501 (1985).

fn21 Article 23 provides:

"A Contracting State may at the time of signature, ratification or accession, declare that it will not execute Letters of 
Request issued for the purpose of obtaining pre-trial discovery of documents as known in Common Law countries." 23 
U. S. T., at 2568, T. I. A. S. 7444.

fn22 Thirteen of the seventeen signatory states have made declarations under Article 23 of the Convention that restrict pretrial 
discovery of documents. See 7 Martindale-Hubbell Law Directory (pt. VII) 15-19 (1986).

fn23 "The great object of an international agreement is to define the common ground between sovereign nations. Given the gulfs of 
language, culture, and values that separate nations, it is essential in international agreements for the parties to make explicit their 
common ground on the most rudimentary of matters." Trans World Airlines, Inc. v. Franklin Mint Corp., 466 U. S. 243, 262 (1984) 
(STEVENS, J., dissenting). The utter absence in the Hague Convention of an exclusivity provision has an obvious explanation: The 
contracting states did not agree that its procedures were to be exclusive. The words of the treaty delineate the extent of their 
agreement; without prejudice to their existing rights and practices, they bound themselves to comply with any request for judicial 
assistance that did comply with the treaty's procedures. See Carter, Obtaining Foreign Discovery and Evidence for Use in Litigation 
in the United States: Existing Rules and Procedures, 13 Int'l Law. 5, 11, n. 14 (1979) (common-law nations and civil-law jurisdictions 
have separate traditions of bilateral judicial cooperation; the Evidence Convention "attempts to bridge" the two traditions.)

The separate opinion reasons that the Convention procedures are not optional because unless other signatory states "had expected 
the Convention to provide the normal channels for discovery, [they] would have had no incentive to agree to its terms." Post, at 550. 
We find the treaty language that the parties have agreed upon and ratified a surer indication of their intentions than the separate 
opinion's hypothesis about the expectations of the parties. Both comity and concern for the separation of powers counsel the utmost 
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restraint in attributing motives to sovereign states which have bargained as equals. Indeed, JUSTICE BLACKMUN notes that "the 
Convention represents a political determination--one that, consistent with the principle of separation of powers, courts should not 
attempt to second guess." Post, at 552. Moreover, it is important to remember that the evidence-gathering procedures implemented 
by the Convention would still provide benefits to the signatory states even if the United States were not a party.

fn24 Article 27 provides:

"The provisions of the present Convention shall not prevent a Contracting State from--

"(a) declaring that Letters of Request may be transmitted to its judicial authorities through channels other than those 
provided for in Article 2;

"(b) permitting, by internal law or practice, any act provided for in this Convention to be performed upon less restrictive 
conditions;

"(c) permitting, by internal law or practice, methods of taking evidence other than those provided for in this 
Convention." 23 U. S. T., at 2569, T. I. A. S. 7444.

Thus, for example, the United Kingdom permits foreign litigants, by a letter of request, to "apply directly to the appropriate courts in 
the United Kingdom for judicial assistance" or to seek information directly from parties in the United Kingdom "if, as in this case, the 
court of origin exercises jurisdiction consistent with accepted norms of international law." Brief for the Government of the United 
Kingdom and Northern Ireland as Amicus Curiae 6 (footnote omitted). On its face, the term "Contracting State" comprehends both 
the requesting state and the receiving state. Even if Article 27 is read to apply only to receiving states, see, e. g., Gebr. Eickhoff 
Maschinenfabrik und Eisengieberei mbH v. Starcher, _____W. Va., at _____, 328 S. E. 2d, at 499-500, n. 11 (rejecting argument that 
Article 27 authorizes more liberal discovery procedures by requesting as well as executing states), the treaty's internal failure to 
authorize more liberal procedures for obtaining evidence would carry no pre-emptive meaning. We are unpersuaded that Article 27 
supports a "negative inference" that would curtail the pre-existing authority of a state to obtain evidence in accord with its normal 
procedures.

fn25 The opposite conclusion of exclusivity would create three unacceptable asymmetries. First, within any lawsuit between a 
national of the United States and a national of another contracting party, the foreign party could obtain discovery under the Federal 
Rules of Civil Procedure, while the domestic party would be required to resort first to the procedures of the Hague Convention. This 
imbalance would run counter to the fundamental maxim of discovery that "[m]utual knowledge of all the relevant facts gathered by 
both parties is essential to proper litigation." Hickman v. Taylor, 329 U. S. 495, 507 (1947).

Second, a rule of exclusivity would enable a company which is a citizen of another contracting state to compete with a domestic 
company on uneven terms, since the foreign company would be subject to less extensive discovery procedures in the event that both 
companies were sued in an American court. Petitioners made a voluntary decision to market their products in the United States. 
They are entitled to compete on equal terms with other companies operating in this market. But since the District Court 
unquestionably has personal jurisdiction over petitioners, they are subject to the same legal constraints, including the burdens 
associated with American judicial procedures, as their American competitors. A general rule according foreign nationals a preferred 
position in pretrial proceedings in our courts would conflict with the principle of equal opportunity that governs the market they elected 
to enter.
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Third, since a rule of first use of the Hague Convention would apply to cases in which a foreign party is a 
national of a contracting state, but not to cases in which a foreign party is a national of any other foreign state, 
the rule would confer an unwarranted advantage on some domestic litigants over others similarly situated.

fn26 We observe, however, that in other instances a litigant's first use of the Hague Convention procedures can be expected to yield 
more evidence abroad more promptly than use of the normal procedures governing pretrial civil discovery. In those instances, the 
calculations of the litigant will naturally lead to a first-use strategy.

fn27 Comity refers to the spirit of cooperation in which a domestic tribunal approaches the resolution of cases touching the laws and 
interests of other sovereign states. This Court referred to the doctrine of comity among nations in Emory v. Grenough, 3 Dall. 369, 
370, n. (1797) (dismissing appeal from judgment for failure to plead diversity of citizenship, but setting forth an extract from a treatise 
by Ulrich Huber (1636-1694), a Dutch jurist):

"'By the courtesy of nations, whatever laws are carried into execution, within the limits of any government, are 
considered as having the same effect every where, so far as they do not occasion a prejudice to the rights of the other 
governments, or their citizens.

. . . . .

"'[N]othing would be more inconvenient in the promiscuous intercourse and practice of mankind, than that what was 
valid by the laws of one place, should be rendered of no effect elsewhere, by a diversity of law. . . .'"

Ibid. (quoting 2 U. Huber, Praelectiones Juris Romani et hodiemi, bk. 1, tit. 3, pp. 26-31 (C. Thomas, L. Menke, & G. 
Gebauer eds. 1725)).

See also Hilton v. Guyot, 159 U. S. 113, 163-164 (1895):

"'Comity,' in the legal sense, is neither a matter of absolute obligation, on the one hand, nor of mere courtesy and 
good will, upon the other.

But it is the recognition which one nation allows within its territory to the legislative, executive or judicial acts of another 
nation, having due regard both to international duty and convenience, and to the rights of its own citizens or of other 
persons who are under the protection of its laws."

fn28 The nature of the concerns that guide a comity analysis is suggested by the Restatement of Foreign Relations Law of the United 
States (Revised) § 437(1)(c) (Tent. Draft No. 7, 1986) (approved May 14, 1986) (Restatement). While we recognize that § 437 of the 
Restatement may not represent a consensus of international views on the scope of the district court's power to order foreign 
discovery in the face of objections by foreign states, these factors are relevant to any comity analysis:

"(1) the importance to the . . . litigation of the documents or other information requested;

"(2) the degree of specificity of the request;

"(3) whether the information originated in the United States;
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"(4) the availability of alternative means of securing the information; and

"(5) the extent to which noncompliance with the request would undermine important interests of the United States, or 
compliance with the request would undermine important interests of the state where the information is located."

Ibid.

fn29 The French "blocking statute," n. 6, supra, does not alter our conclusion. It is well settled that such statutes do not deprive an 
American court of the power to order a party subject to its jurisdiction to produce evidence even though the act of production may 
violate that statute. See Societe Internationale Pour Participations Industrielles et Commerciales, S. A. v. Rogers, 357 U. S. 197, 
204-206 (1958). Nor can the enactment of such a statute by a foreign nation require American courts to engraft a rule of first resort 
onto the Hague Convention, or otherwise to provide the nationals of such a country with a preferred status in our courts. It is clear 
that American courts are not required to adhere blindly to the directives of such a statute. Indeed, the language of the statute, if taken 
literally, would appear to represent an extraordinary exercise of legislative jurisdiction by the Republic of France over a United States 
district judge, forbidding him or her to order any discovery from a party of French nationality, even simple requests for admissions or 
interrogatories that the party could respond to on the basis of personal knowledge. It would be particularly incongruous to recognize 
such a preference for corporations that are wholly owned by the enacting nation. Extraterritorial assertions of jurisdiction are not one-
sided. While the District Court's discovery orders arguably have some impact in France, the French blocking statute asserts similar 
authority over acts to take place in this country. The lesson of comity is that neither the discovery order nor the blocking statute can 
have the same omnipresent effect that it would have in a world of only one sovereign. The blocking statute thus is relevant to the 
court's particularized comity analysis only to the extent that its terms and its enforcement identify the nature of the sovereign interests 
in nondisclosure of specific kinds of material.

The American Law Institute has summarized this interplay of blocking statutes and discovery orders: "[W]hen a state has jurisdiction 
to prescribe and its courts have jurisdiction to adjudicate, adjudication should (subject to generally applicable rules of evidence) take 
place on the basis of the best information available. . . . [Blocking] statutes that frustrate this goal need not be given the same 
deference by courts of the United States as substantive rules of law at variance with the law of the United States." See Restatement 
§ 437, Reporter's Note 5, pp. 41, 42. "On the other hand, the degree of friction created by discovery requests . . . and the differing 
perceptions of the acceptability of American-style discovery under national and international law, suggest some efforts to moderate 
the application abroad of U. S. procedural techniques, consistent with the overall principle of reasonableness in the exercise of 
jurisdiction." Id., at 42.

fn30 Under the Hague Convention, a letter of request must specify "the evidence to be obtained or other judicial act to be performed," 
Art. 3, and must be in the language of the executing authority or be accompanied by a translation into that language. Art. 4, 23 U. S. 
T., at 2558-2559, T. I. A. S. 7444. Although the discovery request must be specific, the party seeking discovery may find it difficult or 
impossible to determine in advance what evidence is within the control of the party urging resort to the Convention and which parts of 
that evidence may qualify for international judicial assistance under the Convention. This information, however, is presumably within 
the control of the producing party from which discovery is sought. The district court may therefore require, in appropriate situations, 
that this party bear the burden of providing translations and detailed descriptions of relevant documents that are needed to assure 
prompt and complete production pursuant to the terms of the Convention.

Concur In Part Footnotes

fn1 Many courts that have examined the issue have adopted a rule of first resort to the Convention. See, e. g., Philadelphia Gear 
Corp. v. American Pfauter Corp. 100 F. R. D. 58, 61 (ED Pa. 1983) ("avenue of first resort for plaintiff [is] the Hague Convention"); 
Gebr. Eickhoff Maschinenfabrik und Eisengieberei mbH v. Starcher, ___ W. Va. ___, ___, 328 S. E. 2d 492, 504-506 (1985) 
("principle of international comity dictates first resort to [Convention] procedures"); Vincent v. Ateliers de la Motobécane, S. A., 193 N. 
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J. Super. 716, 723, 475 A. 2d 686, 690 (App. Div. 1984) (litigant should first attempt to comply with Convention); Th. Goldschmidt A. 
G. v. Smith, 676 S. W. 2d 443, 445 (Tex. App. 1984) (Convention procedures not mandatory but are "avenue of first resort"); 
Pierburg GmbH & Co. KG v. Superior Court, 137 Cal. App. 3d 238, 247, 186 Cal. Rptr. 876, 882-883 (1982) (plaintiffs must attempt 
to comply with the Convention); Volkswagenwerk Aktiengesellschaft v. Superior Court, 123 Cal. App. 3d 840, 857-859, 176 Cal. Rptr. 
874, 885-886 (1981) ("Hague Convention establishes not a fixed rule but rather a minimum measure of international cooperation").

fn2 Article 27 of the Convention, see ante, at 538, n. 24, is not to the contrary. The only logical interpretation of this Article is that a 
state receiving a discovery request may permit less restrictive procedures than those designated in the Convention. The majority 
finds plausible a reading that authorizes both a requesting and a receiving state to use methods outside the Convention. Ibid. If this 
were the case, Article 27(c), which allows a state to permit methods of taking evidence that are not provided in the Convention, would 
make the rest of the Convention wholly superfluous. If a requesting state could dictate the methods for taking evidence in another 
state, there would be no need for the detailed procedures provided by the Convention.

Moreover, the United States delegation's explanatory report on the Convention describes Article 27 as "designed to preserve existing 
internal law and practice in a Contracting State which provides broader, more generous and less restrictive rules of international 
cooperation in the taking of evidence for the benefit of foreign courts and litigants." S. Exec. Doc. A, 92d Cong., 2d Sess., 39 (1972). 
Article 27 authorizes the use of alternative methods for gathering evidence "if the internal law or practice of the State of execution so 
permits." Id., at 39-40 (emphasis added).

fn3 Our Government's interests themselves are far more complicated than can be represented by the limited parties before a court. 
The United States is increasingly concerned, for example, with protecting sensitive technology for both economic and military 
reasons. It may not serve the country's long-term interest to establish precedents that could allow foreign courts to compel production 
of the records of American corporations.

fn4 One of the ways that a pro-forum bias has manifested itself is in United States courts' preoccupation with their own power to 
issue discovery orders. All too often courts have regarded the Convention as some kind of threat to their jurisdiction and have 
rejected use of the treaty procedures. See, e. g., In re Anschuetz & Co., GmbH, 754 F. 2d 602, 606, 612 (CA5 1985), cert. pending, 
No. 85-98. It is well established that a court has the power to impose discovery under the Federal Rules of Civil Procedure when it 
has personal jurisdiction over the foreign party. Societe Internationale Pour Participations Industrielles et Commerciales, S. A. v. 
Rogers, 357 U. S. 197, 204-206 (1958). But once it is determined that the Convention does not provide the exclusive means for 
foreign discovery, jurisdictional power is not the issue. The relevant question, instead, becomes whether a court should forgo 
exercise of the full extent of its power to order discovery. The Convention, which is valid United States law, provides an answer to 
that question by establishing a strong policy in favor of self-restraint for the purpose of furthering United States interests and 
minimizing international disputes.

There is also a tendency on the part of courts, perhaps unrecognized, to view a dispute from a local perspective. "[D]omestic courts 
do not sit as internationally constituted tribunals. . . . The courts of most developed countries follow international law only to the 
extent it is not overridden by national law. Thus courts inherently find it difficult neutrally to balance competing foreign interests. 
When there is any doubt, national interests will tend to be favored over foreign interests." Laker Airways, Ltd. v. Sabena, Belgian 
World Airlines, 235 U. S. App. D. C. 207, 249, 731 F. 2d 909, 951 (1984) (footnotes omitted); see also In re Uranium Antitrust 
Litigation, 480 F. Supp. 1138, 1148 (ND Ill. 1979).

fn5 The Department of State in general does not transmit diplomatic notes from foreign governments to state or federal trial courts. In 
addition, it adheres to a policy that it does not take positions regarding, or participate in, litigation between private parties, unless 
required to do so by applicable law. See Oxman, The Choice Between Direct Discovery and Other Means of Obtaining Evidence 
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Abroad: The Impact of the Hague Evidence Convention, 37 U. Miami L. Rev. 733, 748, n. 39 (1983).

fn6 See Kerr v. United States District Court, 426 U. S. 394, 402-405 (1976); see also Boreri v. Fiat S. P. A., 763 F. 2d 17, 20 (CA1 
1985) (refusing to review on interlocutory appeal District Court order involving extraterritorial discovery).

fn7 See, e. g., Mitsubishi Motors Corp. v. Soler Chrysler-Plymouth, Inc., 473 U. S. 614, 630 (1985); Scherk v. Alberto-Culver Co., 417 
U. S. 506, 516-519 (1974); The Bremen v. Zapata Off-Shore Co., 407 U. S. 1, 12-14 (1972).

fn8 See, e. g., Romero v. International Terminal Operating Co., 358 U. S. 354, 382-384 (1959); Lauritzen v. Larsen, 345 U. S. 571, 
577-582 (1953); Berizzi Bros. Co. v. The Pesaro, 271 U. S. 562, 575 (1926); Wildenhus's Case, 120 U. S. 1, 12 (1887); The 
Belgenland, 114 U. S. 355, 363-364 (1885); The Scotia, 14 Wall. 170, 187-188 (1872); Brown v. Duchesne, 19 How. 183, 198 
(1857); The Schooner Exchange v. McFaddon, 7 Cranch 116, 137 (1812) .

fn9 See, e. g., First National City Bank v. Banco Para el Comercio Exterior de Cuba, 462 U. S. 611, 626-627 (1983) (presumption 
that for purposes of sovereign immunity "government instrumentalities established as jurisdical entities distinct and independent from 
their sovereign should normally be treated as such" on the basis of respect for "principles of comity between nations").

fn10 Justice Story used the phrase "comity of nations" to "express the true foundation and extent of the obligation of the laws of one 
nation within the territories of another." § 38. "The true foundation on which the administration of international law must rest is, that 
the rules which are to govern are those which arise from mutual interest and utility, from a sense of the inconveniences which would 
result from a contrary doctrine, and from a sort of moral necessity to do justice, in order that justice may be done to us in return." § 35
.

fn11 Choice-of-law decisions similarly reflect the needs of the system as a whole as well as the concerns of the forums with an 
interest in the controversy. "Probably the most important function of choice-of-law rules is to make the interstate and international 
systems work well. Choice-of-law rules, among other things, should seek to further harmonious relations between states and to 
facilitate commercial intercourse between them. In formulating rules of choice of law, a state should have regard for the needs and 
policies of other states and of the community of states." Restatement (Second) of Conflict of Laws § 6, Comment d, p. 13 (1971).

fn12 Chief Justice Marshall articulated the American formulation of this principle in The Schooner Exchange v. McFaddon, 7 Cranch, 
at 136:

"The jurisdiction of the nation within its own territory is necessarily exclusive and absolute. It is susceptible of no 
limitation not imposed by itself. Any restriction upon it, deriving validity from an external source, would imply a 
diminution of its sovereignty to the extent of the restriction . . . .

"All exceptions, therefore, to the full and complete power of a nation within its own territories, must be traced up to the 
consent of the nation itself. They can flow from no other legitimate source."

fn13 Many of the nations that participated in drafting the Convention regard nonjudicial evidence taking from even a willing witness 
as a violation of sovereignty. A questionnaire circulated to participating governments prior to the negotiations contained the question, 
"Is there in your State any legal provision or any official practice, based on concepts of sovereignty or public policy, preventing the 
taking of voluntary testimony for use in a foreign court without passing through the courts of your State?" Questionnaire on the 
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Taking of Evidence Abroad, with Annexes, Actes et documents 9, 10. Of the 20 replies, 8 Governments--Egypt, France, West 
Germany, Italy, Luxembourg, Norway, Switzerland, and Turkey--stated that they did have objections to unauthorized evidence taking. 
Réponses des Gouvernements au Questionnaire sur la réception des dépositions à l'étranger, Actes et documents 21-46; see also 
Oxman, 37 U. Miami L. Rev., at 764, n. 84.

fn14 The Federal Republic of Germany, in its diplomatic protests to the United States, has emphasized the constitutional basis of the 
rights violated by American discovery orders. See, e. g., Diplomatic Note, dated Apr. 8, 1986, from the Embassy of the Federal 
Republic of Germany. App. A to Brief for Federal Republic of Germany as Amicus Curiae 20a.

fn15 See Edwards, Taking of Evidence Abroad in Civil or Commercial Matters, 18 Int'l & Comp. L. Q. 618, 647 (1969). A number of 
countries that ratified the Convention also expressed fears that the taking of evidence by consuls or commissioners could lead to 
abuse. Ibid.

fn16 According to the French Government, the overwhelming majority of discovery requests by American litigants are "satisfied 
willingly . . . before consular officials and, occasionally, commissioners, and without the need for involvement by a French court or 
use of its coercive powers." Brief for Republic of France as Amicus Curiae 24. Once a United States court in which an action is 
pending issues an order designating a diplomatic or consular official of the United States stationed in Paris to take evidence, oral 
examination of American parties or witnesses may proceed. If evidence is sought from French nationals or other non-Americans, or if 
a commissioner has been named pursuant to Article 17 of the Convention, the Civil Division of International Judicial Assistance of the 
Ministry of Justice must authorize the discovery. The United States Embassy will obtain authorization at no charge or a party may 
make the request directly to the Civil Division. Authorization is granted routinely and, when necessary, has been obtained within one 
to two days. Brief, at 25.

fn17 For example, after the filing of the initial pleadings in a German court, the judge determines what evidence should be taken and 
who conducts the taking of evidence at various hearings. See, e. g., Langbein, The German Advantage in Civil Procedure, 52 U. Chi. 
L. Rev. 823, 826-828 (1985). All these proceedings are part of the "trial," which is not viewed as a separate proceeding distinct from 
the rest of the suit. Id., at 826.

fn18 "In most common law countries, even England, one must often look hard to find the resemblances between pre-trial discovery 
there and pretrial discovery in the U. S. In England, for example, although document discovery is available, depositions do not exist, 
interrogatories have strictly limited use, and discovery as to third parties is not generally allowed." S. Seidel, Extraterritorial Discovery 
in International Litigation 24 (1984).

fn19 In France, the Nouveau Code de Procédure Civile, Arts. 736-748 (76th ed. Dalloz 1984), implements the Convention by 
permitting examination and cross-examination of witnesses by the parties and their attorneys, Art. 740, permitting a foreign judge to 
attend the proceedings, Art. 741, and authorizing the preparation of a verbatim transcript of the questions and answers at the 
expense of the requesting authority, Arts. 739, 748. German procedures are described in Shemanski, Obtaining Evidence in the 
Federal Republic of Germany: The Impact of The Hague Evidence Convention on German-American Judicial Cooperation, 17 Int'l 
Lawyer 465, 473-474 (1983).

fn20 The United States recounts the time and money expended by the SEC in attempting to use the Convention's procedures to 
secure documents and testimony from third-party witnesses residing in England, France, Italy, and Guernsey to enforce the federal 
securities laws' insider-trading provisions. See Brief for United States and Securities and Exchange Commission as Amici Curiae 15-
18. As the United States admits, however, the experience of a governmental agency bringing an enforcement suit is "atypical" and 
has little relevance for the use of the Convention in disputes between private parties. In fact, according to the State Department, 
private plaintiffs "have found resort to the Convention more successful." Id., at 18.
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The SEC's attempts to use the Convention have raised questions of first impression, whose resolution in foreign courts has led to 
delays in particular litigation. For example, in In re Testimony of Constandi Nasser, Trib. Admin. de Paris, 6eme section--2ème 
chambre, No. 51546/6 (Dec. 17, 1985), the French Ministry of Justice approved expeditiously the SEC's letter of request for 
testimony of a nonparty witness. The witness then raised a collateral attack, arguing that the SEC's requests were administrative and 
therefore outside the scope of the Convention, which is limited by its terms to "civil or commercial matters." The Ministry of Justice 
ruled against the attack and, on review, the French Administrative Court ruled in favor of the French Government and the SEC. By 
then, however, the SEC was in the process of settling the underlying litigation and did not seek further action on the letter of request. 
See Reply Brief for Petitioners 17, and nn. 35, 36.

fn21 The use of the term "pre-trial" seems likely to have been the product of a lack of communication. According to the United States 
delegates' report, at a meeting of the Special Commission on the Operation of the Evidence Convention held in 1978, delegates from 
civil-law countries revealed a "gross misunderstanding" of the meaning of "pre-trial discovery," thinking that it is something used 
before the institution of a suit to search for evidence that would lead to litigation. Report of the United States Delegation, 17 Int'l Legal 
Materials 1417, 1421 (1978). This misunderstanding is evidenced by the explanation of a French commentator that the "pretrial 
discovery" exception was a reinforcement of the rule in Article 1 of the Convention that a letter of request "shall not be used to obtain 
evidence which is not intended for use in judicial proceedings, commenced or contemplated" and by his comment that the Article 23 
exception referred to the collection of evidence in advance of litigation. Gouguenheim, Convention sur l'obtention des preuves à 
l'étranger en matière civile et commerciale, 96 Journal du Droit International 315, 319 (1969).

fn22 France has recently modified its declaration as follows:

"The declaration made by the Republic of France pursuant to Article 23 relating to letters of request whose purpose is 
'pre-trial discovery of documents' does not apply so long as the requested documents are limitatively enumerated in 
the letter of request and have a direct and clear nexus with the subject matter of the litigation."

"La déclaration faite par la République française conformément à l'article 23 relatif aux commissions rogatoires qui ont 
pour objet la procédure de 'pre-trial discovery of documents' ne s'applique pas lorsque les documents demandés sont 
limitativement énumérés dans la commission rogatoire et ont un lien direct et précis avec l'objet du litige." Letter from 
J. B. Raimond, Minister of Foreign Affairs, France, to H. H. van den Broek, Minister of Foreign Affairs, The 
Netherlands (Dec. 24, 1986).

the Danish declaration is more typical:

"The declaration made by the Kingdom of Denmark in accordance with article 23 concerning 'Letters of Request 
issued for the purpose of obtaining pre-trial discovery of documents' shall apply to any Letter of Request which 
requires a person:

"a) to state what documents relevant to the proceedings to which the Letter of Request relates are, or have been, in 
his possession, other than particular documents specified in the Letter of Request;

"or

"b) to produce any documents other than particular documents which are specified in the Letter of Request, and which 
are likely to be in his possession." Declaration of July 23, 1980, 7 Martindale-Hubbell Law Directory (pt. VII) 15 (1986).

The Federal Republic of Germany, Italy, Luxembourg, and Portugal continue to have unqualified Article 23 declarations, id., at 16-18, 
but the German Government has drafted new regulations that would "permit pretrial production of specified and relevant documents 
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in response to letters of request." Brief for Anschuetz & Co. GmbH and Messerschmitt-Boelkow-Blohm GmbH as Amici Curiae 21.

fn23 An Article 23 reservation and, in fact, the Convention in general require an American court to give closer scrutiny to the 
evidence requested than is normal in United States discovery, but this is not inconsistent with recent amendments to the Federal 
Rules of Civil Procedure that provide for a more active role on the part of the trial judge as a means of limiting discovery abuse. See 
Fed. Rule Civ. Proc. 26(b), (f), and (g) and accompanying Advisory Committee Notes.
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NOTE: The below draft template protective order was developed by the EDRM GDPR Project Team, and is 
included here with EDRM’s kind permission, subject to their creative commons terms. Individuals who helped to 
develop the template protective order, and who agreed to be listed, are listed on the “Contributors to the App” 
page.  This draft template order is intended as a starting point for use in litigation, and can be adapted for other 
dispute resolution proceedings in the United States, where it is necessary to process and/or transfer personal data 
that are subject to the GDPR. Prior to being used, the template should be tailored to the specific facts and 
circumstances of any particular matter, with the assistance of knowledgeable legal counsel. This template may not 
be relied on as legal advice. Use of an appropriate protective order can be part of the process of seeking to comply 
with the GDPR, but will not, by itself, ensure full GDPR compliance.  

 

 [COURT NAME/JURISDICTION] 

 

 

 

In Re:  

 

ABC,  

                          Plaintiffs, 

v. 

XYZ, 

                         Defendant. 

Case No.:  

 
STIPULATED GDPR PROTECTIVE ORDER  
 

 

I.   PURPOSES AND SCOPE  

1.1  Discovery in this action includes confidential, proprietary, or private 

information subject to privacy requirements of the EU General Data Protection 

Regulation (Regulation (EU) 2016/679) and other analogues, such as the United 

Kingdom’s Data Protection Act 2018 and/or other privacy regulations. For convenience, 

we will use the short term “GDPR” in this Order, but the intent is to cover all such 

privacy regulations. 



 

 - 2 -  

1.2  The parties hereby stipulate to, and petition the Court to enter, this 

Stipulated Protective Order (“Order”). This Order shall govern the preservation, 

collection, ingestion, Processing, transfer, hosting, use, and ultimate proper disposal or 

return of information that includes Personal Data subject to the GDPR, in accordance 

with the definitions and other provisions below. The obligations imposed by this Order 

shall remain in effect and shall survive any final judgment or settlement in this Action. 

The Court shall have continuing jurisdiction over the Parties to this Action for purposes 

of enforcing the terms and provisions of this Order.    

 

II. DEFINITIONS 

2.1 Action means the above–captioned litigation and all related proceedings.  

2.2 Data Subject refers to any natural person who may be directly or indirectly 

identified through name, any identification number, location data, online identifier or one 

or more physical, physiological, genetic, mental, economic, cultural or social identifiers 

specific to that person.  

2.3 Discovery Material refers to any information or tangible item, regardless 

of the medium or manner in which it is generated, stored, or maintained, that is 

Processed, produced, or generated in disclosures or in response to discovery in this 

Action.  

2.4  Final Disposition is deemed to be the later of (i) dismissal of all claims 

and defenses in this Action; or (ii) final judgment herein after  the  completion  and  

exhaustion  of  all  appeals, hearings, remands, trials, or reviews of this Action, including 
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the time limits for filing any motions or applications for extension of time pursuant to 

applicable law. 

2.5 Litigation Support Provider refers to a person or entity that is assisting one 

or more Parties, or Non-Parties data collection, filtering, ingestion, Processing, 

Pseudonymisation, hosting, or related services necessary for this Action. 

2.6 Non-Party refers to any natural person, partnership, corporation, 

association, or other legal entity not named as a Party to this action.  

2.7 Party refers to any party to this Action, including all of its officers, 

directors, employees, consultants, retained experts, service providers, and legal counsel 

(as well as support staff).  

2.8 Personal Data refers to any information relating to an identified or 

identifiable Data Subject. 

2.9 Processing refers to any operation (or set of operations) performed on 

Personal Data, whether or not by automated means, such as collection, recording, 

organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, 

disclosure, dissemination, restriction, erasure or destruction. 

2.10 Producing Party refers to each Party or Non-Party producing  

Discovery Material in this Action.  

2.11 Pseudonymisation refers to processing of Personal Data such that the 

Personal Data can no longer be attributed to a specific Data Subject without the use of 

additional information (that is kept separately), and encompasses measures to ensure that 

Personal Data are not attributed to any identified or identifiable natural persons. 
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2.12 Receiving Party refers to the Party receiving Discovery Material from a 

Producing Party.  

2.13 Signatory refers to any person who signs any acknowledgment and 

agreement to be bound by the terms of this Order, including the form contained in Exhibit 

A to this Order. 

2.14 Special Category Personal Data refers to personal data revealing racial or 

ethnic origin, political opinions, religious or philosophical beliefs, or trade union 

membership, as well as genetic data, biometric data (for the purpose of uniquely 

identifying a natural person), health data or any data concerning a natural person’s sex 

life or sexual orientation. 

  

III. PROTECTION OF DISCOVERY MATERIALS    

3.1  Documents and Data Produced in this Action.  All documents and data 

compilations produced in this Action that include Personal Data shall be marked 

“CONFIDENTIAL/PD” and subject to the protections set forth below.  

3.2 Measures to Protect Confidential/PD Information.  All Parties and Non-

Parties handling Confidential/PD information shall take appropriate technical and 

organizational measures to protect and maintain the confidentiality of all such 

information, appropriate to the data. 

3.3 Notice to Data Subjects.  Any Producing Party that is processing Personal 

Data must, wherever appropriate (as determined periodically throughout the Action), and 
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as required by the GDPR or other privacy laws, provide notice to all Data Subjects 

regarding the processing of their Personal Data and their Data Subject rights.1  

3.4 Depositions and Written Discovery Responses.  When Personal Data or 

documents containing Personal Data are used or discussed in a deposition, affidavit, 

interrogatory response, witness statement, or other written discovery response, all pages 

reflecting that discussion and the documents themselves shall be designated as 

“CONFIDENTIAL/PD.”  

3.5  Deposition Designations.  For any discussion in a deposition, the court 

reporter shall label the cover page of the transcript to state that Confidential/PD is 

contained therein, and shall label as “CONFIDENTIAL/PD” each page of the transcript 

and/or exhibits to the deposition transcript that contain Confidential Information. 

Confidential/PD designations of transcripts or portions thereof, also apply to audio, 

video, or other recordings of the testimony.  

 

IV.      CHALLENGING CONFIDENTIAL/PD DESIGNATIONS 

4.1 Challenges to Confidential/PD Designations. Any Party may challenge a 

“CONFIDENTIAL/PD” designation if that Party believes that any other Party or Non-

Party has designated any documents or data compilations as “CONFIDENTIAL/PD” 

without valid grounds.  

4.2 Meet and Confer Requirement. The Challenging Party shall meet and 

confer with the Designating Party to attempt to resolve such issues and if such efforts are 

unsuccessful, any Party may seek resolution from the Court. To the extent practical, 

                                           
1 See, e.g., Chapter 3 of the GDPR. 
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notice of such dispute, and an opportunity to be heard, shall be provided to any Non-

Party or Data Subject whose personal information is implicated by the challenge.  

 

V. USE OF CONFIDENTIAL/PD MATERIAL 

5.1 Basic Principles. All Confidential/PD information shall be used only for 

the purpose of this Action.  Except as permitted by this Order, the Parties shall not give, 

show, or otherwise divulge or disclose the Confidential/PD information, or any copies, 

prints, negatives, or summaries thereof, to any person or entity. As such, the Receiving 

Party may use Personal Data that is disclosed or produced by another Party or by a Non-

Party in connection with this Action only for prosecuting, defending, or attempting to 

settle this Action. Such Personal Data may be disclosed only to the categories of persons 

and under the conditions described in this Order, and only as needed to assist in resolving 

the dispute in this Action, and after weighing the need for disclosure against the privacy 

rights and interests of the Data Subject(s). 

5.2  Processing of Personal Data.  All Processing of Personal Data must be 

performed with consideration of the sensitivity of the information, and weighed against 

the privacy rights of Data Subjects to whom the Personal Data relates.  The Parties and 

Signatories further agree to: 

(a) ensure that there is a legitimate basis for Processing the Personal Data; 

(b) limit Processing of Personal Data to items necessary for the 

establishment, exercise, or defense of legal claims or defenses; 

(c) make reasonable efforts to avoid excess, duplicative, or unnecessary 

Processing and use of Personal Data; 
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(d) in the event that Special Category Personal Data is Processed, redact 

any Special Category Personal Data that is not necessary for the 

establishment, exercise or defense of the legal claims at issue; and 

(e) implement appropriate technical and organizational measures to protect 

Personal Data from unauthorized access or use. 

5.3 Data Subjects’ Right to Judicial Review.  Data Subjects to whom the Personal 

Data relates, may raise with the Court (or through other legal channels, foreign or 

domestic), any alleged or potential violation of their rights under the GDPR and other 

applicable data protection laws. Such Data Subjects may seek modifications to this Order, 

or other remedies from the parties or the Court, in furtherance of protecting their privacy 

rights.   

5.4 Disclosure of “CONFIDENTIAL/PD” Information.  Subject to the other 

provisions of this order, a Receiving Party may disclose any information or item 

designated “CONFIDENTIAL/PD” only to: 

(a) The Receiving Party’s counsel of record in this 

Action, as well as employees of said counsel of record to whom it is 

necessary to disclose the information for this Action; 

(b) The officers, directors, and employees (including in-house  

counsel) of the Receiving Party to whom disclosure is necessary for this 

Action; 

(c) Experts, consultants, and service providers retained by the 

Receiving Party for this action, to whom disclosure is necessary for this 

Action; 
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 (d) The court and its personnel, as well as court reporters and their 

staff; 

(e) The author or recipient of Discovery Material containing the 

information or a custodian or other person who otherwise possessed or 

knew the information; and 

(f) During their depositions, witnesses, and attorneys for witnesses,  

in this Action to whom disclosure is necessary for purposes of this Action.  

5.5 Acknowledgments to be Bound. Prior to the disclosure of any 

Confidential/PD information to any person identified in Paragraph 5.4 above (except the 

Court and its personnel, court reporters, and jurors in this Action), the disclosing Party 

will provide each potential recipient of Confidential/PD information with a copy of this 

Order, and obtain a signed acknowledgement, in the form attached to this Order as 

Exhibit A, confirming that the recipient has read and understood this Order and shall 

abide by its terms. Such acknowledgements shall be treated as strictly confidential and 

maintained by counsel for each Party. Only with good cause shown will the 

acknowledgement be disclosed to any other Party. Persons who come into contact with 

Confidential/PD information solely for clerical or administrative purposes on behalf of a 

Party, and who do not retain copies or extracts thereof, are not required to execute 

acknowledgements but must comply with the terms of this Order. 

VI. PERSONAL DATA SUBPOENAED OR ORDERED PRODUCED 

6.1 If a Party is served with a subpoena, court order, or other request or  demand 

outside of this Action, that compels disclosure of any information or items designated in 

this Action as “CONFIDENTIAL/PD,” that Party must:  
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(a) Promptly, and where feasible prior to production, notify in writing 

the designating Party and the Court. Such notification shall include a copy 

of the subpoena, order, or other demand; 

(b) Promptly, and where feasible prior to production, notify in writing 

the party who caused the subpoena or order to issue that some or all of the 

material covered by the subpoena, order, or other request or demand is 

subject to this Order. Such notification shall include a copy of this Order; 

and 

(c) Take steps, comparable to the steps set forth in this Order, to 

protect the Personal Data of Data Subjects identified in any materials, 

transcripts or other data covered by the subpoena, court order, or other 

demand.  

 

VII. UNAUTHORIZED DISCLOSURE OF PERSONAL DATA  

7.1 If a Receiving Party learns that, by inadvertence or otherwise, Personal Data 

produced to the Receiving Party has been disclosed to any person or in any circumstance 

not authorized under this Order, the Receiving Party shall immediately: (a) notify in 

writing the Designating Party of such disclosure, and to whom the material was 

disclosed;  (b) make a reasonable effort to retrieve all unauthorized copies of the Personal 

Data or materials containing Personal Data and/or confirm disposal of such copies or 

materials; (c) where practical, inform the person or persons to whom unauthorized 

disclosures were made, of all the terms of this Order; (d) request such person or persons 

to execute the “Acknowledgment and Agreement to Be Bound” that is attached hereto as 
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Exhibit A; and (e) notify the Court and notify any relevant supervisory authorities and 

any other persons who must notified in accordance with the GDPR (including but not 

limited to Article 33) or other applicable law.  

 

VIII. PROMPT DELETION OF PERSONAL DATA  

8.1 When no longer needed for this Action or, at the latest, after final 

disposition of this Action, the Receiving Party must  return or properly dispose of all 

Personal Data at the Receiving Party’s expense, without undue delay. As used in this 

subdivision, “all Personal Data” includes all copies, abstracts, compilations, summaries, 

and any other format reproducing or capturing any portion of the Personal Data. The 

Receiving Party must verify the return or proper disposal of the Personal Data in its 

possession and in the possession of any of its agents, by executing and transmitting to 

counsel for the Producing Party an acknowledgement in the form attached hereto as 

Exhibit B. A copy of each such executed acknowledgement shall be maintained by 

counsel for the Receiving Party and counsel for the Producing Party.     

IX. MISCELLANEOUS 

9.1  Compliance with Discovery Obligations. This Order does not relieve any 

party of its obligations to respond to otherwise proper discovery in this Action.  

9.2 Objections and Modifications. By stipulating to the entry of this Order, no 

Party waives any right it otherwise would have to object to disclosing or producing any 

information or item on any ground not addressed in this Order. Similarly, no Party waives 

any right to seek modification of this Order or to object on any ground to use in evidence 

any of the material covered by this Order. 



 

 - 11 -  

9.3  Violations. Any violation of this Order may be punished by any and all 

appropriate measures including, without limitation, injunctions, contempt proceedings 

and/or monetary sanctions. 

IT IS SO STIPULATED, THROUGH COUNSEL OF RECORD.  

 

_________________________   ___________________________ 

DATE      ATTORNEYS FOR PLAINTIFF(S) 

 

_________________________   ___________________________ 

DATE      ATTORNEYS FOR DEFENDANT(S) 

FOR GOOD CAUSE SHOWN, IT IS SO ORDERED.  

 

____________________   ___________________________ 

DATE       

      UNITED STATES DISTRICT JUDGE  

 

____________________   ___________________________ 

DATE           UNITED 

STATES MAGISTRATE JUDGE 
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EXHIBIT A 

[insert Case Caption] 

ACKNOWLEDGEMENT AND AGREEMENT TO BE BOUND  

I, ___________ [print or type full name], of ______________________ [print or type full 

address], declare under penalty of perjury that I have been given and have read a copy of the 

Stipulated GDPR Protective Order that was issued by ________  on  _________[date] in the case 

of  __________ [fill in case name] (the “Order”). I understand and agree to comply with and to 

be bound by all the terms of the Order. I understand that Discovery Material disclosed to me is 

subject to the Order and that I am prohibited from copying, disclosing, or otherwise using such 

Discovery Material except as provided by the Order. I understand and acknowledge that failure 

to comply could expose me to sanctions and punishment in the nature of contempt. I solemnly 

promise that I will not disclose in any manner any information or item that is subject to this 

Order to any person or entity except in strict compliance with the provisions of this Order. I 

further agree to submit to the jurisdiction of the Court for the purpose of enforcing the terms of 

this Order, even if such enforcement proceedings occur after termination of the above-referenced 

matter. I also understand that my signature on this “Acknowledgement and Agreement to be 

Bound,” indicating my agreement to be bound by the terms of the Order, is required before I may 

be allowed to receive and review any produced document(s) or material(s) that are designated as 

“CONFIDENTIAL/PD.”  

Date: ________________  Print Name: __________________ 

 

     Signature: ______________________ 
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EXHIBIT B 

[Insert Case Caption] 

ACKNOWLEDGEMENT OF DESTRUCTION OR DELETION OF CONFIDENTIAL/PD INFORMATION   

I, ____________ [print or type full name], hereby attest and affirm that I am over the age 

of 18 years and am a resident of _________ County, __________ [list State/Country].  

On behalf of _________, I hereby attest and affirm that, as of _______ [date], ________ 

[Party] has caused to be securely deleted or destroyed, in a manner that prevents recovery or 

reconstruction, all Confidential/PD information contained in documents, transcripts, and other 

materials within the scope of the Stipulated GDPR Protective Order that was issued by ________ 

on _________[date] in the case of  __________ [fill in case name]. I declare under penalty of 

perjury under the laws of _____________ [Country] that, to the best of my knowledge, based on 

my personal knowledge and reasonable investigation, that the above is true and correct.  

 

Date: ________________  Print Name: __________________ 

 

     Signature: ______________________ 

 

 

 



Template Discovery Processing Notice 

i.e.,







 
 

 

 The Sedona Conference 
Commentary on the Enforceability in U.S. Courts of 

Orders and Judgments Entered under GDPR 
(January 2021) 

The Sedona Conference Working Group on Data Security and Privacy Liability (WG11) 
developed the Commentary on the Enforceability in U.S. Courts of Orders and Judgments Entered under 
GDPR Commentary t of an order or 
judgment entered under the European Union (EU) General Data Protection Regulation (GDPR) 
by an EU court, or by an EU Member State supervisory authority, against a U.S.-based controller 
or processor. The goal of the Commentary is to provide guidance to stakeholders in the EU and in 
the U.S. on the factors both legal and practical that speak to the enforcement of GDPR 
mandates through U.S. legal proceedings. 

Part I of the Commentary GDPR 
Article 3 and briefly examines how EU supervisory authorities have interpreted that provision 
since GDPR entered into force in May 2018. 

Part II addresses the state of the law in the U.S. regarding the recognition and enforcement of 
foreign country orders and judgments. Some states have addressed the issue by adopting statutes, 
and others have relied on the common law. Each approach, however, relies on a set of common 
principles. Part II describes those principles, touching on questions about enforcement of private 
money judgments and injunctions as well as public orders prohibiting or mandating certain 
conduct or levying fines or other penalties for violations of foreign laws. 

Building on that discussion of general principles, Parts III, IV, and V address how those general 
principles apply to claims by private plaintiffs (Part III) and claims by EU supervisory authorities 
(Part IV), and the potential defenses they create for U.S. defendants (Part V). 

Finally, Part VI briefly addresses the ways that GDPR
than through the direct enforcement of an existing EU order or judgment entered under GDPR.  

The full text of The Sedona Conference Commentary on the Enforceability in U.S. Courts of Orders and 
Judgments Entered under GDPR is available free for individual download from The Sedona 

Conference website at 

https://thesedonaconference.org/publication/Enforceability_in_US_Courts_under_GDPR. 

© 2021 The Sedona Conference. Reprinted courtesy of The Sedona Conference.  
 



March 2022

The European Commission and the United States reached an agreement in principle for a 

• Based on the new framework,  between the 
EU and participating U.S. companies

• A new set of rules and  by U.S. intelligence 
authorities to what is  to protect national security; U.S. 

access of data by U.S. Intelligence authorities, which includes a

 processing data transferred from the EU, which will continue 
to include the requirement to self-certify their adherence to the Principles through the U.S. Department of 
Commerce

• Adequate protection of Europeans’ data transferred to the US, addressing the ruling of 
the European Court of Justice (Schrems II)

•

• Durable and reliable legal basis 

•

•

Next steps: The agreement in principle will now be translated into legal documents. The U.S. 
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